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Abstract—Modular multiplication is an important operation
used in cryptography. This paper presents a novel modular
multiplication algorithm that uses mainly multiply-accumulate
operation. The proposed algorithm uses a small-size look-up table
that can be stored into a general-purpose processor’s cache. The
algorithm can be used in any microarchitecture that has high-
performance multiply-add hardware units in their datapaths.

Index Terms—RSA algorithm, modular multiplication.

[. INTRODUCTION

RSA and eliptic curve cryptography algorithms mostly
rely on modular multiplication [1], [2], [3]. RSA algorithm
encrypts a plain text 7" as T”mod M where E is the public
key and M is a large modulus. RSA decrypts a cyphertext,
C, as CPmod M where D is the private key. Since the
exponentiation operation can be performed by executing a
series of modular multiplications, the efficient execution of this
operation improves the performance of the algorithm. Direct
computation of the modular multiplication requires one mul-
tiplication and one division operations. To compute modular
exponent, most algorithms use the result of the modular multi-
plication iteratively which causes a data dependency. Because
of the data dependency, hardware may waste many cycles if a
division instruction is used in the computation. The previous
work favored the Montgomery’s algorithm [4], since it does
not require trial divisions. Over the years it is also accepted
that the Montgomery’s algorithm is the best fit for hardware
implementations and significant research effort is dedicated on
efficient hardware implementation of this algorithm [5], [6],
[7]. Efficient hardware implementations are important because
they decrease the time needed for the decryption of the cipher
by brute force. To make brute force attacks difficult, the
preferred bit sizes for the modulus, public key, and private key
are increased. Recently, applications that use 1024 to 2048
bit sizes have come to scene. On the other hand this trend
introduces an important drawback. Public users do not have
special hardware for cryptography applications and general
purpose processors do not have arithmetic units that can
directly operate on large operands. A strategy to process the
large operand sizes is dividing the operand into sub-operands
equal to the processor’s word size and operating on them and
combining the sub-results to get the final result. Though this
method causes significant performance degradation, it is the
only choice if there is no special hardware support.

Modern general purpose processsor architectures have mul-
tiple high-performance multiply and multiply-add units in
their datapaths due to extensive use of this operation in
all kinds of applications. Thus, significant research effort is
dedicated to decrease the latency of these instructions. For
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example, current Intel Core Duo processor family that uses
65nm technology has a 32-bit integer multiply instruction
with 3 cycle latency whereas the addition instructions in
this processor family have 1 cycle latency [8]. Including
popular Montgomery algorithm most modular multiplication
algorithms rely on addition instruction. This study presents
a modular multiplication algorithm that uses multiplication
operation to fill this gap. The rest of the paper is organized as
follows: Section 2 presents the proposed algorithms, Section
3 discusses the efficiency of the algorithm. Section 4 presents
the conclusion.

II. THE PROPOSED ALGORITHM

Modern general purpose processsor architectures have mul-
tiple high-performance multiply and multiply-add units in their
datapaths. The proposed algorithm uses these units to perform
modular multiplication for large moduli. The steps of the
proposed algorithm are given below.

Algorithm
Assume A and B are two n-bit numbers and M is the moduli.

e Multiply A and B, P = A - B. Perform @ = W(1)
where () is used to accumulate modular equivalent of
the constant values that are discarded in this step. W (1)
is obtained from a look-up table (LUT) as W(l) =
LUT(Pgpsk—1)n). The LUT has 2* rows where each
row contains an n-bit precomputed Py, 4 j—1).,) mod M
value.

o Testif PL(1) = Py, 1.(n4x is equal to zero, if the test
fails, do (PL1 - W(2)) + P(,—1).0 where and W(2) =
LUT(2%), otherwise, go to the final step.

« Repeat computation until PL(i+1) = 0 when this occurs
sum the value of the accumulated Q with PL()(,,—1).0
to get the final result.

The flow chart of the algorithm is given in Figure 1. The
algorithm requires pre-computation of moduli values for a
selected range of values as explained above. These elements
are computed only once for each new moduli. An important
challenge is the size of the look-up tables since very large
look-up tables create memory bottleneck. However, for prac-
tical operand sizes look-up tables can be small enough to fit
in L1 caches. In the worst case, the algorithm computes the
modular multiplication in [n/k] iterations and requires one
multiply-add, one addition and one access to LUT for each
iteration. A numerical example that demonstrates the worst
case for an 8-bit moduli is given below.

A? = (TF)3s mod (81)56

is computed using the presented algorithm. To demonstrate
the algorithm more clearly hexadecimal representation of the
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Fig. 1. The Flow Chart.

numbers are used.
Example
e Step I:
P =A% =3F01
BL] =0F
Q=W1=7B,W2=179.
. Slﬁ‘.‘p 2:
(PL1-W2)+ P—1y0 = (F-79) 4+ 01 = 718
W3=73,W4=0
PL2=0
« Step 3:
Q=Q+ W3 mod 81 =(7TB+T73) mod 81 =6D
Q = (Q + PL1(;_1):0) mod 81
= (6D + 18) mod 81 =4

IT1I. ANALYSIS OF THE ALGORITHM

Most modern processor’s support 32-bit operand sizes. The
proposed algorithm can be adjusted to perform 32-bit modular
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TABLE 1
A COMPARISION OF MODULAR MULTIPLICATION METHODS
Operation M.A. [4] | P. A,
Add 64 4
Multiply-Add - 4
Shift 32 -
LUT Access - 4

multiplication. As it is stated before, the number of the
required iterations to generate the result mainly depends on
the size of the LUT. For 32-bit applications, to keep the look-
up table small enough to fit in a processor’s cache a look-up
table that has 256 rows with 32-bit row size is used. Total
size of the LUT is 8KBs which can easily be stored even in
an L1 cache of a modern general purpose processor. In this set-
up, the proposed algorithm computes the result in 32/8 = 4
iterations when the worst case occurs. Table 1 presents number
of operations required to compute a 32-bit modulus with the
proposed method and with Montgomery’s method. In both
methods, there is a data dependency between each iterations.
This means the operations cannot be executed in parallel.
An estimate for processors that has 65 nm Intel Core is
given based on the worst case latencies for the operations [8].
The latency for a memory access is accepted as one cycle
assuming the look-up table is stored in L1 cache. The latency
for add and shift operations are one cycle, the latency for
multiply instruction is three cycles. There is a packed multiply-
add instruction (PMADDWD) among MMX instructions for
this family with three cycles latency. Based on these latency
values Montgomery algorithm computes the product of 32-
bit modular multiplication in 96 cycles whereas the proposed
algorithm generates the same result in 20 cycles. On the other
hand it should be noted that there is extra overhead for the
proposed algorithm due to the computation of the LUT values.
A fair concern about the applicability of the algorithm may
arise considering the large operand sizes used in practice such
as 1024 bits or 2048 bits. Since the available operations are
dictated by the processor’s word size, the large size operands
have to be split into word size suboperands. For example a
128-bit operand must be splitted into four 32-bit operands, to
be processed which is true for all algorithms.

IV. CONCLUSION

This paper presented a straightforward algorithm to compute
modular multiplication. The algorithm exploits the current
improvements in the performance of multiply-add imple-
mentations. Preliminary analysis shows that it has potential
to speed-up the computation of modular multiplication in
general-purpose architectures. The proposed algorithm can be
combined with Montgomery’s algorithm in order to increase
the instruction level parallelism, since these two algorithms use
different resources. Planned future work will search the direct
applicabality of the proposed algorithm on hardware and more
specifically on FPGA platforms.
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Tiirkce Telaffuz Edilebilir Parola Ureteci

R. Engiir PISIRICI, Asli Cankaya PISIRICI

Ozet — Bilisim Teknolojileri alaminda kimlik dogrulama da
kullamlan “bildiginiz bir sey” - parola — konseptinde kullameilar
icin rastgele ve giivenilir sozciikler iireten uygulamalar
mevcuttur. Insanlar, rastgele anlamsiz ancak telaffuz
edebildikleri sozciikleri daha rahat ezberleyebilmektedirler. Bu
makalede yurt disinda yabanc diller icin gecerli telaffuz
edilebilir parola iiretecleri gibi iilkemizde iizerinde pek ¢ahsma
olmayan, Tiirk¢e'miz igin bir dizayn modeli ve yaklasim
onerecegiz. Bu makalenin sonunda ise, onerdigimiz dizayn
modeli ve yaklasiminin uygulanabilir alanlarindan bahsedecegiz.

Anahtar — Bilisim Giivenligi, Kimlik Dogrulama, Parola,
Telaffuz edilebilir Parolalar, Tiirkce Telaffuz Edilebilir Parola
Ureteci, FIPS 181, FIPS 112, CSC-STD-002-85

Abstract—In the field of information technologies, “something
you know"” - passwords- which are used at authentication
concept, there are some applications which generates safe and
random pass phrases. Humans can easily remember randomly
produced but pronounceable phrases. In this paper, we will offer
a design model for Turkish Pronounceable password generation
and application. At the end of this paper, We will give some
examples for how to apply this design model for today's
information systems.

Index Terms—Information Security, Authentication, Password,
Pronounceable Passwords, Turkish Pronounceable Password
Generator, FIPS 181, FIPS 112, CSC-STD-002-85

I. GIRIS

I< imlik Dogrulama, bir varhgin, bu dogrulamay:
yapacak, karsi tarafta bulunan ve daha énceden kimlik
dogrulama igin tanimlanmis veri kiimesinden, kendisine ait
alt kiimeyi dogrulamasidir[1]. Bu alt kiimeler miimkiin
oldugu kadar tekil olabilmeli, kolayhkla tahmin
edilememelidir. Bir insamn, baska birisini yiiziine bakarak
tanimasi, sesini dinleyerek kim oldugunu anlamasi veya bir
arslamin, eginin bir kava iizerine biraktigi  kokusu ile
bulabilmesini dmek olarak verebiliriz. Insanlarin  kalict
hafizasinda yiliz binlerce surattan olusan bir kiitiiphane
mevcuttur. Bunlart kullanarak karsimizdakini ismini dahi
hatirlayamaz durumda iken tamyabiliriz.

Insanlar i¢in bilisim sistemlerinde kimlik dogrulama 3 (ii¢)
yolla olur[2]. Kullanicilar, kendilerine ait, dogrulama icin
kullanacaklar: veri kiimesini bilisim sistemine iddia ettikleri
kimlik tammt ile beraber sunarlar. Bu kimlik tammi bir
kullanici ismi olabilecedi gibi anlamsiz giziiken bir sayi
toplulugu da olabilir. Yahut bu kimlik tanmimim bilisim
sisteminin onlara sundugu listeden segebilirler. Ayrica, bilisim

Bu makale 19 Nisan , 2010 tarihinde génderilmistir. Versiyon 1.1.3

Bu teknoloji i¢in patent basvurusunda bulunulmamistir. Arastirmacilar
diledikleri gibi kullanabilirler.

R. E. Pisirici, FREELANCE, Ankara, TURKEY, engur@uzay.eu

A. C. Pigirici, EMTA A.S., Ankara, TURKEY, asli@uzay.eu
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sistemi, bu iddia da bulunan kullanicinin, insan olup

olmadigim  da burada bahsetmeyecegimiz[6]  ¢esitli
methodlarla sinayabilirler.
Kullanicilara ait bu wveri kiimelerini 3 (ii¢) grupda

toplayabiliriz.
*  Bildigi bir sey. (Something you know)|[3]
= Sahiplendigi / envanterinde olan bir sey. (Something
you have)[4]
= Oldugu bir sey. (Something you are)[5]

“Bilinen” yani bildigi bir sey, kullanicimn bildigi, bilisim
sistemine ait bir terminal aracithigi ile girebilecegi veri
kiimesidir. Parolalar, kimlik tanimi iddiasim degerlendirecek
bilisim sisteminin gisterecedi resimlerin sirasi, bir koordinat,
pi sayisimin ilk 10 basamagi, pasifikte konusulan bir dildeki
sozciikler olabilir. Bu ornekler c¢ogaltilabilir, ancak bu
orneklere “sifre”[7] kavramim eklemek yanlis olacaktir.
Dilimize yanhs gegirdigimiz bir kavramda budur.

Bu “bilinen” lerin bir takim ortak ozellikleri mevcut
olabilir.

*  Tekil olabilecekleri gibi bir gruba da ait olabilir. (Bir
grup kullanicimin ortak parolasi gibi)

= Kolay ve tahmin edilebilir (kimliklerle
iliskilendirilebilmesi gibi) olmamas1 gerekir. (Dogum
il isim/soy isim de bulunan sdzciikler gibi)

* En sik karsilasilan ortak 6zelliklerden birisi de
kolayhkla unutulabilir olmalandir. Bir kullanicin
parolasimt  unutmasi,  iddia  ettigi  kimligi
dogrulayamamas: anlamma gelir. Bu makale de ise
buna karst bir onlem sayilabilecek bir yontemi
Tiirkge'miz ~ i¢in  uygulanabilir ~ bir ~ model
nermekteyiz.

* En biyilk dezavantajlarindan biri de, baskalan
tarafindan dgrenilmesi durumu anlasilmayabilir.

“Sahiplenilen” yani envanterindeki bir sey, kullanicinin
sahip oldugu, bilisim sistemine ait bir terminal aracihif ile
“sunabilecegi” ve biinyesinde, kimlik dogrulama i¢in gerekli
olan veri kiimesini igeren bir nesnedir. RFID kartlar, banka
kartlari, SIM kartlari, kredi kartlari, yaka kartlari, sinema
biletleri gibi 6rnekler verilebilir.

*  Bu “sahiplenilen” lerin bir takim ortak &zellikleri
mevcut olabilir.

«  Tekil olabilecekleri gibi bir gruba da ait olabilir. (Bir
grup seyircinin tek bileti olmas: gibi)

*  Kopyalanabilir olduklar igin bu yodntemlerin risk
yonetimleri dahilinde olabildigince zorlu olarak
dizayn edilmeleri gerekir. Ormek vermek gerekirse
fivati ucuz olan bir sinema biletinin hazirlanmas ile
Biiviik  Milletr  Meclise giris  saglavacak yaka
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kartlarinin hazirlanmasi ayni gekilde olmamalidir.

* Kaybedebilme yahut caldirma gibi olaylar olabilir.
Bunlarin kaybeden ve ¢aldiran kullanmicr tarafindan
fark edilmesi kolaydir ancak kopyalanmasi
durumunda gene anlasilmayabilir.

“Olunan” yani oldugu bir sey, kullanicimn, kimlik
iddiasinda bulundugu bilisim sistemine uygun bir terminal
aracihi@ ile veriler kiimesi bi¢iminde iletilebilecek bir olgudur.
Bu olgular kullanicinin dogumu ile beraber gelebilecegi gibi
sonradan kazandig 6zellikleri de olabilir,

Onemli olan bu olgularn kisilere gére belirleyici ve veriler
kiimesi seklinde ifade edilebilir olmasidir. DNA, Kan grubu,
yiiz izi, retina taramast, vb. BIOMETRIK olgular olabilecegi
gibi, imza, yazi karakter bigimleri gibi sonradan KAZANILAN
olgulari da ©Ornek verebiliriz. Bu orneklere 1slak imza,
elektronik imza gibi kavramlar ekleyebiliriz.

Ancak elektronik imza ile sayisal imzanmn aym
olmadigim, sayisal imzanin matematiksel bir ériintii oldugunu,
elektronik imzanin da genel anlam itibar ile 1slak imzanin
elektronik bir cihaza atilarak verilere doniistiiriildtigiinii
belirtmek gerektigini nemle vurgulamak isteriz.

Bu “olunan™ larin bir takim ortak 6zellikleri mevcut
olabilir.

*  Terminallerin kandirabilir olmasi durumu vardir.
Ornek olarak vermek gerekirse Parmak iz
okuyucularim  kandirmak  i¢cin  bir  ¢ok  yol
bulunabilmektedir.

* Amacma gore giivenligi en iyi saglanabilecek
yintemleri igermektedir. Kimliklerin dogrulamasinda
birbirleri ile aym ¢ikmayacak en giivenilir veri
kiimelerini bu yolla alabiliriz.

Makalemizde inceleyecegimiz kissm PAROLA konusudur.
Bilinen tiirii iginde yer alan PAROLA, ezberleyip
UNUTMAMAMIZ gereken bir veri kiimesidir. Bu veri
kiimesini bir terminal aracihigi ile direkt olarak kullanicinin
kendisi girmektedir. Unutulmadigi halde girmek bazen dogru
sekilde olmayabilir. Fiziksel anlamda bir etkilesim mevcuttur.
Ornek olarak, tus takimi — parmaklar ikilisini verebiliriz.
Bozuk bir tus takinu, yanlis basilan bir tus, gibi etkenler bu
sistemi etkilemektedir.

Bir diger konuda, parola se¢imi ve se¢ilmis parolalarin
vonetimidir. Gilinlimiizde bir  kullanici, bir¢gok  bilisim
sistemine bu yolla girmektedir. Kullandiklari banka kartlari,
kredi kartlar, eposta hesaplari, izledikleri forumlar, iivelikler
gibi sunulan biitiin - hizmetler i¢in akilda kalci olmasi
agisindan bir zafiyet yaratacak da olsa ezberlenmesi kolay
ancak giivensiz parolalar se¢ilmektedir. Parola ydnetimi olarak
bakildiginda, her ne kadar bu zayif parolalarin degistirilmesi
yoniinde kullanici zorlansa da kullanici ilk firsatinda bunlar
gene zafiyet yaratacak bicimde se¢mekte ve kullanmaktadir.

A. Getirdigimiz Yenilik
1980 1i yillardan beri kullanicilar i¢in parola segimi, bilisim
sistemlerinde parola yonetimi gibi konularda c¢alismalar
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olmustur[8]. Bu makalede bahsettigimiz telaffuz edilebilir
parola kavrami yeni olmamakla beraber, Modern Tiirk¢e
yvazim dili i¢in hazirlanmis bir model yoktur. Getirdigimiz
yenilik, Tiirk¢e kullanan kullanicilarin zafiyet yaratacak bir
bigimde zayif parola se¢mesi yerine daha giiclii parolalar
segebilmesini saglayacak telaffuz edilebilir parola tiretebilecek
bir model ve yaklasim onerecegiz.

B. Makalenin Organizasyonu

Makalenin ikinci kisminda PAROLA kavraminin
dayandigi EZBERLEME konseptine bakacagiz. Sembolik
bilincimizin oldugundan ve ezberlemeyi semboller iizerinden
yaptigimizdan bahsedecegiz. Bu konseptde yer alan kisa siireli
hafizamizla ilgili yedi (7) sembol kavramma degindikten
sonra telaffuz edebilmenin sembolik bilincimizle ilgisine
deginecegiz. Uciincii kisminda Tiirkge telaffuz edebilmenin
modeline bakacagiz. Hece gruplarina deginecek, ayrica
telaffuz edebildigimiz ancak anlami olmayan sozciikler ile
harflerin yan yana geldigi gene anlamsiz sozciikleri
kiyaslayarak semboller seklinde tuttugumuz parolalarin gergek
uzunluklarina 6rnekler gorecegiz. Dordiincii kisimda bu
konuda diinyadaki 6rmek uygulamalara deginecek ve ¢alisma
orneklerine bakip modelimizi ve yaklagim methodlarimizi
tamamlayacagiz. Besinci ve son kisimda anlatilanlar 6zetleyip
ortaya koydugumuz model ve yaklasim ile bilisim
sistemlerinde yapabilecegimiz degisikleri tartisarak makaleyi
tamamlayacagiz.

[1. EZBERLEMEK

A. Biling Tanimi

Beyin ve bilin¢ kavrami hala {izerinde ¢alisilan ve tamami
tam olarak anlasilmamis konulardir. Anlayabildiklerimiz
tizerinde duracak olursak, insan beyni biling tizerinde her seyi
“ezberleyerek” yapmaktadir. Basit gibi goriinen bir matematik
islemini bile aslinda ezberleyebildigimiz i¢in yapabilmekteyiz.
Ornek olarak verirsek, 5 ile 8 in carpimunda sonucu 40
olarak buluruz. Bu sonucu bir matematik islemi yaptigimz
icin degil ezberledigimiz i¢in verebilmekteyiz. Yiiz hafizamiz
iginde aym sekilde, onlan “ezberleyip” beynimizin bu is i¢in
ayirdigr “bélmelere” koymaktayiz.

Okumak bize ne kazandiriyor? sorusuna baktigimiz vakit,
vazilart harf harf olarak degilde “kaliplar” seklinde
algiladigimiz ortaya ¢ikiyor. Cok okuyan birisinin bu kaliplari
¢ok harf igerdiginden az okuyup sadece harf kaliplarim
algilayan bir insandan daha hizhi okuyabilmesini saglayan
mekanizma, konusma islemi i¢inde gecerlidir.

Bilincimiz ~ sembolik  olarak  isler. ~ Her  veriyi
sembollestirerek saklamaktadir. Kisa siireli hafizamiz yedi (7)
sembolii hemen isleyebilmektedir.[9] Bizden hatirlamamiz
istenen bir telefon numarasini rakam rakam olarak degilde
gruplanmis semboller olarak tutabilmek daha kolay
olmaktadir. O yiizden bazi numaralari daha rahat hatirlarken
bazi numaralar da bir tiirlii akhimz kalmaz.

Bireylerdeki bu farklilik sembolik bilincimizin semboller
konusunda farkliligindan kaynaklanmaktadir. Buna &rnekler
verebiliriz. “Mehmet” ismi bizler i¢in tek bir sembol haline
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ddniigmiisken, dilimize yahut bu isme yabanci birisi, bunu
hatirlamakta zorluk ¢ekecektir. Ciinkii sembolik bilinci orada
kendi dil yapisina uymayan alti (6) adet harf yan yana
durmaktadir.

1453 sayisi, bizim nesil i¢in tek bir sembol olabilirken,
muhtemelen yeni nesildeki bir¢ok birey i¢in dort (4) haneli bir
sayl yani muhtemel olarak dort (4) sembolden olusan bir say1
olacaktir.

B. Okudugumuz Kelimeler ve Telaffuz Edebilmek

Daha dncede degindigimiz gibi, okuyabildigimiz kelimeleri
aslinda harf harf olarak degilde sembolik bilincimizde olan
semboller olarak algilamaktayiz. Bunlarin en basiti ise
okumay1 ogrenirken bize &gretilen HECE gruplandir, O
yiizden bir anlam ifade etmese bile telaffuz edebildigimiz
kelimeleri harf harf hatirlamak yerine sembol sembol yani
hece hece olarak hatirlamamiz miimkiin olacaktir. Ornek
olarak, “zxiqo” u bes (5) sembol olarak algilayabilirken

“konrof”  kelimesini sadece iki (2) sembol olarak
algilayabiliriz. Sembolik bilincimizde telaffuz edebildigimiz
minimum Kkaliplar meveutdur. “kon” - “rof” bu kaliplardan
ikisidir.

Sonug olarak, “PAROLA” y1 nasil sakladigimiza bakacak
olursak;

Beynimiz sozciikleri harf olarak degilde, gruplanmis
semboller olarak tutabilmektedir[10]. (“konrof™ kelimesi gibi)

Sembol gruplan kullamldik¢a tek sembole olmaya dogru
vakinsar, yani kahiplasir. (“Mehmet " ismi érnegi gibi)

Telaffuz edebildigimiz sozciikleri harf olarak degilde, hece
gruplari olarak tutabilmekteyiz. Hatta bu hece gruplan
beynimizde kendi aralarinda sembol olusturmalari durumunda
daha az sayida sembol olarak tutabilmemiz gerceklesebiliyor.

III. Parora vi TELAFFUZ EDILEBILIR PAROLA

A. Biling Tanum

Parolalar harf ve sayilar ve giris yapilacak terminal
iizerinde bulunabilen sekillerden olusan sembol gruplaridir.
Kullanici bunlari terminal araciligi ile belirli bir siirede, belirli
bir siralamada giris yapmahdir. Hemen hemen her terminal de
(klavye, tus takimlar, bilgisayar faresi veya dokunmatik ekran
iizerinde tiklayarak, vb.) hata yapma olasihna karsi birkac
kez tekrarlama hakk: verilmis ancak fazla tekrarlama yapmak
ise kimlik dogrulama istenen kullanict taniminin belirli bir
siire boyunca o terminal {izerinden girisini engellemeyi
saglamislardir.

Telaffuz edilebilir parolalarin ¢ikisi diinya iizerinde yeni
degildir[11]. Bilisim sistemlerinde tiirk¢e telaffuz edilebilir
parola tiretimi konusunda makale yazarlarindan birisinin 1995
de bir calismasi olmus bunla ilgili bir bilgi notunu 1995 de bir
sunumda dipnot olarak bahsetmistir.[12] Tiirk¢e tizerinde bu
konuda yapilan bir baska ¢alismaya rastlanmamistir. Ancak
internet ve hypertext tabanli medyanin yaygmlasmasi, bu
konularda yapilmis ¢alismalarin literatiirlere  girilmesini
zorlastirmis, o yiizden Tiirk¢e telaffuz edilebilir parola
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kavramini “yeni” olarak sunmak agik¢asi dogru gelmemistir.

Bu bilgiler 1siginda, en azindan bizler i¢in yeni
sayllabilecek bir kavram olarak Tirkge telaffuz edilebilir
parolalann incelerken &ncelikle dil yapisina  bakmamiz
gerekmektedir.

B. Tiirk¢e ve Telaffuz edilebilir Kelimeler

Tiirk¢e, okundugu gibi yazilabilen bir dildir. Ayrica bir

fonetik alfabesine ihtiya¢ duymaz! O yiizden Tiirk¢e telaffuz
edilebilir parolalar, okundugu gibi yazilabilen kelime-say1 ve
sekilsel sembollerden olusabilir.

Tiirkce telaffuz edilebilir kelime iiretmek igin
kullanilabilecek bir yaklasim yazihh metinlerden markov
modeli kullanarak bir yontem belirlemek olabilir[13]. Bu
yontem ¢ok rahatca kullanilabilmektedir ¢iinkii yukarida
bahsettigimiz gibi fonetik diline ihtivag duyulmadigi igin
taranacak  yazili  metinlerle  olusturulacak ~ markov
veritabaninda ¢ok ufak diizeltmeler yaparak, diizgiin bir model
ortaya konulabilir.

Ancak bu makale de bu yontem iizerinde durulmayacaktir.
Arastirmacilarin bu yontemle ilgilenmesini ozellikle Tiirkce
dili i¢in bir markov modeli gelistirilmesini hararetle tavsiye
ederiz.

Tiirkge'de  kelimeler hece toplulugudur. Heceler harf
toplulugudur. Dilimizde birka¢ yazim ve/veya okuma kurali
hari¢ (sesli uyumu, bazi harflerin kelime basina veya sonuna
gelememesi gibi) telaffuz edilebilir kelime {iretebilmek i¢in ii¢
(3) temel kural igerir.

* Her hece bir sesli harf icermektedir. Bu kural
Tiirkce fonetigi icin kaginilmaz bir kuraldir. iki veya
daha fazla sesli harf i¢ermez. Birgok dilde oldugu
gibi bazi kelimelerimizde bazi hecelerin sesli harf
icermedigini gorebiliriz. Ancak bu kelimeleri de sesli
harf igerecek sekilde okudugumuz igin bunlarin
yazimi da sorun teskil etmeyecektir. Ornek olarak
“tren” kelimesini verebiliriz. Bu kelimeyi “ti-ren”
seklinde okuruz. Tek heceden olusmus gibi goziikse
de, bunu fonetik olarak iki hece seklinde kelimeyi
styleriz.

* ilk hece harig, biitiin hecelerde ikinci harf sesli
harfidir. Bu kuraldan, bir kelimeyi olusturan heceler
i¢in su alt kurallar ¢ikarabiliriz.

o Ilk hece tek harften olusabilir. (bir tane sesli harf)
© Diger heceler minimum iki harften olusabilir.
Daha onceden belirttigimiz gibi heceler harf

toplulugudur.
©  Fonetik dil yapimiz geregi bir hecedeki
maksimum  harf sayisom  dort  (4)  ile

simirlandirmis  olursak, bu kural kapsaminda

kelimeleri hecelerine ayirabilir, uygun hecelerle

telaffuz edilebilir kelimelerde iiretebiliriz.
Ornek olarak “aza, ilk, ilkin" kelimelerini verebiliriz.
“Aza” kelimesini “a-za” olarak okuruz, “az-a”
olarak okumayiz. “Ilk” kelimesini tek hece olarak
“ilk” seklinde telaffuz ederiz. “llkin"" kelimesini “il-
kin" olarak soyleriz, “i-lkin"" veya “ilk-in"" seklinde
telaffuz etmeyiz.
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«  Uciincii kural olarak rahatlikla tiiretebilecegimiz
gibi, ilk hecenin sesli harf ile baslayabilmesidir.
(“a-ma”)

C. Hece Gruplarimn Tanimlanmasi

Oncelikle hecenin tammma bakacak olursak, kelimeleri
olusturan en kii¢iik birimi harf olan ve agzin tek hareketinde
sarf edilebilen ses modelidir|14]. Tiirkge de en fazla 4 harfli
hece vardir. Tiirkge de hece ve seslem konusma ve yazma
dilinde aymdir. O yiizden yukarida bahsettigimiz gibi ayrica
bir fonetik abecesine ihtiya¢ duymaz. Modeli olusturmak igin
gerekli tamimlari  ortaya koyarken, hece gruplarini
tamimlamadan gegemeyiz. Yaklasimimizda alfabeyi olusturan
sembollerden rastgele se¢erken uygun bir hece olusturabilmek
icin  kelimeyi olusturan hece gruplarma uygunluguna
bakmamiz gerekir. Bu gruplamayr hecenin, kelimedeki
pozisyonuna gore yapariz. Buna gore, Tablo-1 de gosterilen lig
(3) ¢esit hece grubundan bahsedebiliriz.

TABLO |

Hece GrupLari

Kod Isim Agiklama

Kelimelerin
Tiirkge
erup.
Kelimelerin ortasinda bulunan grup.
Bu  gruptaki  hecelerin  komsu
hecelerle uyumlu olmasi saglanabilir.
Kelimelerin sonlarinda bulunan ve
Tiirkge kurallarina  gére iiretilen
grup.

Bu gruplar, yukarida gegen kurallara ve ilk basta belirttigimiz Tiirk¢enin
diger (sesli wyumu, G ile baglamama, vb.) uygun olarak iiretilirler.

Ornegin H1 grubundan bir hece, baslangig grubu oldugu igin tek harf
olarak iiretilebilecedi gibi “Ge” seklinde bir H1 hecesi de olmayacaktir,

HI Baslangig Hece Grubu baginda bulunan ve

kurallanna  goére dretilen

H2 Orta Hece Grubu

H3 Bitis Hece Grubu

D. Kelime Gruplarimn Tamimlanmasi

Model i¢in hece gruplarinin tanimini yaptiktan sonra kelime
gruplarimn  da tammim yapabiliriz. Bu kelimeleri veya
sozclikleri direkt parola olarak kullanabilecegimiz gibi ileride
deginecegimiz sekilde kelime gruplarindan biitiinlesik elde
edecegimiz gruplari da kullanabiliriz.

Kelime gruplarim Tablo-1 deki hece gruplarina gére Tablo-
II de gostertildigi gibi ti¢ (3) sekilde yapilandirabiliriz,

TABLO I
KeLive GrupLARI
Kob Isim ACIKLAMA
KT Tek heceli Kelime Bu grupta, HI ve H3 gruplarina uyan
Grubu vani ortak kiimelerinde kesisen
heceleri sayabiliriz. KT = HINH3
olarak  formiil  bi¢iminde ifade
edebiliriz.
Ki Iki heceli Kelime Burada iki heceden olustugu igin H1
Grubu ve H3  gruplanindan  heceleri
sayabiliriz. KI = HI+H3 olarak
ifade edebiliriz.
KC Cok heceli Kelime Bu kelime grubunda tammladigimiz
Grubu biitiin hece gruplarim kullanacagz.

KC = H1+H2+..(H2)..+H3
Bu tablo da belirtilen hece gruplari Tablo-1 den alinmustir.
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TABLO 111
SemBoL GRUPLARINA EKLENTILER
Kod isim Kiime

Pl Rakam Tablosu 10.1,2.3.4.5.6,7.8.9]
S2 Carpim Tablosu (e LR 1) D
HI If\‘lfaniimcrik Karakter (A EWZ}

Tablosu

Terminal iizerinde
Ti bulunan sembol {1 A%.&,...}

Tablosu

Tablo bilincimizde yeralan sembollere gire rahatlikla uzatilabilinir.

E. Sembol Gruplarimin Genisletilmesi

Telaffuz edilebilir Parola modelinde temel olarak sekilleri
degil insan beyninde olusan sembolleri temel almistik. Bu
semboller hece gruplan oldugu kadar baska sekillerden olusan
sembollerde olabilir.  Sembol gruplarimizi, kelime-hece
gruplarina ekleyerek sembol havuzumuzu genisletebiliriz.
Boylece hece gruplarinin arasina, kelime gruplarinm basina
ve/veya sonlarima bu sembol gruplarim da ekleyebiliriz.
(Yukaridaki Tablo-11l'e bakiniz.)

Bu ornekler c¢ogaltilabilir. Dikkat edilmesi gereken en
onemli sey, bu kiimelerde bulunan elemanlarin insan beyninde
ve Ozellikle Tiirkge diistinen bir bilingte sembol olarak
bulunmasidir. ilkokulu bitiren herkes 81 sayisim tek sembol
olarak hatirlayabilecekken, 1453 gibi bir tarihi tek sembol
olarak hatirlanamayabilir.

Bunlarin disinda, bu sembol gruplarina yapilabilecek baz
ozellikleri de tek basmma bir sembol olarak kabul edebiliriz.
Ornek vermek gerekirse, biiyiik-kiigiik harf fark: tek basina bir
semboldiir.

F. Zorluk Dereceleri

Modelimizi olustururken, iiretilebilecek parolalar ic¢in bir
hatirlanma zorluk derecesi (HZD) tanimlayabiliriz. Buna gére,
Tablo-1V de HZD'ler tanimlanmstir.

TABLO-IV

Hanreanma Zoriuk DeErRECELERI

HZD ParoLaniv IcerpiGi Onrnex
SemBoL Savist
Kolay 1—2 aras al, alsa
Orta 3—5 arasi konzartok, vandurkurtsa
Zor . 6—7 arasi kardigakkoznayopnok
istisna . T'nin distli - 2 ltur%kantRonXkay!
Bu tammmlamalar {izerine, kullanmicilarm  bu  model

dogrultusunda istedikleri bir zorluk derecesinde parola
iiretebilmeyi veya sistemin giivenlik kriterleri bakimindan
minimum  bir zorluk derecesinde parola {irettirmeyi
yapabiliriz..

G. Parola Ornekleri

Parola ve telaffuz edilebilir parolalara 6rneklere yukarida
yaptigimiz tammlar dogrultusunda gecebiliriz. Ornekleri 1-7
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HZD sirasinda ele alacagiz. Ornekleri incelerken, hatirlanmasi
ayni zorlukta olan ve sembolleri ayni sayida barindiran ancak
karakter olarak (harf, say1 veya sembol digitleri) birbirlerinden
cok farkh sayida igeren parolalara rastlayacagiz.

Bir tane sembol iceren &rnekler; “zon, ka, a, 21, 5, kart,
1976, ashi”. Bu omeklerde tek heceli gruplarn gorebiliriz.
Ayrica bir dogum yili veya bir isim birileri igin tek sembol
haline gelmis olabilir.

iki tane sembol iceren Srnekler; “Zon, aii, on21, asli1975".
Burada “Zon” 6rnegini, “z si biiyiilk — zon™ olarak anlanz.
“asli1975” ise bir isim ve bir dogum tarihinden olusan aslinda
toplam iki tane sembol igeren bir paroladir. Bu tip parolalara
stkea rastlayabiliriz. Uzun goéziikmelerine ragmen aslinda
“kolay™ olduklarini fark etmemiz gerekmektedir. Parolalar asla
ama asla karakter uzunluklarina gore incelenmemelidir

Uc tane sembol iceren ornekler; “kazOn, aiiv, akazon,
engiirasli1975”. Ornekleri incelersek, “ka-o'su biiyiik-zon,
ii¢ tane harf, ii¢ hece, ve iki isim arti bir tane tarih” olarak
girebiliriz. Aym seviyedeki ¢rnek verdigimiz bu parolalarda
ti¢ karakterli de on ii¢ (13) karakterli parolada olmaktadir.

Son olarak yedi tane sembol igeren bir érmege bakalim;
“kaRt%1976zon!engur”. Bu o6megi “r'si biiyiik kart-%
isareti-1976 tarihi-zon-iinlem-isim” olarak ele alabiliriz.
Bunu ezberlemeye basladiktan sonra bir takim yakinsamalar
olabilecegi gibi sembol sayisi zamanla bire (1) dogru
vaklasacaktir,

Dikkat edilmesi gereken bir hususta, sembolleri birbirine
benzeyen gruplarin yan yana gelmemesidir. Ornek olarak
carpim tablosundan 21 ve rakam tablosundan 3 'ii yanyana
kullanirsak ortava ¢ikan 213 7'M iki sembol olarak degilde,
baslangigta “2-1-3 " olarak algilayabiliriz

IV. Yasanci Ditcer Igin Var opan UvcuramaLar vE MoDELiMiZ

Diinyadaki  ¢rnekleri  incelemeye ¢alistigimz  vakit,
yukarida belirttigimiz sebepler yiiziinden, daha ¢ok Ingilizce
kaynaklar ~ve  patent arama  motorlan  {izerinden
bulabildiklerimizi inceleyebildik.

ilk rastladigimz belge FIPS-181 deki telaffuz edilebilir
parola iiretimindeki yonlendirmeleri idi[15]. Rastladigimiz
birgok uygulamada FIPS-181 deki direktiflere uygun olarak
vapilmisti,

Diger bulabildiklerimiz, genellikle markov modeli
kullanarak olusturduklart aga¢ yapisindan yola ¢ikarak bir
takim diller  igin telaffuz  edilebilir parolalar
kullanmaktadirlar[16]. O dilde yazilmis ne kadar ¢ok metin
bulunabilirse, olusturduklari modeller daha etkin telaffuz
edilebilir ancak anlamsiz kelimeler tiretebilmektedirler[17].

A. FIPS-181 ve Digram Modeli

FIPS-181de bahsedilen model ii¢ ana par¢adan meydana gelir.
Birim tablosu, digram tablosu ve rastgele iireteci altrutini.
Sekil — 1 de gegen rastgele kelime iireteci (Random Word
Generator), telaffuz edilebilir hece /seslem gruplan
olusturarak ve bunlar1 birbirlerine baglayarak kelime
tiretir[ 18]. Telaffuz edilebilme kurallari birim ve digramlar
icin bir tabloda tutulur. Bu kurallar birimler yani alfabe de
bulunan harflerin hece/seslem iginde bulunduklar pozisyon
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icin gegerli yahut gegersiz seklindedir.

- Generate AUTOMATED PASSWORD GENERATOR

Random Key NIST IMPLEMENTATION
(ANSIX9.17)
Y
DES Random  _ |Random Word
Randomizer Numhber ~ | Generator |
Old
Password
Yes Acceptable
Password
No
Implem entation
Dependent
Sekil. 1. Rastgele kelime iireteci dnceden iiretilmis rastgele sayiy1 kullanarak

FIPSI81 de tammlanmis kurallara uygun olarak telaffuz edilebilir parola
firetiyor.

B. Markov Modeli ve Digerleri

Asagida ornek olarak inceleyeceklerimiz disinda bizim
modele yakinsayanlarim bulamadik. Genellikle hedefledikleri
diller dolayis1 ile yahut markov modeli sayesinde
genellestirebildikleri i¢cin bu yontemi tercih etmislerdir.
Fonetik dile ihtiya¢ duymayan dil simifinda sadece Tiirkge yi
arastirdigimizdan  dolayi, diinya {izerinde bizim modele
benzeyen baska bir yapit dan haberimiz olamadi. Ancak aklin
yolu birdir. Spesifik olarak, fonetik dile ihtiya¢ duymayan bir
dile uygulanabilecek bu yontem, genellesmis markov
modelinden daha iyi sonug¢ verecegi ortadadir. Unutulmamasi
gereken, diger uygulamalarda ortak olarak kullanilan markov
modeli, bir sistemin egitilmesine ve egitildigi veriler iizerine
insasina dayanir.

Uzerinde g¢ahsilan dilden g¢ikarilacak markov modelinde
dikkat edilmesi gereken bircok konu olabilir. Fonetik dile
ihtiya¢ duyan yapilarda telaffuz edilemeyecek kelimeler ortaya
¢ikabilir. Hem bizim 6nerdigimiz yaklasim c¢ergevesince araya

baska semboller konularak iiretilecek parola
gliglendirilebilmektedir. Bunu markov modelli uygulamalarda
araya  konulmasindan  ¢ok  basmma  yahut  sonuna
eklenebilmektedir.

Ayrica, fonetik dil-yazim dili ¢evrimi yapabilen, bdylece
fonetik dile ihtiyag duymasma ragmen markov modeli
olusturmadan yapabilen bir uygulamaya rastlamadik.

C. Ornek Uygulamalar

Inceleyecegimiz uygulamalarin haklari taraflarca sakhdir,
Bu paragraf dan baslayarak besinci kisma kadar olan
bahsedilenler kendi fikirlerimiz degildir ancak yorumlar bize
aitdir, sahiplerini baglamaz.

KeePass Pronounceable Password Generator[23]

Projenin dokiimanlarinda nasil telaffuz edilebilir parolalari
nasil direttifine dair ayrintuh  bilgi  yoktur. FIPS-18]
direktiflerine uydugunu proje dosyalarindan bir metinde
deklare etmis, ancak nasil uyduguna dair ek bilgi koymamistir.
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Method and System for generating pronounceable security
passwords / US Patent No: 5588056[19]

Projenin dokiimanlarinda nasil telaffuz edilebilir parolan
nasil iirettigine dair ayrintili  bilgi yoktur. FIPS-181
direktiflerine uydugunu proje dosyalarindan bir metinde
deklare etmis, ancak nasil uyduguna dair ek bilgi koymamistir.

A Simple Pronounceable Password Generator for PHP[20]

Projenin dokiimanlarinda nasil telaffuz edilebilir parolar
nasil direttigine dair ayrntih  bilgi  yoktur. FIPS-181
direktiflerine uydugunu proje dosyalarindan bir metinde
deklare etmis, ancak mnasil uyduguna dair ek bilgi
koymamistir[21].

V. Sonug

Bu makale kapsaminda, Tiirk¢e telaffuz edilebilir parola
tiretimi incelenmis, diinyada diger diller i¢in var olup Tiirkge
igin uygun sayilabilecek, Onceden hazirlanmis tablolar
kullanma sureti ile (FIPS modeli) veya daha O&nceden
bulunmus metinlere dayali olarak olusturulan markov
modelleri yerine, kurallarma uygun bir bi¢imde tablolara Ya
da markov modeli'ne ihtivag duymadan sinirlanmamis parola
tiretebilmeyi saglayacak bir model ortaya konmus ve
yaklasimi incelenmistir.

Onerilerimiz, gesitli isletim sistemleri igin tasarlanabilecek
uygulamalarda kullanilmak iizere bu konuda bir kiiriiphane
gelistirmek, bdylece bu kiitiiphane yi olabildigince ¢ok
platformda destekleyerek halkin kullammina agmaktir. Bir
kiitiiphane ve birka¢ platformda ¢ahsan uygulamalarimiz
mevcut dur ve paylasima agiktir. Bir fikir alinmasi agisindan
arastirmacilar alip inceleyebilir.

Ayrica, Onceden parola atanmasi konusunda, bilisim
sistemlerine bu tip bir kiitiiphane eklenerek, kullaniciya hig
olmazsa akilda daha ¢ok kalici parola atanabilir. Kullaniciya
parola seg¢tirirken, bu kiitliphane yardimi ile bunlara
uygunlugu test ettirilebilir.

Bu konseptin iginde, baska sembol gruplari da eklenebilir.
Ornegin klavye komsuluk grubu gibi. (“asd”, “qwe”, “hjk")

Son olarak da, yukarida bahsedilen durumun tam tersi de
uygulanabilir. Kullanicinin sectigi parolanin telaffuz edilebilir
olup olmadigina bakilarak, relaffuz edilemeyecek daha zor
parolalar i¢in yonlendirilebilir. Unutmamak gerekir ki, telaffuz
edebilmek, akilda daha kalici olur. Bu da bir takim goriislere
gore bir zafiyet yaratmaktadir{22].

EKLER

Makalede bahsi gegen kodlar bas yazarla irtibata gegerek
alabilirsiniz. Ayrica bu makaleye ait hazirlanan sunumu
http://engur.uzay.eu/sunumlar adresinden indirebilirler.
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Sayin  Emre Karalarl'ya ve Hidayet Dogan'a bu

makalenin hazirlanmas1 esnasindaki degerli katkilarindan
dolay tesekkiir ederiz.
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An Implementation of
Kerberized Captive Portal

Cihat TOMBAK, Natan ABOLAFYA, Tugkan TUGLULAR

Abstract— A widespread example usage of wireless networks,
a technology which gets more and more employed every single
day thanks to its simplicity of utilization and deployment, and
high accessibility, is captive portal, software for hotspots.
However, developed security  solutions for  wireless
communications are not suitable for captive portals. Problems
and solutions for captive portals are mainly based on
authentication because primarily the main task of a captive
portal is authentication. Even though it's primary, it is also
highly vulnerable to session hijacking for most of the captive
portal implementations. This paper proposes a solution against
session hijacking. It explains negotiation based Kerberized
captive portal model for secure authentication. In this model,
captive portal is proposed as a proxy with Kerberos
authentication and negotiation. This model is worked up into an
application with participation of key distribution center.

Index Terms—Captive portal, Kerberos authentication, proxy.

I. INTRODUCTION

FTER growth popularity of IEEE 802.11 a, b, g, n

based wireless communication, securing wireless
communication and authentication became an important issue.
This security is provided by many protocols in terms of
different TCP/IP layers.

Home and small business wireless networks can be
protected by WEP, WPA or WPA2 encryption methods.
These methods are used via a single password. Any of these
methods is not feasible for network systems that has huge
amount of clients like hospitals, universities, and hotels.
Single password is not convenient for these systems because
security of single password in a crowded environment is not
reasonably achievable. Therefore, wireless hot spots are used
for these environments. captive portal is the application that
operates on wireless hot spots. Captive portals are preferred
for short time authentication because of their functionality.
They do not require any installation on client machine and
authentication is easy via web interface. Also user
management is very simple. However, it has many security
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vulnerabilities open to exploitation by intruders. We propose a

new approach and implementation to secure these
vulnerabilities.
Kerberos is introduced as an authentication and

authorization method for local networks. We merged the
power of Kerberos with functionality of captive portal
structure. For this purpose, there are a lot of studies including
usage of Kerberos authentication for secure captive portals.
These implementations use Kerberos authentication for only
login process of captive portals. We propose a model
including fully kerberized authentication and communication
called negotiation.

The content of this document is organized as follows.
Second section mentions existing captive portal
implementations, their vulnerabilities and consequences of
these vulnerabilities. Section three introduces our approach
and its advantages. Finally, fourth section presents details of
our implementation as an application.

II. EXISTING IMPLEMENTATIONS AND THEIR VULNERABILITIES

As in Figure 1 and 2, the common authentication occurs as
following [3.,4]:

1 - “Client” selects and connects the network which captive
portal is employed. Client requests DHCP lease, and gets its
IP address.

2 - Client requests an HTTP service from the exterior
network via a web browser. (Figure 1 — Step I)

3 - Gateway firewall cannot recognize the IP and MAC
address of the request owner and redirects client to the login
page of the captive portal. (Figure 1 — Step II)

4 - Client signs-up and/or signs-in with credentials, agrees
some terms, types numbers from a pre-paid ticket, enters
credit card number or any kind of authentication that captive
portal is employed for.

5 - The captive portal software verifies this information
locally or externally and adds the according firewall policy
with regard to MAC and IP address. (Figure 2 — Step 1V)

6 - Client gets response for the HTTP request it sent
originally. (Figure 2 — Step 111, V)

Unless specified, client is allowed to use network resources
afterwards.

A. Current captive portal Implementations

All of the current captive portal implementations are based
on registering client's [P and MAC address to gateway
firewall. This registration means updating the firewall policy,
thus client is allowed to communicate with the exterior
network. However, this model is remarkably vulnerable to
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session hijacking [2]. Three variations of this implementations
are explained below.

s DEER//gOOGlE.COM/

n o

E.-"“"' = {' CAPTIVE PORTAL
( WweB ) A

:\\ ]

-

Figure 1: captive portal web access request.

AUTHENTICATION SERVICE

redirected to http:/google.com/

Figure 2: captive portal Authentication Process.

First implementation is based on only basic web
authentication. Client meets the requirements to authenticate
on the web interface and if accepted, its IP and MAC address
is registered. Unless encrypted, for instance by SSL,
credentials are easily eavesdropped or used by replay attack.

Second implementation supplements RADIUS or suchlike
which provides centralized Authentication, Authorization and
Accounting (AAA) to first implementation [5]. This protocol
offers more secure authentication and flexible services
(accounting, etc.) for captive portals. However, it is still
ineffective to session hijacking.

Third and yet the most effective implementation is a
periodic authenticator [9]. Afier client signs in, the web
browser creates a new page or runs a background process
called authenticator which sends encrypted messages to
gateway periodically. If these encrypted messages aren't
received by gateway on time, it deletes the corresponding
policy which lets the specified MAC and IP address owner
access to the exterior network.

B. Security Vulnerabilities of Current Captive Portal

Implementations

Current captive portal implementations have all the
vulnerabilities a wireless local network without any security
measurements like WPA/WEP [2]. This results in all network
traffic on the local network being broadcast to anyone. This
enables aftackers to perform eavesdropping, man-in-the-
middle attacks, and replay attacks.

The most significant exploit for captive portals is session
hijacking. Any intruder that sniffs the wireless network traffic,
is able to easily obtain MAC and IP addresses of authorized
clients since there is no encryption. With MAC and IP
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addresses they can easily act as if they are authorized clients.
Therefore, they can get access to restricted services without
permission.

Less common, yet a dangerous attacks for captive portals
are man-in-the-middle attacks. In these attacking methods, the
attacker puts itself between client and gateway by creating a
trojan access point or ARP Poisoning or any other MITM
methods. If mutual authentication isn't employed in the
captive portal environment, client cannot know captive portal
is the actual captive portal, therefore sends its credentials,
which might be even of a credit card, to the attacker
unconsciously.

IILOUR APPROACH AND ITS ADVANTAGES

General structure of fully kerberized captive portal is
examined under three headings; authentication, negotiation
and web access. Clients connect to wireless network without
network password as is classic captive portals. Whenever they
attempt to browse web, that request is handled by firewall
which is configured to route requests to captive portal
information page. This page displays the configurations that
client must do and software to install in order to authenticate.
Furthermore, it is possible to create a PHP page to display an
interface for signing-up or creating users (principles for
Kerberos). Figure 3 shows kerberized captive portal
implementation.

A. Authentication

Authentication process is done with Authentication Server
(AS) as in conventional Kerberos authentication model.

Authentication occurs as following:

1 - Client selects and connects the network without
providing any password as in standard captive portals.

2 - When Client requests an HTTP service from the exterior
network via a web browser, gateway redirects the request to
the information page of the captive portal.

3 - Guided by the page, client configures its system and
installs the necessary software. Client authenticates itself to
Key Distribution Center (KDC) with an AS request via
Kerberos client software. (Figure 3 — Step 1)

4 — Client receives a Ticket Granting Ticket (TGT) along
with additional information encrypted with client master key
(password hash). Client decrypts the additional information to
extract a session key which will be used for further
communications with Ticket Granting Server (TGS). This
ticket is valid for a specified period and it's cached on the file
system. (Figure 3 — Step 1)

B. Negotiation

Negotiation is done with TGS as in conventional Kerberos
authentication model.

Client sets up its web browser for proxy according to
Information Page. Afier authentication, client browses web
over proxy without any interference until TGT expires.
Behind these procedures system simply proceeds in following
sequence:
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5 - After gateway redirection and proxy configuration,
HTTP requests are handled by proxy server. Client sends an
HTTP Request to proxy server.

6 — Proxy Server responds with the status message of
“HTTP/1.1 401 Authorization Required”. This message
includes what kind of authentication method is required,
which is “Negotiate”.

7 - When the configured web browser encounters this
message, it automatically handles it with the following
procedures.

7a - Client sends a Service Principal Name (SPN) for the
service along with its cached TGT to TGS with a request for a
Service Ticket in order to be authorized by proxy server.
(Figure 3 — Step I11)

7b - TGS decrypts the TGT to extract the session key and
validate client. TGS prepares the service ticket for SPN and
encrypts using service master key, which is the key for the
service account of the web browser. TGS sends the service
ticket to the client. (Figure 3 — Step IV)

7c - Client receives the Service Ticket and sends HTTP
request again with ticket to proxy server. (Figure 3 — Step V)

7d - Proxy Server uses its master key to decrypt the ticket
and extract the session key. Proxy Server checks the extracted
session key to validate client. Then it sends the HTTP
respond. (Figure 3 — Step VI)

This procedure is called “Negotiation”. Negotiation ensures
the authentication is neither stolen or imitated by an attacker
so session hijacking wouldn't prove successful.

C. Web Access

After Negotiation, since proxy server is not restricted by
firewall and client only interacts with proxy (internal network)
instead of exterior network which is restricted by firewall,
client gets to connect web smoothly [6].

Finally, communication between client and proxy server
can be secured against network sniffing, by Secure Socket
Layer (SSL) or Internet Protocol Security (IPSec). This is
highly recommended.

IV. IMPLEMENTATION

The application consists of three participants, “Kerberos
Server”, “Gateway™ and “Client”. Kerberos Server consists of
a Key Distribution Server (KDC), which consists of AS and
TGS, and KADMS35 Administration Server. KDC provides
necessary tickets for Authentication and Negotiation. Gateway
is responsible for intercepting packages via firewall and
redirecting clients to the “Welcome Page”, presenting the
“Welcome Page” and “Admin Page”, providing proxy service
to offer Internet access to internal clients that are restricted by
the firewall and implementing the Kerberos Negotiation for
the proxy. Client is responsible for installing Kerberos client
software and configuring web browser if needed.

A. Deployed Sofiware
MIT Kerberos V5 [7] as Kerberos Server is installed on an
Ubuntu 9.10. The server can be located either in local area
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network (LAN) or on the Internet. If it is not located in LAN,
the respective firewall policy to permit the communication
with it must be added. KDC is installed for the operations of
ticket exchanges. An NTP Time Server is installed on the
same system to provide timestamps for the ticket exchanges.
Finally, an Admin Server is installed to manage principles,
policies and keytabs.

CuiNT CLIENT

Figure 3: Kerberized captive portal.

Gateway is built on OpenWRT, an open-source Linux-
based firmware for embedded devices. This firmware is
flashed on a “Linksys WRT54GL” wireless gateway.
OpenWRT has a build system that gives us opportunity to
extend related modules for Linux kernel. It also offers a
package manager (ipkg), which supplies libraries and software
packages from its repository like some Linux distributions.
For firewall configuration, OpenWRT comes with “iptables”
to administrate Linux kernel firewall, Netfilter. Via the
software repository of OpenWRT “Apache2 HTTP Server”
version 2.2 is installed to provide HTTP and proxy services.
To provide HTTP proxy server, mod proxy and
mod_proxy http is built onto Apache2 HTTP Server. To
provide  Kerberos  authentication and  negotiation
mod_auth_kerb [10] is built on Apache2 HTTP Server and
MIT Kerberos client is compiled. Furthermore, PHP is
installed in order to provide “Welcome Page” and PHP
KADMS extension package to make “Admin Page” capable of
managing principles and policies. Finally, a DNS server called
Berkeley Internet Name Domain (BIND?9) is installed in order
to define realm name and gateway name.

Client is supposed to install a Kerberos client software onto
its system and a negotiation and proxy capable web browser.
MIT offers Kerberos client software for Windows NT, Linux
and Mac-OS operating systems.

e  Windows NT: MIT offers a GUI client-side software
for Windows OS. This software provides necessary
libraries and bash commands as well. This software is
called MIT Kerberos for Windows (KfW). We use
version 3.2.2.

e Linux-based OS: Debian offers a package called krb5-
user for authenticating to MIT Kerberos Servers.
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e Mac-OS: Since Mac-OS X 10.3, MIT Kerberos for
Macintosh 5.0 comes with the distribution in default.
Also extra tools can be downloaded from MIT website.

Known Kerberos capable web browsers are Mozilla Firefox

(since 1.7b), MS Internet Explorer (since 5.0), Safari and
Kongqueror.
[rem— .
"
MIT - KDC v5 =

UBUNTU 9.10
DESKTOP g
WINDOWS XP

PROFESSIONAL 5P3

UBUNTU 5.10 SERVER

il

PHP v5.3.2

Ig
3
:

BIND v8.4.6-1

NETFILTER
OPEN-WRT #
Kamikaze 8.09.1

Figure 4: System Software Architecture

B. Configuration

Following fields are configured for Kerberos Server in
corresponding files.

1 - krbSkdc: Principles are added for users. Instances are
defined for service and special administrative principals.
Realm is identified as the domain name in BIND9 converted
to uppercase (LOCAL.NETWORK). Access Control List
(ACL) permissions are defined for principles. KDC Realm
DNS Records for supported protocols are defined for KDC
Server as BIND9's forward zones.

2 - NTP Server: Lookup location of NTP Server is added.
Also a “Cron” (scheduled task) entity is recorded for updating
the NTP Server daily.

Gateway is the governor of this system. Configuration of
the gateway can be divided into four parts. All but firewall
and BIND9 are configured by Apache2 HTTP Server
configuration files.

1 — Firewall policies: Following policies are added to the
firewall via iptables :

e Drop all forwarded packets.

e Accept all local traffic.

e Redirect all local clients to Welcome Page.

e Accept traffic with KDC if it's in the exterior network.

2 - BIND9: Forward Zone Entity records are added to
designate KDC and Apache2 HTTP Server in LAN. Reverse
Zone Entity records are added for resolving names of KDC
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and Apache2 HTTP Server from their [P addresses.

3 — Proxy: mod_proxy and mod proxy_http is enabled for
Apache2 HTTP Server. Port number of 8080 is configured for
Proxy Server for listening. Forward Proxy mode is enabled.

4 — Kerberos Module for Apache2 HTTP Server:
mod _auth _kerb is enabled for Apache2 HTTP Server.
Authentication type for all proxy requests is configured to
“Kerberos”. Negotiation mode is enabled and K5Password
mode is disabled. Authentication realm is configured as
arranged on BIND9Y. A service name of “HTTP/fully qualified
domain name (fqdn)™ and the location of the keytab to be used
is given to the Authentication mode. The corresponding
keytab is added to the specified location via kadmin interface.
This keytab file is arranged to be permitted to used only by
Apache2 HTTP Server. Keytabs are the files that can be
extracted from the KDC principal database and contain the
encryption key for a service or host.

5 — Welcome and Admin Pages: These PHP pages are
settled on Apache2 HTTP Server. Welcome Page is designed
to give detailed guide for client-side configuration and
software to download depending on the operating system and
web browser. Admin page is capable of create, read, update,
delete operations for principles and policies. Also, scheduled
tasks are available in order to give clients permission for
limited time if specified.

Clients' configuration depends on the operating system and
web browser. Client downloads and installs the Kerberos
client software for the corresponding operating system. Only
web browser that is supposed to be configured in order to
negotiate is Mozilla Firefox. All others are always ready to be
used with a TGT.

V.CONCLUSION

To authenticate and authorize captive portal users, negotiate
Kerberos authentication model is applied. By means of this
model, clients' sessions are secured against many common
attacks, primarily session hijacking, that is applied to captive
portal. Others can be secured with encryption methods like
SSL or IPSec. Users login the system with kinit process to get
access right to web. Kerberized captive portal is implemented
on a Linux based firmware named OpenWRT that can run on
a programmable wireless gateway thus it doesn’t require an
extra server rather than KDC to accomplish its job. This
model also gives us the opportunity to use Kerberos user
database that is pre-installed in aforesaid network to
authenticate captive portal users along with other systems that
requires the same system for authentication.
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NATO ve Siber Savunma

Mehmet MERAL

Ozet-Bilgi ve iletisim teknolojileri giiniimiizde yaygin olarak
kullarmilmaktadir. Sozkonusu sistemlerin kullanimu her gegen giin
artarken, bu sistemlere yinelik, kisisel veya politik amach
saldirdlarin sayisinda da  siirekli artis gizlemlenmektedir. Bu
saldirdart iilkesine yinelik tehdit olarak giren iilkeler siber
savunma politikalarint belirleme yoluna gitmiglerdir. Diinyanin
en biiyiik savunma édrgiitii NATQO ise karst karsiya kaldigr bir dizi
olaylarla birlikte Miittefiklerini siber tehditlere karst korumak
icin ¢aligmalar yapmaktadir. Bu bildiride NATO’nun siber
savunma alamnda yapugr calismalarin gelisimi incelenmistir.

Anahtar kelimeler: Siber savunma, siber giivenlik, siber saldir,
NATO

MEHMET MERAL, Atase, T.C. Biikres Biiyiikel¢iligi Romanya -
(e-mail: mehmet.meral@mfa.gov.tr)

I. GIRIS

Soguk Savasin sona ermesinin ardindan teknolojik
gelismelerle birlikte yeni asimetrik risk ve tehditler ortaya
¢ikmistir. Geleneksel risk ve tehditlerden daha karmasik olan
sinirasan nitelikli bu tehditlerin en Gnemlilerinden biri de
kritik altyapilarda yogun olarak kullanilan bilgi sistemlerine
yonelik gergeklestirilen siber saldirilardir.

Sozkonusu sistemleri hedef alan bu saldirilar, devletlerin
toplumsal, ekonomik ve siyasal fonksiyonlarmin yerine
getirilmesini engelleyerek biiyiik zararlara yol acgabilir. Bu
nedenle, siber saldirlardan kaynaklanan risk ve tehditlerin
modern diinyada devletler ve diger uluslararasi orgiitler
tarafindan en az geleneksel risk ve tehditler kadar ciddiye
alinarak uygun politikalarin gelistirilmesi gerekmektedir.

1949  wyilinda Soguk Savas doneminin ihtiyaclar
cergevesinde kurulan NATO da savunma politikalarini
terérizm, iklim degisikligi, enerji giivenligi ve siber saldirilar
gibi 21. ylizyilda ortaya cikan yeni asimetrik risk ve
tehditlere gore bicimlendirmek durumunda kalmistir.
Temmuz 2009 yilinda hazirlanmaya baslanan ve 2010
sonbaharinda yapilacak NATO Zirvesine sunulmasi
beklenen NATO’nun yeni stratejik konseptinin hazirliklari
da bu ¢ergevede yiiriitiilmektedir.

Bu bildirinin diger boliimlerinde, siber savunma kavraminin
NATO tarafindan ele alims bigimi, ittifakin kars1 karsiya
kaldig1 siber tehditler ve bu tehditlerden sonra ittifak
icerisinde gelisen Siber Savunma mekanizmalarina iligskin
siireglere deginilmektedir.

I1. NATO ACISINDAN SIBER SAVUNMA KAVRAMI

NATO belgelerinde siber saldiri, bilgi ve iletisim
sistemlerinin beklenilen islevini durdurmak, geciktirmek,

Bildiriler Kitabi

degistirmek ve etkilemek ig¢in elektronik sistemlerin
kullanilmas1 olarak tammmlanmaktadir. [1] Bilgisayar ag
saldirist ise, NATO Terimler ve Tamimlar Sozliigiinde, bir
bilgisayar ve/veya bilgisayar aginda yerlesik bilgiye, ya da bir
bilgisayar ve/veya bilgisayar aginin kendisine kesinti, tahrip
ve niteligini bozma amagh yapilan eylemler olarak ifade
edilmektedir. [2]

Giiniimiizde NATO fiiyeleri ve ortak iilkeler, bilgi temelli
varhklarini tahrip etmeye yénelik siber saldir1 riskleriyle karsi
karsiyadir. Bu tip saldirilar, yanhs bilginin yayilmasi ve askeri
alandaki hassas bilginin ele gegirilmesi gibi sonuglara yol
acarak bir milletin kiiresel rekabet giiciiniin zayiflamasina
neden olabilir. Ayrica, bir iilkenin toplum diizenini ve
ekonomisini devam ettirmek i¢in gerekli olan kritik altyapi
olarak isimlendirdigimiz enerji, su, iletisim ve ticari
varhklarinin zarar gérmesine yol agabilir. Bu saldirilar politik
amaglar icin gergeklestirilebilece@i gibi, su¢ teskil eden
siradan adli olaylar da olabilir. Bireyler tarafindan, devletler
tarafindan veya devletlerin destekledigi bireyler tarafindan
islenebilir. Bu tiir siber saldirilar igerdigi etmenler ve hareket
noktasina bagh olarak, siber sug, siber terérizm ve siber savas
olarak adlandirilabilinir.

NATO iiyesi Estonya, 2007 Nisan ve Mayis aylarinda kritik
internet alt yapisii tahrip etmeye yonelik biiyiik saldirilara
maruz kaldi. Saldirilarin  siiresinin - uzunlugu ve yikimi,
NATO’yu harekete gecirdi. ittifak krize hizli bir sekilde
karsihk verdi ve ftiyelerine karsi yapilacak saldirilarda
savunmak i¢in araglar ve yetenekler gelistirdi.

Estonya’ya yapilan sézkonusu saldirilar ¢ok kutuplu diinyada
ittifakin kars1 karsiya kaldigi yeni dinamik tehditleri de agiga
¢ikardl. Aym zamanda bu saldirilar NATO’nun 5. Maddesini
yoruma agtigindan diplomatik ilgiyi de {iizerine ¢ekti. 5.
Madde’de “Miittefiklerden birine yapilan saldin [ttifakin
tiimiine yapilmig kabul edilir” olarak vurgulanan husus 11
Eyliil saldirilarindan sonra bir kez daha giindeme geldi.

Konunun kapsaminin genisligine ve karmagikhgmna ragmen,
NATO bir Siber Savunma Politika belgesi ortaya koymayi
basardi ve sozkonusu belgede konu edilen iki Gnemli
kilometre tagini hayata gegirdi:

1. Gergek zamanh operasyonel kabiliyeti olan Cyber
Defence  Management  Authority (CDMA-Siber
Savunma Idari Makami)

2. Uzun dénemde, siber alandaki strateji ve doktrinlerin
tartisgildigr, gelistirildigi  bir fikir platformu olan
Estonya temelli Cooperative Cyber Defence Centre of
Excellence (CCDCoE-Siber Savunma Isbirligine Ait
Miikemmelliyet Merkezi) [3].
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II. ITTIFAKA KARSI TEHDITLER VE _SiE_?-ER
SAVUNMA PROGRAMININ GELISIMI

NATO, 1990’larm sonunda Balkanlarda Sirbistan’a karsi
askeri operasyonlara basladigimda, c¢ok sayidaki Sirp
bilgisayar korsani, NATO’nun savas yeteneklerine zarar
vermek amaciyla, NATO’nun internet alt yapisia saldirdi.
Catismanin  durumunu giincel haberlerle aktaran kamu
iligkiler web sitesi ‘Distributed Denial-of-Service (DDoS)’
saldirilarindan dolayr giinlerce islevini yerine getiremedi.
DDoS ataklarmin hazirhginda, saldirgan, diinya tizerindeki
cok sayidaki giivenliksiz bilgisayar1 zararli yazilimlarla
ilerdeki hedeflerinde kullanmak {izere zehirler. Atak
stiresince, saldirgan ele gegirdigi giivenliksiz bilgisayarlara
ufak veri paketleri géndererek kurban bilgisayar1 ziyaret
etmesi i¢in komutlar génderir. Bir anda milyonlarca istekle
karst karsiya kalan kurban bilgisayar, bu istekleri
karsilayamaz diizeye gelir ve sistemleri etkisiz olur. Bu
saldirilarin - neticesinde  NATO’nun e-posta sunuculart,
milyonlarca e-mail akigina tabi tutuldu.

Bu deneyimin sonucu olarak, 2002 Prag Zirvesinde NATO
liderleri teknik bir “NATO Siber Savunma Programi”nin
devreye girmesini ve NATO Computer Incident Response
Capability (NCIRC) kurulmasm kararlastirdi. NCIRC’in
Koordinasyon Merkezi nin Briiksel’de kurulmasiyla, NATO,
bu alandaki kritik gorevleri organizasyon ig¢inde dagitma
yeteneginden, bilgisayar virtislerinin tespit edilmesine,
NATO agma yetkisiz sizmalardan, kriptografik cihazlarin
internette yonetilmesine kadar bircok konuda donanimh hale
geldi. Bunlara ek olarak NATO uzmanlar bilgisayar
giivenligi alaninda teknik destegin yaninda politik ve hukuki
konularda da katki sagladilar. NCIRC Koordinasyon
Merkezi'nin Bagkani Siileyman Amnil, &zellikle NATO
makamlarim1 hedef alan karmasik casusluk saldirilarimin
sosyal profillerini belirlemeyle ilgilendi.

Siber tehditleri onlemek igin yapilan c¢abalarin Gnemi,
Estonya’nin Nisan-Mayis 2007 tarihlerinde karsit karsiya
kaldig1 DDoS saldirilaryla daha da ortaya ¢ikmistir. Ulkenin
biitiin iletisim sistemleri, iki biiyiik bankasi birka¢ giin
boyunca is goremez durumda kaldi.  Estonya yiiksek
diizeyde gelismis elektronik altyapisindan dolayi, bu tiirden
bir saldir icin ozellikle kirilgandi. Diinyada ilk parlamento
secimlerini elektronik ortamda yapan, kimlik tanimlama i¢in
ulusal e-kimlikler, elektronik imzalar kullanan Estonya,
elektronik  bankacilik, saghk sektoriine yonelik bilgi
teknoloji hizmetleri gibi uygulamalari halen yogun bir
sekilde internet lizerinden yapmaktadir.

Ekim 2008’de, resmi ve ticari bilgisayar sistemlerine Karsi
yapilan DDoS saldirlarindan yaklasik bir buguk yil sonra,
Estonya dort énemli ayagi olan bir siber savunma stratejisi
yaymladi:

1. Estonya’da siber giivenlik énlemleri uygulamasi,

2. Eston uzmanhginm gelistirilmesi,

3. Ulusal boyutta yasal ve diizenleyici cergevenin
genisletilmesi,
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4. Kiiresel siber giivenligi  gii¢clendirmek igin

uluslararasi isbirliginin artirilmasi. [4]

Estonya ayni zamanda, kamu ve Ozel sektorii egitmek
amaciyla yiiksek kalitede ve erisilebilir seviyede bilgi
saglamaya odaklandi. Giivenlik uzmanlarina yiiksek seviyede
bilgi saglama ihtiyacinin 6nemini fark etti. Bu ihtiyaci
karsilamak igin arastirma gelistirme ¢alismalarma yoneldi.
Tiim bu c¢ahismalar ilerleyen bdéliimlerde daha ayrintihi
bahsedilecek olan bir merkezin, Cooperative Cyber Defence
Centre of Excellence (CCDCoE-Siber Savunma isbirligine
Ait Miikemmelliyet Merkezi)’nin kurulmasma giden yolu
actl. Bu merkez, 2008 yilinda NATO ve Miittefiklerin siber
savunma yeteneklerini gelistiren bir arastirma organi oldu.

NATO, Estonya’ya yapilan siber saldirilart ciddi  bir
“operasyonel giivenlik” sorunu olarak gordii ve uzmanlarin
bu benzersiz saldirnda Estonlar1  desteklemek {izere
gorevlendirdi. Saldir1 oncesine kadar, NATO siber savunma
konusunda, Miittefiklerine yardim etmekten ¢ok, Oncelikle
kendi i¢ sistemini korumaya odaklanmisti. Saldirlar, ittifak
tiyelerinin kargi karsiya kalabilecegi bilylik bir dinamik
tehdidi gozler 6niine serdi. Aym zamanda NATO merkezinin
kriptolu agmnm giivenliginin korunmasinin &tesinde, kritik
iletisimi korumak i¢in isbirligi ihtiyacin ortaya ¢ikardi.

Sézkonusu saldirilardan sonra uzmanlar, saldirilarin gelismis
iilkeler i¢in “uyanma c¢agris1” oldugunu belirtmislerdir.
Estonya aym1 zamanda NATO’nun siber savunma
politikasinin gelistirilmesinde, siber saldirilarmn ittifaka kars:
yapilan askeri bir saldiri olup olmadiginin tartisilmasinda
temel bir rol oynamustir.

2008 yilinda ise, Rusya Giircistan’a girdiginde Rus kaynakh
web sitelerinde, interneti olan herkesin kullanabilecegi, Giircii
hiikiimetinin ~ ve  Tiflis’teki  Amerika ve Ingiltere
Biiyiikelgiliklerinin web sitelerini  hedef alan yazilimlar
dagitildi.  Giircii hiikiimeti ve bagmmsiz birkag kaynak, bu
saldirtlarin St. Petersburg kaynakli “Rusya i3 Ag1” adindaki
organizasyon tarafindan yapildigina isaret etmislerdir.
Saldirilarin Rus hiikiimeti tarafindan yapildigini teyit eden bir
kanit bulunmamakla birlikte, sézkonusu hiikiimetin saldirilari
durdurmak igin ¢aba harcadigina iligkin bir isaret de mevcut
degildir.

Estonya ve Giircistan makamlar1 sézkonusu saldirilar nedeni
ile daha ¢ok Rusya’ya odaklanirken, Amerikan kaynaklar
Hamas ve Hizbullah gibi ¢rgiitlerin Amerika’ya yonelik siber
saldirt planlar1  bulundugunu giindeme getirmistir. Ayni
kaynaklar, Rusya ve Cin’in de Amerika’ya kars1 ciddi siber
saldir1 kaynaklarini barindirdigini iddia etmistir.

Biitiin bu gelismelerin sonucunda, 2008 yilinda Biikres’te
yapilan NATO Zirvesi’nde, Miittefikler siber savunma
kavrammi ilk defa resmi bir zirve g¢ergevesinde ele
almislardir.  Biikres  Zirvesi ile  eszamanh  olarak
gergeklestirilen NATO ve Siber Savunma konulu toplantinin
sonu¢ raporunda “Global bilgi ekonomisinde, interneti is
diinyas1 igin ag¢ik ve biiyiik tehlikelerden uzak tutmak,
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denizleri ve hava koridorunu agik tutmakla esdegerdir
climlesi vurgulanmgtir. [5]

Zirve boyunca NATO uzmanlar ve yetkililer Estonya’nin
yasadigl deneyimden &grenilen dersleri gézden gegirdiler.
Biikres Zirvesi Sonu¢ Bildirisinin 47. maddesinde Siber
Savunma’ya yer verilerek konunun &nemi resmi olarak
vurgulanmusgtir;

“NATO, siber saldirilara karst ittifakin  temel bilgi
sistemlerinin  giiglendirilmesi konusundaki taahhiitlerine
baglidir. Siber Savunma Politika Belgesini kabul ettik ve
sozkonusu politikayr yiiriitecek yapt ve makamlar
gelistirmekteyiz. Siber Savunma konusundaki politikamiz,
NATO ve tiye iilkelerin kendi sorumluluklarn gergevesinde
temel bilgi sistemlerinin korunmasina, 6rnek uygulamalarin
paylasilmasina ve siber saldirilar 6nlemek i¢in Miittefiklerin
istekleri  dogrultusunda  yardim  saglamaya  vurgu
yapmaktadir, NATO’nun siber savunma yeteneklerinin
gelismesinin ve NATO ile ulusal makamlar arasindaki
baglarin giiglendirilmesinin siirdiiriilmesini umuyoruz.”. [6]

Sozkonusu Zirve’de onaylanan NATO Siber Savunma
Politikasinin iki onemli sonucu ise operasyonel seviyede
“Cyber Defence Management Authority”nin (CDMA)
kurulmas1 ve stratejik seviyede ise “Cooperative Cyber
Defence (CCD) Centre of Excellence”in (CoE) agilmasidir.

IV. CYBER DEFENCE MANAGEMENT AUTHORITY
(CDMA-SIBER SAVUNMA IDARI MAKAMI)

isminden de anlasildigi gibi CDMA, siber savunma
faaliyetlerinin koordine edildigi NATO kapsaminda gorevli
bir idari makamdir. CDMA, bir siber saldir1 durumunda talep
etmeleri halinde miittefiklere yardim ve isbirligi saglamak
tizere hazir bulunmaktadir.

Briiksel’de yeni bir idari makamin kurulmasi, siber savunma
alaninda operasyonel yeteneklerin merkezilestirilmesi igin
biiylik bir gayreti temsil etmektedir. NATO agiklamalarina
gore, Briiksel temelli CDMA nin amaci, miittefiklerin siber
saldirilara verecekleri tepkileri koordine edecek merkezi bir
otorite olusturmaktir. Yetenekleri konusunda simirh bilgi
paylasimi bulunmakla birlikte, CDMA’nin, siber tehditleri
belirlemek i¢in gergek zamanh ileri elektronik izleme
kapasitesinin bulundugu ve istihbarat paylasimi gibi konular
kapsayan calismalar yaptigi bilinmektedir. Oniimiizdeki
birkag yilda CDMA’nin, NATO siber savunmasi igin
taktiksel yamitlarin  hazirlandifn  “savas odasi operasyon
merkezi’ne doniismesi  beklenmektedir. En  azindan,
Estonya’daki saldirilarin tersine, su an iiye iilkelerin gergek
bir siber acil durumda arayabilecekleri bir numaralan
bulunmaktadir.

Nisan 2008’ten bu yana aktif olan CDMA, alaninda birgok
ilerleme kaydetmistir. Simdiye kadar ydnetici komitesi beg
defa toplanmis ve operasyonel politikalar gelistirmistir. Iki
defa siber savunma tatbikati gergeklestirilmis, Kasim
2008’te yapilan ilk tatbikattan sonra Kasim 2009’da yapilan
ikinci tatbikata 21 NATO fiiyesi iilke katilmistir,. CDMA,
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siber savunmanin yasal boyutlarindan, Ortaklarla isbirligine
kadar pekgok konuda politika gelistirmistir.

V. COOPERATIVE CYBER DEFENCE (CCD) CENTRE
OF EXCELLENCE (COE) - SIBER SAVUNMA
ISBIRLIGINE AIT MUKEMMELLIYET MERKEZI

Biikres zirvesinin ikinci sonucu ise Tallin merkezli
“Cooperative Cyber Defence Centre of Excellence (CCDCoE-
Siber Savunma Isbirligine Ait Miikemmeliyet Merkezi) dir.
NATO Miikemmeliyet Merkezleri (Center of Excellence —
CoE), NATO’nun doniisiim siirecini  kolaylastirmakla
gorevlidirler. CoE’lar, NATO ve Bans igin Ortaklik iiyesi
devletlere agiktir ve birlikte ¢alisabilirligin ve yeteneklerin
ilerletilmesi, doktrinlerin gelistirilmesi,  deneylerle
operasyonel kavramlarin onaylanmasim igin imkanlar saglar.
Hélihazirda Mart 2010°da  Romanya’da ac¢ilan Human
Intelligence Center of Excellence ile birlikte 18 tane
mitkemmeliyet merkezi bulunmaktadir.

Siber magdur statiisiinii tersine ¢evirmek i¢in, bilgi ve iletisim
teknolojilerini en yogun kullanan Avrupa tilkesi olan Estonya,
NATO’nun ilk siber savunma miikemmeliyet merkezine
evsahipligi yapma konusunda da liderligi {istlendi. CDMA,
NATO’nun operasyonel seviyede siber savunmasini koordine
etmekle  gorevli olmasmma  karsin, Estonya’daki
Miikemmeliyet Merkezi, NATO’nun siber savunma doktrin
ve stratejilerinin uzun donemde gelisimini saglayacaktir.
Resmi olarak Mayis 2008’de kurulan ve NATO’nun tam
akreditasyonunu Ekim 2008’te alan merkez, Miittefiklerin
uzun donemde siber savunma kabilivetlerini  nasil
gelistirebilecegi konusundaki ¢alismalara baglanmstir. Web
sitesinde de belirtildigi gibi, Merkez 6zel sektdrden kamu
sektoriine, Ittifak iiyelerinden ve ortak iilkelere genis bir kitle
icin seminerler, etkinlikler ve calistaylar diizenlemektedir.
Merkezin ana gorevleri;

1. ittifak igin siber savunma ile ilgili doktrin ve
stratejiler tiretmek,

2. NATO fiiyeleri i¢in ¢alistaylara, kurslara, tatbikatlara
ev sahipligi yapmak,

3. Arastirma-gelistirme faaliyetlerini yiiriitmek,

4. Geemis ve gelecek saldirilann  degerlendirmek,
¢ikarilan dersleri belirlemek,
5. Devam eden saldilarda istendigi takdirde,

damismanhik saglamaktir. [7]

Tamamen sponsor {ilkelerle finanse edilen CCD CoE, en iyi
orneklerin - gelistirildigi ve paylagildigi bir arastirma ve
dgrenme merkezi olarak diisiiniilebilinir.

VI. NATO SIBER SAVUNMA POLITIKASI

Estonya’nin kars1 karsiya kaldigi ilk siber saldirilardan yedi
hafta sonra Haziran 2007’de yapilan NATO Savunma
Bakanlar1 toplantisinda, NATO uzmanlar1 son olaylardan
¢ikarilan dersleri igeren ve siber savunma alaninda gelecekte

yapilmas: gereken islerin ¢ercevesini ¢izen bir rapor
hazirladilar. Ekim 2007°de bir sonraki NATO Savunma
Bakanlar1 toplantisinda ise, Bakanlara Ittifakin siber
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savunmaya yaklasimim belirleyen daha detayli bir rapor
sunuldu. Raporda, siber saldirilara kargi yeni énlemlerin
uygulanmas1 amaciyla Miittefiklere tavsiyelerde bulunuldu.
NATO Siber Savunma Politika Belgesi olarak isimlendirilen
rapor Ocak 2008°de kabul edildi ve Nisan 2008’de Biikres
Zirvesinde Devlet ve Hiikiimet Baskanlarn tarafindan
onayland.

NATO miittefikleri arasinda, siber tehditlerin ciddiyeti ve
NATO’nun bu alandaki potansiyeli konusunda goriis birligi
bulundugundan, Siber Savunma Politikasi izerinde hizli bir
anlasma saglannustir. ittifakin ilgili askeri ve teknik
organlar1 politikayr uygulama konusunda hali hazirda
caligmalarma devam etmektedirler.,  NATO’nun  Siber
Savunma Politikasinin tam ayrintilar ise gizli tutulmaktadir.

VII. SONUC

Siber saldirlar; niikleer yayilma, iklim degisikligi, terérizm
ile birlikte hali hazirda, Ittifakin karsi karsiya kaldigi en
ciddi asimetrik tehlikelerden biridir. Internetin agik dogast,
siber saldirilardan korunmayi zorlastirmaktadir. Etkili
uluslararas: isbirligi siber saldirilarla miicadelede kritik bir
onem arzetmektedir. Diinya’nin en biilyiik savunma orgiitii
olan NATO’nun, {iyelerinin siber savunmalarina katki
saglama, savunma oOnlemlerini koordine etme ve bu tiir
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eylemleri caydirma gibi sorumluluklart bulunmaktadir.
NATO’nun hazirlanmakta olan yeni stratejik konseptinde de
yirmi birinci yiizyillin en énemli giivenlik tehditleri arasinda
bulunan siber saldirlarla miicadeleye genis bir yer verilmesi
beklenmektedir. Ulusal parlamentolar ise, siber savunma
dnlemlerini yiirtirliige koymak, ulusal seviyede uygulamak ve
NATO’nun siber savunma politikalarinin uygulanma siirecini
hizlandirmak konularinda énemli bir role sahiptir.
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Elektronik Haberlesme Sektoriinde Veri
Gizliligi Diizenlemeleri

Giines KOCA, Ayhan TOZER'

Abstract — The use of digital technologies is overturning
traditional publicly available communications market structures by
providing a common, global infrastructure for the delivery of a wide
range of electronic communications services. Electronic
communications services over the digital networks open new
possibilities for users but also new risks for their personal data and
privacy. In this context, related EU legislation is evaluated in general
terms in the first part, following with the evaluation of the situation in
Turkey. In the study, it is emphasized that like EC Member Countries
Turkey also should make legal, regulatory and technical provisions in
order to protect rights and freedoms of natural persons and legitimate
interests of legal persons.

Keywords — EU Directives, Electronic Communication, Data
Privacy, Data Security.

Ozet — Elektronik haberlesmenin ve dijital teknolojilerin artan
oranda kullanimi geleneksel anlamda telekomiinikasyon piyasalari ve
bu ortam kullanilarak gergeklestirilen islemlerde yapisal degisimlere
yol agmistir. S6z konusu yeni teknolojiler kullanmicilara pek ¢ok
imkan ve farkli uygulamalari sunarken, ayn1 zamanda veri giivenligi
ve gizliligi hususlarinda daha 6nce 6ngoriilmeyen risklerin ortaya
¢ikmasina neden olmaktadir. Bu gergevede makale kapsaminda
elektronik haberlesme sektoriinde veri gizliligi hususunda yapilan
hukuki diizenlemelere yer verilmektedir. {1k béliimde ilgili AB
mevzuati genel hatlaryla degerlendirilmis, miiteakiben de {ilkemizde
konuyla ilgili mevzuat ve yeni diizenleme ¢alismalari ele alinmigtir.
Calismada, Tiirkiye'de veri gizliligi konusunda AB mevzuatinin
uygulanmas: siirecinin tamamlanmasinin 6nemi vurgulanmaktadir.

Anahtar Kelimeler — AB Direktifleri, Elektronik Haberlesme,
Veri Gizliligi, Veri Giivenligi.

I. GIRIS
Giinlitk hayatimizda kisiler arasi iletisimin artmasiyla birlikte
kisilere ait verilerin kullanilmas: da artis géstermistir. Ornegin
herhangi bir spor salonuna tiyelikte isim, soy isim yaninda,
yas, cinsiyet, telefon numarasi, resim, spor yapmaya iliskin
saghk bilgileri gibi 6zel bilgiler dahi tiye oldugumuz kuliip
tarafindan istenmektedir. Belirli ya da kimligi belirlenebilir
kisilere ait biitiin bilgiler “kisisel veri” olarak tanimlanmakta
olup, bu bilgiler dogrudan kiginin kendisinden alinabildigi gibi
mevceut bir veri tabanindan da elde edilebilmektedir. Herhangi
bir kayit, bagvuru, abonelik sirasinda vermis oldugumuz bu
bilgiler daha sonra baska amaglarla da kullanilabilmekte ya da

' Bu yazida ifade edilen goriisler yazara ait olup, hicbir suretle Bilgi
Teknolojileri ve letisim Kurumunun gériisleri seklinde yansitilamaz.
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figiincii kisilerle de paylagilabilmektedir. Ozellikle elektronik
haberlesmenin® yayginlasmas1 ve bilgisayar teknolojisindeki
gelismeler bu verilerin sadece iilke igerisinde degil tiim
diinyada da hizla yayilabilmesine imkan vermektedir. Bir
tilkede toplanan (kayit altina alinan) bilgilerin diger iilkelere
gitmesi ya da bir sektérde elde edilen bilgilerin diger
sektorlerde de kullanilmasi bir diger ifade ile kisisel bilgilerin
hem istihbarat amaciyla hem de ticari amaglarla artarak
kullanimi bu alanda bir diizenleme yapmayi gerekli hale
getirmistir.

II. AVRUPA BIiRLiGi ELEKTRONIK HABERLESME
SEKTORUNDE KiSISEL VERILERIN ISLENMESI VE
GIZLILIGININ KORUNMASI

Avrupa Birligi (AB)'nde elektronik haberlesme sektiriine
iliskin olarak kisisel wverilerin islenmesi ve gizliliginin
korunmas1  hususunda ilk spesifik (6zel) diizenlemeyi
Telekomiinikasyon Sektoriinde Kisisel Verilerin Islenmesi ve
Gizliligin korunmasina iliskin Avrupa Parlamentosu ve
Konseyi'nin 15 Aralik 1997 tarih ve 97/66/EC sayih Direktifi
olusturmustur [1]. Sz konusu Direktif, Kisisel Verilerin
Islenmesinde Bireylerin Korunmasi ve Bu Verilerin Serbest
Dolagimina iligkin Avrupa Parlamentosu ve Konseyi'nin 24
Ekim 1995 tarih ve 95/46/EC sayili Direktifinde yer alan
ilkeleri, telekomiinikasyon sektorii i¢in 6zel kurallar haline
getirmistir  [2]. 97/66/EC sayih Direktifin piyasalar ve
elektronik  haberlesme  hizmetleri teknolojilerindeki
ilerlemelere uyumlu hale getirilmesi amaciyla 2002 yilindaki
diizenleyici paket icerisinde elektronik haberlesme sektoriine
iliskin  Elektronik  Haberlesme Sektoriinde  Gizliligin
Korunmasi ve Kisisel Bilgilerin islenmesine iliskin 12
Temmuz 2002 tarihli Avrupa Parlamentosu ve Konseyi'nin
2002/58/EC sayili Direktifi yaymimlannus [3] ve 97/66/EC
sayili Direktif 31.10.2003 tarihinden gegerli olmak {iizere
yiirtirliikten kaldirilmistir.

Elektronik haberlesme alaninda mobil teknolojiler gibi pek
¢ok yeniligin giderek artan oranlarda kullamildigi giiniimiiz
bilgi toplumunda, bu sektdre iliskin 6zel diizenlemelerin
yapilmasini kaginilmaz hale getirmistir. Bu alandaki koruma
ve verilerin  kullanicilarin ~ kisisel  istemleri  disinda
kullamlmasmim  engellenmesi, aym  zamanda, bilgi
ekonomisinin gelismesi siirecinde sunulan e-ticaret gibi

* Metin igerisinde “elekironik haberlesme” ve “telekomiinikasyon™
kavramlari birbirleri yerine kullanilabilmektedir.
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hizmetlere olan kullanici giiveninin artmasi ag¢isindan da énem
tasimaktadir. Bu g¢ergevede hazirlanan Direktif toplam 21
maddeden ibaret olup, haberlesmenin gizliligini ve tiiketici
haklarim  koruyucu  maddeler  6nem  tasimaktadir.
Haberlesmenin gizliligi bashkh 5 inci madde kullanicinin
kendi rizasi disinda bir baskas: tarafindan elektronik
haberlesme verisinin (trafik verisi dahil) dinlenmesi ve
kaydedilmesinin yasak oldugunu hiikme baglamaktadir. Bu
yasagin tek istisnasim ise ortada hukuken gegerli bir
yetkilendirme olmasi durumu olusturmaktadir. Aym sekilde
trafik verisi baslikli 6 nc1 madde abone verisinin pazarlama
amach kullanimi i¢in énceden kullanici izni olmasi gerektigini
belirtmektedir. Yine aym madde hiikiimlerine gére bu izin
aynmi zamanda kullanicinin iradesine bagh olarak her zaman
icin geri alinabilecektir. Buna paralel bir diizenleme de istek
dis1 haberlesmeler bashkh 13 {incii madde de goriilmektedir.
Bu bashk altinda insan miidahalesi olmaksizin ¢alisan (sms
gonderimi  gibi) elektronik sistemler aracihigiyla mesaj
gonderilmesine  ancak  kullamicr  izni  varsa miisaade
edilebilecegi ifade edilmektedir. 7 nci madde abonelerin
ayrintili fatura alma hakkini diizenlerken, 8 nci madde de
kullanicilarin gizli numaralardan aramalari otomatik olarak
reddetmeleri imkanimi saglayan hiikiimlere yer verilmektedir.
Direktifin ele aldigi diger konular arasinda ise abone
rehberlerine iliskin diizenleme, otomatik aramay: yonlendirme
teknik  ozellikler ve standardizasyon gibi  hususlar
bulunmaktadir.

Veri gizliligi konusundaki ikinci diizenlemeyi ise 15.03.2006
tarihinde yiiriirliige giren 2006/24/EC Direktifi
olusturmaktadir [4]. Bu Direktifin hazirlanarak yiiriirliige
girmesinde dzellikle ingiltere’de 2005 yilinda meydana gelen
terér olaylarimin rol oynadigi goriilmektedir. Zira, anilan
Direktifin dibacesinde bu duruma deginilerek, bu tiir olaylarin

daha etkin bir sekilde takip edilebilmesi agisindan
telekomiinikasyon verilerinin saklanmasi ile ilgili ortak
tedbirlerin  en kisa zamanda alinmasmin  gerekliligi

vurgulanmaktadir. Bu g¢ergevede hazirlanan Direktif topluluk
boyutunda elektronik verinin saklanma ve veriye ulasim
hususlarindaki usul ve esaslar1 belirlemektedir. Direktifin
temel maddeleri arasinda ise veri saklama zorunlulugu, veriye
erisim, saklanacak veri kategorileri, saklama siireleriyle bu
verilerin  korunmasma iliskin  hiikiimler bulunmaktadir.
Ornegin saklanacak veri kategorileri arasinda internet yoluyla
yapilan haberlesmeler (e-posta) de sayilmis ve bu kapsamda
kullamlan IP adresleri, internet erisim hizmetine giris ve
¢ikiglarn tarihleri ve siiresi, abone kimligi gibi bilgilerin alt:
aydan az ve iki yildan c¢ok olmayacak sekilde saklanmasi
hiikme baglanmistir. Diger taraftan, saklanan bu verilerin
korunmasi i¢in yapilmasi gerekenler de sayilarak, bu
tedbirlerin alinmamasi ve veri giivenliginin ihlal edildigi
durumlarda gegerli olacak yaptinm ve cezalara da ayrica yer
verilmistir.

AB tarafindan bu konuda getirilen en son diizenleme ise yine
2002/58/EC direktifini tadil eden ve 25.11.2009 tarihinde
yiirtirliige giren 2009/136/EC  Direktifi olmustur [5]. Bu
Direktifte, evrensel hizmet ve veri gizliligi hususundaki bir

Bildiriler Kitabi

KONFERANSI

takim ek diizenlemelere yer verilmektedir. Direktifieki
maddeler 2002/58/EC direktifinde bulunan maddeleri tadil
edici bir sekilde kaleme alinmis olup; veri gizliligi ve
giivenligi konusunda tiiketici haklarina olan vurgu daha da
belirgin bir sekilde vyapilarak, telekomiinikasyon hizmet
saglayicilarimin bu konuda her tiirlii tedbiri almasi gerektigi
belirtilmektedir. Bu kapsamda, ¢zellikle gelisen teknolojiyle
birlikte veri giivenligi konusunda yeni risklerin ortaya ciktigi
ve bu konuda gerek isletmecilerin gerekse ulusal diizenleyici
kurumlarmm her tiirlii tedbiri almasi hususunda yeni
diizenlemelere gidilmistir. Ornegin, isletmeciler yeni Direktif
hiikiimleri ¢er¢evesinde bu konu kapsamindaki (6rnegin veri
tabanina girme tesebbiisii vb.) bilgiyi diizenleyici kuruma
saglayacak ve bu kurumlar da toplanan veri 1513inda gerekli
¢alismalari  yapacaktir.  Diger taraftan, kullanicilarin
ekipmanlarina (bilgisayar, cep telefonu vb.) sizarak veri
toplayan yazilimlarm (dolayisiyla bu tip faaliyetleri yiiriiten
sahislarin) da veri gilivenligi hususunda ciddi bir tehlike
olusturdugu ve bu konudaki onleyici tedbirlerin alinmasi
hususu da vurgulanmaktadir. Sonug itibariyle son Direktifin,
onceki Direktifte yer alan hiikiimlerin gelisen teknoloji
karsisinda tiiketici haklarim koruma konusunda yetersiz
kalmamasi adina hazirlandigi ifade edilebilecektir.

Ancak, diger biitiin hususlarda da goriildiigii gibi, her zaman
mevzuatin bulunmasi istenilen sonuglarin alinmasi agisindan
yeterli olmamaktadir. Buna giincel bir 6rnek olarak AB iiyesi

bir iilkede yasananlar  gosterilebilecektir.  Italya’da
telekomiinikasyon hizmetlerinden yararlanan abonelerin
bulundugu veri tabanlart tele pazarlama amacglart igin

kullamilmakta olup, bunun igin aboneden &nceden izin
almmadig1 belirtilmektedir. Komisyon bunun yani sira,
abonelerin isteseler dahi bu haklarmi kullanmada yeterince
etkin bir prosediir gelistirilip gelistirilmedigi konusunda da
stipheler bulundugunu ifade etmektedir. Bu nedenlerden &tiirit
Komisyon 28.01.2010 tarihinde wveri gizliligine iliskin
mevzuata uyum saglanmadigini igeren resmi bir mektup
iletmis olup, italyan hiikiimetine cevap i¢in iki aylik bir siire
tammmistir [6]. Daha 6nce de ifade edildigi gibi séz konusu
Direktiflerde; abonelerin kendileriyle ilgili bilgilerin rehber
hizmetleri veri tabaninda yer alip almamasima iliskin karar
verebilmeleri, karar vermeden 6nce bu bilgilerin ne amaglarla
kullanmlacagi  gibi  hususlarda bilgilendirme yapilmasi
zorunlulugu bulunmaktadir.

III. ULKEMIZ ELEKTRONIK HABERLESME SEKTORUNDE VERI]
GIZLILIGI

URKIYE'DE elektronik haberlesme sektériinde kisisel
bilgilerin islenmesi ve gizliliginin korunmasmin giivence
altina alinmasma iliskin ilk diizenleme; AB’nin 2002/58/EC
Direktifi temel alinarak ve 2813 sayih Telsiz Kanununa
dayanilarak hazirlanan 06.02.2004 tarih ve 25365 sayili Resmi
Gazete'de yayimlanan “Telekomiinikasyon Sektoriinde Kisisel
Bilgilerin iglenmesi ve Gizliliginin Korunmasi Hakkinda
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Yonetmelik™ (Veri Gizliligi Yéirw:lrm:li‘.l‘gi}3 olmustur [7]. Veri
Gizliligi Yonetmeliginin AB miiktesebatindaki gelismelerle
birlikte, Ulkemizde teknik ve hukuki alanda meydana gelen
gelisme ve degismelere cevap verebilir hale getirilmesi
amaciyla  Yonetmeligin  yiiriirliiginden ~ sorumlu  olan
Telekomiinikasyon Kurumu® tarafindan ¢ahsmalar baslatilimis
ve baslatilan c¢alisma siirecinde AB tarafindan 2006’da
yayimlanan  2006/24/EC ~ sayili  Direktifte  6ngériilen
degisikliklere uyum saglamasi da esas alinarak yeni bir
Yonetmelik Taslag hazirlanmustir. Taslak Yoénetmelik Kurum
tarafindan diger kisi ve kurumlarin goriisiine de agilmistir.
Ancak, Taslak Yonetmelige son hali verilmek i{izere aym
donemde TBMM giindeminde olup, heniiz yasalasarak
yiirtirliige girmemis olan Taslak Elektronik Haberlesme
Kanununun  yiiriirliige  girmesinin ~ beklenmesi  uygun
goriilmistiir. 10.11.2008 tarith ve 27050 (Miikerrer) sayih
Resmi  Gazete’de yayimlanan 5809 sayihh  Elektronik
Haberlesme Kanunu'nun (EHK) [8] yiirtirliige girmesiyle
“Elektronik  Haberlesme Sektériinde Kisisel  Verilerin
Islenmesi ve Gizliliginin Korunmasi Hakkinda Yonetmelik
Taslag1”, EHK ile uyumlastinlmak {izere gizden gecirilerek
yeniden diizenlenmis ve Taslak Yonetmeligin son hali bir kez
daha ilgili biittin kurum ve kuruluslar ile tiim kamuoyunun
goriislerini bildirebilmeleri igin, Bilgi Teknolojileri ve Tletisim
Kurumunun internet sayfasinda 25.12.2009 ve 25.01.2010
tarihleri arasinda bir ay boyunca yaymlanmstir.

Taslak Yonetmelige dayanak teskil eden EHK’nin “Amag”
bashkli 1 inci maddesi “Bu Kanunun amaci; elektronik
haberlesme sektoriinde diizenleme ve denetleme yoluyla etkin
rekabetin tesisi, tiiketici haklarinin gozetilmesi, iilke genelinde
hizmetlerin yavgmlagtirilmasi, kayvnaklarin etkin ve verimli
kullanilmasi, haberlesme alt yapi, sebeke ve hizmet alamnda
teknolojik gelisimin ve yeni yatwmlarn tegvik edilmesi ve
bunlara iliskin usul ve esaslarin belirlenmesidir.”” hitkmiinde
olup, “ilkeler” bashkh 4 {incii maddesinde ise bu amaca uygun
olarak ilgili merciler tarafindan elektronik haberlesme
hizmetinin ~ sunulmasinda ve bu hususta yapilacak
diizenlemelerde “Bilgi giivenligi ve haberlesme gizliliginin
gozetilmesi"nin  ilkeler icerisinde goézetilmesi gerektigi
belirtilmistir.

EHK’'nin 4 iincii maddesinde belirtilen “ilgili merciler”in
Ulastirma Bakanh: ve Bilgi Teknolojileri ve iletisim Kurumu
olmasi nedeniyle “Kurumun gérev ve yetkileri” bashikl 6 nci
maddesinin (c) bendinde “Abone, kullamici, tiiketici ve son
kullamcilarm  haklart ile kigisel bilgilerin islenmesi ve
gizliliginin  korunmasina iliskin gerekli diizenlemeleri ve
denetlemeleri  yapmak.” hususu yer almaktadir. Kisisel
bilgilerin islenmesi ve gizliliginin korunmasi bir yandan
EHK’da Kurum’un genel gorev ve yetkileri igerisinde
sayilmakta iken diger taraftan “Kisisel verilerin islenmesi ve

* “Telekomiinikasyon Sektoriinde Kisisel Bilgilerin Islenmesi ve
Gizliliginin Korunmasi Hakkinda Ydnetmelik™ makalenin devaminda kisaca
“Veri Gizliligi Yénetmeligi” olarak ifade edilecektir.

* “Telekomiinikasyon Kurumunun adi 10 Kasim 2008 tarih ve 27050
(Miikerrer) sayih Resmi Gazete'de yayimlanan 5809 sayihi Elektronik
Haberlesme Kanunu ile Bilgi Teknolojileri ve lletisim Kurumu olarak
degismistir.
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gizliligin korunmas1” bashkli 51 inci maddede “Kurum,
elektronik  haberlesme sektoviivle ilgili  kisisel verilerin
islenmesi ve gizliliginin korunmasina yonelik usul ve esaslari
belirlemeye yetkilidir.” hilkkmiine 6zel olarak yer verilmistir.

Taslak Veri Gizliligi Yonetmeliginin  yayimlanmasi igin
EHK nin yiiriirliige girmesinin isabetli oldugu
degerlendirilmektedir. Nitekim, yiiriirliikkte olan mevcut Veri
Gizliligi Ydonetmeligi yiiriirliige girdigi zamandaki ihtiyag
nedeniyle ve Avrupa Birligine uyum siirecinde AB
Direktiflerinde belirtilen hususlart yerine getirmek amaciyla
her ne kadar 2813 sayili Telsiz Kanununa dayandirilarak
¢ikarilmis olsa dahi, EHK da ag¢ik ve 6zel bir hiikmiin olmasi
Taslak Yonetmeligi daha da giiclii hale getirmektedir.

Taslak Veri Gizliligi Yonetmeligi ile Mevcut Yonetmeligin
benzer hiikiimler tasidigi goriilmekle birlikte  AB’nin
2006/24/EC Direktifi ile getirilen hiikiimlere uygun olarak
yeni maddelerin eklendigi goriilmektedir. Taslak ve Mevcut
Yonetmelikler karsilastirlldiginda  “Tamimlar” maddesine
Yonetmeligin devaminda getirilen hiikiimlerin anlagilmasina
iliskin olarak “Acil yardim ¢agrlar”, “Hiicre kimligi”,
“IMEI”, “IMSI”, “Riza”, “Tammmlayici veri”, gibi tamimlara ilk
kez yer verildigi diger taraftan Mevcut Yoénetmelikte bulunan
bazi tamimlarin biraz daha farkhilastirilarak yer aldig:
goriilmektedir. Taslak Yd&netmelikte “Tammlar” maddesinden
sonra Meveut Yonetmelikte bulunmayan “Kisisel verilerin
islenmesine iliskin ilkeler” maddesinin ilk kez yer aldigini
gormekteyiz. Yonetmeligin bu maddesi incelendiginde Adalet
Bakanhig tarafindan hazirlanmis olan Kisisel Verilerin
Korunmasi Kanun Tasarisimin [9] 5 inci maddesinde yer alan
ilkeler ile paralellik gosterdigi goriilmekte olup, esas olarak
kisisel verileri islenecek olan kisinin rizasina dayah olmasi ve
islenecekleri amacin belirli olmasi ve bu amacla saklama
stiresini asmamas1 gerekmektedir. Meveut Yonetmelikte yer
alan ve Taslak Yo6netmelikte de yer verilen maddelerden biri
ise  “Giivenlik” bashkh maddedir. Meveut ile Taslak
Yonetmelik hiikmii arasindaki fark ise; Mevcut Yonetmelige
gore isletmecilerin hizmetin gerektirdigi hallerde sebekenin
giivenligine iliskin alacaklar tiim gerekli teknik ve yapisal
onlemleri Kurumun onayma sunmalan olup, Taslak
Yonetmelige gore ise isletmeciler tarafindan teknolojik
imkanlar ve uygulama maliyetleri gz niinde bulundurularak
muhtemel riske uygun diizeyde giivenlik tedbirleri alinmasi
Ongoriilmiis olup, ancak Kurum tarafindan gerekli goriilmesi
halinde bu giivenlik tedbirlerinde degisiklik yapilabilecektir.
“Giivenlik” maddesine iliskin  bu maddenin Taslak
Yonetmelikteki halinin hem biirokrasiyi azaltacagi hem de
daha isler bir hal saglayacag diisiiniilmektedir. Zira, isletmeci
giivenlik tedbiri aldigi her durumu Kurumun onayma
sunmayacak Kurum gerekli gérmesi halinde alinan tedbirlere
iliskin bilgi isteyecek tedbirin yeterli olmadigim diisiinmesi
halinde de degisiklik yapilmasim isteyebilecektir. Taslak
Yonetmelikte “Riskin bildirilmesi” bashg altinda yer alan
hitkmiin Mevcut Yoénetmelikte *“Riski haber verme” bashgi
altinda bulundugunu gérmekteyiz. Her iki hiikiim arasindaki
fark ise su sekildedir; Mevcut Yonetmelikte isletmeci
tarafindan alman 6nlemlerin disinda olaganiistii bir risk soz
konusu oldugunda aboneler riskler ve riskin giderilmesi yollari
hakkinda uyanlacaktir, Taslak Yonetmelige gore ise isletmeci
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belirli bir risk olmas: halinde abonelerle birlikte Kurumu da
bilgilendirecek olup, bu riskin isletmeci tarafindan alinan
tedbirlerin disinda kalmasi halinde isletmeci abonelerini etkin
ve hizh bir sekilde riskin igerigi ve giderilme yollari hakkinda
bilgilendirecektir. Taslak Yonetmeligin “Riskin bildirilmesi”
maddesinden sonra gelen ii¢iincii béliimde verilerin islenmesi
ve saklanmasina iliskin hiikiimlere yer verilmis olup, tigiincii
béltimiin ilk maddesi “Trafik verisinin islenmesi”dir. Taslak
Yonetmeligin  “Trafik verisinin islenmesi” bashklhi 7 nci
maddesi Mevcut Yonetmeligin 9 ve 11 inci maddeleriyle
paralellik arz etmekle birlikte, Taslak Yonetmelikte Mevcut
Yonetmelikten farkh olarak trafik verilerinin bu wverilerin
saklanmasim gerekli kilan faaliyetin tamamlanmasindan sonra
silinmesi ve anonim hale getirilmesinin esas oldugu
belirtilmigtir. Aym1 maddenin devaminda trafik verilerinin
hangi amaglarla islenebilecegi ve bu verilerin katma degerli
hizmetlerin sunulmasi amaciyla islenmesi stz konusu ise
verilerin islenme siireleri hakkinda abone ve kullanicilarin
bilgilendirilmesinin ardindan rizasinin alinmasi neticesinde
islenmesi ve abone/kullanicilarin rnizalarin her zaman i¢in geri
alabilecekleri ifade edilmistir. Taslak Yonetmelikte de Mevcut
Yonetmelikteki sekilde “Trafik verisini isleme yetkisi”
maddesine yer verilmis ve Meveut Yonetmelikteki hiikiim
“yolsuzluk tespitleri” ifadesinin  uygulamada kavram
kargasasina neden olacag diistincesiyle ¢ikarilmistir. Mevcut
Yonetmelikte “Yetkili makama bildirim™ bashikli 11 inci
madde Taslak Yonetmelikte “Trafik verisinin bildirilmesi”
bashg! altinda ifade degistirilerek ancak, icerik muhafaza
edilerek diizenlenmistir. Mevcut Yonetmelikte
“Telekomiinikasyonun gizliligi” bashg altinda diizenlenen
ayni zamanda T.C Anayasasi ile de glivence altina alinmus
olan haberlesmenin gizliligi ilkesine uygun diizenleme Taslak
Yonetmelige “Trafik verisinin gizliligi” seklinde gec¢mistir.
Mevcut Yonetmelikte “Yer verisi” bashgi altinda diizenlenmis
olan Taslak Yonetmelikte ise “Konum verisinin islenmesi”
bashgr altinda yer alan hiikmiin uygulama agisindan farkhilik
getirdigi diistiniilmektedir. Meveut Ydnetmelige gore katma
degerli hizmetlerin islenmesi i¢in aksi basvurusu olmayan
abonenin konum verisi islenebilecek iken Taslak Yonetmelige
gore ancak abonenin énceden riza gostermesi halinde konum
verisi islenebilecektir. Aboneler konum bilgilerinin islenmesi
icin vermis olduklari izni her zaman i¢in geri alabileceklerdir.
Ayn1 madde altinda Mevecut Yonetmeligin “Gegici red”
bashkli 16 nci1 maddesine paralel olarak konum verisinin
islenmesine izin verilmesi halinde her baglanti ig¢in iznin
reddedilmesine imkan verildigi goriilmektedir. Yine aym
maddede konum verisine erisilmesinin istisnasi olarak acil
yardim ¢agrilari  kapsaminda yetkili makamlarmn oldugu
belirtilmektedir. Mevcut Yoénetmelikte “Kisi sinirlandirmasi™
bashg: altinda kimlerin konum verisini isleyebilecegine iliskin
hiikiim Taslak Ydnetmelikte aym kapsamda korunmus olup
“Konum  verisini  isleme  yetkisi” bashg  altinda
diizenlenmistir. ~ Taslak  Y6netmeligin =~ en biiyiik
farkhihiklarindan biri ise “Saklanacak veri kategorileri” bashkh
madde olmustur. Nitekim, madde incelendiginde hangi
isletmecilerin hangi bilgileri saklayacagi detayh bir sekilde
belirtilmistir. Hangi verilerin hangi isletmeciler tarafindan
saklanacaklari belirlendikten sonra bu verilerin ne kadar siire
ile saklanacagi “Veri saklama siiresi” bashkhh madde altinda
bir yil olarak belirlenmistir. Taslak Yonetmeligin bir diger
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onemli yeniligi ise “Saklanan verinin korunmasi ve giivenligi”
bashkli maddedir. Zira, bu maddede veriler saklanirken
isletmecilerin gostermesi gereken Gzen ve almasi gereken
tedbirlere yer verilmistir. Taslak Yonetmelikteki bir diger yeni
maddede “Istatistiki bilgilerin verilmesi” bashkli madde
olmustur. Bu maddede yetkili makamlar tarafindan talep
edilen ancak kisisel verileri igermeyen bilgiler ile bu veri
taleplerinin  karsilamp karsilanamadigi  ve bu  verilerin
saklandig tarih ile yetkili makam tarafindan talep edildigi
tarih arasinda gegen siirelere iliskin bilgilerin istatistiki amagla
her yilin Ocak ayi igerisinde bir énceki yih kapsayacak sekilde
gonderilmesi hiikiim altina alinmustir,

Yonetmeligin dordiincti  béliimiinde AB  Direktiflerindeki
hususlara uygun olarak isletmeciler tarafindan kullamcilara
saglanan imkanlara yer verildigi goriilmektedir. Mevcut
Yonetmeligin 13 ve 14 iincii maddesinde diizenlenmis olan
“Arayan hattin kimliginin agiklanmasinin engellenmesi” ve
“Arayan hattin  baglanmasimin  engellenmesi”  bashkli
maddelerin Taslak Yonetmeligin “Numaranin gizlenmesi”
bashikli  maddenin  birinci  fikrasinda  diizenlendigini
gormekteyiz. Ayn1 maddede yeni bir imkana yer verilmis ve
baglanan hattin numarasinin gériinebilir oldugu durumlarda,
aranan abonenin talep etmesi halinde isletmeci tarafindan,
ticretsiz ve basit bir yontemle aramanin gergeklestiginin
arayan tarafindan bilinmesi engellenmesinin saglanmasi
hiikiim altina almmistir.  Ancak, Mevcut Ydénetmeligin
uygulamaya iliskin esas maddelerinden olan “Arayan Hattin
Kimliginin Agiklanmasiin  Engellenmesi” (Madde 13),
“Arayan Hattin Baglanmasinin Engellenmesi” (Madde 14),
maddeleri i¢in Ydnetmeligin yiiriirliige girdigi zamandan
itibaren isletmecilere, Telekomiinikasyon Kurulu Kararlari ile
31.12.2007 tarihine kadar muafiyet tamnmis oldugu
diistiniildiigiinde yeni hitkmiin uygulanmasi i¢in de belirli bir
stirenin  gerekli olup olmadiginin isletmecilerden gelen
goriisler sonrasinda degerlendirilebilecegi diistiniilmektedir.
Taslak  Yonetmelikte numaranin  gizlenmesine  iliskin
hiikiimlerden sonra Mevcut Yonetmelikte olmayan “Otomatik
¢agri yonlendirme” bashg altinda yeni bir maddenin
diizenlendigini gérmekteyiz. Bu yeni madde ile ii¢iincii kisiler
tarafindan yapilan yonlendirmelerin bir diger ifade ile bir
kullanicinin diger kullaniciya yapmis oldugu yonlendirmelerin
iicretsiz ve basit bir yontemle isletmeci tarafindan
engellenmesine imkan saglanmaktadir. Diger taraftan aym
madde ile abone/kullanicinin rizasi olmaksizin kullaniciya
yapilan aramalarin otomatik mesaj sistemine
yonlendirilemeyecegi agik bir sekilde belirtilmistir. Taslak
Yonetmeligin besinci boliimden &nce diizenlenmis bir diger
hiikmii de Mevcut Yoénetmelikte de benzer sekilde yer alan
“Aboneler i¢in hazirlanan rehberler” bashikhi maddedir. Bu
maddede ise abonelerin kamuya agik kisisel rehberlerde yer
alip almama istekleri ile kisinin tammlanabilmesi ic¢in gerekli
veriler digindaki kisisel wverilerin kullanilarak sorgulama
yapilabilmesi igin abonenin ek rizasinin alinmasi gibi hususlar
yer almaktadir. Mevcut  Yonetmelikte “istek  disi
haberlesmeler” bashgi altinda yer alan hiikimler ise Taslak
Yonetmelikte ~ “istenmeyen  mesajlar”  bash@g  altinda
diizenlenmis bulunmaktadir. Mevcut Yonetmelikte otomatik
sistemlerin abonenin izni olmaksizin siyasi propaganda amaci
ile kullanamayacagi yer almakta iken Taslak Yonetmelige
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siyasi propaganda eklenmemistir. Taslak Yonetmeligin bahsi
gecen maddesine iliskin bir diger fark ise tiiketicinin rizasi ile
pazarlama amaciyla gonderilen elektronik mesajlarda
gondericinin kimligi ve erigim bilgisinin yer almasi zorunlu
tutulmustur. Her iki Yonetmelik hiikkmiinde de abonelere
istenmeyen mesajlarin  gelmesini  engellemelerine imkan
saglanmas: isletmecilere yiikiimliiliik olarak getirilmistir,

Taslak  Yonetmeligin - besinci  boliimiinde  isletmecilerin
Yonetmelikteki  yiikiimliiliklerine  uymamalart  halinde

uygulanacak idari para cezalarina yer verilmis olup, bu ceza
EHK’'nin 60 nci maddesinde belirtilen azami simira kadar
(isletmecinin bir 6nceki takvim yilindaki cirosunun %3’ii)
erisebilecektir. Ancak, idari para cezasi uygulanmadan ¢nce
isletmeciye ihlali sona erdirmesi i¢in Kurum tarafindan siire
verilerek uyar yapilmasi gerekmektedir. Taslak Yonetmeligin
dnem arz eden bir diger maddesi de hizla degisen ve gelisen
elektronik haberlesme sektériinde 6ngériilemeyen durumlar
i¢in Yonetmelikte hiikiim bulunmayan hallerde teblig ya da
Kurul Karart ile islem yapilabilmesidir.

IV. SONUC

Ulkemizde kisisel verilerin korunmasma iliskin AB’de
oldugu gibi genel bir diizenleme (95/46/EC) olmamasina
karsin elektronik haberlesme sektoriine iliskin 2004 yilinda
Veri Gizliligi Yonetmeliginin yayimlanmasi ile &zel bir
diizenleme yapilmis olmasi zaman zaman elestirilmistir.
Ancak, kigisel bilgilerin ihlalinin daha hizh ve yaygm
olabilecegi bu alanda yapilan Yonetmelik ve ardindan 2008
yilinda yayimlanarak yiiriirliige giren Elektronik Haberlesme
Kanunu kisisel bilgilerin korunmasinda yasanan boslugu en
azindan bu sektére oOzgli olarak kapatmistir. Taslak
Yonetmeligin de yayimlanarak yiiriirliige girmesi ile Mevcut
Yonetmelikte yer almayan hususlara iliskin bosluk da
kapatilmis olacak ve daha etkin bir koruma saglanmig
olacaktir.
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Giuvenlik Sistemlerinde Video Aslinin ve
Biitlinliigiin Dogrulanmasi i¢in bir Donanim
Tasarimi

O. Uyanik, A. Z. Alkar, I. E. Ungan

Oz— lginde c¢ok sayida video islemi gerceklestiren ve video
isareti iizerinde goriintii isleme algoritmalar ¢cahstiran giivenligi
arttirllmis  giivenlik sistemlerinde gelen video goriintiisiiniin,
beklenen video kaynagmmdan geldigi varsayilmaktadir. Oysa
video kaynagmn bir baska kaynak ile yer degistirilebilme
olasihg sonucunda giivenlik sistemi etkisizlestirilebilmektedir.
Bu tiir sistemlerde video kaynag ile iletisimin tek yonlii olmas,
bilgisayar aglarinda sik kullamlan ashmin  dogrulanmas:
(authentication) vyontemlerinden farkh coziimler gerektir-
mektedir. Yiiksek video coziiniirliiklerinde islemci hizi
vetersizligi yiiziinden var olan sistemlerde basarim degerleri
diisiik  olabilmektedir. Bu c¢ahsmada, giivenlik sistemine
dogrudan eklenebilen, iizerinde video ciziicii/kodlayic1 ve FPGA
bulunan bir kart tasarlanarak videonun ashmin ve goriinti
biitiinliigiiniin dogrulanmas islemlerinin giivenlik anahtarh ozet
alma (hash) algoritmasi (SHA-1) ile gerceklestirilmesi
sunulmustur.

Anahtar Kelimeler— Giivenlik sistemi, video biitiinliigii,
videonun ashnin dogrulanmasi (authentication), 6zet alma islemi
(hash), SHA-1, FPGA.

I. GIRIS

Gﬁvenlik sistemlerinde video uygulamalarinin Gnemi
artmakta ve yaygin kullanilmaktadir. Gézlenmek istenen
bilgelere, hareketli ya da hareketsiz, ¢ogunlukla ¢ok sayida
kamera yerlestirilerek video isaretleri gézlem odasma
ulastiriimakta ve ¢ok kanalh video alicilarindan gegirilerek bir
va da daha ¢ok monitor iizerine aktariimaktadir. Gézlemlerin
insan kullanilarak yapilmasi ¢ok kanalli video goriintiilerinin
siirekli izlenmesini zorlastirmakta ve giivenligi azaltmaktadir.
Bu sorunun oniine video islemcilerin ¢ok kanallan video
isaretleri iizerinde goriintii isleyerek tehdit olabilecek
olusumlart algilayan algoritmalarla gecilmektedir. Bunun
yamsira yiiksek ¢oziintirliiklii kameralarin sagladigi video
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isaretleri iizerinden nesne belirlemeye yonelik tammlayici
veriler elde edilebilmekte ve kayit altina alinarak delil
olusturabilmektedir. Boylece gelismis donanim ve yazihm ile
giivenlik seviyesi arttinlabilmektedir.

Giivenlik sistemleri ister basit ister karmasik olsun, video
isaretleri {izerinde yapilan basit gozlem ya da karmasik
algilama islemlerinde, gelen video isaretlerinin giivenilir
oldugu varsaymm vardir. Video isaretlerinin kaynaklar1 olan
kameralar ¢ogunlukla giivenlik merkezine uzak yerlerde
bulunmaktadir. Boylece isaretlerin tasindigi kablolu ya da
kablosuz iletim ortamu erisilebilmekte ve farkh video kaynak
isaretleri ile yiiklenerek giivenlik sistemi etkisiz duruma
getirilebilmektedir. Video isaretinin  beklenen kaynaktan
geldigini  algilamak i¢in  video ashmn  dogrulanmasi
(authentication) gerekmektedir. Dogrulama i¢in yaygin
kullanilan “Watermarking™ yonteminde video gergevesinin
goriinen bolgesi kullanilmaktadir[1]. Bu yoéntemde goriintii
gézle anlasilamayacak kadar bozulsa da o6zellikle yiiksek
¢oziintirliiklii video isaretleri tizerinde ¢alisan goriintii isleme
algoritmalarinin  bozulmus goriintii  {izerindeki analizleri
basarim 6lciitlerini olumsuz etkilemektedir.

Bu ¢alismada, aslimin dogrulanmasi igin bir baska yéntem
olan anahtarlanmis 6zet alma (hash) islemi video gergevesinin
goriinmeyen bdlgesine yerlestirilen rastgele sayr dizisi ve
gergeve sayist lizerine uygulanmistir[2]. Aymi iglem, goriinen
bolgeye de uygulanarak veri biitiinliigiintin (data integrity)
kismen izlenebilmesi saglanmistir. Bu islevler, kimlik
olusturuicu ve kimlik belirleyici adi verilen tiimdevre
tasarimlari ile FPGA iizerinde VHDL donanim tammlama dili
kullanilarak gergeklestirilmistir. FPGA kullanimi ile her video
kaynagi i¢in farkli ve degistirilebilir gizli anahtar kullanimi
saglanmigtir. Yazilim kullanilmadan ve dogrudan donanim ile
yapilarak yiiksek tasarm gizliligi saglanmistir. Uzerinde
FPGA, video ¢oziicii ve video kodlayicr tiimlesikdevreler
bulunan “video giivenlik kart”” adh kart tasarlanip
gergeklestirilmistir.

Video giivenlik kartimin giivenlik sistemine uygulanmasi,
yapist ve igleyisi ikinci boliimde, FPGA ile gergeklestirilen
kimlik olusturucu ve kimlik belirleyici iglemcilerinin yapisi ve
isleyisi sirasiyla fi¢iincii ve dordiincii béliimlerde anlatilmis,
son olarak kartin basarim Olgiileri sonu¢ boliimiinde
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verilmistir.

II. SISTEM YAPISI

Video giivenlik karti (VGK) video kamera ¢ikislarina ve
gozetleme odasinda toplanan goriintii isleme tinitesi girislerine
yerlestirilir. Kamera ¢ikislarinda kimlik olusturma islevi,
goriintii isleme iinitesi girislerinde kimlik belirleme islevi kart
tizerinde ¢ahisir. Sekil-1'de tipik bir kurulum gdésterilmistir.

¥ I

VGK

VGK

VGK
*

VGK

Sekil-1: Video giivenlik karti kurulumu.

Baglantilarda video, ses ve gii¢ saglayan yaygm kullanilan
ekranli kablo grubu kullanilir. Video giivenlik kartinin yapisi
Sekil-2'de verilmistir. Video kaynagindan alinan goriintii
video ¢oziiciiye girer. Video ¢oziicli analog video isaretini
herbiri 8-bit olan parlakhk (Y), mavi (Cb) ve kirmizi (Cr)
parcalardan olusan sayisal 24-bit video benek verisine
dontistiiriir. Video isaretleri FPGA ile gerceklestirilen kimlik
olusturma ya da kimlik belirleme isleminden gecip video
kodlayic ile sayisaldan analog isarete doniistiiriiliir. Video

isaretinin uzak vol alabilmesi igin ¢ikisa gii¢lendirici
yerlestirilmistir.
DATA PIXEly, | DATA_PIXELy, |
ViDEO | o SlusYNC |« LuSYNC g E}vim‘:o
QIRI% = :a o} = = glKI%
o g | By SYN o
= 8 VSYNC > YSYNC s 'g
CLK PIXEL 5, CLK_PIXEL o, <
CLK _SYS§

Sekil-2: Video giivenlik kart1 yapisi.

Video isaretlerin analog ile sayisal bolgeler arasi gegis
yvaparken genlik degisim ve iletilirken giiriiltii kapma
olasihigina kars1 benek verileri i¢in genlik yerine faz fark ile
modiile edilen renk verileri (Cb ve Cr) ve bu verilerin
ayarlanabilir sayidaki (d) en degerli bitleri kullamilmistir. Bu
yapida (d) en ¢ok 8 degerini alir.

Kimlik olusturma, kimlik belirleme ve veri biitiinligi
denetim islemleri FPGA iginde gergeklesir. Kimlik olusturma
isleminde her video g¢ergevesi i¢in 128bit cergeve sira
numarast ve 384bit ¢er¢eve kodu atar. Cerceve sira numarasi
her video gergevesi génderiminde bir artarken g¢ergeve kodu
icin 511bit sozde rastgele ikili dizi (PRBS) iiretilip 384-bit
kismi ahmr. Toplam 512bit gergeve bilgisi FPGA igine
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gizlenmis giivenlik anahtari  kullanilarak SHA-1  &zet
algoritmasi (hash) ile kodlanir. 160bit uzunlugundaki “hash
message authentication code” (HMAC) ile 512bit cergeve
bilgisini 672bit olarak video g¢erg¢evesinin gdriinmeyen
bolgesine yerlestirir.

Benek degerlerinde yalnizca renk bilgilerinin ve bunlarin da
en degerli d sayida bitlerinin kullamilmasi1 veri biitiinliigii
denetimini  yetersiz kilmaktadir. Bunun yerine, goriintii
verilerinin asil goriintii verisi ile uyumlu olmasina bakarak
gdrsel bir biitiinliigiin izlenmesini gerektirmistir. Bu calismada
kimlik olusturucu, goriinen video bélgesinin her satirmdan
yalmzca 512bit'lik veri toplar, sonraki satir verisi gelmeden
video yatay eszamanlama isaretinin ara béliimiinde (blanking
interval) SHA-1 isleminin ilkini tamamlar. Tim satirlara
SHA-1 uygulayip ortaya c¢ikan 160-bit 6zet kodu video
gergevesinin goriinmeyen satirina yerlestirir.

Kimlik belirleme isleminde video satirlarindan ¢erceve
sayisi, cergeve kodu ve HMAC okunur. Cergeve bilgileri gizli
anahtar kullanilarak SHA-1 ile kodlanir. Ortaya ¢ikan HMAC
ile okunan HMAC karsilastirthp video kaynagmin asil olup
olmadigi denetlenir. Video ¢er¢evesinde gériinen her satirdan
512-bit veri okunup tiim satirlardan SHA-1 ile elde edilen
HMAC, goriinmeyen satirdan okunan HMAC ile
karsilastirilarak ~ goriintli  biitlinliigli  izlenir.  Aslinin
dogrulanmasinda ve goriintii biitiinltigiinde sorun ¢ikarsa
video ¢ikisina okunabilecek hata iletisi génderilir.

1. KiMLIK OLUSTURUCU

Kimlik olusturucu yapist Sekil-3’te verilmistir. Video
girisinden video g¢ercevesinin goriinen bolgesindeki verileri
giris blogu alir ve bellek arayiizii ile SHA-1 bloguna &zet bilgi
¢ikarmasi igin ileti. PRBS blogu gelen her yeni video
gergevesine sayl ve kod verip ¢ergeve bilgisinden ozet bilgi
¢ikarmasi i¢in SHA-1 bloguna bellek iizerinden iletir. Ozet
bilgilerin FPGA igine gomiilii gizli bir anahtar kullanilarak
¢ikarilmasini HMAC blogu saglar. SHA-1 blogundan ¢ikan
iki 6zet bilgi, gelen video ¢ercevesinin goriinmeyen satirlarina
video ¢ikis blogunca yerlestirilir.

Video ¢ercevesinin goriinen bdlgesinin her satirindan p
benekte bir aliman toplam 512bit veri SHA-1 déngiisiinde bir
blokluk giris verisine denk gelir[3]. Goriintii biittinliigii
islemlerinde video ¢oziiniirliigiine bagh olarak p degisir:

2*d*b /512
(1)

p =

p:  Satirin goriinen bélgesinde atlanacak benek sayisi
d:  Benegin Cb ya da Cr verisi i¢in en degerli bit sayisi
b:  Satirin goriinen bolgesinde benek sayisi

Yukaridaki (1) esitligini kullanan video giris (video grs)
blogu goriinen bolgenin verilerini toplayip video giris bellegi
(video bllk) bloguna yazar ve 512bit'lik veri blogunu SHA-1
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dongiisii i¢in olusturur. Bu iglem, goériinen bélgede satir sayisi
s kere tekrarlanir ve sonucunda 160-bit goriintii Gzeti ortaya
¢ikar. Bellege yazma sikh@! video benek saat sikhgr ile dogru,
p degeriyle ters orantilhidir. Okuma siklig1 ise olabilecek en
yiiksek FPGA sistem ¢alistirma saat sikhi@idir. Giris blogu i¢in
p, d ve s degisken girislerdir.

VSYNC o VSYNC o
HSYNC Py HSYNC -
DATA PIXEL: o | DATA PIXEL
CLK PIXEL s VIDEO_CKS CLK PIXEL,_
a
«
gl
CLEAR / START - :
video bllk i =
VIDEO GRS "1;‘“ > 16x32bit “v”" =
[':I)R > RAM ‘I]:D ”
A »| DualPort - R o
prbs_bllk
fv‘:l“ > 16x32bit I\)-.:;TA -
PRBS_GRS[—="—— RAM [—= —b
»| DualP >
mallors SHA-I
d hmac_bllk
7 3‘;“ B 32x32bit ';f“ >
HMAC > RAM >
ADDR »| DualPort ADDR >
A sha bllk
. DATA
KEY 16x32bit [ WR _
64bit RAM | ADDR _
CLK SYS »

Sekil-3: Kimlik olusturucu yapist.

Kimlik bilgisini her ger¢eve i¢in olusturan video g¢ergeve
sira numarasi verisi ve buna bitistirilen sozde rastgele ikili dizi
(PRBS) verisi toplami olan 512bit veri SHA-1 déngiisiinde bir
blokluk veridir.

k = ¢r
(2)

Kimlik belirleyici kod 512bit veri
Video gerceve sayisi 128bit veri
Rastgele say1 384bit veri
Bitistirme islemi

ner

Yukaridaki (2) esitligini PRBS giris (prbs grs) blogu
gergeklestirir. Blok i¢inde ¢ergeve sayisi i¢in dogrusal 128-bit
sayag ve “linear feedback shift register (LFSR)” ile
gergeklestirilmis 511-bit PRBS {ireteci bulunur[4]. Blok,
kimlik bilgisini her video ¢er¢eve igin ¢ikisindaki PRBS giris
bellegi (prbs_bllk) bloguna yazip 512bit'lik veri blogunu
SHA-1 i¢in olusturur. Bellege yazma sikhigi video benek saat
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sikhgindadir. Okuma sikhgi ise olabilecek en yiiksek FPGA
sistem ¢alistirma saat sikligidir.

Yukarida tammlanan video grs ve prbs grs bloklarimin
olusturdugu 512-bit veri bloklar1 8bayt uzunlugunda gizh
anahtar degeri ile /mac ve sha-1 bloklarinca islenir ve
sonucunda iki adet 160-bit HMAC olusur. Gizli anahtarin
kullanimu [5] i¢in asagidaki islemler yapilir.

kl
k2 =

ipad64 [ (a || sfr56 ) (3)
opad64 [ (a|| sfr56)

kl: Ik olusturulan anahtar degeri 512-bit veri
k2: Ikinci olusturulan anahtar degeri 512-bit veri
a:  Gizli anahtar degeri 8-bayt veri

ipad64: 64 kez tekrarlanmis “inner pad” 36h degeri
opad64: 64 kez tekrarlanmis “outer pad” 5Ch degeri
sfr56:  56-bayt sifir degeri

00 Karsihkl bitlerle XOR mantik islemi

Bu islemleri Amac blogu gizli anahtar a degerini isleyerek
gergekler ve hmac bllk adh 1024-bit bellege k1 ve k2
degerlerini yazar. Sha-1 blogu hmac bllk bellegini k1 ve k2
degerleri i¢in okur ve diger 512bit'lik veri bloklari ile birlikte
isler.

Video ashinin dogrulanmasinda kullanilacak hmacl Gzet
degerinin gizli anahtar kullamlarak elde edilmesi igin asagida
islem siras1 verilmistir:

h <= sha-1(kl, hinit)
mac <= sha-1(prbs, h)
h <= sha-1(k2, hinit)
h <= sha-1(prbs, h)
hmacl < sha-1((mac || 80h || sfr42 || 14h), h)

h:  gecici 160-bit “hash” degeri

h_init:  standart baslangi¢ “hash” degeri
mac: kI i¢in hesaplanmis 160-bit 6zet degeri
sfrd2:  42-bayt sifir degeri

Buna gore, sha-1 blogu k1 degerini hmac bllk belleginden
okuyup degismez ilk Gzet degeri hinit’i kullanarak gegici h
dzet degerini bulur ve bir yazmaca kaydeder. Prbs degerini
prbs_bllk belleginden okuyup h 6zet degerini kullanarak mac
Ozet degerini bulur. Benzer sekilde, k2 degeri i¢in bulacag
gecici Ozet degerini prbs de@erinin gegici Ozet degeri igin
kullanir, Bu degeri daha 6nce buldugu mac 6zet degeri igin
kullanip hmacl degerini elde eder ve yazmagta saklar. 160-bit
(20bayt) mac degerinin 512bit'e ¢ikarihmasi amaciyla mac veri
sonuna 80h, ardindan 42 adet 00h ve son olarak mac uzunlugu
olan 20bayt degeri 14h eklenir.

Sha-1 blogu video goriintii biitiinliigiintin izlenmesi igin
video ¢ergevesinin hmac2 6zet degerini bulmak igin yukarida
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sozedilen benzer islemleri uygular. 512bit'lik veri bloklarmi
video bllk belleginden okur. Her video cergevesi i¢in toplam
satir sayisi (s) kadar veri blogu okur. Islem siras1;

hl <= sha-1(kl, hinit)
h2 <= sha-1(k2, hinit)
mac <=  sha-I(video(i), hl)
h2 <= sha-1(video(i), h2)
h2 <= sha-1((mac || 80h || sfr42 || 14h), h2)
i <= 1,2,3...sigin tekrarla.

hmac2 <= h2
olarak belirlenmistir.

Sha-1 blogu video ve prbs belleklerinden okunan 16 adet
32-bit sozciikten 80 adet 32-bit sozciik elde eder. 17'nci ve
daha sonraki sézciikler kendisinden énce 16'nci, 14'ncii, 8'inci
ve 3'iincii sozciiklerin kullanilmasiyla elde edilir. Bu islemi
gerceklestirmek igin  16*32bit bellek (sha bllk) kullanir.
Tiiretilen her yeni sozciik sha bllk belleginde kendisinden 16
sozclik ©Oncekinin {izerine yazihir. Sha-/ blogu her video
gergevesi i¢in buldugu iki adet hmacl ve hmac2 ozet
degerinin her birini 80 déngii sonunda ortaya ¢ikarir ve
yazmaglarina kaydeder.

Video ¢ikis blogu (video_cks), prbs_grs blogundan PRBS
degerini, cergeve sira numarasini, sha-/ blogundan hmacl ve
hmac2 degerlerini alip ¢ikacak video c¢ergevesi iginde
goriinmeyen video bdlgelerine yerlestirir. Blok, d ve p
degiskenlerine gore benek adreslerini ve benek degerlerini
olusturur. Kimlik olusturmada ve goriintii dogrulamada
kullanilan veriler igin d = 2 alinmistir. Buna gore 672-bit
kimlik bilgisi i¢in 672 / (2*d) = 168 benek kullanilmistir,
Goriintli dogrulama icin kullamlan 160-bit hmac2 degeri i¢in
40 benek kullamhir. Video cks blogu toplam 208 benegi
goriinen video baélgesinin son satirindan sonraki goriinmeyen
video bdlgesinin (front-porch) ikinci satirina yerlestirir.

IV. KIMLIK BELIRLEYICI

Kimlik belirleyicinin yapis1 kimlik olusturucuya benzer.
Kimlik belirleme islevini ger¢eklestirmek icin gizli anahtari
(a) kullanarak gelen veri bloklarindan olusturdugu hmacl ve
hmac2 &zet bilgilerini gelen 6zet bilgileri ile karsilastirir ve
farklilk durumunda video cergevesinin goriinen bdélgesine
hata iletisi ¢ikarir.

Kimlik belirleyicinin yapist Sekil-4'te gosterilmistir. Video
giris (video grs) blogu goriinen video bélgesinden 512bit'lik
bilgiyi  video bllk bellegine aktarir. Aym zamanda
goriinmeyen video bolgesinden PRBS, c¢erceve sayismi
okuyup  prbs bllk  bellegine yazar. Aym  bolgeden
karsilagtirilacak hmacl ve hmac2 ozet bilgilerini okur ve
yazmaglara kaydeder. Gizli anahtari kullanip ~mac blogu ile
olusturdugu kl wve k2 degerlerini hmac bllk bellegine
kaydeder. Sha-1 blogu video bilk, prbs bllk ve hmac bllk
belleklerinden verileri okuyup isleyerek hmacl ve hmac2
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degerlerini elde eder. Kimlik belirleme ve goriintii biitiinltigii
islemlerinin son basamagi video cks blogunda gerceklesir.
Blok, video grs blogundan gelen hmacl ve hmac2 degerlerini
sha-1 blogundan gelen degerlerle karsilastirir. Karsilastirma
sonucunda kimlik bilgisinin Gzeti olan hmacl degerinde
tutarsizlik  olmast  durumunda hata  verir.  Goriintii
biitiinliigiiniin dogrulugu i¢in kullanilan hmac2 &zet bilgisinde
tutarsizlik olmasi durumunda ise goriintii biitiinliigii hatasi
verir. Hata iletileri sozciikler olarak video ¢ergevesinin
goriinen bdlgesine vyerlestirilerek goériinmesi saglamir. Hata
tipine gore belirlenen sozciikler osd bilk  belleginden
video_cks blogunca okunur.

VSYNC = VSYNC -
HSYNC o HSYNC
DATA PIXEL > DATA PIXEL |
CLK PIXEL s > V]DE()_CKS CLK PIXEL >
<—| 0SD
ROM
AAAA osd_bllk
HMAC-I HMAC-1
HMAC-2 HMAC-2
CLEAR /START =
video_bllk .
PALY ot 32t
WR__ ol pam YR,
VIDEO_GRY ADDR |\ oot LARDR o
prbs_bllk
DATA »| 16x32bit DATA >
WR = WR -
> RAM > CHA-I
ADDR g pyyalPort |-ARDR g | SHA-
imac_bllk
DATA : DATA
> 32x32bit [
HMAC —| RAM e
ADDR ! pyyatport FARDR
A sha_bllk
_ DATA
KEY 16x32bit | WR _
64bit RAM [ ADDR
CLK SYS il
Sekil-4: Kimlik belirleyicinin yapisi.
V. SONUC
Kurulu bir giivenlik sisteminin kamera hatlarina kolayca
baglanarak sisteme entegre edilebilen video ashnmn

dogrulanmasi ve ayni zamanda goriintii biitiinligi islevlerini
saglayarak giivenlik sisteminin giivenirligini arttiran VGK adli
devre karti gergeklestirilmistir. Sozedilen islevler kart
iizerindeki FPGA iginde, gizli anahtar kullanimma olanak
saglayacak sekilde, standart SHA-1 Gzet alma algoritmasimi
cahistiran donamim tasarimi ile saglanmistir. Her VGK
kartinda fakli anahtar kullamilarak kamera ile kartin biitiinliigii
saglanabilmektedir. Kartin 6zellikleri Tablo-1'de verilmistir.

Tablo-1: Video Giivenlik kart1 6zellikleri.
Video girisleri ve ¢ikislar: CVBS
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. Grafik RGB
Veri tasima kanali: Benek'te renk
bilesenleri; Cr ve Cb

Benekte kullanilan bit sayisi: 2*d
Satirda kullanilan bit sayisi: 512
Satirda kullanilan benek sayisi: ' 512/ (2*d)
Kullanilan video satir say1si: Tiimii

Gizli anahtar bit uzunlugu: | 64

Eksik video gerceve algilayici: Var
Caligma saat periyodu (Pg): | 8 nsn
Ciktr hiz1 512 /(85 * Pg): 753Mbit/sn
Islem siireleri: _
SHA-1 (85*P¢): _ 0.68 usn
hmac1(3*85*Pg): 2.04 usn
hmac2:  $*2.04 usn

VGK Kartinin hem bilesik hem de grafik video giris ve ¢ikis
ozelligi arayiizde esneklik saglamakta ve g¢ok ¢esitli video
kamera baglantilarina ve kamera c¢oziiniirliiklerine olanak
saglamaktadir. Video ashnin  dogrulanmasinda video
¢oziiniirliigiiniin  dogrudan etkisi olmamakta, ancak video
benek frekansi belirleyici olmaktadir. Buna gére en yiiksek
benek frekansi sistem saat frekansi ile aymidir ve 125MHZz'tir.
Bu deger yiiksek c¢oziiniirliikte video isaretlerini
kapsayabilecek degerdir[6]. Video veri biitiinliigii i¢in tiim
benek degerleri, video iizerinde olabilecek giiriiltii nedeniyle,
kullamlamadigi i¢in  goriintii  biitiinliigli  tanimlanmistir,
Segilebilir d degeri goriintii biitiinliiglinde kullanilabilir renk
sayisini belirlemektedir. Goriinen satirlarin her birinde toplam
512-bit kullamlmas: ve d degeri ¢oziiniirliige bagh olarak
benek kullanim oramimi ortaya koymaktadir. Tablo-2'de baz
video standartlarina gore ¢oziiniirliik (C), benek frekansi (F),
ve gesitli d degerleri i¢in satirda benek kullanim (kapsama)
oranlar (K) verilmistir. Omegin PAL kamera baglantisinda,
goriintii  biitlinliigli, 4 renk ve 256'va 625 c¢oziniirliik ile
degerlendirilmektedir.

Tablo-2: Uygulanabilen video standartlari ve satirda benek
kullanim oranlari.

Vides ¢ ¥ LII:I dEI d:l
PAL 7207625 | 13.5 | %36 | %18 | %0
NTSC 720/ 525 13.5 %36 | %18 %9
VGA 640 / 480 25 %40 | %20 | %10
SVGA | 800/600 40 | %32 | %16 | %8
XGA 1024 / 768 65 %25 | %13 %6
1080p25 1920/ 1080 | 74.25 | %13 Y%7 %3

VGK'nin temel malzemelerinde ADV7441 video ¢oziicii,
ADV7341 video kodlayic1 ve EP3C25F384 FPGA bulunur.
Kart boyutlarnn yaklasik 12cm x Scm'dir. Kartin goriintiisii
Sekil-5'te gdsterilmistir.

Gelecekte, gelistirmeye yonelik yapilacak ¢alismalarda,
satirda kullanmilan bit sayisim arttirmak, kimlik belirleyici
islemcisine hata diizeltici eklemek, es =zamanh degisen
giivenlik  anahtart  eklemek,  giivenlik  kamerasinin
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algilayicisina dogrudan arayiiz olusturmak diistiniilmektedir.

Sekil-5: Video giivenlik kartinin goriintiisii.
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ETSI Gelismis Elektronik Imza Formatlarinin Kullanimi
ve Merkezi Bir Elektronik Imza Servisi Onerisi

Serkan Dogan

Abstract - In our country, basic electronic signature format
(CAdES-BES) developed by The European Telecommunication
Standards Institute (ETSI) is widely used in institutional
electronic signature applications. However, this format is not
sufficient in terms of providing long term electronic signature
validity. In order to achieve longer term validity, advanced
electronic signature formats defined by ETSI need to be utilized.
In this study, benefits of improved electronic signature formats
by ETSI and using options of these formats in different situations
will be elaborated. This will be followed by a recommendation
regarding a central electronic signature service which will enable
transforming data with basic electronic signature into advanced
electronic signature formats and which will also meet signature
validation needs from one point.

Keywords — Electronic Signature, advanced electronic signature
formats, long term validity, electronic signature service

Jzet — Ulkemizde, kurumsal elektronik imza uygulamalarinda
yaygin  olarak  Avrupa Telekomiinikasyon Standartlan
Enstitiisii’niin (ETSI) tammmlamis oldugu basit elektronik imza
formati (CAdES-BES) kullamlmaktadir. Fakat bu format,
elektronik imzanmn uzun siire gecerliliginin saglanmasinda yeterli
degildir. Uzun siire gecerlilik i¢cin yine ETSI’nin tamimlams
oldugu gelismis elektronik imza formatlarmm kullanimina
ihtiya¢ duyulmaktadir. Bu ¢ahsmada, ETSI gelismis elektronik
imza formatlarimin sagladiklar ve bu formatlardan hangilerinin
ne durumda kullamlmalarinin  uygun olacag iizerinde
durulacak, basit elektronik imzah verileri gelismis elektronik
imza formatlarma déniistiirme islemlerini ve imza dogrulama
ihtiyaclarim tek bir noktadan karsilayacak merkezi bir
elektronik imza servisi énerisi yapilacaktir.

Anahtar Kelimeler - Elektronik imza, gelismis elektronik imza
formatlary, uzun siire gegerlilik, elektronik imza servisi

I. GIRIS

Elektronik imzanin gegerliligi, imzay1 olusturan sertifikanin

gegerliligi  ve imza olusturma asamasinda kullanilan
kriptografik  algoritmalarin  giivenilirligi ile dogrudan
iligkilidir.

Serdar Dogan, TUBITAK Bilisim Miidiirligii, Kavakhdere Ankara,
serdar.dogan(@tubitak.gov.tr
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Imzayr olusturmada kullanilan  sertifikamin  imzanin
olusturuldugu andaki gecerliliginin kontrol edilebilmesi igin
gerekli dogrulama verilerine imza olusturulduktan yillar sonra
erisilemeyebilir. Elektronik sertifika hizmet saglayicilar
(ESHS) sertifika iptal bilgilerini sadece sertifikanin gegerlilik
siiresince  vayinlamakla  yiikiimliidiir [2]. Dolayisiyla
sertifikanin gegerlilik siiresi dolduktan sonra da imzayi
dogrulayabilmek icin bu iptal bilgilerinin elektronik imzanin
kullanicilar olan kurum veya kuruluslar tarafindan saklanmasi
gereksinimi dogmaktadir.

Ayrica, imza olusturma asamasinda kullamlan kriptografik
algoritmalar da zamanla giivenilirliklerini yitirebilmektedir.
Bugiin i¢in kirilamaz denilen bir algoritma ya da ¢dziilmesi
asirlar alacak sifrelenmis veriler bundan birka¢ yil sonra
gelisen teknoloji ve artan islem giicii ile aym giivenilirligi
saglamayabilecektir.

Bu durumlarin éniine gegmek i¢in elektronik imzanin uzun
siire gecerliligini saglayacak ek verilerin imzaya eklenmesi
gerekmektedir. ETSI bu amacgla TS 101 733[4] ve TS 101
903[5] dokiimanlariyla gelismis elektronik imza formatlarim
tamimlamistir. Bu formatlarn kullanarak yukanda siralanan
sorunlarin tistesinden gelmek miimkiin olmaktadir.

Fakat, mevcut durumda elektronik imza entegrasyonu
yapilmis olan birgok kurumsal uygulamada aslinda ETSI nin
tammlamis oldugu basit elektronik imza (CAdJES-BES)
formatimin  kullamildi, imzanin  uzun siire  gegerliginin
saglanmast konusunda gerekli g¢alismalarin = yapilmadig
goriilmektedir. Uzun siire saklanmasi gerekmeyen ya da imza
gecerliliginin kisa vadede Onemli oldugu durumlarda bu
yaklagim sorun teskil etmeyebilir; ancak, uzun siireli
saklanmas1 gereken belgelerde uzun siire gegerlilik igin
gerekli calismanin yapilmasi kagimilmazdir.

Bu calismada, ETSI TS 101 733’te tamimlanmis olan imza
formatlarmdan  hangilerinin - ne  durumda  kullanilmas:
gerektigine deginilecek, ¢ok sayida elektronik imza
uygulamasi bulunan bir kurumun uygulamalarinin tek bir
noktadan elektronik imza dogrulama ve gelismis elektronik
imza formatlanna doniistiirme iglemlerinin  yapilabilecegi
merkezi bir elektronik imza servisi énerisi yapilacaktir.

II. ELEKTRONIK iMZA

Elektronik imza, en basit anlatimi ile imzalanmak istenen
verinin 6zet degerinin alinarak imzalayan kisinin 6zel anahtari
ile asimetrik sifreleme algoritmasina tabi tutulmasi ile elde
edilir. Imza verisi imzalanan verinin yanina konarak kars:
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tarafa iletildiginden herhangi bir gizlilik s6z konusu degildir,

imzalanan belgenin igerigi goriilebilir durumdadir. Karg: taraf

belge iizerindeki imza verisini imzalayan kisinin agik anahtar
ile ¢ozer. Buldugu degeri, imzalanan verinin 6zet degerini
alarak karsilastirnir. Eger ayni ise imza gecerlidir.

Elektronik imza;

e Biitiinliik (integrity),
e Kimlik dogrulama (authentication),
e inkar edilemezlik (non-repudiation),

ozelliklerini saglar.

imzalanan bir verinin igeriginin degistirilmesi durumunda
imza dogrulama asamasinda yapilan ozet degeri karsilastirma
isleminde esitlik saglanamayacak ve imza gecersiz hale
gelecektir. Dolayisiyla veri biitiinltigii kullanilan algoritmalar
ile saglanmaktadir.

imza, imzayr olusturan kisinin agik anahtar1 ile
dogrulandigindan ve bu imzay1 olusturacak ©6zel anahtarin
kime ait oldugu ESHS tarafindan verilmis olan elektronik
sertifikadan tespit edilebildiginden kimlik dogrulamanin yan
sira inkar edilemezlik de saglanmaktadir. imzay1 olusturan
Ozel anahtar sadece imza sahibinde oldugundan sertifika
sahibi elektronik imzanin kendi sertifikasi ile olusturuldugunu
inkar edemez. Ancak biitiinliik ve kimlik dogrulamadan farkh
olarak inkar edilemezlik konusunda bazi aykin durumlar
ortaya ¢ikmaktadir. Ornegin; kisi, 6zel anahtarmin yer aldig
giivenli imza olusturma aracim kaybettigini veya c¢aldirdigim
ve sertifikasini iptal ettirdigini, bu imzann da sertifikay1 bulan
kisi tarafindan olusturulmus olabilecegini iddia edebilir. Bu
durumda agik anahtar altyapisinda tamiml zaman damgasi,
sertifika iptal listesi (SIL), ¢evrimigi sertifika durum protokolii
(CISDUP) gibi mekanizmalara duyulan ihtiyag 6n plana cikar.

Elektronik imzamn gegerliligi imzay1 olusturan sertifikanin
gecerliligine dogrudan bagh oldugundan imza kontrol
edilirken sertifikanin imza tarihinde gegerli olup olmadiginin
kontrol edilebilmesi biiyiik ©nem tasimaktadir. Belgelerin
sadece transferi asamasinda imza kontroliiniin yeterli oldugu
durumlarda imzanin olusturuldugu tarih verisine ihtiyag
olmayabilir. Ornegin; bir web uygulamasina giriste
yetkilendirme maksadiyla imza kullamldigi durumlarda imzali
veri saklanmayacak ise imzanin o an i¢in sertifika iptal
durumunun kontrol edilmesi yeterli olabilecekken, uzun siire
saklanmas1 gereken belgelerin {izerindeki imzalarin ne zaman
olusturuldugunun tespit edilebilmesi ileride yasanabilecek
ihtilaf  durumlarinda  inkar  edilemezlik  &zelliginin
saglanabilmesi i¢in biiyiik 6nem tasir. Bu makalenin ilerleyen
kisimlarinda, imza zamanimin tutulmasi ve uzun siire gegerlilik
konularina daha ayrintili olarak deginilecektir.

I1I. ETSI GENISLETILMIS IMZA FORMATLARI

Elektronik imzali verilerin saklanmasi ve iletilmesi igin
giiniimiizde yaygin olarak kullanilan standartlar RSA
Laboratories[8] tarafindan 1991 yilinda yaymlanmis PKCS
(Public Key Cryptography Standards) standartlarmimmn
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gelistirilmesi ve genisletilmesiyle olusturulmustur. PKCS #7
standard1 kriptografik mesaj séz dizimini ASN.1 (Abstract
Syntax Nonation One) formatinda tanimlamistir. Bu standart
daha sonra The Internet Engineering Task Force (IETF)[9]

tarafindan yaymlanan RFC (Request For Comment)
dokiimanlar1  ile  (RFC2315-PKCS7, RFC2630-CMS,
RFC3369-CMS, RFC3852-CMS, RFC5652-CMS) [3]
gelistirilmistir.

CMS standardi sifreli, imzali vb. kriptografik isleme tabi
tutulmus verilerin saklanmasi ve iletilmesi i¢in esnek bir yapi
sunar. Bu standartta kullanicilarin  ihtiyaglarina  gére
kullanabilecekleri eklenti alanlari tamimlanmis ve ihtivaca
gire Ozellestirilmesine olanak verilmistir. Verinin hangi
formatta ve yapida tutulacagim tanimlarken imzali bir verinin
uzun siire gegerliliginin saglanmasi gibi konularda yapilmasi
gerekenler bu standardin  konusu olmayip, bu standard:
genisleten baska standartlarm konusu olmusgtur.

Avrupa Telekomiinikasyon Standartlar1 Enstitiisii (The
European Telecommunications Standards Institute-ETST) [10]
elektronik imza 6zelinde CMS standardimi genisten TS 101
733[4] standardmm yaymlamstir. Tiirkiye'de de e-devlet
uygulamalarinda yaygm olarak kullamilan bu standartta
elektronik imzanin kullanildig: yerlere ve gereksinimlere gore
gelismis elektronik imza formatlar tanimlanmistir.

ETSI'nin elektronik imzali verilerin ASN.1 yerine XML
tabanl olarak tutulmasimi saglayan ve TS 101 733’deki imza
formlarmin aym sekilde yer aldigi TS 101 903(5] standard: da
uzun siire gegerlilik konularindaki sorunlara aym sekilde
¢oziimler getirmektedir. Bu makalede TS 101 903 standardina
deginilmeyecektir.

Asagida ETSI TS 101 733 v.1.7.4 Electronic Signatures and
Infrastructures (ESI); CMS Advanced Electronic Signatures
(CAdES) standardinda tamimlanmis elektronik imza formatlar
ve ne sagladiklar kisaca agiklanmigtir;

CAdES-BES (Basit Elektronik Imza)

CMS formatimi temel alan bu formatta CMS standardinda
tamimlanmis olan zorunlu imza cklentilere ek olarak yeni
zorunlu ve istege bagh imza eklentileri tanimlanmistir. Bu
imza formatinda imzanin uzun siire  gegerliliginin
saglanmasina yonelik eklentiler yoktur. Ornegin bu formatta
tanimlanmis olan imza zamam eklentisi imzalama islemini
yapan yazihm tarafindan eklenir ve herhangi bir giivenilirlik
saglamaz. Bu yiizden imza zamani verisi beyan edilen imza
zamani olarak kabul edilir ve sertifikanin imza tarihinde
gegerli olup olmadigi kontrol edilirken bu tarih dikkate
almmaz. Sertifikanin imza tarihindeki gegerliliginin kontrolii
icin zaman damgasina ihtiya¢ duyulacaktir. Bu yiizden
CAdES-BES formatinin  uzun siire gegerliligin ~ énemli
olmadigi  noktalarda  kullammmin  uygun  olacagi
diistiniilmektedir.

CAdES-EPES (Politika Temelli Elektronik Imza)

Bu formatta imzanm dogrulanmasi igin gerekli bir elektronik
imza politikas1 dokiimamina referans veren bir eklenti
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tanimlanmistir. Kurumsal bir e-imza politikas1 tamimlamig
kurumlarda CAdES-BES’in yerine kullanilabilir.

Dogrulama Verisini Iceren Elektronik Imza Formatlar:
CAdES-T (Zamanli Elektronik Imza)

Elektronik imzanmin dogrulanmasinda temel faktdrlerden
birisinin imzamn olusturuldugu tarihte imza sertifikasinin
gecerli olup olmadigimin  tespiti oldugu diisiiniildiigiinde
giivenilir imza zamamnmn gerekliligi ortaya ¢ikmakta bu da
zaman damgasi ile ya da ETSI'nin alternatif olarak sundugu
zaman isareti kavram ile saglanmaktadir. CAdES-T formati
CAdES-BES veya CAdES-EPES’e eklenecek giivenilir zaman
verisi ile olusturulmaktadir.

Zaman isareti kavraminda; zaman damgasi gibi imzaya
eklenen bir veri yoktur. imza zamani tutma yiikiimliiliigii bu
hizmeti saglayan giivenilir hizmet saglayicilardadir (Trusted
Service Provider - TSP). Ulkemizde mevcut durumda zaman
isareti kavraminin kullanildigi bir 6rnekle karsilasilmamustir.

KONFERANSI

CAdES-X Type 2, CAdES-X Long Type 1, CAdES-X Long
Type 2 tiirlerini tanimlamistir. Bu format ile imzah verinin
yasadigi  sistemden bagimsiz  olarak  kendi kendini
dogrulayabilmesi saglamr. Fakat SIL gibi gorece biiyiik
boyuttaki verilerin imzal veriye eklenmesi ile imzali verilerin
biiyiikliikleri artmakta bu da ¢ok sayida imzali veri tutulan bir
sistem i¢in depolama maliyetini artirmaktadir.

Bu formatin 6zellikle imzah belge kurum disina ¢ikacagi ya
da arsivlenecegi zaman Kkullanilmasinin daha etkin bir
yaklasim olacagi diisiiniilmektedir.

CAdES-A (Arsiv Elektronik Imzasi)

Imza olusturulurken kullanilan kriptografik algoritmalarin
kirtlmas: veya giivenilirliklerini yitirmelerine karst ya da
imzada daha Once kullamlan zaman damgalan iizerindeki
imzay1 olusturan sertifikalarin iptali ya da gecerlilik siiresinin
dolmasi gibi durumlar gerceklesmeden &nce arsiv zaman
damgasi alarak imzanin korunmasi gerekir. Bu islemin
zamanla tekrar edilmesi de gerekmektedir (CWA14171(7]).

Zaman damgasi ise, imzaya bir eklenti olarak eklenen ve IV. MERKEZI BiR ELEKTRONIK iIMZA SERVIiSI ONERISI

yine giivenilir hizmet saglayicilardan ahnan giivenilir bir
zaman verisidir. Bu veri imza verisi ile iliskili olarak
olusturulur ve iizerinde giivenilir hizmet saglayicimin imzasi
vardir. Zaman damgasi ile imzanin zaman damgasi tarihinden
dnce olusturulmus oldugu kesinlik kazanir ve sertifika daha
sonra iptal edilmis olsa da imza, sertifika iptalinden &tiirii
gegerliligini yitirmeyecektir.

Ulkemizde zaman damgasi hizmeti tiim ESHS ler tarafindan
verilmektedir. Imzanin uzun siire gegerliliginin saglanmasi
gereken durumlarda zaman damgasmm zaruri  oldugu
diisiiniilmektedir. Bilgi Teknolojileri ve fletisim Kurumu
“Elektronik Imza ile flgili Siireglere ve Teknik Kriterlere
iliskin ~ Teblig”inde[11] de belirtilen CWA14171[7]
dokiimaninda da bu durum vurgulanmaktadir.

CAdES-C (Dogrulama Verisi Referansh Elektronik Imza)

imzanin gegerliliginin kontrolii igin gerekli olan imza
sertifikalari, CISDUP cevaplari ve sertifika iptal listeleri (SIL)
gibi verilerin referanslarmin tutuldugu eklentilerin CAdES-T
formatina eklenmesi ile elde edilir. Dogrulama verilerinin
kendileri yerine referanslarimin tutulmasi ile gereksiz veri
tekrarinin 6niine gecilir ve imza verisi igerisinde ciddi yer
isgal edecek dogrulama wverileriyle imzali verilerin
biiyiimemesi saglanns olur. Imzada referanslar tutulan
dogrulama verileri farkl bir depolama ortaminda saklanabilir.
Uzun siire imza gegerliliginin 6nemli oldugu uygulamalar i¢in
en etkin ¢oziimii sunan imza formati oldugu diisiiniilmektedir.

CAdES-X (Dogrulama Verisini Iceren Gelismis Elektronik
Imza Formatlar)

CAdES-C formatindaki imzaya tiim dogrulama verilerinin
eklenmesi ile olusturulur. ETSI bu format i¢in ihtiyaca gore
kullamlmak iizere CAdES-X Long, CAdES-X Type 1,

Bildiriler Kitabi

Ulkemizde elektronik imza kullanmakta olan kurum ve
kuruluslarda farkh ihtiyaclara yonelik tasarlanmis elektronik
imza destegi sunan yazilimlarda tiim ESHS’lerden alinmis
nitelikli elektronik sertifikalar kullamlmaktadir. Bu da her
uygulamanin imza olusturma ve dogrulama islemlerinde
sertifika iptal kontrolii, zaman damgasi alma gibi islemleri
ESHS’lerin sunucularina ayr1 ayr eriserek yapmalarini
gerektirmektedir.

Her imzalama isleminden Once ya da imzali belge veya
belgeler kullaniciya gosterilecegi zaman, belgenin tizerindeki
imzalar kontrol edilmekte ve gegerlilik bilgisi kullaniciya
gosterilmektedir.

Uzerinde 4 imza olan bir belge i¢in imzalar1 olusturan

sertifikalar asagidaki  gibi  varsaymmsal olarak farkh

otoritelerden alinmis olsun;
- Kok cispup SiL
Rmza i fESEES Sertifika Hizmeti Boyutu
limza | A | KOK A Var 10KB
2.imza B KOK B Sorunlu SO0KB
3.imza C KOK CA Yok 100KB
4.imza [ KOK CB Yok S00KB

Imzay1 kontrol edecek yazilimin eger sertifika iptal listesi ve
CISDUP cevabi depolama gibi bir ozelligi yok ise, her imza
icin varsa CISDUP sunucusundan yoksa sertifika iptal listesini
indirerek  sertifika  iptal durumunu  kontrol  etmek
durumundadir. Sertifika iptal kontrolii yapilirken sertifika
iptal listesi, CISDUP cevabi ve kok sertifikalar iizerindeki
biitiin imzalara ait sertifikalarin da iptal durumu kontrol
edilmektedir. Yukaridaki gibi bir Ornekte her imza
kontroliinde sertifika iptal kontrolii i¢in 1 MB’a yakin bir
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verinin ESHS sunucularindan indirilmesi gerekebilmektedir.
Ayrica sertifika iptal listelerinin giin gectikge biiyiidiigii
hesaba katildiginda ve yukardaki hesaplamanm sadece bir
imzali belge igin yapildig1 distiniildiigiinde sertifika iptal
kontrolii islemlerinin zaman ic¢inde olduk¢a fazla yiik
getirecegi goriilebilir.

Ayrica imzah belgelerin  dogrulanmasi  gercken baz
noktalarda ag baglantis1 da olmayabilir. Bu gibi durumlarda ya
iptal listelerinin lokal sunucularda depolanmasi ya da
ETSI’nin tamimlamis oldugu dogrulama verisini iceren imza
formatlarinin kullanilmasiin énemi ortaya gikmaktadir,

Mevecut durumda tilkemizdeki kurumsal uygulamalarda en
yaygin kullanilan elektronik imza format ETSI TS 101 733
standardindaki CAdES-BES formatidir. Bu format yukarida
CAdES imza formatlari ile ilgili bilgiler verilirken de
aciklandigr gibi imza dogrulama igin gerekli bir¢ok tnemli
veriyi igermez. Bu verilerden en dnemlisi giivenilir zaman
verisidir. Sertifika gecerlilik stiresi doldugunda ya da iptal
edildiginde imzanin dogrulanabilmesi ve inkar edilemezlik
ozelligini  saglayabilmesi  icin  imzanin ne  zaman
olusturuldugunun bilinmesi gerekir. Bu da zaman damgasi ile
miimkiin olabilmektedir. Meveut uygulamalarda ya bu duruma
gereken hassasiyetin gosterilmedi@i ya da konu hakkinda
yeterli bilincin olugsmadi@ gézlemlenmektedir.

Kurumlarin biinyesinde gelistirilmekte olan her yazilim
projesinden, farkl kisiler, ekipler veya firmalar sorumlu
olabilmektedir. Her projede elektronik imza yazilim
kiitiiphaneleri uygulamay1 gelistiren ekibin insivatifi ile
kullamlmaktadir. Kurumsal yazilimlarda elektronik imza
entegrasyonu yapilan noktalarda herkesin aym bilgi ve
bilingle hareket etmesi miimkiin olmamaktadir. Elektronik
imza ve agik anahtar altyapisi konularinda yeterli tecriibesi
olmayan bir kisinin her bakimdan yeterli bir imza yazilimi
kiitiiphanesi kullanmasina ragmen ciddi eksiklik ve hatalar
yapmasi olasidir. Kurum biinyesindeki bir elektronik imza
yazilimmin CWA 14170 ve CWA 14171 dokiimanlarina
uygun olmasi ve bu konuda Tiirkiye’de siz sahibi olan Kamu
Sertifikasyon Merkezi’nin “Kamu SM E-imza Uygulamasi
Kontrol Listesi’nin kriterlerini saglamasi kurumda kullanilan
diger yazilimlarin  kriterlere uygun oldugu anlamina
gelmeyecektir.

Tiim bu sorun ve gereksinimlerden hareketle, kurum ve
kuruluslarin  biinyelerindeki yazilimlarin elektronik imza
dogrulama, zaman damgasi alma, elektronik imzalari ETSI
gelismis imza formatlarina ¢evirme ve arsiv imzasi olusturma
gereksinimlerinin - kurum  igerisinde tek bir noktadan
saglanmasi igin merkezi bir elektronik imza servisinin ciddi
getirileri olacaktir. Boylece uygulama gelistiricilerin imza
islemlerinin karmasasindan bagimsiz olarak calisabilmeleri
saglanmis olacaktir.

Boyle bir servisin asagidaki ozellikleri saglamasi ile imza
islemlerinde hem tutarhhik hem giivenlik hem de kolayhk
saglanacag diisiiniilmektedir;

1) Yazilim kurum biinyesindeki e-imza kullanilan tiim
yazilimlar tarafindan kullanilabilecek kurum igerisine
hizmet verecek bir web servisidir.

Bildiriler Kitabi
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2) imza ile ilgili islemleri ~miimkiin  oldugunca
uygulamalardan ba@msiz olarak tek bir noktada
toplamak, muhtemel hatali kullanimlarin 6niine gegecek,
herkesin konuya hakim olma gereksinimini ortadan
kaldiracak ve uygulamalarin imza islemlerinde tutarh
caligmasini saglayacaktir.

3) Her wuygulama sunucusu miikerrer olarak  SiL
indirmeyecek, CISDUP, LDAP (Lightweight Directory
Access Protocol) ve Zaman Damgasi sunucularina
baglanmayacak, tiim bu gereksinimler e-imza servisince
karsilanmis olacaktir,

4) Zaman damgast alma islemi istemci uygulamalarda
(applet, masaiistii uygulamasi vb.) yapilmak yerine web
servisince saglanacaktir. Béylece her uygulamanin zaman
damgasi sunucusuna baglanmasi, erisim i¢in gerekli
kullanicr adi ve parola bilgilerini istemci uygulama
igerisinde barindirmasina da gerek kalmayacaktr. Imza
olusturulurken istemci yazilim, web servisinden imzay1
CAdES-T formatina ¢evirmesini isteyecektir.

5) imzali verilerden dogrulama referansi verilerini
icermeyen formatta olanlart sunucu iizerinde belirli
araliklarla ¢alisan zamanlanmis bir gorev sertifika iptal
bilgilerinin ~ hazir ~ olmasinm  ardindan  (Standart
dokiimanindan  tammmlanmis  olan  “Grace Period”
beklenmis ise.) imzay1 web servisi aracihgiyla CAdES-C
formatina doniistiirerek kaydedecektir.

6) Uygulamalar bir imzali verinin gegerliligini kendisi
kontrol etmeyecek, bu hizmeti e-imza servisinden
alacaklardir. Boylece e-imza servisinin ¢alistigi sunucuda
kullamlacak bir SIL depolama mekanizmasi ile ESHS
sunucularindan ¢ekilecek veri minimize edilebilecektir.

imza islemlerinin merkezi bi uygulama ile ele alinmadig
durumlardaki yap1 Seki 1°de ifade edilmeye ¢alisilmistir.
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Istemci Uygulama

ESHS-1 ESHS-2 ESHS-3

Sekil 1 Merkezi elektronik imza servisi kullamlmayan yam

imza islemlerinin merkezi bir web servisi tarafindan ele
alindig1 onerilen yapida ESHS baglantis1 gerektiren islemler,
asagidaki sekilde de ifade edildigi gibi sadece elektronik imza
servisi tarafindan yapilacaktir.

Istemci Uygulama

Uygulama Sunuculan

SiL ve GISDUP
cavaplanni depolar

Veritaban Sunucusu

Sekil 2 Merkezi elektronik imza servisi kullanilan yap

Elektronik Imza Servisi Yetenekleri

A.  Sertifika Gegerlilik Kontrolii

Bildiriler Kitabi
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Parametre olarak wverilen sertifikanin parametre olarak
verilen tarihteki gegerliligini varsa depodaki kayith SIL veya
CISDUP cevaplarindan, depoda yok ise CISDUP sunucuna
baglanarak veya giincel SiL’i ESHS sunucularindan indirerek
kontrol eder wve gecerlilik durumunu verir. Sonraki
kontrollerde kullanilmak iizere SiL’i ve CISDUP cevaplarini
kaydeder.

B. Imzali Veri Gegerlilik Kontrolii

Verilen imzali veri tizerindeki imzalarin gegerliligini kontrol
eder ve gecerlilik durumunu verir. Sertifika iptal durumu
kontrollerini yukanida sertifika gegerlilik kontroliinde de
anlatildig: sekilde yapar.

C. CAdES BES  Formatindan
Déniistiirme

CAdES-T  Formatina

Parametre olarak wverilen imzahi veri i{izerindeki zaman
damgas1 olmayan imzalara zaman damgasi alir ve imzalar
CAdES-T formatma déniistiiriip verir.

D. CAdES-T  Formatindan
Déniistiirme

CAdES-C  Formatina

Belge iizerindeki imzalarin gegerliligini kontrol eder.
imzalara dogrulama verileri ve ilgili referanslari ekleyerek
belge iizerindeki imzalart CAdES-C formatina doniistiiriip
verir. Referansini imzaya koydugu CISDUP cevabim veya
SIL’i veritabaninda saklar.

E. CAdES-C Formatindan CAdES-X Long Formatina
Déniistiirme

Kurum disina gidecek bir belgenin tiim dogrulama verilerini
(Veritabaninda bulunan SIL veya CISDUP cevaplarini)
ekleyereck CAdES-X Long formatina doniistiirlip verir.

Ozellikle kurum dis1 yazismalarda ya da belge arsivlenecegi
zaman kullanilir,

F. CAdES-A Formatina Ddniistiirme

Verilen imzal belge iizerindeki imzalara arsiv zaman
damgasi alir ve CAdES-A formatina dontistiiriir. CAdES-X
Long, CAdES-X Long Type 1 veya CAdES-X Long Type 2
formatinda olmayan imzalari Oncelikle CAdES-X Long
formatina ¢evirir ve daha sonra arsiv zaman damgasi ahr.

Daha once CAdES-A formatina doniistiiriilmiis verilere
tekrar arsiv zaman damgasi alinmak istendiginde de bu ézellik
kullanilr.

V. SONUC

Ulkemizde elektronik imza 2004 yilinda yayimlanan
Elektronik imza Kanunu[1] ile resmiyet kazanmis ve bugiine
dek birgok kurumda islak imza gerektiren bazi siiregler
elektronik ortama tasmmistir. Elektronik imza kanununda da
belirtildigi gibi elle atilan imza ile aymi hukuki sonucu
dogurmaktadir. Fakat elle atilan imza herhangi bir ek ¢aba
gistermeksizin uzun siire gegerliligini korur iken elektronik
imzanin uzun siire gecerli kalmasinin saglanmasi igin
kullamlmakta olan uygulamalarda ek &nlemler alinmasi
gerekmektedir. Meveut durumda yaygin olarak kullanilmakta
olan ETSI CAdES-BES formatindaki elektronik imzali
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verilere Oncelikle zaman damgasi alinarak giivenli zaman
verisinin eklenmesi ve ardindan ihtiyaca uygun olarak
ETSI’nin tanimlamis oldugu gelismis imza formatlarina
dontistiirme islemlerinin yapilmasi énem tasimaktadir.

Uzun siire gegerli imzaya gegiste; standart kullanimi
saglamak, veri tekrarmi Onlemek, imza olusturma ve
dogrulama asamalarindaki gereksiz a3 trafiginin &niine
ge¢mek i¢in kurum biinyesinde merkezi bir elektronik imza
servisinin kullanimi ciddi getiriler saglayacak bir ¢6ziim
olabilir.
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Avrupa Birligi Bilisim Sistemler1 Glivenligi
Y onelimleri ve Tiirkiye’nin Durumu

Mehmet Kara

Ozet —Son yillarda internet, e-posta, web servisleri, e-devlet,
e-saghk, e-egitim, e-ticaret gibi hayatimizi kolaylastiran pek ¢ok
alanda yaygin olarak kullamlmaya baslanmistir. Bu uygulama
alanlarina her gecen giin yenileri eklenmektedir. Diger taraftan
internetin yaygin olarak kullanilmaya baslanmas: ile bilingsiz
kullanicilar farkinda olmadan, kotii niyetli kisileri ise bilingli
olarak bilgisayar sistemlerine zarar vermeye baslamistir. Son
yillarda bu zararlarin boyutu ekonomik ve prestij kayiplarinin
yaminda siber savas olarak adlandinlan bir iilkedeki
saldirganlarin diger bir iilke sistemlerine topluca saldirmas:
seklinde biiyiik c¢aph saldinlarn  da kapsayacak sekilde
genislemistir. Bu tehditlerin ortadan kaldirilmasi ya da
risklerinin azaltilmasi i¢in bircok iiriin ve ¢oziim gelistirilmis ve
hala gelistirilmektedir.

Avrupa Birligi iilkeleri bilisim teknolojilerinin kullanmilmaya
baslandi@ ilk willardan beri bilisim teknolojileri giivenligi
Konularinda da onemli ¢éziimler sunmuslardir. Bu makalede
Avrupa Birliginin o6zellikle Cergeve Programlar (Frameworks
Programme) aracihi@ ile bilisim teknolojileri giivenligi
konularinda vyaptign arastirmalara ve destekledigi proje
bashiklarina yer verilmesi yaninda son yillarda bilisim sistemlerin
alaminda  bir¢cok projeyi destekleyen Tiirkiye’de yapilan
calismalar ele alinmis ve yapilamasi gerekenler irdelenmistir.

Index Terms—Bilgi iletisim teknolojileri, bilisim teknolojileri
giivenligi, cerceve programlar

I. GIRIS

Inlernetin yaygin olarak kullanilmaya baslamasi, e-posta, web
servisleri, e-devlet, e-saghk, e-egitim, e-ticaret gibi insan
hayatimi kolaylastiran pek c¢ok uygulamayr da beraberinde
getirmistir.  Aym  zamanda internetin  yaygin olarak
kullanilmaya baslanmasi bilgisayar giivenlik problemlerini de
artrmigtir.  Bilgisayar olaylarmin  bir kismmna  bilingsiz
kullanicilar bir kismma da bilerek sisteme zarar vermek
isteyen kotii niyetli kisiler neden olmaktadir.

1980’11 yillarda bilgisayar haberlesmelerinde TCP/IP
protokol ailesi biiyiik kabul gérmiis ve internet bu protokol
aracithg ile diinya capinda yaygnlasmistir. internetin
yayginlasmas: ile bilgisayar haberlesmelerindeki ataklarin
sayist ve ¢esidi de artmistir [1]. Bu ataklar karsisinda
sifreleme,  biitiinlik ~ kontrolii,  kimlik  dogrulama,
yetkilendirme, antiviriis programlari gibi giivenlik ¢dziimleri
gelistirilmeye cahisilmistir. 11k ¢ikan ataklar daha ¢ok basit
kod yiiriitme, parola tahminleri gibi etkisi ve olasithg diisiik
ataklar olmasmn karsin siire¢ icerisinde ataklarin karmasikhgi

Bildiriler Kitabi

ve etkileri artmistir. Buna karsin bu ataklari kullanabilmek
igin gereken bilgi diizeyi diismiistiir. Cilinkii bu bilgiler
¢ogunlukla internet iizerinden kontrolsiiz olarak yayilmistir.
Sekil 1’de ataklarin zamana goére degisimleri, etkileri ve onlar
kullanabilmek i¢in gerekli bilgi diizeyi goriilmektedir [2].

\ Risk :“giwﬂ
orsani
Yilicank iletisimi Yakalayip  Ataklarin
Degistirme 02‘"‘?{"" Araclm
Botnetler
Siber Ataklar
Zombiler
Bilinen agikh -
Kullanma il hirAs Dinleme
P Kod o
D;:'lz::meo o rulmasi Atagi
Birakma - Gerceklemek
by igin Gerekli
Teknik Bilgi
Parola s Bviyesi
Digdk Tahmini E
Yillar

Sekil 1 Ataklarin gelisimi

Bilgisayar zararh yazilim ve ataklarma karsi proaktif
onlemler alimmas1 ve bu sistemlerde giivenligin saglanmasi
icin birgok kurulus ve iilke tarafindan ¢ok sayida arastirma
gelistirme projesi yapilmis ve hala yapilmaktadir. Bu
arastirmalar sonucunda bilgisayar sistemlerinde kullanilan
antiviriis yazilimlar, giivenlik duvarlari, VPN
yazilim/donamimlar, saldin tespit ve énleme sistemleri, igerik
kontrolciiler, merkezi yonetim yazilmlarn gibi  teknik
¢oztimler dretilmistir. Teknik ¢6ziimler yaninda iletisim
sistemlerinin giivenli olarak tasarlanmasini, test edilmesini ve
yonetilmesini saglayacak TCSEC (Trusted Computer System
Evaluation Criteria), ITSEC (Information Technology
Security Evaluation Criteria), Ortak Kriterler, BS 7799, BS
17799, ISO/IEC 27001 gibi standartlan gelistirmislerdir [3,4].
AB (Avrupa Birligi) iilkeleri bu giivenlik iirtinleri ve
standartlarmin gelistirilmesinde etkin rol almislardir. Bugiin
diinyada 26 iilke tarafindan kabul edilen Ortak Kriterler
standardimin gelistirmesine dnciiliik etmislerdir.

Hala da AB veya iiye iilkeler bazinda BT (Bilisim
Teknolojileri) giivenligi  konularinda diriinler, ¢6ziimler,
politikalar ~ ve  standartlar  {iretmek i¢in  g¢alismalar
yapmaktadirlar.

2007 yiiinda EDA (European Defence Agency) ydnetim
kurulu toplantisinda giivenlik biitgelerinin %2 sinin giivenlik

06-08 May Mayis 2010 » Ankara / TURKIYE

Proceedings 344



4" INTERNATIONAL 4 ULUSLARARASI .
INFORMATION SECURITY & CRYPTOLOGY Iy [Key BILGI GUVENLIGI ve KRIPTOLOJI

CONFERENCE

konularinda arastirma gelistirme yapilmasi i¢in ayrilmasinin
tavsiye edilmesi, giivenlige verilen Onemi gostermektedir.
[11].

Giintimiizde tlkeler BT giivenligi arastirma gelistirme
projelerine hem ¢ok biiyiik biit¢eler hem de biiyiik is gii¢leri
ayrilmaktadir. Cok biiyiik biit¢e ve insan kaynag ayrilmasinin
baslica nedenleri internetin insan hayatinda vazgecilmez bir
ara¢ olmasi, e-devlet, e-ticaret, e-saghk, e-egitim, askeri,
iletisim, arastirma, eglence gibi bir¢ok uygulama igin ¢ok
etkin ve ekonomik ¢oziimler sunmasidir. Ulkeler ve sirketler
bilgisayar giivenligi  alanlarindaki  uygulamalar1  kendi
tilkelerinde kullanmanm yaninda diger iilkelere satarak hem
teknolojik hem de ekonomik olarak pazarda one gecmek
istemektedirler. Ornegin 11 Eyliil 2001 olaylarindan sonra
ABD’de  Yurt Giivenligi  Departmanimi  kurulmustur
(Departmant of Homeland Security). 2004 yilinda bu
departmana 34 MS$ dogrudan biitge ayrilms ve yillar
icerisinde de bu biitgenin degerini arttirmistir. Bu durum
ABD’nin bu alanlarda lider rol oynamasma ve teknolojiyi
yonetmesine neden olmustur [5]. AB iilkeleri de vyeni
teknolojilerdeki basarisimi siirdiirmek ve liderligi ele gegirmek
icin basta Cer¢eve Programlart (Framework Programme)
olmak tizere birgok proje ve ¢alisma yapmaktadir. Bu
makalede AB'nin BT giivenligi konularinda yaptig
calismalart ve destekledigi projeleri inceleyerek gelecekte
hangi konularda arastirma  gelistirme calismalarinin
yapilabilecegine 151k tutmaya ¢ahsma yaminda Tirkiye'deki
durumu irdeleyecegiz.

Bu makale alti béliimden olusmaktadir. Giris béliimiinde
bilgi giivenligin geligimi AB iilkelerinde bu konularda yapilan
temel calismalar ele alinmistir.

Ikinci béliimde gergeve programlarin gelisimi, 7. Cergeve
Programi’nin tematik alanlar1 ve biitge dagilimi hakkinda bilgi
verilmistir.

Ugiincii boliimde cerceve programlari icinde yapilacak
cagrilarda ele alimacak konularin tespit edilmesinde kullanilan
projeler ve kurumlarim yapisi ele alinmistir.

Dérdiincii boliimde 7. Cergeve Program igerisinde yer alan
cagrilarda BT giivenligi alanlarinda istenilen projelerden
bahsedilmistir.

Besinci  bdéliimde
alinmistir.

Altiner ve son béliimde BT giivenligi konularinda gelecekte
yapilabilecek gcalismalar irdelenmistir.

Tiirkiye’de yapilan c¢ahigmalar ele

II. AB CERCEVE PROGRAMLARI

AB projeleri ilk olarak 1984 yilinda baslatilmistir. Temel
amaci1 Avrupa’daki dagimik ulusal bilim, teknoloji, politika ve
uygulamalarinin birbirine yaklastinlmas: ve AB’nin rekabet
giiciinii  artrmak  olarak  tammlanmistir.  Bu  amag
dogrultusunda pazarda var olan giiciinii gelistirmek ve lider
olmak hedeflenmektedir. Cer¢eve programlarin biitgeleri
Cergeve Program 1’den itibaren artarak devam etmistir. Hali
hazirda 2007-2013 willar1 arasinda devam edecek olan 7.
Cerceve Program vyiiriitiilmektedir. Bu programin toplam
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biit¢esi 50.521 Milyar Euro’dur. Tiirkiye bu programlara aday
tilke statiisiinde katilma olup iiye iilkelerle aym statiidedir.
Giivenlik bashgi bu projeler iginde énemli bir yer tutmaktadir.
7. Qergeve Programi’nin ana yapist “Is  Birligi”
(Cooperation), “Marie Curie Etkinlikler” (Marie Curie
Actions), “Fikirler” (Ideas) ve “Kapasiteler Ozel Programi”
(Capacities) olmak {izere dort programdan olusmaktadir [6].

A. s Birligi (Cooperation)

10 bashk altinda AB liye ve aday tilkelerin ihtiyaglan
dogrultusunda, Avrupa Komisyonu tarafindan belirlenen
baghklarda acilan cagrilara yo6nelik hazirlanan projeler
arasinda cesitli kriterlere gore se¢im yapilmakta ve uygun
goriilenler desteklenmektedir. Avrupa komisyonu hangi
arastirmalara ve teknolojilere ihtiya¢ duydugunu tammlamakta
ve bu ihtiyaglar karsilayacak projeleri desteklemektedir.

Is birligi programi igin 2007-2013 yillar1 igin ayrilan biitge
32.4 Milyar Euro’dur. Bu program ¢er¢evesinde
desteklenecek bashklar asagida verilmistir:

o Saghk
Gida, Tarim ve Biyoteknoloji

L ]
* Bilgi ve iletisim Teknolojileri
e Nanobilimler, Nanoteknolojiler, Malzemeler ve Yeni

Uretim Teknolojileri (NMT- Nanosciences,
Nanotechnologies, Materials and new Production
Technologies )
Enerji
Cevre (iklim degisikligi dahil)
Ulastirma
Sosyo-Ekonomik ve Beseri Bilimler
Giivenlik
e Uzay

Bu alanlarin her biri igin ayrilan biitce (Milyar Euro olarak)
ve toplam biitge i¢indeki yiizdesi Sekil 2’de verilmistir. Buna
gore Bilgi ve iletisim Teknolojileri (ICT Information and
Communication Technologies) konusunda ayrilan biitge 9.1
Milyar Euro, Giivenlik konusunda ayrilan biit¢e ise 1.4 Milyar
Euro’dur. Bu iki alan %32’lik biit¢e orani ile bu program
icinde en bilyiik paya sahiptir [7]. Bu alanin tamami BT
glivenligi degildir. Simir giivenligi, kiy1 giivenligi, niikleer,
kimyasal, biyolojik ataklara kars: giivenlik gibi birgok alani da
icermektedir. Fakat bu makalede sadece BT giivenligi
alanlarindaki proje baghklari ele alinacaktir.

Tiirkiye ¢erceve programlarmma 2002-2006 yillarinda
arasinda yapilan FP6 ile birlikte katilmaya baslamis ve hali
hazirda FP7 programlarndan AB iiye iilkeleri ile esit
kosullarda yararlanabilmektedir.

AB projeleri yanminda uluslar kendi iglerinde ve diger
uluslarla ikili programlarla BT giivenligi alaninda iiriin ve
proje gelistirilmesini desteklemektedirler.
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I1I. AB BiLiSIM TEKNOLOJILERT GUVENLIK POLITIKASINI
OLUSTURAN PROJELER VE KURUMLAR

AB Cerceve Programlarinda bilgi iletisim teknolojileri ve
giivenlikle ilgili desteklenecek alanlari belirlemek igin 2000
yilindan bu tarafa birgok kurul, kurum olusturmus (Group of
Personalities, ESRAB, ESRIF, JRC, EDA, ENISA) ve
projeler yapilmistir. Bu ¢alismalar yaninda gesitli bilimsel
toplantilar  diizenleyerek  gelecege yonelik  ihtiyaclar
belirlemeye ¢alismis ve gergeve programlarinda desteklenecek
proje alanlarim belirlemistir.

A. ESRIF

ESRIF (Eurepean Security Research and Innovation Forum)
2007 yih Eyliil ayinda 31 iilkeden 64 iiyenin katilimi ile
kurulmustur. Ozel sektdr, kamu kurumlar, arastirma
enstitiileri, tiniversiteler ve sivil toplum orgiitlerinden gelen
katilimcilardan olusmaktadir. ESRIFin gérevleri orta ve uzun
dénemde AB’nin giivenlik politikasini olusturmak, 2004-2007
yillar1 arasinda politikalar1 olusturmus olan GoP (Group of
Personalities) ve ESRAB™in giivenlik politikalarmimn {izerine
politika gelistirmek, giivenlik alaninda arastirma yapan
kurumlar arasindaki is birligini artirmak, AB’de giivenlik
arastirmast  yapan kurumlara rehberlik etmek olarak
belirlenmistir [8].

ESRIF Avrupa Birliginin giivenlik konularindaki kisa, orta
ve uzun vadedeki arastirma ve yenilik¢ilik ajandasim
belirlemek ig¢in ESRIA (European Security Reseach and
Innovation Agenda) dokiimanini olusturmustur. ESRIA bes
ana hedef tanimlamaktadir:

Birincisi hedef 6nleme, koruma, hazirlama, cevap verme ve
diizeltme adimlarindan olusan klasik giivenlik ¢evrimidir. Bu
hedef insanlarin giivenligi, sivil hazirhiklar ve kriz yénetimine
odaklanmaktadir.

ikinci hedef degisik tipteki ataklara karsi konulmas, bilinen
projelendirilmis risklerin yaninda bilinmeyen ataklar ve dogal

Bildiriler Kitabi

KONFERANSI

olaylarin etkilerinin azaltilmasi, yeni gelen teknolojilerin
potansiyel risklerinin azaltilmasi konularini icermektedir.

Ugiincii  hedef, enerji, tasimacilik, iletisim gibi kritik
altyapilarin giivenligini hedeflemektedir. Smirh kaynaklara
erigim  giivenligi  saglama  yammnda anahtar  diretim
yeteneklerinin  ve kapasitelerinin - korunmasina  yénelik
gilivenlik dnlemlerini hedeflemektedir.

Dordiincti hedef, insan ve esyalarin  kimlik, erisim,
hareketlerinin giivenligini saglamaya calismakta olup sinir
giivenligi ve giivenli kimlik yonetimine odaklanmaktadir.

Son hedef ise degisik alanlarm giivenli entegrasyonu ve
oncelikli politik, stratejik kararlarla ilgilenmektedir. Omegin
uzay ve ICT gibi farkli alanlardaki teknolojilerin giivenli
olarak entegre edilmesini hedeflemektedir.

B. JRC (Joint Research Center)

JRC’nin  misyonu, AB  politikalarinin ~ olusmasina,
gelismesine, uygulanmasina ve  izlenmesine  bilimsel
arastirmacilar  aracihgiyla  destek  saglamak  olarak

tamimlanmistir. Temel yaklasimi ise Avrupa Arastirma Alani
(European Research Area, ERA) ve 7. Cergeve Programu
kapsaminda aday iilkelere bilgi transferini kolaylastirmaktir.
JRC, AB miiktesebati uyumu i¢in, AB’ye katilim siirecindeki
iilkeler ile birlikte ¢ahisarak bu iilkelere bilimsel ve teknik
destek saglayarak ERA’nin olusumuna katki saglamaktadir.
JRC bu gorevleri, ¢esitli {ilkelerde bulunan alt1 tane giivenlik
enstitiisii aracihg ile yapmaktadir. Giivenlik alaninda birgok
arastirma, proje yapmakta ve AB c¢er¢eve programi
cagrilarinin  olusturulmasima 6nemli katkilar saglamaktadir.
JRC enstitiilerinde Tiirk arastirmacinin ¢alismasi igin JRC ve
TUBITAK arasinda protokol da imzalanmstir.

IV. AB 7. CERCEVE PROGRAMINDA BT GUVENLIGI
TEMALARI

AB 7. Cer¢eve Programi Giivenlik (Security) [9] ve Bilgi
fletisim Teknolojileri (ICT- Information Communication
Technologies) [10] e¢agrnlarinda bir¢ok alanda bilisim
teknolojileri giivenlik projesi ¢agrist yapilmaktadir. Giivenlik
ve Bilgi Iletisim Teknolojileri alanlarinda yapilan cagrilarda
dogrudan Bilisim Sistemleri Giivenligi ile ilgili olan bashklar
bu bliimde incelenmistir.

A. Bilgi lletisim Teknolojileri (ICT)

1) Yaygn, Giivenilir Aglar ve Servislerin Altvapisi

Gelecegin  bilgi altyapilart milyarlarca insani, sayisiz
organizasyonu, trilyonlarca araci (kisisel bilgisayar, cep
telefonu, sunucu, sensor, esya vb. ) kapsayacaktir. Bu altyap
ekonomik gelismeye destek olacak ve ekonomideki yeni
servis ve is firsatlariin merkezinde bulunacaktir. Uretim ve
saglik hizmetleri gibi ¢esitli alanlarda bilgi ve iletigim
teknolojilerinden en iyi sekilde yararlanabilmek ig¢in bu
altyapinin olusturulmasia 6nderlik etmek ozellikle nemlidir.
S6z konusu olan, bu ag ve servis altyapilarimi daha saglam,
esnek ve giivenli yapabilmek igin gerekli Ar-Ge ¢alismalari bu
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alan kapsaminda desteklenmektedir.
Bu bashk alunda asagidaki
desteklenmektedir:
*  Gelecegin aglar,
Servislerin, yazilimlarin ve sanallastirmanin interneti
Biiyiik ortamlarin ve esyalarin interneti
ICT giivenligi
Ag ortam ve 3D internet
Gelecegin interneti deneysel araglar ve deneysel arastirma

konularda  projeler

2) Bagumsiz Yasam ve Dahil Olma i¢in ICT

Bagimsiz yasam, dahil olma ve katithm gibi sosyal
konulardaki egilimler gelecegin ICT’i marketini derinden
etkileyecektir. Oncelikle yashlik, is giicii marketini ve uzun
yasamin getirdigi bakim ihtiyaclarim1 degistirmektedir. 65 yas
tizerindeki bilisim okur yazari sayisi gelecek on yilda énemli
dleiide artacaktir. Bu da hacmi 300 milyar Euro olmasi beklen
yeni servisleri kullanima agacaktir. Ikinci olarak vatandaslarin
yasam kalitesinin, ekonomik durumunun ve sosyal topluma
katilim oranm artmasi beklenmektedir. Uretkenlik artis1
sonucu yeni mesleklerin olusmasi, yeni servislerin ortaya
¢ikmasi ve yeni [CT marketlerinin olusmasi beklenmektedir.

Ugiincii olarak bu alandaki politika ve ticari ilginin artmas,
dagmik durumda bulunan potansiyel ICT’lerin birleserek bir
deger olusturmasi e—dahil (e-inclusion) olma arastirma ve
gelistirmelerini artiracaktir.

Sonug olarak e-dahi olma ile ilgili biiyiik teknolojik
degisiklikler daha uyumlu, az zorlayici, akilh ve kisiye 6zgii
ozellikler tasiyacaktir.

Bu bashk altinda
desteklenmektedir:

e ICT ve yashlik
e  Erisilebilir ve yardime1 ICT
*  Yonetisim ve politika modelleme i¢in ICT

asagidaki  konularda  projeler

3) Yenive Gelisen Teknolojiler

Bu baslhk altinda kuantum haberlesme, kuantum kripto, bio
cihazlar, sifir gii¢le ¢alisan cihazlar gibi ileri, diizey yenilikci
projeler desteklenmektedir.

B. Giivenlik (Security)

1) Vatandaglarin Giivenligini Artirma

Bu aktivitenin amaci uyusturucu, silah kagak¢ihgi, kara
para aklama, ¢ocuk pornografisi trafik akisi, bireysel ve
sektorel suglar, esya, bilgi ve teknoloji kagakg¢ihigi suglarina
karsi, bilgi giivenligi adli analiz araglan ve izleme araglariyla
katkida bulunmaktir.

Bu bashk altinda
desteklenmektedir:

o  Lojistik ve destek zinciri giivenligi

e  Organize suglar ve terdrist aktivitelerden korunmak igin

bilgi yonetimi

o lleri adli analiz ara¢ kutusu

asagidaki  konularda  projeler
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2) Araglarm ve altyapilarin giivenliginin artirilmasi

Bu aktivitenin amaci yonetim binalar (sembolik degeri de
olabilir), tren ve metro istasyonlari, havaalanlari, barajlar,
hassas iiretim fabrikalari, enerji iiretimi, dagitimi ve saklama
tesisleri, niikleer atik saklama yerleri, bilgi ve iletisim aglan
gibi kritik yapilari terdrist ataklara, sabotaja, dogal felaketlere,
thmale, kazaya, bilgisayar ataklarina (hacking), kotii niyetli
davramslara karsi korumaktir. Bu ataklarin amaci ¢ogu zaman
zincirleme bir etki yaratmaktir (Ornegin enerji ya da
haberlesmedeki bir kesintinin bir¢ok seyi etkilemesi gibi).
Etkili teknolojiksel ¢ziimlerin iiretilmesi beklenmektedir.
Etkili ¢oziimlerin  olmadigi durumlarda diisiik maliyetli
¢oztimler 6nerilmelidir. Eger teknoloji var ve pahahysa diisiik
maliyetli yapilmaya calisiimali ve asagidaki konularda etkili
¢Oztimler tiretilmelidir:

o Alill izleme ve genisletilmis sinir glivenligi
o lletisim hat giivenliginde siireklilik, kapsam ve performans

3) Kriz durumunda giivenlik ve giivenin saglanmasi

Bu aktivitenin birinci amaci, hiikiimetlere, ilk yardim
ekiplerine, toplumlara beklenmeyen yikici olaylar karsisinda
daha yenilik¢i ve uygulanabilir ¢oziimler saglamaktir. ikincil
amaci ise olay aninda ve olaydan sonra cevap vermek ve
durumu diizletmek i¢in gerekli olan araglar, altyapi, prosediir
ve organizasyonlari iyilestirmektir.

4) Sistem biitiinlestirmesi, baglanmasi ve uyumlulagtirilmasi
esnasinda giivenligin iyilestirilmesi

Giivenlik ve Bilgi iletisim Teknolojileri cagrilarinda ele
alman tiim bashklarda giivenligin artinlmas: ve sistemlerin
uyumlulastirilmasim dngoren projeler desteklenmektedir.

5) Giivenlik ve toplum

Avrupa topluluklarinda potansivel giivenlik tehditlerini
onlemek, cevaplamak ve ydnetmek i¢in teknoloji énemli bir
aractir. Fakat o sadece etkin cevabin bir parcasidir. Kiiltiirel
taban, sosyal ve giivenlik olaylar1 bu yonetimi dengelemekte
onemli bir rol oynamaktadir. Bunun sonucu olarak teknik
arastirmalari tamamlamak ig¢in politik, sosyal ve insanla ilgili
konularda arastirma gerekmektedir. Bu alanda asagidaki
konularda projeler desteklenmektedir:

e Vatandaglar ve toplum

e Halk kullamicilarimin kiiltiirel ve organizasyonel yapilarinin
anlasilmasi

e  Giivenlik yatirnmlar ve diger toplumsal hedefler arasindaki
farkhliklari  degerlendirmek igin metodolojiler iizerine
arastirma

e  Giivenlik ekonomisi

6) Giivenlik arastirmasi, koordinasyon ve yapilandirmasi

Giivenlik temast Avrupa insamin giivenlifini artirma
yvaninda siirh kaynaklart  etkin - kullanarak  Avrupa
endiistrisinin ~ global  pazardaki  basarisimt  artirmayi
hedeflemektedir. Bu hedefler i¢in Avrupa seviyesinde, iiye
veya aday  ilkelerde  ¢esitli  arastirma  projeleri
yiirtitiilmektedir.
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Bu aktivitenin amaci  Avrupa’da miinferit yapilan
¢alismalar ortak bir sinerjive doniistiirerek aym calismalarin
iki defa yapilmasmi onlemektir. Bu aktivite ilgili yasal ve
prosediirel aktivitelerin ilerletilmesine odaklanmalidir. Bu
baslikta desteklenen projelerle Avrupa’da giivenlikle ilgili
yapilan arastirmalar konusunda bir koordinasyon saglanmas:
hedeflenmektedir.

V. TURKIYE'DEKI CALISMALAR

Tiirkiye’de 2003 yihna kadar bilgi iletisim teknolojileri ve
bilisim teknolojileri giivenligi konularinda yapilan ¢alismalar
sirket ya da kurum bazh olarak yapilmis ve da daha ¢ok
kurumun ihtiyaglarim karsilamaya yonelik altyapr  ve
uygulama projeleri seklinde olmustur. Bu uygulama ve
projeler genellikle birbirinden bagimsiz, iilkenin ¢ncelik ve
ihtiyaglar1 yerine, kurumsal &ncelik ve ihtiyaglara dayah
olarak 6n plana ¢ikmis projeler yapilmis, onlar da etkin olarak
uygulanamamistir. 2003 yilinda  hiikiimet  tarafindan
hazirlanan Acil Eylem Planinda e-Déniisiim Tiirkiye (eDTR)
Projesi'ne yer verilmis, soz konusu projenin koordinasyonu,
izlenmesi, degerlendirilmesi ve yonlendirilmesi ile ilgili olarak
Devlet Planlama Teskilati (DPT) Miistesarligi
gorevlendirilmistir [12].

eDTR Projesinin baslangicinda ortaya konan amag¢ ve
hedefleri, {ilkemizin bilgi toplumu alaninda mevcut
durumunun giincel, bilimsel ve ayrntili tespitlerini, ig
dinamiklerini ortaya koyan ¢alismalar yapilmadan, kisa vadeli
bir yaklasimla belirlenmis; daha ¢ok AB’nin hazirladigi
metinlerin {ilkemize
uyarlanmas1  seklinde olmustur. Ote yandan, belirlenen
hedefler yillik ve somut ara hedeflere doniistiiriilmemistir
[13].

Daha sonra yaymlanan Bilgi Toplumu Stratejisinde;
toplumun temel 6gelerini olusturan vatandaslar, kamu sektorii
ve isletmeler ile bilisim teknolojileri sektériiniin mevcut
durumlart ve Tiirkiye'nin 2010 yilhinda bilgi toplumuna
doniisiim  potansiyeli degerlendirilmis, belirlenen stratejik
dncelikler ¢ergevesinde 2010 yili igin hedefler ve bu hedeflere
ulasmak i¢in atilmasi gereken adimlar tespit edilmistir. Bu
strateji dokiimanin eki Eylem Plani, Bilgi Toplumu Stratejisi
kapsaminda belirlenen stratejik amag ve hedeflere ulasiimasim
saglamak {iizere, stratejinin uygulanmasi doéneminde hayata
gegirilecek faaliyet ve projeleri igermektedir. Bu planda 111
eylem, bu eylemlerden sorumlu kurum ve ilgili kuruluslar da
belirtilmistir  [14]. Sorumlu kurumlar ilgili kurumlarla is
birligi iginde DPT destegi ile projelere baslamistir.

Bu eylem maddeleri DPT tarafindan incelenmekte ve
diizenli olarak eylem maddelerinin durumu yaymlanmaktadir.
Eylem Planimin 2009 yili sonu itibariyle uygulama sonuglarina
gore; eylemlerden 22 adedinin (% 20) tamamlandigi, 62
eylemin (% 56) ¢alismalarinda 6nemli asama kaydedildigi ve
19 eylem (% 17) ile ilgili ¢ahsmalarin ise heniiz baslangi;
asamasinda oldugu goriilmektedir [15].

TUBITAK kamu, sanayi ve akademisyenler igin arastirma
destekleri vermektedir. Ozellikle ARDEB (Arastirma Destek
Birimi), TEYDEB (TUBITAK Yenilik ve Destek Programhg
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Baskanlig) ve BIDEB (Bilim Insam Destekleme Daire
Baskanligi) birimleri aracihig ile arastirma projelerini
desteklemektedir. ARDEB’de bu destekler temel bilimlerden
gevre, elektronik saghk, sosyal, tarim, kamu arastirmalari,
savunma teknolojileri arastirma gruplari gibi bir¢ok alani hitap
etmektedir. Bu programlar igerisinde sadece Savunma
Teknolojileri Grubu (SAVTAG) ve Kamu Arastirmalar
Grubu (KAMAG) grubu bilisim teknolojilerini ve giivenlik
icerigi olan ve bir kamu kurumu veya Milli Savunma
Bakanhiginin ortak oldugu projeleri desteklemektedir. Bunlar
da daha ¢ok hali hazirda bir kurumun ihtiyacina ¢ziim sunan
projelerdir. Diger destek programlari da bilgi iletisim
teknolojileri veya  giivenlik  alanindaki projeleri
desteklemektedir. Fakat bu projelerde 6nceden belirlenmis
alanlara yonelim yapilmamakta sadece sunulan projenin
arastirma niteligi, maliyeti, is giicti, iilkeye Kkatkist vb.
kriterlere gre degerlendirilmektedir.

Bunlar disinda bilgi iletisim teknolojileri ve bilgi iletisim
giivenligi alaninda vyapilan ¢ahismalar genel bir politikay:

icermeyen kisisel ya da kurumsal Ongoriilere gére
yapilmaktadir.
TUBITAK  destekleri  disinda  iiniversiteler, kamu

kuruluslari, sanayi kuruluslari kendi misyon ve vizyonlar
dogrultusunda arastirma projeleri yapmaktadir. Bu ¢alismalar
arasindaki es gilidiimii veya st diizey yonlendirmeyi yapan
etkili politika veya kilavuz bulunmamaktadir.

VI. SONUC VE YORUMLAR

E-devlet, e-saglik, e-ticaret, e-0grenme gibi giinliik hayatta
yaptigimiz islerin internet iizerinden kisa ve etkin olarak
gerceklestirilmesini saglayacak ¢oziimler, interneti
hayatimizin ayrilmaz bir parcasi haline getirmektedir. Bu
¢oziimlerin uygulanmasinda gizlilige, biitiinliige ve stireklilige
yonelik tehditleri ortadan kaldirmak i¢in de birgok iiriin,
¢oziim ve standartlar gelistirilmektedir. Ulkeler veya
toplumlar bu alanlarda ¢oziimler veya yeni teknolojiler
gelistirerek hem bilisim sistemlerinde giivenligi saglamay1
hem de diinya BT pazarindaki onciiliigiin ele gegirmeyi
hedeflemektedirler.

AB, iiriin ve sistemlerin giivenliginin degerlendirilmesi i¢in
ITSEC’le baslayarak bugiin diinyada 26 iilke tarafindan kabul
edilen Ortak Kriterler standardinin gelistirmesine Onciiliik
etmistir. Aym sekilde BS 7799 ile baslayip ISO tarafindan da
yaymlanan ISO/IEC 27001 Bilgi Giivenligi Yénetim Sistemi
standardinin  olusturulmas1 ve giincellenmesinde 6ncii rol
oynamistir.

AB, Avrupa’daki dagimik ulusal bilim, teknoloji, politika ve
uygulamalan birbirine yaklastirmak, AB’nin rekabet giiciinii
artirmak, var olan giiclinii gelistirmek ve lider olmak i¢in
gelistirdigi ¢ergceve programlarda bilgi iletisim teknolojileri ve
giivenlik alamna biiyiik énem vermis ve bu konularda birgok
projeyi desteklemis ve hala desteklemektedir.

2007-2013 yillarn arasinda gecerli olacak 7. Cerceve
Programn igerisinde bilisim teknolojileri alaninda 6zellikle BT
giivenligi igeren yaygin ve giivenilir aglar ve servisler,
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bagimsiz yasam ve dahil olmak i¢in ICT ana bashklar: altinda
bircok BT giivenligi projesini desteklemektedir. Yine 7.
Cergeve Program igerisinde giivenlik alaninda asagidaki
konularda projeler desteklenmektedir.

e Vatandaslarin giivenligini artirma,

e Araclarin ve altyapilarin giivenliginin artirilmas,

e  Kriz durumunda giivenlik ve giivenin saglanmasi,

e Sistem biitiinlestirmesi baglantis1 ve uyumlulugunda

giivenligin saglanmasi,

e Giivenlik ve toplum

Bu alanlarda desteklenen projelerin ¢ogu is birligi projeleri
olup hem AB i¢indeki sinerjiyi artirmak hem de internet sanal
ortaminda uluslarin birlikte hareket etmesini saglamaktir.
AB’nin  gelecekte  destekleyecedi  giivenlik  projelerinin
belirlenmesi i¢in hali hazirda ¢alismalara devam edilmektedir.

Tiirkiye eDTR ile basladigi ve 2006-2010 Bilgi Toplumu
Stratejik Eylem Plami ile devam ettirdigi bilgi iletisim
teknolojilerinin iilkede yaygm olarak kullanilmasi, giivenlik
faktorlerini de g6z Oniine alarak, saglayacak ¢ok degerli
bircok projeyi ve eylemi baslatmistir. Bunlardan bir kismi
basarili olarak yiiriitiilmesine karsin bir kismui i¢in Sayistay’in
denetim raporunda da belirttigi gibi etkin proje yoGnetim
mekanizmalarinin gelistirilmesi gerekmektedir.

TUBITAK tarafindan desteklenen bilisim teknolojileri ve
giivenlik projeleri bilime, {lkeye, projeyi sunan kuruma
katkilar, biitgesi, siiresi is giicii yoniinden
degerlendirilmektedir. Projeyi sunan tarafin gerekeeleri
degerlendirilerek karar verilmektedir. Ulkenin bu giinii ve
gelecegi icin gerekli ve dnemli konular Gist diizey politikalar
ile tammlanip o dogrultuda projeler istenmemektedir. Bu da
bilgi iletisim teknolojileri ve giivenlik alanlarinda 6nemli bazi
konularin gozden kacabilecegi ve bu konularda geri kalma
riskini dogurmaktadir. Desteklenecek projelerin belli bir
politika ile tespit edilip o ydndeki projelerin desteklenmesi
belli konularda uzmanlasmay1 ve iilke igindeki is birliklerini
artiracaktir. Bu is birlikleri dig diinya ile olan rekabeti
giiglendirecek ve daha etkin friinlerin pazara siiriilmesini
saglayacaktir.

Tiirkiye olarak BT sistemlerinin giivenliginin artirilmasi ve
AB projeleri i¢inde daha fazla yer alinmasi igin ulusal yol
haritasinin  belirlenmesi ve bu yol haritasinin  hedefleri
dogrultusunda projelerin desteklenmesi faydal olacaktir. Bu
yol haritasinda mevcut ihtiyaclarin karsilanmas: yaninda
gelecege yonelik ¢ahisilacak Ar-Ge konulari belirlenmeli ve bu
konuda {iniversite, sanayi ve arastirma kurumlarmi igeren
biiyiik projelerin  desteklenmesi  saglanmahdir.  Tirkiye
icindeki BT sistemleri giivenligi Ar-Ge calismalarinin ve is
birliklerinin artirllmasi i¢in iletisim aglar olusturulmali, proje
pazarlari yapilmahdir. .

VII. KAYNAKLAR

[11 L. DeNardis, “The History of Information Securitv: A Coprehensive
handbook”, Elsevier, 2007, pp.681-704

[2] Cisco Systems, “IP Next Generation Networks for Service Providers”,
Ulasilabilir:http://www.cisco.com/en/US/solutions/collateral/ns341/ns52
4/ns562/ns583/net_implementation_white_paper0900aecd803 fchbe.pdf

Bildiriler Kitabi

4 ULUSLARARASI .
BILGI GUVENLIGI ve KRIPTOLOLI
KONFERANSI

[3] Common Criteria for Information Technology Security Eveluation, Part
1, Part 11, Part 111, July 2009,
Ulagilabilir:http://www.commoncriteriaportal.org/thecc.htm|

[4] Information Technology -- Security techniques -- Information security
management systems — Requirements, 1SO Standard 27001:2005, 2005

[5] Group of Personalities “Research For a Secure Europe”, 2004

[6] O. Hangiil , “Avrupa Birligi Cer¢eve Programlari”, Akademik Bilisim
2008, Canakkale, 2008

[7] G. Ambroziewitch., P. Ortiz de la Torre, “CALL:FP7-Sec-2010-1",
Security Research Info day , September 2009, Brussels

[8] ESRIF, Ewropean Security Research and Innovation Form Final Report,
Eyliil 2009

[9]1 European Commission, “Security Research Call 3", July 2009,
Ulagilabilir:http://cordis.europa.eu/fp7/dc/index.cfm?fuseaction=UserSit
e.FP7CallsPage#Security

[10] European Commission, “ICT  Call 57,  luly 2009,
Ulagilabilir:http://cordis.europa.eu/fp7/dc/index.cfm?fuseaction=UserSit
e.CooperationDetailsCallPage&call id=232

[11] Council of European Union, “Decleration of Strengthing Capabilities”,
Brussels, 2008

[12] Devlet Planlama Teskilati, Bilgi Toplumu Dairesi Bagkanhg Web Sitesi
(http://www.bilgitoplumu.gov.tr/edtr.asp

[13] Sayistay Raporu “e-Diniisiim Tiirkiye Projesi Cergevesinde Yiiriitiilen
Faaliyetler”, 2006, Ulagilabilir:
http://www.sayistav.gov.tr/rapor/perdenrap/2006/2006-3e D TR/2006-
eDTR.pdf

[14] Devlet Planlama Teskilati, Bilgi Toplumu Stratejisi 2006-2010 Eylem
Plami, 2006, ulasilabilir:
http://www.bilgitoplumu.gov.tr/Documents/1/BT_Strateji/Diger/060700
_EylemPlani.pdf

[15] Devlet Planlama Teskilati, Bilgi Toplumu Stratejisi 2006-2010 Eylem
Plam Degerlendirme Raporu V, 2010, ulasilabilir:
http://www.bilgitoplumu.gov.tr/Documents/1/BT_Strateji/20100323 BT
S Degerlendirme V.pdf

Birinci, K. Mehmet, 1993 yilinda Yildiz Teknik Universitesi Elektronik ve
Haberlesme Miihendisliginden mezun oldu. 1996 yilinda yiksek lisansim
2001 yilinda da doktorasim Kocaeli Universitesi Elektronik ve Haberlesme
Anabilim Dali’nda tamamladi. 1994-2000 yillari arasinda Kocaeli Universitesi
Bilgisayar Miihendisliginde Arastirma Gorevlisi olarak ¢alisti. 2000-2001
yilinda Armada Bilgisayvarda A.S.'de Sistem Miihendisi olarak ¢alistu. 2001
yilindan beri TUBITAK UEKAE’de Bilisim Sistemleri Giivenligi blimiinde
¢alismaktadir.

Mehmet Kara bilgisayar aglarinda ¢ok yollu yonlendirme, giivenli ag tasarimi,
gergeklemesi ve ag giivenlik testleri konularinda galismaktadir. Ozellikle sinir
giivenligi elemanlan olan giivenlik duvan, yonlendirici, saldin tespit/onleme
sistemleri ve igerik kontrolciiler konularinda calismaktadir.

06-08 May Mayis 2010 » Ankara / TURKIYE

Proceedings

371



CONFERENCE

KONFERANSI

4" INTERNATIONAL 4 ULUSLARARASI .
INFORMATION SECURITY & CRYPTOLOGY Iy [Key BILGI GUVENLIGI ve KRIPTOLOJI

Uzaktan Egitim Sisteminde
E-Ogrenim Siireci Ve Bilgi Giivenligi

Akin Marsap®, Gizem Akalp®, Ebru Yildirm"”

Ozet—21 nci yiizyilda e-6grenim uzaktan egitim sistemi
yinetimin siirecinde akademik degerlendirme ve siirekli gelisim
ilkeleri giderek artan bir dneme sahiptir. Bu anlamda yapilan
gayretler uzaktan egitim ve giivenli bilgi yonetim sistemlerinin
biitiinliigii icinde yenilenen o6zgiin bir yapida ele alinarak
degerlendirmelidir. Uzaktan egitim (UE) uygulamalan bilisim ve
iletisim teknolojilerini etkin bir sekilde kullanarak biiyiik oranda
bir degisim icindedir. Organizasyonlar e-6grenim politikalar
alaminda bir¢ok yenilikleri basar ile yapiyor olsa da, bu sistemi
kullananlar tarafindan zaman zaman farkh Dbicimde
algilanabilirler. Bu a¢idan e-6grenim entegrasyonu/uygulamalan
arastirma ve giozden gecirmeler 1s1@inda karsilasilan engellerin
zamanla asilacag aciktir. Buna karsin, e-dgrenim siirecinde tam
potansiyelinin anlasilarak gelistirilmesi olduk¢a énemlidir. UE
gelecegin e-d@renim siirecinde yasamsal bir 6neme sahiptir. Bu
bildirinin amaci uzaktan egitim yonetiminde e-6&renim siirecinde
akademik degerlendirme Konularmmin ve giivenli bilgi yénetim
sistemlerinin  gelisim  dinamizmi ve Onemi iizerinde
durulmaktadir.

Bu ¢aligma bilimsel arastirma projesinin bir parcasidir. “Bilgi
Giivenligi, Dijital imza ve E-Ticaret'in Teknik ve Yasal
Boyutunun incelenmesi” (Proje Numarasi: TBMY0-2008/75).

Anahtar kelimeler: E-6grenim, uzaktan egitim, akademik
degerlendirme, akreditasyon, giivenli bilgi yonetimi
I. GIRIS
E-ogrenim  siireglerinde, bilisim  teknolojileri  yeni

gelisimler 1s13inda, daha fazla etkinlik kazanmstir. Ozellikle
internet {izerinden uzaktan egitim sistemleri egitimin her
alaninda oldugu kadar, is diinyasinda insan kaynaginin
egitim/6gretimini, bulundugu yerden erisimle zaman/mekan
simirhliklari ortadan kaldirarak yiiksek bir basan ile saglar.
Internet f{izerinden uzaktan egitim kalite ve standartinin
gelisimi,  katthmcilarin -~ memnuniyeti,  damismanlarin
uzmanhi@i, teknik uzmanlarin destedi, uzaktan egitim sistem
yonetiminde Kkarsilasilan sorunlarin  anmnda ¢oziimii  ¢ok
onemlidir. Yonetim; isletmenin yada organizasyonun, elindeki
kaynak plani, organizasyonu, isletimi ve denetimini etkili ve
verimli bir sekilde amaclar gergeklestirme siirecidir [1]. Bu
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anlamda yonetisim; yonetim, etkilesim ve iletisim islevlerinin
etkin bir bi¢imde biitiinler. Kurumsal y6netisim, isletmenin
stratejik yonetimi ve yonlendirilmesi ile gorevli sorumlu tist
yonetimin, bu goérev ve sorumluluklarim yerine getirirken,
isletme {izerinde kendilerini belirli nedenlerle hak sahibi
goren; pay sahipleri, ¢alisanlari, tedarikgi, miisteri ve diger
toplumsal kurumlarla olan iliskilerini kapsar.

Kurumsal  yonetisim, isletmenin  {ist  yOnetiminin
yonetilmesidir. Kurumsal yonetim etkinligi; vapilandirma,
performans ve uygunlugu islevleri ile saglanabilir [2]. Bilisim
toplumu ¢agdas yonetisim siireci; e-6grenim alaninda aciklik,
seffaflik, paylasim, giivenlik ve hesap verilebilirlik ilkelerini
6n plana ¢ikarir. Yeniden doniigen dijital diinyaya onciiliik
edecek Onciil nitelikteki ciddi adimlar UE i¢inde e-6grenim
siirecinden gegmektedir. Bilisim teknolojilerinin  sagladig
yeni olanaklar e-6grenim yonetisiminde UE’de e-6grenim igin
oldugu kadar, e-devlet, e-ticaret ve dijital isletmeler
sistemlerinin ~ siirekli  islerligini  hizlandirir.  Bilisim  ve
teknolojik gelisimler bilisim kavrama yeteneginin degisik
alanlarda basarili uygulamalar1 e-6grenim alanindaki gelisimi
hizlandirmistir. Bu agidan degerlendirildiginde, insan kaynag
yonetimi/denetimi konusu daha stratejik bir rol almistir. E-
6grenimin temel amaci, genel egitim sistemi organizasyonu
agisindan ger¢ek durumuna iliskin tam/dogru ve zamaninda
yapilan agiklamalar, yonetimin 6zellikle tiim ilgili birimlerin
¢ikarlarim goézetecek sekilde g¢alismasini dijital sistemlerin
giivenli desteginde kaliteli/verimli ve etkin bir bigimde
saglamaktir,

“ Ahmet Yesevi Universitesi, Uzaktan Egitim Programlari,
Ankara, 06490, Turkey, (e-mail:akinmarsap@yahoo.com)

hUluclelg Universitesi, Teknik Bilimler MYO, Bursa, 16059,
Turkey, (e-mail:gizema@uludag.edu.tr; yeniman@uludag.edu.tr)

Yenilesen vyaklasim iginde, e-Ogrenim i¢in saglanan
esneklik,  birey-organizasyon-danisman/egitici  ve  idari
yonetim arasindaki isleyis akisina; yaraticihik, gelisim ve
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siirekli yenilik¢i agihmlar saglayabilir. UE icinde, ara siavlar,
ddevler ve final smavlarim kapsayan akademik degerleme
stireclerinin bilgi giivenliginin saglanmas: en temel faktordiir.
Bu agidan giiniimiizde e-6grenim yonetiminde UE’in yenilik,
kalite ve standartlarin daha iist noktalara erisimi igin strateji,
akademik standart, akademik gozetim ve etkilesim;
entegrasyon ve senkronizasyon odakh anlayis daha da 6n
plana ¢ikar. Bu siiregte, e-6grenim tele Ggrenim  egitim
sisteminde

UE’de yatay akademik yaklasimlarin, bilimsel, akademik ve
dinamik stirecleri kapsayacak bigimde yeniden tasarimlanarak
gelisimi onemlidir. Bu agidan, UE siirecinin yiiz yiize egitim
sistemleri ile gelisimi saghk UE mimarisinin giivenli bilgi
yonetim sistemlerine dayah ¢ahismalarinda onemlidir. E-
dgrenimde UE yonetim ve organizasyonu, insan kaynaklari,
akademik damismanhk, yiiz yiize egitim ve sonuglarin
degerlendirilmesini de iceren e-6grenim/doniisiim siireglerini
kapsar. Yiiksek kalite, katihm ve verimlilik yeni e-6grenim
modellerinin temelinde yer almaktadir. E-egitimin &grenim
hedefleri dogrultusunda degisen siireglerini e-ortama tasiyarak
etkinlik, verimlilik ve maliyet tasarrufu ile ¢agdas egitim
modellerine istenilen diizeyde erisilebilir.

II. INTERNET UZERINDEN UZAKTAN EGITIM

Topluma egitim hizmeti sunan bir kurum olarak egitim
isletmeleri gerek meslek dali, gerekse uzmanlik alanlar
yoniinden cesitlenerek; uzaktan egitimde, e-kayit, e-kitap, e-
laboratuar ve diger wuzaktan egitim sistemlerini de
kullanmaktadir. Bu nedenle uzaktan egitim veren okul ve
merkezler; egitim ve Ogretim fonksiyonlarimin yani sira,
egitim kurumu, bir arastirma birimi, ekonomik bir isletme,
birgok meslek gruplarindan kisilerin c¢ahistigi, sosyal bir
kurum ve ¢ogunlugu kamu kurulusu niteliginde olan hizmet
isletmeleridir. UE isletmeleri, bir agidan diger isletmeler gibi
¢evresinden farkli girdiler alip bunlar bir siiregten gegirip
nihai olarak bir hayati éneme haiz bir hizmet sunarlar. UE
isletmelerinde dis ¢evre ve iriin yelpazesi karmasiktir. Siire¢
agisindan islevler degisiktir. Nihai {iriiniin geri bildirim
mekanizmasi tam organize edilememistir. UE saglayan
hizmetlerinin temel 6zelligi itibariyle egitim/Ggretim basta
olmak tizere islevsel siire¢lerin her evresinde yiiksek bir giiven
faktoriiniin 6n planda oldugu yapilardir. Modern e-6@renim
hizmetleri katilimcilara aninda, ¢abuk, tam ve dogru yanitlar
verebilmelidir. Ciinkii tiim egitim hizmetinin sunumunda
katihmcilarin etkin paylasimer 6grenim siireci s6z konusudur.
Bunun yaninda e-6grenim hizmetlerinde katihmcilarin ihtiyag
ve farkh beklentileri her gegen giin degisir. E-6grenim gelisen
yeni buluslar ve ¢o6ziimlerin yaninda biitiin  bunlarin
danisman/katihmer saghkh iletisim ve evrensel egitimde etik
ilkelerinin 1s1@inda birlestirilmesi gereklidir. Bunun i¢in UES
isletmesinin faaliyetine basladiktan sonrada yenilikleri gok
yakindan izlemesi gerekir. Bunun i¢in, UE merkezlerinin tiim
bu hizli degisimleri aminda takip edip cevap verebilmesi
biiyiik bir nem tasimaktadir. Egitim/6gretime olan talep diger
alanlara kiyasla farkh talep nitelikleri igerir. E-Ggrenim
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yapisal itibariyle gosterdigi cesitli d6zellikler egitim sektériinde
talep analizi yapmay1 engeller. Ciinkii
dgrencilerin/katihimcilarin egitime ne kadar istekli ve hazir
oldugunu tespiti giigtiir. UE hizmetlerin ozelligi, kesintisiz
6grenim, danismanlarin uzmanhgi, derslerin kalitesi, iletisim
ve degerlendirici siireg, sistemin teknik ve karmasik yapisi,
agik ve dinamik sistem &zelliklerini tasir. Bu temel ilkelerin
yant sira, bilisim teknolojilerinin sundugu yeni olanaklar
kendi biinyesinde degisim siirecine uyumlu gegisler saglayan
modeller UE kalitesi, etkin zaman kullammi ve gelisimi de
beraberinde  getirmektedir.  E-6grenim  potansiyelinin
gergeklestirmesini - engelleyen riskli  noktalar olusabilir.
Ornegin, isletmelerin Zeus Botnet ve InfoStealing Truva
atlarindan  bilisim  sistemindeki  bilgilerin  gizliligi ve
muhafazasi énem kazaniyor. Bu alandaki biitiin tehditler kotii
amagh yazilimlardan kaynaklanmiyor. UE sistemi disindaki
e-Ogrenim  kaynaklarma  erisimi  saglayan yazihmlarin
birbiriyle iletisimini saglayan API’ler de giivenlik riski
olusturuyor. Sosyal aglar gelistikce daha c¢ok sayida site
uygulama programcihig arayiizlerini (API’ler) kullamyor.
API'ler degisik kaynaklardan alinan verilerden yeni veriler ve
bilgiler tiiretirken farkli yazihmlar arasinda etkilesim saglhyor.
Bir e-6grenim sisteminde birden ¢ok API kullanilabiliyor ve
bu API’lerden yalmzca birinde giivenlik agi@r olmasi bile
biitiin sistemin risk diizeyini yiikseltebilir.

I. E-OGRENIMDE AKADEMIK DEGERLEME

Genel anlami ile egitim bireylerdeki 6grenim
egilimlerini  toplumun  beklentileri ~ dogrultusunda
karsilayic1  davramislar  kazandiris  siireci  olarak

diistiniilebilir [3]. Ag tabanh 6gretimde seslendirilen kalite ile
ilgili sorunlar, sistemin isleyisi geregi ortadan kalkar.
Katihmeilar simf geemek i¢in degil égrenerek dgrendiklerini
bir ise doniistiirmek i¢in ¢alisir. Smif gecmek igin ¢alisan
dgrencilerde goriilen bir zaman baskisi, smifta kiigiik
diisiiriilme, diger arkadaglariyla kiyaslanmadigindan kendine
uygun zamanlarda égrencinin 6grenim i¢in ¢alismasi kaliteyi
beraberinde getirir [4]. E-6grenim yonetisiminde bilisim
teknolojilerinde tasarruf, ya da gelirleri artirmak amaci
internet cagmm hiz faktérii kurumsal planlarin ¢ok yonlii
kullanimma avantajlar saglayabilir. E-6grenim UE’nin
yenilesiminde aktif katihmh akademik etkilesim siireclerinin
zenginligi vasam boyu egitim siirecinde &onciil rolii olan
gerekli bir 6gedir.

UE’de internete dayalh etkilesimli e-6grenim siireci,
yonetsel, idari, teknik ve destek birimlerde dengeli bir

senkronizasyon gerektirir. Egitsel basar1  kriterleri st
yonetimin  e-doniisiim  projelerindeki  yaratict  liderlik
basarisindadir.  Ust yonetimin iyi fikirleri yaninda is

birimlerinin yénetici ve tiim c¢alisanlarin projeye ozverili ve
istekli katkisi olduk¢a onemlidir. Kurumlar, is ortamlari, is
arkadaslari, mesleki basari ya da basarisizliklar bireyin kendisi
hakkindaki fikrini olusturmasina katkida bulunur. Her bireyin
calhistign is ya da kurumdaki durumuna iliskin bir fikri vardir.
Kurum ve yoneticilerin ¢alisanlara siirekli geribildirimi,
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farkindahk diizeyi agisindan gergek¢i bir zemin saglar.
Aslinda olumsuz geribildirim ahmi, olumlu geribildirim
almaktan daha zordur. Dolayisiyvla yapict  olumsuz
geribildirimin degerini bilerek ondan yararlanmak gerekir [5].
Bilgi, ilgi, duyarlilik ve deneyim &yle seylerdir ki, pek ¢ok iste
yalmzea kisinin kendi yasantisiyla degil ge¢mise dayali
ahskanhklarla, gorgii ile kendine miras kalan yasantilarla da
beslenerek kazamihr [6]. E-Ggrenim, 6grenenin bireysel
dgrenim etkinlikleri ile kendi basina bireysellestirilmis bir
Ggrenim pratigi yaninda es zamanh ya da es zamansiz diger
dgrenen ve Ogretenler ile birlikte bilgisayar aglan {izerinden
kurulan bir etkilesim ortammm paylagihr. Web’in egitim
ortamlarinda kullamiminda biricik Ozelliklerden bir tanesi
katilimeilar arasinda etkilesimdir [7].

Diinyanin ~ her cografyasindan ag tabanh  &gretim
ortamlarinda iletisimin bir otoriteye baglh olmaksizin, hizla
kurgusu 6grencilerin insiyatif ahp kendini gergekleyen yetkin
ozelliklerine onemli bir katki saglar. Ag tabanh &gretim
ortamlarinda akademik damismanhk bir kisiye atfedilen bir
gorevin Otesinde Ogrenci ve Ogretmenin birlikte kurguladig
etkilesimli bir olgudur. UE kalite ve standart gelisimi i¢in
vizyonel girisim ve senaryolara gereksinim vardir. UE
¢ahisanlari tarafindan e-egitim portali olusturup biitiinlesik
portala e-egitim ve bilisim teknolojileri ile ilgili 6nemli ve
giincel gordiigii bilgi, belge, dokiiman, yaz, goriis ve
yorumlariyla katilarak gelecekte bu yénde daha derin bir
donamima  sahip arastirict  bilgilerini  siirekli  olarak
giincelleyebilir. UES konusunda uzman ve profesyonel bir
yonetim, uzman ¢ahisan kadrosu, konularinda ¢ok iyi yetismis
damismanlardan olusan bir egitim ekibi basar siirekliliginin
garantisidir. Tasarlanan bu sistem ile uzman bilgileri sisteme
dinamik aktarimi ve bilgisayarin anlamh degerlendirmeleri
saglanabilir. ileri ¢ahsma olarak yapay zekanin diger
teknolojileri de sisteme uyumu sonucu daha hassas sonuglar
saglanabilir [8]. Entegrasyonun yaratti@i degisimin asamalart,
degisim benimseme, aligma, kabullenme ve kullanma olarak
dort evreden gegmektedir  [9]. Siiphesiz bu evrelerde
izlenebilirlik  yonetimi  bilgi giivenligi igin  Gnemlidir.
izlenebilirlik yonetimi, bir iiriiniin tretildigi, dagitildigs ve
bulundugu yerler, gecirmis oldugu islem ve uygulamalarin
saptanarak raporlanmasmi saglayan yazihm bilesenlerini
kapsar [10]. Internet {izerinden iletisimi ger¢eklesen bilgilerin
giivenirligi, ac¢ik anahtar kriptografi olarak adlandirilan bir
teknikle (sifreleme ve sifre ¢ézme, kurcalama/sezme, kimlik
dogrulama, inkar edememe) igeriginde saglanabilir [11].
Giivenlik siirecinde kullamilan sayisal sertifikalar, bir kisi,
sunucu ya da bir organizasyonun kimliginin tanimlanarak bir
acik anahtarin bu kimlikle iliskilendirilmesinde kullanilan
elektronik belgelerdir [12]. E-6grenim UE yeni bir ortaminda
ag tabanh egitim kavrami, dijitallesen egitim merkezlerine
yonelik degisim siirecinde egitimde yasanan bu déniisiime
paralel  &gretim  ortamlarma  ait  kavrami  temelden
degistirmistir. Gergek anlamda egitimde evrimsel bir doniistim
niteli@i tastyan bu degisimler 6grenci, damisman, yonetici,
egitim programci  ve rehberlik  uzmanlan, kisaca tiim
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egitimciler igin  geleneksel bakis acilarinin  derinden
sorgulandigi yepyeni bir olusumdur.

Gelisen sanal ortamda Ogretimde firsat esitligi, Ggretim
yontem ve teknikleri, simif ig¢i etkilesim ve &gretim
materyalinin niteliginde klasik dgretimden farkh yeni kavram
ve teoriler ag iizerinde siirekli yeniden tammmlanan bir nitelik
tasir. Ag tabanh egitim, bireyin gereksinimi ile is imkanlar
arasinda dengeye ozenlidir, endiistriyel sorunlarin ¢6ziimiinde
katki saglar. UE’de, egitim ydnetici, ¢alisan, damisman ve
ogrencilerin yillik sosyal ve kiiltiirel faaliyetlere etkin katilim

izlemeyi kolaylastirir. E-dgrenim UE alaninda akademik

degerlendirme  kurullart  arasinda iletisimin  arttinlarak
esgiidiimiin  kazamiminda yararhdir. E-6grenim  alaninda
UE’de kalite odakli ¢alismalarin gesitli  bakimlardan

gelistirilmesinin uygun olacag: degerlendirilmektedir;

1. E-6g@renimde kaliteli yonetim, gozetim ve denetim
. E-0grenim siirecinde inter aktif geribildirimler
. E-6grenimde matematiksel etkinlikler ve yeni katkilar
. E-6grenimde akademik kalite gelisimine yonelik yeni
arastirmalar

4. E-6grenimde yonetsel, egitsel ve teknik destek unsurlan
entegrasyonu

5. UE siirecinde artan oranda yiiz yiize egitim katkisi

Ll W 2

E-6grenim alaninda yeni gelisimler UE’ de kullanilan
teknolojilerin, iletisim-ortam-etkilesim ve  teknoloji
iliskilerinin entegrasyonu daha giivenli bir bilisim modeli
boyutunda tasarimimni ortaya ¢ikarabilir. Etkilesim iki ya da
daha fazla taraf arasindaki iletisimdir. Ancak UE’de etkilesim
sadece bu genel anlamm ile kullamilmamaktadir. Etkilesim
denildiginde uzaktan yiiriitiilen egitimin kalitesi iizerinde de
dogrudan etkisi olan ii¢ farkh etkilesim diizeyi akla gelmelidir
[13]. UE etkilesim yaklagimlari, 6grenci ve 6grenim materyali
arasindaki etkilesim, égrenci ve egitmen arasindaki etkilesim,
ogrencinin diger 6grencilerle olan etkilesimidir. Etkilesimde
gz oOniinde bulundurulmas: gereken diger bir unsur da
zamandir. UE’de 6grenci ile etkilesimde genellikle bir zaman
gecikmesi  yasanabili.  Ornegin  basih  materyallerle
etkilesimde posta ya da telefon gibi iletisim araglar yoluyla
katihmei-6gretim elemam etkilesimi de saglanabilir. Buradaki
etkilesim gecikmeli saglanmakta, katihmeidan geri bildirim,
gecikmeli alinarak katilimeiya iletilmektedir. Senkron, gergek
zamanh etkilesimin saglandigi teknolojilerdir. Bu baglamda
yiiz ylize iletisime yakin etkilesim saglayan video-konferans,
etkilesimli TV gibi teknolojiler ile etkilesimin ii¢ diizeyi de es
zamanh gergeklestirilebilir [14]. Gelistirilen programlarin
iletildigi kitle olan &grenenlerin demografik, ekonomik,
cografi konum, akademik alt yapi 6zellikleri, etkinlik tizerinde
oldukga etkilidir. Etkinlikte merkez unsur, &grenenlerdir.
Biitiin cabalar onlara uygun, onlarm gereksinimlerini
karsilayici esneklikle gelisen kurumsal yapinin kurgusundadir.
Program bu egitimi alabilecek nitelikteki kisilere sunumu, séz
konusu hedef kitlenin bu ydndeki ihtiyag ve beklentilerine
gore gelistirilisi; 6grenci tatmini ve basarisini, bagh olarak da
etkinligi saglayacaktir. Etkinlige etki eden bir diger faktor de
egitimdeki diger taraf olan, damisman Ggretmenlerdir.
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Egitimeilerin etkin seg¢ilip egitimi, program basarisinda ¢ok
onemli bir faktor olabilir. Bu nedenle egitimcilerin program ve
ogrencilerin ihtiyaglarina gore eslestirilmeleri énemlidir [15].
Uzaktaki 6grenciyle 6gretmen arasinda dogrudan etkilesime
izin veren, iki yonlii iletisim dgrenciler ya bireysel ya da grup
olarak egitime katildiginda hem bireysel ortam hem de iletigim
sistemlerivle zenginlesmis ortamlar s6z konusudur. Bu
olusumdaki teknolojiler, dgretmen-6grenci ve 6grencilerin
kendileri arasinda, diger kusaklarda yasanandan ¢ok daha esit
bir iletisim ag1 saglanabilir [16].

IV. E-OGRENIM BILGI GUVENLIGI

Uzaktan egitim e-dgrenim siirecinde sistem giivenliginin
saglanmasi 6nemlidir. Hem kurumun bilgi giivenligi ag¢isindan
hem de kullanici memnuniyeti a¢isindan ¢ok énem tasir.

Sunucu Giivenligi: Sunucular, istekler dogrultusunda
gerekli uygulama hizmetlerini karsilayan cihazlar olmasi
nedeniyle aglar igerisinde en fazla g6z oniinde olma 6zelligine
sahiptirler. Sunucular, hem i¢erdikleri uygulamalar ve hem de
tizerlerindeki diger donamimsal parca cesitliligi ile ¢ok fazla
iireticinin tiriinlerini kendi biinyesinde toplarlar. Bu karmasik
yapi saldirilar karsisinda dogabilecek hata veya agik olasihigimi
artirir. Bu nedenlerle sunucu {izerindeki uygulama ve igletim
sistemleri, ¢ikan yeni yazihm stiriimleri, 'fix’ler ve 'patch'lerle
desteklenmelidir. Bunun yami sira sunucu ve uygulama
giivenligini hedef alan saldirlar karsisinda, sunucu ve ag
temelli saldir saptama sistemleri ile bu saldirilarin saptanarak
durdurulmasi gibi etkinlikler gergeklestirilebilir. Boylelikle
dogabilecek saldirlar aninda engellenebilir.

istemci Erisim Kontrolii: Cihazlara ve uygulamalara erisim
kontrolii sayesinde istenmeyen kisilerin erisimini engellemek
ve kisitlamak miimkiindiir. Bu amagla kullanilan kimlik
kontrol ve yetkilendirme sunuculari, erisim kisitlama veya
simirlandirma gibi etkinliklerini gergeklestirir. Erisim kontrolii,
gerekli kayitlar toplar ve bunun sonucunda ayrintili raporlar
iireterek sistemlere ulasan ve ulasmakta basansiz kalan
girisimleri, kullamim siiresi gibi kritik bilgileri sistem
sorumlularinin dikkatine sunar.

Sistemin Saldirilara Karst Korunmasi: Saldirilara karsi
sistemleri korumak bilgisayar agna, tek bir sistemin veya
cihazin eklenmesi olarak disiiniilmemelidir. Ag igersinde
bulunan her sistem ve cihaz {izerinde gerekli tedbirler
almarak, kurumun is modeline ve ihtiyaglarina uygun bir
giivenlik politikas1 olusturulmalidir. Politika, kurumla birlikte
vasayip siirekli gilincellenerek, kurum gereksinimlerini
karsilayacak sekilde yenilenmelidir. En giivenli sistem kurulsa
dahi ag siirekli gozlem altinda tutulmali ve gozlemler
dogrultusunda  dogabilecek  sakincalar  ilk  asamada
dnlenmelidir [17].

E-6grenim alaminda o6zellikle “UE Kayitlar1™ , “Bitirme
Projeleri” e-6grenim ve UE uygulamalan ile ilgili yasal
diizenlemeler, internet {izerinde UE programi’nin en énemli
bilesenleridir. E-6grenimde en iyi bilinen sorunlar uzaktan
egitim uzman/danismanlar, teknik altyapi, artan maliyetler,
kaynak ve bilgi yonetiminde yasanan cesitli sikintilardir. Bu
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agidan  internet {izerinden uzaktan eZitim e-G@renim
stratejisinin temelinde e-6grenim-net omurgasini, standartlari,
veri elemanlar;, tammlamalar ve kodlar1 olusturan veri
sozligii, e-kiitiiphaneler, bilgi-bankalari veri paylasimi”,
“cevrimici egitim hizmetleri, UE temelini olusturur. UE
yasam boyu egitim kayitlarinda 6grenim siireci kayitlar: igeren
bilgilerinin  gizlilik, giivenlik ve mahremiyet ilkeleri
dogrultusunda korunmasim saglamak i¢in sayisal giivenlik
dnemlidir. Ozellikle sanal ders siirecinde ¢ekilen goriintiiler,
uluslararasi standartlara uygun bir sekilde sayisal goriintii
haline g¢evrilir. internet iizerinden UE bilgi sistemi ile tam
entegre sayisal goriintiileme sistemleri; yeni gelisen bilisim ve
telekonferans, servislerini de kapsami igene alir. Cok ¢esitli e-
ogrenim stireglerinin aninda izlenerek evden/ofisten egitim
teknolojileri, kuskusuz egitim bilgileri, 6zelligi nedeniyle,
gizlilik, giivenlik ve mahremiyet ilkeleri dogrultusunda biiyiik
bir titizlikle korunan bilgilerdir. E-6grenimde uzaktan egitim
stirecinde en énemli konulardan olan enformasyon giivenligi,
tam bir giivenlik ortaminda saglanabilir. Bu siiregte taraflar
giivenli olarak e-grenim siirecinde baslayabilir. Bu giivende
cesitli sifreleme yodntemleri, algoritmalar, sayisal imzalar ve
sertifikalar gibi birgok temel Ogeler sisteme entegre
edilmelidir. Bilginin giivenli tutulmasi, bilgi giivenligi
politikalar1 ve teknik altyapi olmak tizere iki énemli sathayi
ierir. Internet iizerinden e-6grenimde UE organizasyonunda
giivenlik stratejisi bu dlgiitler dogrultusunda degerlendirilerek,
ortaya c¢ikacak yeni gereksinimlere gore giivenlik dlgiitleri
degisik diizeylerde yeniden incelenmelidir. Bu anlamda e-
ogrenim kayi/katihm bilgileri giivenligin en iist diizeyde
saglanarak, kisilerin e-6grenim kayitlarina 6grenci/danigman
izni  dogrultusunda erisim yetkisi ile miimkiindiir. Bu
karakteristiklere gore kimlik denetim sistemi tarafindan
karsilanmas1 gereken ihtiyaglar; saglamlik, alan-kesistirici
kimlik ~ denetimi, olgtilebilirlik  ve performans olarak
siralanabilir  [18]. Islemcili kartlara akilli kart denir. Akilh
kartlar e-imza gibi uygulamalar igin en giivenli ve kullamim
kolay araglardir. Akilh kartlar, sagladigi kolayliklarin yaninda
her gegen giin {izerine eklenen yeni yetkinlikler sayesinde
hayatin her alaminda kullamhr bir konumdadir. Akilh
kartlarmn, verimliligi arturdigi ve maliyetleri diisiirdiigii icin
hem 0zel sektér, hem de kamu projelerinde kullammi bir
zorunluluk haline gelmistir  [19]. E-6grenim kapsaminda
kayitlarina erisim denetimi ve gizlilik ilkelerine yonelik etik
ve yasal diizenlemeler dnemlidir. Kisisel egitim bilgilerinin
dijital ortamlarda korunmasi, gerektiginde Kkisinin izniyle
istendigi yerden ulasilabilmesi ve kisilerin tanmmmasim
onleyecek sekilde toplumsal bilgilerin istatistiki sonuglarinin
vaygin kullanimi egitim alaninda verimlilik ve etkinligini
onemli dl¢lide artirabilir. Bilgilerin gerektiginde kolaylikla
paylasimmda ortak  standartlara, bilgilerin  gizliliginin
korunabilmesi i¢in de glivenilir denetim ve gbzetim
sistemlerine ihtiya¢ vardir. Teknolojilerinin yapi tasi olarak,
kimlik denetim sistemi kullamicilarin kimliklerini dogrularken
servislere yetkisiz girisleri engellemek ig¢in 6nemli bir rol
iistlenir. E-6grenim sisteminin giivenligi kontrol alanlari;
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1- UE bilgi giivenlik politikasi,

2- E-6grenimde bilgi giivenligi organizasyonu
3- Ogretim sistemi bilgi yénetim sistemi

4- UE insan kayna@ giivenligi

5- UE fiziksel ve ¢evresel giivenlik iglemleri
6- iletisim ve giivenli isletim yonetimi

7- Coklu erigim denetimi ve giivenligi

8- E-ogrenim bilgi sistemleri gelisim ve bakimi
9- E-6grenim bilgi giivenligi ihlalleri yonetimi
10-E- 6grenim siirekliligi yonetimi

1 1-E-6grenimde entegrasyon ve uyum

V. SONUC VE DEGERLEMELER

Bu agidan, e-6grenim siirecinde uzaktan egitim
uygulamalari oldukga farkli sistemlerin biitiinsel ve hassas bir
entegrasyonunu gerektirir.  UE ile e-6grenim olanaklan
kurumsal gapta egitim teknoloji isletmeleri onciiliigiinde,
kendi c¢alisanlarina yonelik egitimler giivenlik kiiltiirtinii de
kapsayan bir yaklagim i¢inde saglanir. E-6grenim siire¢lerinde
ortaya ¢ikan zayif yonlerin zamaninda yiiz yiize egitim siireci
ile desteklenerek giderilisidir. Sistemin olgunluga erisimi,
tasarim ve sistematigi, belli standartlarin kullanilisi, hazirlanan
iceriklerin  siirekli giincellenerek ¢ekiciliginin  arttirihisi,
cahsabilirligi, kalitesi, birbirleriyle uyumlu hale gelen internet
alt yapisinda, 6grencilerin derse katiliminin artisinda gekici bir
model yapisina erisim esastir. UE biitiinsel yapisinda kisinin
en kisa siirede davrams degisikligine yol agan, kendine ve is
sonuglara pozitif etkili egitsel aktivitelerin uyumlu birligidir.
Bilginin  gizliligini,  biitinliigiini  ve  erisilebilirligini
hedefleyen tehditlere karsi yazilimlarda bilgi giivenliginin
saglanmis olmast gerekir. Bilgi giivenligi hedefleri,
tehditlerin  farkinda olmak, islerin devamhiligim saglama,
Kayiplart en aza indirme, kuruluslanin varliklarimin her
kosulda  gizliligi, erigebilirligi ve biitiinliigii  koruma
evrelerinden olusur. E-dgrenim sisteminde Bilgi Giivenligi
Yonetim Sistemi (BGYS) bu amaglan gergeklestirmek igin
ortaya ¢ikan ve siirekli gelistirilen bir sistemdir. Yazilim
gelistirme siirecinde BGYS saglanmis olmasi; Yazihimdaki
bilgilerin kullanima hazir olmasi, Sadece yetkisi olanlarin
erisebilmesi, Bilginin dogru ve giincel olmasi dnemlidir.
Yazilimin her asamasinda giivenlige iliskin ortaya ¢ikabilecek
problemleri gzeten etkin bir gelistirme siirect sonug {iriiniin
daha giivenilir olmasina o©nemli katki saglayacaktir. E-
d6grenim yazihim dongiisiinii analiz, tasarim, kodlama, test,
bakim, diizeltim ve yeniden gelisim evrelerinde hazirlanabilir.
BGYS, bilgi giivenligini kurmak, isletmek, izlemek ve
gelistirmek igin is riski yaklasimmma dayali, dokiimante
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edilmis, islerligi ve siirekliligi garanti altina alinmis bir
yonetim sistemidir. Bu siire¢ler Planla, Uygula, Kontrol et,
Onlem al (PUKO) dongiisiinden olugan bir model olarak da
ortaya konmustur. Diger yandan, UE icinde internet
tizerinden, sanal smiflarda yapilan derslerin yami sira, yiiz
yiize egitim olanaklarmmn biresimi karma egitim modeli
yvapisinda, etkinlik olumlu yonde artabilir. UE, modelinin
isletiminde, sistemin kullanicilar ile etkilesimi, tepkileri,
elestirileri ile karsilastiklar1 sorunlar yakindan izlenerek
kisilerin kendisini sistemle bas basa ve yalmzhg yerine,
sistemin  stirekli  desteklendigi duygusunun yasamirhg
saglanabilir. Katihmcilarin performans izlenimi ile diizenli
raporlarin sonuglari katilimeilarla paylasilarak kurumsal kiiltiir
kazanimi hizlamir. UE’lerinin daha net anlasihrhig igin,
kavramlar, standart ve akreditasyonun ¢oklu katihmlarla,
ulusal/uluslararasi  diizeyde  siirekli  gelisimi  gerekir.
Katilimetlar e-posta, telefon ve faks aracihgiyla ilgili ders
damsman ve egiticilerine erigebilir. iletisim siirecinde
etkilesim, eszamanhhk (senkron veri akisi), zaman ve mekan
simirini ortadan kaldirisi, iletisim ddnencesi gibi geleneksel
kitle iletisimin Gtesinde yeni medyalara 6zgli avantajlarinin
kitle iletisim araclart kullamlarak gergeklestirilen UE
gelisimini hizlandinr. E-6grenim alaminda derslik, televizyon
ve kitabin yaninda internet tizerindeki "sanal smiflar" da
egitim  gelisim  dinamizmini  arttirmaktadir.  E-grenim
stirecinde son gelismeler 1s1@inda G6grenim mimarisi  ve
ogrenim standartlar konusunda Ggretim yonetim sistemleri
kullanilarak etkin isletimi saglanabilir. Uluslararasi akademik
etkilesimde; dil egitimi, uluslararas1 konferanslara genis bir
katihm, potansiyel ortak tniversitelerin gelisimi, akademik
etkilesimin cesaretlendirilerek &diillendirilebilir. Katilimcilar
e-egitim merkezi ile iletisimlerini direkt e-posta, telefon, faks
aracihgiyla gergekler. Kendi is gevrelerine ve genel hayata
Ozgii kritik beceri ve yetkinlikler kazamir. Bu yetenekler grup
ve takim igerisindeki isbirligi becerileri, yazim yetenegi,
arastirt yetenegi, iletisim becerisi, ¢oklu ortam paylasim
yetenegi ve on line 6grenim toplulugundaki kaynaklara erisim
yetenegidir. Giiniimiiz 6grenim gereksinimini yanitlayan e-
dgrenimde; asenkron (kendisel); kisinin kendi kendine internet
ve CD-ROM vasitasiyla kurslar, videoya cekilen sinmiflar,
isitsel-gorsel olarak web sunumlari, online miizakere, senkron
(Es zamanhi &grenci-dgretmeninin = sanal smifta  canh
bulusmasi); sanal smiflar, isitsel ve gorsel konferanslar,
internet {izerinden telefon baglantisi, ¢ift tarafli (interaktif) ve
canli uydu yaymlardir. UE programn yiiz yiize egitim ile
birlestirilebilir. Sistemin, esnek, kullanici dostu ve Kkisisel
nitelikte uyumlu tasarimi gerekir. Egitimlerden istenen egitimi
pargalar halinde verilisi, katithmcilarin ge¢mis bilgi ve
deneyimle iliskiler, kisilerin kendi bilgi, deneyim ya da
¢alisma ortamlan ile ilgili 6rneklerle karsilastirmalar, degisken
sunumlar, geri bildirim desteginde 6grenim ddiillendirilir. UE
yonetimi, klasik anlamda egitim yonetiminden farkh diisiinsel
ve yonetsel beceri ve modelleri gerektirir.

Bilisim olanaklarmin  giderek artigi  dijital ortamda
yasayacak bireylere gerekli genel yetenekleri kazandirabilen
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teknolojik ortamin gerektirdigi niteliklere sahip insan giiciinii
yetistirip  teknolojik  olanaklardan yararlanan, egitilen
dgrencilerin - yapisal degisimi, e-6grenimde beklentilerin
degisimi, bilginin iiretimi ile yayginlasan teknolojinin agik ve
baskin etkisi, egitim-6gretimde etkin egitsel yaklasimlarin
gelisimidir. Bilgi toplumu hizmetlerinin gelisiminde bilgi

giivenli@i, korunma, uluslar arasi standartlar, gerekli
diizenlemeler, kullanici ve servis saglayicilarin  gorev
tanmimlamalari, kullanicilarin bilgilendirilerek

bilinglendirilmesi, bilgi giivenligi i¢in hukuki, teknik ve idari
tedbirlerin alinmasi oldukea biiyiik énem tasir. Uzaktan egitim
siirecinde kurumsal giivenlik politikasi gelistirilmesi, bilgi
giivenligi konusunda olusturulan standartlarin kullanimina
itina  gosterilmelidir.  Kisisel  verilerin  mahremiyetinin
korunmasi, istek disi haberlesmenin 6nlenmesi, iletisim agi
giivenligi, isletim sistemi giivenligi, veri tabani, internet
erisim, terminal cihazi ve sistem giivenligi, 6zetle, toplam
sistem giivenligi i¢inde saglanmalidir [20]. E-6grenim
stirecinde giivenli yazilhm gelistirme siirecinde ele alinmasi
gereken temel olarak ana giivenlik konulari éne cikar. Girdi
gecerleme, kimlik dogrulama, yetkilendirme, konfigiirasyon
yonetimi, hassas bilgi, kriptografi, parametre manipiilasyonu,
hata yonetimi, kayit tutma ve denetimdir. Sonugta, tiim bilim
dallarmin  katkis1  yaninda, matematik alanindaki vyeni
gelismelerin  desteginde, e-G6grenimde internet {izerinden
uzaktan egitimin akademik gelisim diizeyi daha da gelismis
bir konuma gelmis bulunmaktadir. Bu ag¢idan yaklasimlar
esliginde, e-Hgrenimin akademik degerlendirilmesi
olusturulacak kalite ve standartlarin artan oranda bir giiven,
katihm ve gelecege dogru siirekli gelisen yeni ve yiiksek
giivenilirligi olan etkin ve kaliteli bir model olusturabilecektir.
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Ozete—Biyometrik tamma ve kimliklendirme yakn
zamanlarda giivenlik ve teknoloji alanlarinda énem kazanmis ve
dnemli bir driintii tammma sistemlerinden biri haline gelmistir. Bu
calismada farkh bir yontem kullamildi. Bu yiontemde, yiizdeki
organlarin ebatlari ve bu organlar arasindaki mesafe blciilerek
bir veri dosyas: elde edildi. Ol¢iimlerde PhotoShop programi
kullanildi.  Olgiilen bu organ ebatlari yapay sinir aglan ile
egitilerek yiiz tamima islemi gerceklestirildi.

I. GIRIS

istege bagh (arbitrary) sahnelerinde nesne algilama
bilgisayar gérme de onemli ve zor bir arastirma konusudur.
Aydmlatma sartlar, boyutlar, pozlar ve basasagi nesneleri
algilama gibi faktérler sonucu etkileyebilir. Bir nesne algilama
sisteminde genellikle iki temel bilesen, ozellik ¢ikarma ve
siiflandirmanin olmasi gerekir.

insanin biyolojik yapisim modellemenin giderek éne giktigi
son yillarda, yiiz tamma sistemlerinin 6nemi de giderek
artmaktadir. Yiiz tamma sistemlerinin ¢aligma mantig diger
biyvometrik tanima sistemleriyle bire bir aymidir. Yiiz tanmima
sisteminin temelinde her insamin farkh ve benzersiz bir
yaratihsa sahip olmasi yatmaktadir. Yiiz tanima, havaalam
gibi giivenlik kontrolii istenen yerlere giriste, bankacilikta ve

finans  sektdriinde  kimlik  onaylamada, insan-makine
etkilesiminde ve aranan sug¢lu kisilerin taninmasinda
kullanilan 6zel bir Oriintii tanmma (pattern recognition)

konusudur[1-2]. Yeni Oznitelik vektorii ¢ikarma ve
simiflandirma  tekniklerinin  gelismesiyle son yillarda yiiz
tamima alaninda 6nemli gelismeler kaydedilmistir.

Gelismis optik teknolojileri ve yiiz model ¢ikarma
algoritmalann  kullamlarak, farkli acilardan birgok yiiz
goriintiistinii elde edilir. Farkli goriintiilerden kisinin 3D
gortintiisii elde edilir. Elde edilen gériintiiler bir yiize ait bir
veritabaninda saklanir. Daha sonra tamima sirasinda kisinin
yeni goriintiileri optik teknolojilerle elde edilir. Yeni
goriintiiler ~ veritabaninda  kayith  olan eski  goriintiiyle
karsilastirilir. Goriintiiler ayniysa kisinin yiizii taninmis olur.

Bildiriler Kitabi

Yiiz tammada kullamlan c¢ok g¢esitli teknikler olmasina

ragmen, ashinda bu tekniklerin biiyiik g¢ogunlugu ya
smiflandirici ya da Oznitelik  vektorii  ¢ikanminda ki

farkhliklardan gelistirilmis tekniklerdir. Kullanilan 6znitelik
vektorlerinden bazilari; Dalgacik doniisiimii [3], Gabor Filtresi
[4], Temel Bilesen Analizi (PCA) , Dogrusal Discriminant
Analizi (PDL), Ozdeger ve ozvektorleri (Eigen Faces ve
Fisher Faces) [5-6], 2B-HFD Tabanh Ozniteliklerin Ortak
Matris Yaklasimi [7] vb sayilabilir. Kullanilan siniflandiricilar
ise En yakin komsuluk, Sablon esleme, Bulanik Smiflandiric
ve Yapay Sinir Aglanidir [2, 8]. Yapay sinir aglari; ses tanima,
karakter tamima, robot gérme ve gérme tabanli kontrollerde,
goriintii ve yiiz tamma sistemlerinde ¢ok sik olarak
kullanilmaktadir. ~ Yiiz  tammada  kullamlan  YSA
algoritmalarinin bazilari; Geriye Yayihm (Back-Propagation)
[9], Radyal Temel Fonksiyon (Radial Basis Function-RBF)
[10], Kendini Diizenleyen Harita (Self Organizing Map-SOM)
[11], Destek Vektér Makinalart (support vector machines-
SVM) [4].

Yiiz tamima da Yapay Sinir Aglan c¢ok etkin olmasina
ragmen, farkli ayarlar (siniflar) ve ortiisen degerler ile zaman
ayirt edici olan ikizler suratlarinda YSA egitim siiresi sinirhdir
[Alekseichevs M, Glazs A].

Klasik yiiz tamma isleminde, PCA, PDL, Dalgacik, Aynk
Kosiniis vb gibi degisik doniistirme yontemleri kullanilarak
resim niimerik degerlere donistiiriiliir. Bu ¢alismada makalede
farkh ve basit bir yontem kullanarak yiiz ¢ehresindeki
organlarin ebatlarini ve bu organlar arasindaki mesafeyi
dlgerek bu degerleri YSA ile egitilmesi ile yiiz tamima islemi
gerceklestirdik. Cehreye ait ebatlarin 6l¢iimlerinde PhotoShop
programi kullamlmistir.

I[I. YONTEM VE SONUCLAR

Genellikle yiiz tamma sisteminde, Sekil 1’de [13]
goriildiigii tizere yiiksek ¢oziiniirliiklii optik kameralarla insan
ylizii taramir. Bu tarama sonucunda insan yiiziindeki belli
noktalar ve bu noktalarin birbirine mesafesi belirlenir ve
bunlar referans alinarak insan yiiziiniin bimetrik bir haritasi
cikarilir.
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Sekil 1: Yiiziin bimetrik haritasinin ¢ikartilmas:

Cikarillan bu Biyometrik harita daha sonra ki yiiz
okutmalarda referans olarak alimir ve yiiz tanima igin
eslestirilmeden kullanihir.

Yiiz tanima teknolojisinin avantajlar sunlardir:

e insan yiizlerini taninir ve kimlik tespiti yapilir

¢ O anda veritaban sorgusu yapihr

e Hareket Algilama Ozelligi ile yiiz bulunamasa bile tiim
hareketleri kayit altina alinir

o Kisilerin fotograf veya video goriintiileri kayit edilebilir

Yiiz Tamma Sistemlerinde kisilerin kamera gdriintiileri

kullamlarak  gergek  zamanh  veritabam  sorgusu ve
tehlikeli/siipheli  olarak  belirlenmis  sahislarin  tespiti
durumunda alarm  vererek amnda miidahale olanag

miimkiindiir. Sistem kullanilarak banka subeleri, ATM'ler
giivence altina aliabilir.

Yiiz tamma sisteminde islem adimlar su sekildedir:

1) insan yiizleri otomatik olarak tespit edilir.

2) Ozel goriintii veri tabanindan otomatik veya manuel
olarak sorgu baslatihir.

3) Tespit edilen yiiz hangi kisiye ait ise tespit edilir.

4) Kisi daha once siipheli veya tehlikeli olarak kaydedilmig
ise, konfigiire edilebilen sesli ve gorsel alarmlar tiretilir.

5) Yalmizca yiiz goriintii eslesmeleri degil, algilanan tiim
hareketler hareket tablosunda saklanir ve incelenebilir.

6) Kaydedilmis video dosyalarindan kayit
gergeklestirilebilir.

7) Bu fonksiyon ile ézellikle gegmise yonelik kisi kayit ve
sorgulan gergeklestirmek miimkiindiir.

8) Kaydedilmis resim dosyalarindan da kayit etme islemi
gerceklestirilmektedir.

9) Bu fonksiyon ile o6zellikle personelin veya siipheli
sahislarin mevecut resimleri ile sisteme kisi tanitmak ve
sorgu gerceklestirebilmek miimkiin olmaktadir.

10) Her kayit islemi sirasinda kaydi vyapilan Kkisiye ait
demografik bilgiler de sisteme kaydedilmektedir.

11) Sistemde gerceklesen tiim eslesmeler tarih ve saat sirasina
gore hareket tablosundan da takip edilebilir.

12) Bu tablodan cesitli parametreler ile sorgu yapmak
miimkiindiir.

13) Aymi zamanda yiiz olarak algilanmayan, g¢esitli anhk
hareketerin resimleri de bu tablodan takip edilebilir.

Bildiriler Kitabi
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A. Yiiz Cehresinin Ozelliklerini Belirleme

Yiize ait 19 ozellik belirlendi. Bazi ozellikler yiizdeki
organlarin ebatlar ve bazilar organlar arasindaki uzakhktir.
Bu ozellikler asagida Sekil 2, Sekil 3, Sekil 4 ve Sekil 5°de
goriilmektedir.

Sekil 5: Dikey ve capraz uzakhklar
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B. Kopyalama, Resimlerin Ebatlarint Ayarlamak ve
Olgiimleri Yapmak

Yiize ait Ozellikler belirlendikten sonra 10 kisinin 2’ser
resmi bir goriintii galerisinden segildi. Bu resimlerden birisi
siniflandirma ve digeri test amagh kullanildu.

Her bir resmin sacece bas bdliimiinii gosteren kisimlar
alind1 ve bu resimlerin ¢oziiniirliikkleri esitlendi. Sonuglarm
saglikhi olmasi i¢in ¢oziiniirliigiin esitlenmesi gerekir. Farkh
¢oziintirliikte yanlis sonuglar alinabilir,

C. Kaynak Veriler
PhotoShop Measurement aracit kullanilarak her bir resmin

yiiziine ait 19 ozelligi piksel cinsinden &lgiildii. Bu veriler
asagidaki Tablo 1 ve Tablo 2’ye kayit edildi.
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~ TABLO2
RESIM 6-10 YUZ OLCUMLERI

— o1
Yiize ait sl S 2] 213 2] &l 212
organlarin gl gl el gl ] el gl gl | =
dlgtimleri 2| 2| 2| 2| 8| 3| 5| ® 2| 3
o [+ [+ o =4 (=1 (= (=4 o 24
Baggenishigh [ 153 155 148 | 146 | 153 | 154 | 144 | 143 | 136 | 136
Bay yiiksekligi [ 471550 | 226 | 227 | 220 | 218 | 210 | 208 | 237 ] 237

Burun genisligi

Burun ylksekligi | 50 | 51 | 57| 58| 63| 64| 58|38 ]57] 57

Gozgenisligi | 35 | 35 [ 28 [ 28 | 31|31 [ 30303232

Goze yiiksekligi

TABLO 1 —
RESIM 1-5 YUZ OLCUMLERI Kay genigligi 6263|4950 ]52)53]|38]38]55]56
Yii it b b et o — L] i ] — o
lize ai | =]l Al a]l Al Al ] ] A A rrm—mTrT
organlarin E E| E| E| E| E| E| E| E| E Sney 15115110110 6 6 4 4 9 9
Slgtimlesi clelelelgl 2l 2l 2] 2 Dudak ve gene
senisligi sindaki 49 [ 50 | 50|48 [ 42| 40| 37| 36 9
R gonisligs 147 [ 148 | 149 [ 151 [ 144 [ 143 [ 140 [ 141 | 147 148 3:‘:‘:;"%" e [k A i |
Dudak ve b
Bag ylksekligl 1210|209 | 244|243 | 230 | 230 | 205 | 207 | 220|228 | [ DucaeNE M | A il oo | 1o | 10l 10 13 12 [ 22 | 21
senisligi uzaklik
Burun genishigi | 40 | 41 | 37 [ 37 [ 41 | 40 | 36 |36 | 36 | 37 SU e
ikseklipi arasindaki 75177 41|41 | 45|46 |44 ]| 42]52] 351
Burun yaksekligi | 50 | 53 [ 59 [ 58 |58 |50 |52 |5 |52 53| |ipanik

Gz genishgi 30|20 30 2027|2624 24]20]029

Goze yiiksekligi

Dudak genisligi | 56 | 57 1 62 | 60 | 46 | 46 | 50 | 50 | 54

h
L

Alin genighigi 148 | 148 [ 125 124 [ 119 119 130 | 131 ] 91 | 93

Kasgenishgi | 40 an | as|aals2!s : s Kaglat
40 | 42 | 44 [ 44 | 52 | 53 [ 43 ) 44 | 49 | SO arasindaki 1616|2323 16]16]30[30]22(2
Kas yitksekligi i _ uzaklik
T 7 10 10 10 10 6 6 3 ) Kulak ve burun
Dudak ve gene arasindaki 52|55 |46 | 45|53 |54 |53 |54 47|47
arasindaki 39 |39 | 46 | 47 | 36 | 37 | 41 | 42 | 26 | 27 uzakhik
uzaklik Dudak ve ¢ene
Dudak ve burun arasindaki 38 140 | 32304040 3534|3332
arasindaki 191w f23f2funfisfis]iofre uzaklik
uzaklik Burun delikleri
Sag ve kas arasindaki 27 1271303029290 28 )28 |25 26
arasindaki st |s2|s7|s8|47[4960(s9]5ss]s6 uzakhik
uzaklik Burun ve giz
Dudak genisligi | 53 | 54 | 55 | 56 | 52 | 51 | 49 | 52 | 56 | 55 aesmdal 47 (47 [ 43 [ 44 [ 52 | 52 | 52 | 52 | 49 | 50
Alin genighigi | 125 | 124 | 124 ] 126 [ 126 | 127 [ 118 [ 120 [ 127] 127]  juzaklk
Kaslar Cene ve goz
et 271271261261 9| 921121130130 arasindaki 139 140 | 140 | 138 | 134 | 132 | 123 [ 122 | 134 | 135
uzakhk uzakhk
Kulak ve burun )
arasindaki 51 (49 |52 |53 |42]|45])42]|45] 56356 Resimler dlgiildiikten sonra, kaynak ve test resimleri
”DZ";‘:‘ birbirinden ayrildi. Giris ve Test verilerinin 6l¢iim sonuglar
udak ve genc o hialiinere a1 lert 15
g 3113013635131 13313030 28| 29 100°e boliinerek verilerin normalizasyonu yapildu.
uzakhk ; s
Buran deliklen D. YSA ile Egitme ve Test
arasindaki 2129|2627 |33 32|27 |28]25]25 Bu c¢alismada, smiflandirici olarak bilinen ¢ok katmanh
Ex“k“k - idrak (multi layered perceptron-MLP) yapisi secildi. Yiiz
urun ve goz - . T s s s g " i
arasindaki a5 |aa 525250 aslazlax]salsa c;hresme ait 19 veri giris kz‘t'tmanma, gizli katmanlarinda her
uzakhk bir senaryoda aym oranda néron sayisi kullanilmis olup ¢ikis
Cene ve gz bir tanedir. YSA egitme algoritmas: Geriye Yayilim (Back-
arasindaki P2 112 (140 f 141 £ 127 1126 1 124 1 125 | 118 | 119 [ propagation) olarak kullanildi. Asagidaki Tablo 3’de yer aldig
S gibi farkli MLP yapilari (A, B, C ve D) ve onlara ait yine
farkli uygun sabitler kullanarak ag egitildi ve tablonun son
stitunundaki hata oranlar1 (MSE) bulundu.
Bildiriler Kitabi 06-08 May Mayis 2010 » Ankara / TURKIYE
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TABLO 3
Farkh MLP yvapisina gire bulunan hata oranlan
iterasyon Ogrenme Momentum Moson | Hala
2 orani sayist | Oram
1000 0,95 0,1 20 0,067
2000 0,95 0,1 20 0,016
A 3000 0,95 0,1 20 0,012
4000 0,95 0,1 20 0,011
5000 0,95 0,1 20 0,011
1000 0,95 0,01 20 0,254
2000 0,95 0,01 20 0,016
B 3000 0,95 0,01 20 0,012
4000 0,95 0,01 20 0,011
5000 0,95 0,01 20 0,01
1000 0,95 0,01 8 0,134
2000 0,95 0,01 8 0,015
C 3000 0,95 0,01 8 0,012
4000 0,95 0,01 8 0,01
5000 0,95 0,01 8 0,01
1000 0,95 0,01 30 0,057
2000 0,95 0,01 30 0,014
D 3000 0,95 0,01 30 0,011
4000 0,95 0,01 30 0,01
5000 0,95 0,01 30 0,01

Tablo 3’den de goriilecegi gibi, tiim ag yapilarinda aym
dgrenme orani (0,95), momentum sabiti A tipi agda 0,1 ve B,
C ve D tipi aglarda 0,01, A ve B de gizli katmandaki nron
sayist 20, C de 8, D yapisinda ise 30 olarak kullanildi.
iterasyon sayma bagh olarak hata oranlarina bakildiginda en
iyi sonucu D tipi ag [0,057-0,01] vermistir. Tiim ag yapilar
i¢in iterasyona bagh hata grafigi Sekil 6’da verilmistir.

Hata Oranlanmn itcms_\'oml bagh olarak A, B,Cve D
Senaryolanndaki Durumu
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1. TARTISMA

Bu ¢alismada ¢ehreye ait ebatlar yapay sinir aglarina giris
yapilarak basit ama kullamish bir Yiiz Tamima algoritmasi
sunulmustur. Sunulan yiiz tanima algoritmasi ile i¢in elde
edilen yiiz resimleri %99 dogruluk oramyla tamndi. YSA
disinda eslesme algoritmalarinin eslestirmelerin de belki basit
matematiksel ¢ikarimlarla sonuca ulasmaktadirlar. Fakat
esleme algoritmasinda elde edilen sonuglarin  kesinligi
kullanici tarafindan kontrol edilmektedir. YSA kullamldiginda
ise kullanic1 ve sistem i¢in bdyle bir denetlemeye ihtiyag
yoktur. Bu kullaniciya ve sisteme biiyiik bir kolaylik saglar.
Zira, bir polis sisteminde aranan kisinin resmi veri
tabanindakilerle karsilastirildiginda 10 binlerce resim bulunan
veri tabaninda belki de onlarca ¢ok yakin olan eslesme
arasinda se¢imi zor olabilir. Bu nedenledir ki yapay sinir
aglarimin yiliz tamima sistemlerinde ©nemini artirmaktadir.
Ayrica Onerilen &zellik ¢ikarma yonteminde daha az veri
kullandigindan  Dalgacik  déniisiimiine gore daha iyi
performans elde edilebilir.
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Kurumsal Risk Degerlendirmesi

Emine UCAR, Baha SEN

Milli Egitim Bakanhg, Egitim Teknolojileri Genel Miidiirliigi, Bilisim Hizmetleri Dairesi Bagkanhg, Yonetim Bilgi Sistemleri Subesi,
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Karabiik Universitesi, Miihendislik Fakiiltesi, Bilgisayar Mithendisligi Boliimi, Baliklar Kayas: Mevkii 78050, KARABUK,
e-mail: baha.sen@karabuk.edu.tr

Ozet—Giiniimiizde kurumlarin sahip oldugu bilgilerin gizliligi,
biitiinliigii ve wulagilabilirliine iliskin giiven ortammn
olusturulmasy, stratejik bir dnem tasimaktadir. Bu nedenle
kurumlar bu bilgilerin giivenligini saglamak i¢in tiim Kurum
cahisanlarim kapsayan bir kurumsal risk ydnetim prosesine
ihtiya¢ duymaktadir.

Risk yinetim stratejisi; kurumun risk yiénetim anlayisini,
temel prensiplerini, genel risk alma istegini ve profilini, temel
girev ve sorumluluklar gibi konulara agikhk getirmelidir.

Kurumsal Risk Yodnetimi; kurumu etkileyebilecek potansiyel
olaylar1 tammlamak, riskleri kurumsal risk alma profiline uygun
olarak yonetmek ve kurumun hedeflerine ulasmas: ile ilgili
olarak makul bir derecede giivence saglamak amac ile
olusturulmug; kurumun iist yénetimi ve tiim diger ¢ahsanlan
tarafindan etkilenen ve stratejilerin belirlenmesinde kullamlan,
kurumun tiimiinde uygulanan sistematik bir siirectir.

Bu ¢alismada kurumsal risk degerlendirme siireci risk analizi
ve yonetimi sirasinda yapilmasi gereken islemler detayh olarak
anlatilmaktadir.

Anahtar Kelimeler—Risk, Risk Analizi, Risk Yinetimi.

I. GIRIS

Korunmasi gereken ve bir degere sahip olan her sey
varhktir. En temel varlik olan bilgi, bir kurumun en 6nemli
degerlerinden biridir ve birgok formda bulunabilir. Ornegin,
kagida basilabilir, elektronik olarak depolanabilir, posta veya
elektronik  yollarla  gonderilebilir,  filmler  {izerinde
gosterilebilir ya da sohbetlerde konusulabilir. Bilgi hangi
sekilde olursa olsun, her zaman uygun olarak korunmalidir[1].

Agiklik, bir varligi tehditlere karst korumasiz hale getiren
kusurlardir. Bir bilgi sistemi varhig ic¢in agikhk, varhgmn
programlamasindaki hatalar olabilecedi gibi, dogal etkenlere
(toz, nem, giines 15181, yangin, vb) karsi korumasiz durumda
olmasi da olabilir. Tehditler, agiklhiklar1 kullanarak varhiga
zarar verirler. Bu nedenle, ag¢iklhiklar, riskin en &nemli
nedenidir [2].

Tehdit ise, bir bilgi varhgmndaki agikliklart kullanarak
varhiga kismen ya da tamamen zarar veren etkenlerdir. Bilgi
sistemlerine zarar verebilecek ii¢ tip tehdit vardir. Bunlar,
dogal tehditler, kasitsiz tehditler ve kasith tehditlerdir [3].

Riskin yukarda deginilen wvarhk, acgikhik wve tehdit
kavramlart baglamindaki tammu “bir varliktaki bir acikligin
bir tehdit tarafindan kullanilma ihtimalidir” seklindedir[3],[4].

Baska bir tanima gére ise; risk, belirli bir zaman araliginda,
hedeflenen bir sonuca ulasamama, kayba ya da zarara ugrama
olasihigidir [5].

Bildiriler Kitabi

Bir varlikta bulunan agikliklart kullanan tehditlerin verdigi
zaran sifirlamak ya da azaltmak amaciyla alinan tedbirlere
kars1 onlem denir. Karsi 6nlemler riski azaltan faktorlerdir.
Bunlar; varhin degerini  dusiiriicii(kriptoloji), ag¢ikligin
degerini  diisiiriicti(yazihm  yamalar1) ve tehdidin olma
ihtimalini diisiiriicti(egitim) gibi énlemler olabilir [2].

Kamu kurumlarinda siklikla karsilasilan riskler sunlardir[6]:

e  Risk analizi yapilmamasi

e  Kurum iginde bilgi giivenligi konusunda egitim ve

bilin¢lendirme faaliyetleri yapilmamasi

e s siirekliligi ve bilgisayar giivenlik olaylarina

miidahale faaliyetlerinin yerine getirilmemesi

e  Yazilhmlar i¢in uygulama gelistirme ve test

ortamlarinin ayri olarak bulunmamasi, canli sistemle
birlikte olmasi

e  Bilgi giivenligi sorumluluklarimin atanmamis olmasi

e  Varlk envanteri eksiklikleri

e  Giivenlik olaylarim, zayifliklanmi  ve

arizalarim raporlama siire¢lerinin olmamasi

e  Personel eksikligi

e  Personel eksikligine baglh olarak gorevlerin ayrihg:

prensibinin uygulanamamasi

e Yazl politika ve prosediir eksikligi

Bu ¢alisgmamin amaci; bilgi giivenligi yonetim sistemi
asamalarindan biri olan risk degerlendirmesi, analizi ve
yonetimi konusunun detaylh bir sekilde incelenerek kurumlara
risk analizi ve yonetimi konusunda yapaca@ c¢alismalarda
katki saglamaktir.

yazilim

II. RISK DEGERLENDIRME

Bir kurumun risk altinda bulunan bilgi ve diger varhklarin
is sahasindaki degerini dikkate alarak kendi giivenlik risklerini
degerlendirilmesi gerekmektedir. Kurumun kendi is 6zelligi ve
ortamiyla iliskili olan ve kurum tarafindan secilen denetim
hedefleri ve denetimleri; bir risk degerlendirme prosesi
kullanilarak  giivenlik  risklerinin ~ tamimlanmasi  ve
degerlendirilmesi prosesiyle belirlenmesi seklinde olmalidir.

Risk degerlendirmesi asagidaki faktorlere baghdir [3]:
e  Varhklarin tammlanmasi ve deger atanmasi
e  Tehditler, agikliklar, yasal ve is gereksinimleri gibi
tiim giivenlik gereksinimlerinin tammlanmasi
e Olmas1 muhtemel tehditler ve agikliklar ile yasal ve is
gereksinimlerinin 6neminin degerlendirilmesi
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e  Yukanda riskin
hesaplanmasi

o  Uygun risk giderme bigiminin se¢imi

e  Riskleri kabul edilebilir bir seviyeye indirgemek igin
kontrollerin se¢imi.

sayllan faktérlerden ¢ikarilan

Risk Yonetimi

Risk &nalizi |

2/

Sekil I. Risk degerlendirme siireci

A. Risk Analizi

Risk analizi, sonucu itibariyle giivenlik ihlallerine neden
olan risklerin ortaya konmasi ve yorumlanmasi islemidir. Risk
analizi kendi igerisinde uzun ve ayrintili bir prosestir [3].

Risk analizinde ilk olarak bilgi sisteminde var olabilecek
tiim varliklar, bu varhiklardaki agiklhiklar ve bu varliklari
etkileyebilecek tiim tehditler ortaya konur. Ayrica, halihazirda
mevcut olan karsi dénlemler incelenir. Daha sonraki asamada
ortaya konulmus olan varlik, agikhk, tehdit ve kars
onlemlerinin degerlendirilmesi islemi yapilir. Son olarak
degerlendirilmis varhik, agikhik, tehdit ve kars1 énlem degerleri
girdi olarak alimip, cesitli metotlar kullamlarak risk degeri
bulunur. Nitel ve nicel olmak {izere iki temel risk analizi
yontemi meveuttur [7].

Nicel risk analizi, riski hesaplarken sayisal ydntemlere
basvurur. Nicel risk analizinde, varlik, agikhk, tehdidin olma
ihtimali, tehdidin etkisi gibi degerlere sayisal degerler verilir
ve bu degerler matematiksel ve mantiksal metotlar ile proses
edilip risk degeri bulunur [7].

Risk = Tehdidin olma ihtimali*Tehdidin etkisi (1)
Nitel risk analizi, riski hesaplarken ve ifade ederken
niimerik degerler yerine yiiksek, ¢ok yiiksek gibi tanimlayic
degerler kullanir. Nitel risk analizi tehdidin olma ihtimalini
kullanmaz, riskin sadece etki degerini dikkate alir [7].

Risk=F(Varhgm degeri, Tehdidin Etkisi, A¢ikhi@mn seviyesi) (2)

Risk analizi metotlaninin avantaj ve dezavantajlarina ait
bilgiler Tablo I'de gosterilmektedir [2].

Bildiriler Kitabi
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TABLO 1
RISK ANALIZI METOTLARI AVANTAJ VE
DEZAVANTAJLARI

Risk
Analizi
Metotlar

Genis katilima imkan verir.
Siire¢ tabanh yaklasimlar
igin uygundur.

Siibjektif sonug verebilir.

Eger basit matematiksel
islemler kullamhirsa
uygulamasi kolaydir.

Karmasiktir.

B. Risk Yénetimi

Risk yonetimi, risk analizi sonucunda ortaya konan ve
yorumlanan risklerin 6niine gegmek ve/veya azaltmak
amacityla uygun, maliyet etkin karsi onlemlerin alinmasi
islemidir. Karst 6nlem maliyetleri ve risk analizi sonucunda
cikan varlik-risk eslesmesi risk yonetimi prosesi i¢in en
onemli girdilerdir. Sekil II'de kamu i¢in kurumsal risk
yonetimi risk ydnetimi evreleri goriilmektedir [6].

Py - Risklerin Belifenmesi _

. _

: ' -

) |- Lol mﬂwﬂg‘“ﬁmﬁm |

§ | 5
jocen -+ Risklerin Onceliklendirilmesi [«
B ey N—

Sekil 2. Kurumsal risk yonetimi(KRY) evreleri

Risk analizi sonuglarina gore, risk yonetimi dort farkl isten
birini yapabilir [3].
. Risk yiiksektir, karst onlemler yoktur ya da ¢ok
pahalidir. Varlik kullanilmaz.

@ Uygun kars1 6nlemler alinarak risk diisiiriilebilir.

o Karsi dnlemlerin alinmasinin maliyeti, riskin agacagi
zarardan ¢ok daha fazla oldugu i¢in risk
dnemsenmeyebilir.

e  Varliklar sigortalanarak risk transfer edilebilir.
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C. Ornek Risk Degerlendirmesi

Risk degerlendirme siirecinde;

1. Adim: Varhklar tanimlamir. Varhklar; bilgi varhklari,
yazihm varhklar, fiziksel varhklar, insanlar, hizmetler vb.
seklinde smiflandirilabilirler. Tablo I1I’de 6rnek bir varlik
envanteri goriilmektedir.

TABLO1I o B
VARLIK ENVANTERI ORNEGI
SUNUCULAR
Tipi Adet Donamm Ozellikleri
E-posta Sunucusu 1 P11 800, 128Mbyte hafiza
DNS Sunucusu 1 PIII 600, 128Mbyte hafiza
Web Sunucusu % P11 600, 128Mbyte hafiza

2. Admm: Varhklara deger atamir. Varhgin gizliligine,
biitiinliigiine veya elverisliligine zarar gelme ihtimali varsa;
varliklarin her biri i¢in deger bigilmelidir. Bu tiirden bir deger
dleiitiine 6rnek skala Tablo I11"de gosterilmektedir.

TABLO 111

ORNEK SKALA
Varhigin zarar grmesi bilgi sistemini hig etkilemez.
Zarar gérmesi, kurumun ismini etkilemez.
Varh@in zarar gérmesi bilgi sistemini ¢ok az etkiler.
Bilgi sistemi islemeye devam eder.
Zarar gormesi, kurumun ismini etkilemez.
Varligin zarar gérmesi bilgi sistemini etkiler. Bilgi
sistemi islemeye devam eder fakat varhgin yerine
konmasi gerekir.
Zarar gormesi, kurumun ismini kétli yonde ¢ok az
etkiler.
Varh@in zarar gérmesi bilgi sistemini oldukga etkiler.
Bilgi sistemi yari yariya kullamlabilir. Varligin yerine
konmasi gerekir.
Zarar gérmesi, kurumun ismini kotii yinde etkiler.
Varligin bilgi sisteminin islemesinde &nemli rolii
vardir ve zarar gérmesi bilgi sisteminin isglerligini
biiylik dlglide etkiler. Bilgi sisteminin ¢ok az bir
kismi kullanilabilir.
Zarar gdrmesi, kurumun ismini kotii yonde oldukga
etkiler.
Varhk bilgi sisteminin islemesi igin gereklidir.
Varh@in zarar gormesi, bilgi sistemini dogrudan
etkiler. Bilgi sistemi kullanilamaz.
Zarar gormesi, Kurumun ismini ¢ok kotii ydnde
etkiler.

Onemsiz(0)

Cok  Onemli
Degil(1)

Orta(2)

Onemli(3)

Cok
Onemli(4)

Son  derece
Onemli(5)

Varliklara deger atanmasi ile ilgili ornek Tablo IV’de
goriilmektedir.
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@rKe

Web Sunucusu 5

3. Adim: Giivenlik agikhklari ve tehditler tanimlanir,
Giivenlik acikliklarn, kurulus varliklariyla iliskili = zayif
noktalardir. Bu zayif noktalar, varhklarda kayba, hasara veya
zarara yol acabilecek istenmeyen olagan dis1 olaylara neden
olan bir tehditle istismar edilebilir. Agikligin kendisi bir zarara
neden olmaz. Tablo V’te varliklarda bulunabilecek agikhiklar,

Tablo VI’da ise bu agikhklardan dogan tehditler
gdsterilmektedir.
TABLO V
GUVENLIK ACIKLIKLARI
YAZILIM ACIKLIKLARI
Agikhk Acikhi@in bulundugu varhklar
Isletim  sistemleri  varsayilan

Tiim kullanicr bilgisayarlari
DMZ de bulunan sunucu
bilgisavarlar

ayardadir. Uzerlerinde herhangi
bir  giivenlik sikilastirmasi
yapilmamistir.

FTP servisi agiktir. Web sunucusu

igerik  giivenligi  yazhminin | E-posta sunucusu ve giivenlik
olmamas: duvar
DONANIM ACIKLIKLARI
Acikhik Acikh@in bulundugu varhklar
Tiim kullanicr bilgisayarlari
BIOS sifresi yoktur. DMZ’de bulunan sunucu
bilgisayarlar
Diisiik donamim ézellikleri E-posta sunucu, Hub
DMZ’de bulunan sunucu
Ozel bir sistem odasi yoktur. bilgisavarlar, giivenlik duvar,
yonlendirici
TABLO VI

GUVENLIK ACIKLIKLARINDAN DOGAN TEHDITLER

YAZILIM ACIKLIKLARINDAN DOGAN TEHDITLER

Tehdit Kullandi@n Ag¢ikhik | Etkilenen varhik(lar)
Kurumun prestiji,
Igerik giivenligi ve Kullamier ve kurum
2 anti-viriis verileri, e-posta
Viriisler pose
yaziliminin sunucusunun igletim
olmamasi sistemi ve fizerinde

¢ahsan yazilim

Internetten yapilan
hacker
saldirilarindan
erken haberdar

Saldir tespit
sisteminin
olmamasi

Kurumun prestiji,
Web sunucularinmn
isletim sistemleri ve
tizerinde galigan
vazilimlar

DONANIM ACIKLIKLARINDAN DOGAN TEHDITLER

Kullandi@ Acikhk

Etkilenen varhik(lar)

Ozel bir sistem
odasinin olmamasi

DMZ bilgesindeki
sunucu bilgisayarlar,
giivenlik duvar,
vinlendirici, hub

TABLO IV olamamak
VARLIKLARA DEGER ATANMASI ORNEGI
SUNUCULAR Tehdit
Tipi Degeri
Toz, g
E-posta Sunucusu 4 .5:;1 ;fg:"i::;il
DNS Sunucusu 4 faktérler
Bildiriler Kitabi
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4. Adim: Belirlenen tehditlere olasihk ve etki degerleri
atamir. Tehdidin olma ihtimali i¢in ornek bir skala Tablo
VII'de gosterilmektedir.

5. Adim: Risk hesaplama islemi yapilir. Burada dikkat
edilmesi gereken nokta; risklerin hesaplanmasinda kullanilan
usullerde “yanhs” veya “dogru” usul bulunmadigidir. Ornek
bir risk puanlamasi Tablo XI'de gosterilmektedir.

- TABLOVIL
TEHDIDIN OLMA IHTIMALI ICIN ORNEK SKALA TABLO XI
RISK PUANLAMASI
: d"i’fjb“m o) | Otmastimkin dahilinde degil ?'I:E??il:g'.:::’" e e ;i;:: oL :é;::dkdi
Cok Diigtik(1) Bes senelik bir siirede iki veya ii¢ kere olabilir 1:12?:1;1& n Yok Yok Yok Yok Yok Yok
Diisiik(2) Senede veya daha kisa bir siirede bir kere olabilir ok Dilgik(1) | Yok Disik | Digik Diisik Orta Orta
Orta(3) Alti ayda veya daha kisa bir siirede bir kere olabilir Dilsiik(2) Yok Diisik | Orta Orta Yiksek | Yilksek
Yiiksek(4) Ayda veya daha kisa bir siirede bir kere olabilir Orta(3) Yok Diigiik | Orta Yiiksek
Cok Yiiksek(5) | Ayda veya daha kisa bir siirede birgok kere olabilir Yitksek(4) Yok Orta Yiksek Yitksek
‘;‘fl‘;::;‘("gf Giinde birgok kere olabilir. ‘;:: ::Tfsi Yok Ora | Yaksek
Yiiksek(6) Yok Orta Yiiksek
TABLO VIII .
TEHDIDIN OLMA IHTIMALI DEGER ATAMASI ORNEGiI  Mutlak Risk =Tehdidin Olma Ihtimali* Tehdidin Mutlak Etkisi
Tehdit Olma ihtimali Gergek Risk Degeri=Yeni Mutlak Risk Puan1 * Varlik Degeri
Viriisler 5

Internetten yapilan hacker saldirilan

3
Bilgisayarlara yetkisiz erisim 5
2

Dinleme(sniffing) yapilmasi

Belirlenen tehditlerin mutlak etki degerlerinin belirlenmesi
i¢in 6rnek bir skala Tablo IX da gosterilmektedir.

TABLO IX
TEHDIDIN MUTLAK ETKISI iCIN ORNEK SKALA

Onemsiz(0) Tehdidin varlik tizerinde hig etkisi yoktur.

Tehdidin varhk {zerinde kiigiik etkisi olur.
Varligl tamir etmeye veya yeniden Kkonfigiire
etmeye gerek yoktur.

Tehdidin etkisi kiigiik olmasina ragmen somut bir
zarar1 olabilir. Hasarin giderilmesi ve oOnlem
alinmasi igin bir takim harcamalar olabilir.
Varhgin  ya da sistemin sahiplerine ve
yéneticilerine kitii iin kazandirabilir ve kaynakta
dnemli zararlar olur. Hasarin giderilmesi ve
onlem alinmasi i¢in  dnemli  harcamalar
gerekebilir.

Varliga biiyilk olgiide zarar verir ve kurumun
kendisi zarardan etkilenebilir. Zarar gbren
sistemde biiyiik &lgtide yeniden yapilandirma
gerekmektedir.

Varhi@in siiresiz olarak islem yapamamasina yol
agar. Sistemin tamamen bastan dizayn edilmesini
ve yapilandirmasim gerektirir.

Kiigiik(1)

Onemli(2)

Zarar verici(3)

Ciddi(4)

Cok ciddi(5)

TABLO X
TEHDIDIN MUTLAK ETKISI DEGER ATAMASI ORNEGI
Tehdit Mutlak Etki Degeri
Virtisler 5

Internetten yapilan hacker saldirilari

5
Bilgisayarlara yetkisiz erisim 3
Dinleme(sniffing) yapiimasi 4

Bildiriler Kitabi

TABLO XII
RISK HESAPLAMA TABLOSU
Etkiledigi Gergek
: Olma Mutlak Mutlak £
Tonei intimali | Etkisi | Risk YATNE Bl

Degeri Degeri
Viriisler 5 5 25 4 100
Internetten
vapilan =
hickes 3 5 15 5 75
saldirilan
Jetkasiz 5 3 s 3 45
erisim

6. Adim: Risk yonetimi yapihr. Risk yonetiminde ilk olarak,
sistemde var olan riskler, en kritik riskten en diisiik riske
dogru siralanmahdir. Daha sonra, bulunmus olan taban risk
degerinin yanina taginabilir risk degeri eklenmelidir.

Tasinabilir (istenen) risk degeri, kurumun belli bir varhk
icin, ongordiigii ve kabul ettigi risk miktaridir. Tasmabilir risk
seviyesine, kurum c¢alisanlart ve yonetimi ile konusulduktan
sonra karar verilmelidir.

Tasinabilir risk seviyesinin belirlenmesi, risk ytnetiminin
¢ekirdegini olusturur. Ciinkii gercek risk seviyesinden,
tagimabilir risk seviyesinin ¢ikarilmasi ile bulunan deger, karsi
onlemin alinma 6nceligini belirler.(Tablo XIII)

TABLO XIII )
KARSI ONLEM ALINMA ONCELIKLERI
Gergek Istenen Kars: dnlem
Tehdit Risk Risk = iy
Degieri Degeri alinma dnceligi
Internetten yapilan
hacker saldirilan L 30 4
Viriisler 100 60 40
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Kars1 6nlemler tablosu olusturulur.(Tablo XIV)

Karsi
No Tehdit iinlem Kullandia Etkilenen Varhk Karsi Onlem
i Acikhik
Oneelik
niernet Kurumun prestiji, . ;
I Varsayilan 4 prestt) Giivenlik
ten A Web sunuculannn 2
igletim iy - duvar igin
1 yapilan 45 : . igletim sistemleri ve S
i sistemi 2 ayn bir
hacker fizerinde galisan 2
ayarlan S igletmen
saldins - y
otk Kurumun prestiji
giivenligi , P i it Anti-virdis,
Kullanicr ve kurum ol
yazhmimn GeRTeR B aoRta igerik
2 Virtisler 40 olmamasi, SHEt, PO giivenligi
g sunucusunun igletim
anti-virils 3 : A vazthmlarinin
; sistemi ve Qzerinde H
vazilimmn kullanimas
2 gahsan yamhm

Bu risk yonetimi siirecinin sonunda karst onlemler ve
maliyetleri tablosu olusturulur.(Tablo XV)

TABLO XV
KARSI ONLEMLER VE MALIYETLERI
Tehdit No | Karsi Onlem Maliyet
1 Yeni isletmen alinmasi 300008 (yillik)
1 Isletmen egitimleri 20008 (yillik)
2 Anti-viriis yazihmi 1000%
2 igerik giivenligi yazilimi 15008

7. Adwm: Tekrar risk analizi ve yonetimi yapihr. Karsi
dnlemler alindiktan sonra ikinei bir risk analizi yapilmahdir.
Boylece, alinan giivenlik énlemleri sonucunda, sistemde kalan
risk miktari (residual risk) bulunmalidir, Kalan risk miktarinin,
taginabilir risk miktar1 ile aym ya da tasmabilir risk
miktarindan diisiik olmasi gerekmektedir.

11I. SONUCLAR VE DEGERLENDIRME

Bilisim sistemlerinin ve bu sistemler tarafindan islenen
bilgilerin  giivenliginin  saglanmasi ancak tiim kurum
¢ahisanlarimin  kolektif ¢abasi ile miimkiindiir. Kurumsal
giivenlik politikasinin belirlenmesi ve bu dogrultuda yonetsel
ve teknik denetimlerin yerlestirilmesi ve tim kurum
calhisanlarinin diizenli ve kesintisiz egitiminin saglanmasi
biligim giivenliginin saglanmasi i¢in en iyi yaklasim olacaktir.

Bu ¢alismada bilisim giivenliginin saglanmasi i¢in kurumun
korumasi gereken bilgiler {izerindeki risklerin analizi bu
risklerin giderilmesi veya azaltilmasi igin Onerilen risk
yonetimi metotlar1 6zetlenmistir. Unutulmamahdir ki, bilisim
giivenligi  hi¢ bitmeyen bir siirectir ve bu giivenligin
saglanmasma yonelik cabalar siirekli iyilestirmelerle giincel
tutulmasi gereken faaliyetlerdir.
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Modeling and Software Implementation of NN-
Based AES Cryptosystem

Siddeeq. Y. Ameen, and Ali H. Mahdi

Abstract— The paper presents the design of Neural Network
NN based encryption and decryption processes that adopts
symmetric key cipher as a target. The target from the network
has been selected to match the output of the Advanced
Encryption Standard AES that adopts the Rijndael algorithm.
Levenberg—Marquardt algorithm has been used to ftrain the
network because of its low cost and high speed. The final weights
of the neural network represent the final key that can be used for
encryption and decryption processes.

The proposed NN design has been simulated using Matlab
ver.7. Simulation results show the closeness of the results
achieved by the proposed NN-based AES cryptosystem with that
of the normal AES.

Standard, Neural
Levenberg-Marquardt  algorithm,

Index Terms—Advanced Encryption
Networks Cryptosystem,
Symmetric Block Ciphers.

[. INTRODUCTION

S electronic communications spread to every area of
modern life, cryptography has become an essential
component to control the authenticity, integrity,
confidentiality and non-repudiability of private data that flows
through public networks. With increasing performance,
requirements and improvements in technology, better-adapted
ciphers are making their apparition to replace aging
algorithms that have proven to be too weak or too slow for the
current applications [1]. Block ciphers are mostly based on
the idea by Shannon, that sequential application of confusion
and diffusion that obscure redundancies in the plaintext.
Confusion involves substitutions to conceal redundancies, and
statistical patterns in the plaintext, and diffusion involves
transformations (or permutations), to dissipate the redundancy
of the plaintext, by spreading it out over the ciphertext. DES
and Rijndael are examples of algorithms based on this idea
[2].
AES (Advanced Encryption Standard) is an iterated block
cipher which was selected by NIST as an international
standard, and replaced DES. It is now the most widely
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deployed block cipher in both software and hardware
applications. Rijndael is an iterated block cipher, the
encryption or decryption of a block of data is accomplished by
the iteration of a specific transformation which is called (a
round function). The number of round Nr depends on the
block length and key length. If the key length is 256 bits, there
are 14 rounds, if key length is 192 bits, there are 12 rounds,
and in another case there are 10 rounds. The algorithm
consists of an initial round (Add Round Key), and Nr standard
rounds. The first Nr-1 rounds are similar and they consist of
four transformations, called: Byte Sub (Substitution Bytes),
Shift Row (Shift Rows), Mix Column (Multiply Columns) and
Add Round Key (XORed by key). The last round has only the
transformations Byte Sub, Shift Row and Add Round Key
Further details about these rounds and operation were found
elsewhere [1].

The three standardized versions of AES are called AES-
128, AES-192, and AES-256 differ from each other in the key
length (128, 192, and 256 bits) and the number of rounds (10,
12, and 14). Their data encryption rounds are all the same, but
the details of the key schedule (which turns the given key into
a sequence of subkeys for the various encryption rounds) are
slightly different since different amounts of key material are
available and required in the three variants [3]. Their security
was thoroughly analyzed by the NSA [4]. However, recently,
there are some sorts of attacks that have been proven to be
effective on the AES [5]. Thus the paper attempts to do some
modification to stand against such sort of attacks by
employing nonlinear neural network in the design and
implementation of the AES.

Artificial neural networks (ANNs) are models of intelligent
systems that consist of large numbers of simple processing
units that collectively are able to perform very complex
pattern matching tasks. These mathematical neural networks
are designed to simulate biological neural networks that exist
in the human brain. Neural networks are used for
classification and function approximation/mapping problems
which are tolerant of some imprecision, which have lots of
training data available, but to which hard and fast rules cannot
easily be applied [6]. The idea of Artificial Neural Network
(ANN) came from the desire to produce a system that are
capable to sophisticated computations in the same way that the
human brain performs so that it can give that same
understanding of problem as human brain.

The modification proposed by the paper is to achieve the
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AES (implementation of Rijndael algorithm) cryptosystem
using ANN. This approach is less complex in design than the
normal AES more nonlinear in operation. The nonlinear
neural network must be reversible that can make
encryption/decryption process on plaintext/ciphertext with
high performance and very low error rate. This will consider
the architectural design of the ANN, the modification of ANN
on software, testing the results of simulation, in order to
provide NN-based AES. Further investigations are on the
points of the significant effect on the implementation of NN,
by keeping the internal structure of the NN components in
mind, while making the design.

II. LEVENBERG-MARQUARDT ALGORITHM (LMA)

Levenberg-Marquardt Algorithm (LMA) is an advanced
non-linear optimization algorithm. It can be used to train the
weights in a neural network just as Back Propagation
Algorithm would be. It is reputably the fastest algorithm
available for such training. LMA had been introduced to feed-
forward networks for a number of years. The primary
objective of this learning algorithm of multi-layer feedforward
networks is based on gradient descent which is usually slow
and the convergence is of linear order. In addition, the speed
usually depends on some parameters, for example, the step
size. Alternatively, various second order learning methods had
been proposed. Among these second order methods, LMA
method, a modification to the Gauss-Newton method, is one
of the popular and the effective methods. One characteristic of
this method is that it incorporates an extra term to stabilize the
system and to deal with the small residual problems in the
learning [7].

LMA is based on nonlinear optimization technique by
minimizing the sum of squares of errors (SSE). The LMA
represents a simplified version of Newton’s method applied to
the problem of training Multi Layer Perceptron NNs. The
LMA is often superior to other training algorithms in off-line
application. This motivates the proposal of using the algorithm
to train the NN. Furthermore, LMA represents a simple
heuristic strategy to increase the convergence speed of the
back propagation algorithm with a batch update [7].

Consider the numerical optimization algorithm problem
of finding a vector that minimizes a given energy function
E(w): R™ >R’

According to Newton’s method, an iterative procedure that
will accomplish this minimization task can be formulated as
follows [7]:

1) Initialize the components of the vector W € R™ to

some random values.

2) Update the vector w according to

wik + i) = w(k) - H'x gk (1

H;;t e RVN

where matrix represents the inverse of the
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Nxl
Hessian matrix. The vector 8k € R
of the energy function, computed as [7]

g= dE(w) oE(w) dE(w) i
ow, ow, ow,,
and evaluated at the point w = w(k). If the number of patterns
is finite, the energy function can be written as [7]
1€ 3
E(w) = -;Z{dq o T W (A (3)

- ‘f'—l
where Q is the total number of training patterns, w represents
the vector containing all the weights in the network, d, is the

represents the gradient

(2)

=i03)
desired output, and ** ¢ is the actual network output due to
the grh training pattern. The energy function can be found by

1715

wik + 1) = w(k )-H' ¢ gk 4)
where
H, = VEW) ik 5)
and
:V J ;
g.k E( l"’ﬂu:nm\] (6)
By defining P = n;0, the energy function will be;
P r
w1 a2 1 2
E(u-}zgzu,, X)) “E;e" (7)

< p=
The gradient of the energy function in (6) can be computed
as [7]
g = ')’ Tep (8]

PxN | ¥ .
where / € R is the Jacobian matrix.
In the computation of the Hessian matrix, k; element of the
Hessian matrix can be expressed as [7]

5 27 E(w de de,
V'E[“’}|p.; _ G E(w) :z[ 2%r Lo

ow, ow, ow, 0w,

= ] ©)

W oW
i oW, OW,

=l
Using the expression for the Jacobian matrix, the Hessian
can be expressed as [7]
VE(w)=J"J+8S (10)

. NxN . .
where the matrix S€R ™ is the matrix of second-order
derivatives given by [7]

Fa
5=V,
pel

When approaching the minimum of the energy function,
the elements of the matrix S become small, and the Hessian
can be closely approximated by [7]

H=J"J (12)
Substituting (8) and (12) into the expression for Newton’s
method given in (5), we obtain [7]:

wik +1)=(wk)-[J," J,17"J, e, (13)
where the subscript k indicates the evaluation of the
appropriate matrices at w = w(k). One problem with the
iterative update given in (13) is that it requires the inversion of
the matrix H# = J'J, which may be ill conditioned or even

(1
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singular. This problem can be easily resolved by the following
modification to (13) [7]

Hx~J"J+ul (14)

where x is a small number and /€ R YVis the identity
matrix. Substituting (14) into (13) results in the Levenberg-
Marquardt algorithm for updating the network weights.
w(k+1)=(w(k)-[J, I, 1S, e,
=wik)-[u 1), e = w(k}%.fqu
k
For a small value of g in (15), Levenberg-Marquardt
algorithm approaches Newton’s algorithm. However, when
the value of g is increased, the second term inside the square
brackets in (15) becomes dominant. Defining o, = 1/ 4 and
using (7), the update equation becomes [7]
wk+1)=w(k)—a,g, (16)
This is the steepest decent gradient method. The magnitude of
learning rate must be changed according to the error
produced.
The algorithm can be summarized as follows [7]:

1. If the error function over the entire training set has
decreased, increase the learning rate (1) by
multiplying it by a number 1_increment.

2. If the error function has increased more than previous
error, decrease the learning rate (1) by multiplying it
by a number 11_decrement.

(15)

III. DESIGN OF NONLINEAR NN-BASED AES CRYPTOSYSTEM

The idea in this section is to design a non-linear reversible
NN that can make encryption/decryption process on
plaintext/ciphertext with high performance and very low error
rate. The cryptographic algorithm which must be implemented
by the neural network is the Rijndael algorithm. ANN
provides a useful way of controlling non-linear systems. The
purpose of nonlinearity is to reduce the cracking ability on the
system by using nonlinear activation function, and also
nonlinear approximation property of the network makes it
more useful for practical applications.

Multi Layer Perceptron (MLP) MLP is the most the most
popular type of feed-forward NN, and the interesting property
of it is its ability to emulate any input/output relationship [8].
The MLP designed here as a Batch training (Block —
Adaptive) is a frequency update because it updates the
weights after the entire block of training data is presented [8].
The block adaptation is more robust since the training step is
averaged over all the training patterns. The MLP takes the
following parameters:-

For the encryption process, the following settings can be
used:-

1. The input vector is the plaintext.

2. The target (desired output) from the neural network
will be the ciphertext of the AES.

3. The initial weights will be the key of the encryption
process.

4. The non-linear activation function of each neuron
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will be (log sigmoid) that gives an output between (0-
1).
For the decryption process, the following settings can be
used:-

1) The input vector is the ciphertext.

2) The target (desired output) from the neural network
will be the plaintext.

3) The initial weights will be the key of the decryption
process.

4) The non-linear function of each neuron will be
(sigmoid) that gives an output between (0-1).

The input and output can be scaled by a factor to as to be
compatible with the activation function. For creating a
successful NN, there are few tips to increase the likelihood of
succeeding [9]:-

1)  When the network design is too large for system that
it implements, the network will “memorize” the
training data, rather than “learn™ from it. This will
lead to a poor data performance for the testing data.

2) When initial weights are assigned to the network
before training, randomize them with values between
-1 and 1. This will usually result in faster
convergence of the network.

3) A perfect error is ideal, it is not practical. In practical
situations, strive for an acceptable error.

The designed NN-based cryptosystem must work for
both encryption and decryption processes so as to achieve a
symmetric system. Fig. 1 shows the proposed encryption
process. The parameters used in the process are:

1) The plaintext (the original text) represents the input
vector to the NN.

2) The ciphertext which represents the target vector
(desired output) of the NN.

3) The cipher key which represents initial weights of the
NN.

NN Key = Initial
weights vector Comp.
elements) Output
e/

Fig. 1. Training operation for encryption process.

Adjust
weights

The decryption process is as shown in Fig. 2. The
parameters used in the process are:
1. The ciphertext which represents the input vector to
the NN.
2. The plaintext which represents the target of the NN.
3. The cipher key which represents the initial weights of
the NN.
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NN Key = Initial
weights vector Plaintext |
elements)
AR

Adjust
weights

LMA
Fig. 2. Training operation for decryption process.

For the NN based cryptosystem to pass, two phases need to
be verified, training and operation phases, as follows;

In the training phase, the plant (Rijndael algorithm)
produces a ciphertext from specific input plaintext. The NN
takes the input text as an input and the output text of the plant
as the target output, and trains itself with the target output.
After 5 tol0 iterations (according to the key used) with a
group of plaintexts, but with the same initial weights (the
key). The neural model structure is called “series-parallel
model” where the plant (Rijndael algorithm) affects the
dynamic behavior of the neural model [9].

The operation phase will be the feed-forward multi-layer
NN with the final weights used to produce the output of
encryption/ decryption processes. This phase will continue
produces plaintext/ ciphertext until new key will used in the
system, where NN will need to train it-self with the new key.

In the encryption and decryption processes, nonlinear
activation function was used for each neuron which is the
hyperbolic tangent (fan/h). The property of Sigmoid produces
an output in range of (-1 to 1). The data that are used in the
AES are in range of (0-255). So, to make the NN working
properly with the AES data (plaintext, ciphertext, cipher key)
in presence of the Sigmoid activation function, there is a need
to make the data in range of (0-1). This is achieved by using
scaling factor (1/256) so as to be compatible with the output
of activation function. The scaling factor can be used at the
output of each neuron to re-change the output range back in
(0-255).

IV. SYSTEM IMPLEMENTATION AND EVALUATION

In this paper and for simplicity only a 128-bit key length
version of AES was considered for investigation. The AES
uses a data block of length 128 bits for both of
encryption/decryption process. Thus, the NN will use the data
in bytes form, so each of the input and the output will be 16-
bytes. The NN must have at least one hidden layer of 16
neurons so to achieve the input key length of 16 bytes.

The NN used in the training processes has a topology of
[16-16-16-1]. It takes a vector of 16 bytes as an input and
produces 16 bytes vector as a trained text. The weights of each
layer are the key (16 bytes) vector. In this NN, the encryption
process will not produce the desired text, because the
minimum gradient will be reached without reaching the goal
performance. Figs. 3 and 4 show the training with each of
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encryption and decryption processes with 16 bytes input NN.

> Performance is 0.0252568, Goal is 1e-030
1

1w0*

1w L

10"

Traning Blue GoakBlack

= — e . ery ¥ ——
o 20 a0 B0 &0 100 120 140
144 Epochs

Fig. 4. Training of encryption process with 16 bytes input

Performance is 8.38165e-031, Goal is 1e-030

Tramng-Bhoe GoakBlack

o 20 40 60 B0 100 120
121 Epochs

Fig. 5. Training of decryption process with 16 bytes input

Operation phase test shows that the output text on NN-
Based AES in both encryption and decryption processes were
not identical to that of the of encryption and decryption
process of the normal AES.

One of the main solutions to this problem is to reduce the
input and target vectors of the NN. This solution will tend to
reduce the training time and to meet the goal performance.
The idea of reduction is to make more than one NN operate in
parallel. Each NN will operate with part of input and target
vectors, but with all of weight vector to achieve the normal
AES operation,

The NN-based AES has been tested by building three
NNs, each one has input and output vectors from the
following:

1) 16 bytes input and output vectors.

2) 8 bytes input and output vectors.
3) 4 bytes input and output vectors.

Each of these NNs had been tested with three plaintext
vectors, three ciphertext vectors, and three key vectors. Each
of these had length of 16 bytes. Figs. 5 and 6 show
differences between the encryption and decryption processes
for the three NNs. The idea of training NN for more than one
data block (one block of data per iteration) is to train the
weights of the NN for all (plaintext block/ ciphertext block)
pairs so as to reduce the output bit error. This attempt will
ensure that the NN will be trained with all the possibilities of
input/target patterns which tend to train the weights with all
these possibilities to get the final weights that represent the
final keys for encryption and decryption processes. The
increasing of iterations for each NN shows a reduction in bit
error for all NNs. Fig. 5. shows the error bits at encryption
process. The error bits range of 16 inputs NN are (33 - 40),
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and (22 — 28) for 8 inputs NN, these because the minimum
gradient has been reached without meet the goal performance
(which is 107" between the input and the desired output). The
minimum reduction in the error bit is in the 4 input NN (6 —
10).

The decryption process shown in Fig. 6 has lower error
bits rate than that in encryption process, for the three NNs,
because the ciphertext produced by the NN in the encryption
process will pass through the same NN topology with the
same initial weights (key). Thus the NN will be trained
without reaching the minimum or maximum gradient.

60
) \-/\;_
40
Error \
30
? N

1 2 3 4 5 6 7T 8 9 10

Iteratio

—e—4 Nm/Layer
—=— 8 Nrn/Layer
+— 16 Nrn/Layer

Fig. 5. Error bits/iteration for the three NN in the encryption
process.

—— 4 Nm/Layer
#— 8 Nm/Layer
—a— 16 Nm/Layer

Error bit

1 2 3 4 5 6 7 8 9 10
Iteration

Fig. 6. Error bits/iteration for the three NN in the decryption
process.

Several NN topologies have been tried and it has been
found that the NN with topology [4-16-16-1] is the best one of
these NNs. Each of encryption and decryption processes must
have 4 NNs, from the chosen NNs; operated in parallel to
achieve the AES with 16 bytes plaintext, ciphertext
cryptosystem. The NN cryptosystem consists of 4 NN layers
work in parallel. Each of the NN layer takes input vector of 4
bytes. The topology of the desired NN in the
encryption/decryption process is as follows:-

1) Layer 1 with 4 neurons, where each neuron receives
I byte from the input vector (plaintext/ciphertext).

2) Layer 2 with 16 neurons that each neuron is a
weighted sum of all the 8 neurons in the 1 layer.

3) Laver 3 with 16 neurons that each neuron is a
weighted sum of all the 8 neurons in the 2™ layer.

4) Layer 4 (output layer) with 1 neuron that is a
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weighted sum of all the 8 neurons in the 3" layer.
The initial weights of the NN are the key for the
encryption/decryption process. Thus the 16 bytes key in the
NN were taken in the following way:

1) 4x1 matrix (represents the 4 bytes from the key
according to the 4 bytes positions of input vector) to
be the initial weights from input to layer 1.

2) 16x4 matrix (represents 16 bytes from the key and
repeated 4 times) to be the initial weights from layer
1 to layer 2.

3) 16x16 matrix (represents the same 16 bytes in the
layer I, but repeated 16 times) to be the initial
weights from layer2 to 3.

4) 1x16 matrix (represents the same in layer 1 from
input, but transposed) to be initial weights from
layer 3 to output layer.

The equation of the output of this NN is as follows:

16 16 16

16 4 4
output = tanh(Zu'“ -lanh{ZZu‘,i vlanh(z w, vlanh(z wy, -input))))
b=l 1 i=1

k=l jml ol “7)
where; output: plaintext/ciphertext (according to the
process), w is the symmetric key. The tangent sigmoid transfer
functions in the hidden layers compress an infinite input range
into a finite output range. Sigmoid functions are characterized
by the fact that their slope must approach zero as the input
gets large. This causes a problem when using steepest descent
to train a multilayer network with sigmoid functions, since the
gradient can have a very small magnitude; and therefore,
cause small changes in the weights and biases, even though
the weights and biases are far from their optimal [8]. The
learning algorithm suitable in this design is the LMA. This
algorithm was designed to approach second-order training
speed without having to compute the Hessian matrix.

The training parameters for LMA are n-inc, n-dec. The
n is multiplied by n - dec whenever the performance function
is reduced by a step. It is multiplied by -1 inc whenever a step
would increase the performance function. If n becomes larger
than -n max, the algorithm is stopped. The parameter
mem_reduc is used to control the amount of memory used by
the algorithm [10].

The chosen NN has been trained with different initial
weights (keys) to check the wvalidity of the proposed
cryptosystem. The same evaluation was carried out through
the comparison of the proposed NN-AES with the AES as
shown in Fig. 7. In Fig. 7., the x axis represents the input 16
bytes whereas the y axis represents the output byte value (0-
255) in the encryption or decryption process.

From the results of the execution, it’s shown that some of
the differences in the bits between the AES and NN
cryptosystem. These error bits are reduced after a number of
iterations, where the NN has been trained on all of the data
that can be used in this cryptosystem.
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a - encryption process
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Fig. 7. Normal AES and NN-AES comparison (encryption
and decryption) with different key.

V. CONCLUSIONS

The design NN-based cryptosystem is a good idea of
building very complicated cryptosystem, where the crypto
analyst or the cracker not just need the topology of the NN
and the key to crack the system, but also need to know the
number of adaptive iterations and the final weights for the
encryption and decryption systems. Applying higher numbers
of plaintext/ ciphertext to the NN-based cryptosystem so as to
make the error rate as minimum as possible (which must be
match O error).

The paper has shown that it is possible to implement such
powerful security algorithm such as AES with the use of NN.
This will ensure that the required confusion and diffusion
have been achieved in the ciphertext of the NN-based AES
cryptosystem.

Finally, extra works now under investigation to implement
the system with the FPGA devices with more investigation the
confusion and diffusion achieved by NN-based AES.
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Hash-based Authentication Key Generation for
Smart Card Technology

Gorkem Saygili

Abstract—Smart Card technology, as a commonly used
mechanism in a wide range of applications, inevitably becomes
the target of attackers. Usually the aim of the attackers is
to break the unique password of a smart card, as well as
breaking the master key used to generate the keys of each
individual smart card. The effect of a broken master key is
catastrophic, because the authentication password (session
key) generation algorithm is based on ciphers such as DES and
with the enough knowledge on algorithm of the cipher, Initial
Vector (IV) and card ID, the attacker can break any of the
smart card’s authentication passwords generated with this
broken master key. The lengths of these master keys do not
exceed 8 bytes which seems insecure with today’s high
computational power. In this study, we introduce a new
method to generate authentication password based on SHA-1
that can be used in many kinds of smart cards applications. In
this method, there is no limit for the length of the master key
(the hash coded data) which causes the attempts to break it
down infeasible. Besides, this method allows us to generate
different authentication passwords for every data sector of the
smart card.

Index Terms— smart card, authentication password, key
generation, SHA-1.

[. INTRODUCTION

he smart card technology has been widely used in a

wide range of applications in daily life such as credit
cards, highway contactless smart card toll collection
System (ETC), mobile phone SIM cards and even ID cards
in some countries, which makes the security of these
systems crucial [7]. The wide range of usage causes smart
cards to store different kinds of information, ranging from
bank account information to telephone numbers and
addresses. The common usage of smart cards comes with a
price of being at the target of attackers. Therefore, the data
of the smart card should be protected with utmost security.
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Engineering, Kog University, Istanbul. e-mail: gsaygili@ku.edu.tr

Oznur Ozkasap is an associate professor at Department of Computer
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A smart card has an authentication password and this
password secures the read/write permissions of the data
stored in the memory. Commonly used memory is an
EEPROM consisting of rows (sectors) and columns of data
chunks that store different kinds of data [1]. Each card has
an Arithmetic Logic Unit (ALU) for simple operations such
as incrementing or decrementing a data in one of those
chunks or copying it to another chunk. The physical
structure of the card will be discussed in the next section.

The authentication password generation is based on DES
algorithm in many applications such as 1D cards that are
used in companies and some countries [2]. Additionally
3DES is also used for applications such as credit cards
where more security is needed. If we consider ID cards that
have DES/3DES generated authentication passwords, every
sector would have the same password as others. Therefore,
the card has only one password that protects different kinds
of information in different sectors. Thus, breakdown of the
password causes all the information of the owner to be
captured by the attacker. Besides DES/3DES are
cryptographic ciphers which give attacker the chance of
decrypting the master key with the proper assumption of IV,
authentication key (A Key) and enough knowledge about
the cipher algorithm. DES is vulnerable to brute force
attacks with today’s computer technology and 3DES will
probably be vulnerable to such attacks in the near future
considering the increase of the processing power of the
computers. Since 3DES is an extension of DES for greater
security, our discussion will be based on DES.

In this study, we present a SHA-1 based authentication
password algorithm that supports the ability of assigning a
different authentication password to each and every sector
of a smart card. Additionally, this algorithm gives flexibility
for the length of the master key which makes the attacks to
break it infeasible and it is efficient in terms of using less
memory and taking less time [3]. Furthermore SHA-1, as a
result of being a hash function, is not reversible so it
increases the security of the master key.

This paper is organized as follows. In the next section,
we describe the structure of smart card we have used. In
Section II1, we describe DES algorithm, followed by SHA-1
description, our approach of key generation for smart cards,
and discussion in Section IV. Finally, we conclude the paper
in Section V.
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II. SMART CARD INFRASRUCTURE

A. Infrastructure of the Card

In this study, we preferred to utilize one of the most
common cards, namely MIFARE MF1ICS50 IC [I]. It can
be used in many different applications such as public
transportation, access control and event ticketing. It has an
operating frequency of 13.56 MHz which is suitable for
RFID applications and has an EEPROM memory of |
Kbytes. This memory has 16 sectors and 4 blocks which has
the storage of 16 bytes each. Figure 1 shows the general
structure of the MIFARE card. The wire that circulates
around the card is the antenna and the chip of the card can
be visualized also. The antenna is necessary for contact less
functioning. Figure 2 shows the block diagram of the
infrastructure of the chip. Digital Control Unit (DCU) and
EEPROM are the key units of the chip [4]. DCU lets all
memory operations to be encrypted after secure
authentication.

MiFare Card

Fig. 1. Mifare Card Structure

EEPROM

Digital

Control Unit

RF
Interface

Antenna
Fig. 2. Block Diagram of the chip
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B. Infrastructure of the EEPROM

Figure 3 represents the logical structure of the EEPROM
unit that can be described as follows:

The only readable chunk is the one located at sector 0
and column 0 (chunk(0,0)). This chunk contains the 4
digit 1D of the card and
producer.

The chunk
(column 3) contains key for
authentication permissions. All permissions (both read
and write) are granted to the users that know this key.

information of the

located at the end of each sector

authentication

Therefore, we only need to focus on authentication key
which is the first 6 bytes of the chunk.
The rest of the chunks are the data storage memories
that can store any information about the owner. For
example, if we consider the ID cards that are used in
some countries, chunk (0,1) may contain the name
and surname and chunk(l,1) may contain the driving
license number.
All the data stored in the EEPROM is protected with the
authentication password of the smart card. Therefore,
without the knowledge of key A, it is not feasible to read
and write data. On the other hand, with today’s technology
such as electron microscope, professionals find a way to
read the data directly from the hardware of EEPROM and
this type of attack is out of the scope of this paper [4-5].

Kart 1D is <4
stored \__/

0

3 Key A is stored

\V

Fig. 3. EEPROM logical structure
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[1I. DES ALGORITHM

Data Encryption Standard (DES) is a block cipher based on
symmetric-key algorithm which uses 56-bit key. It is well
known that DES with 56-bit key is insecure since it can be
broken with the help of high computational power and
knowledge of the general structure of DES algorithm [6].

The main focus here is on the vulnerability of DES on
smart card authentication password generation. It is
important to mention the importance of the authentication
password for the smart cards. Data on the EEPROM of the
smart card cannot be read or modified by any software or
hardware (except using physical methods) without the
knowledge of this authentication password. Therefore,
generation of authentication password has a significant
importance in smart card technology.

There are two stages in the authentication password
generation with DES algorithm, as illustrated in Figure 4.

1. In the first stage, the plaintext, that is the unique 1D of
the card and some part of the manufacturer information
is input to the DES algorithm with the master key of the
corporation. The output is 8 byte long cipher text which
cannot be wused as authentication key since
authentication key length must be 6 bytes.

2. In the second stage, the first and the last bytes of the
cipher text is discarded (most commonly), and as a
result key A is obtained with a length of 6 bytes. Since
the plaintext is unique, all cards are not expected to
have the same authentication password. However, since
there is a discarding operation, there should be a
number of cards that have the same authentication keys
with each other.

It is important to note that, there is only one
authentication key for every sector, which means if an
attacker somehow breaks the key A, all of the data that are
stored in different sectors can be easily observed. This is
one of the most significant weaknesses of this password
generation scheme.

IV. SHA-1 AND OUR APPROACH
A- Secure Hash Algorithm

SHA-1 is a commonly used and well established hash
function in SHA hash function family. When we consider
the significance of SHA-1 for the smart card technology, the
SHA-1 function takes a plaintext as input rather than a fixed
length master key to generate the hash code. This plaintext
corresponds to the master key with various lengths in our
algorithm. The output length of the hash function does not
vary with the length of the plaintext. It is fixed to 20 bytes.
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The hash code changes totally even a single bit of the
plaintext  changes, which results with  different
authentication keys for different smart cards if IDs of the
cards are included in the procedure of generating plaintext.
Additionally, this property would also let us to generate
different passwords for each sector of the smart card as the
sector numbers are included in the plaintext. However, there
is still a problem which is very similar to the problem with
DES algorithm. The cipher text is 20 bytes long but the
authentication key needs to be 6 bytes long. This problem
can be solved by taking any 6 bytes from hash code and
discarding the rest.

One of the most crucial weaknesses of SHA-1 algorithm
is the possible collisions [8] that may be found which means
there can be two plaintexts, M1, M2 such that:

Hash(M1) = Hash(M2)

Moreover, this can be successfully done for all n-bit
iterated hash functions with less than 2" amount of work [9].
However, the main goal of our algorithm is to secure the
original plaintext (master key). Hash functions are one way
(irreversible) so it is not possible to find the original plain
text (M1) via any methodology. Finding another text (M2)
that has an identical hash code with M1 would not let the
attacker to generate the authentication key of any other card
secured with the hash code of M.

1st Stape:
I aster Key(8 byta)

|—>

Plain TaxtilD of the
tard and
manufacture info}

——> SbytelongpreAley

2ndStage:
Bbytalongpradley = X —— — — — — X

ohytzlong Aley
Fig. 4. DES Methodology

B- Our methodology

This study proposes a new authentication key generation<
method by using SHA-1 hash function. The method consists
of the following steps:

Generate plaintext utilizing sector ID and unique ID of
the smart card. Master key is the same for all cards but
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unique [D varies, therefore plaintext is different for
each and every card. Also, sector ID causes the
passwords of each sector to be different for each smart
card.

»  Input the plaintext into SHA-1 hash function algorithm.

o Choose Oth, 2nd, 6th, 4th, 10th, 8th bytes of the hash
code with the given order to generate the authentication
password. Likewise, the order can be generated by
using the characteristics of the plaintext.

Figure 5 represents the block diagram of the proposed
algorithm. We have implemented this method on a
MIFARE smart card, and evaluated its performance through
test cases that efficiently assigned all the sectors of the
smart card with different authentication passwords. The user
interface of our hash-based authentication key generation
approach and each field’s description are given in Figure 6.
In general, our demonstration provides four techniques that
can be used to format the smart card as follows:

1. format the card with only one authentication key (mono
key SHA) so that all sectors would have the same
password, and do not use the unique ID of the card.

2. format the card with mono key but at this time using the
ID of'the card as the plaintext.

3. use different keys for every sector (multi key SHA) and
do not use the ID of the card in the plaintext.

4. the most secure case where both multi key is used and
card ID is included in the plaintext.

Plain Text:
Unique ID of
SHA-1
+ 20 byta
Card S_ector 10 HASH FUCTION ———> long
Master Key Hash
Cada
2abyte 223 6810
long
Hash |
Coda
& byt=long A
lay

Fig.5. Algorithm with SHA-1(Key A corresponds to
authentication key)
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the new passsword to

| S— — - |'1: sectors
[ Read J [ Wiite \J\ Choose a clunk to

operate

Data read from the
chunk

Show the details of the
operation

Fig.6. User interface of our implementation

C- Discussion
Advantages of our approach can be summarized as follows.

o All the sectors would have its own (unique)
authentication key with SHA-1 algorithm, since it is a
known fact that different information is stored in
different sectors, this provides extra security against
attackers.

o The master key can be initialized to a much larger size
than the master key size of DES. Besides, SHA-1 is
computationally more efficient than DES.

« It is infeasible to use the hash code to find the plaintext
because SHA-1 is not reversible unlike DES.

» The authentication procedure is applicable for
contactless (RFID) functioning of the card.

The only disadvantage is choosing 6 bytes out of 20
bytes of the hash code to generate authentication key. This
may increase the matching rates of different plaintext with
the same authentication key.
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V. CONCLUSION

Since the smart card technology has vital importance in
today’s daily life, security of these cards is a very crucial
issue. In this study, we have introduced a new method to
generate authentication password for smart cards. The
method is based on SHA-1, and it allows generating
different authentication passwords for every data sector of
the smart card. When SHA-1 and DES are compared, using
SHA-1 for authentication password generation has
advantages over DES. The proposed method was
implemented on a MIFARE smart card, and successfully
worked through all test cases, in which all the sectors are
assigned with different authentication passwords.
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Kayith Elektronik Posta Sistemi ve Hizmetleri

Mustafa UNVER, Demet KABASAKAL, Yiiksel GUNAYDIN

Ozet— Bilgi ve iletisim teknolojilerindeki gelisim, her ge¢en giin
elektronik ortama olan bagimhhg arttirmaktadir. Kamu kurum
ve kuruluslary, sirketler ve vatandaslar arasindaki is ve islemler
biiyiik oranda elektronik ortamda gerceklesmeye baslanmstir. Bu
gelisme beraberinde giiven ve giivenlik problemlerini getirmistir
Bu sorunlarin ¢oziilmesi icin farkh yontemler gelistirilmektedir.
Ozellikle elektronik ortamda énemli bir arac¢ olarak kullanmilan
elektronik postanin giivenli ve hukuki degere sahip bir hizmet
olarak kullamcilara sunulmasimin bu problemlerin ¢oziimiine
biiyiik katka saglayacag diisiiniilmektedir. Bu hizmetlerden biri
de Kayith Elektronik Posta’dir.

Anahtar Kelimeler — Kayith
Elektronik Posta Hizmet Saglayici

Elektronik Posta, Kayith

I. GIRIS

URUMLAR, sirketler ve bireyler arasindaki iliskilerin

elektronik ortamda gergeklesme orami her gegen giin

artmaktadir. Bu iliskiler i¢in ¢ok énemli bir ihtiyag hatta
bir zorunluluk haline gelmeye baslayan unsur olarak giiven 6n
plana ¢ikmaktadir. 15.01.2004 tarihinde kabul edilen 5070
sayili Elektronik imza Kanunu ile giivenli elektronik imza
tammlannus elle atilan imza ile aym hukuki gegerlilige sahip
kilmmistir. Boylece iilkemizde giivenli elektronik imza ile
imzalanan elektronik ortamdaki bilgi ve belgelere hukuki
gecerlilik kazandinlmigtir. Ancak bu bilgi ve belgelerin,
taraflar arasinda giivenli ve hukuki gegerlilige sahip bir
sekilde paylasim saglanamamistir. Bu sorunun ¢oziilebilmesi
icin; elektronik hizmetleri kullanan ya da elektronik ortamdaki
bilgi ve belgelerini paylasan taraflarin, elektronik ortamda
islemleri  giivenli  bir  sekilde  gergeklestirmek  ve
muhataplariyla karsihikli giiveni saglamak i¢in uygun giivenlik
kontrollerine ve mekanizmalarina sahip olmasimin saglanmasi
gereklidir.

Kriptoloji, internet ortamindaki elektronik
mesajlagmalarda ve bu mesajlasmanin bir tiirii olan elektronik
posta hizmetinde; islemlerin  giivenligini, gondericinin

kimliginin dogrulanmasini, mesajin biitiinliigiinti, gizliligini ve
kaynagin inkar edilemezligini saglamayr garanti etmek igin
kullanilabilir. Bu hedefleri gergeklestirmek i¢in kriptolojiyi de
iceren ugtan uca ¢Oziim saglayan gesitli  metotlar
bulunmaktadir. Ancak ugtan uca kriptoloji yiiksek seviyede bir
giivenlik saglasa da baz1 dezavantajlart da mevcuttur.
Herseyden dénce kullanilacak olan bu teknolojinin kullanicilar
arasinda yaygin olarak kullanihiyor olmasi gerekmektedir. Bu
durum, her kullamcinin bir ¢ift simetrik anahtara ve bir
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sertifika otoritesi tarafindan onaylanmis ve o kullanicinin ag¢ik
anahtartyla iligkilendirilmis bir sertifikaya sahip olmas
ihtiyacim1 dogurmaktadir. Ayrica kullanicilarin bu teknolojiyi
kullanabilmek i¢in yeteri kadar teknik bilgiye sahip olmalari
da gerekmektedir [1].

Oysa uctan uca ¢oziimlerin getirdigi karmasikliktan
uzak ve dogrudan sunucular iizerinde calisan uygulamalar
aracith@iyla elektronik mesajlar1 sayisal olarak imzalayan,
mesajlarin kullameilar arasindaki iletimini giivenli baglantilar
tizerinden gerceklestiren baska bir teknoloji de Kayith
Elektronik Posta (KEP) sistemidir. KEP sistemi ve bilesenleri
Avrupa Telekomiinikasyon Standartlari Enstitiisii  (ETSI)
tarafindan 20 Kasim 2008 tarihinde yayimlanan “ETSI TS 102
640" numarah standart ile resmi olarak bir telekomiinikasyon
standardi olarak diizenlenmistir. KEP’de giiveni saglayan en
onemli iki bilesen giivenli elektronik imza ve zaman
damgasidir. KEP sistemini kullanan kullanicilar, sadece
etkilesimde bulunacag elektronik posta istemci programina
ihtiyag duymaktadir. Uygulama olduk¢a basittir ve ozel
kullanic1 becerilerine gereksinim duyulmamaktadir. Bu da
uygulamanin kullanicilar arasinda yayginlasmasini
kolaylastiran en 6nemli etkendir [2].

II. KEP NEDIR?

KEP hizmeti Kayith Elektronik Posta Hizmet
Saglayicilar (KEPHS) vasitasiyla verilen bir hizmettir. Bu
hizmeti vermek isteyen bir kurum, kurulus ya da sirketin yasal
olarak islevsel kabul edilebilmesi icin belirli diizenlemelere
uymasi, birgok uyumluluk ve birlikte ¢ahsabilirlik testinden
geemesi gereklidir. KEPHS’lerin sahip olmalar1 gereken
niteliklerin belirlenmesi, yetkilendirilmeleri, denetlenmeleri
cogunlukla  bilgi teknolojileri  alamindaki  diizenleyici
kuruluslarca yerine getirilmektedir.

KEP kullanicilarina, bilinen elektronik posta hizmetine
ilave olarak elektronik ortamda yapilan génderilerin;
v Kim tarafindan gonderildigi,
v Gonderimin ne zaman yapildigi,
v" Mesajin karsi tarafa ulagip ulasmadigi, ulagmissa ne
zaman ulastig,
v' Mesajin  alicis1  tarafindan  okunup okunmadigi,
okunmussa ne zaman okundugu,
gibi konularda hukuksal gecerlilige sahip kesin delil seti
olusturan bir sistemdir[3].

Sistemin kullanicisi olan gonderici, elektronik postanin
kendisi tarafindan gonderilmedigini, alict ise kendisine
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ulasmadigini iddia edememektedir. KEP sistemin de meydana
gelen biitiin islemlere iliskin tutulan olay kayitlari, elektronik
imza ile imzalandiklan i¢in hukuki gegerlilige sahiptirler. Bu
nedenle de herhangi bir anlasmazlik durumunda kesin delil
niteligindedirler. Ayrica ihtiyag duyulmasi halinde elektronik
postalara sistem aracihigi ile yeniden erisebilme imkdn da
vardir.

[1I. KEP SISTEMININ MANTIKSAL MODELI

KEP sisteminin en onemli iki bileseni giivenli
elektronik imza ve zaman damgasidir. Sistemde gonderimi
yapilan biitiin mesajlar ilgili kullanicinin giivenli elektronik
imzasiyla  imzalanmaktadir. KEPHS™nin  direttigi ~ delil
niteligindeki her olay kaydi KEPHS nin elektronik imzasiyla
imzalandiktan sonra zaman damgasi da eklenerek sistemde

KEP

KEP Hizmet

Z

Kull

i saglayici
A
KEP

Hizmet
Saglayici
B

KEP
Kullama

KONFERANSI

saklanmaktadir. Sistemdeki mesajlarin ve olay kayitlarinin
giivenli elektronik imza ila imzalanmasi bir zorunluluktur,
Ciinkii normal bir elektronik imza ile imzalanmis bir belgenin
hukuki gegerlilige sahip olmayacag bilinen bir husustur[4].

Sekil 1°de mantiksal modeli gosterilen KEP
sisteminin kullanicilart olan gonderici ve alicilar KEP sistemi
ile KEP kullanict arabirimi {izerinden, Standart Elektronik
Posta (SEP) kullanicilari ise SEP kullanici arabirimi iizerinden
haberlesmektedir. KEP kullanici arabirimi, kullanicinin
bilgisayarinda  kullandigi  elektronik  posta  istemci
uygulamasina (Microsoft Outlook, Mozilla Thunderbird vs.)
eklenmis bir yazilim pargas: olabilecegi gibi KEPHS nin
sisteminde c¢alisan ve kullanicimin  uzaktan eristigi  bir
uygulama da olabilmektedir[5].

-----------------------

......................

KEP
Kullama
Arabirimi

KEP Alict

Kullamia
Arabirimi (KEP Kullanicisi)

KEP
Kullama
Arabirimi

Alici

(KEP Kullanicisi)
Arabirimi

Sekil 1 : KEP sisteminin mantiksal modeli

KEP sistemini kullanmak isteyen kullanicilar
yetkilendirilmis olarak hizmet verecek olan KEPHS lerden
herhangi birini tercih ederek kendileri adina bir hesap
agtirmak zorundadirlar. Bu islemden sonra kullanicilar KEP
Kullanicr Arabirimi vasitasiyla KEP sistemine giivenli bir
oturum tizerinden baglanabilirler. Bu adimdan sonraki her
elektronik posta génderimi ve alimn KEPHS ile kurulan bu
giivenli oturum {izerinden gergeklesmektedir. Sistem SEP
ile entegre bir sekilde de ¢alisabilmektedir. Ancak SEP’in
kullanmilmasi halinde, sadece mesaj génderme / alma hizmeti
verilirken, KEP hizmetinde oldugu gibi belgeleri giivenli
elektronik imza ile imzalama, mesajin gonderildigine ve
alindigina dair olay kayitlarina iliskin delilleri olusturma
gibi hizmetler sunulamamaktadir. KEP sisteminin tuttugu
delil niteligindeki kayitlara ihtiyag duyulmas: halinde
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tiglincii  taraflarca  (mahkemeler, emniyet birimleri)

erisilebilme miimkiindiir.

KEP sistem mimarisi icin genel olarak benimsenen
yaklasima gére KEP hizmetinin sunumunda birlikte
calisabilirligin saglanabilmesi i¢in yetkilendirilmis birden
fazla KEPHS’nin bir denetleyici gozetiminde hizmet
vermesi  gerekmektedir  (Sekil  2). Bu durumda
kullanietlarin, herhangi bir KEPHS'ye hesap actirdiktan
sonra bir kimlik dogrulama mekanizmasi ile sisteme erisimi
saglanabilmektedir. Ayrica, gereken durumlarda KEP
sisteminden, KEP disinda SEP, fiziksel posta ve Kisa Mesaj
Hizmeti (Short Message Service - SMS) gibi diger iletisim
ortamlarina da bir ara yiiz sunulabilmektedir [6].
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Sekil 2 : KEP sistem bilesenleri

IV. KEPIiLEILGILI DIGER ULKELERDEKI
CALISMALAR

KEP’in,  kullanicilara ~ bir  hizmet  olarak
sunulabilmesi i¢in bu konudaki yasal diizenlemelerin de
yapilmis olmasi gerekir. Ulkemizde KEP konusunda
yapilmig  yasal  bir  diizenleme  hali  hazirda
bulunmamaktadir. Ancak Avrupa Birligi iiye iilkelerinde bu
hizmeti  tammlayan  ¢esitli  mevzuat  ¢alismalan
yapilmaktadir. ETSI tarafindan yapilan ¢alismalardan dnce
italya, Belgika, Fransa, isvec, ispanya gibi degisik iilkelerde
elektronik tebligati da igerecek sekilde iilkeden {ilkeye
farkhlik  gosteren, belirli  bir standart ¢ercevesinde
gelistirilmemis, KEP ile ilgili degisik projeler hayata
gecirilmistir.  italya, Belgika, Fransa gibi iilkelerde
KEPHS’lerin  isleyislerine iliskin  yasal diizenleme
yapilirken, Isve¢ ve Ispanya gibi iilkelerde ise herhangi bir
yasal diizenlemeye gerek duyulmamis KEPHS hizmeti
kamu idareleri tarafindan, noterlik fonksiyonunu da
icerecek sekilde sunulmaya baslanmistir [7].

ftalya’da 28 Ocak 2005 tarihinde KEP hizmetini
diizenleyen Kanun bakanlar kurulu tarafindan kabul
edilmistir. Konu ile ilgili ikincil diizenlemeler de yapilarak
hizmet verilebilir ortam olusturulmustur. 17 (Onyedi)
maddeden olusan KEP Kanunuyla KEP Sisteminin
gercevesi ¢izilmis, hizmeti vermek isteyen saglayicilarin
saglamasi gereken sartlar ve uymasi gereken kurallar
diizenlenmis, sistemin detaylarina iliskin diizenlemelerin ise
ikincil mevzuatla belirlenecegi belirtilmistir. italya’da
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ikincil diizenlemeler CNIPA (the National Centre for the
Informatics in the Public Administration- Kamu Ydnetimi
Ulusal Bilisim Merkezi) tarafindan yapilmistir. Ikincil
diizenlemeyle sistemin mimarisi, KEPHS’lerin teknik
olarak karsilamasi gereken kriterler, sistemin giivenliginin
saglanmasina yonelik yapilmasi gereken ¢alismalar, hizmeti
almak isteyen kullanicilarin yapmasi gerekenler gibi baslica
konular detayli bir sekilde diizenlenmistir. Su an igin
Italya’da hizmet veren 22 adet KEPHS vardir. italya’nin
KEP konusundaki ¢alismalari ayni zamanda taslak bir RFC
(Request For Command) standardi haline getirilmistir.

Italya’da konuyla ilgili ¢alismalarin  devam ettigi
bilinmektedir[8].
Fransa’da 2000/31/AB sayil e-Ticaret

Direktifinin[9] i¢ hukuka uyarlanabilmesi amaciyla 17
Haziran 2005 tarihli bir yasal diizenleme ile KEPHS ler i¢in
ozel bir yasa yapilmistir [10]. Ulkede KEP hizmeti, kamu
yararina bir kurulus olarak standardizasyon misyonu
yiiriiten ve standardizasyon, belgelendirme ve faaliyet
alanlari ile ilgili yaymn, egitim saglayan uluslararasi bir
kurulus olarak faaliyet gosteren AFNOR tarafindan
verilmektedir.

Fransa’da olusturulan modelde géze carpan temel
dzellik delil saglayicimin KEPHS den ayri bir birim olmasi
ve aym zamanda delil dogrulayict olarak da gorev
yapmasidir.  Olusturulan yapit SEP’ya bir ara yiiz
saglamamaktadir. Bu modelde hizmetin sunulmasi sirasinda
olusturulan mesajlar veya deliller sadece dogrulanmasi
talep edildiginde sunulmak {izere olusturulmaktadir. Ayrica
Fransa’daki mevzuata gére KEP kullanilarak olusturulan bu
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delil ve mesajlar, yasal olarak bir mahkemeye sunularak
degerlendirilebildikleri halde tek basina hukuki gegerlilik
ifade etmemektedirler [11].

Ispanya’da KEP hizmetlerini iki ayr1 kurum
vermektedir. Bunlardan birincisi Giivenli Bilisim Tebligat
Hizmetleri Sistemi, digeri ise adalet alanminda kullanilan
Lexnet isimli sistemi igletmektedir[12]. Her iki altyapi i¢in
ozel  yasal  diizenlemeler  yapilmis  olup,  yasal
diizenlemelerde, iletinin gonderilmesi, teblig edilen zaman
ve tarihi ve aynmi zamanda elektronik ortamda ginderilen
tebligatin delillendirilmesi hususlar1 yer almaktadir[13].

Chamber Sign Isveg, isve¢ Ticaret Odalar Birligine
bagh, kar amaci giitmeyen, Isve¢’te elektronik ortamda
KEP hizmeti veren bir kurulus olarak faalivet
gostermektedir. Burada oncekilerden farklhi olarak KEP
hizmeti, diger hizmetlerin yan sira, onlarla birlikte bir alt
hizmet olarak verilmektedir. Bu sistemde KEP’e iliskin
yasal diizenlemelerin Kamu fhale Kanunu iginde
diizenlendigi belirtilmektedir. Sistem daha ¢ok deniz asir
yapilan ihalelerde kullamlmakta ve Chamber Sign isveg,
giivenilir {iglincli taraf olarak e-postalara iliskin delilleri
toplamakta ve saklamaktadir [ 14].

Almanya’da Federal Bakanlar Kurulu tarafindan,
“Vatandas Portali Kanun Tasaris1™ onaylanmis ve béylece
elektronik ortamda tebligat hizmetlerine ve kamu kurumlar
arasinda dokiiman degisimine imkan saglanmistir. Tasariya
gbre Almanya’da vatandaslarin kimliklerini belgeleyerek,
elektronik tebligat amaciyla kullanmak {izere, akredite
olmus servis saglayicilardan, "De-Mail* isimli KEP hesab1
almalar gerekmektedir. Vatandaslar bu e-posta araciligi ile
giivenli ve sifreli olarak e-posta gonderebilecek ve kabul
edebileceklerdir. Gonderici De-Mail sistemi ile hukuken
gegerli gonderi onaylama kaydi alacaktir. KEPHS bu
gonderi onay kaydimi elektronik imza ile imzalamak
zorundadir. Boylece resmi kurumlarda ig emirlerinin ve
yazismalarin elektronik ortamda emniyetli, giivenilir ve
baglayict bir sekilde gonderilmesi saglanmis olacaktir.
I¢islerinin hesaplamalarina gére De-Mail Sistemi isletime
alindiginda senelik 1 Milyar ile 1,5 Milyar Avro arasinda
tasarruf saglanacaktr{15].

V. KEP ALTYAPISI UZERINDEN VERILEBILECEK
HiZMETLER

KEP sistemi kullamilarak cesitli katma degerli
hizmetlerin verilmesi miimkiindiir. Ulkemizde de bu
altyapinin ~ olusturulmast  ve  gerekli  diizenlemelerin
tamamlanmasi ile;

*  Taraflarin inkar edemeyecegi bir sekilde giivenli olarak
elektronik belgelerin génderilmesi ve alinmas,

+ lletisimin gizliligi prensibine uygun bir sekilde
elektronik ortamda giivenli haberlesmenin saglanmasi,

*  Elektronik belgelerin giivenli bir ortamda saklanmasi,
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*  Kamu kurumlarinin elektronik ortamda resmi yazisma
yapmalari,

*  Tacirlerin ihtar, ihbar ve benzeri beyanlari birbirlerine
yoneltmeleri,

*  Elektronik faturalarin muhataba génderilmesi,

* Ortaklar ve sirketler arasinda giivenli iletisimin
saglanmasi,

*  Elektronik ortamda tebligat hizmeti verilmesi (Idari,
mali ve adli),

+  Tiiketici sikdyet ve taleplerinin ucuz, hizh ve kolay bir
sekilde muhataba iletilmesi,

* Bilgi Toplumu Stratejisi Eylem Planinda yer alan;
karsilikhi etkilesimle elektronik belge ve basvuru
gonderilmesi, alinmasi ve yamit verilmesini gerektiren
her tiirlii islemde kullanilmasi,

* Vatandaglar arasinda giivenli elektronik  posta
haberlesmesinde kullanilmas,

* Ticari sir, bankacihk sirri ve vergi mahremiyeti
gerektiren konularda giivenli bir alt yapi olarak
kullanilmas,

*  Elektronik ortamda olusturulan ve elektronik ortamda
muhafaza edilen degerlerin (Fikir ve Sanat Eserleri
Kanunu kapsamindaki eserlerin) giivenli bir sekilde
saklanmasi

gibi  bir ¢ok hizmetin KEP sistemi kullanilarak

gergeklestirilmesi miimkiin olacaktir.

SONUC

Bilgt ve iletisim teknolojilerindeki hizh gelisim
sonucunda gerek kamu kurum ve kuruluslar gerek sirketler
gerekse de vatandaslar arasindaki iliskiler biiyiik oranda
elektronik ortamda  gergeklesmeye baglamistir.  Bu
gelismeye paralel bir sekilde daha dinamik bir kamu
hizmeti saglamak, biirokratik engelleri azaltmak, kurumlar
arasi veri paylasimmna imkin sunmak ve kamusal
hizmetlerin etkilesimli bigimde yiiriitiilmesini saglayan bir
hizmet ortami olusturmak gibi amaclarla ¢esitli kurum ve
kuruluslar tarafindan, kisa vadede kurum ici, uzun vadede
ise kurumlar arasi veri paylagimini hayata ge¢irmeyi de
iceren projeler yiiriitiilmektedir. Bu projelerin ¢ogunun
sadece kurum igerisindeki bilgi ve belge paylagimini
gergeklestirebilmek amaciyla olusturuldugu, bilgi ve belge
paylasimi konusunda tek yonlii bir is akisina sahip oldugu
goriilmekle birlikte yaygin olarak asil hedeflenenin bilgi ve
belgelerin farkli taraflar arasinda elektronik ortamda
hukuksal gegerlilige sahip ve giivenli bir sekilde
paylasiminin saglanmasi oldugu bilinmektedir. Bu giivenli
ortami saglanabilmesi igin bilisim sistemlerinin ¢esitli
giivenlik kontrolleri ve mekanizmalar1 ile desteklenmesi
gerekmektedir. Bu kapsamdaki hizmetlerden biri olan KEP,
eksikligi duyulan giivenilirlik ve giivenlik ihtiyacim
karsilamak iizere ETSI tarafindan gelistirilmis bir standart
olup elektronik ortamda bilgi ve belgelerin gonderimine,
iletilmesine ve alicilara ulastirilmasina iliskin  deliller
sunmaktadir. Ulkemizde de elektronik ortamdaki islemlerin
giivenli ve hukuki degere sahip bir sekilde paylagimmin
saglanabilmesi igin KEP’in gerekli mevzuat altyapisinin
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olusturularak  {ilkemizin  bilgi toplumuna  ddniisiim
yolundaki ivmesini arttirilmasi gereklidir.
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Protection of Electronic Environment in Arab
Countries: Strategy and Approach

Mohamed Soltan.

Abstract— The current research paper handles the issue of
protecting the electronic environment in Arab countries and
illustrates the risks and threats that surround the electronic
environment in the Arab nation. It also illustrates the serious risk
facing the electronic environment represented in crime and
terrorism. It highlights the Arabic strategy set for insuring the
electronic environment in Arab countries.

[. INTRODUCTION

he great advancement achieved in the field of Information

technology and communication has an unprecedented
effect on our daily life and communities. A large percentage
of our daily activities depends mainly on information
technology. Such dependence is very obvious in the public
sector as well as the private sector evenly.
All the vital utilities used in our daily life such as air, land and
marine transportation, railways, traffic, energy, electricity and
gas, wire and wireless communications, cellular phones,
police, SOS, hospitals, governmental authorities and many
other public services are being controlled and organized via
the usage of computers and communication networks.
The private sector is no exception, many of the transactions
and commercial deals are executed via computers, for
example, e-selling, e-purchase, shares and banks, and many
other institutions that invest billions of dollars through the
electronic environment.
Such great reliance on information technology created a new
form of weakness facing the society, public and private lives
and facilitated the achievement of terrorists' illegal objectives.
Many crimes which target the electronic environment arouse
through passage of time. Such crimes are the fastest growing
ever when compared with other crimes as they comprise a
wide range of illegal activities including financial fraud,
hacking, downloading infamous images, viruses, service
cutoffs, racism. These activities led to a decline in the legal
provided by national laws to combat these crimes.
The current world war is to fight terrorism. The mechanisms
of confrontation are changing; however, the reasons behind it
remain the same. The world is now facing uncommon terrorist

PhD student, University of Assiut, and researcher in the security and
strategic affairs, and Executive Director - Center for Law and human rights to
peace, Egypt, phone: 0020108683084; fax: 0020882324926; e-mail:
Mohamed.s.soltan(@gmail.com.
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weapons, from which is the electronic terrorism which targets
computers either by damage or destruction. In this context,
pressing a key in the keyboard is only what is needed to unless
there are safeguards to protect such objectives.
Information technology is considered of the cheapest means in
terrorist attacks. Although information technology and
network operations and protection is extremely costly, the
required means to attack them is very cheap, all what is
needed in this concern is a computer and a modem.
A period of time ago, many experts anticipated, with a
relatively low percentage, that computers systems and internet
would never be a target for terrorist attacks either from an
individual, group or a country. But after some time later, and
specifically after September 11th attacks, everyone became
certain that electronic terrorism is a serious danger that threats
the whole international community.
The current research is based on an essential hypothesis which
is:
e Electronic Terrorism is a serious threat for information
systems and security.
Terrorist threats are still existing, and do face the
international community.
The infrastructure of information technology is subject
to terrorist attacks and electronic crime.
It is simple to attack the basic and vital structures of
countries, and therefore, blocking lots of services.
The extreme ability of computers to carry out the
illegal objectives of terrorists.
Therefore, we can say that our nation is subject to electronic
terrorism and attacks at any time.
By searching in the history of terrorist internet crimes we find
out that there are many reasons indicating the need for more
protection.
From this point, we can say that the problem of the study
could be defined as:
"The method of providing the required protection of electronic
environment in the Arab nation against crime and terrorism,
on both national and international levels".
This problem can be solved via the theoretical framework of
the study which is as follows;

II. THE ELECTRONIC ENVIRONMENT: A BORDERLESS WORLD

The current age is described as the technological age, where a
vast technological advancement has been taken place in the
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past three decades. The electronic revolution started with the
production and then the gradual upgrading of computers
through  software  manufacture.  The  technological
advancement was widely spread through connecting
computers all around the world via internet which contributed
in providing many services such as electronic mail which is
the most used internet service, World Wide Web (www) that
facilitated navigating internet using browsers and internet
gates.

The following section handles the origin of internet and
how it reached such universal state, the basic characteristics of
the electronic environment in the Arab nation and how this
electronic environment facilitated crimes. Also it handles the
internet as a perfect environment for terrorists.

A. Internet: From Privacy to Universality:

The origin of the word internet goes back to the English
word (INTERNET) .It is divided into two parts: Inter; which
means (between) and NET; which means network, and
therefore the word internet means inter network.

There are many different definitions for the word internet
and other synonymous terms such as web network and spider
network.

The internet appeared firstly at the end of the sixties when
the U.S. Department of Defense formed an expert committee,
its main duty was to establish a network to connect computers
with each other. This committee was formed in 1957 and was
titled as “Advanced Research Base Agency". The committee
succeeded in its achieving its objective and therefore, the first
internet network was founded and it was called "ARBANET",
standing for "Advanced Research Base Agency Network". Its
purpose was to assist the military intelligence [1].

The network started to gradually move out of its private use to
the global use. In 1983, the network was divided into two
networks, the first one ARBANET, which retained its name
and the second network, MILNET, with its purpose is to
satisfy the civil needs.

In 1986, the Americans were able to connect the networks of
five famous centers with one network called "NSFNET",
which was later considered the basic structure to the growth
and advancement of internet not only in America but also in
other countries.

B. The Basic Characteristics of Electronic Environment in
the Arab Nation"

The Arabic electronic environment was not different from
other environments. And we will not be wrong if we argued
that it does not enjoy the same safety and technical levels as
other electronic environments. The Arabic electronic
environment as not away of electronic terrorism and crime but
we could say that it is within reach of terrorists.

To conclude, we can say that the Arabic electronic
environment did not reach a high secure state and this problem
will get much more complicated especially with the growth of
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terrorist thought in the Arab nation.

C. Facilitation of Crime through Electronic Environment

After the advancement of the electronic environment, one can
not manage without computers, however, computers are
considered as double-edged weapons. Whereas keyboards
could be used to type our future development it could also be
used to type the end of such future. The fulcrum between
crime and electronic environment is the keyboard. The main
problem is restricted to the person using the keyboard. The
flexibility of information technology, computers and internet
helped terrorists to spread violence and crime and plan and
attack. Information technology is useful t terrorists in the
following aspects [2]:

e It could be used to enhance the traditional terrorist
activity, such as using internet in conscription
training, and exchange of information between
terrorist groups.

e The infrastructure of information is an attractive goal
for terrorism as it easily influences public opinion.

Computers also are no exception due to the following [3];

e Computers are cheaper than traditional terrorist means,
all what is needed is a computer and a modem.
Electronic terrorist attacks do not need weapons or
bombs to carry out their tasks, they can only create a
destructive virus through telephone line or cable or
wireless communication.

e The executor of electronic terrorism is completely
unknown when compared to the traditional terrorist.
Many web users have nick names which make it
difficult to trace the terrorist, 1.D., also, the cyber has
no physical barriers which control the crossing of
borders.

e Diversity of computer goals that could be targeted by
terrorists.

e The distant dealing with computers, which is a major
advantage to terrorists.

e The use of computers requires less training than the
training required to carry out traditional terrorism.

And if this was the case with information technology and

computers, then we can say that internet is more flexible

because of the following reasons [4]:

e [Easily reached.

The absence of organization and control as well as
governmental control over internet.

Widely spread.

The easy use of internet and the availability of a good
multi-media environment. It is very simple to
illustrate texts and images as well as sound files and
videos. Also it facilitates the download of movies,
songs, books and other files.

The ability to influence public opinion via media
coverage.
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D. Internet: A scene for terrorists
Internet became an open scene to commit terrorist crimes due
it its flexible use and easy access to the web and absence and a
lot of other internet negatives.

The following are some forms and methods of using by
terrorists [5].

1st scene: - Circulating the terrorist thought:

Terrorism may cause the death of terrorists themselves, or
internationally chasing them. Due to this, no one can
undertake the risk of terrorist crime except those who believe
in extreme principles which do not accept moderate solutions
and reject the others, and sometimes, abolish their moral and
physical existence. This explains the need for communication
media by terrorists to circulate their thought and also the need
for a wide base to adopt this thought.

The circulation of this thought via internet is reached
through constructing websites representing terrorists groups.
Such websites are in continuous growth. It publishes articles
and reports which convey threats of carrying out terrorist
attacks or to announce its responsibility for one of these
attacks. It also publishes denial reports or comments on news
from other groups or international authorities.
2nd scene:-Conscription and training:

Terrorists groups may use internet to conscript new
members (mainly youth) to help in carrying out their goals.
They announce their need to new members as if they were
announcing job vacancies, using the religious aspect. These
groups always depict their targets as disbelievers. They call
youth for jihad to win paradise.

Terrorist groups train their members via internet by
demonstrating videos and images illustrating how to make
bombs and how to attack the target. It In Al-Azhar attack in
Egypt, April 7th, 2005, carried out by Hassan Bashandy, a
student at Faculty of Engineering, investigations showed that
the executor got information from internet on how to make
bombs.

3rd scene: Using Internet in Planning and Carrying out
terrorist Attacks:

Planning for terrorist attacks takes place after gathering the
required information about the target. They can easily obtain
information about departures and arrivals of planes, trucks and
trains. They can also obtain maps and photos taken by
satellites.

The execution of terrorist attacks has two types:

Type I: Targets physical object and adopts traditional
terrorism, for example, altering departure and arrival time of
planes which lead to collision of planes which leads to
collision of planes.

Type II: Terrorist attacks target internet itself. They are
diverse, such as information attacks and destruction of
information infrastructure.

1. SCENARIOS OF ELECTRONIC THREATS:-

Electronic threats are increasing, especially after the wide use
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of internet. The dramatic effects of electronic terrorism are not
yet manifested, but risk indicators are arising. Internet is used
in all vital fields; atomic reactors, electricity and water,
marine, ground and air navigation lines medical fields, banks,
stock markets. . .etc [6].

Any breakdowns in any of the above fields lead to serious
negative results. Nowadays, we have to claim not only the
fight of mass destruction weapons but also mass breakdown
weapons. Breakdown of internet service lead to mass
breakdown of many vital activities.

The following are some examples of scenarios on electronic
threats that may target information contents, military or
political targets, financial or economic targets. Such threats
are extremely dangerous.

A. Attacking information content and infrastructure

This attack targets internet itself, so that it breaks down for
some hours causing material negative effects. The attack starts
by directing a large amount of information to an internet
modem. The modem capacities usually do not assimilate all
such information leading to breakdowns in the modem. An
example on this, the attack which continued to one hour and
directed a large amount of data about 40 times the capacity of
the modems. Such attack leads to a breakdown of nine
modems out of a total of 13 modems all around the world.
Terrorists could destroy information infrastructure by
targeting communication cables either by cut or damage.

B. Attacking military and political objectives

This type targets military and political objectives. As for
military objectives, it rarely happens for some reasons,
mainly, that countries usually separate between military and
default reality, and they do not connect computers containing
information with internet. Terrorist attacks which target
political sites are numerous and happened a lot. An example
on these attacks, the success of "Nicolas Anderson", an
English citizen, in entering the website of U.S. Navy, stealing
passwords and codes used in nuclear attacks. Also, "haes
Lander", a German citizen succeeded in penetrating Pentagon
database and was able to get 29 documents related to nuclear
weapons, An American teenager, 16 years old, stole some
software belonging to NASA, amounting to 1.7 million
dollars. These software include information about
constructing an international space station. NASA paid 41000
million dollars in order to re-design the system. The teenager
was arrested while he was trying to enter the site of the
pentagon. The American citizen "Ariel Prince” was able to
enter the official website of the White House. He was later
arrested and prosecuted in November 1999.

C. Attacks on Economic and Financial Objectives

Internet is almost an open free market, where transactions of
high values take place, a matter which made the internet an
attractive target for terrorists. The reasons for this are [7]:
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e Because they are in need for money.
e Attacks targeting economic information centers highly
influence public opinion.

Examples:
In 1997, a group of youth, called "Mess club", was able to
make a program that enabled them to trick the "Quicken"
program of money transfer. The group was able to steal
money from "Quicken users' balances.

IV. MECHANISMS OF FIGHTING ELECTRONIC TERRORISM AND CRIME:

STRATEGY AND APPROACH
On the international level, the mechanisms and methods of
fighting electronic terrorism and crime are diversified and
different from one organization to another. In this section, we
will shed some light on international mechanisms stated in the
international law. After that we will handle International
cooperation. The last part deals with a proposal to set an
Arabic strategy to secure the electronic environment against
terrorism and crime.

A.  The international mechanisms of fighting electronic

terrorism and crime:
The sole international convention in this regard was the
European Convention of Electronic Crimes. And since the
reliance on information technology, wire and wireless
communication is growing, and since this technology may
include many new crimes, therefore we have to discuss the
international legal framework and also we have to get
acquainted with the international mechanisms adopted to fight
electronic terrorism.

United Nations:

There are many international conventions that are approved by
the United Nations and which handled different terrorist
activities such as crimes committed on board of planes, illegal
take over of planes, crimes against civil aviation safety, taking
hostages, illegal use of nuclear materials, illegal acts against
marine navigation safety and nuclear terrorism. Additionally,
United Nations issued a strategy to fight terrorism and which
works on assisting member countries and developing their
potentials to fight terrorism.

As for electronic terrorism, the United Nations General
Assembly decided in 2000, to discuss the means of fighting
information technology misuse. This resolution took into
consideration the recommendation of countries which is to
take the necessary procedures, including [8]:

e Member countries are to state in their laws not to
provide any protection of any kind for anyone who
might criminally use information technology.

e To state in the legal systems the protection of
confidentiality , safety and availability of data and
computer systems against any unauthorized block
and to guarantee the criminal punishment of the
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executor.

In 2000, the United Nations 10th conference of crime
prohibition and criminal’s penalization was held in
Vienna-Austria, where an agreement was reached to
emphasize the importance of making every effort on the
international level, as regards prohibiting threats against
security of information systems and internet. The
conference recommended the exchange of technical
experiences among the national authorities [9].

The European Council:

The European council endeavored to fight electronic terrorism
and information crime. Foreign ministers of member countries
signed in November 15th, 2001 the International convention
of electronic crime, which is considered the first international
convention in this concern. It was the outcome of a 4-year
work. Experts from 45 member countries and also experts
from non-member countries such as Japan, U.S.A. and Canada
participated in its preparation. The convention was the result
of the European Council report; it was approved in October
2nd, 2000-Strasburgh. It gained the acceptance of the Eight
Nations in their meeting held in Berlin in October 24th,2000
.On the international level, this convention is considered the
most effective outcome on the global level to fight terrorism.

Interpol:

Interpol has great endeavors in the field of fighting
information crimes and terrorism. According to this
organization, 178 countries cooperate together in order to
fight crimes. It provides assistance to member countries.

The following are some of the steps taken by the international
community to fight crime and terrorism:

e In 1968, the First International Conference of Human
Rights was held in Tehran. It concerned with
influence of technological advancements on human
rights. United Nations General Assembly adopted
recommendations of the conference.

e In 1996, the United Nations approved the Ancestral
standard act concerning electronic commerce. The
act is considered from the major international efforts
in the field of fighting electronic crime.

e In the meeting of the Eight Nations held in
Washington in 1997, ten principles were approved
concerning crime and terrorism.

e [n May 2002, the ministers of the Eight Nations held a
meeting in Tromblin —Canada, to issue a set of
recommendations concerning wiring international
calls in order to have control over terrorist attacks.

e In May 11th 2004, the Eight Nations issued a joint
announcement entitled "The continuous enhancement
of local laws". The announcement recommended all
countries to resume the upgrading of laws which
criminate the misuse of electronic networks and laws
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which permit the international cooperation during
investigations.

e In November 17th 2004, the ministerial meeting of
IPEC organization was held in Chile. A joint
announcement was issued to enhance the economies
of member countries in order to fight electronic crime
by legislating local laws that conform with
international legal rules, including the convention of
electronic crimes.

e [n April 28th 2004, the fifth meeting of ministers of
justice was held in Washington. They issued
recommendations to the general assembly of
American Countries Organization in order to execute
the principle listed in the European Convention
concerned with electronic crime and to decide upon
joining that convention.

e [n 2005, the ASIAN organization set a plan for the
exchange of information about safety of computers.

B. International Cooperation as a Tool of Fighting

Electronic Crime:
Cooperation between all countries is a major element in
fighting terrorism, although the electronic environment does
not have an international cooperation plan to protect it against
risks of crime and terrorism. The reasons behind this are:
First: These crimes took place recently in some countries.
Second: Many countries do not know about counteraction
mechanisms.
Third: These crimes involve critical issues such as economic
competition, privacy up to the national security.
The sensitivity of national security and privacy is considered
of the main reasons that prevents countries from cooperating
together in order to protect the electronic environment,
especially, because this cooperation may lead to the
announcement of some weaknesses in one country or another.
Due to technological advancement, the increase of financial
and banking systems, wire and wireless communication
networks, aviation systems, aviation traffic control, all of
which depend mostly on computers and information
technology.
Despite the benefits gained by many countries, there is no
single country which have control over such technology,
Therefore, it is very reasonable to for countries to cooperate
with each other in order to serve the whole international
community. Dual and multi cooperation proved to be the most
reliable mean of fighting electronic terrorism for two main
reasons:

e Some countries did not experience electronic terrorism
till now, while other countries experienced many
electronic terrorism attacks.

e Some countries have local laws which criminate
electronic terrorism, while other countries do not
have any of these laws.

The following are some examples on dual cooperation [10]:
e In February 2000, national U.S. Center received a
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report informing that C.N.N, yahoo, Amazon and
other websites were attacked after service cutoffs.
Investigation showed that attacks came from Canada.
The National U.S. Center and the Canadian Police
Center cooperated together and succeeded in
arresting the executors who were a group called"
Mafia Boys".

e In May 2000, All companies and individuals all over
the world were attacked by a virus called “I Love
You", which caused gross losses, the American
National Center conducted an investigation, the
executors were arrested. Cooperation took place
between the Federal Bureau of Investigations (FBI)
and the Philippine National Investigation Office.

C. The Arabic Strategy of Electronic Environment Security.
It is highly recommended to discuss the issue of the Arabic
strategy of electronic environment security due to the
increasing terrorist attacks globally. For many reasons,
Information infrastructure in many Arab countries lacks the
required protection, mainly, the absence of an electronic crime
legislation. Therefore there is an insisting need for setting an
Arabic strategy, in order to protect our Arab Nation from
terrorist threats that causes major losses amounting to billions
of dollars. The strategy is to be set under the sponsorship of
United Arab Nations Organization. All Arab countries are to
participate in setting such strategy and accordingly they are to
cooperate in effecting it.

The researcher's vision for this strategy depends on three main
axes:
e Awareness and education.
e Coordination to provide protection against electronic
terrorism and crime.
e Exchange of Information among Arab Countries.

D. [llustration of Strategy Framework

1. Awareness and Education:

We have to focus on increasing the awareness of the Arab
citizen of the risks of electronic terrorism and crime either
through education, media channels or through Internet itself.
We have to concentrate on youth as they are the target of
terrorists and also acquainting them with kinds of electronic
crimes. They are to learn the optimum and limited use of the
internet and not to enter terrorist and suspicious websites. We
knew that the one who executed Al-Azhar attacks learned how
to make a bomb via internet sites.

2. Coordination to provide protection against electronic
terrorism and crime.

All Arab countries are to coordinate together in order to
protect the electronic environment. This could be achieved by
an Arabic convention to confront electronic terrorism and
crimes or conducting dual or multi- party convention to
facilitate investigation and gathering evidences between the
concerned agencies. Also, strategic coordination is to take

06-08 May Mayis 2010 » Ankara / TURKIYE

Proceedings 339



CONFERENCE

4" INTERNATIONAL
INFORMATION SECURITY & CRYPTOLOGY ke

place to fight terrorist groups existing inside Arab countries.

3. Exchange of Information

Exchange of Information is considered the most important
strategic axis. All international statistics showed that the
majority of terrorist crimes carried out in any country were
financed, armed, trained or provoked by another country.
Terrorist groups cooperate with each other effectively than do
the countries and international organizations themselves. They
use information technology to provide other groups with
required data and information. Therefore, Arab countries are
to interchange information to avoid terrorist attacks. The
Participators of the 29th conference of Arab security and
police chiefs held in Amman in the period between 13, 14-11-
2005, emphasized the Arabic coordination. The closure
statement recommended the importance of Arabic cooperation
to face terrorist crimes. In the previous sections we noticed
that international helped in decreasing the number of
electronic terrorist attacks and proved to be an effective tool in
fighting electronic terrorism and crime.

V. SUMMARY

There is no doubt that electronic terrorism a serious threat,
however, it did not yet reach a high risk degree. It is not a
negligible. Problems related to information technology
represent an international threat. All countries are to face these
problems to overcome their risks.

In the mean time, there are no 100% safety methods that
provide protection for electronic systems. Also, there is no
completely secure computer systems that prevent terrorists
from penetrating it. This fact made many governments to
follow the policy of isolation. For example, most armies do
not keep their highly classified and confidential information
on internet- connected computers; however, they keep it on
computers that are not connected to the cyber world.

The isolation policy being considered as avoidance means
against electronic terrorism and crime does not conform to the
reality imposed by the electronic environment on our daily
life. Away from the isolation policy, we can use codification,
fire walls. Such methods and many other technical protection
means can not provide the required protection without the
involvement of the governmental protection. Most Arab
countries lack the presence of national legislations which
protect the electronic environment against electronic attacks.
The nature of this environment makes it difficult to describe,
follow and arrest the executor of the crime. This environment
is of changing, widely-spread nature. Therefore, a powerful
legislation to protect such environment against terrorism and
crime is a must.

To conclude, Arab governments are to reconsider and amend
their national laws to conform to recent crimes. They have to
cooperate with each other via an Arabia strategy to protect the
electronic environment against terrorism and crime and to
reconsider the concepts of national security.
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Abstract—this paper presents the results from a power
analysis of the AES algorithms by simulation using
the PROTEUS software .our simulation is capable of
simulating the power consumption of assembler
programs  implemented in, amongst others,
microcontroller 8051 assembler. Using the simulation,
the Vulnerability for power analysis attacks of
straightforward AES implementations is examined. In
case countermeasures are added to the implementation
that attempt to counter power analysis attacks. After
these modifications the analysis is performed again
and the new results are compared to the original
results.

Index Terms— smartcards- AES- Power analysis
attacks- cryptographic algorithm

1. INTRODUCTION

I In modern times, smartcards are a widely occurring

phenomenon. They are used for electronic money,
security, the subway, digital signatures and in
numerous other places. Because of the wide use of the
smartcard, they also become very interesting for
attackers. It is therefore of importance that a smartcard
itself is well secured. Up until recently the use of safe
and secure encryption algorithms was enough to
accomplish this. The introduction of a new type of
attack changed all that. Power analysis attacks use the
Power signals produced by the smartcard to retrieve
information from it that was considered Secure. No
longer is a mathematical secure smartcard enough.
The information leaked by the Hardware of the
smartcard must also be minimal and of no use to an
attacker. This can be accomplished by modifying the
hardware itself or by modifying the implementation of
the Algorithm to include various forms of
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countermeasures against power analysis attacks. This
paper reports the results we obtained by using the tool
created in the PROTEUS software, project to analyze
the security of the implementation of common
encryption algorithms for smartcards. These are the
AES algorithms. First the theory behind power
analysis is presented along with an introduction to the
simulation. Next we will discuss the AES algorithm.
This will include the theory behind the algorithm, our
implementation of the algorithm and the results we
obtained from the power analysis.

2. POWER ANALYSIS

2. 1general

When cryptographic algorithms are designed and
analyzed, a lot of effort is put into securing them
against all forms of mathematical attacks. In practice
it is often a lot easier to attack the algorithm by using
side-channel  information  generated by an
implementation of the algorithm on certain hardware.
In this paper we will be concentrating on smartcard
hardware. Sources of side-channel information when
running algorithms on smartcards are: power
consumption, timing information, electromagnetic
emissions and introducing faults into the hardware. In
Our research we will focus on power consumption.

It is not complicated to measure the power
consumption of a smartcard; because the smartcard
has no power source of itself it has to rely on an
external power source that can be easily Monitored,
for example, by using a digital oscilloscope as
described in [1]. Power analysis uses the fact that the
power consumption of a smartcard is based on the
hamming weight of the wvalue it is currently
processing.

2.2 simple power analysis

Simple Power Analysis or SPA is power analysis

based on a single power trace generated by an
algorithm run on a smartcard. By observing the trace
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one can, for example, gain information about the
hamming weight of a certain byte of the key when the
location in the power trace where it is being used is
known. One can also use visible characteristics of the
Power trace to gain information on the key.

2. 3differential power analysis

Differential Power Analysis or DPA was discovered
by Kocher, see [2]. DPA is a technique where power
traces are combined in a statistical manner to obtain
information about the algorithm running on the
smartcard. DPA works as follows:

- Generate a (large) number of power traces

- Establish an attack point, as described below

- For all key guesses k run a function Dk (called a
condition) that gives a value 0 or 1, to divide the
traces in two sets Soand Si for each trace.

- For all positions i in the power trace, calculate the
average power usage (Aioand Air) for both sets at this
position.- Calculate the difference Ei between (Aio and
Air) for all positions i. Attacks are possible at points,
where the outcome of a calculation can be predicted,
by using known information (for example input and
output) and information for which all possibilities can
be checked (for example a small part of the key). D is
a function that calculates the predicted value at the
attack point and divides the traces according to this
output.DPA is based on the fact that Ei will be small at
positions 7, where the power usage is Independent of
the outcome of the function D (i.e. places where the
key is not being used or where the key was guessed
incorrectly). At positions / where the power usage is
dependant on D, Ei will be bigger. This technique can
be used to identify the location in the power trace
where the key is used and to find the key that has been
used.

3. PROTEUS SIMULATION SOFTWARE

The project’s goal is to develop an integrated support
environment for countering side channel attacks
(focusing on power analysis), selecting the most
suitable type of smartcard and to determine the
sensitivity of an implementation to power analysis. By
describing an implementation of a cryptographic
algorithm in a suitable programming language with
Dedicated data types, constructions to counter power
analysis and by compiling it into generic assembly
code the project has the following advantages:

« Power analysis can be performed at the software
level.

Bildiriler Kitabi

KONFERANSI

+ Attack scenarios based on the algorithm can be
developed and automatically executed

Implementation more secure against power attacks. It
Calculates a power trace based on this simulation. The
tool can also perform DPA and SPA analysis on the
generated traces, or export these traces to allow
another program to perform the analysis.
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Figure 1: The project showing a power trace of the AES
algorithm.

4. AES

4.1.1 Global

The current AES is the cipher Rijndael with the added
constraint that the key size is limited to 128, 192 or
256 bits and the block size is limited to 128 bits.
Rijndael was developed by Joan Daemen and Vincent
Rijmen and is fully documented in [3].In many ways,
AES is a simple cipher. It takes an input of 128 bits
(which equals 16 bytes) and orders this as a 4x4
matrix. The key, in our environment always 128 bits,
is ordered in a similar fashion.
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Figure 2: A global overview of the AES algorithm

The algorithm consists of a single AddRoundKey,
using the cipher key, followed by 9 regular rounds
each consisting of 4 steps and a final round. The steps
of the regular rounds are Sub Bytes , Shift Rows, Mix
Column and AddRoundKey. The final round skips the
Mix Column step. Every round requires its own round
key. These keys can be generated in advance or one
per round by adding an extra round step. We will now
discuss what calculations are performed in each of the
4 steps mentioned.

4.1.1 SUBBYTE

In the Sub Bytes step, every byte from the current
state block is replaced by the matching byte from the
S-Box. The S-Box is a simple invertible lookup table
consisting of 256 values. The specification of AES [3]
contains an explanation about how the S-Box can be
Calculated. We will not discuss that any further here.

4.1.3 SHIFT ROW

In the Shift Rows step, the bytes from the current state
block, still ordered as the 4x4 column major matrix
are shifted as follows:

From: To:

01050913 01050913
02061014 06 10 14 02
03071115 11150307
04081216 16 04 08 12

In our situation, where we limit ourselves to 128bit
keys and 128bit input blocks, this equals shifting row
i, i places left. Note that for other key / block size
combinations the algorithm using different shifting
that may not have this property.
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4.1.4 MIXCOLUMN

In the Mix Column step, the columns of the current
state block are considered as polynomials over
GF(278) and multiplied modulo the polynomial x4 +
1 with a fixed polynomial given by: ‘3” x3+ ‘1" x2 +
‘1’ x + °2”. This can be written as multiplying each
column with the following matrix:

2311

1231

1123

3112

4.1.5 ADD ROUNKEY

The last step of a regular round is AddRoundKey. In
this round the algorithm performs a simple XOR on
the current state block and the current round key.

4.1.5.1 KEY SCHEDULE

In the Key Schedule process all the round keys that
are needed are calculated. The initial setup step of the
algorithm uses the cipher key. The 10 regular rounds
each need their own round key. The key for round i is
generated by performing a series of calculations on
the previous key. This includes several XOR
operations using the previous key or a round constant,
S-Box lookups and permutations. See [3] for a
detailed description. The round keys can all be
generated in advance and stored in a buffer large
enough to hold all 10 round keys and the cipher key,
or the key for round / can be generated in round i
somewhere before the AddRoundKey step (which is
the only step that uses the round key).The latter
approach only requires a buffer large enough to hold a
single key.

4.1.6 Encryption

Encryption is done with the algorithm described
above. The decryption algorithm is the inverse of the
encryption algorithm. This means the order of the

round transformations are reversed and the
transformations

Themselves are replaced by their inverse
transformations. Note that the inverse of

AddRoundKey is AddRoundKey itself. This means
the reverse of a round is given by:

AddRoundKey (State, Round Key);

InvMixColumn (State);

InvShiftRow (State);

InvSubByte (State);

The decryption algorithm omits the InvMixColumn
step in the initial round and performs an AddRoundKey

using the cipher key after completing all regular rounds.
4.2 IMPLEMANTION
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4.2.1 TARGET PLATFORM

For use in the PROTEUS software an implementation
of the algorithm for the 8051 processor needed to be
created. The assembler version of the algorithm was
created by compiling a C implementation of the
algorithm.

4.2.2 IMPLEMANTION GOALS

Before implementation of the algorithm in C was
started a number of implementation goals were set. A
readable and simple version of the algorithm was
preferred, but not at all costs. The resulting compiled
assembler version needed to be efficient enough for
use in the PROTEUS simulation software. All round
constants and the S-Box table are stored entirely in
memory during program execution and are thus not
generated on the fly. To not put any further pressure
on the memory usage (the memory size is usually very
limited on smart cards) only a single round key at a
time is stored and a new round key is calculated every
round, overwriting the previous round key. Because if
all Round Keys were stored on the card, they would
all have to be stored in secured memory locations.
Because the round constants and S-Box table are
publicly known, they can be stored in less secure
ROM memory and they do not have to be recalculated
for every card as these are constants for the AES
algorithm.

4.2.3 C IMPLEMANTION

Implementing the AES algorithm is pretty
straightforward. The resulting implementation can
be found in appendix A.

4.2.4 OPTIMAZING THE C IMPLEMANTION

Compiling the initial implementation of the AES
algorithm to assembler, results in an unnecessary
inefficient program. The number of steps performed is
just too high. Because a large number of power traces
need to be generated by PROTEUS simulation
software for the Differential Power Analysis an
inefficient program can quickly lengthen the
calculation time to unacceptable proportions. An
inefficient program is also not realistic for smartcards.
Therefore a number of steps are taken to optimize the
C version in such a way that the resulting assembler
program is usable. These steps include, but are not
limited to, removing all local variables (thus accessing
only global memory), rewriting all functions not to
include parameters, rewriting all functions not to
include return values and replacing all loops (for,
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while) by their equivalent code that only uses labels
and go to statements. Finally we profiled the version
to see which functions took the most steps and actions
were taken to optimize these functions (for example,
by writing out an entire loop).

4.2.5 FINAL ASSEMBELER IMPLEMANTION

All steps taken to optimize the C implementation
significantly reduce the number of steps the assembler
version takes. Our final assembler version has a
constant running time, except for the MixColumn
step, and takes approximately 13500 steps. This
proved to be more than efficient enough for use in the
PROTEUS simulation software. All our attack points
lie before the first regular round (which includes the
first MixColumn step), so the part of the program that
we evaluate in the PROTEUS simulation software has
a constant running time.

4.3 DIFFERENTIAL POWER ANALYSIS
4.3.1PER- BYTE ATTACK
4.3.1.1 SETUP

4.3.1.1.1 ATTACK POINT

The first step is to identify a place in which the
algorithm can be easily attacked. The goal of our
attack is to retrieve the cipher key. In AES an obvious
place for such an attack is in the initial
AddRoundKey, which takes place before the first
regular round. In this step the input state block is
XOR-ed with the cipher key (which we are looking
for).The C implementation is given below (The 8051
assembler version is a direct descendant of this
version):

01: void AddRoundKey()

02: {

03: for (i=0;1<16;1++)

04: {

05: inputdata[ i | = inputdata[ i | “ key[ i ];

06: }

07: 1

Note line number 5. This is the line in which our DPA
attack is possible. The right hand side of the
expression on that line equals a single assembler
instruction in which a byte of the input data is XOR-
ed with a byte of the cipher key. Since the values of
the input are known and there are only 256
possibilities for the value of that particular byte of the
key a DPA attack is possible. Attacking at this point
was made slightly more convenient by modifying the
assembler version as follows. First the execution of
the algorithm is  halted after the first
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AddRoundKey.We can do this, since we’re attacking
before this point and everything that happens after this
point is of no interest to us nor relevant to the attack.
We’ve also configured PROTEUS simulation
software to only record power signals concerning to
the XOR operation on the input data and cipher key
(line number 5 of the C implementation).This limits
the number of steps that PROTEUS simulation
software has to calculate for a single execution of the
program severely and results in a power trace length
of 16 (since there are 16 bytes in the cipher key). If an
actual physical DPA is performed one also only needs
to inspect those 16 wvalues. Note that the
AddRoundKey is not the only place where such an
attack is possible, also the SubBytes round is
vulnerable to a similar attack. When securing Rijndael
against DPA one has to consider the other rounds as
well.

4.3.1.1.2 CONDITION

For an attack using PROTEUS simulation software a
DPA condition is required, which we’ve called the
Rijndael Condition. This condition is given below

(only relevant code is shown):

01: public Boolean select

02: throws Unsortable Exception

03: ¢

04: int attackedbyte;

05:

06:Word inputs = t.getInputs();

07:

08:if (mode % 2=1)

09: attackedbyte = inputs[ (mode-1)/2 ].getByte(0);

10: else

11: attackedbyte = inputs| (mode)/2 ].getByte(1);

12:

13: // XOR the byte with the key.

14: attackedbyte "= key;

15:

16: // Calculate the hamming weight.

17: int wgt = Util.LhammingWgt( attackedbyte, 8 );

18:

19: // Return true or false depending on the hamming weight.
20:if ( wgt = 4) return true;

21:if ( wgt <4 ) return false;

22:

23: throw new UnsortableException();

24: %

This condition will divide traces into two groups, by
calculating the predicted hamming weight for the
result of the XOR operation used in the add Round
Key step. It does this by using the known input and
trying all 256 possible values for the current byte of

the key.
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4.3.1.1.3 INPUT

The test is performed three times, each time with
different input sets of different sizes.PROTEUS
simulation software was fed with 400, 2000 and 4000
random input values. This results in 50, 250 and 500
power traces respectively.

4.3.1.2 INITIAL RESULT

The table below shows the results of the initial
Differential Power Analysis on the straightforward
AES implementation:

Byte DPA Result DPA Result DPA Result Correct value
(50 traces) (250 traces) (500 traces)

1] 182 (10110110) 59 (00111011) 43  (00101011) 43  (00101011)
1 84 (01010100) 126 (01111110) 126 (01111110) 126 (01111110)
2 149 (10010101) 21 (0OO10101) 21  (0OO10101) 21  (0DO10101)
3 48 (00110000) 86 (01010110) 22 (00010110) 22  (0DOO10110)
4 146 (10010010) 40 (00101000) 40 (00101000) 40 (00101000)
5 175 (10101111) 174 (10101110) 174 (10101110) 174 (10101110)
6 199 (11000111) 210 (11010010) 210 (11010010) 210 (11010010)
7 160 (10100000) 166 (10100110) 166 (10100110) 166 (10100110)
8 82 (01010010) 171 (10101011) 171 (10101011) 171 (10101011)
9 243 (11110011) 241 (11110001) 247 (11110111) 247 (11110111)
10 52 (00110100) 21 (00O10101) 21  (00010101) 21  (00010101)
11 136 (10001000) 136 (10001000) 136 (10001000) 136 (10001000)
12 9 (00001001) 9 (00001001) 9 (00001001) 9 (00001001)
13 139 (10001011) 207 (11001111) 207 (11001111) 207 (11001111)
14 236 (11101100) 79 (01001111) 79 (00111100) 79 (01001111)
15 56 (00111000) 60 (00111100) 60 (00111100) 60 (00111100)

[t is clear from the table that 50 power traces aren’t
sufficient to correctly retrieve the key. The results
with 250 power traces have improved vastly, but three
bytes of the key are still guessed incorrect, although
the errors are only marginal (1 and 2 bits).A DPA
with 500 traces retrieves all bytes of the key correctly.
However, experiments show that this is not
necessarily always the case. A different set of 500
traces provided us with a situation in which 15 of the
16 bytes of the key were guessed correctly and 1 byte
was guessed wrong, with a 1 bit error.

4.3.1.3 COUNTER MEASER

The — relatively simple — DPA attack performed
above is possible because the implementation contains
absolutely no countermeasures against such an attack.
The program performs the same calculation (using the
cipher key) at exactly the same place during each
execution of the program. As a countermeasure
against this situation a technique called randomization
has been used to strengthen the implementation. This
technique randomizes the execution order of a series
of instructions. This helps to protect against DPA
attacks as a DPA attack relies on the same instruction
being executed at the same time in each run of the
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program. The randomization countermeasure was

implemented in the AddRoundKey step as follows:

01: void AddRoundKey()

02: {

03: // Create random permutation from 0..15.

04: for (tmp = 0; tmp < 16; tmp++)

05: {

06: // Get two random indices in the range 0..15

07:1=rand( 16 );

08:j=rand( 16 );

09:

10: // Store value at first index.

11: tmp2 = order[ i |;

12:

13: // Overwrite value at first index with value from second index.
14: order| i | = order[ ] |;

15:

16: // Write temporary stored value from 1st index to 2nd index.
17: order[ j ] = order[ i ];

18: }

19:

20: // Execute XOR in the above calculated order.

21:for (i=0;1<16;i++)

22: {

23: inputdata[ order[ 1] ] "= key[ order[i] ]

24: %

25:}

As one can see above, this countermeasure is not hard
to add to the implementation, yet it should prove
efficient enough to make simple DPA attacks, like in
section 4.3.1.2, impossible. We will explore that in the
next subsection. Another advantage of this
countermeasure is that it doesn’t make the execution
time of the algorithm significantly larger. It only
increases the number of steps required a little and the
program maintains its constant runtime. This
technique, however, does require that a random
number generator is present on the smart card.

4.3.1.4 FINAL RESULAT

After implementing the countermeasures a DPA was
performed again. This time, off course,we hoped that
the correct key would not be found. DPA was
performed again with trace sets of three different
sizes, as in the previous test. The results are shown in
the table below.
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(50 traces) (250 traces) (500 traces)

39 (00100111) 2 (00000010) 2 (00000010) 43  (00101011)
41 (00101001) 94 (01011110) 138 (10001010) 126 (01111110)
235 (11101011) 119 (01110111) 32 (00100000) 21  (00010101)
239 (11101111) 91 (01011011) 6 (00000110) 22  (00010110)
178 (10110010) 138 (10001010) 21 (00010101) 40 (00101000)
28 (00011100) 200 (11001000) 50 (00110010) 174 (10101110)
70 (01000110) 222 (11011110) 97 (01100001) 210 (11010010)
116 (01110100) 119 (01110111) 220 (11011100) 166 (10100110)
205 (11001101) 147 (10010011) 14 (000O1110) 171 (10101011)
219 (11011011) 1 (00000001) 140 (10001100) 247 (11110111)
58 (00111010) 140 (10001100) 85 (01010101) 21  (00010101)
178 (10110010) 70 (01000110) 100 (01100100) 136 (10001000)
179 (10110011) 37 (00100101) 112 (01110000) 9 (00001001)
105 (01101001) 105 (01101001) 223 (11011111) 207 (11001111)
190 (10111110) 2 (00000010) 67 (01000011) 79 (01001111)
15 93 (01011101) 38 (00100110) 140 (10001100) 60 (00111100)

O 0 O s W= O

—_ e e
oW o= O

As expected the correct key is not found. Even in the
situation with 500 traces, which guessed all bytes of
the key correct in the straightforward implementation
without any countermeasures, none of the bytes of the
key are found. Three bytes are differing by only one
bit, one by two bits and two by three bits. All others
differ by 4 bits or more.

As a stress test PROTEUS simulation software was
used again on a set of 8000 traces. This is 16 times the
of traces that was needed to retrieve the correct key
for the implementation without countermeasures.
Even in this situation the correct key is not found as
can be seen in the table below. It should be noted that
the average number of wrong bits is reduced.
However, the number of wrong bits is still too
significant to make any assumptions or reasonable
guesses about the cipher key.

Byte | DPA Result Correct value
(8000 traces)

0 40 | (00101000) 43 | (00101011)
1 94 |(01011110) 126 [ (01111110)
2 17 | (00010001) 21 |(00010101)
3 3 (00000011) 22 | (00010110)
- 32 | (00100000) 40 | (00101000)
5 130 | (10000010) 174 | (10101110)
6 234 | (11101010) 210 | (11010010)
7 2 (00000010) 166 | (10100110)
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134 | (10000110) 171 | (10101011) 4.3.2.2RESULT
150 | (10010110) 247 | (11110111) Since we’re attacking per-bit it’s not much use to
~ = show a table with the byte-wise results that contains
10 |20 |(00010100) 21 | (00010101) the number of erroneous bits, so we simply present the
11 |12 | (00001100) 136 | (10001000) outcome of the test of whether the key was actually
12 |18 [ (00010010) 9 (00001001) found or not:
14 S (00000101) 79 | (01001111) X i
15 |9 |(00001001) |60 |(00111100) e il
12500 Yes
4.3.2PERBIT ATTACK A number of 500 traces was enough to retrieve the
43.2 ISETUP key in a per-byte attack, but as expected isn’t enough

4.3.2.1.1ATTACK POINT

Although the per-byte attack described above already
successfully retrieves the key of the AES
implementation, we also present a per-bit attack on
AES below. This can be considered a proof of concept
that per-bit attacks are also possible to simulate using
PROTEUS simulation software. This is useful
because certain algorithms or cards might be safe
from per-byte attacks, but vulnerable to per-bit
attacks.

4.3.2.1. 2CONDITION

The relevant part of the condition file for the per-bit

AES attack is given below:

01: public boolean select

02: throws UnsortableException

03: { int attackedbyte;

04: Word inputs = t.getInputs();

05:

06: // Extract the required byte from the input

07: int modebit = (mode % 8);

08: int modebyte = (mode - modebit)/8;

09:

10: if (modebyte % 2 == 1) {

11: attackedbyte = inputs[(modebyte-1)/2].getByte(0);
12: } else {

13: attackedbyte = inputs[(modebyte)/2].getByte(1);
14: )

15:

16: // Return true if the input bit xor keybit != 0

17: return (((attackedbyte >> modebit) & 1) * key !=0);
18: }

4.3.2.1.3 INPUT

Although the key list is now much smaller, the list of
input needs to be much bigger: a per-bit attack
requires significantly more traces. We’ve performed
the test three times, once with 4000 inputs, once with
8000 inputs and once with 100000 inputs. This results
in 500, 1000 and 12500 traces respectively.
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to retrieve the key in a per-bit attack. Since a per-bit
DPA attack is much faster (only 2 keys to test) we
were able to perform an attack using 12500 traces,
which successfully retrieved the key. However, a final
test showed that 1000 traces were already enough to
discover the key.

5. CONCLUSION

When AES is implemented in the way described in
[3], it is very likely that the implementation is
vulnerable to a DPA attack, because in the reference
implementation the key is XOR-ed directly with the
input in the first execution of AddRoundKey. This is
almost the ideal case for a DPA attack based on
Hamming weights. This problem can be resolved, for
example, by using the randomization countermeasure
described in section 4.3.1.3. If this measure is
implemented, DPA in AddRoundKey will be a lot
more difficult but in theory not impossible, as the
randomization should be canceled out if enough
samples are used. We have, however, not been able to
successfully use the attack above on the improved
version using the PROTEUS simulation software.
More advanced countermeasures are described in [4]
and could be used to protect the algorithm against
other attacks (such as timing attacks in Mix Columns).
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Source Code Vulnerability Detection:
Techniques and Tools

Sarah Berenji, Reyhaneh Eslami, Mohammad Akbari

Abstract— Vulnerability in software is one of the most
important security issues in computerized systems. There are two
main approaches for analyzing source code and detecting its
vulnerabilities: the static and the dynamic approaches. In static
method, there is no need to run source code to detect its
vulnerabilities but in dynamic method the vulnerabilities are
detected during the execution of the program and prevented
from. Both, static and dynamic approaches utilize different
methods for detecting vulnerabilities. Here we review several
tools that use different techniques have been presented.

Index Terms— static and dynamic vulnerability detection,
source code analyzing and assessment, software security

[. INTRODUCTION

VU]..NERABI].ITY in software is one of the most important
security issues in computerized systems. These vulnerabilities
show the weakness in program or errors in their execution.
When the programmers pay attention to security features, they
pay attention to security features like encoding, password and
access mechanisms most. According to Michael Howard, the
programming manager of Microsoft security engineering
team, security features are different from the security of
features [1]. To have a secure program, all parts should be
supplied with enough security not just those parts that are
related to security directly. In many cases security failures are
not related to the security features at all. Most of the security
problems are as a result of weaknesses and defects of non-
security features. For example, vulnerabilities in LibPNG
source caused denial of service attacks in the system of
Firefox, Opera, Safari and many other software users
[2].Many other similar cases have been detected that in all of
them, image processing codes have some vulnerabilities, not
the security parts. Not only these vulnerabilities can cause
denial of service but they can also put whole system in danger
too. Many of the software vulnerabilities are because of
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programming defects, especially incorrect use of insecure
methods of C language. The invader can utilize this
vulnerability and run its commands on the system and put
away all the access limits. Buffer overflow and format string
are the common vulnerabilities.

Although software vulnerability is a common problem and
there is a lot of information about it, yet lots of problems are
being reported. Figure 1 shows the number of detected
vulnerabilities by CERT/CC center during 2000-2006.

As figure 1 illustrates, the number of reported
vulnerabilities has been increased. One reason for this
increment is the complexity of current software. Another
reason is the increase in the size of software.

There are two main approaches for detecting and omitting
vulnerabilities: static and dynamic. In this paper we first
review the methods and current tools of detecting
vulnerabilities in source code. Then we will categorize
different methods of source code static analysis and explain
about their operation in part 2. In part 3 we will discuss about
dynamic techniques of detecting vulnerability and in part 4 we
will have conclusion.

II. StaTIiC TOOLS

Static analysis of code is a way for analyzing and checking
the program without executing it. Each tool that analyzes the
code without executing it is called static code analyzer tool. A
static tool acts like a spell checker. Even a good typist uses a
spell checker although the spell checker won't recognize all
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Fig. 1. Vulnerability report by CERT/CC Years: 2000-2006
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mistakes as there is no guarantee for a piece of writing to be
free of errors. For example if we use moot instead of mute, the
spell checker won't recognize the mistake. Static tools are like
spell checkers. There is no guarantee that the code won't have
any vulnerability after it has been analyzed because they only
recognize common mistakes. Both professional and ordinary
writers use the spell checker but it doesn't transform an
ordinary writer to a professional one. The same is true for
static tools. Utilizing these tools has a positive effect in a
professional programmer's code but a weak programmer may
still generate invalid codes [3].

Small mistakes like faults in spelling can cause security
problems. Carelessness, tiredness or being in hurry can cause
security problems too. They even may occur because of not
having enough knowledge about secure programming. It is
quite normal for a programmer not to be aware of all methods
of hacking and invasion. As a result static tools will be very
useful in detecting security problems.

The goal of static tools is to extract some parts of code and
judge them. Static tools have been used in code picturing
recently [4]. For example more than one hundred hidden bugs
in Linux core have been detected by utilizing these tools [5].

Some researches and investigations have been done to
detect vulnerabilities of source code statically. These
researches led to introduction of some vulnerability detection
tools. Classifying tools according to their approach will be
very useful in understanding current methods of detecting
vulnerabilities. In the following we will categorize current
tools according to their approach and will introduce some of
the most popular tools.

A. Syntax Oriented Tools

This category includes those tools that use pattern matching
and lexical analysis. Pattern matching is one of the easiest
ways of static analysis. This method acts like Grep and finds
vulnerable functions like gets (), sprint () and strepy () and
decides whether they are safe or not. The number of false
positive in tools that utilize this simple method is great. One
example of these tools is Flawfinder [6]. This tool examines
the source code to find buffer overflow or format string
vulnerabilities. Because of not having a C parser this tool can't
distinguish code comments from source code and in case of
empty spaces or unexpected macros it produces incorrect
result [7].

Another group of tools convert the source code into tokens
by using a lexical analyzer. They omit unimportant features
like white spaces and comments. This approach is called
source code lexical analysis. Lexical analysis tools act better
than pattern matching tools. To produce more useful reports,
tokens wusually carry information like the location of
vulnerable code (row and column number). Tools like 1TS4
[8] and RATS [9] are included in this category.

ITS4 has been introduced by Cigital group in 2000 to detect
security vulnerabilities of C and C++ languages [10]. This tool
has a database of current vulnerabilities in C functions and
like Grep checks the security of source code. For example if
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the second parameter of strepy () function is a static string, it
won't be an insecure call function.

RATS is a lexical analysis tool that has been presented in
2001 [11]. This tool can check the code of C, C++, Perl, PHP
and Python languages. Like Flawfinder and ITS4 it has a data
base of vulnerable functions and the level of their security
risk.

B. Compiler Based Tools

Alexander Sotirov has introduced some of static analysis
code tools as type qualifiers [7]. These types of tools have
been developed according to Type qualifier frame work.[12,
13] Introduces type qualifiers as features that can describe
current standards of C, C++ and Java languages. In fact Type
qualifiers are a kind of light type-oriented mechanisms that
improve the quality of soft wares [14]. These languages
usually have some type qualifiers (for example key words like
const and register in C language). Fouster has presented a
general purpose system for adding user-defined type qualifiers
by means of annotating on source code. Type qualifiers are
actually light annotations for specifying attributes of program.
Type qualifiers technique is being used in a language to
compare the code with valid annotated qualifiers and check
whether it contradicts the qualifiers condition or not. By using
qualifiers, programmer will be able to remove bugs from
source code. In this system, user-defined type qualifiers are
added to the system through source code annotation. Type
contradictions will be recognized through inference on type
qualifiers.

This technique is used in CQual [15] to add user-defined
type qualifiers to C language. It is also used for detecting
buffer overflow and format string vulnerabilities. CQual
utilizes type qualifiers to run a taint analysis and detect format
string vulnerabilities in C language.

The programmer should annotate on source code, declare
some variables as taint or untainted and use type-inference
rules for qualifiers propagation. After qualifiers propagation,
system will be able to recognize format string vulnerabilities.

Type qualifier technique has been used in BOON [16] to
detect buffer overflow vulnerabilities. In fact, BOON is a
special-purpose tool for detecting buffer overflow in source
code. At first, it examines string variables and then examines
the variables according to their allocated memory and the
amount of memory they're using. It also examines the
boundary of integer variables to see whether a C program can
index an array out of its boundary or not.

BOON presents a list of detected vulnerabilities, their run-
time duration and the correct run-time duration. Although this
tool recognizes many ignored mistakes by lexical analysis
tools, it's not an exact tool yet. BOON doesn't care about the
order of program sentences and can't model the inner
procedural dependencies. It also ignores aliasing pointers [17].

C. Theory Based Tools

Theory-based tools get their concept from common theories
in computer science. These tools are divided into two groups:
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finite automaton and program verification [18].
1) Finite Automaton

A finite automaton is a mathematical model with finite
states. It takes a group of tokens as input and transfers
between a series of states according to a transition function.

According to the final state (state that the machine will
stop) the input string will be accepted or not. The language of
finite automaton is all set of words that are being accepted by
the finite automaton. The finite automaton has a finite set of
states that some of them are considered as vulnerability bugs.
The machine will take source code of the program or a set of
semantic information that are being extracted from the
program as input and then detects its vulnerabilities.

2) XGcc

This tool utilizes finite automaton to specify the validity of
the condition [19, 20]. At first the control flow graph will be
build from source code and then it searches the graph. If the
status of checked nodes adjusts with one transition of the
automaton, its status will be updated. If a branch is being
visited (for example an if statement) in the graph, the whole
automaton that is being affected by the branch will be
duplicated again.

3) 'MOPS:

MOPS wuses model oriented approach for detecting
vulnerabilities in C language [21]. Developers can model their
security features and utilize MOPS to detect errors of
privilege management, change-root jail, file access race
condition and temp files misunderstanding. A *FSA will be
built for every under survey case and the program will be
compiled by a ‘PDA.

MOPS utilizes a similar method like XGCC for detecting
vulnerabilities. It is a tool for confirming the correspondence
of C programs to the security rules (identified as temporary
security features). MOPS represents these features as final
states and utilizes the procedure of studying model to find
insecure states of the program.

4) Confirm Program Validation

In software development the programmer knows the
meaning of every code segment. But a static analysis tool
should extract this meaning or even conjecture the meaning
(according to the evidences).If the programmer specifies some
of this information in the code, the tool can use them in source
code analysis. Code annotations are extra syntax structures
that specify the semantic features of source code. Tools that
support annotation help the programmer in detecting
vulnerabilities [22]. In some resources, these tools are being
categorized as annotation-dependent tools.

Annotation is in fact information about some parts of the
document. In fact annotation is comments that the
programmer puts them in the source code so that static
analysis tools can use them. For example:

Strepy (char *s1, char *s2)

Annotation /*maxSet (s1) >= maxRead (s2)*/

This annotation is for being sure that sl is big enough to
include all s2 characters. This approach is being used for
detecting format string buffer and buffer overflow
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vulnerabilities. Splint has implemented this method. A static
analysis will be done in syntactic level by means of semantic
comments that are specified by user and pars tree of program.
This tool is being used to find problems like unused variables,
null pointer dereferences, memory leak and buffer overrun
[14].

Splint uses pre-condition and post- condition to detect
buffer overflow [23]. Without annotation, this tools acts like
Lint and checks the code. By using annotation, developers can
find abstract vulnerabilities and time of check — time of use
TOC-TOU. This tool can also limit the use of buffers by using
pre-conditions and post-conditions. Therefore programmer
should add pre-conditions, post-conditions and annotation to
the code.

III. DyNAMIC TOOLS

In this section, we will discuss about dynamic tools and
their categories. Prevention of infusion is done by making
changes in run-time environment or system performance. This
makes the program less vulnerable. It means in a normal
environment the program is still vulnerable (there are some
security problems). But in a more secure environment the
vulnerabilities can't act like before [18]. If an attack is done,
the dynamic method terminates the program.

A.  Dynamic Tools for Detecting Vulnerabilities

'STOBO is a dynamic tool that acts according to test
technique [24]. It implements source code by adding small
wrapper functions to supervise buffers and check the security
of library functions. It keeps size of all buffers in a global
table. For each variable declaring a buffer a special function is
called. All buffers and constructors that use buffer memory
are wrapped by special functions. Library functions have
some pre-conditions. For example in strepy (), memory
allocated to the destination buffer should be bigger than the
source buffer otherwise buffer overflow occurs and a warning
is logged in a log file.

STOBO gets a source file as input and adds some extra
code to it. During run-time the program proceeds its normal
routines, but some information is logged in a file according to
test codes. STOBO replaces STOBO_libraryfunc () as
wrapper instead of insecure library functions. It checks pre-
conditions before calling main function and loges buffer
overflows.

B. Dynamic tools for Preventing Vulnerabilities

Tools that are presented to prevent vulnerabilities in source
code can be categorized in two groups. First group include
tools that protect buffer stacks against buffer overflow attacks.
StackGuard, Stack Shield and ProPolice are three common
tools of this category. Second group include tools that protect
all memory regions from buffer overflow attacks. This group
of tools is called Bounds checker. In continue, CRED will be
described as a sample of this group.

1) StackGuard
StackGuard compiler that is planned and implemented by
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Crispin Cowan and others [25] is one of the most popular
dynamic methods. This method is planned for detecting and
preventing overflow of stack buffers. StackGuard uses return
address.

The main idea of StackGuard is that all important values for
the target are rewritten when a buffer overflow occurs. We
can detect and prevent attacks with setting a special value
between the return address and top of the stack. Then we
check whether this special value has been rewritten or not
before using the return address. This special value is called
Canary value.

Some attackers can access to return address and change it
with their desirable value without changing the Canary value.
It can be done through rewriting the Canary value with its
previous value (as a result, the Canary value seems
unchanged) or through using a pointer that rejects the Canary
value. For solving the first problem two versions of Canary
value have been introduced. First Canary version is a 32-bit
random value that is being calculated during run-time. The
second Canary version is a terminator that includes all four
string terminators: Null, Carriage Return, -1 and Line Feed. In
Random Canary method, invader should guess or retrieve
Canary value during run-time. In Terminator Canary method,
the invader should inter a string of terminators so that the
canary value remains unchanged when overflow occurs,
although it is impossible because string function considers
each terminator as the end of string.

We should note that these techniques only can prevent from
overflow attacks that rewrite everything in stack, not those
attacks that are related to return address. The invader still can
put a new address in this memory location through a pointer
that points to the return address. To solve this problem, the
StackGuard team has suggested that in addition of keeping the
canary value its value should be XOR with the correct return
address and the result should be saved. As a result, the attack
could be detected even if the Canary value remains unchanged
because the XOR value of Canary value and return address
has changed. In the case of using XOR technique the Canary
value should be of random type, because if Terminator Canary
is used its XOR result with return address is not a terminator
string any more.

2) Stack Shield

Stack Shield is a patch for GCC compiler that has been
introduced by Vendicator [26]. Three type of protection have
been presented in its seventh version. Two types are for
preventing from writing on return address (that can be used
simultaneously) and one type is for preventing from function
pointers rewriting.

Global Return Stack

Default preventing method of Stack Shield is preventing
according to global return stack. Global return stack is a
separate stack for keeping return address of different function
calls during run-time. This stack is a general array with 32-bit
inputs. Whenever a function is called its return address is kept
in system stack and global return stack simultaneously. When
the function returns, the return address in system stack is
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replaced with the address in global return stack. If an invader
rewrites the return address, the attack will be stopped without
terminating the program. As there is no comparison between
the value of return address in system stack and global return
stack, the occurrence of attack can't be detected and only
prevention is being done.

Return Range Check

Another easier and faster version of Stack Shield for
protecting return address is checking the return range. Return
range checking uses a global variable for keeping return
address of current function. Before returning, value of stack
return address will be compared with the current value of
global variable and if they were different, the program
terminates. In spite of global return stack, return range check
can detect intrusions

Protecting Function Pointers

The main idea of this approach is that function pointers
should point to the text segment of procedure memory. If the
procedure gives this certainty that all function peinters only
can point to text segment, it will be impossible for the invader
to change function pointer so that it will point to the injected
code. Because code injection is only possible through data
segment, BSS segment, heap and stack.

Stack Shield adds checking code before all function calls
that use function pointers. Then a global variable is declared
in data segment and its address is used as border value.
Checking function gives this certainty that each function
pointer points to the memory under global variable address. If
it points to upper memory unit, the procedure terminates. If
the programmer wants to use dynamic function pointer
allocation, prevention may face with false positive.

3) ProPolice

ProPolice is one of the most complicated compiler patches
for preventing source code vulnerabilities [27]. GCC patch
has borrowed its main idea from StackGuard and uses Canary
value for detecting stack attacks. The new point is that for
protecting stack variables, local variables are rearranged so
that char buffers are always are located at the lower parts of
stack beside the old base pointer. As a result local variables
don't get damaged.

4) 'CRED

Some dynamic tools for detecting buffer overflow don't
prevent buffer overflow attacks completely. Tools like
StackGuard, Stack shield and ProPolice that are mentioned
before, protect program only from stack smashing. Scope
checkers detects all parts that are invaded during the run-time
and prevent all buffer overflow attacks. Some of the scope
checkers change representation of C pointers [29, 30, 31].
These tools replace each program pointers with a structure
that keeps necessary information for checking scopes, like
base address and buffer extent. This change not only increase
use of memory but also is inconsistent with inheritance.

As CRED checks the scope of memory accesses directly, it
can detect all buffer overflow attacks [32]. It uses a global
table to keep memory scopes. For each memory reference
during run-time, an entry is made in table. Each entry consists
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of allocated memory scope and a base address. Whenever a
pointer refers to memory, the table is being used to check if
accessing to memory is legal or not. Pointers that are out of
scope are legal unless they have no reference.

This way all memory scopes are protected against overflow
attacks except those are allocated by external libraries.

IV. CONCLUSION

Because of software development and source code
complexity, vulnerabilities of source code have increased.
Although lots of efforts have been done to prevent buffer
overflow vulnerabilities by different groups, still there are
demands for new solutions. Some tools are introduced in
recent years that were successful in detecting vulnerabilities of
software. Using these tools, improves the security of
softwares. In this paper, we have introduced current methods
and categorizations of detecting vulnerabilities and some tools
in summary.
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Abstract—Peer-to-Peer overlay networks employ
scalable mechanisms that allow anyone to offer content
and services to other system users. However, the open
accessibility of these systems makes them vulnerable to
malicious users wishing to poison the system. Because of
this danger, users must be wary of the quality or
validity of the resources they access. To mitigate the
adverse behavior of unreliable or malicious peers in a
network, researchers have suggested using reputation
systems. In this paper we proposed a novel trust and
[. INTRODUCTION
What distinguishes P2P  systems from other
distributed systems is their focus on full user
autonomy. Typically, distributed systems consist of
computers managed by a single organization or
hierarchy. Devising an efficient architecture that
spans many networked machines is much simpler
when all machines can be monitored and controlled
by a single operator. However, in pure P2P
architectures there are no centralized services or
control mechanisms dictating the actions of other
nodes. Each user decides what computing resources
he will contribute, as well as when and for how long.
The architecture is designed to handle large numbers
of nodes joining and abruptly leaving the network. In
addition, these systems emphasize equality and
balancing the load across nodes. This flexibility, self-
determination and low participation cost encourages a
much larger number of participants, which, in turn,
greatly increases the number and value of the services
provided by the system to all [11]. The most
important contribution of peer-to-peer system
research is providing an architecture that allows a
group of users spread throughout the Internet to
cheaply and efficiently connect their commodity
computing resources into one massive system,
useable by all. In previous researches p2p systems
have been experienced in network computation,
storage and digital memories. But recently these
systems are usually applied to file sharing and social
networks. The open environments are dynamic and
agents are heterogeneous and anonymous also there is
no central authentication system, so accessing to data,

reputation system, using RBF artificial neural network
to determine trust level. Inputs of this neural network
are recommendations from other peers about a file
provider. After each interaction, the neural network
could be trained by requester’s experiment and tuned
network’s weights. Output of the neural network
addresses the trust level of the file provider.

Index Terms— Peer-to-Peer Overlay Networks , RBF'
Artificial Neural Network , Reputation , Trust.

information and shared services are related to trust
and reputation of peers. Now trust and reputation
systems or recommended trust models are applied
broadly as one kind of decision support systems that
help peers to download from reliable peers. They
differ in selections of recommenders and in
aggregations of recommendations. To design a trust
and reputation system we have to take two problems
into consideration: how to design a trust computation
model that provides more accurate trust value for
decision procedure; and how to design an efficient
and scalable information collection strategy.

II. RELATED WORK

Various techniques have been proposed to secure P2P
networks over the last decade. Abdul-Rahman and
Hailes [1] captured the most important characteristics
of trust and reputation and proposed the general
structure for developing trust and reputation in a
distributed system. Most of the later works in this
area followed their ideas, but in different application
domain, such as [2, 3, 4, 5]. Sabater and Sierra [6]
extended the notion of trust and reputation into social
and ontological dimensions. Social dimension means
that the reputation of the group that an individual
belongs to also influences the reputation of the
individual. Ontological dimension means that the
reputation of a peer is compositional. The overall
reputation is obtained as a result of the combination
of the peer’s reputation in each aspect. Cornelli and
Damiani [4] also worked in the area of file sharing in
peer-to-peer networks. However, it concentrated on
how to prevent attacks on the reputation system and
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did not discuss how peers could model and compute
trust and reputation. EigenTrust model of Kamvar et
al. [7] is built on the notion of transitive trust.A major
issue of applying this model is to find pre-trusted
peers that guarantee convergence of the algorithm and
avoid malicious collectives. Wang and Vassileva [10]
applied Naive Bayesian network to recommendation
trust. The model can be used to solve the problem of

III. TRUST AND REPUTATION

In this paper, we adopt the following working
definitions:
Trust — a peer’s belief in another peer’s capabilities,
honesty and reliability based on its own direct
experiences;
Reputation — a peer’s belief in another peer’s
capabilities, honesty and reliability based on
recommendations received from other peers.
Reputation can be centralized, computed by a trusted
third party, like a Better Business Bureau; or it can be
decentralized, computed independently by each peer
after asking other peers for recommendations
Although trust and reputation are different in how
they are developed, they are closely related. They are
both used to evaluate a peer’s trustworthiness, so they
also share some common characteristics.

e  Context specific
Trust and reputation both depend on some context.
For example, Mike trusts John as his doctor, but he
does not trust John as a mechanic who can fix his car.
So in the context of seeing a doctor, John is
trustworthy. But in the context of fixing a car, John is
untrustworthy.

e Multi-faceted
Even in the same context, there is a need to develop
differentiated trust in different aspects of the
capability of a given peer. The same applies for
reputation. For instance, a customer might evaluate a
restaurant from several aspects, for example, the
quality of food, the price, and the service. For each
aspect, she develops a kind of trust. The overall trust
depends on the combination of the trusts in each
aspect. While the context-specificity of trust
accentuates that trust in an identical peer can be
different in different situations, the characteristic,
multi-faceted, emphasizes that trust has multiple
aspects, which can play a role in deciding whether a
peer is trustworthy to interact with.

e Dynamic
Trust and reputation increase or decrease with further
experience (direct interaction). They also decay with
time.
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different estimation process of the same online
service. Song and Phoha [8] and Zong , Feng and Jun
[9] proposed the trust and reputation system based on
artificial neural network. [8,9] are built on back-
propagation algorithm to train the MLPs neural
network. In proposed paper we used RBF neural
network since these networks tend to learn much
faster and require fewer training samples than MLPs.

IV. DETERMINATION OF TRUST AND REPUTATION
LEVEL BY NEURAL NETWORK

In this paper we focus on pure P2P networks for file
exchange and, more precisely, on the Gnutella"
architecture. The reason for focusing on a pure P2P
network is that it is closest to the ideal structure of the
peer-to-peer networks, where all participants have a
uniform role. Therefore, first we define the working
of the Gnutella protocol and then sketch the basic
idea of our approach about using RBF neural
networks in p2p overlay networks.

A.  Overview of Gnutella protocol

Gnutella offers a fully peer-to-peer decentralized
infrastructure for information sharing. Each peer is
associated with a self-appointed 1D, which can be
communicated to others when interacting, as
established by the P2P communication protocol used.
The id of each peer in Gnutella can change at any
instantiation or remain persistent.

The topology of a Gnutella network graph is meshed,
and all peers act both as clients and servers and as
routers propagating incoming messages to neighbors.
While the total number of nodes of a network is
virtually unlimited, each node is linked dynamically
to a small number of neighbors, usually between 2
and 12. To reduce network congestion, all the packets
exchanged on the network are characterized by a
given Time-To-Live (TTL). On passing through a
node, the TTL of a forwarded message is decreased
by one; when the TTL reaches zero, the message is
dropped. The limit of the TTL creates a horizon of
visibility for each node on the network. The horizon
is defined as the set of nodes residing on the network
graph at a path length equal to the TTL and reduces
the scope of searches, which are therefore forced to
work on only a portion of the resources globally
offered. Peers in Gnutella can gain a complete vision
of the network within the horizon by broadcasting
Ping messages. Peers within the horizon reply with a
Pong message containing the number and size of the
files they share.

B. Basic idea of proposed system

In a peer-to-peer overlay network like Gnutella,
exchanging a file is containing  two
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phases:1)Searching a file 2)Downloading it(see
Figure 1 and 2). But some other researches like
[4,10,12] complete this protocol by adding two other
phases into it: pooling and evaluating the votes. In
this way before a requester decides about
downloading the file from a provider, first it asks
other peers about reputation of the provider.

Fig 1. Research process by peer A in Gnutella

Fig 2. Download from peer B in Gnutella

In this paper we decide to study about influence of
layering concept on evaluating trust for the first time
and for this reason we use artificial neural network to
achieve higher reliable trust and reputation about
provider. In the other word, as it’s showed by
literature review about trust and reputation systems,
all the collected votes about reputation of a file
provider from other peers, are in the same level.
Whereas being more hops between responses to the
requester causes more malicious responses and
spoofing. In this paper we assume that there is one
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hope between peers who are in the first layer and the
requester, and there are two hopes for peers in the
second layer and so on. As it mentioned before about
concept of TTL, we can conclude that TTL is equals
to the maximum number of layers.

TABLE1
DIFFERENT LEVEL OF TRUST

Meaning Trust level
Very Trustworthy vt
Trustworthy t
Untrustworthy u
Very Untrustworthy vu

Since peers are heterogeneous, they may have
different preferences and judge issues by different
criteria. For example, some peers may consider a
movie provider good because it provides movies with
high quality, while others may consider the movie
provider bad because the speed of download from it is
very slow. If two peers A and B are similar in their
evaluation criteria, peer A can trust peer B’s
recommendations, if it knows that peer B is truthful.
On the other hand in this paper same as [1] we
consider different level of trust like Very
Trustworthy, Trustworthy, Untrustworthy, Very
Untrustworthy (see Table 1). We use these levels of
trust to determine the output of neural network.

%

X2

Fig 3. RBF artificial neural network

It is a difficult problem to predict the character of a
client. Furthermore, because the open environments
are dynamic, it is much more complicated to predict
the distribution of clients with different characters on
specific time. Therefore we use RBF neural network
to evaluate other peer’s recommendation as it’s
showed in Figure 3. Artificial neural networks are
robust to noise data and support incremental training.
So our proposed trust model tries to overcome some
disadvantages of previous trust systems by training
the RBF neural network and tuning its weights by
similarity matching to find the index of best center.
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Before describing more details about application of
neural network in our model, we need to explain
about Gnutella phases as they presented in [12].

C. Phase 1: Resource searching

At first peer A who is a peer that looking for a
resource, broadcasts a Query indicating the resource
it is looking for. Every other peers which receiving
the query and willing to offer the requested resource
for download, sends back a QueryHit message stating
how it satisfies the query and providing its id and its
pair(IP, port), which peer A can use for downloading.

D. Phase 2: Polling

Upon reception of the QueryHit messages, peer A
selects a top list of favorite peers T and polls its peers
about the reputations of them. In the poll request, peer
A includes the set T of peers IDs about which it is
enquiring and a public key PKpoll generated on the
fly for the poll request, with which responses to the
poll will need to be encrypted. The poll request is sent
through the P2P network and therefore peer A does
not need to disclose its ID or its IP to be able to
receive back the response. Peers receiving the poll
request and wishing to express an opinion on any of
the peers in the list, send back a PollReply expressing
their votes and declaring their (IP, port) pair. Peer A
hash of the votes and pair (IP, port) is also added in
order to allow peer A to check the integrity of the
message. The PollReply is then encrypted with
PKpoll to ensure its confidentiality (of both the vote
and the voters) when in transit.

E. Phase 3: Vote evaluation

As a result of the previous phase, peer A receives a
set of votes, where, for each peer in T, some votes
can express a good opinion while some others can
express a bad opinion. To base its decision on the
votes received, peer A needs to trust the reliability of
the votes. Thus, peer A first uses the hash to detect
tampered-with votes and discard them. Second, peer
A detects votes that appear suspicious, for example
since they are coming from IPs suspected of
representing a clique. Third, peer A selects a set of
voters that it directly contacts (by using the (IP, port)
pair they provided) to check whether they actually
expressed that vote. For each selected voter, peer A
directly sends a TrueVote request reporting the votes
it has received, and expects back a confirmation
message TrueVoteReply. This forces potential
malicious peers to pay the cost of using real IPs as
false witnesses.
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F. Application of RBF neural network in proposed
trust model

After evaluating received recommendations or votes,
finally peer A has to select the provider who seems to
be the best on the list, in different aspects like
download speed, file type and file quality. In this
point we use RBF artificial neural network to solve
the problem (see Figure 4). RBF networks provide a
powerful alternative to MLPs™ for function
approximation or classification. They train faster and
require fewer training samples than MLPs. There are
several techniques for training these networks. RBF
networks are nonlinear hybrid networks typically
containing a single hidden layer of processing
elements. This layer uses Gaussian transfer functions,
rather than the standard sigmoid functions employed
by MLPs. In other word the RBF is a single-hidden-
layer feed forward network with linear output transfer
functions and nonlinear transfer functions, on the
hidden layer nodes. The primary adjustable
parameters (see Figure 4) are the final layer weights,
{Aik}, connecting the jth hidden node to the kth output
node. There are also weights {u;} connecting the ith
input node with the jth hidden node [13].

Fig 4. The basic radial basis function structure[13]

The mathematical embodiment of the RBF takes the
following form. The kth component of the output
vector y, corresponding to the pth input pattern x;, is
expressed as:

h ¢ \
DOl = 3 A, — sl =)
j=0

)

Where @j(...) denotes the nonlinear transfer function
of hidden node j. In the RBF neural network there are
three basic parameters like 1- centers, 2- spreads, 3-
weights. We use K-means clustering algorithm for
determining centers:

1. Initialization: random p;(t=0)
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2. Sampling: draw x,(t) from input space
3. Similarity matching: find index of best center
k = arg minj Cxp(t) - pj(t) [ (2)
4. Updating: adjust centers
pk(t1) = pk(t) + n*[xp(t) - puk(1)] 3)

5. Continuation: increment t by 1, go to 2 and
continue until no noticeable changes of centers
occurred.

Next we use normalizing method to find spreads:

_ Maximumdistancebetweenany 2 centers  dp,ay

Jnumberof centers m,
4)
ot -2 bx-
ie [l,ml] )

At last using LMS method for tuning weights:
Mk =k +n * [y(k)-y'(k)] (6)
0<n<l ,

y" is predicted output of network and y is actual
output of network.

1 if confidence condition is true
y'(k) =
0 otherwise

(7)

, y(k) = output of function ¢ from[0,1]
(8)

Generally inputs of this RBF neural network are other
peer’s recommendations about a file provider based
on their assigned layer. As mentioned before these
recommendations are in vt, t, u, vu format. Thus total
number of input neurons of this neural network will
be equals to product of network TTL in these 4 trust
levels. In order to normalization of inputs of trust
levels, we dividle number of received
recommendations from each trust level into the all
number of them. In RBF network hidden layer’s
neurons do the similarity matching and find index of
best center. As previous terms express weights of
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hidden layer’s neurons calculate by K-means
clustering algorithm. Finally neuron’s weights of
output layer are difference between predicted output
of network and actual output by assessment of
different aspect of providers like response time,
download speed, file quality and file type. A
requester keeps the last trained neural network in its
memory. After each interaction, the neural network
could be trained by requester’s experiment and tuned
network’s weights. If the neural network was built
beyond a certain period of time or some
recommenders have changed their trust models, or the
requester changes his trust estimation accuracy
requirement, the requester collects up-to-date trust
data and retrains the neural network. After a while the
network is well trained and it would help peers to find
reliable file providers.

G. Phase 4: Resource downloading

At this point, before actually initiating the download,
peer A challenges the selected peer B to assess
whether it corresponds to the declared peer-id. Peer B
will need to respond with a message containing its
public key PKy and the challenge signed with its
private key SKg. If the challenge-response exchange
succeeds and the PKp’s digest corresponds to the
peer-id that peer B has declared, then peer A will
know that it is actually talking to B. Note that the
challenge-response exchange is done, like the
download, via direct communication on a secure
connection, to prevent impersonation by which peers
can offer resources using the peer-id of other peers.
With the authenticity of the counterpart established,
peer A can finally download the resource and,
depending on its satisfaction for the download, update
its reputation information for peer B.

V. CONCLUSIONS

In this paper we decide to use the neural-network
based recommendation trust model since experiments
in this area have discovered these facts that hidden
variables capture by hidden layers of the model, and
these networks are robust to noise in the training data,
also they have fast speed with high accuracy. In
addition adaptability and non-linear aggregation of
heterogeneous agent’s recommendations are other
properties of neural-network based trust systems.
Inputs  of proposed neural network are
recommendations from other peers about a file
provider. After each interaction, the neural network
could be trained by requester’s experiment and tuned
network’s weights. Output of the neural network
finds the trust level of the file provider.
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For future research we will reduce number of input
neurons of the network by using fuzzy modeling.
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On the Analysis of Dynamic Software
Watermarking

S. Jamal H. Zaidi and Hongxia Wang

Abstract—Since birth, the necessity of software becomes more
essential not only to deal with scientific tasks but to solve our daily
life activities. It takes more value time by time and become not a
physical property but an intellectual property. As a member of
digital family, software has to face the same threats like, illegal
copying, distribution, modification, stealth, misuse and erc. Many
mechanisms were introduced like, copyright, registration, licensing,
intellectual property, information auditing, security dongle and erc.
to resist from the attacks. To protect software from piracy,
watermarking is the one in which the owner embeds some secret
information in the code as a mark of identification to ensure and
authenticate their ownership rights. During last decade, different
algorithms were developed to implement this scenario and to stop
different attacks. This paper is an attempt to gives an analysis on a
particular branch of watermarking algorithm hierarchy i.e., dvnamic
watermarking. This work focuses on the organization of dynamic
watermark, embedding styles and watermarking algorithms.

Keywords—Dynamic software watermarking, watermarking
algorithms, software piracy, software security.

[. INTRODUCTION

OFTWARE watermarking is currently the most
demanding technique to prevent the software from piracy.
We usually observe watermarks on different daily life
products, like; to prevent the use of fake currency, to safe the
illegal use of products by pasting a fragile rainbow colored
sticker having some logo or information from the brand
maker, to avoid the piracy of digital objects by embedding
secret information and efc. All of these procedures were
applied to stop or prevent from the illegal use and to maintain
the authority of copyright.

From the last few decades, the threat of piracy and illegal
use become a key concern for sofiware industry and many
algorithms and approaches were designed to overcome this
problem. Moreover, a survey conducted by [1] shows that
more than 41% software are being used worldwide without
having ownership rights or simply pirated. Software
watermarking algorithms [2] and [3] are classified in
different classes depending upon their functional goals,

S. Jamal H. Zaidi is with the School of Information Science & Technology,
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execution, extraction techniques, visibility, statistical
behaviors, robustness and sensitivity. Statistical properties or
reordering the structure of program statements may be treated
as a seed to implement watermarks [4,5].

This paper highlights one of the flavors of algorithms
based on implementation. These watermarking algorithms are
further classified into (1) static and (2) dynamic techniques.
This paper comprises on three main sections. Followed by the
introduction (section 1), section 2 describes about the art of
dynamic watermarking and its algorithms. Finally, the paper
concludes in the last section and presents some future
directions..

II.DYNAMIC WATERMARKING

A. Mechanism

As discussed above, the fundamental task of any
watermarking algorithm is to embed or implant any known or
secret information within the code or data structure of any
software application. In particular, dynamic watermarking
permits to embed the embedding information during the
execution state. Moreover, for recognition [6,7] of watermark
the application should be executed by the recognition tool
(Fig.1). To keep this feature, we may write the embedding
function, E(.), as follows:

p'=E(p,W,k). (1)

where p’denotes the watermarked program, p represents

original program, Wis the watermark, and £k is the (secret)
key / (valid) input sequence, also regarded as part of
embedding process.

The second phase of watermarking mechanism is the
process of recognition, which can be treated as two fold
activity; the first one is the inverse operation of the
embedding function to obtain the embedded watermark, W',
named as ‘extraction function’, E(.)(Eq‘ 2), and the other is
to detect the presence of the embedded watermark [8], called
‘detection function’, 1(.) (Eq. 3).
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Original Program * p’

Watermark * W *

l execttion

Key k*

Embedding tool * B( p, W, k)*

Embedding Phase

I

Watermarked Program * p’ ?

l _______

Inverse Embedding / Extraction tool * i( p,, k ) ’

Extraction

}

Extracted Watermark * W'

Recognition Phase’

Watermarked Program * p’ !

Watermark * W *

Key k"

v

D(p', W, k)

Extracted watermark is
same as Embedded
watermark

Detection tool

-‘\

Detection

.

Extracted watermark is NOT
same as Embedded watermark

_

- r
P should be executed by the extraction or detection tools to recognize W

FIGURE 1. FLOWCHART OF A COMPLETE DYNAMIC WATERMARKING MECHANISM

w =E(pk). (2)

D(p',W,k)=1o0r 0. 3)
where ‘1’ represents the correct match and ‘0" denotes
incorrect match of the detected watermark. We may also
include p during the detection function.

B. Algorithms

Watermarking techniques always shows a tradeoff
between stealth, effective cost, resilience, performance and
data rate [2,9]. If there is no change in the statistical
properties of p after embedding W, such property is named
as Stealth. The stealth is said to be static if the static analysis
shows no change in p and p’, whereas, the dynamic stealth
is the one which shows no variation during execution. If W
is placed at a reliable location and can be extracted safely,
such embedding is known as Resilient. For high data rate,
W should be large enough to resist the decoding attacks.

Bildiriler Kitabi

According to [10], dynamic watermarking algorithms are
classified into three flavors (1) Easter Egg (EEW), (2) Data
Structure (DSW), and (3) Execution Trace Watermarks
(ETW). If W information appears which is immediately
noticeable by the user after giving an unusual input(s), the
W is said to be EEW. If W is embedded into stack, heap,
global or any other kind of data structure and it is extracted
by observing the current values hold by p then Wis known
as DSW. ETW is embedded within the address or instruction
trace or both of p while giving a particular sequence of input

and can be extracted by performing some statistical analysis.

In 1996, Davidson ef al. [11] published the first patent for
software watermarking of static behavior in which the
watermark was embedded by reordering the basic block of the
program. Collberg er al. [1] implemented the first dynamic
graph watermark (CT) in 1999. CT algorithm involves three
main steps: (1) selection of suitable graph, (2) partitioning of
graph into sub-graphs, and (3) construction of a set of graph
generating code for each sub-graph and chose an execution
path with the help of a secret key to embed those codes. For
embedding [10] used two techniques: (a) Radix-k Encoding
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using circular linked list, and (b) Graph Enumeration
Encoding. Venkatesan er al. [12] introduced the first graph
based watermark with a static behavior which was practically
implemented by [13] with some necessary changes to the
original algorithm.

Qu et al. [14] proposed watermarking algorithm as a
graph coloring problem and it was first implemented by
Myles et al. [15] using register allocation technique. Both
[14,15] fits into a static watermarking category but these
algorithm were further modified into dynamic watermarking.
After an implementation of [14] by Zhu er al. [16,17,6], it
was observed that if two different messages were inserted into
the actual graph the resultant watermark will be identical.
Lee et al. [18,19] gave an idea of color permutation and color
change to overcome the weaknesses of [14,15] whether large
number of variables or interface graphs are present.

Collberg et al. |20] highlights the weakness of [11] and
[15], as both the approaches can be damaged by straight-
forward binary optimizers, whereas, the technique used in
[10] will remain stable by obfuscating the code (modification
of pointer topology of data structure). Moreover, [20]
proposed a new technique of dynamic path-based
watermarking having capability of embedding large
watermarks and shows resistance against variety of attacks.
Thomborson et al. [21] introduced a tamper proofing
technique for dynamic data structures watermarks using
constant encoding. Dynamic graph based fingerprinting was
proposed by Collberg et al. [22] by using pointer alias which
is difficult to analyze and hard to attack.

Luo er al. [23] extend the CT algorithm by implementing
Asmuth-Bloom threshold scheme (technically based on
Chinese Remainder Theorem) with a share connected to the

secret key. This algorithm results as an improved version of

CT algorithm but due to the sharing mechanism the
watermark information will expand gradually and reduce the
available space to accommodate. Another extension to the CT
was proposed by Zhu er al. [24] by introducing 2D and
multidimensional intensified planted plane cubic tree to
obtain higher data rate along with better temper proofing.

Thread contention technique was first used by Nagra et al.
[25] to embed robust watermark dynamically. The algorithm
depends on the new thread initiated in a single threaded
portion of a program and can embed single or multiple bit
watermark. Similarly, as [25], Larkin et al. [26] also took
Java program as a working platform to establish a dither
modulation watermark in the dynamic memory traces.
Furthermore, [26] generalize the spread-transform algorithm
for software watermarking using N-element vector to the total
corresponding dynamic memory allocation during N-length
time intervals of the program execution.

Myles et al. |27,28] introduced a branch-based dynamic
watermarking approach which includes features of both
obfuscation and tamper proofing. This algorithm takes two
secret keys to embed ownership identification mark and
consumer fingerprint mark simultaneously.
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Integration of chaotic system with an EEW style dynamic
watermarking was introduced by Liu ef al. [29]. By involving
chaotic system, the watermark dispersed all over the code and
acts as a protection shield for the whole program. Also, the
anti-reverse engineering technique was used to resist from
various reverse engineering attacks. Ke-Xin er af. [30] and
Jian-Qi ef al. [31] introduced the same mechanism to split the
watermark into pieces using Shamir’s threshold scheme in
order to increase resilience. Furthermore, [30] applied single
dimensional logistic chaotic encryption to the watermark
pieces, whereas, |31] used block cipher and self-isomorphic
mapping operations to associate the unrelated pieces of
watermark.

Mixed Boolean arithmetic transformation was applied by
Zhou et al. [32] to hide the secret key and make the
watermarking algorithm hard to identify. The constants were
created at runtime and will not be visible in the executable
file.

Zhang et al. [33] proposed a hash based dynamic
algorithm to watermark and attempts to distinguish the
proposed method from the traditional watermarking
techniques. This watermark is not hidden in the code or in
the runtime. Whereas, the watermark can be extracted
dynamically and resist various forms of transformation
attacks. According to Preda er al. [34], loops can be the
fundamental block for establishing dynamic watermark.
Iteration of loops can be taken as traces of execution and can
be fold into a single loop body after abstraction of code.
Therefore, a single iteration can initiate the computation of
watermark correctly [34].

Dynamic program slicing was implemented by Deng er al.
[35] to watermark distributed and mobile software. Modules
of the systems were categorized as visible and hidden using
slicing technique. Embedding of watermark was done by
modifying the data dependency between the communicating
modules and by logging the dependent relation the watermark
information can be recognized.

[II. CoNCLUSION AND FUTURE DIRECTIONS

This paper shows the contrast of different watermarking
styles, as well as gives a reasonable bridge between the
theoretical ideas to the practical implementation of
watermarking algorithms. Also, this work gives detail
advancements in dynamic watermarking algorithms.

It is observed that a reasonable work has been discussed
about dynamic graph based algorithms but still requires more
attention. Similarly, some more work is required to mature
the concepts of dynamic watermarking using hash functions,
chaotic systems, threading and program slicing. According to
[36], we may implement rough set techniques not only to
create watermark but to embed it.
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Abstract - In this paper, different steganographic
methods have been analyzed and implementations of those
techniques have been performed. Those methods include
hiding in text, hiding in audio file, hiding in file system,
and hiding in image files.

Index Terms - Steganography, steganographic methods,
implementation, analysis.

[. INTRODUCTION

Steganography is the art of hiding data in data in an
undetectable way. The word Steganography is derived from
Greek and it means covered or hidden writing. Main concern
of steganography is hiding existence of hidden message.
Steganography seems related with cryptography but it is
different. Main concern in cryptography is hiding the content
of the message but in steganography main concern is hiding
the existence of hidden message.

Johannes Trithemius (1462-1516) has published a series of
books named “Steganography: the art through which writing
is hidden requiring recovery by the minds of men”. The book
I and Book 1l describe the methods to hide messages in
writing. Book III is about secret astrology. Two researchers
have discovered that Book Il contains some hidden
messages. One of those messages was “the quick brown fox
jumps over the lazy dog”.

Mary Queen of Scots has used the combination of
steganography and cryptography so as to hide letters. She has
used beer barrels which can easily pass in and out of her
prison.

Another use of steganography is shaving a messenger’s hair
and writing the message on the head. After the messenger’s
hair grows up, the messenger can go to the intended receiver
and the receiver also shaves his hair and retrieves the
message. This method has been used by Histaiacus in Sth
century BC.

In 480 BC, Demaratus warned Spartans about the risk of the
invasion of the Xerxes. Heroclotus has decribed his method
like:
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“As the danger of discovery was great, there was only one
way in which he could contrive to get the message through:
this was by scraping the wax off a pair of wooden folding
tables, writing on the wood underneath what Xerxes intended
to do, and then covering the message over with the wax
again.”

In World War II, some steganographic methods have been
used by Nazis. The name of the method was microdots. They
were actually microfilm  chips produced in high
magnification. Those chips were the size of a period in a
typewriter. However these periods contained very dense
information, images, etc. The Nazis has also developed
invisible inks as a method in steganography.

A Nazi spy has sent the information below:

“Apparently neutral’s protest is thoroughly discounted and
ignored. Isman hard hit. Blockade issue affects pretext for
embargo on by-products, ejecting suets and vegetable oils.”
When you pick the second letter in each word up, the
following sentence occurs:

“Pershing sails from NY June 1.”

Cardano Grill, developed by Girolama Cardano, is another
method in steganography. The grill is actually a piece of
paper consists of holes. When this paper is put on the paper
with information, the actual information can be retrieved
from that paper by means of that grill.

The last ancient method described in this paper is using
eyelids to blink words in Morse code. US Armed Forces
prisoners in Vietnam have used this method by means of a
five by five matrix. Each element of the matrix consists of a
letter in the alphabet, and the Morse code of that letter. The
following figure shows this five by five matrix:

1 2 3 4 5
1 A B 2.5 . D E
2 K = G Hine & I o J .
3 L . M N o aisiuse O 5is siss P
1+ Q. R .. . S .. T oo sens U .. ...
5 N W . X aiia i Y z

Figure 1: The Morse code used by the US Armed Forces prisoners in Vietnam

II. ANALYSIS AND IMPLEMENTATION

There are different types of steganography. Main difference
between techniques is using different carriers. In application,
a text message, an image file, an executable program file or
an audio file can be used as a carrier. In this part of paper, we
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will introduce steganography tecniques with different types of
carriers.

A. Hiding in Text
In this part, text based steganography, as another method in
steganography, will be explained briefly.
Figure 2 illustrates the block diagram of text based
steganography.

Lcu...

Stego Key
Channe! J
R 7
Sander sends Stego Sego e
tha seoret
S Eage

o T

Receiver rneves.
the eviginal
message

Figure 2: Block diagram of text based steganography

Firstly, sender sends the secret message by using the
embedding algorithm, stego key and the cover text which will
conceal the original message and the stego text is formed.
Then this text is transmitted over the channel and comes to
the receiver. The receiver uses the recovering algorithm and
the stego key so as to retrieve the original message from the
stego text.

Text based steganography can be classified into three main
categories: Format-based, Random and statistical generation
and linguistic method.

Generally, format-based method modifies existing text so as
to hide the steganographic text. Random and statistical
generation method is generating cover text according to the
statistical properties. This method is based on character
sequences and words sequences. Linguistic method
specifically considers the linguistic properties of generated
and modified text, frequently uses linguistic structure as a
place for hidden messages.

One example of text steganography is to turn a short message
into a spam mail content, send the mail to the receiver and
retrieve the original message. We have given the following
message as the input to the program in:

“This is a secret message!”

The program has turned this input into a spam mail content
as below:

“Dear Friend: Thank-you for your interest in our publication
. If you no longer wish to receive our publications simply
reply with a Subject: of "REMOVE" and you will immediately
be removed from our club ! This mail is being sent in
compliance with Senate bill 1816 ; Title 3 ; Section 304 . This
is not multi-level marketing . Why work for somebody else
when you can become rich within 45 days . Have you ever
noticed more people than ever are surfing the web & people
love convenience ! Well, now is your chance to capitalize on
this . We will help you SELL MORE and use credit cards on
your website . You are guaranteed to succeed because we
take all the risk | But don't believe us ! Ms Ames of North
Carolina tried us and says "l was skeptical but it worked for
me" | We are licensed to operate in all states . We IMPLORE
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you - act now . Sign up a friend and you'll get a discount of
80% ! Cheers . Dear Cybercitizen , You made the right
decision when you signed up for our mailing list ! This is a
one time mailing there is no need to request removal if you
won't want any more . This mail is being sent in compliance
with Senate bill 1621, Title 2 ; Section 301 ! THIS IS NOT A4
GET RICH SCHEME . Why work for somebody else when
you can become rich within 74 weeks . Have you ever noticed
people love convenience & nobody is getting any vounger .
Well, now is your chance to capitalize on this . WE will help
YOU decrease perceived waiting time by 130% plus increase
customer response by 150% ! You can begin at absolutely no
cost to you . But don't believe us ! Ms Anderson who resides
in Alabama tried us and says "Now I'm rich many more
things are possible" ! This offer is 100% legal ! So make
yourself rich now by ordering immediately ! Sign up a friend
and you'll get a discount of 60% . Best regards "

B. Hiding in Audio File

Audio steganography and spectral estimation methods will be
explained briefly as the subject of this part of the paper.

In a computer-based audio steganography system, secret
messages are embedded in digital sound. The secret message
is embedded by slightly altering the binary sequence of a
sound file. Existing audio steganography software can embed
messages in WAV, AU, and even MP3 sound files.
Embedding secret messages in digital sound is usually a more
difficult process than embedding messages in other media,
such as digital images.

Another aspect of audio steganography that makes it so
attractive is its ability to combine with existing cryptography
technologies. Users no longer have to rely on one method
alone. Not only can information be encrypted, it can be
hidden altogether.

In order to estimate the power spectra of the signals in
Additive White Gaussian Noise, there exists some estimation
methods. Some of those are The Periodogram Method, The
Blackman and Tuckey Method, Capon’s Method, Yule-
Walker Method, and Modified Covariance Method.

To compare, it can be said that the Blackman-Tuckey
estimates perform better than the corresponding Periodogram
estimates. This means that the variance in Blackman-Tuckey
estimate curves is smaller than that of the Periodogram
estimate curves.

In our implementation, a real data is concerned to analyse the
practical situation. This data is a sound data and it is
transmitted to the MATLAB by means of the Standard
MATLAB function given below:

signal=wavread( 'sample.wav’);
After performing this line, the original sound is transmitted
to a vector. To give sound to the data vector, the standard

MATLAB function given below is necessary:

sound(signal);
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The waveform of the sound used for this paper is given in
Figure 3:

Magnitude

Time (x10%)
Figure 3: The waveform of the sound

And let our signal be:
x(n) = cos(0.47m) + sound(n)

It can be observed from Figure 4 that, all the methods give
worse performance since the noise part of the signal (here, the
sound) is correlated and its shape is not Gaussian distributed.
However the Modified Covariance Method estimates the
frequency.

7— T -
1 Penodogram
: —— Modified Covariance
® 3 .| — Blackman and Tuckey
1 Conventional Capon
1 Yule-Walker
[ ] ettt Sattaetatl 21 ST RETTRY BRSPS ———" So——
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° 1 3
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'gn’_-—ﬂ .‘.—__,_.s‘._;‘.:,._.._ P——
= 2 e
5 P _ '—'_"'t)‘\ : ——
] a—— e .
5 dpeees L : - s —
H . TRE
/ i i .
— T —
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-] a1 a2 L5 ) 7] os o

Normalized Frequency
Figure 4: Estimation of the frequencies for the specified signal

By means of this simulation, we can say that we can add our
information signal to a real data and send it to the receiver
through a channel and the receiver takes the data and applies
the best estimator to pull out the information from the real
data.

In conclusion, as more emphasis is placed on the areas of
copyright protection, privacy protection, and surveillance, we
believe that steganography will continue to grow in
importance as a protection mechanism. Audio steganography
in particular addresses key issues brought about by the MP3
format, P2P software, and the need for a secure broadcasting
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scheme that can maintain the secrecy of the transmitted
information, even when passing through insecure channels.
C. Hiding in File System
In this section of the paper, file system steganography will be
explained. Slack spaces, alternate data streams and merging
files in other files are the subsections of this section.
A file system uses fixed size of space to store files in chunks
of data which is known as blocks in Unix/Linux systems, and
clusters in Windows systems. The smallest process unit is
called sector and one sector consists of 512 bytes. Clusters
occur when multiple sectors conjugate. Also the cluster size
varies with the type of the operating system. Files are
recorded in clusters.
There exist 2 different cases, one is the size of the file and the
cluster are the same. This is the ideal case and the probability
of the occurance of this case is extremely low. The second
case is the size of the file is larger or smaller than the cluster
size. In this case, it is certain that the file will not fit into the
cluster. There will be overflows to other clusters. The space
between the end of the file and the end of the cluster is called
the slack space and the information hidden in this space is
called slack space data . For instance, if a file is 200 bytes
long, the file has to allocate a 2048-byte data unit, and the
remained 1848 bytes will be slack space considering an NTFS
file system with a 2048-byte cluster. Figure 5 illustrates the
slack space.

Sector Size
Figure 5: lllustration of slack space

Sector Size

Slack area or slack space consists of two types of slacks:
RAM slack and File slack. Remember that clusters contain
multiple sectors. RAM slack is defined as the space between
the end of the file and the end of the sector. File slack is
defined as the space between the beginning of the next sector
and the end of the cluster.

When you press delete button on a file in a computer, you
actually do not delete the whole file, only the pointer which
indicates the beginning of the file is deleted. If this pointer is
deleted, then the computer may write another information in
that data unit. Slack space is not emptied in most computers,
so this space contains information or data from previous files
or from memory. Those data can be used by baleful people.
Also this space may be used in steganographic methods.
However, it is probable that the operating system may
overwrite on those slack areas.
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Another method of hiding information is file systems is to use
hidden partitions. If the user knows the file name and
password, then he/she can access to the file, otherwise the file
seems not to exist in the system.

The aim of the Metasploit Anti-Forensics Project, developed
by Vinnie Liu, is to develop tools so as to remove forensic
evidence from computers. One of those tools is slacker.exe. by
means of this executable, one can hide messages by using
slack areas in NTFS file systems. Slacker.exe can be reached
from and the usage is given in Figure 6.

rd] [-d=il [-ni-ki

Figure 6: Use of slacker.exe

We have already used notepad.exe in Windows operating
systems. Now let us examine how to hide informaticn by
using this exe. Our aim is to hide information stored in
secret.txt by wusing clear.txt. We have non-important
information in clear.txt and sensitive data in secret.txt. so as
to create secret.txt, go to the folder where clear.txt exists in
the command prompt and write the following command:
notepad clear.txt:secret.txt

Thereby, you cand create a txt file and write your sensitive
data down in it, however you can not see this file in the
computer. In order to see the content of this file, go to the
command prompt and write the command above again.
Figure 7 illustrates this case.

Dosyn DGzen Bom  Goenom Yaedm
sensitive datal

Figure 7: clear.txt and secret.ixt files

This property comes with NTFS file systems and is called
alternate data streams (ADS). If you want to copy this file
into a system using FAT32 (most of the USB memory cards
use this type of file system), you will get the warning window
in Figure 8.
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Property Loss B x|

Are you sure you want to copy this file without its properties?

= The file clear.bt has properties that cannot be copied to the new lecation,

clear.tet

Type: Text Document

Size: 20 bytes

Date modified: 21.08.2009 14:33 TOLGA

No |

Figure 8: Copying ADS from NTFS to FAT32

Now let us do the same exercise by using two different
executables. We will use winmine.exe (minesweeper) and
calc.exe (calculator). You may consider that winmine.exe is
an innocent program, however calc.exe is a malicious
program like a virus will merge calc.exe into winmine.exe.
Figure 9 gives us the commands so as to do this:

Figure 9: Merging calc.exe into winmine.exe

Finally, let us explain how the files with alternate data
streams can be detected and removed. One of the famous tools
for this purpose is Microsoft’s streams.exe. Notice that there
exists a logo in the address bar in Figure 10:

7 dsvanarla (sl Sy Latrrsis Lajus) - Warwkoms b evred §uplssrs

oo | T ——p————
oy Doge  GaUum  Ptdeivie  jale  eds

il G o ey - Ul B Guariey L

Ulusal Bilgi Giivenligi

—ii

UEKAE

rahesde | Sty i (e | sohn St sarwlar | Tyt i

s Aghikdar
® Pharile‘wen Bargod Urusunde Cobis AChdhls

* Mucrssft KL {riinded Furmetien ndeks G
* 5P deki Carvenbk Acals Usshian Kod Trstil.. -
* ClamA¥ Unnde lybemrde Arsbefick Tapman A oo -
* it Aarobat {mkdn Ackibdan Sapt .

Figure 10: The logo

After adding this site to the Favorites in Internet Explorer,
run the first command in Figure 11, so you can detect ADS’s
in the relevant directory.

Figure 11: Detection of ADS’s

One can see the line about the logo in the last line in Figure 7
and conclude that this logo has been merged in
bilgiguvenligi.gov.tr URL. If you open that file in notepad,
you may see the merged information seen in Figure 12.
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Figure 12: Logo format seen in notepad

So as to remove those ADS’s, you can run the same command
by using —d parameter.

D. Hiding in Image Files

Hiding data into the image files is another type of
steganography. This method is the most common
steganographic technique. There are several methods for
hiding data into images. Most common methods for image
steganography are least significant bit method and masking
and filtering
In this project paper we will deal with only least significant
bit method.
1) Image Files
Each image file in digital form is composed of pixels. Every
pixel is similar to a very small point in picture. A pixel is
either 24-bit or 8-bit. A common image size is 640X480 and
such a file is 300 000 pixels.
Each pixel represents a color and each color is composed of
red, green and blue. Different amount of these colors defines
the value of pixel in 1 and 0s. For a 24-bit image, 8-bit is
used for red, green and blue, total is 24 bits. This means that
each pixel can have 16,777,216 (2**) different colors.
Image files, like jpg files, can be compressed. Compressed
files have two forms of compression: lossless and lossy
compression. In lossless compression, you can retrieve the
original file but in lossy compression you can not retrieve
original file but only compressed form.
2) Least Significant Bit (LSB) Method

We have two files in hiding information in an image file:
Cover image which is carrier of the hidden message and the
other file is hidden message. Afier inserting the hidden
message into cover image we have the stego image file.
In image steganography most common technique is least
significant bit insertion technique. For instance, we want to
hide letter ‘A’ in three pixels data. *A’ letter has 8 bits data.
‘A’isequalto( 1000001 1) in binary format.
Each pixel has 24 bit information. Assume following is the
value of three pixels.

(00100111 11101001 11001000 )

(00100111 11001000 11101001 )

( 11001000 00100111 11101001 )
To hide data, we change last bits of each byte (8 bits), that
means least significant bits of Red, Green and Blue colors of
each pixel.
After hiding data, data in pixels is shown below.
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(00100111 11101000 11001000 )
(00100110 11001000 11101000 )
(11001000 00100111 11101001 )

In this example, only italic and bold digits changed, red ones
are unchanged. Since data and cover image are composed of
1’s and 0’s probability of change of a bit cover image is about
If we use last two bits of RGB values of each pixel as in
Figure 13, we can hide two times larger data in the image file
and change in image is still undetectable by human eyes.

Original (cover) pixel

EEEIECEEEEEEEEEEEEEEERE 1Y
1T (T T [
Masked pixel:
CIL T T T 7T e 77771 e
R RN
Stego pixel:

LITTTI

Figure 13: Hiding in last two bits.

3) An LSB Application
For this paper we implemented an LSB application. The
program uses only 24-bit bmp image as cover media. In
Figure 14, screenshot of the program is seen.
To hide a file:
I. Load Image: Click Load Image button on the lefi
pane to select cover image file.

2. Load: Click load button to select guest data (hidden
file)

3. Passphrase: Write a password to encrypt (DES
algorithm) hidden data before hiding. This is
optional.

4. Used Bits: Select Used Bits ruler to select how many
bits used.

5. Hide Data: Click Hide Data button to hide hidden
data in cover image

6. Save Image: Click Save Image button to save the
modified image file.

To extract hidden data:
1. Load Image: Click Load Image button on the right
pane to select image that contains hidden data.
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2. Passphrase: Write the password to decrypt (DES
algorithm) hidden data.

3. Used Bits: Select Used Bits ruler to select how many
bits used.

4. Extract Data: Click Extract Data button to unhide
the data.

5. Save: Click Save button to save the hidden data.

" 1 1 El . 5 ] 7 .

Figure 14: Screenshot of the LSB Steganography Program
When we used more than one bit deformation of the image

increases. In the Figure 15 we hide a file in the same image
file and we used last bits from 1 to 8.

Figure 15: Corruption in cover image files

III. CONCLUSION

This paper aims to analyze distinct steganographic methods
including hiding in text, hiding in audio file, hiding in file
system, and hiding in image files. Further, implementations
of those techniques have been performed.
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Prototype Development of VoIP Steganography

Azizah A. Manaf, Abdulaleem Z. Al-Othmani, and Akram M. Zeki

Abstract—Steganography is the process of hiding data inside
any of multimedia objects, such as images, audio or video files,
normally used for transmitted data. The main contribution of
this study is developing a prototype of Voice over Internet
Protocol (VoIP) steganography. VolP is a technology that allows
telephone calls to be made over computer networks like the
Internet. VoIP converts analog voice signals into digital data
packets and supports real-time, two-way transmission of
conversations using Internet Protocol (IP). In this paper, VoIP
steganography by using least significant (LSB) technique will be
studied and tested. VoIP is considered a very effective and
practical medium to hide data and transfer it secretly between
two parties.

Index Terms— VolP, Steganography, Real-time transmission

. INTRODUCTION

OICE over Internet Protocol (VolIP), or IP telephony, is

defined as a general term for a family of transmission
technologies for delivery of voice communications
over IP networks such as the Internetor other packet-
switched networks [1]. VoIP converts analog voice signals
into digital data packets and supports real-time, two-way
transmission of conversations using Internet Protocol (IP). In
[2], it is stated that through IP technology, voice
communications are digitized and then segmented into
standard digital data payloads (i.e., batches or collections of
data) that are, in turn, encapsulated within IP packets so they
can be transmitted via the IP transport network. This process
allows voice and other information to coexist in a single IP
data network so it can be transmitted using shared equipment
and communications lines. VoIP systems usually interface
with the traditional public switched telephone
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network (PSTN)  to allow for transparent phone
communications worldwide. Although VolP has existed for
several years, it has only recently begun to take off as a viable
alternative to traditional voice systems and PSTN networks.

At the present time, VolIP is one of the most popular
services in the Internet. It was introduced to the
telecommunication market and since then, changed it
completely and gradually. As it is used worldwide more
freely, the traffic volume that it generates is still increasing.
VoIP became a natural target for steganography, it is
appropriate to enable hidden communication throughout [P
networks [3]. VoIP steganography covers a wide range of
information hiding techniques; including popular techniques
based on IP or TCP and other protocols. The main idea is to
use free, redundant or unused fields of these protocols [4].

This prototype has been designed and implemented to work
in a lab-based environment, this means, the VoIP call will be
limited to two hosts using point-to-point connection with
static IP addresses. This is different from the real life VolP
applications which use client-server calls. As a result, the
system will be based on LAN network which provides an
environment with almost zero noise. This will greatly help to
get better VolP steganography performance and correctness.
Due to the complexity of VolP steganography, only specific
basic types of visual and statistical measures will be
considered. The most important success factors of this study
are keeping the overall changes of the VoIP stream very small
so that they can be hardly noticed while embedding a large
amount of covert data and providing maximum extraction of
the hidden information.

[I. METHODS OF AUDIO STEGANOGRAPHY

There are many audio steganography techniques that are
applicable to VolP covering time domain, frequency domain
and integer transform domain. The time domain algorithms
provide less complexity and higher capacity than others, while
other domains focus on the robustness and invisibility.
Because VolP is simply audio signal transmission using IP
networking, it is possible also to apply network steganography
techniques during VolP call session. It is possible to use
redundant, unused and reserve bits of protocols packets to
hide some data. Many of current audio and network
steganography algorithms are theoretically applicable to VolP
streams. In practice only some of them are feasible or
applicable to VoIP taking in mind available equipment and
technology. There are also some techniques which are too
complex to be applied on VolP stream which needs real time
embedding and extraction of secret data.
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Gopalan and Wenndt [5] presented a method of embedding
covert data in a cover audio signal by insertion of low power
tones. It is clear [6] that the flexibility of audio steganography
is what makes it so potentially powerful. The five methods
discussed provide users with a large amount of choice and
makes the technology more accessible to everyone. A party
that wishes to communicate can rank the importance of factors
such as data transmission rate, bandwidth, robustness. and
noise audibility and then select the method that best fits their
specifications. For example, two individuals who just want to
send the occasional secret message back and forth might use
the LSB coding method that is easily implemented. On the
other hand, a large corporation wishing to protect its
intellectual property from "digital pirates" may consider a
more sophisticated method such as phase coding, SS, or echo
hiding.

Cvejic and Seppinen, [7], presented a high bit rate LSB
audio watermarking method that reduces embedding distortion
of the host audio. Using their proposed two-step algorithm,

KONFERANSI

watermark bits are embedded into higher LSB layers, resulting
in increased robustness against noise addition. Furthermore,
listening tests showed that perceptual quality of watermarked
audio is higher in the case of this method than in the standard
LSB method. Another aspect of audio steganography that
makes it so attractive is its ability to combine with existing
cryptography technologies. Users no longer have to rely on
one method alone. Not only can information be encrypted, it
can be hidden altogether.

III. PROTOTYPE DEVELOPMENT

The VolP steganography prototype architecture contains
few steps as illustrated in figure 1 below. Each covert data
transmitted during VolP call will be processed and embedded
according to the architecture.

Sender

Capture
voice
from Mic

Voice

Sampling

| Secret Data I

Ao uUDP
Embedding Pikkitig
IP
Network
Channel

Receiver

Send
voice to
speakers

Voice

Generating

| Secret Data I
Y

Extracting

UDP
Receiving

Fig 1. Prototype General Architecture

At the first stage of the prototype, is implementing VolP
call by client-server based and point-to-point based. The VolP
call in this prototype consists of three steps: initializing call,
performing the conversation, and ending the call. The
initialization of VolP calls starts when the sender sends an
INVITE message to the receiver using receiver's IP address. If
the receiver accepts the invitation, the message will be sent

Bildiriler Kitabi

back to the sender. By receiving the message, the initialize
step is done and the both parties will start the conversation.

In this prototype, the LSB technique will be used to embed
the data into VolP, different size of data going to be
embedded within 1 LSB, 2 LSB, 3 LSBs, and 4 LSBs. Figure
2 shows the graphic user interface GUI for the developed
prototype.
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Fig 2. GUI for the developed prototype

A. Embedding Process

As the conversation session start, voice signals from
microphone are captured and sampled into PCM codes. This
task is done by Microsoft DirectSound. It will then compress
the 16 bits PCM voice samples captured into 8 bits using
G711 audio codec algorithm. The data will now be hiding
using LSB, and the result will be Packet voice data into UDP
packets which will be consequently send to the receiver, as
described in Figure 3.

The detailed procedure of the embedding is based on the
option of utilizing 1 LSB, 2 LSBs, 3 LSBs and 4 LSBs
depending on user choice through GUI. The 1 LSB part of this
function is working according to the following algorithm:

Step 1: Get secret data and convert it to an array of bits Al.

Step 2: Get a portion of voice data and save it into an array of

bytes A2.

Step 3: Insert starting bytes (0, 255, 0, 255, 0) into voice data
array.

Step 4: Insert | bit of secret data array into LSB of voice data
array byte.

Step 5: Increment indexes of Al and A2.

Step 6: repeat Step 4 and 5 until end of Al.

Step 7: Insert ending bytes (255, 0, 255, and 0,255) into voice
data array.

The replacement of 1 LSB is being done according to figure 4.
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Fig 3. Flowchart of the embedding prototype.
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Step 2: Search the received voice data for the starting bytes
(0,255,0,255,0).

I|||||;’"’—H‘A’|l|l L]

=7

Fig 4. Replacement of 1 LSB in Embedding Function

B. Extracting Process

Receive UDP Packets from the sender are extracted by the
use of extracting function. The data are first decompressed
from 8 bits G711 data into 16 bits PCM voice samples using
G711 audio codec algorithm. Regenerate audio signals from
voice data are sent back to the speaker by Microsoft
DirectSound, then the hidden data will be extracted. Figure 5
shows the flowchart of extracting process.

Start

J

Extract Voice data from
UDP Packets

g

Extract Secret Data from
No

T ~

Decompress voice data to
16 bits PCM

J

Regenerate Voice signals
from PCM

J

Send Voice to Speakers

Voice Data

Fig 5. Flowchart of the Extraction

The detail procedure of the extracting is working according
to the following algorithm:
Step 1: Get the received voice signal and save it into an array
of bytes A2.

[Step 3: Extract the LSB of one byte of voice data array and

save it into an array of bits Al.

Step 4: Increment indexes of Al and A2,

Step 5: Repeat Step 4 and 5 until finding the ending bytes
(255,0,255,0,255).

Step 6: Recombine array Al into array of characters.

Step 7: Display the result (the array of characters) on the GUI.

IV. EXPERIMENTAL RESULTS

For the purpose of testing, each LSB steganography
algorithm has beed used to embed different size of data within
different number of bits. Statistical measures include Time
interval needed to receive, extract and display secret data, the
number of bits transmitted, number of VolP call sample or
bytes used to embed such secret data, the signal-to-noise ratio
SNR, and average deviation (AvDev) as shown in equation 1.

3¢
AvDev m =
T bt Vi

=y

(1

Where:

AvDev = average deviation.

n = number of VolIP call data bytes used to hide the secret
data.

Si = value of the secret data hided in the VolIP call data byte
i

Vi = value of the VoIP call data byte I used to hide secret
data value Si.

The first experiment is done by embedding a sample of
100bytes text message using LSB technique within 1, 2, 3,
and 4 LSB. The embedded data sent by the sender is totally
and correctly received by the receiver. The results of this
experiment and statistical records are summarized in Table |
below.

TABLE1
RESULT OF HIDING 100BYTES OF SECRET DATA
Measure 1 LSB 2 L.SBs 3 LSBs 4 L.SBs
Average Deviation  0.007109 0.0142429 0.039231 0.075223

Another experiment was done by using 100 bytes, 1KB,
4KB, 8KB of secret data. The results of this experiment and
statistical records are summarized in Table II below.

TABLEII

RESULT OF HIDING DIFFERENT SIZE 1KB OF SECRET DATA
Measure 100 Byte 1 KB 4 KB 8 KB
e lidke o 4 237 1378 2908
data in Sec
Used Vm‘cc | 4 5 30
Segments
Averag 0.007109 0.007447  0.006822 0.004482
Deviation

The above table shows that the quality of the voice by using
one bit (1 LSB) is better than using 4 bits at the same time (4
LSB). And by comparing different size of secret data, the
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above results shows that there is a difference the total number
of voice segments required to send the desired secret message.

V. CONCLUSION

steganography is a fascinating and effective method of
hiding data that has been used throughout history. The biggest
challenge of steganography is to increase the amount of
information to be embedded in the host channel without
affecting the properties of that channel while keeping this
secret transmission invisible to unauthorized parties. This
study concerns available steganographic techniques that can
be used for creating covert channels for VoIP streams. LSB
technique of VolP steganography was tested and evaluated
throughout the phases of this research. The results of this
study provide a reasonable tradeoff between the adequate
information hiding requirement (good security and sufficient
capacity) and the low latency requirement for VolP.
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