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18™ INTERNATIONAL CONFERENCE
ON INFORMATION SECURITY AND

CRYPTOLOGY
18. ULUSLARARASI BILGi GUVENLIGI VE KRIiPTOLOJi
KONFERANSI

Yer: Bilgi Teknolojileri ve iletisim Kurumu, Eskisehir Yolu 10.Km /Ankara
Location: Information Technologies and Communications Authority
/Ankara

(ISCTURKIYE 2025)
CONFERENCE PROGRAM

KONFERANS PROGRAMI
(22-23.10.2025)

ANA TEMA / MAIN THEME
SIBER GUVENLIKTE GELECEK YAKLASIMLARI VE SIBER GUVENLIK

DUZENLEMELERIi / FUTURE APPROACHES AND REGULATIONS IN CYBER
SECURITY

1. GUN /DAY-1 ANA SALON / MAIN ROOM
22 EKiM / OCTOBER 2025 CARSAMBA / WEDNESDAY

08:30 KAYIT / REGISTRATION
09:30 ACILIS KONUSMALARI / OPENING SPEECHES

- Prof. Dr. Mustafa ALKAN — Bilgi Glivenligi Dernegi Yonetim Kurulu Baskani
- Dog. Dr. Cihangir TEZCAN — Konferans Baskani

- Prof. Dr. Mehmet Cahit GURAN — Hacettepe Universitesi Rektérii

- Prof. Dr. Ahmet YOZGATLIGIL — Orta Dogu Teknik Universitesi Rektérii

- Omer Abdullah KARAGOZOGLU - Bilgi Teknoloji ve iletisim Kurumu Baskani
- Dr. Omer Fatih SAYAN — Ulastirma ve Altyapi Bakan Yardimcisi

- Abdulkadir URALOGLU - Ulastirma ve Altyapi Bakani
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10:30 SIBER GUVENLIK USTUN HiZMET ODULLERI ve PLAKET TORENi/ CYBER
SECURITY EXCELLENCE AWARDS and PLATE CEREMONY

10:45 CAY & KAHVE ARASI / TEA & COFFEE BREAK

11:00 DAVETLIi KONUSMACI OTURUMU/ KEYNOTE SPEAKER SESSION
Oturum Baskani / Session Chair: Prof. Dr. Ertugrul KARACUHA, iTU
Konusmaci / Speaker: Prof. Dr. Erkay SAVAS, Sabanci Universitesi
Konu / Topic: Kuantum Sonrasi Ugtan-Uca Guvenlik icin Yeni Nesil
Kriptografik Algoritmalar / New Cryptographic Algorithms for Post-
Quantum, E2E Security

11:30 PANEL KONUSMACI OTURUMU / PANEL SPEAKER SESSION
OTURUM 1: SiBER GUVENLIKTE GELECEK YAKLASIMLARI VE SIBER
GUVENLIK DUZENLEMELERI / FUTURE APPROACHES AND REGULATIONS IN
CYBER SECURITY
Panel Yoneticisi /Chair: - Mustafa KARAMAN, BTK Baskan Yardimcisi
Konusmacilar / Speakers:

- Taha YUCEL, ASELSAN Genel Mudiir Yardimcisi

- Orhan KOCA, Tirksat E-Devlet Genel MUdur Yardimcisi

- Dr. Emin islam TATLI, Turkcell Siber Giivenlik Direktorii

- Mahmut KUCUK, Tiirk Telekom Siber Giivenlik Direktérii

- Burcu ALTINTAS, Vodafone Tirkiye, Kurumsal Teknoloji Coziimleri
Direktori

12:50 OGLE ARASI / LUNCH BREAK

13:30 DAVETLI KONUSMACI / KEYNOTE SPEAKER
Hami AKSQY, Disisleri Bakanligi Bilim ve Teknoloji Politikalari Genel
Mudara

13:50 OTURUM 2: DIJiTAL EGiTiM EKOSISTEMINDE SIBER GUVENLIK / CYBER
SECURITY IN THE DIGITAL EDUCATION ECOSYSTEM
- Panel Yoneticisi /Chair: Mustafa CANLI, MEB YEGITEK Genel Miidrii

Konusmacilar / Speakers:
- Prof. Dr. Ersin KARAMAN, MEB Bilgi islem Genel Miidiirii
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- Prof. Dr. Kemal BICAKCI, iTU / Securify

- Prof. Dr. Seref SAGIROGLU, Gazi Universitesi

- Erol YILMAZ, Genel Mudur, Gardiyan Sistem Guvenlik Teknolojileri
A.S.

15:10 CAY & KAHVE ARASI / TEA & COFFEE BREAK

15:35 PANEL 3: TURK DUNYASINDA SIiBER GUVENLIK VE SAVUNMA
BIRLIKTELIGi / CYBER SECURITY AND DEFENSE WITHIN TURKISH STATES
- Panel Yoneticisi /Chair: Oguz YILMAZ, BGD Genel Sekreteri / Labris
Networks

Konusmacilar / Speakers:

- Mahmut Esat YILDIRIM, BTK Bilgi Teknolojileri Daire Baskani
- Dog. Dr. M. Tuncay GENCOGLU, Firat Universitesi
- Mammad MAMMADOV, Proxima Cyber Security Direktoru

16:40 EGiTiM SERTIiFiIKALARI TORENi/ EDUCATION SERTIFICATES CEREMONY

16:55 GUN KAPANISI/ 1™ DAY CLOSING
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2. GUN/DAY-2
23 EKIM 2025/ OCTOBER 23, 2025

AKADEMIK OTURUMLAR / ACADEMIC SESSIONS
(3. Kat / Tiirk Telekom Simifi)

09:00 BLOKZINCIR 1/BLOCKCHAIN 1
Oturum Baskam / Session Chair: Assoc. Prof. Cihangir Tezcan

09:00 - 09:20 Smart Contract Vulnerability Detection: A Systematic Literature Review

Uzay Isin Alici (Boston University); Alperen Orsdemir (Ko¢ University)*; Muhammad
Usman Tahir (University of Camerino); Alptekin Kiip¢ii (Kog¢ University)
09:20 — 09:40 Kripto Varliklarin Adli Emanet Siireci

Nisa Sarigollu (METU)*; Oguz Yayla (METU)
09:40 — 10:00 Decentralized Vulnerability Disclosure Using Permissioned Blockchain: A
Secure and Transparent Alternative to Centralized CVE Management

Novruz Amirov (Istanbul Technical University)*; Nahid Aliyev (Istanbul Technical
University); Kemal Bigakci (Istanbul Technical University)

10:20 CAY & KAHVE ARASI / TEA & COFFEE BREAK

10:40 BLOKZINCIR 2/ BLOCKCHAIN 2
Oturum Baskam / Session Chair: Assoc. Prof. Oguz Yayla

10:40-11:00 S2DV: Scalable and Secure DAO Voting

Sermin Kocaman (FAME Crypt); Ali Dogan (Takasbank)*
11:00 - 11:20 Towards Opcode-based Smart Contract Reentrancy Vulnerability Detection
using Explainable Deep Learning

Alperen Orsdemir (Ko¢ University)*; Muhammad Tahir (Unicam); Fiza Siyal (University
of Calabria); Antonella Guzzo (University of Calabria); Alptekin Kiip¢ii (Ko¢ University); Uzay
Isin Alici (Boston University)
11:20 - 11:40 Multi-Objective Variational Autoencoder for Blockchain Forensics: Detecting
and Attributing Lazarus APT Group Wallets

Diizgiin Kiigiik (Brandefense Inc.)*; Fatih Ertam (Firat University)

12:00 - 12:30 DAVETLI KONUSMACI OTURUMU/ KEYNOTE SPEAKER SESSION
Oturum Bagkani / Session Chair: Assoc. Prof. Cihangir Tezcan

Konusmaci / Speaker: Dr. Shahram Rasoolzadeh, RUHR University of Bochum

Konu / Topic: Dusiik Gecikmeli Kugiik Blok Sifreleme / Low-Latency Small-Block Encryption
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12:30 OGLE ARASI / LUNCH BREAK
13:40 KRiPTOGRAFIi 1/ CRYPTOGRAPHY 1

Oturum Baskani / Session Chair: Prof. Dr. Ali Aydin Sel¢uk

13:40 — 14:00 A 10-Round Attack on Midori-64; Can Balik¢i (izmir Institute of Technology)*
Orhun Kara (izmir Institute of Technology)
14:00 - 14:20 Quantum Implementation of S-Boxes: A Memory Optimized Approach
Ozcan Tilki (Cankaya University)*; H.Ozgiir Cildiroglu (Ankara University); Oduz Yayla
(METU); A. Nurdan Saran (Cankaya University)
14:20 — 14:40 Logical Qubit Initialization and Measurement in the Heavy-Hexagonal Lattice
Aziz Ozkan (Recep Tayyip Erdodan University)*; Muhammet Talha Kakiz (Osmaniye
Korkut Ata University); Erkan Giiler (Giresun University); Tugrul Cavdar (Karadeniz Technical
University)
14:40 - 15:00 Benchmarking Homomorphic Encryption Libraries with a Focus on
Multithreading
Eren Ozilgili (Bilkent University); Halil ibrahim Kanpak (Ko¢ University); Alptekin Kiipgii
(Kog¢ University); Sinem Sav (Bilkent University)*

15:00 CAY & KAHVE ARASI / TEA & COFFEE BREAK

15:20 KRIPTOGRAFI 2/ CRYPTOGRAPHY 2

Oturum Bagkani1 / Session Chair: Prof. Dr. Orhun Kara

15:20 — 15:40 First-Order Threshold Implementation of AES Against Side-Channel Attacks
on FPGA

Ahmet Calikus (Istanbul Technical University)*; Seyma Caliskan (Istanbul Technical
University); Ahmet Malal (Aselsan Inc.); Kaan Eker (Aselsan Inc.); Berkin Aksoy (Aselsan Inc.);
Berna Ors (Istanbul Technical University)
15:40 - 16:00 Efficient Hardware Implementation of the Toom-Cook-4 Algorithm Using a
Pipelined Architecture on FPGA

Ahmet Calikus (Istanbul Technical University)*; Seyma Caliskan (Istanbul Technical
University); Berna Ors (Istanbul Technical University)
16:00 — 16:20 ODHD: On-Demand Helper Data Generation for Reliable NVM-Free Key
Derivation from SRAM PUF

Sara Faour (Inria)*; Malisa Vucinic (Inria); Filip Maksimovic (Inria); Thomas Watteyne
(Inria); Kristofer Pister (University of California)
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(3. Kat / Turkcell Stmfi)
09:00 SIBER GUVENLIK VE YAPAY ZEKA 1/

CYBERSECURITY AND ARTIFICIAL INTELLIGENCE 1
Oturum Baskam / Session Chair: Prof. Dr. Seref Sagiroglu

09:00 — 09:20 A Multi-Source Machine Learning Framework for Phishing E-mail Detection
Using TF-IDF Features

Akif Emre Dilek (Samsun University)*; Ozgiir Tonkal (Samsun University)
09:20 — 09:40 SE-Enhanced ViT and BiLSTM-Based Intrusion Detection for Secure lloT and
IoMT Environments

Afrah Gueriani (University of Yahia Fares-Medea)*; Hamza Kheddar (University of
Yahia Fares-Medea); Ahmed Cherif Mazari (University of Yahia Fares-Medea); Seref Sagiroglu
(Gazi University); Onur Ceran (Gazi University)
09:40 — 10:00 LLMs for Intrusion Detection Systems: A Review

Arife Erol (Gazi University)*; Sedef Demirci (Gazi University)
10:00 — 10:20 Security Framework for 10T DDoS Attacks, Detection and Evaluation with
Machine Learning Integration

Hazem Arabiyat (Al Hussein Technical University)*

10:20 CAY & KAHVE ARASI / TEA & COFFEE BREAK

10:40 SIBER GUVENLIK VE YAPAY ZEKA 2/
CYBERSECURITY AND ARTIFICIAL INTELLIGENCE 2

Oturum Baskani / Session Chair:

10:40 - 11:00 Multidimensional Analysis of Encrypted VPN Traffic with Machine Learning

Abdullah Eren Kanik (Samsun University)*; Ozgiir Tonkal (Samsun University)
11:00 — 11:20 Clickbait Detection in Turkish News Headlines Using Machine Learning
Methods

Burcu Yildirim (Firat University)*; Reyyan Erva Gékkaya (Firat University); Mehmet Arzu
(Firat University); Mahmut Kaya (Firat University); Muhammed Emre Colak (Firat University)
11:20 — 11:40 Comparative Analysis of SMOTE-Enhanced Deep Learning and Machine
Learning Models on a SCADA Dataset

Esra S6giit (Gazi University); Aynur Kogak (Gazi University)*; O. Ayhan Erdem (Gazi
University)
11:40 — 12:00 Forgery Detection in Digital Images using ELA and Attention-based CNN
Architecture
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Damla Fidan (Karadeniz Technical University)*; Giil Tahaoglu (Karadeniz Technical
Univeristy)

12:00 - 12:30 DAVETLI KONUSMACI OTURUMU/ KEYNOTE SPEAKER SESSION
Oturum Bagkani / Session Chair: Assoc. Prof. Cihangir Tezcan

Konusmaci / Speaker: Dr. Shahram Rasoolzadeh, RUHR University of Bochum

Konu / Topic: Diisiik Gecikmeli Kiigiik Blok Sifreleme / Low-Latency Small-Block Encryption
(3. Kat, Tiirk Telekom Sinifinda)

12:30 OGLE ARASI/ LUNCH BREAK

13:40 SIBER GUVENLIK 1/CYBERSECURITY 1
Oturum Bagkan1 / Session Chair:

13:40 — 14:00 Automated CVE Triage: Al-Agent Framework for Scalable Vulnerability
Triaging and Security Automation

Novruz Amirov (Istanbul Technical University)*; Nahid Aliyev (Istanbul Technical
University); Emil Huseynov (Istanbul Technical University); Sherif Bahtiyar (Istanbul Technical
University)
14:00 - 14:20 Flowzen: Modular and Scalable Network Monitoring Platform

Furkan Cetin (Eskisehir Osmangazi University); Alperen Giiltekin (Eskisehir Osmangazi
University); Ismet Kaan Cekis (Eskisehir Osmangazi University); Mustafa Ozgiir (Eskisehir
Osmangazi University); llker Ozcelik (Eskisehir Osmangazi University)*
14:20 - 14:40 Copy-Move Forgery Detection Using Zernike Moments and Enhanced
PatchMatch Post-Processing

Tugrul Yagbasan (Karadeniz Teknik Universitesi)*; Giil Tahaoglu (Karadeniz Teknik
Universitesi); Bekir Dizdaroglu (Karadeniz Teknik Universitesi)
14:40 - 15:00 MSSO: QR-Based Passwordless Single Sign-On Architecture for Multi-Domain
Applications

Ramazan Akman (Dokuz Eyliil University)*; Gékhan Dalkili¢c (Dokuz Eyliil University)

15:00 CAY & KAHVE ARASI / TEA & COFFEE BREAK

15:20 SIBER GUVENLIK 2/ CYBERSECURITY 2
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Oturum Bagkani / Session Chair:

15:20 — 15:40 Comparative Evaluation of Cloud-Edge Security Architectures for DDoS
Detection

Mustafa Ceylan (Balikesir University)*; Gékhan Dalkilic (Dokuz Eylul University);
Mehmet Hilal Ozcanhan (Dokuz Eylul University)
15:40 — 16:00 Spoofed Audio Detection Using a Fusion of Transformer Based Architectures

Metehan Bulut (Karadeniz Technical University)*; Giil Tahaoglu (Karadeniz Technical
University); Guzin Ulutas (Karadeniz Technical University); Beste Ustubioglu (Karadeniz
Technical University); Arda Ustubioglu (Trabzon University); Mustafa Ulutas (Karadeniz
Technical University); Samet Dincer (Karadeniz Technical University); Tekin Altun (Turkcell
Global Bilgi)
16:00 — 16:20 Detection of Man-in-the-Middle Attacks in Critical Network Infrastructure
Using an Improved Artificial Rabbit Optimization Algorithm

Elnaz Abbaspour (Ostim Technical University)*; Ramazan Kocaoglu (Ostim Technical
University )
16:20 — 16:40 Detection of Audio Splicing with Rawnet2

Fatmanur Cakmak (Karadeniz Teknik Universitesi)*; Giizin Ulutas (Karadeniz Teknik
Universitesi ); Beste Ustibioglu (Karadeniz Teknik Universitesi); Giil Tahaodlu (Karadeniz Teknik
Universitesi ); Selen Ayas (Karadeniz Teknik Universitesi)
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INTERNATIONAL IEEE BLOCKCHAIN WORKSHOP ANKARA 2025
(In collaboration with ISCT lrkiye 2025)
CALISTAY PROGRAM
(23 Ekim 2025)
https://cmte.ieee.org/turkiye-blockchain/

ANA SALON

13:30-13:45 ACILIS KONUSMALARI

e Prof. Dr. Seref SAGIROGLU, |IEEE Blockchain Tiirkiye Baskani
e Prof. Dr. Mustafa ALKAN, BGD YK Baskani
e Prof. Dr. Nizamettin AYDIN, IEEE Turkiye Baskani

13:45-15:15
e Oturum Baskami: Prof. Dr. Sedat AKLEYLEK, Vice Chair of
IEEE Blockchain Turkiye
13:45-14:30
« Davetli Konusmaci-1: Dr. Giiven FIDAN, IEEE Blockchain Turkiye
Yarigma Koordinatorii / MindMons Teknolojileri CEO'su
o Konu: Yasal Uyum, Veri Egemenligi ve Yapay Zeka Tabanli Dijital
Pasaport Sistemleri i¢in Blokzincir Uyumlu Mimari Yaklasim
14:30-15:15
« Davetli Konusmaci-2: Dog. Dr. Murat KARAKUS, Ankara Universitesi
Yazilim Miihendisligi Boliim Baskani
« Konu: Zekadan Dayanikliliga: Siber-Fiziksel Sistemler icin Yapay Zeka
Destekli Blokzincir ve Programlanabilir Ag Giivenligi

15:15-16:00 Cay & Kahve Molasi

16:00-17:30
e Oturum Baskami: Dr. Gliven FIDAN, IEEE Blockchain Tiirkiye Baskan
Yardimcisi
16:00-16:30
« Davetli Konusmaci-3: Dr. Ahmet SORAN, IEEE Blockchain Turkiye /
TRK Teknoloji CEO'su
o Konu: Dagitilmis Defter Zekasi
16:30-17:00
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« Davetli Konusmaci-4: Do¢. Dr. M. Tuncay GENCOGLU, Firat
Universitesi / IEEE Blockchain Turkiye
o Konu: Saglik Uygulamalarinda Blokzincir: Bir Vaka Caligmas1
17:00-17:30
« Davetli Konusmaci-5: Dr. Ogr. Uyesi Elvan DUMAN, IEEE Blockchain
Tiirkiye / Burdur Mehmet Akif Universitesi, Yazilim Miihendisligi
Bolumii
 Konu: Izinli Blokzincirlerin Zorluklar1 ve Uygulamalar:
17:30
o Kapams Oturumu

2.GUN/DAY-2
23 EKIM/OCTOBER 2025

Zemin kat/ Cep Konferans Salonu / Ground floor / Pocket Conference Hall
09:30 OGRENCI PROJE OTURUMU 1/STUDENT PROJECT SESSION 1
Oturum Baskam: Do¢. Dr. M. Tuncay GENCOGLU, Firat Universitesi

e Proje 1: Yapay Zeka Destekli Glvenli Dokiiman Kategorizasyonu ve
Metadata Cikartma
Danisman: Prof. Dr. Seref SAGIROGLU
Ogrenciler: Muhammed Cafer TASDELEN; Tugrul ALPARSLAN; Yigit
Birkan FURKAN; Azmi Yagiz SAHIN;

.....

Yaklasim;
Danisman: Dr. Ogr. Uyesi Elvan DUMAN, Burdur Mehmet Akif Ersoy

Universitesi
Ogrenciler: Alper CELIK, Rumeysa VARLI, Esra ONCU

10:30 CAY & KAHVE ARASI / TEA & COFFEE BREAK

11:00 OGRENCI PROJE OTURUMU 2 / STUDENT PROJECT SESSION
Oturum Baskani: Dr. (")gr. I"Jyesi Elvan DUMAN, Burdur MAKU Yazihm
Miihendisligi Boliimi

10
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e Proje 3: Tiiketici Kullaninmina Sunulan IoT Cihazlarda Giivenlik Agiklarmnin
Giderilmesi i¢in Kullanilan Kriptografik Y éntemlerin Incelenmesi ve
Kiyaslanmas1
Danigman: Dog. Dr. Giingér YILDIRIM
Ogrenciler: Mehtap PAMUK, Furkan Can SUME, Ayse Sude
GOLEZLIOGLU

e Proje 4 Blokzincir Destekli SDN ile Akilli Park Sistemi: SPOSChain;
Danisman: Do¢. Dr. Murat KARAKUS, Ankara Universitesi
Ogrenciler: Ali Berkay GORGULU, Huseyin Ozgir KAMALI;

12:00 OGRENCI TOPLULUGU SUNUMU

Miiberra Bozkurt, Gazi Universitesi Siber Giivenlik Arastirma ve
Gelistirme Toplulugu Bagkani

12:30 OGLE ARASI/ LUNCH BREAK

14:00 BILGi GUVENLIi DERNEGi KURUMSAL UYE OTURUMU /
INFORMATION SECURITY ASSOCIATION CORPORATE MEMBER
SESSION

17:30 KAPANIS VE DEGERLENDIRMELER / CLOSING CEREMONY

11
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EGITIMLER - 21 EKiM 2025
BTK Egitim Salonlari

SIBER GUVENLIK EGITIMLERi / CYBER SECURITY TRAINING

EGiTiM PROGRAMI 1 / TRAINING PROGRAMME 1
09:30 — 12:30 EGiTiM OTURUMU 1 / TRAINING SESSION 1:

Egitimin Konusu: Siber Olaylara Modern Adli Bilisim Yaklasimi

Egitmen: Samet Y1lmaz — Difose

Katihmar Profili: Universite ve Ustii - BTK’nin online Siber Giivelige Giris
Egitim Programina katilanlar

Katilimc1 Sayisi: 25

12:30 OGLE ARASI / LUNCH BREAK

14:00 — 17:00 EGiTiM OTURUMU 2 /TRAINING SESSION 2:

Egitimin Konusu: Siber Riskin Olgiimlenmesi: Atak Simiilasyonlar1 ile
Gtlivenlik Dogrulamasi

Egitmen: Hiseyin Can Ylceel — PICUS Security

Katilmei Profili: 1. Egitime katilan kigiler

Katilimer Sayisi: 25

12
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EGiTiM PROGRAMI 2 / TRAINING PROGRAMME 2
09:30 — 12:30 EGiTiM OTURUMU 1 / TRAINING SESSION 1:

Egitimin Konusu: Siber Giivenlik Temel Egitimi

Egitmen: Prof. Dr. Mustafa Alkan

Katihme1 Profili:. MEB OGRETMENLERI (Meslek Lisesi
Ogretmenleri)

Katilimer Sayisi: 25

12:30 OGLE ARASI / LUNCH BREAK

14:00 — 17:00 EGITiM OTURUMU 2 /TRAINING SESSION 2:

Egitimin Konusu: Ag Giivenligine Giris
Egitimen: Mehmet Kaya - LABRIS
Katilima Profili: 1. Egitime katilanlar
Katilimer Sayisi: 25

Bilgisayar

13
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