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Ozet — Teknolojideki izl degisim her alanda oldugu gibi
haberlesme sistemlerinde de yasanmaktadir. Gelistirilen farkh
sistemler veya cihazlar zaman kaybedilmeden kullamima
sunulmaktadir. So6z konusu degisim genelde olumlu olmakla
birlikte bazen olumsuz sonuglara yol agabilmektedir. Bu olumsuz
sonuglardan bir tanesi, ISDN, PSTN ve IP tabanh haberlesme
cihazlarimin birbirleriyle uctan uca giivenli olarak haberlesme
yapamamasidir. Gelismis iilkeler tarafindan s6z konusu sikintinin
farkina varillmus ve ¢oziim bulma gayretleri 20. Yiizyihn
sonlarinda baslanmustir. Bu konuda en dikkat cekici caliyma,
ABD tarafindan baslatilan FNBDT 210 (Future Narrow Band
Digital Terminal) ¢ahsmasidir. Bu c¢alisma, farkh sebekelerde
haberlesme yapan cihazlarin birbirleri ile emniyetli haberlesme
yapabilmesini amac¢lamustir.

Anahtar Kelimeler — FNBDT, Uctan Uca Giivenli Haberlesme

Abstract — Fast progress in technologies affects all the domains
as well as the communication systems. Different types of systems
or devices are developed and given to the services without losing
time. Although these progresses, in general, have positive effects
sometimes they may cause some problems. One of these problems
is that the different terminal devices based on ISDN, PSTN and
IP cannot communicate end-to-end with each other in a seamless
secure way. Some developed countries were become aware of the
problem and started some studies at the end of the 20 century.
The most important study on this problem was FNBDT
210(Future Narrow Band Digital Terminal) Project. The aim of
the project was to achieve end-to-end secure communication of
different terminal devices communicating on different networks.

Index Terms— FNBDT, End-to-End Secure Communication.

I. GIRIS
FNBDT 210 protokolii, farkli sebekelerde haberlesme yapan
cihazlarin birbirleri ile emniyetli haberlesme ihtiyacindan
dogmus bir protokoldiir Protokoliin ¢alismast igin temel
olarak, FNBDT 210 destekli terminal cihazlan ile sebekeler
arasinda altyapt donligimii yapan IWF (Interworking
Function-Gateway) birimlerine ihtiya¢ vardir.

FNBDT 210’un farkli network aglar1 iizerinde uygulama
alam1 bulunmaktadir. Bu ¢alismanin IP Aglar1 iizerinden
yapilmak istenmesinin nedenleri;

e [P Ag uygulamalarimin hem taktik hem de stratejik
alanda ¢ok yaygin olmasi,

e Haberlesme alaninda IP aglarmin gelecekte daha da
yaygin olarak kullanilacak olmasi,

e FNBDT 210’un IP aglar iizerinden G.711 (64 kbps),
G.729 (8 kbps) gibi yiiksek bant genigligi tahsisi yapan ses
kodeklerini kullanmaksizin, Stanag 4591 Standartina uyumlu
2,4 kbps hizinda MELP ses kodegini kullanarak az bir bant
genisligi tahsisi yapmasi olarak belirtilebilir.

IP diinyasinda paket kayiplar1 fazla miktarda olabilmektedir.
Fakat gercek zamanli uygulamalarda ses paketlerinin
kaybolmasi ses haberlesmesini ciddi dlciide etkilemektedir. Bu
caligma, [P  altyapisinda FNBDT 210 haberlesme
davraniglarmin  degisik  durumlar altinda  gozlenmesi
maksadiyla yapilmistir. IP ortamimnda FNBDT 210’un nasil
davranacagi bilinmediginden birtakim test verilerinin alinmast
gelecekte FNBDT 210 ile ilgili IP aglar1 iizerinde ¢ikabilecek
olan sorunlara ¢oziim yolu saglayacak ve referans
olabilecektir. Bu c¢alisjma bu alanda yapilan ilk uygulama
olmasi ile dikkat cekmektedir. Bu ¢aligma ile, ¢agr1 kurma ve
farkli modlarda haberlesmede ¢ok Onemli yeni veriler elde
edilmigtir. Bu veriler, bu alanda yeni ve farkli calismalar
yapacaklara, 1sik tutacak ve elde edilecek wveriler ile
karsilagtirilabilecektir.

II. FNBDT 210 SINYALLESMESI

FNBDT 210 Protokolii, Sekil 1’de goriildiigii gibi UDP
protokolii iizerinde ¢alismaktadir. Kriptolama iglemi Layer 6
ve lizerinde yapilmaktadir. IP paketleri ve UDP paketleri
kriptosuz gonderilmektedir. Bu sayede Layer 3 ve 4
kapsaminda Header Compression yapilabilmektedir [1].

FNBDT 210 sinyallesmesi esas olarak baglanti kurma ve
kontrol sinyallesmelerinden olusmaktadir. Baglanti Kurma
Sinyallesmesi, Yetenekler, Parametre/Sertifika, F(R) ve Kripto
Senkronizasyon (CryptoSync); Baglanti Kontrol Sinyallesmesi
ise Ihbar Islemleri (Notification), Mod Degistirme ve
Senkronizasyonu Tekrar Kurma konularin icermektedir.
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Sekil 1. FNBDT/FNBDT 210 Protokol Altyapisi [2]

FNBDT 210 sinyallesmesi, sekiz baytlik Start of Message
(SOM) ile baslayip sekiz baytlik End of Message (EOM) ile
sonlanmaktadir.

SOM ve EOM arasinda gonderilen gergeveler “gergeve
grubu (superframe)” olarak tanimlanmaktadir. Her cergeve
grubu gonderme yoniinde hata diizeltimi (FEC) ve ¢evrimsel
artiklik denetimi (CRC) ile korunan cer¢evelerden meydana
gelmekte; FEC ile diizeltilemeyen hatalarin  ortadan
kaldirilmast iginse olumlu veya olumsuz onay verme
mekanizmalar1 (ACK ve NACK) kullanilmaktadir.

Her bir gerceve, 1 ¢ergeve numarasi, 13 mesaj, 4 FEC ve 2
CRC olmak iizere 20 bayttan olusmaktadir. Bu ¢ercevelerden
olusan ve Mesaj Baglangici (SOM) ile baslayip Mesaj Sonu
(EOM) ile sonlanan her ¢er¢eve grubu en az bir en ¢ok 127
adet ¢erceveden olugmaktadir.

EOM alindiginda 6ncelikle son alinan ger¢evenin ESCAPE
veya REPORT olup olmadigina bakilir, eger degilse o ana
kadar alinmis ¢ergeveler igin rapor hazirlanir ve gonderilir.
ESCAPE mesaj1 band genisligi kullanimi, REPORT mesajt ise
gelen cercevelerin hata oran onaylari ile ilgili kavramlardir.

Benzer sekilde FNBDT 210 sinyallesmesinde
karsilasilabilinecek mesaj tiirlerinden diger bir tanesi RESET
mesajidir ki bu mesaj gerekli durumlarda iletim katmanini
yeniden senkron hale getirmek i¢in kullanilir. RESET mesaj1
¢erceve numaralarini sifirlar ve bir SOM ve EOM arasinda
yalnizca bir RESET mesaj1 gonderilir.

FNBDT 210 sinyallesmesinde, baglanti  kurma
sinyallesmesinin ilk admm olarak terminaller birbirlerine
Yetenekler Mesajint (Capabilities Message)
gondermektedirler. Bu mesaj sayesinde terminaller
birbirleriyle uyumlu olarak ne sekilde ¢aligabileceklerini (agik
veya kapalt modlar) belirli bir esasa baglamakta ve giivenli
modda haberlesilecek ise uygun anahtar listesinin segilmesi de
bu sayede miimkiin olmaktadir. Yetenekler Mesaji
gonderildigi anda ilk mesaj zamanlayicis1 baslamakta, bu
zamanlayict kargi taraftan FNBDT 210 uyumlu mesaj
gelmemesi halinde baglantinin zaman asimma ugramasini
temin etmektedir. Zaman asimi sonunda Bos Baglant1 haline
doniiliir.

Ik mesajlasma sonunda eger giivenli haberlesme karar
verildiyse FNBDT 210 baglantis1 kurulabilmesi maksadiyla
trafik anahtarini olusturabilmek i¢in karsilikli sertifikalarin ve
F(R)’larin degis tokus yapilmasi gerekmektedir. Bunlardan

sertifikanin gonderilmesi Parametre/Sertifika mesajt ile olur.

F(R) mesaj1 anahtar takimi ile ilgili bir takim bilgiler
(anahtarin tip, uzunlugu vb.), F(R) uzunlugu ve F(R)’m
kendisini kapsayan bir mesajdir. F(R) mesaj1 iletilmeden dnce
mutlaka parametre/sertifika mesaj1 iletilmis olmalidir.

FNBDT 210 baglantist1 kurmada diger bir adim kripto
senkronizasyon mesajlarmim degisimidir. Degisimi yapilan
sertifika ve F(R) bilgileri ile trafik anahtar1 olugturulmakta, bu
anahtar ile test paketi sifrelenip Kripto Senkronizasyon Mesaji
haline getirilmektedir.

Baglant1 kurma sinyallesmesinden sonra kurulan baglantinin
degisikliklere tabi tutulmasiyla ilgili bir takim sinyallesme
tanimlart  mevcuttur. Baglantt  kontrol sinyallesmesinin
maksadi; herhangi bir sebeple baglantiy1 sonlandirmak, mevcut
uygulamayi degistirmek, diger terminali ikaz etmek ve/veya
kripto senkronizasyonunu bastan saglamak olabilir. Baglanti
kontrol sinyallesmesinde dért farkli mesaj vardir. Bunlar Thbar
(Notification), Mod Degisim Istegi (Mode Change Request),
Mod Degisim Yaniti (Mode Change Response) ve Kripto
Senkronizasyon (CryptoSync) olabilir.

Mod degistirme islemi; talep ve buna verilen yanit seklinde
iki tiirliidiir ve sadece her iki terminal de giivenli uygulama
trafiginde iken miimkiin olabilir.

Giivenli Ses i¢in bes farkli ¢agri mevcuttur. Bunlar [2];

e Giivenli 2,4 kbps MELP kodlu Ses — Blank & Burst

(DTX),
e Giivenli 2,4 kbps MELP kodlu Ses — Blank & Burst
(FCT),

e Giivenli MELP kodlu Ses —Burst w/o Blank (DTX),

e Giivenli MELP kodlu Ses —Burst w/o Blank (FCT),

¢ Giivenli, Gelismis Coklu-Band Uyarimi (AMBE).

FNBDT 210°da Blank & Burst uygulamalit MELP ve Burst

w/o Blank olmak iizere iki tip giivenli ses c¢agrisi
yapilabilmektedir.
FNBDT 210 uyumlu  bir  terminalde,  kripto

senkronizasyonunun siirekliligi i¢in belirli periyotlarla terminal
tarafindan 2,4 kbps’de iiretilen MELP kodlu ses bilgisinin
iizerine kripto senkronizasyon bilgisi yazilir. Bu isleme
“B&B” (Blank and Burst) protokolii denilmekte ve bu
uygulamada zaman zaman ses bilgisi silinerek yerine kripto
bilgisi yazilmasindan dolay1 ses kalitesinde ufak gapta diistisler
yaganmaktadir.

Blank & Burst ¢ergeve grubu 24 ¢erceveden olugmasina
karsin, Burst w/o Blank uygulamast 25 g¢erceveden
olugmaktadir. Dolayisiyla Burst w/o Blank uygulamasi igin
gerekli kanal kapasitesi 2,4 kbps’den fazla (overhead)
olmaktadir. Ayn1 zamanda, MELP kodlanmis ses bilgilerinin
tizerine kripto senkronizasyon bilgisi yazilmadigi igin ses
kalitesi B&B’ye gore daha iyidir.

Acik MELP ses ¢agr1 hizmeti goriismesinde de ortaya ¢ikan
yapt tipki B&B’de oldugu gibidir. Mesaj yine, biri SM
cergevesi olmak iizere toplam 24 c¢erceveden olusan gerceve
gruplartyla yapilir. Ancak burada kriptolama yapilmadigindan
SM ¢ergevesinin baslik kismindan sonrasi sifir ile doldurularak
mesaj gonderilir.

Ayrica ister giivenli isterse agik olarak goriisen tim FNBDT



210 uyumlu terminallerin DTX ve FCT durumlar
desteklemesi beklenmektedir. Bunlardan DTX; bir ses ¢agrisi
sirasinda, terminalin kullanicisi konustugu siirece ¢ergeve
gruplarinin olusturularak gonderilmesi, kullanici sustugunda
ise gonderme yapmanin kesilmesi prensibini; FCT ise; ses
cagrist sirasinda terminalin kullanicisinin sustugu siirede de
gergeve gruplarinin olusturularak karsi terminale iletilmesi
yani MELP kodlayici biriminin siirekli ¢aligmasini ifade
etmektedir.

FNBDT 210, veri haberlesmesinde ise iki veri hizmetini
desteklemektedir. Bunlar “Giivenli Aktarim (Reliable
Transport-RT) Asenkron Veri Hizmeti” ve “Garanti Is
(Guaranteed Throughput-GT) Asenkron Veri Hizmetleridir.
RT Asenkron Veri hizmetinde, gilivenli ses hizmetinde
kullanilan sinyalizasyon mekanizmalarinin aynisini kullanarak
veri cagrist baslatilir ve kanal kapasitesi %70 verimlilikle
kullanilir. GT Asenkron Veri hizmeti ise kanal kapasitesinin
tamaminin kullamldig bir servistir [3, 4].

I1l. UYGULAMADA GECEN KAVRAM VE TANIMLAR

FNBDT 210 Simulatér: Laboratuvar ortamlarinda
cihazlarin karsilikli ¢aligabilirligini degisik senaryolar ve
durumlar dahilinde test eden ve bizim tarafimizdan yazilan bir
uygulamadir.

FNBDT 210 Tester: FNBDT 210 Simiilator Yaziliminin
bir pargasi olarak olup ve yazilimi bizim tarafimizdan yapilan,
terminaller arast FNBDT 210 haberlesmesinin takip ve kontrol
edilmesi maksadiyla kullanilmaktadir. Modiiliin icerisinde
stirece etki edilebilmesini (bozma, karistirma, geciktirme vb.)
saglayan fonksiyonlar mevcuttur.

Bit Hata Oramt (Bit Error Rate-BER) : Belli bir zaman
araliginda iletilen veri bitlerinden hatali olanlarin, aktarilan
toplam bit sayisina orani olarak tanimlanmaktadir.

Veri Kaybi (Data Loss): Bit veya Bayt olarak hatali
aktarilan veri miktarinin toplamda aktarilan veriye oranidir.
Uygulamada kanal simiilatorii tarafindan yaratilan bu durumda
bit kayiplar1 icin bitler, bayt kayiplar1 iginse sekizli bit
gruplarinin rastlantisal olarak iletilmesi engellenerek veri
kaybina yol agilmaktadir.

Gecikme (Delay) : Aktarilan veride yaratilan sistematik
zaman kaymalar1 bu baslik altinda tanimlanmaktadir.

IV. UYGULAMA iciN KURULAN AG

FNBDT 210 protokoliiniin IP aglar iizerindeki davranisini
incelemek amaciyla IP test diizenegi laboratuarlarinda
gerceklestirilmis, gerekli parametre degisiklikleri yapilarak
gerekli 6lgmeler rahatlikla yapilabilmistir. ;

¢ Cagriy1 baglatan (Yazilimini kendimiz yazmis oldugumuz
FNBDT 210 destekli test cihazimiz),

e Haberlesme ortamim test eden (FNBDT 210 destekli
yazilimmi kendimiz yazmis oldugumuz test cihazimiz),

e Cagriy1 cevaplayan (FNBDT 210 Terminal),

e Router-1, Router-2 ve Router-3 ile olusturulmus 3 adet
yerel alan agindan (YAA) olugmaktadir. Bu uygulamada
FNBDT 210 Terminali olarak FNBDT 210  Simulator
programimiz (yazilimini kendimizin gelistirmis oldugu
program) ve Haberlesme ortamumi test eden olarak FNBDT
210 Test Tool (yazilimini kendimizin gelistirmis oldugu
program) programi kullanilmistir. FNBDT 210 Test Tool
programimiz sayesinde farkli senaryolara gore, Bit Hata Orani
(Bit Error Rate-BER), Veri Kaybi (Data Loss) ve Gecikme
(Delay) durumlari yaratilmistir.

Uygulama esnasinda ag tizerinde FNBDT 210 uygulamasin
etkileyecek yogun bir trafik olmamustir. Dolayisiyla uygulama
esnasinda ag tizerindeki trafik etkisini en aza indirgemek icin
Cisco’nun 3800 serisi Router’lart tercih edilmis ve sisteme
FNBDT 210 paketleri disinda higbir paket verilmemistir.

V. UYGULAMA

Calisma icin ag yapist Ozel olarak tesis edilmis ve
calistirllmistir. Caligma esnasinda yapilan testler; tekrarlanmak
suretiyle elde edilen verilerin ve test ortaminin giivenilirligi,
miimkiin oldugu kadar uzun tutulmak suretiyle de verilerin
gegerliligi sinanmustir.

FNBDT 210  sinyallesmesinin kritik evrelerini tegkil
etmeleri nedeniyle c¢alismada daha ¢ok FNBDT 210
sinyallesmesinin “Cagri Kurma” ve “Giivenli Veri Aktarimi1”
bolimlerindeki denemeler yogunluk kazanmustir. Bununla
beraber “Giivenli Ses Haberlesmesi” konusunda da ¢aligsmalar
yiiriitiilmiis ve bir takim sonuglara ulasilmistir.

Genel olarak c¢alisma, Cagri kurma (Call Setup), B&B
Guvenli Ses, B w/o B Giivenli Ses, RT Asenkron Giivenli
Veri, GT Asenkron Giivenli Veri, olmak iizere bes ana baglik
ve her ana basligin altinda Bit Hata Orani ve Veri Kayiplar
durumlarinin degerlendirildigi iki alt baslik altinda yapilmustir.

A. Cagr1 Kurma Uygulamalari

1) Normal Hallerde Cagr1 Kurma:

FNBDT 210 Cagri Kurma Sinyallesmesi’nin ilk mesaji
SOM (Start of Message) ile baglamakta ve ses veya veri
haberlesmesinin baslayabilecegine isaret eden START mesaji
ile ¢cagri kurma sinyallesmesi tamamlanmaktadir. Laboratuar
ortaminda yapilan deneysel testler sonucunda ¢agri kurma
isleminin 1,818 + 0,057 saniyelik bir zaman diliminde
gerceklestigi saptanmigtir. Bu sonug sonraki agamalarda alinan
sonuglarin degerlendirilmesinde bir kiyas noktasi olacagindan
onemlidir.

2)Bit Hata Orani (BER) ile Cagr1 Kurma

Bu denemeler esnasinda Haberlesme ortamini test eden
FNBDT 210 Test Cihaz1 tarafindan iletisim kanalina belirli
oranlarda bit hatalar1 verilerek sonuglar1 gézlenmistir. Kiigiik
bit hata oranlarindan baslanarak hata oranlar1 gittikge artirilmig
ve 0.03 lik Bit Hata Oranina kadar FNBDT 210 baglanti
kurma isleminin miimkiin olabilecegi tesbit edilmistir.
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Sekil 2. Baglanti Kurma (BER) Zaman Grafigi

Sekil 2’deki grafikte goriildiigii gibi, Bit Hata Orani
arttirildik¢a, Cagri Kurma Siiresinin de arttig1 tespit edilmistir.
Cagr1 Kurma siiresi, 6zellikle 0.01 Bit Hata Oranindan sonra
daha biiyiik artiglar gostermistir.
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Sekil 3. Cergeve Bozulma Oranlari

Sekil 3’de, Bit Hata Oranmin c¢ergevelere etkisi
goriilmektedir. Bit Hata Orani arttikca, ¢ergevelerin neredeyse
tamaminin Hatali ve Bozuk Cergeve olarak iletildigi, toplam
cerceve sayisinda ciddi artis saptandigi ve rapor mesajlarinin
eksik olarak iletildigi gézlenmistir. 0.03 Bit Hata Oraninda,
tlim gergevenin bozuk ve hatali oldugu, gergeve sayisinda ise
0.02 Bit Hata Oranina gore iki kattan fazla artis oldugu tespit
edilmistir.

Burada Hatali Cergeve, FEC ve CRC hata diizeltme
algoritmalariyla diizeltilmesi miimkiin olan veri ¢ercevelerini,
Bozuk Cerceve ise, diizeltilmesi miimkiin olmayan veri
gergevelerini ifade etmektedir.
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Sekil 4: FNBDT 210 Cagri Kurma (BER) Mesaj Veri Diyagrami (%)
Sekil 4, FNBDT 210 Cagr1 Kurma esnasindaki verilerin %
olarak degisimini gostermektedir. Sekilde goriildigii gibi Bit
Hata Orami arttitkga Normal c¢ergeve sayr ve yiizdesinin

azaldigini, diger taraftan SOM, EOM, Hatali ve Bozuk ¢ergeve
miktarlarinda artma oldugu tespit edilmistir.

2) Veri Kayb1 Durumlarinda Cagr1 Kurma

A) Eksik Bit Oram (Drop Bit Rate)

Calismanin bu kisminda mesaj iletimi, FNBDT 210 Test
Cihazi tarafindan bit bazinda veri kaybina ugratilarak sonuglart
degerlendirilmistir. Cizelge-1’de degisik Eksik Bit Oranlari
icin mesaj miktarlari ve baglanti kurma siireleri verilmektedir.

Cizelge 1. Eksik Bit Orani Mesaj Verileri

Eksik Bit Oram 0.001 | 0.005 | 0.01 0.02
SOM 60 287 434 999
EOM 60 287 434 999
Hatah Cergeve 18 99 161 208
Cergeve 127 169 98 66
Bozuk Cerceve 122 370 572 1101
Yetenekler Msj. 1 1 1 1
Parm./Sert. Msj. 1 1 1 0
Rapor 4 3 4 3
F(R) Ms;j. 1 1 1 0
Kripto Senk. 1 1 1 0
Dolgu 12 11 11 11
BASLA 1 1 1 1
Bilinmeyen Veri 7 91 177 564
Topl. Mesaj 404 1331 1919 4022
Bag Siir (sn) 12,078 | 37,453 | 67,453 | 125,860

Cizelge 1’de de goriildigii gibi FNBDT 210 baglanti
kurulmas: esnasinda bit bazinda veri kaybina ugratildiginda
ciddi sorunlarla kars1 karsiya kalinmig ve 0.03 Bit veri
kaybinda bile ¢agri kurulmasi miimkiin olmamigtir.

B) Eksik Bayt Oram1 (Drop Byte Rate)

Eksik Bit Orani test sonuglarinin aksine bu kisimda yapilan
denemelerde, veri iletimi esnasinda Bayt tabanli kayiplarin
yiiksek kayip oranlarma ¢ikilana kadar biiyiik problemlere yol
acmadigi gorilmistir. Sadece dikkate deger degisiklik
gosteren mesajlarin yer aldigi Sekil 5’de, Hatasiz Cergevelerin
Eksik Bayt Oranlan arttikca azaldigi, buna karsin ozellikle
Bilinmeyen Verilerin ters orantili olarak arttigi tespit
edilmigtir.

Eksik Byte Oraninda Cerceve Miktarlari (%)
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Sekil 5. Veri Kayb1 Eksik Bayt Oraninda Cergeve Miktarlari



Byte Veri Kaybi ile Cagri Kurma Stireleri
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Sekil 6. Cagrt kurma Siireleri, Bayt Veri Kayb1

0,05°lik bayt veri kaybmin oldugu nokta FNBDT 210
cagrismin son olarak kurulabildigi deger olarak tespit
edilmistir. Bu noktada, Sekil 6’de goriildiigii gibi ¢agri kurma
stiresi 174 saniyeye ¢ikarken iletilen verilerin %36,949 (Sekil
7) sistem tarafindan Bilinmeyen Veri olarak algilanmustir.

B. Blank&Burst
Uygulamalan

Giivenli Ses Haberlesmesi

Bu bolimdeki giivenli ses haberlesmesi FCT (Force
Continuous Transmission) olarak gerceklestirilmistir. Giivenli
ses haberlesmesinde de FNBDT 210 Test Cihazinin
yetenekleri cercevesinde l¢iim ve denemeler yapilmstir.

1) Bit Hata Orani Etkileri

Bu kisimda, FNBDT 210 ¢agrist kurulduktan sonra sisteme
belirli bit hata oranlar1 sirasiyla verilereck B&B FCT ses
haberlesmesi iizerine yarattig1 etkiler gézlenmistir.

Sekil 7°da agikga goriildiigii gibi, Bit Hata Orani arttikca,
Bilinmeyen  Verinin  artmasma karsihk MELP  ve
Senk.Ynt.Mesaji1 azalmaktadir. Hatta Bit Hata Oram 0.1
oldugunda hemen hemen tiim verilerin bilinmeyen oldugu
tespit edilmistir.

Bit Hata Orani-B&B
14000

12000 -

10000

8000 m Senkynt.Msj.
6000 = MELP

Bilinmeyen Veri

4000

2000

0.001 0.005 001 0.02 003 005 0.1

Sekil 7. B&B Ses Goriismesinde Bit Hata Orani

2) Veri Kaybi

Bit Veri Karb1-B&B
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5000
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 SenkYnt.Msj.
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Sekil 8. B&B Giivenli Ses Goriismesi ve Bit Veri Kayb1

Sekil 8’de goriildiigli gibi Bit Veri
gorlismesini  etkilemedigi, hata oran
gorlismenin devam ettigi tespit edilmistir.

Kaybinin  Ses
ne olursa olsun

Byte Veri Karhi-B&B
12000

10000

8000

6000 m Senkynt.Msj.

= MELP
4000 —

Bilinmeyen Veri

2000 =

0.001 0.005 0.01 0.02 0.03 0.05 0.1

Sekil 9. B&B Giivenli Ses Goriigmesi ve Bayt Veri Kaybi

Sekil 9’da sistem tarafindan bayt veri kayiplarina verilen
tepkiler goriilmektedir. Bayt veri kayiplarinda kritik esik 0,1
ve lizeri orandaki kayiplar olarak tespit edilmistir.

C. Burst w/o Blank (FCT) Giivenli Ses Haberlesmesi
Uygulamalan

Bilindigi iizere B w/o B modunda MELP kodlu giivenli ses
iletimi 24’lii MELP cerceve grubuna ek 25°nci bir ¢erceve
olarak katilmaktadir. Bu sayede MELP cergevelerinden biri
eksilmedigi i¢in daha iyi ses kalitesine ulasilabiliyorken, diger
yandan iletim hattinda yarattig1 ilave yiik (overhead) ile daha
yiiksek band genigliklerine ihtiyag duyulmasina sebep
olmaktadir.

Denemelerin bu bdliimiinde B w/o B ses iletiminin karakteri
geregi bir avantajli tarafi daha ortaya ¢ikmaktadir. Bu avantaj,
veri kaybi ve hatali veri durumlarinda sistemin direng
gostermesi, ses kalitesini olduk¢a muhafaza etmesidir.

1) Bit Hata Oram EtKkileri
Sekil 10’da goriildigii tizere, Bit Hata Oram arttikca,
Gegersiz Senkronizasyon Yonetim mesajlarinin arttig1, Gegerli
Senkronizasyon Yonetim mesajlarinin ise azaldigi tespit
edilmistir.



B w/o B - Senkronizasyon Yénetim Mesajlar

SyncMgmt Mesaji m0.001
m0.005
0.01
m0.02
m0.03
Gegersiz Sync Mgmt Mesaji
0.05

0.1

(4] 100 200 300 400 500

Sekil 10. B w/o B - Senkronizasyon Yonetim Mesajlari

2) Veri Kaybi

Bayt veri kaybi testlerinde; Bayt Veri Kaybi arttirildikga
Gegersiz Senkronizasyon Yonetim Mesajlarmin arttigi ve
Senkronizasyon Yonetim Mesajlarinin ise azaldigi tespit
edilmistir.

Bit veri kaybi testlerinde; Bit Veri Kaybi arttirilmasina
ragmen Gegersiz Senkronizasyon Yonetim Mesajlarinin ve
Senkronizasyon Yonetim Mesajlarinin sayisinda ciddi bir
degisiklik olmadig: tespit edilmistir.

C. RT Asenkron Giivenli Veri Haberlesmesi

Bu tip giivenli veri iletiminde FNBDT 210 mesaj iletim
mekanizmas1  kullanilmas1 dolayisiyla verilerin  glivenli
(Reliable) bir sekilde uzak uca ulastirilmasi saglanmig olur.
Ayrica bu iletim seklinde Kripto Senkronizasyonu kayiplart

olmadigindan Senkronizasyon Yonetim Mesaji islevleri
goriilmemektedir.
1) Bit Hata Orani Etkileri
Bit Hata Oranlan Zaman Grafigi
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Sekil 11. Bit Hata Oranlar1 Zaman Grafigi

RT Asenkron Giivenli Veri Haberlesmesinde veri aktarma
stirelerinin Bit Hata Oranlarindaki degisimi Sekil 11°de grafik
olarak verilmistir. Goriildiigii gibi zaman ekseninde ilk biiyiik
sirgama 0,01 bit hata oraminda gerceklesmistir. Bununla
beraber, 0,03 Bit Hata Oraninin, RT Asenkron Giivenli Veri
Aktarimi i¢in son nokta oldugu tespit edilmistir.

2) Veri Kayiplar
RT Asenkron Giivenli Veri Haberlesmesinde veri
aktarmanin Bit Veri Kaybina karsi ¢ok hassas oldugu tespit
edilmistir.

A) Eksik Bit Oram Veri Kayiplan
0,001°lik bit kayip oraninda bile veri aktarim siiresinin fazla

oldugu tespit edilmis olup bu bolimdeki ¢aligmalar 0,01°1ik
Bit Veri Kaybina kadar yapilabilmistir.

B) Eksik Bayt Oranh Veri Kayiplari
Cizelge 2’de, RT Asenkron Giivenli Veri Haberlesmesinde
Byte Veri Kaybi Etkileri ayrintili olarak verilmistir. Verilen
sonuglardan anlagilacagi tizere 0,02 Eksik Bayt Oranimnin
agildig1 noktadan sonra veri aktarimi miimkiin olmamustir. (*)
isaretli siitunlar hata diizeltme mekanizmalariyla diizeltilen
mesajlar1 temsil etmektedir.

Cizelge 2. Bayt Veri Kayb1 Etkileri

Eksik Bit
Orani 0,001 |[0,005 |0,01 0,02
SOM 203 | 787 | 1113 | 3474
Som 1 7 28 160
Cergeve | 1559 | 2421 | 2224 | 3705
Ci?é:l\:e 423 1502 | 1953 | 4336
EOM 206 | 787 | 1113 | 3474
EoM* 1 7 28 160
Blllr:/rgr?yen 43 460 820 | 4082
Siire (sn.) 30.438 | 72.765 | 95.296 | 258.25

D. GT Asenkron Giivenli Veri Haberlesmesi

GT Asenkron veri haberlesmesi ile her ne sartta olursa olsun
asgari 2,4 kb/s veri aktarim hiz1 garanti edildiginden onceki
kisma gore verilerin daha g¢abuk u¢ terminale ulasmasi
beklenmelidir. Diger bir konu ise bu yapida da Senkronizasyon
Yonetim Mesajlart kullanilmaktadir. Fakat ses mesajlarinda
oldugu gibi aradan bir mesajin gozden ¢ikartilmasi miimkiin
degildir, dolayisiyla GT Asenkron veri haberlesmesi her
zaman B w/o B seklinde ve tam bant olmaktadir.

Cizelge 3’de de goriuldigi gibi, gercekten de normal
sartlarda yapilan denemelerden elde edilen sonuglar ayni
biiyiikliikteki verinin aktarim siiresinin daha kisa oldugunu
gostermektedir. RT Asenkron veri Aktariminda 6,698 sn. olan
iletim siiresi GT Asenkron veri Aktariminda 2,310 saniye
olarak tespit edilmistir.

Cizelge 3: Veri Aktarim Siirelerinin Karsilagtirmasi

Bit Hata Orani (%) Siire (Sn)
GT RT
0.001 3,900 |6,907
0.005 3,954 | 7,281
0.01 4,070 |7,750
0.02 3,793 [29,343
0.03 3,867 |78,156




0.05 4,026
0.1 4,800

Basarisiz

Basarisiz

Sekil 12’de goriildigii gibi, Bit Hata Oranlari Gegersiz
Senkronizasyon  Yonetim  Mesaj  oranlariyla  dogru,
Senkronizasyon Yonetim Mesaj oranlarryla ise ters orantili
olarak artig1 tespit edilmistir.

Senkronizasyon Yonetim Mesajlari Bozulma Egrisi
100

90 J{ 5 4
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Sekil 12. Bit Hata Senkronizasyon Yo6netim Mesajlart Bozulma Egrisi

GT Asenkron Veri Haberlesmesinde Bit Hata Orani st
degeri 0,02 olarak tespit edilmistir. Veri kayiplarina
gelindigindeyse en kiigiik miktardaki veri kayiplarinda bile bu
aktarim modunda veri haberlesmesi yapmanin miimkiin
olmadigi, Bayt Veri kayiplarinda 0,1°lik hata oranlarina kadar
sistemin tahammiil edebildigi gorilmiistiir.

VI. SONUCLAR

Bu ¢alismada, farkli haberlesme aglari ilizerinde ugtan uca
emniyetli haberlesmenin yapilmasi amaciyla gelistirilen
FNBDT 210 protokolii, simiilatériimiiz vasitasiyla IP ag
iizerinde degisik agilardan test edilmistir.

Icra edilen uygulama ¢aligmas: neticesinde degisik durum
senaryolart i¢in bir takim sinir degerlere ulasilmistir. Bu
degerlerin ve sonuglarin sonraki benzer nitelikteki ¢aligmalara,
151k tutacaktir.

Bu calisma sonunda tespit edilen genel sonuglar, olabilecek
¢oziimler ve gelecekte yapilabilecek testler su sekildedir:

eBER arttik¢a ¢agri kurma siiresi artmakta ve normal
cerceve sayisi azalmaktadir. Normal ¢ercevelerin yerini hatali
ve bozuk cergeveler almaktadir ve g¢er¢eve miktarinin
genelinde bir artis olmaktadir. Cerceve miktarinin genelindeki
artis SOM ve EOM mesajlarinin artmasina neden olmaktadir.
Bu yiizden de ¢agri kurulum siiresi artmaktadir. BER’in
arttirilmasina  ragmen  toplam  gergeve  sayist  sabit
tutulabilinirse SOM ve EOM paketlerinin sayisi sabit tutulmus
olunur ve ¢agr1 kurulum siiresi belli bir BER degerine kadar
artmaz sabit kalir. 0.03’liik BER degerinden sonra ise ¢agri
kurulamaz.

Calisma, ozellikleri ve igerigi bakimindan konuyla ilgili
yapilan ilk c¢alisma olmasi ve elde edilen test verilerinin
miiteakip caligmalara girdi olusturma olanaklar1 sunmasi
nedeniyle 6nem arz etmektedir.
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Ulke Bilgi Giivenligi

Yilmaz VURAL, Seref SAGIROGLU

Ozet— Kisisel ve kurumsal diizeyde stratejik bilgileri iceren
iilke bilgi sistemleri, giivenlik tehditlerine karsi korunmaldir.
Ulke bilgi sistemlerimizde bilgilerin iiretilmesi, islenmesi,
iletilmesi, depolanmasi ve paylasilmasina bagh olarak
olusabilecek giivenlik ihlallerini en aza indirgemek icin Kisisel ve
kurumsal seviyede alinmasi gereken giivenlik onlemleri her
gecen giin artmaktadir. Bu calismada, iilke bilgi giivenliginin
yiiksek seviyede saglanmasi icin kurumsal ve Kisisel bilgi
giivenliginin 6nemi, en zayif halka olan insan faktoriiniin
iyilestirilmesi icin egitimin Onemi ve giivenlik siireclerinin
iyilestirilmesini saglayan giivenlik testleri incelenmistir. Son
olarak iilke bilgi giivenligi hakkinda genel degerlendirmeler
yapilarak oneriler yapilmstir.

Anahtar— Bilgi giivenligi, kisisel bilgi giivenligi, kurumsal
bilgi giivenligi, giivenlik testleri, iilke bilgi giivenligi

Summary— National Information Systems that consist of
strategic information at personal and enterprise level must be
protected against threats. Personal and enterprise level security
precautions are increasing day by day in order to decrease
probable security threats that occur as a result of information
being produced, processed, transferred, stored and shared on
national information systems. In this paper, importance of
personal and enterprise information security in order to provide
national information security, importance of information
security education and awareness in order to improve human
factor which is the weakest link of security life cycle and security
tests supplying improvements of security processes have been
examined. Finally some evaluations about national information
security have been performed.

Keywords— Information security, enterprise information
security, personal security, security testing, national information
security

I. Giris
Bilgi sistemlerinin  kurumsal veya kigisel diizeyde
kullaniminin ~ yayginlasmas:  sonucunda  hayatimiz

kolaylagirken giivenligi yiiksek seviyede saglanan bilgi
sistemlerine duyulan ihtiyaclar da ayni oranda artmaktadir [1].
Ag destekli bilgi sistemleri {izerinden haberlesen, sayilari
hizla artan ve genis Kkitlelerce iilke ¢apinda kullanilan
uygulamalar tizerinde tutulan bilgilerin degeri
diistiniildigiinde bilgi glivenliginin saglanmasinim 6nemi daha
iyi anlasilacaktir.

S. SAGIROGLU, Gazi Universitesi Miihendislik Mimarlik Fakiiltesi,
Bilgisayar Mithendisligi Boliimii, Ankara, ss@gazi.edu.tr

Y. VURAL, STM A.S., Ankara, yvural@stm.com.tr

Bildiriler Kitabi

Ayrica gelistirilen yeni uygulamalarin da beraberinde yeni
giivenlik  tehditlerini  getirdigi  disiintldiiginde  bilgi
giivenliginin saglanmasinin her gegen giin daha da zorlastig1
anlasilacaktir.

Kamu veya 0zel kuruluglara ait ag destekli bilgi
sistemlerinin birbirleriyle etkilesimi her gegen giin artmakta
ve bu sistemler iilke bilgi sistemlerinin altyapisini
olusturmaktadir. Ulke bilgi sistemleri iilke giivenligi agisndan
6nemli olan stratejik iilke bilgilerinin, ilgili kurumlarin kendi
icinde veya baska kurumlar arasinda paylasilmasini ve
kullanilmasmi  sagladigindan  tlke bilgi  sistemlerinin
giivenliginin yiiksek seviyede saglanmasi iilke giivenligi
acisindan onemlidir.

Kisilerin ve kurumlarin sahip olduklar1 6nemli bilgilerin yer
aldigr tlke bilgi sistemleri istihbarat veya terér amagl
yapilabilecek siber saldirilara karst yiksek seviyede
korunmasi gerekmektedir. Ulke bilgi giivenligini tehdit eden
unsurlar sadece elektronik ortamlarda yapilan saldirilarla
siirli degildir. Insan hatalari, yangin, sel, deprem, teror
saldirilar;, sabotaj gibi istenmeyen olaylar veya dogal
felaketler sonucunda da bilgiler ve bilgi sistemleri tamamen ya
da kismen zarar gormektedir. Ayrica korunmasizligin yaninda
korunma seviyesinin iyi belirlenememesi ve etkin giivenlik
6nlemlerinin alinamamasi da beraberinde maliyet, performans
ve verimsizlik gibi énemli diger sorunlara yol agmaktadir.

Glintimiizde elektronik ortamlarda meydana gelen giivenlik
ihlallerinden hemen hemen her giin bahsedilmektedir. Bu
ihlallerden bir tanesi olan ve tilke bilgi giivenligi agisindan
o6nemli bir 6rnek olan “Estonyanin {ilke bilgi sistemlerine
karst yapilan dagitik temelli hizmet aksattirma saldirilar”
sonucunda 1,3 milyonluk niifusa sahip Estonya'daki kamu,
banka ve medya internet siteleri, Rusya kaynakli ytiz binlerce
bilgisayardan yapilan genis kapsamli, esgiidimli ve uzun
stireli saldirilar sonucu ¢okertilmis ve Estonyada hayat durma
noktasina gelmistir [2]. Bu saldir1 devletler arasinda yasanan
ilk siber soguk savas olarak tarihe ge¢mistir.

Internet giivenlik sirketi McAfee firmasmin 2007 yili
sonunda hazirladigi raporda gelecek on yilda dinyada
giivenlige iligkin en biiyltk tehditlerden birinin, ilkeler
arasinda bilgi sistemleri Uzerinde yasanacak siber soguk
savaslarin oldugu belirtilmistir. Raporda yaklasik 120 tilkenin,
mali piyasalar, resmi bilgisayarlar sistemleri ve kamu
hizmetleri alaninda interneti kullanmak i¢in ¢6ziimler
gelistirdigini ve istihbarat orgiitlerinin diger devletlerin iilke
bilgi sistemlerini siirekli sinayarak zayif noktalarini bulmak
icin yeni teknikler gelistirildigi vurgulanmstir [3].
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Bu ve benzeri siber tehditlerden iilke diizeyinde etkilenmeyi

en aza indirmek icin kurumsal ve kisisel diizeyde alinmasi
gereken oOnemli giivenlik tedbirleri vardir. Ulke bilgi
giivenliginin asamalarini olusturan kurumsal ve kisisel bilgi
giivenliginin yiiksek diizeyde saglanmasi, iilke bilgi gtivenligi
politikalarinin olusturulmasi, yapilmasi gerekenler arasinda ilk
sirada  gelmektedir. Kullanicilarin  kisisel bilgi giivenligi
konusunda bilingli olmalar1 gerekirken, kurumlarin kurumsal
bilgi giivenligi konusunda o6nlemler almalari ise yapilmasi
gereken 6nemli gorevler arasindadir [4].

Bu c¢alismada takip eden boluimlerde stratejik {ilke
bilgilerinin yer aldig1 ilke bilgi sistemleri agiklanmus, tilke
bilgi sistemlerinin gilivenliginin saglanmasinda 6nemli
asamalar olan kisisel ve kurumsal bilgi giivenligi konular1 ayr1
basliklar altinda ele alinmis ve takip eden bdliimlerde
giivenlik testleri ve egitimin 6nemi tizerinde durulmustur. Son
olarak tlke bilgi giivenligi konusunda degerlendirmeler
yapilmis ve oneriler sunulmustur.

II. ULKE BILGI SISTEMLERI

Bilgi genellikle, bireyler veya kurumlar tarafindan bir
sorunun ¢dziimii, herhangi bir ¢alisgmanin baglatilmas: ya da
bitirilmesi gibi faaliyetler sonucunda ortaya cikarilan
anlamlandirilmis verilerin biitiniini ifade etmektedir. Bilgi
kelimesinin mensei, Latincedeki herhangi bir seye sekil
vermek anlamina gelen “informare” kelimesinden gelmektedir
[5]. Sézliik anlamuyla bilgi; “Ogrenme, arastirma ve gozlem
yoluyla elde edilen her tiirlii gercek, malumat ve kavrayisin
timi” olarak tanimlanmaktadir [6]. Bilgi sistemleri
donanimlar, yazilimlar, iletisim teknolojileri ve insan gibi alt
bilesenlerden meydana gelmektedir. Bilgiler, bilgi sistemleri
araciligiyla tretilmeye, islenmeye, tasinmaya ve depolanmaya
basladik¢a giivenlik tehditleri ve alinmast gereken onlemler
ise artarak farklilik gostermeye baslamistir.

Ulke bilgi sistemleri bireylerden kurumlara kadar degisik
seviyelerde ag destekli ortamlarda bilginin yo6netilmesi, is
verimliligin ve bilgi akislarinin hizlandirilmasi, bireyler ve
kurumlarla daha hizli iletisimin kurulabilmesini saglayan
ulusal ve uluslararas1 kullanimu olan sistemlerdir [7]. Ulke
Bilgi Sistemleri sayesinde ag destekli ortamlarda bilginin
uretilmesi, islenmesi, tasinmasi ve saklanmasi saglanarak
bilgiye mekandan bagimsiz olarak istenilen ortamlardan
erisilmesi ve paylasilmast saglanmistir. Nifus Vatandaslik
Idaresi MERNIS, Maliye Internet Vergi Dairesi, Sosyal
Giivenlik Kurumu Bilgi Sistemi, Meteoroloji Bilgi Servisleri,
Cografi Bilgi Sistemleri ve Banka Bilgi Sistemleri tilke bilgi
sistemlerimize ilk bakista 6rnek olarak gosterilebilir.

Ulke bilgi sistemlerimizin birlikte galisabilecegi Ulusal
Bilgi Sistemi ile ilgili ¢alismalara tlkemizde devam
edilmektedir. Ulusal Bilgi Sistemi tilke yonetimine yonelik
stratejik bilgilerin ilgili kurumlar arasinda iliskilendirilmesi,
paylasilmast ve yonetilmesini amaglayan tilke bilgi sistemleri
toplulugudur [8]. Ulusal Bilgi Sisteminin kurulmasiyla birlikte
kurumsal bilgi sistemleri sistemlerin sistemi yaklasimiyla ag
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destekli bir ortamda birlikte c¢alisabilirlik kabiliyeti
kazanacaktir.
Sistemlerin sistemi, birbirinden farkli sistemlerin tek

baslarina gergeklestiremeyecekleri islevleri yapabilmek igin
ag destekli ortamlar1 kullanarak birbirleriyle uyumlu ve etkin
sekilde calisabilmesiyle olusan sistemler kiimesi olarak
tanimlanmaktadir [9]. Sistemlerin sistemine verilebilecek en
giizel ornek Internet’dir. Internet yillar icinde gelismis,
yayginlagsmig ve glnimiizde diinyaya yayillmis bir bilgi
sistemleri toplulugu haline gelmistir.

Ulusal bilgi sisteminin  bu yaklasgim c¢ergevesinde
olusturulmast sonucunda kazanilacak bir ¢ok olumlu
kabiliyetin yaninda giivenlik, performans ve yonetim gibi
temel sorunlarinda dikkate almmasi ve ¢6ziimlenmesi
gerekmektedir. Tim bu sorunlarin ¢dziimiinde ise bilgi
giivencesi  (information assurance) kavrami 6n plana
ctkmaktadir.

Bilgi giivencesi bilginin giivenligi, performansi ve yénetimi
gibi temel konularin birlikte c¢oziimlenmesini saglayan
¢oztimler kiimesi olarak tanimlanmaktadir [10]. Bilgi
giivencesi sayesinde tiilke bilgi sistemlerinin ag ve bilgi
altyapilarmin biitiinlesmesi saglanacaktir. Bilgi giivencesi
kurumsal bilgi sistemlerinin birlikte ¢alistign tilke bilgi
sistemlerinin  tamaminda  saglanmalidir.  Ulke  bilgi
giivenliginin yiiksek seviyede saglanabilmesi i¢cin kurumsal
bilgi giivenliginin iilke genelinde yeterli koruma seviyesinde
saglanmasi Onemlidir. Bundan dolay1 takip eden bolimde
kurumsal bilgi giivenliginin yiiksek seviyede saglanmasina
yonelik agiklamalar yapilmistir.

III. KURUMSAL BiLGI GUVENLIGI

Kurumsal bilgi, kurum icinde iretilen veya kuruma
disaridan gelen, o kurumla ilgili kayitli ya da kayitsiz her turli
bilgiyi ifade etmektedir. Kurumsal bilgi, bireysel bilgilerin
toplaminin yam sira, diger kurumlar tarafindan kolayca taklit
edilemeyecek sekilde insan, teknoloji ve yonetim ilkeleri
arasinda tiretilen bilgi kaynaklarini ifade etmektedir [11].

Bilgiye stirekli olarak erisilebilirligin saglandigi bir
ortamda, bilginin gondericisinden alicisina kadar gizlilik
icerisinde, bozulmadan, degisiklige ugramadan ve bagkalar1
tarafindan ele gegirilmeden biitiinligliniin saglanmasi ve
giivenli bir sekilde iletilmesi stireci bilgi giivenligi olarak
tanimlanmaktadir [12]. Kurumsal bilgi giivenligi ise,
kurumlarin bilgi varliklarinin tespit edilerek zafiyetlerinin
belirlenmesi ve istenmeyen tehdit ve tehlikelerden korunmasi
amaciyla gerekli giivenlik analizlerinin yapilarak énlemlerinin
alinmast ve gilivenlik  siireclerinin  standartlara  gore
yonetilmesidir [13].

Kurumsal bilgi giivenligi, tlke bilgi giivenliginin
saglanmasinda dnemli bir asamadir. Kurumsal bilgi giivenligi
saglanmadik¢a, tlke bilgi giivenligi saglanamayacaktir.
Kurumsal Bilgi giivenliginin saglanmasi, planlanmasi,
tasarlanmasi,  gergeklestirilmesi, isletilmesi, izlenmesi,
denetlenmesi, siirdiiriilmesi ve gelistirilmesi igin, is riski
yaklagimma dayali tiim yonetim sisteminin bir pargasi
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Kurumsal Bilgi Giivenligi Yoénetim Sistemi (KBGYS) olarak
tanimlanmaktadir [14].

Kurumlar a¢isindan 6nemli bilgilerin ve bilgi sistemlerinin
korunabilmesi, risklerin en aza indirilmesi ve siirekliliginin
saglanmasi, KBGYS’nin kurumlarda hayata gegirilmesiyle
miimkiin olmaktadir. KBGYS’nin kurulmasiyla; olast risk ve
tehditlerin ~ tespit  edilmesi, glvenlik  politikalarinin
olusturulmasi, denetimlerin ve uygulamalarin kontrolii, uygun
yontemlerin  gelistirilmesi, Orgiitsel yapilar kurulmasi ve
yazilim/donanim fonksiyonlarinin saglanmast gibi bir dizi
denetimin birbirini tamamlayacak sekilde gerceklestirilmesi
anlamina gelmektedir.

Sadece teknik 6nlemlerle (giivenlik duvarlari, atak tespit
sistemleri, antiviris yazilimlari, anticasus yazilimlar,
sifreleme, vb.) kurumsal bilgi giivenliginin saglanmasi
miimkiin degildir. KBGYS; insanlari, siire¢leri ve bilgi
sistemlerini igine alan ve iist yonetim tarafindan desteklenen
bir yonetim sistemidir. Kurumsal bilgi giivenligi insan, egitim,
teknoloji gibi birgok faktoriin etki ettigi yonetilmesi zorunlu
olan karmasik siire¢lerden olugsmaktadir.

Kurumsal Bilgi Giivenligi sadece teknoloji problemi olarak
degil ayn1 zamanda insan ve yonetim problemi olarak
degerlendirilmelidir [15]. Kurumlarda insan ve yonetim
hatalarindan kaynaklanan giivenlik ihlallerinin sebeplerine
bakildiginda son kullanicilardan iist yonetime kadar farkli
kademelerde ¢alisan insanlarin ortak eksikliklerinin egitim ve
bilinglendirme oldugu gorilir. Kurumun stratejik hedeflerini
belirleyen en st seviyedeki yonetim kademelerinin kurumsal
bilgi glvenliginin saglanmasi i¢in verecekleri destek cok
onemlidir. Bilgi giivenliginin saglanmasi i¢in gerekli olan
idari ve mali kararlarin verilebilmesi amaciyla yonetim
tarafindan bilgi giivenligi birimi kurulmalidir. Bu birim
tarafindan giivenlikle ilgili stratejik kararlar zamaninda ve
dogru bir sekilde alinmalidir. Yonetim tarafindan bilgi
giivenlik biriminin kurulmasi ve etkin bir yapida galismasi
yonetimin kurumsal bilgi giivenligini sahiplendiginin ve
desteklediginin 6nemli bir gostergesidir.

Kurumsal bilgi gilivenliginin tst seviyede saglanmasina
yonelik  stireglerinin  olusturulmasi,  yonetilmesi — ve
yapilandirilmas: amaciyla yapilan standartlasma calismalar:
diinyada ve ilkemizde hizla sirmektedir. Standartlasma
konusuna onciiliik eden Ingiltere tarafindan gelistirilen BS—
7799 standardi, ISO tarafindan kabul goérerek once ISO—
17799 sonrasinda ise ISO-27001:2005 adiyla diinya genelinde
bilgi givenligi standard1 olarak kabul edilmistir [16].

Kurumsal bilgi giivenliginin saglanmast iilke bilgi
giivenliginin yiiksek seviyede saglanmasi ig¢in 6nemli bir
asama olmasina ragmen tek basima yeterli degildir. Ulke bilgi
giivenliginin yiiksek seviyede saglanmasi icin tilke bilgi
sistemlerini kullanan son kullanicilarin giivenligi yani kisisel
bilgi giivenligi de saglanmalidir. Bundan dolay1 takip eden
bolimde kisisel bilgi guvenliginin yiksek seviyede
saglanmasina yonelik agiklamalar yapilmistir.

Bildiriler Kitabi

WITH INTERNATIONAL PARTICIPATION

IV. INSAN FAKTORU (KiSISEL BILGI GUVENLIGI)

Calisma kapsaminda incelenen, bilgi giivenligiyle ilgili
yapilan raporlar, anketler, kitaplar ve makalelerde bilgi
giivenliginin saglanmasindaki en zayif halkanin insan faktori
oldugu gosterilmistir [17-23].

Insan faktoriinden kaynaklanan zafiyetlerin saldirganlar
tarafindan kullanilmasi, teknolojik olarak tiim giivenlik
tedbirlerinin alinmasina ragmen bilgi giivenligi ihlallerinin
yasanmasina neden olacaktir. Bu ihlaller iilke bilgi giivenligi
agisindan onemli sorunlara yol agacaktir.

Kisisel bilgi giivenligini tehdit eden, insan faktoriinden
kaynaklanan hatalar ve alinmasi gereken onlemlerden bazilar
asagida bagliklar halinde 6zetlenmistir.

Guvenlik politikalart ihlali: Bilgi Sistemlerindeki bilgilere
erisim hakki olan her kullanicinin yoéneticiler tarafindan
onaylanan  Bilgi  Giivenligi  politikalarina ~ uymast
gerekmektedir.  Giivenlik  politikalar1  son  kullanicilar
tarafindan ¢ogu zaman bilerek veya bilmeyerek ihlal
edilmektedir.  Giivenlik  politikalarinin =~ ihlal  edilme
sebeplerinin baslicalari, kullanict aligkanliklari,
uygulanamayacak yaptirimlar, bilingsizlik olarak tespit
edilmistir. Politika ihlallerinin oOniine gecebilmek i¢in
kullanicilarn genel bilgi giivenligi konusunda egitilmesi ve
giivenlik politikalarinin  uygulanabilir ifadeler igermesi
gerekmektedir.

Bilgi aktarimi: Insanlar genellikle tammadiklart kisilere
sohbet esnasinda bircok 6nemli bilgiyi farkinda olmaksizin
iletmektedir. Hi¢bir kullanici ortam fark etmeksizin (e-posta,
telefon, faks, yiizylize, vb.) kimliginden emin olmadigi
kimselere higbir konuda bilgi vermemelidir. Ornegi higbir
teknoloji kullanilmadan bir kurum ¢alisanlarindan alinacak
bilgilerle tim kurumsal bilgi gtvenligi kontrollerinin
asilabilecegi higbir zaman unutulmamahdir. Baglangigta
onemsiz gibi goriinen kiiciik bilgiler bir araya geldiginde,
icinde gizli bir bilgiyi barmdiran ciddi bir giivenlik agigina
dontisebilecegine dair Ornekler her gecen gin artmaktadir.
Bilinmeyen kisilere bilgi aktarilmamasi icin kullanicilarin

ozellikle  sosyal miihendislik  konusunda  egitilmesi
gerekmektedir.

Sifrelerin kagitlara yazilmasi: Sifreleme politikalari,
kirllmast  glic  olan  sifrelerin  kullanicilar  tarafindan
kullanilmasim1 ~ ve  diizenli  araliklarla bu  sifreleri

degistirilmesini zorunlu kilmaktadir. Sifrelerin gii¢clii olmast,
icerdigi karakterlerin karmasikligiyla dogru orantilidir. Giigli
sifrelerin kullanilmasiyla birlikte kullanicilarmm bu sifreleri
hatirlama problemleri ortaya ¢ikmaktadir. Kullanicilar, bu
durumda sifrelerini hatirlayabilmek amaciyla gorebilecekleri
bir yere sifrelerinin yazili oldugu kagidi asmaktadir. Bu durum
ilgili kullanict sifresinin kot niyetli bagka bir kisi tarafindan
okunarak kullanilmastyla giivenlik ihlalinin olugmasina sebep
olacaktir. Bu durumlarin meydana gelmemesi igin
kullanicilara sifre se¢cimi ve hatirlanmasiyla ilgili egitimler
verilmelidir.
Giivenilir
yazilimlar

Giivensiz
internetteki

olmayan yazilimlarin kullanimi:
illegal olarak kopyalanmis veya
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giivenilir olmayan sitelerden indirilmis, lisanssiz yazilimlar
olup igerisinde bilgisayara zarar verebilecek viris, truva ati,
tus kaydedici ve her tirli koti amach yazilimlar
barindirabilen programlardir. Giivenilir olmayan yazilimlar,
ziyaret edilen web sitelerinin kayitlarini tutarak bagskalarina
gonderen, istenmeyen reklam pencerelerinin = gelmesini
saglayan, bilgisayar igerisinde yer alan kisisel dosyalar1
baskalarina gonderebilen, bilgisayarin performansini diistiren
ve internet erisimini gereksiz yere mesgul eden istenmeyen
yazilimlardir. Gtuivenilir olmayan yazilimlarin  kullanimi
sonucunda, bircok giivenlik ihlali meydana gelmektedir. Bu
tiir ihlallerin 6niine gegebilmek icin kullanicilara giivenilir
olmayan yazilimlarin ne oldugu ve bu yazilimlardan nasil
korunulacagi konusunda egitimler verilmelidir.

Bilgisayarlarin ~ fiziksel  giivenliginin  saglanmamasi:
Genellikle  kullanicilar ~ koruma  onlemi  almaksizin
bilgisayarlarinin basindan ayrildiginda koétii niyetli insanlar bu
durumu degerlendirerek bilgisayar1 zararli amaglar icin
kullanmakta ve giivenlik ihlalleri meydana gelmektedir.
Fiziksel guvenlik zafiyetinden faydalanarak bilgisayar1
kullanan kotii niyetli kisi gizli bilgiler iceren dosyalar
disartya e-posta araciligryla gonderebilir, bilgisayar tizerindeki
bilgileri silebilir, degistirebilir ve o anki kullanicinin yetkisi
Olgtisiinde birgok islemi kotiiciil amaclar igin yapabilir.
Bilgisayarlarin  fiziksel giivenliginin saglanmasiyla ilgili
olarak; kullanicilar bu konuda bilinglendirilmeli
bilgisayarlarin basindan ayrilan kullanicilarin en azindan
parola korumali ekran koruyucusu kullanmalari bilgisayarlara
fiziksel  olarak  yapilabilecek  saldirilarn  en  aza
indirgenebilmesi ac¢isindan 6nem arz etmektedir.

Bilgisayarlarin yonetici hakkiyla agilmasi: Kullanicilar
kurum igerisinde kendilerine tahsis edilmis olan Kkisisel
bilgisayarlarimni, herhangi bir kisitlama olmaksizin kullanmak
amactyla genellikle yonetici haklarina sahip olan hesaplarla
kullanmaktadirlar.  Bu  durum,  bilgi = gilivenliginin
saglanmasinda onemli ilkelerden biri olan “en az yetki”
prensibinin (principle of least privilege) ihlali anlamina
gelmektedir. Yonetici haklarina sahip bir hesapla bir
kullanicinin bilgisayarinda oturum agilmasi, giivenlik ihlali
meydana geldiginde bilgisayar {izerinde yonetici islemlerini
yapma yetkisine sahip olacagindan giivenlik ihlalinin etkisi
¢ok daha biiyiik olacaktir. Bu tiir ihlallerin etkisini azaltmak
icin kullanicilarin ihtiyaglarint karsilayacak kisitli haklara
sahip olan hesaplar tamimlanmali ve bu hesaplarla
kullanicilarin oturum agmalar1 zorunlu hale getirilmelidir. Bu
onleme ek olarak kullanicilara yonetici haklarina sahip
hesaplarla oturum a¢malarmim gereksizligi ve zararlan
anlatilarak, kisitli haklara sahip olan hesaplar1 kullanmalar1
yoniinde 6zendirici ve bilgilendirici egitimler verilmelidir.

Bilingsiz e-posta kullanimi: Kurum c¢alisanlart tarafindan
kullanilan iletisim araglarinin basinda e-posta gelmektedir.
Gintimiizde kotuctil  yazilmlar  ¢ogunlukla  e-postalar
araciligiyla  yayildigindan, e-posta kullaniminin  6nemi
artmistir.  Bilingsiz  e-posta  kullanimi  sonucunda bilgi
giivenligi ihlalleri meydana gelmektedir. Kullanicilarin
tanimadig1 kisilerden gelen siipheli e-postalar1 agmamasi, e-
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posta eklerini viriis taramasindan mutlaka gecirmesi, e-posta
araciligiyla kisisel gizli bilgilerini (internet bankacilig1 hesap
bilgilerini, kimlik bilgileri, kullanic1 hesap bilgileri) kimseye
vermemesi gibi e-posta kullaniminda dikkat edilmesi gereken
hususlar  konusunda kullanicilar  bilinglendirilmeli  ve
egitilmelidir. Bu egitimler sonucunda e-posta kullanimindan
kaynaklanacak zafiyetler en aza indirgenecektir.

Genel anlamda bilgi giivenliginin saglanmasinda en zayif
halka olan insan faktoériinden meydana gelen zafiyetlerin
giderilmesinde egitim 6nemli bir rol oynadigindan iilke bilgi
giivenliginin saglanmasinda egitimin 6nemi ayrmtili olarak
takip eden boliimde incelenmistir.

V. EGITIM

Ulke bilgi giivenliginin saglanmas1 agisindan onemli olan
egitimler ve bilinglendirmeler farkli yontemlerle iilke bilgi
sistemlerini her seviyede kullanan kisilere diizenli olarak
verilmelidir. Bu yontemler bilinglendirmeler, toplantilar, web
tizerinden egitimler, e-posta yoluyla kullanicilara bildirimler,
yazilar ve duyurular, seminerler, biiltenler ve giivenlik
posterleri seklinde olabilir.

Insana bagh giivenlik riski hicbir zaman tamamen yok
edilemese de iyi planlanmis bilgi giivenligi egitimleri riskin
kabul edilebilir bir seviyeye indirilmesine yardimet olacaktir.
Farkli bilgi seviyesindeki insan gruplarinin, bilgiyi ve bilgi
kaynaklarmi ~ koruma  konusunda  izerilerine  diisen
sorumluluklart  anlamasi ve yerine getirmesi, bilgi
giivenliginin saglanmasi ve insan faktoriinden kaynaklanan
zafiyetlerin en aza indirgenmesi acisindan kritik bir dneme
sahiptir.

Bilgi giivenligi  egitimlerinin  temel hedefi, bilgi
kaynaklarmm gizlilik, biitiinliikk ve erisilebilirligin saglanmasi
konusunda  yapmast gereken gorev ve sorumluluklar
konusunda insanlar1 egitmektir. Bilgi glivenligi egitimleriyle
insanlar sadece bilginin korunmasi konusunda nasil katki
saglayabileceklerini degil ayni zamanda bilginin neden
korunmasi = gerektigini de ogrenmelidir. Caliganlar hatali
davranislarinin tilke bilgi giivenligi tizerinde yaratabilecegi
etkiyi egitimler aracihigiyla agik¢a anlamalidir. Kullanict
bilinglendirme ¢aligmalari, giivenlik ihlallerinin maliyetini
azaltmaya ve kontrollerin kurumun tiim bilgi kaynaklart
tizerinde dengeli uygulanmasina yardimei olacaktir.

Guvenlik farkindalik egitimlerinin amaci, giivenlik ve
giivenlik kontrollerinin 6nemi hakkinda tlke bilgi sistemleri
kullanicilarinda ortak bir biling olusturulmasidir [24].
Bilinglendirme mesajlar1 basit ve agik olmali, bilinglendirme
egitimleri insan gruplarimin anlayabilecegi basit bir formatta
verilmelidir.

Cogu kurumda giivenligin saglanmasi igin yapilmasi
gereken kisitlamalarin - kullanicilarin - aligkanliklariyla ters
dismesinden  dolay1  giivenlikle ilgili  yaptirimlarin
uygulanmasinda ge¢ kalinmaktadir. Giivenlik uygulamalari
basindan  itibaren uygulanamadigindan zamanla  her
kullanicinin, giivenlige dikkat etmeksizin farkli kullanim
aliskanliklart edindigi gértilmistiir. Bu durum bilgi giivenligi
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bilinglendirme  egitiminin  uygulanmasint  zorlagtirarak,
kullanicilarda  glivenlik  uygulamalarina  karsi  direng
olusmasini saglamaktadir. Ciinkii sadece kullanicilari egitmek
degil aynt zamanda eski aliskanliklarindan kurtarmak
gerekmektedir.

Kullanicilara gore kurum giivenlik 6nlemleri olmaksizin
bugiine kadar gayet iyi calismistir ve higbir sorunla
karsilagmamustir. Yeni givenlik 6nlemleri hayati zorlastirict
gereksiz  degisiklikler olarak  gortlir.  Bilinglendirme
egitimleri giivenlikle ilgili bilgi vermenin yaninda kullanici
aligkanliklarindan nasil kurtarilacagi goz oniine alinarak
hazirlanmalt akict ve eglenceli bir igerikle kullanicilara
sunulmalidir.

Calisma kapsaminda yapilan arastirmalarda ¢ogu kurumda
giivenlik bilinglendirme programinin olmadigi goériilmiis, olan
kurumlarda ise genellikle kullanicilar1 bilgi giivenliginin
neden 6nemli oldugu konusunda egitmeyi basaramadig: tespit
edilmistir. Egitimin basarili olabilmesi i¢in kullanicilarin
kafasindaki neden sorusunun cevabi kullaniciy1 ikna edecek
sekilde verilmelidir Basarili bir egitim  sonrasinda
kullanicilarin ~ sifreleme politikasina sahip = ¢ikarak yeni
politikanin uygulanmasinda gayretli olacaklar1 goriilecektir.
Pek cok kullanici, bilgi ve bilgi kaynaklarmin korunmasinin
onemi konusunda yeterli bilgiye sahip degildir. Iyi tasarlannus
ve sonuclandirilmis bilinglendirme ve egitim g¢alismasi
giivenlik zincirinin en kirtlgan halkasi olan insan faktoriiniin
giiclendirilmesine biiyiik katki saglayacaktir.

Ulke Bilgi Giivenliginin saglanmasindaki kurumsal ve
kisisel bilgi giivenligi asamalarindan sonra insan faktoriinden
kaynaklanan zafiyetleri en aza indirgeyen egitim unsuru
tizerinde durulmustur. Ulke bilgi gilivenligi siireclerinin
islerliginin kontrol edilebilmesi i¢in giivenlik testlerine ihtiyag¢
duyuldugundan giivenlik testleri takip eden bélimde
aciklanmustir.

VI. GUVENLIK TESTLERI

Ulke Bilgi Giivenliginin saglanmasinda temel unsurlar olan
insan faktorii ve egitim onceki boliimler icerisinde alt bagliklar
halinde incelenmistir. Bilgi giivenligine etki eden unsurlarin
bir biitlin olarak saldirgan goziiyle sinanmasi, zafiyetlerin
tespit edilerek giderilmesi icin yapilacak diizeltmelerin ve
sikilagtirmalarin belirlenmesi, giivenlik testlerinin tilke bilgi
giivenliginin saglanmasindaki 6nemini 6zetlemektedir.

Guvenlik testleri, bilgi sistemlerinin basina olumsuz bir
durum gelmeden once, sistem agiklarini siayarak belirlemek
ve alinabilecek karsi tedbirlerin onceden diisiiniilmesinde
kullanilan 6nemli bir erken wuyart sistemidir. Giivenlik
testlerinin  basarili olabilmesi i¢in bilgi sistemlerinin
gitivenligine etki eden faktorlerinin agirliklart dikkate alinarak
sistemlere 6zgii farkli senaryolar gelistirilmesi gereklidir.
Glivenlik testleri icin gelistirilen senaryolar kullanilan
teknolojilere, kullanicilarin bilgi diizeylerine, bilgi giivenligi
seviyesine, bilgi giivenligi bilesenlerinin dozuna gore farklilik
gosterebilir.

Bilgi giivenligi ihlallerinin kontrolli bir sekilde tespit
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edildigi teknik testlere ek olarak teknik olmayan testler de
yapilmalidir. Teknik olmayan giivenlik testlerinin basinda
sosyal miithendislik testleri gelmektedir. Sosyal miihendislik,
yalan soyleme ve ikna etme tlizerine kurulan inandirma ve
bilgi toplama sanatidir [25]. Sosyal mithendislik testlerinden
sonu¢ alabilmek i¢in farkli yontemler kullanilmaktadir. Bu
yontemlerden en ¢ok kullanilani telefon yoluyla taklit ve ikna
yontemidir.

Giivenlik testlerinin yapilmasinda diinyada yaygin olarak
bilinen bircok acik kaynak standart ve kilavuzlar (OSSTMM,
NIST, OWASP, v.b.) vardir. Giivenlik testleri yapilirken bu

kaynaklarm  kullanilmas1  giivenlik  testlerinin  basarisi
acisindan onemlidir.
Bu c¢aligmada iilkemizde giivenlik testlerinin heniiz

yayginlagmadigi ve kurumlar tarafindan kurumsal bilgi
giivenliginin saglanmasinda 6nemli bir bilesen oldugunun
bilinmedigi tespit edilmistir. Bu durum giivenlik testlerinin
kurumlara katkilarinin, saglayacagi farkindaligin ve giivenlik

seviyesinin  artirilmasma  katkisimin  tilkemizde  pek
bilinmediginin  ve  yeterince  Onem  verilmediginin
gostergesidir.

VII. SONUCLAR VE DEGERLENDIRMELER

Ulke bilgi sistemleri, e-devlet uygulamalari araciligiyla
kisisel veya kurumsal ihtiyaglar dogrultusunda kurumsal
bilisim altyapilarin1 kullanarak hizmet vermektedir. Gegmis
yillarda  saldirilar  hedef gozetmeksizin yapilmaktayken
giintimiizde nokta hedefi gozeten ve tilke bilgi sistemlerini
hedef alan bilingli saldirilar yapilmaktadir. Ulke bilgi
giivenligini zaafa ugratmaya hatta yikmaya calisan, bireyler ve
kurumlar iizerinde maddi manevi biiytik zararlara yol agan
bilgi giivenligi tehditlerinin engellenmesi icin kisisel ve
kurumsal seviyede bilgi giivenligi saglanmaldir. Ulke bilgi
sistemlerinin bilgi giivenligi stiregleri uluslararasi standartlara
gore yonetilmelidir.

Ulke bilgi sistemleri iilkeler agisindan kritik bilgiler
barindirmaktadir. Bu kritik bilgilerin bilgi giivenliginden
kaynaklanan zafiyetlerden dolay:1 siber saldirilara ugramasi
sonucunda {lkeler agisindan telafisi miimkiin olmayan
durumlarla karsilagilabilir. Bir barajin kapaklarinin yetkisiz
bir sekilde istenmeyen bir zamanda agilmast, sivil veya askeri
haberlesme sistemlerinin aksatilmasi, elektrik ve dogalgaz
santrallerinin kullanilmaz hale getirilmesi, bankacilik, saglik
ve egitim sektorlerine ait bilgi sistemlerinin ¢okertilmesi {ilke
giivenligini tehdit eden bilgi sistemleri odakl saldirilara 6rnek
olarak gosterilebilir. Ulke giivenligini tehdit eden bilgi
sistemleri odakli saldirilardan korunmak i¢in iilke giivenlik
politikalar1 olusturulmali ve bu politikalara gore iilke bilgi
giivenligi saglanmalidir.

Bilginin gizliligine, bitiinligiine, erisilebilirligine karsi
yapilan saldirilar ciddi ve giderilemeyecek kayiplara yol
acmaktadir. Bu kayiplar1 tamamen yok etmek miimkiin
degildir. Ancak yapilacak giivenlik testleriyle kayiplari en aza
indirmek miimkiindiir. Ulke bilgi sistemlerine y6nelik
yapilacak giivenlik testlerinin ulusal bir otorite tarafindan
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olusturulan giincel ulusal giivenlik politikalarina uygun olarak
yapilmas1 gerekmektedir. Ulkemizde giivenlik testlerini
tcretsiz yapan devlet destekli merkezler olusturulmali ve
giivenlik testlerine yonelik milli yazilimlar gelistirilerek
kullanilmalidir.

Bilgi giivenliginde “giivenliginiz en zayif halkaniz
kadardir” ilkesi gozontine alindiginda iilke bilgi giivenligini
olusturan halkalar igerisinde en zayif halka olan insan
faktoriinden kaynaklanan zafiyetlerin giderilmesi i¢in bilgi
giivenligi  egitimi  ve  bilinglendirmesi, ilkdgretimden
universiteye kadar egitimin her asamasinda verilmelidir.
Burada ozellikle sivil toplum kuruluslarma, Milli Egitim
Bakanligina ve tiniversitelere biiyiik gérevler diismektedir.

Ulke giivenligini tehdit eden siber saldirilarm bilinmesi,
bilgi gilivenliginin saglanmasina yonelik iilke stratejilerinin
gelistirilmesinde 6nemli bir role sahiptir. Bilgi sistemlerine
yonelik olarak yapilan planli saldirilar incelendiginde;
saldirilarin kisi diizeyinden iilke diizeyine kadar ¢ok genis bir
yelpazede gelismis teknikler kullanilarak yapildigi tespit
edilmistir. Ulke bilgi giivenliginin saglanmasi amaciyla,
saldirt tirlerinin takip edilmesi, saldirganlarin kullandig:
gelismis yontemlerin saptanmasi, lilkemizde ve diinyada bu
konuda yapilan arastirmalarin, raporlarin ve galismalar ile
tespit edilen agiklarin yakindan takip edilmesi ve zamaninda
giderilmesi gerekmektedir.

Sonug olarak; tilke bilgi giivenliginin saglanmasina yonelik
yapilan ¢alismalarin ve alinmasi gereken onlemlerin yeterli
olmadigi, kisisel ve kurumsal diizeyde bilgi giivenligi
bilincinin ve egitiminin toplumumuza tam olarak yerlesmedigi
ve llkemizde yiiksek seviyede iilke bilgi giivenliginin
saglanamadig1 dikkate alindiginda, bu calismada sunulan
hususlara dikkat edilmesi ve yapilan Onerilere uyulmasi
gerekmektedir.
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Esler Aras1 Anonim Dosya Paylasimi I¢in
Acik Anahtarli Bir Kerberos Kimlik
Denetimi Uygulamasi

Tugkan TUGLULAR, Can Arda MUFTUOGLU, Ozgiir KAYA

Ozet—Bu ¢ahsmada anonim dosya paylasimi gereksinimine
¢oziim olarak anonim vekil 6nerilmektedir. Anonim vekil yetkisi
olan esleri dosya paylasim grubuna eklemektedir. Kimlik
denetimi icin Kerberos kimlik denetimi mekanizmasinin ac¢ik
anahtarh sifreleme ile giiclendirilmis siiriimii kullamilmistir. Bilet
saglama sunucusunun katilmi ile olusturulan model bir
uygulama haline getirilmis ve farkhh es sayilar1 altinda
denenmistir.

Anahtar Kelimeler— Acik Anahtarh Sifreleme, Anonim Dosya
Paylasimi, Esler Arasi, Kerberos Kimlik Denetimi.

I. Giris
ANONIM dosya paylasimi Internet iizerinde bir gereksinim
olarak karsimiza ¢ikmaktadir. Bu gereksinimi karsi-
layacak ¢oziim yaklagimlarindan birisi giivenilen bir otoriteyi
vekil olarak kullanmaktir. Anilan vekile, kendisi anonim
olmamakla beraber anonimligi sagladigi i¢in anonim vekil
ismi verilmistir.

Onerdigimiz protokol, anonimlik derecesini, éncesinde
gerceklestirdigi Kerberos kimlik denetimi ile
kuvvetlendirmeyi amaglayarak, gruptan sorumlu bir vekil ile
grup i¢i anonimligi saglamaktadir. Bu konuda, dosya paylasim
isteginin tiim eslere gonderilmesi ve bu islemin sifreli olarak
yapilmasim [1], karmasik bir matematiksel alt yapiya dayali
olarak sifreleme agirlikli bir anonimlik protokolii ile birlikte,
paketlerin izleyecegi giizergahin da anonimlik kapsaminda ele
alinmasini [2], karsilikli anonimlik saglamak amagl “Gizli
Paylasim Tabanli (Secret Sharing Based)” bir protokoliin
onerildigi, esler arast mesajlasmalarin olmasina dayanan
kimlik bilgilerinin, paket akis1 takip edilerek agiga
cikarilmasinin engellenmesini [3], esler arasi kisisel gizliligin
konu alindigi [4] ve karsilikli anonimlikte en kisa yanit
protokoliiniin uygulandigi [5] ¢aligmalar bulunmaktadir.

Onerdigimiz protokolde gruba katilan esler, kimlik denetimi
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Bildiriler Kitabi

sonrasinda giivenilir alan igerisinde oldugu varsayildigi igin,
dosya istek mesajlarint diiz metin halinde yollamaktadir. Tim
dosya istek mesajlari, direk olarak esler arasi iletilmek yerine,
anonim vekil {izerinden gergeklestirildigi igin, esler arasi
karsilikli gizlilik de anonim vekil tarafindan saglanmaktadir.

Bu caligmada, bir grubu olusturan eslerin istedikleri zaman
gruba baglanip dosya paylasimini anonim vekil iizerinden
gergeklestirdikleri ortam modellenmistir. Kimlik denetimi,
gruba katilma ve dosya sorgulama gibi siiregler tasarlanmis ve
detaylar1 aciklanmistir. Anilan stiregler kodlanarak bir
uygulama haline getirilmistir. Bu uygulama farkli sayida esten
olusan gruplar i¢in laboratuvar ortaminda calistirilmis ve
operasyonel degerler elde edilmistir.

Bildirinin igerigi su sekilde diizenlenmistir: Tkinci béliimde
esler arasi anonim dosya paylasimi igin acik anahtarlt
Kerberos kimlik denetimi mekanizmas1 agiklanmistir. Ugtincii
bolimde, gelistirilen uygulama anlatilmig ve bu uygulamaya
iliskin elde edilen operasyonel degerler izleyen bdliimde
ortaya konmustur.

II. KIMLIiK DENETIMi VE GRUBA KATILIM

Onerdigimiz modelde, her es sadece anonim vekil ile
iletisim icindedir ve diger eslerin kimliklerinden habersizdir.
Anonim 'vekil, eslerin kimliklerini elinde bulunduran tek
otoritedir ve kimlik denetimi icin Bilet Saglama
Sunucusu’ndan yardim alir. Bilet Saglama Sunucusu kimlik
denetimi i¢in agik anahtarli Kerberos kimlik denetimi
protokoliinii kullanir. Anonim vekil gruba katilmak isteyen
esin biletini kontrol eder ve esi gruba dahil eder. Anonim
vekil ayrica, kendisine gelen istekleri gruba yayimlamanin
yani sira, gruptan gelen cevaplari alip istek yapan ese
iletmekten de sorumludur.

A. Siirece Genel Bakig

Esler icin sonlu durum otomati Sekil 1’de gosterilmistir.
Baslangicta, es grup disinda ve “Beklemede” durumundadir.
Bilet Saglama Sunucusu ile mesaj aligverisi sonucu aldig1
bilet, gruba girerken Anonim Vekil tarafindan kontrol edilir
ve dogrulanir. Bileti dogrulanan es, gruba katilir ve “Hazir”
durumuna gecer. Grupta bulundugu stirece, hazir
durumundadir. Es, kendisinin gonderdigi ve diger eslerden
gelen istek veya cevap mesajlarint kuyruga ekler. Kuyrukta
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bir mesaj oldugu zaman, es, “Islem” durumuna geger ve
kuyrukta mesaj oldugu sitirece onu islemek {iizere, islem
durumunda kalir. Es, kuyruk bosaldigi zaman, tekrar hazir
durumuna geger. Gruptan ¢ikma eylemini gergeklestirdiginde
ise, es tekrar beklemede durumuna gecer.

Dogrulandi

J

Kimlik Denetimi

Gruba Katil Kuyruk Bos

Baslangig
%
.

Gruptan Cik

Mesaj Kuyrukta Kuyruk Bos

Gruptan Cik

Mesaj Kuyrukta
Sekil 1. Es Sonlu Durum Otomati.

Onerimizde bir esin, esler arasi dosya paylasmu grubuna
girmeden 6nce kimlik denetiminden gegmesi gerekmektedir.
Bunun i¢in Kerberos Kimlik Denetimi Protokolii kullanilir.
Acik anahtar sifrelemesi, Kerberos Kimlik Denetimi’'ne dahil
edilmistir [6].

Her dosya paylasim grubunda, kalic1 olarak ¢evrimigi olan
ve kimlik denetimi ve dosya paylagimi islemlerini yoneten bir
grup koordinatoriiniin - yer aldigi varsayilmistir.  Grup
koordinatorii, agik anahtar sifrelemeli Kerberos kimlik
denetimi isleminden sorumlu Bilet Saglama Sunucusu(BSS)
ve eslerin grup igerisindeki kimlik gizliligini saglayan anonim
vekilden olusur. Bu iki servis ayni sunucu izerinde
olabilecegi gibi farkli sunucular tizerinde de var olabilir. Iki
servisin hizmet verdigi kapilar birbirinden farklidir.

[1T7°deki oneriden farkli olarak, a¢tk anahtar sifrelemeli
Kerberos kimlik denetimine dayanan bir glivenlik sistemi
kurulmustur. Bilet Saglama Sunucusu tarafindan kimligi
dogrulandiktan sonra gruba giren biitlin esler giivenilir kabul
edilir. Bitiin istekler anonim vekil {izerinden diiz metin olarak
iletilir.

B. Kimlik Denetimi

Anonim dosya paylagimi i¢in kimlik denetimi Sekil 2’de
gosterildigi sekilde gergeklestirilir. Bir es ilk olarak, esler
arast dosya paylasim grubuna girebilmek icin Bilet Saglama
Sunucusu’na bagvurur. Esler isteklerini agik anahtar yetkili

Bilet Saglama Sunucusu’na gondermektedir. Geleneksel
Kerberos kimlik denetimi protokoliine iki adim daha
eklenerek, ac¢itk anahtarli sifrelemenin Bilet Saglama

Sunucusu’na uygun hale gelmesi saglanmaktadir [7]. Es
geleneksel bir Bilet Saglayan Bilet(BSB) ve esler arasi dosya
paylasimi grubuna giris i¢in gereken erisim biletini alabilmek
icin ortak anahtar yetkili Bilet Saglama Sunucusu ile iletisime
geger. Kimlik denetimi adimlar ve mesajlagmalar, es ile Grup
Koordinatori’niin -~ Bilet Saglama  Sunucusu arasinda
gerceklesir.

Bildiriler Kitabi
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Grup Koordinatori

AT . ’
R Sertifika Istegi s R
' \
Sertifika Yamt
- m
Acik Anahtarh Bilet Istegi
(Bilet Saglayan Bilet}
. »  Bilet saglama
Agik Anahtarh Bilet Yamib Sunucusu
_  (Bilet Saglayan Bilet)
Katihm Bileti istegi 2
Es - Katilim Bileti Yaniti | Y /}'
= Grup Gizli Anahtar |
Paylasimi |
pri . |
R : |
Katihm Istegi
L "
= Katihm Yanit AS:::;‘"
L / \ /
~ - & -

Sekil 2. Kimlik Denetimi Etkinlik Semasi.

Kerberos Bilet Saglama Sunucusu’na yetkilendirilmeden
once, es kimlik denetiminin baslangici olarak agik anahtar
sertifikasi isteginde bulunur. Bilet Saglama Sunucusu’nun
actk anahtarimi kullanarak “Acik Anahtarli Bilet Tstegi” mesaj
paketini sifrelemek i¢cin gereken anahtar bu adimda saglanir.
Sertifika Istegi Mesaji, Bilet Saglama Sunucusu’nun kimlik
bilgisini igerir. Bu ve sonraki kimlik denetimi mesajlar1 grup
koordinatértiniin belirledigi kap1 tizerinden saglanir. Sertifika
istegine karsilik olarak, Bilet Saglama Sunucusu, kendi agik
anahtarint igeren sertifika cevap mesajmi istekte bulunan ese
gonderir. Es arzu eder ise Bilet Saglama Sunucusu’na ait
sertifikanin  dogrulanmasi i¢in bir Sertifika Otoritesi’ne
basvurabilir. Ancak bu adim, 6nerimize ait gergeklestirdigimiz
uygulamaya katilmamisgtir.

Kimlik denetiminin bir sonraki asamasinda, es Bilet
Saglama Sunucusu’ndan Bilet Saglayan Bilet temin etmek i¢in
bir istekte bulunur. Olusturdugu mesaj, esin gizli anahtariyla
sayisal ' olarak imzalanir ve sunucunun ag¢ik anahtartyla
sifrelenir. Ayrica, gonderilen bu mesaj, kimlik denetimi
isteginin gonderildigi kimlik denetimi baslangi¢c zamani, esin
Bilet Saglama Sunucusu’nun agik anahtariyla sifreledigi
rastgele tretilmis bir K sayisini igerir [6]. Bu sayede, sadece
Bilet Saglama Sunucusu esin kimligini dogrulayabilir ve
eslesen gizli anahtar1 olan sunucu bu mesaji desifre edip
gegerli bir yanit olusturabilir.

Esin sahip oldugu sertifika ve kimligi, kimlik denetimi veri
alaninin i¢inde, bir kerelik rastgele iretilen anahtar, Bilet
Saglama Sunucusu’nun kimligi, Bilet Saglama Sunucusu’nun
ortak anahtar, esin gizli anahtariyla imzaladigr kimlik
denetimi zamami yer alir. Kimlik denetimi veri alani,
“Kriptografik Mesaj So6zdizimi Standartlari (Cryptographic
Message Syntax Standards PKCS #7)”[8] sozdizimi
standartlarina gére olusturulmustur. Uretilen rastgele say,
istek mesajinin sifrelenmesinde kullanilir. Esin kimliginin diiz
metin halinde gonderildigi Bilet Saglama Sunucusu’nun
sozdizimi kurallarmin aksine, “Acik Anahtarli Bilet Tstegi”
mesaj1, bu alanda esin kimligi sifreli halde génderilir.

Bilet Saglama Sunucusu’nun, “Actk Anahtarli Bilet Istegi”
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mesajina cevap olarak, diiz metin halinde Bilet Saglama
Sunucusu’nun kimligini, es ve Bilet Saglama Sunucusu
arasinda paylagilan anahtari, esin kimligini ve kimlik denetimi
istek zamanini zaman damgasi halinde, sadece Bilet Saglama
Sunucusu tarafindan Dbilinen simetrik bir anahtar ile
sifreleyerek olusturulan veri alanlarindan olusan, servis bileti
gorevini ustlenen Bilet Saglayan Bilet gonderir. Bu sifreleme,
esin aldig biletin icerigini degistirmesini engeller.

Es ve Bilet Saglama Sunucusu arasinda paylasilan oturum
anahtar, tek kullanimlik rastgele olusturulmus anahtar 112 bit
“Uclii Veri Sifreleme Standardi (Triple DES)” ile sifrelenir.
Es tarafindan rastgele iretilen anahtar tek kullanimlik bir
anahtardir ve bu anahtar ayrica rastgele sayr gorevini de
ustlenir.

Bilet Saglayan Bileti aldiktan sonra, dosya paylagim
grubuna erisimi saglayan gercek bileti almak i¢in es, grup
adin1 ve Bilet Saglayan Bilet’i iceren istek mesajint génderir.
Bilet Saglayan Bilet, Bilet Saglama Sunucusu’nun simetrik
anahtart ile sifrelenmis oldugu i¢in, Bilet Saglama Sunucusu
mesaj1 desifre edip, eger mesaj degistirilmemisse, ese gruba
katilabilmesi i¢in gereken bileti cevap olarak gonderir.

Gruba katilmak i¢in es, Anonim Vekil’den aldigi bilet ile
erisim iznini talep eder. Anonim Vekil, esten gelen bileti
kontrol ederek esin kimligini dogrular ve gruba katilma iznini
verir.

C. Esler Arasit Dosya Sorgulamast

Kimlik denetimi tamamlandiktan sonra es, kimlik bilgileri
sakli sekilde bileti (diiz metin halinde bulunan koordinatériin
kimlik bilgisi, es ile koordinator arasinda paylasilan anahtar,
esin kimlik bilgisi ve zaman damgas1 halinde kimlik denetimi
istek zamanindan olusan) ile giivenilir bolge olarak ele alman
dosya paylasim grubuna katilim istegi gonderir. Yanit olarak
koordinatdr, esin istenen gruba giris iznini bildirir.

Esin kimlik bilgisi, paylagilan anahtar ile sifrelendiginden
anonimlik saglanir. Bu adimda, anonim vekil, esin kimlik
bilgilerini kendi es tablosuna yerlestirir. Her esin kimligi
sadece anonim vekil tarafindan bilinir. Anonim vekil, gizliligi
saglamak icin istekte bulunan ile alici taraf arasinda bir araci
gorevinde bulunur.

Gruba girdikten sonra, es dosya adini belirterek dosya
paylasim grubuna bir dosya isteginde bulunur. Bu istek
mesaj1, anonim vekil tizerinden diger eslere iletilir. Anonim
vekil, kendisine gelen istekleri, her birine bir islem numarasi
atayarak tanir ve bu istegi islem tablosuna kaydeder.

Dosya istek mesajini alan esler, istekte bulunulan dosya
adiyla, dosya listelerinden arama yaparlar. Bu dosya
kendilerinde mevcut ise, istek mesajina dosya adiyla yanit
verirler. Mevcut degilse, anonim vekil {izerinden olumsuz
yanit gonderilir. Anonim vekil bu mesaji alir, islem
tablosundan arama yaparak istek mesajim1 gonderen Kkisiyi
bulduktan sonra yaniti bu kisiye iletir ve ilgili kaydi islem
tablosundan kaldirir (Bknz Sekil 3).
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Sekil 3. Esler Arasi Dosya Paylagimi Etkinlik Semasi.
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III. UYGULAMA

Onerdigimiz modelin uygulamas: Java programlama dilinde
gelistirilmistir. Uygulama, “Es” ve “Koordinatér” olarak
isimlendirilen iki ayri projeden olusur. Es, gruba girmek
isteyen ve kimlik denetiminden gegecek olan istemci,
Koordinator ise kimlik denetimini saglayan Bilet Saglama
Sunucusu ile dosya istek mesajlarinin anonim olarak
gonderilmesine olanak saglayan Anonim Vekil’den olusur.

“Es”, bir ana smiftan ve ona bagl siniflardan olusur.
Uygulamada, tiim mesaj paketlerinin eklendigi bir kuyruk veri
yapist kullanilmistir. Bu kuyruk, Koordinator’den gelen ve
Es’in Koordinatér’e gonderecegi mesaj paketlerini iginde
barindirir. “Okuyucu” smifi ayn1 zamanda bir is pargacigi
smift olup, Koordinator’den gelen mesaj paketlerini kuyruga
eklemeye yarar. “Iletici” smifi ise, Okuyucu sinifi gibi bir is
parcacig1 sinifi olup, kuyruktaki mesajlar1 “Islemci” smnifina
girdi olarak verme isini yapar. Islemci smifi da, mesajin
icerigine  gore gerekli islemi (gonderme, sifreleme,
desifreleme, yeni mesaj hazirlama vb.) yerine getirir. Bu
islemleri yaparken, acik anahtarli ve simetrik sifrelemelerde
“Sayisalimza” ve “Anahtar” siniflarini kullanir. Agik anahtarlt
sifrelemede, “RSA”  sifreleme  algoritmasi,  simetrik
sifrelemede ise “Uclii Veri Sifreleme Standarti (Triple DES)”,
Java giivenlik kiitiiphanesinden kullanilmistir.

Bunun disginda, Es smifi baglangicta bir XML
konfigiirasyon  dosyasindan, “XMLAyristici”  nesnesini
kullanarak konfigiirasyon parametrelerini dosyadan ayristirir
ve lokal degiskenlerine atar. “Dosya Zinciri” nesnesini
kullanarak es, dosya listesini dosyadan okuyup, ayristirip, bu
nesnenin yaratilan bir objesinde saklar. “Grup” nesnesi ile es,
girecegi grubu belirledikten sonra bu grubun ip adresi ve port
bilgilerini saklar. “MesajPaketi” nesnesi, mesaj paketlerinin
gonderilip  alimmasmi  ve  ayristirilabilmesini  saglar.
“SiireOlger” sinifi ise, uygulamanin simiilasyonu yapildiginda,
belirlenen zamanlari 6lgmek ve bunlart kaydetmek igin
kullanilir.

Istemcinin Sekil 4°de gosterildigi gibi bir arayiizii bulunur,
ve bu arayiiz ile secilen gruba giris veya gruptan cikis,
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Sekil 4. Tstemci Kullanic1 Arayiiz Ekran

paylasilan dosyalarin listelenmesi ve yonetilmesi ve dosya
arama  gibi  fonksiyonlar  gergeklestirilir.  Arayiiziin
“Bildirgeler” boliimiine, alman ve gonderilen mesaj igerikleri,
gelen dosya istekleri, karsilasilan hata mesajlart  gibi
bilgilendirici mesajlar eklenir.

IV. DENEY

Onerdigimiz model, bir yerel agda denenmistir. Protokol
modelinde bahsedilen, kimlik denetimi i¢in gdénderilen ve
alman mesajlarin gidis gelis siireleri dlglilmiis ve grafiklere
aktarilmistir. Bu deneyde sirastyla 5, 10, 15, 20 esten olusan
denek gruplari kullanilmistir ve her bir deney 100°er defa
tekrar edilmistir. Her tekrardan once, uygulamalar yeniden
baglatilmistir ve komut satirindan ¢aligtirilarak, istemci deney
ortamina dahil edilmistir.

Onerdigimiz  modeli  gergekleyen  uygulama Java
programlama dilinin 1.6.0 siiriimii ile kodlanmigtir. Modeli
gercekleyen program vasitasiyla sonuglar, deney bittikten
sonra Microsoft Excel dosyasmna yazdirilmistir. Deney
sonuglarindan elde edilen ortalama veriler kesikli gizgilerle
grafiklerde gosterilmistir. Matlab yazilmunin 2006a strtimi
kullanilarak 2. dereceden polinomlar olusturulup, bu
polinomlarla elde edilen egriler ilgili grafiklerin {izerine
cizilmisgtir.

Sekil 5’te, sertifika istegi ile baslayan ve gruba katilim bilet
yanitinin alimma kadar gecen kimlik denetim zamaninin
grafigi gosterilmistir.

" Bilet lstefs Gidig Gelis Zaman
] T T
al- A
# g
2L
E
g 6
s
£ 5k
g
A S
- - £
) iy
' Sl
u". Ilﬂ 3 F§ Sayist I:'u 1}
Sekil 5. Bilet Istegi Gidis Gelis Zaman Grafigi.
Bildiriler Kitabi

3¢ INFORMATION SECURITY &
CRYPTOLOGY CONFERENCE
WITH INTERNATIONAL PARTICIPATION

Sekil 6’da, Anonim Vekil’e yapilan gruba katilim
isteginden, yanit alimma kadar gegen zamanin grafigi
bulunmaktadir.

w108 Gruba Katthm Zamam
2k T T

Zaman {nanosaniye)

Es Savist 5 Al

Sekil 6. Gruba Kaulim Tstegi Gidis Gelis Zaman Grafigi.

Sekil 7°de ise, sertifika istegi ile baslayip, esin gruba
katilimina kadar gegen toplam zamanin grafigi gosterilmistir.

° Toplam Zaman

o L L
Eg Bayist 15 0

Sekil 7. Toplam Zaman Grafigi.

Grafikler’de, es sayisi ile zamanin birbirine dogru orantili
olarak arttigr goriilmektedir. Ag ve sunucu ortamindaki
trafigin artmasi, istek yanitlarmin gecikmesine, diger bir deyis
ile gidis gelis zamanlarmin artmasina, dolayisiyla da
grafiklerdeki egrilerin bu artislara bagl olarak yiikselmesine
yol agmustir.

V. SONUC

Anonim dosya paylasimi i¢in olusturulacak gruplara yetkisi
olup dahil olmak isteyen eslerin kimlik denetimi i¢in agik
anahtarli Kerberos kimlik denetimi yaklasimi kullanilmustir.
Bu yaklasim ile sayisal bilet alan es gruba belirlenen
politikalar dogrultusunda girebilecektir. Biletin varligi1 degisik
giivenlik ve paylagim politikalarinin uygulanmasma izin
verdigi gibi zaman kisitlarin1 da resme dahil edebilmektedir.
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Acik anahtar yaklasimi ile de anahtar yonetimi problemi
konusunda 6nemli sorunlar asilmis bulunmaktadir. Anilan
avantajlar sebebiyle ortaya konan model bir Java
uygulamasma doniigtiriilmiis  ve laboratuvar ortaminda
denenmistir. Elde edilen sonuglardan ¢ikarilan egriler ile daha
fazla es sayisina sahip gruplar i¢in yanitlama zamanlarinin
tahmin edilebilir olmasina ¢aligilmustir.
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Single Transferable Electronic Voting Protocol

for Elections with Barriers
Okan YUCEL, Nazife BAYKAL

Abstract—A secure electronic vote protocol is proposed for the
elections having the constraint of discarding the candidates that
cannot exceed the barrier. The protocol prevents the loss of votes
that remain under a certain threshold by making use of the
concept of single transferable voting (STV) as a solution to the
problem of exhausted votes. New protocol is very suitably
applied to the ‘Prét a Voter: All-In-One’ scheme proposed in
2007, with our modification in the tallying phase. We also give
details of the cryptographic part and propose two modifications
in the ballot construction phase of the ‘Prét a Voter: All-In-One’
scheme, which enhances its security. ‘Prét a Voter’ scheme,
which provides voting receipts without any thread of coercion
and ballot-selling is chosen in this work mainly because of its
voter verifiability property.

Keywords —Electronic voting, public key encryption, single
transferable voting, voter verifiability.

[. INTRODUCTION

LARGE scale elections are starting to be held increasingly
by electronic means in various countries. Electronic
voting over the Internet or closed networks accessible from
voting booths has several advantages over paper based voting,
especially in terms of voter verifiability. Arising new
protocols for electronic voting are competing with each other
and solving the earlier encountered problems such as the
confliction between anonymity and voter verifiability.

Voter verifiability is a concept which does not exist in
traditional paper-based elections but becomes an important
issue of democracy in the electronic world. The idea is to
endow each voter with the facility of verifying that his vote is
counted. The first level of such a verification could be to
verify that his vote is cast correctly and the second level is
whether his vote is counted (or tallied) correctly. The check
mechanism for the correct count of the vote can be provided
by means of a voting receipt. On the other hand, whenever
one has a receipt that serves to check the correct tallying of

Manuscript received November 10, 2008. This work is a part of the Ph. D.
thesis presently being held at the Informatics Institute of Middle East
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the vote, it can also be used as the proof for the content of the
vote used in the election. This may in turn lead to voter
coercion and ballot-selling. Hence, previous versions of the
electronic voting protocols have avoided giving receipts to the
voters, and introduced the concept of receipt-freeness as an
integral part of the voting system. On the other hand, the
psychology of voters, who are traditionally used to paper
based voting is much more on the side of having something
touchable, like a paper in hand, rather than completely relying
on the electronic media.

‘Prét a Voter’ scheme is an electronic voting scheme, which
responds to this psychological need of having the receipt.
More importantly, the way that the receipt is constructed
provides voter verifiability up to the second level, i.e., each
voter can verify that his vote is cast correctly, by means of the
receipt that does not tell anything about the content of the vote
to anybody except for the voter himself. The second level of
verifiability, i.e., the check of correct tallying of each received
vote is managed by the wuniversal verifiability of the overall
system. In other words, the robustness, correctness and
dependability of the overall system is provable. Prét a Voter
schemes have their origins in the scheme proposed by Chaum
[1] in 2004 and developed by Ryan [2] in the same year.

Among different types of voting systems depending on the
needs of the particular election, FPTP (First Past The Post),
STV (Single Transferable Voting), Condorcet and Borda
Count elections are the main ones to be mentioned. The ‘Prét
a Voter’ scheme proposed by Chaum, Ryan and Schneider [3]
in 2005, PAV 2005, and its enhanced form PAV 2006 [4] are
easily implemented for FPTP elections; however, they may be
complicated for application to STV elections. On the other
hand, ‘Prét a Voter: All-In-One’ scheme [5] that we call PAV
2007, solves the problem of handling the STV elections
efficiently.

In this work, we focus on STV elections and propose a
protocol to be applied to large scale elections, in which
political parties, whose votes remain below a certain barrier
are eliminated. Our proposal prevents the loss of votes used
for the eliminated parties and distributes them securely to the
second choices of their voters. This protocol is then applied to
PAV 2007 scheme, which we suitably modify to enhance the
security of the ballot-construction and tallying phases.

In the original STV elections, voters give a preference
ranking of the candidates (or political parties) rather than
indicating a single choice on the ballot as in FPTP elections.
In the first stage of tallying, only the first preference of each
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STV ballot is taken into account. If a candidate wins enough
percentage of votes to achieve the winning quota, procedure
terminates. If not, the votes of the candidate, who takes the
least number of votes, are transferred to the other candidates.
For that purpose, all ballots, on which the candidate having
the least amount of votes are the first choices, are tallied again
and the second choices on these ballots are distributed to the
corresponding candidates. This procedure is repeated until one
of the candidates achieves a vote percentage above the
winning quota.

Some large scale elections have barriers (an example is the
10% barrier in Turkish Parliamentary elections), which
eliminate the political parties that obtain a vote-percentage
below a certain threshold. For preventing the problem of
exhausted votes in such cases, we propose the following
protocol in the tallying phase of STV elections: As in the
original form, each voter indicates a preference ranking of the
political parties on the ballot. The first step of tallying is the
same, so in the first evaluation of ballots, only the first
preference of each voter is taken into account. If all parties get
enough votes to exceed the barrier, the tallying phase
terminates. If not, in the second step, ballot tallying is repeated
for all the voters whose first choice is a loser party that
remains under the threshold. The second choice on these
ballots is taken into account provided that it is a winning party
above threshold. If the second choice is also a loser party, the
successive choice on that ballot is used until one of the winner
parties is encountered. Unlike the original STV elections,
there is no need for repetition of tallying after this step. So, the
election rule of eliminating the parties below the barrier is
preserved, whereas no vote is exhausted. For the most suitable
application, we suggest the use of PAV 2007, with our
modification to enhance the security of the ballot-construction
and tallying phases; and perhaps by adding blind signatures of
all the observers of the parties entering the elections.

In Section II, we present a brief and comparative review of
PAV 2005, PAV 2006 and PAV 2007 schemes. Section III
discusses our modification in the STV protocol for elections
with barriers and applies it to the tallying phase of PAV 2007.
The security enhancement that we propose for the ballot
construction phase of the PAV 2007 scheme is also given. In
Section IV, we summarize our conclusions.

II. PRET A VOTER SCHEMES

We firstly describe the common properties of the Prét a
Voter schemes [3], [4] and [5] in part A; then give a
comparative discussion in part B. Part C is devoted to the
explanation of the cryptographic core used in ‘Prét a Voter:
All-In-One’ scheme [5], with vital details which cannot be
found in the original reference.

A. Common Properties of ‘Prét a Voter’ Schemes

Prét a Voter schemes, PAV 2005 [3], PAV 2006 [4] and
PAV 2007 [5] are all voter-verifiable electronic voting
schemes, which provide voting receipts without any thread of
coercion and ballot-selling. Ballots contain two columns as

Bildiriler Kitabi

WITH INTERNATIONAL PARTICIPATION

shown in Fig. 1, say the left column including the candidate
names in random order (or alphabetical order simply rotated
by a random cyclic shift, say 2 downward shifts as in Fig. 1)
and the right column having an encrypted number called
‘onion’ that is prepared as a function of the random order of
candidates on this ballot. In the voting booth, voter marks his
vote on the right column and the left column of the ballot on
which the candidates are tabulated is removed after voting, as
a part of the voting phase. The provided receipt includes only
the right column that shows the marked vote and the onion;
hence it is meaningless to anybody except the voter himself,
who has seen the order of the candidates before the removal of
the left column of the ballot.

Demet Diker X
Efe Ersoy
Aysegiil Ayaz

Binnur Bulut

Cihan Celasun

8HbWs6

Fig. 1. Ballot form used by original Prét a Voter schemes (after voting but
before removal of the left column).

There are k tellers (or clerks) of the mix network, each one
having two sets of a public/private key pair. Ballots are
prepared before the elections and the secret number, which
indicates the candidate order on the left column of the ballot is
encrypted one-after-another with 2k public keys of & tellers to
form the onion. To decrypt this onion in the tallying phase,
contribution of each teller is indispensable, because each layer
of the encrypted onion can only be decrypted by one of the
private keys of the corresponding teller. In order to preserve
anonymity and break any linkage between the voter and
decrypted vote, each teller randomly permutes the output list
of ballots before submitting it to the next teller.

Voter verifiability is achieved by means of bulletin boards,
which have universally accessible memory, and provide
public communication, such that an election authority can
write secured, unalterable and undeletable information on it
and any other party can read. The receipt containing the right
column with voter’s mark and the onion will be scanned after
voting phase, and published onto the bulletin board by
election authorities. Any voter can check for the existence and
integrity of his receipt on the bulletin board and make an
objection whenever any problem occurs. Perhaps the most
attractive part of the Prét a Voter schemes is that, although the
receipts are publicized, nobody except the voter himself is
able to understand the content of the vote, unless the onion is
decrypted properly. However, decryption of the onion is
distributed cleverly to k tellers, who also have to randomly
shuffle the ballot lists that they receive, before submitting to
the next teller; so that the link between the initial voter and the
final tallied vote cannot be tracked unless all tellers are
corrupted.
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B. Differences Among ‘Prét a Voter’ Schemes

Improvements brought by PAV 2006 over PAV 2005 are,

i) preparation of ballot forms with two onions, the new-left
onion on the left column being encrypted by the public key of
the voting machine and decrypted by its private key whenever
the voter casts his vote,

ii) distributed generation of ballot forms, to enhance the
security of ballot generation phase,

iii) on demand-printing of ballots to resist the chain voting
attack reported in [6],

iv) size-independence of onion from the number of tellers,

v) separation of shuffle and decryption phases to increase
robustness, by first shuffling the received votes by a re-
encryption mix network as suggested in [7].

The main improvement brought by PAV 2007 over PAV
2006 is its adjustment according to the needs of preferential
elections, such as STV or Condorcet elections. Since each
voter makes a ranking of the candidates in preferential
elections, the order of the ballot candidate list needs to be
totally randomized as in Fig. 2, instead of simply cyclically
shifting the same alphabetically ordered list on each ballot.
The implementation of previous PAV 2005 and PAV 2006
schemes may be complicated with this constraint, as compared
to the implementation of the approval elections like FPTP or
Borda Count. PAV 2007 takes care of this problem by treating
the ballot as a whole in the ballot tallying phase. It makes use
of the Paillier encryption [8] and exploits its homomorphic
property in absorbing all ranked choices of the ballot within a
single encrypted onion. Ballots are then shuffled by a re-
encryption mix network composed of many tellers (or clerks).

Aysegiil Ayaz dBOpTf
Efe Ersoy 3 66rdMv
Demet Diker Abcl23
Binnur Bulut TYJLIN
Cihan Celasun Vs68Hb

Fig. 2. Ballot form used by “Prét a Voter: All-In-One” (PAV 2007)
scheme (after voting but before removal of the left column).

C. Encryption and Decryption by Paillier Cryptosystem

Brief description of Paillier cryptosystem [8], [9] is needed at
this point for making our contribution to “Prét a Voter: All-In-
One” (PAV 2007) scheme understandable. The Paillier
algorithm has the additive homomorphic property; that is, an
encryption of m;+m, can be obtained from any encryption of
m, and m;,, as

E(my, r)E(my, ry) = E(mytmy, 1117). (D
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In (1), the ciphertext c= E(m, r) stands for the encrypted form
of the plaintext m,

c=Em, r)=¢""" (mod nd), )

r is chosen at random, »n and g are fixed public elements
defined by

e n=pq, themodulus where p and ¢ are large primes
* geZ,, andamultiple of »

So, the pair (n, g) is the public key, and the pair (p, ¢) or
equivalently 4 = LCM (p-1, g-1) is the private key of the
Paillier’s algorithm. As a consequence of (1), it is clear that

E(m, r)'= E(km, r"). 3)

Ballot Construction:

In Fig.2, the numbers on the rightmost are obtained as a
result of successive encryptions performed by the clerks of the
mix network. The order {1, 5, 4, 2, 3} on the ballot shown in
Fig. 2 of the candidates {1: Aysegiil, 2: Binnur, 3: Cihan, 4:
Demet, 5: Efe} is chosen randomly by the first clerk. First
clerk also picks up the random numbers 7|, 7,..., rs and
prepares the encrypted numbers c¢;, ¢j,..., ¢s showing the
candidate placed at each row, using (2) and the public key (n,
2). More specifically, the encrypted number that the first clerk
prepares for the j’th row is

c, =EM',r;) =g’”irj” (modn®), “)

where M is any integer greater than the number, v, of
candidates, and i=1,2,...,v shows the alphabetical order of the
candidate corresponding to that row. Hence, for the example
of Fig. 2, the candidate order {1, 5, 4, 2, 3} is reflected
directly to the exponents of M as follows

G :E(M]’rl)’ ¢ :E(Ms’rz)’ C3 :E(M4,}”3),

Cy :E(Mzzr4)’ Cs :E(ME,}"S)~

Each successive clerk of the mix network re-encrypts the
numbers cy, ¢s,..., cs by multiplying them with the »’th power
of a random number ¢, so that the new value of the ciphertext
becomes
¢, =c;t" :gMLrj"t" =EM',rt)- (5)

Equation (5) shows that, the plaintext A/’ remains untouched
while the random numbers picked by the first clerk are each
time multiplied by a different random number # so that the
first clerk, the only person who knows the candidate order,
cannot trace the ballot. Since ¢, value of the j’th row keeps

the message M’ in encrypted form, the number i showing the
alphabetical order of the candidate sitting at the j’th row is
always preserved and not affected by increasing number of re-
encryptions. The numbers on the rightmost of the ballot in
Fig. 2 are those E/_ values obtained by the last clerk at the end

of the ballot construction chain.
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Ballot Casting:

The voter casts his vote by ranking, i.e., filling up the
numbers 1 to v in the right hand column; tears the ballot apart,
destroys the left part and keeps the right part as the receipt
after being scanned by the election authority at the voting
booth. The scanned receipt is also announced at the web
bulletin board for further checks demanded by the voter or
any other party.

Ballot Tallying:
After the ballot is ranked by the voter, a single onion for
each ballot having v candidates is calculated as follows:

E(mr)=[[EM" )" =] ]E" . (6)
i=1

i=l

where k;’s indicate the voter’s ranking corresponding to the
candidate, who is the i’th one in alphabetical order. In the
decryption of this onion, homomorphism of the Paillier
algorithm leads to a very useful result:

]l[E(M",ri)"' = E(Zvlk,.M’,]L[r,"r) : @)
i=1 i=1 i=1

The authority who has the private key (p, ¢) or equivalently
A = LCM (p-1, g-1) corresponding to the public key pair
(n, g), extracts the useful message m in E(m, r) given by (6).
Because of the homomorphic property in (7),

m:Zk’_M", and since M>v, (8)
i=1
retrieval of all choices of the ballot becomes possible. Because
from (8) it is clear that (rln /' M V) equals k,, the {remainder of
m/ M V} diVided] by M " equals k,.; aznd the remainder after
dividing by M, again divided by M "~ gives k., and so on.

Example: In Fig. 2, the candidate order {1, 5, 4, 2, 3}
during the ballot construction is reflected to the subscript i of
ks, as {ky, ks, ks, ky, k3} and the voter’s choice on the ballot
shows that k1:5, k5:3, k4:1, k2:2, k3:4.

If M (>v=5) is chosen as 7, the following useful message m
is obtained from (8).

m=Y kM =5xT" +3x7 +1x7* +2x7* +4x 7T’

i=1

So, m divided by 7 gives ks=3, hence we understand that the
alphabetically 5°’th candidate Efe is the third in the list of the
voter,

Rem{m/7°}/7* gives k=1,

which shows that the alphabetically 4’th candidate Demet is
the first choice of the voter,

Rem{Rem{m/7°}/7*}/7°= ks=4 , so Cihan is his 4’th choice,
Rem{Rem{Rem{m/7°}/7*}/7°}/7* = k, = 2, so Binnur is the
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2’nd, and finally, Aysegiil is the last choice of the voter since
Rem{Rem{Rem{Rem {m/7>}/7"}/7°}/7*}/7 = ky = 5.

I1II. A NEW PROPOSAL

Large scale elections having vote-barriers such as the 10%
barrier of Turkish Parliamentary elections eliminate the
political parties, which obtain a vote-percentage below that
threshold. People who vote for these parties feel a kind of
injustice because of the invalidity and final loss of their votes.

On the other hand, STV elections in which each voter gives
a ranked list of preferred political parties may be an excellent
and democratic solution to the problem of exhausted votes. In
the following, we propose an e-voting application for the
elections having such barriers; first by modifying the STV
protocol and then applying it to the “Prét a Voter: All-In-One”
(PAV 2007) scheme accordingly. Finally we propose two
modifications in the ballot construction phase of PAV 2007, to
enhance its security.

Modification of the STV Protocol:

Each voter gives a preference order (of say political parties
entering the elections) on the ballot and the tallying phase of
the applied voting scheme is modified as follows:

1) In the first evaluation of ballots, only the first preference
of each voter is counted. If all parties get enough votes to
exceed the barrier, the tallying phase terminates.

2) If not all the parties pass the barrier, calling the parties
above the threshold winners and those below the threshold
losers, ballot tallying is repeated for all the loser ballots
having a loser party as the first choice. The choice on the
ballot that is counted this time is the winner party, which is on
top of all other winners in the voter’s preference list. The new
ballot-counts are added on the votes gained by winners in part
(1) and the tallying phase terminates.

The above protocol preserves the election rule of
eliminating the parties below the barrier, whereas no vote is
exhausted and citizens are satisfied. The protocol should be
accompanied by a secure control mechanism to publicly
assure the robustness of the used scheme. To achieve this
goal, observer teams assigned by each political party may play
critical roles for increasing the robustness and accuracy of the
voting scheme.

Application to “Prét a Voter: All-In-One” (PAV 2007)
Scheme and Enhancement of Its Security

The tallying phase of the PAV 2007 scheme [5], which is
inherently very suitable for preferential elections can be easily
modified according to the STV protocol suggested above. We
strongly predict that such an e-voting scheme may become an
indispensable alternative for paper-based elections, if the
security of the overall system is enhanced. The weakest point
in ballot-construction phase of the PAV 2007 scheme seems
to be the over-dependence on the first clerk, who decides on
the random candidate order of the ballots. He chooses this
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random order, and encrypts it by using random seeds for each
row of the ballot and the public keys of the election authority,
who is responsible for tallying the votes. The re-encryptions
performed by the following clerks in the network has the
purpose of obscuring the path that the ballot follows. We
propose at this point to enhance the security of the system by
holding the first clerk in the chain more responsible of the
encryption he performs, say by including his digital signature
(or blind signature) as a part of the encrypted information,
which may be checked whenever a need occurs. Such a
modification increases the robustness of the scheme since any
corrupted behavior is known to be traceable even in the future.

The second modification that we propose to enhance the
security is in the re-encryption equation (5) that is used by the
other clerks of mix network,

_ n
c,—c,t,

=g"' 't =E(M',rt)) ©)
in which we change the random number 7 by a row dependent
random number #, so that each clerk in the network generates
v (number of candidates and ballot rows) random numbers for
each ballot, rather than a single one. The use of v random
numbers by each clerk (or teller), will make the path more
invisible and difficult to catch by the first clerk, who generates
the crucial random ordering of the candidates on the ballot.

IV. CONCLUSION

The voter-verifiable e-voting scheme, ‘Prét a Voter: All-In-
One’ proposed in 2007 (so called PAV 2007 in this paper) [5],
which supports single transferable voting (STV) seems to be a
very suitable option for the elections having vote-barriers as in
the Turkish Parliament elections. We modify STV elections
protocol and the tallying phase of PAV 2007 accordingly. We
then propose two modifications in the ballot construction
phase of PAV 2007, to increase the security and the
robustness of the overall system. The analysis we present for
the cryptographic part of PAV 2007 is more detailed and
inclusive than given in the original paper [5].
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An Intelligent and Automatic Eye Generation
System from Only Fingerprints

Seref SAGIROGLU, Necla OZKAYA

Abstract —Identifying people using body measurements
has been devised and practised for a century. Although
biometrics is a deeply studied field within the last three
decades, relationships about biometrics have not been
studied so far. In this study, we have focused on
investigating the existence of any relationships between
fingerprints and eyes. We have also strived to generate the
eyes of a person using only fingerprint of the same person
without knowing any information about eyes.
Consequently, we have produced and introduced a new,
automatic and intelligent system using a novel approach
based on artificial neural networks to generate eyes from
fingerprints among 0.4 % and 1.56 % absolute percent
errors. Experimental results have shown that fingerprints
and eyes are related to each other closely.

Keywords — information security, biometrics, artificial
neural networks.

[. INTRODUCTION

HERE is an increased emphasis on the privacy and

security of information recently. Biometrics is a

marvellous technology that covers the unrealistic
performance expectations compared with the existing
alternatives like PINs and passwords. Biometric features are
reliable as far as not being transferable easily, peculiar to
individual as much as it represents him/her with his/her
physical or behavioral attributes and invariant from beginning
to end of the life. Since biometric based recognition systems
has been largely investigated for 30 years, a lot of robust
techniques and effective algorithms that present accurate
security solutions are designed and proposed. In spite of all
these developments in biometrics, there is no study on
investigating relationships among the biometric features or
obtaining one feature from another. We have noticed that most
of the efforts in biometrics have been focused on how to
improve the accuracy and processing time of the biometric
systems, to design the more intelligent systems, and to
develop more effective and robust techniques and algorithms
[1], [2]. The scope of our study is intended to develop an
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automatic and intelligent system capable of obtaining eyes
from fingerprints without having any priori knowledge about
eyes. In order to achieve that, an intelligent eye generation
system from fingerprints (fingerprint to eyes: F2E) has been
developed and introduced in this study. Although this research
is in the biometrics field, it spans several disciplines such as
image processing, pattern recognition, artificial intelligence,
privacy and security, verification systems, soft computing and
artificial neural networks.

This paper is organized as follows. Section 2 briefly describes
background information on biometrics, automatic fingerprint
identification and verification systems (AFIVSs), face
recognition systems (FRSs) and artificial neural networks
(ANNSs) respectively. Section 3 highlights the novelty of the
proposed technique, presents basic notation, definitions,
performance metrics related to the F2E and explains the
various steps of the new approach. Section 4 demonstrates our
experimental results. Finally, the proposed work is concluded
and discussed in Section 5.

II. BACKGROUND

Fingerprints are the most widely used biometric features due
to their uniqueness, immutability and reliability [3]. The
AFIVSs might be broadly classified as being minutiae-based,
correlation-based and image-based systems [4]. A good
survey about these techniques was given in [1]. In our study to
get feature sets of the fingerprints a minutiae-based approach
that relies on the comparisons for similarities and differences
of local ridge attributes and their relationships to make a
personal identification [5], [6], [7] has been preferred.
Therefore details of the minutiae-based approach are given in
this paper. The minutiae-based approaches attempt to align
two sets of minutiaes from two fingerprints and count the total
number of matched minutia. In these approaches firstly it is
extracted the minutiaes from the fingerprint images correctly;
then the comparison between two fingerprints is made using
the two sets of minutiae parameters [4]. In general the
comparison is based on representing two important attributes
including end points and bifurcations. These main ridge
characteristics are local discontinuities in a fingerprint image.
The end point is defined as the point where a ridge ends
suddenly. A bifurcation is defined as the point where a ridge
separates or diverges into branch ridges [2], [5]. If these local
attributes and their parameters are computed relative to the
global attributes called singular points including core and
delta points which are highly stable, rotation, translation and
scale invariant, then these local attributes will also become
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rotation, translation and scale invariant [8], [9]-[11]. Core
points are the points where the innermost ridge loops are at
their steepest. Delta points are the points from which three
patterns deviate [10], [12], [13]. Many algorithms have been
proposed to compute the singular points and orientation
information of a fingerprint. The general methods to detect the
singular points are poincare-based methods [14], intersection-
based methods [10] or filter-based methods [15]. Ridge valley
structure of a fingerprint image and local and global features
which are used in minutiae-based AFIVSs are given in Fig. 1.

Bifurcation

Core
Ridge
Valley

Endpoint Delta

Fig. 1. Ridge valley structure and features of a fingerprint.

Main steps of the operations in minutiae-based AFIVSs are
summarized as follows: selecting the image area, detecting the
singular points, enhancing, improving and thinning the
fingerprint image, extracting the minutiae points and
calculating their parameters, eliminating the false minutiaes,
properly representing the fingerprint images with their feature
sets, recording the feature sets into a database, matching the
feature sets, testing and evaluating the system [16]. The
performance of the minutiae-based techniques relies on the
accuracy of all these processes. Especially the feature
extraction and the use of sophisticated matching techniques to
compare two minutiae sets often more affect the performance.
In the correlation-based AFIVS, global patterns of the ridges
and valleys are compared to determine if the two fingerprints
align. The template and query fingerprint images are spatially
correlated to estimate the degree of similarity between them.
The performance of the correlation-based techniques is
affected by non-linear distortions and noise present in the
image. In general, it has been observed that minutiae-based
techniques perform better than correlation-based ones [17]. In
the image-based approaches, the decision is made using the
features that are extracted directly from the raw image that
might be the only viable choice when image quality is too low
to allow reliable minutiae extraction [4].

Faces are probably the most common biometric characteristics
used by humans to make personal recognition. Face
recognition technology is well advanced. Because it is an
active area of research with applications ranging from static,
controlled mug-shot verification to dynamic, uncontrolled face
identification in a cluttered background [5]. In general, a FRS
consists of three main steps. These steps cover detection of the
faces in a complicated background, localization of the faces
followed by extraction of the features from the face regions
and finally identification or verification tasks [18]. Face
detection is a necessary first-step in face recognition systems,
with the purpose of localizing and extracting the face region
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from the background. It is a complex problem and many
comprehensive face detection approaches have been proposed
in the literature [19]. Face detection and recognition process is
really complex and difficult due to numerous factors affecting
the appearance of an individual’s facial features such as 3D
pose, facial expression, hair style, make up, etc. [20]. In
addition to these varying factors, lighting, background, scale,
noise and face occlusion and many other possible factors
make these tasks even more challenging [18]. The most
popular approaches to face detection and recognition [21] are
based on either the location and shape of the facial attributes,
such as the eyes, eyebrows, nose, lips and chin and their
spatial relationships or the overall analysis of the face image
that represents a face as a weighted combination of a number
of canonical faces [22]. Also many effective and robust
methods for the face recognition have been proposed [2], [5],
[18]-[21], [23], [24]. As it has been mentioned before the aim
of this study is establishing a relationship between eyes and
fingerprints and generating the eyes from fingerprints with no
knowledge about them. For this purpose to get the feature sets
of the eyes a feature-based manual approach has been
preferred [25] from the face recognition literature. We can
explain the reason of this preference is that we used a
minutiae-based approach to get the feature sets of the
fingerprints. Actually minutiae-based approaches rely on the
physical features of the fingerprints. Therefore it is reasonable
that the feature sets of both fingerprints and eyes should be
obtained in the same way. So, we decided to use feature-based
approach to get the feature sets of the eyes. Cox et. all [25]
used a template that was shaped from manually extracted 35
points for representing the each faces. They also used a
dimensional feature vector computed from these points. We
have increased the number of the eye reference points from 5
to 10 points for each eye for more accurate and sensitive
representation. Also our eye feature sets are shaped from x-y
coordinates of the eye reference points not distances or
average measures as in [25]. Their method needs these
modifications to use in our study. Because the feature sets do
not contain enough information about eyes to re-generate the
eyes properly. Therefore we have increased the number of the
points and we used the coordinates of them simply. Our
feature sets contain enough information about eyes for getting
them again with high sensitivity.

III. PROPOSED INTELLIGENT AND AUTOMATIC EYE
GENERATION SYSTEM FROM ONLY FINGERPRINTS

Fingerprint and face recognition topics have received
significantly increased attention from both the academic and
industrial communities as two of the few biometric methods
that possess the merits of their reliability, performance and
high accuracy. Proposed F2E that generates the eyes of a
person from only fingerprint of the same person without
having any information about the eyes will be very interesting
innovation to the biometrics arena as a first step for an
intelligent and automatic face generation system from only
fingerprints. Also it will facilitate face recognition, security
applications and police works. Implementation steps of the
F2E to establish a relationship among fingerprints and eyes
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(Fs&Es) can be mentioned as follows: A real multimodal
database (MMDB) that includes Fs&Es belonging to 120
people was established. Fingerprint feature sets were obtained
from the fingerprints. Enhancements, binarization, thinning,
and feature extraction processes were applied to the acquired
fingerprints to achieve this process. Eye feature sets were
obtained from the eyes. The eyes were represented by 20
points. Training and test data sets were established to train and
test the ANN predictors in the F2E. The training sets included
pairs of Fs&Es while the test sets included only fingerprints.
Eye feature sets of the test people were used in the evaluation
process as the desired outputs. 80 data sets covering pairs of
Fs&Es were used to train the ANN based F2E. The sizes of
the input and the output vectors were 298 and 40,
respectively. Suitable ANN structures and training algorithms
were selected and parameters of them were determined. F2E
was trained to generate eyes more realistically until achieving
certain accuracy in learning. The ANN based system tested
using 40 test sets covering only fingerprints. In order to test
and evaluate the accuracy of the F2E, the test results were
compared against to a variety of state-of-the-art methods [1].

F2E basically consists of a data enrolment module, a feature
extraction module, an ANN module, a test & evaluation
module and an eye reconstruction module. These modules are
explained below. The first module of the system which is
called the data enrolment module helps store biometric data of
individuals into the biometric system database. During this
process, Fs&Es of an individual have been captured to
produce a digital representation of the characteristics. Two
types of data are used in this study: Fs&Es. The second
module of the system, extracts discriminative feature sets from
the acquired data. Extracting local and global feature sets of
fingerprints is achieved. This process includes fingerprint
singularities, minutiae points and their parameters. Similarly
feature sets of the eyes are obtained. The ANN module is used
to analyze the existence of any relationship between Fs&Es.

The ANNs have been applied to solve many problems [26]-
[30]. Learning, generalization, less data requirement, fast
computation, ease of implementation and software &
hardware availability features have made the ANNs very
attractive for biometric applications [23], [28]-[30].
Multilayered perceptron (MLP) is one of the most popular
ANN architectures. Because of the MLP structure can be
trained by many learning algorithms, it has been successfully
applied to a variety of problems in the literature [27]. The
ANN part of the system has been implemented with the help
of the MLP structure that is trained with scaled conjugate
gradient algorithm to find out any relationship between
Fs&Es. The details of the scaled conjugate gradient algorithm
can be found in [31], [32]. The ANN module can be
encapsulated as an automatic and intelligent translator in
which fingerprint images are converted to eye shapes
efficiently. The ANN module is the most critical and
important module of the system. Because, all modules of the
system except the ANN module are on duty, either in pre-
processing or post-processing of the main process that is done
by the ANN module. So, if we investigate this module deeply,
we can explain the working principles of the F2E properly.
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Pre-processing steps include enrolling the Fs&Es to the
system, extracting their feature sets in proper format, and
arranging them in a suitable form that is convenient to the
ANN module as an input or an output. Post-processing steps
include the reconstruction of the eyes from feature sets which
were obtained from the ANN and the evaluation process of the
system. The ANN module operates its task in two stages: the
training and the testing. In the training process, randomly
selected input-output image sets covering Fs&Es belonging to
the same people were used. The ANN structure and the
training parameters were determined for achieving the training
stage accurately. The training process is started with applying
a person’s fingerprint feature set to the system as an input and
same person’s eyes feature set as the desired output. The
system achieves the training process with these feature sets
according to the learning algorithm and the ANN parameters.
Both Fs&Es feature sets are required in the training. Only
fingerprint feature sets are used to obtain the eyes in the test.
These fingerprints are unknown biometric data for the F2E.
The outputs of the system for these unknown data indicate the
success and reliability of the system. This success and
reliability of the system must be shown clearly by evaluating
the ANN outputs against to the proper metrics in proper way
as it has been used in the literature. The block diagram of the
ANN module is given in Fig. 2.

ANN MODULE
Inputs " | Desired
(Feature sets ANN Outputs
Z of 80 (Feature Sets of
~ 80
£ | Fingerprints) eyes)
&
e
7 .
t; 7| Test Inputs
% (Remaining 40 Test
@ || & | Fingerprints) Outputs
e 23}
= =
8
=~
Z <
Q | Test Outputs
< Evaluation
<
= ; Process P RESULTS
— | Desired
="| Outputs
L | 23]

Fig. 2. The block diagram of the ANN module

In ideal situation, it is expected to that a biometric-based
recognition system will take the correct decision when a
biometric feature is presented to the system. However in
practice a biometric system can not be able to make perfect
match decisions at all time. It can make two basic types of
errors: (1) False Match Rate (FMR): In the case of
identification or screening, the biometric system incorrectly
declares a successful match between the input pattern and a
nonmatching pattern in the database. In the case of
verification the pattern associated with an incorrectly claimed
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identity. (ii) False Non-match Rate (FNMR): In the case of
identification or screening, the biometric system incorrectly
declares failure of match between the input pattern and a
matching pattern in the database. In the case of verification the
pattern associated with the correctly claimed identity [33].
These traditional metrics of an ordinary biometric system are
no longer appropriate to characterize the performance of the
F2E. As it has been explained earlier, the aim of this study is
to create eye shapes from only fingerprints without any
information about eyes. Under these conditions, the system
can not be evaluated properly with metrics of an ordinary
biometric authentication system. So, we have decided to use
appropriate performance metrics in this study. The results of
the system may be evaluated by considering the following
metrics: Mean squared error (MSE), sum squared error (SSE),
average correlation, absolute percent error (APE) [34] and
mean APE. In addition to these numerical evaluations a visual
evaluation platform is created by drawing the ANN outputs
and the desired outputs in the same sheets. Also another visual
evaluation platform is presented by drawing the ANN outputs
on the involved real face images of the test people.
Consequently, for a more objective comparison, the
performance and accuracy of the system have been evaluated
and presented on the basis of the combination of these metrics
for illustrating the qualitative properties of the proposed
methods as well as a quantitative evaluation of their
performance.

Eye reconstruction module facilitates the evaluation process,
simplifies to comment on the results and presents to the users
a comprehensive evaluation platform for visual sensing. In
order to achieve these processes easily and efficiently, an
automatic system has been proposed and a graphical interface
that provides mechanisms for the system manager to manage
the system properly is developed. This interface supplies all of
the system parts to be controlled properly.

IV. EXPERIMENTAL RESULTS

The proposed eye generation system from fingerprints
discussed in previous section is successfully implemented.
The concept of generating eyes from fingerprints is a novel
and challenging idea to biometrics technology. Dedicated
software has been developed to conduct the experiments
easily and efficiently. In our experiments, an MMDB having
Fs&Es belonging to 120 people was established. In the
training processes, 80 of 120 Fs&Es image sets were
randomly selected from our MMDB. The remaining 40 image
sets of Fs&Es were used for the test. The experimental image
set used in the test process contains only fingerprint images of
the test people and it is an unknown data for the system. The
eye image sets of these test people are used for evaluation of
the system performance. In the training process inputs and the
outputs of the system were vectors sized 298 and 40,
respectively. The feature vectors of fingerprints were
computed using VeriFinger 4.1 SDK developed by
Neurotechnologija. The reason of this preference is to
establish an objective assessment for the F2E. This software is
known as an effective, robust and reliable AFIVS in the field
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of biometrics and uses a minutiae-based algorithm. Detailed
explanation of algorithms, detailed information of fingerprint
feature sets and their storage format are given in [35].

Producing the eyes as close to the real one as possible is
critical for this study. In order to evaluate the performance of
the system effectively, we have benchmarked our system
against to the metrics MSE, SSE, APE, average APE, average
correlation and human visual evaluation. The metrics MSE
and SSE were computed before rescaling, while the other
metrics MSE, SSE, average APE and average correlation
were calculated after rescaling as 8.5079¢-004, 1.3613,
28.6403, 4.5825e+004, 0.973047 and 0.997256 respectively.

These results indicate that the proposed system performs the
tasks with high similarity measures to the desired values. For
the purpose of more realistic and visual evaluation, test results
achieved from only fingerprints were shown in Fig. 3. and
Fig. 4. In order to compare the ANN outputs with their
desired values, achieved test results and their desired values
have been drawn on the same platform in Fig. 3. In a similar
way 10 of 40 test results have been drawn on the real face
images in Fig. 4. The APE values belonging to all test results
were demonsrated in Fig. 5 for showing the overall system
performance graphically.
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Fig. 4 The ANN outputs are drawn on the real face images
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Fig. 5 APE values for all test results

Besides the numerical results indicate the system success
clearly, graphical results also confirm this success as well. As
it can be seen from Fig. 3, Fig. 4 and Fig. 5, the system is
very successful in achieving eyes from fingerprints according
to the evaluation metrics. Based on the observations, the
proposed system can be used an intelligent and efficient
translator that effectively converts fingerprints to eyes.

It is concluded that the fundamental novelty and diversity of
the proposed approach over the most other studies in
biometrics is that it is the first study that investigates the
relationships between fingerprints and eyes. In addition it
appropriately generates the eyes from fingerprints without any
information about them.

V. CONCLUSION AND FUTURE WORK

The most important objective of this research is to investigate
possible relationships between Fs&Es and to generate one
using another. Consequently an intelligent F2E was designed,
implemented and introduced for generating eyes from
fingerprints without any need of eye information. In addition
the relationships among Fs&Es are also experimentally
shown. The results indicate for the first time that there are
strong relationships among fingerprints and eyes. This is the
first step of an automatic and intelligent system that is capable
of accurately generating a face with all parts that include
eyebrows, eyes, nose, mouth, ears and face border. The
concept presented in this work would help to create some new
research fields in biometrics in addition to being applied in
many fields such as criminal applications. This approach also
would lead to create new concepts, research areas and
especially new applications in biometrics field.
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RFID Sistemlerinin Incelenmesi ve
Mikroislemci lizerinde Giivenli Olacak Sekilde

Gerceklenmesi
Kaan BULUT, Berna ORS, ilker YAVUZ

Ozet— Bu ¢ahsmada, oncelikle muhtelif RFID sistemleri, sistem
tasarim parametreleri acisindan incelenmis ve sifreleme acisindan
en uygun o6zelliklere sahip olan RFID sistemi tiirii belirlenmistir.
Daha sonra da bu RFID sistemi icin giivenlik acisindan en uygun
kripto algoritmasi belirlenmis ve sistemde kimlik dogrulama icin
bu algoritma kullamlmstir.

Bu cahsmada ilk once RFID sistemlerinin ortak bir tanim
yapilmis ve bu sistemlerin simrlamalar1 aktarilmistir. Daha sonra
RFID’nin alternatifi olan uzaktan tamima sistemlerine kisa bir
goz atilmistir. Bunun ardindan klasik bir RFID sisteminde olmasi
gereken sistem elemanlar1 tamitilmis ve buradan sistem tasarim
siirecine gecilmistir. Sistem tasarim siirecinde RFID sistemleri
degisik ozellikleri acisindan incelenmistir. Bu kapsamda RFID
sistemleri, calistiklar: frekans, sahip olduklar1 menzil, sagladiklar:
giivenlik, harcadiklar1 bellek alam ve giic acisindan
degerlendirilirmislerdir.

Son olarak RFID sistemlerinde kimlik dogrulamada kullamlmak
iizere eliptik egri kripto sistemi se¢ilmis ve mikroislemci iizerinde
gerceklestirilmistir.

Anahtar Kelimeler—RFID, Eliptik Egri Kripto Sistemi

I. GIRIS
Bu calismada radyo frekansli kimlik dogrulama (RFID)
sistemleri incelenmistir. Bu sistemler igerisinde giivenlik
icin kimlik dogrulamaya uygun o&zellikte olanlar
belirlenmistir.

RFID sistemlerinin giinimiizde pek ¢ok alanda bir¢ok
uygulamada kullanildig: bilinen bir gercektir. Bu uygulamalara
ornek olarak kapi giriglerinde personel karti okutma, magaza
cikislarinda kurulan alarm sistemleri ve giincel bir 6rnek
olarak da Istanbul’da Avrupa kitasindan Asya kitasina
gecerken kopriide kullanilan OGS ve KGS sistemleri
gosterilebilir. Gortldigi tizere bu sistemlerde karsilikli bir
bilgi aktarimi s6z konusudur. Bu sebepten bu uygulamalar
giivenlik agigina sahip olma tehdidiyle karsi karsiyadir. Bu
giivenlik agig1 ise istenmeyen kigilerin bu bilgileri ele
gecirmesi veya degistirmesidir. Bu istenmeyen durumun 6niine
gecilebilmesi i¢in RFID sistemlerinin igerdikleri bilgiyi sadece
dogru kisilere aktarmalar1 istenmektedir. Bunu saglamanin
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yolu ise bu sistemin alici ve verici olmak tizere iki tarafi
arasinda isleyen bir kimlik dogrulama protokolu olusturmaktir.
Bu c¢alismada uygun bir agik anahtarli kripto sistemi
kullanilarak bu dogrulama protokolii gergeklestirilmistir. Son
bolumde istenen glivenlik hedeflerine uyup uymadigi
belirlenerek bu sistemin gergek bir sistem olarak uygulanabilip
uygulanamayacagi tartigilmistir.

II. RFID SISTEMLERININ INCELENMESI

A. RFID Sistemlerinin Tanimi ve Sirlar:

RFID sistemlerinin en temel 6zelligi sistem igindeki
birimlerin ~ birbirleriyle = radyo  frekanst  araliginda
haberlesmesidir [1]. Bu genis frekans araliginda uygulamaya
bagli olarak uygun bir frekans secilerek sistemin alici ve verici
tarafi aymi frekansa ayarlanarak hava araciligtyla uzaktan
haberlesmeleri saglanir. Bu frekanslar segilirken uygulamanin
tipi Onemli olacagi gibi, yerel hukuki diizenlemeler de
sinirlayict olmaktadir [2].

RFID sistemlerinin gogunda istenen 6nemli bilgi aktarimi tek
yonludiir. Bilgiyi tasiyan ve istendiginde kars: tarafa génderen
birime etiket, etiketi sorgulayip bilgisini isteyen birime ise
okuyucu denir. RFID etiketleri, {irtin seri kodlart gibi bilgileri
saklayabilirler ve istendiginde okuyucuya radyo frekansinda
elektromanyetik dalga tstiinde gonderebilirler. En basit RFID
sistemi bu iki birimin karsiliklt haberlesmesi ile olusturulur.

B. RFID Sistem Elemanlart

RFID sistemlerinde
incelenebilir:

1. Veri tastyici olan etiket
2. Veri sorgulayici olan okuyucu
3. Arka planda ¢alisan bir veritabani

1) Etiket:

Etiket olarak adlandirilan parga, genel olarak istenen 6nemli
veriyi tastyan pargadir. Bu parga tipik olarak, veri saklamak
amactyla bir mikrogip ile bu veriyi istendiginde radyo
frekansinda elektromanyetik dalgalar araciligiyla okuyucuya
gondermek tizere kullanilan bir antenden olusur. Mikrogip ve
anten ortak bir kilifin iginde saklanirlar. Etiketlerin
smiflandirilmasinda kullamilan  en  temel  ozellikleri
kullandiklar1 giictin kaynagidir. Bu 6zellige gore etiketler aktif,
pasif ve yar1 aktif olmak tizere ii¢ sinifa ayrilirlar.

Aktif etiketlerin tizerinde kendilerine ait bir gii¢ kaynagi
bulunur. Bu sayede aktif etiket disaridan herhangi bir

kullanilan elemanlar {#i¢ pargada
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tetiklemeye gerek kalmadan kendi islemlerini baslatabilir. Bu
islemler arasinda veri isleme, kriptografi islemleri veya
menzildeki diger etiketlerle haberlesme gibi eylemler bulunur.
Ayrica aktif etiketler kendi irettikleri isaretleri okuyucuya
kendi kararlart neticesinde gonderebilirler. Bunun yani sira
aktif etiketler ¢ok zayif okuyucu sinyalleri ile de
calisabileceklerinden kullanilabilecekleri menzil daha genistir
ve bu da kullaniciya daha fazla bir uygulama cesitliligi saglar.
Aktif etiketler genelde okuyucudan yaklasik 30 metre
mesafeye kadar olan bir alanda islem gorebilirler [2]. Genelde
mikrogipin iginde sahip olduklari verileri isleyebilmeleri i¢in
bir mikroislemci, isledikleri verileri saklamak i¢in bir oku-yaz
bellek elemant ve ne tir islemler yapmalari gerektigini
bilmeleri i¢in de etiketin isletim sistemini barindiran bir de
sadece-oku bellek elemani bulundururlar.

Aktif etiketler de enerji kullanimlaria gore ikiye ayrilirlar.
Uyku moduna sahip olan etiketler, menzillerinde bir okuyucu
olmadigr zaman uyku moduna gegerek enerji tiiketimlerini
siirlandirirlar. Bu 6zelligi olmayan aktif etiketler ise stirekli
calisma halindedirler ve bu sebepten dolayi, onlar da enerji
tiiketimlerini diisiik tutmak i¢in daha diistik veri iletim hizi ve
bellek alani kullanmayi tercih ederler. Sekil 1°de 6rnek bir
etiket gosterilmistir:

Sekil 1. Ornek bir RFID etiketi
Pasif etiketlerin ise, aktif etiketlerden en biylik farklart
kendi iglerinde bir gii¢ kaynagi bulundurmamalaridir. Bu

sebepten  dolayi, okuyucudan kendilerine  gonderilen
elektromanyetik dalga tarafindan beslenirler. Ayni zamanda
okuyucuya geri veri gondermek gerektiginde de okuyucudan
gelen bu dalgayr kullanirlar ve geri-sagilim denilen bir
yontemle istenen bilgiyi okuyucuya geri gonderirler. Pasif
etiket cok simrlt bir giigle beslendiginden iletebilecegi veri ¢ok
siirlidir, en ¢ok da seri numarast gibi kimlik bilgileri
gonderilir. Bunun yani sira pasif etiketlerin menzili de oldukca
sinirhidir, ¢tinkt ilettikleri veriyi kuvvetlendirecek giigleri
yoktur, bu da gonderdikleri verinin belli bir mesafe sonra
giriiltitye karisip kaybolacagmi gosterir. Bu 6zelliklerinden
otirti pasif etiketlerin iclerinde mikroiglemci gibi ¢ok gii¢
harcayan birimleri barindirmasi miimkiin degildir. Bunun
sonucunda da kriptografi gibi bellek ve islem giicti isteyen
uygulamalarda kendilerine yer bulamazlar.

Aktif ve pasif etiketlerin yan1 sira bir de yari aktif etiketler
vardir. Bunlar pil yardimli etiketler de denir. Bu tiirdeki
etiketler mikrogip devreleri igerisinde bir giic kaynagi
barindirirlar ama bu gii¢ kaynagini sadece kendi devrelerine
giic vermek i¢in kullanirlar. Okuyucu ile haberlesmek igin ise
gene pasif etiketlerde bahsedilen yontemi kullanarak (geri-
sacilim yontemi) kendi gli¢ kaynaklarmi kullanmaktan
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kagmirlar. Bu tipteki etiketler kendi gii¢ kaynaklarina
dayandiklarindan pasif etiketlerden ¢ok daha fazla hesaplama
giictine sahiptirler ve pasif etiketlerden daha kisa bir siirede
okuyucuya cevap vermeye hazir duruma gegerler, ancak daha
fazla giic harcadiklar1 ve pahali olduklari tahmin edilebilir.
Ancak aktif etiketlerle kiyaslandiklarinda okuyucuya kendi
giiclerini kullanmadan cevap verdiklerinden daha az gii¢
harcarlar ama ayni1 sebeptertiirii menzilleri daha k 1sadir.

2) Okuyucu:

Bir RFID sisteminde okuyucunun goérevi, antenini
kullanarak etiketleri uyarmak, etiketlerin icerdigi veriyi
okumak ve bir ag araciligiyla bu veriyi bir sunucu bilgisayara
gondermektir [4]. Okuyucular da bellege sahip olup bu
bellekte veri saklayabilirler. Bu agidan okuyucu kavrami
yaniltict olmamalidir. Okuyucu, yapilan uygulamaya gore sabit
ya da gezgin olabilir. Okuyucudan etikete giden kanala “ileri
kanal”, etiketten okuyucuya olan kanala ise “geri kanal” denir
[3]. ileri kanalda okuyucu etikete elektromanyetik bir isaret
gondererek, eger etiket pasifse veya uyku modundaysa
oncelikle onu uyandirir. Etiketin pasif olmasi durumunda
etiketin igerigini thtiva eden veri geri-sagilim yontemiyle
okuyucuya geri gonderilir ve okuyucu da bu veriyi ya kendi
istiinde kaydeder ya da kendisine bagl arka planda ¢aligsan bir
bilgisayarin veritabanina kaydeder. Etiket aktifse, etikette bir
takim hesaplamalar yapilabilir ve olusturulan veri okuyucuya
geri gonderilir. Bu sekilde stirdiiriilen haberlesmede okuyucu
yoneten bir konumdadir.

3) Veritaban:

Okuyucu etiketin icerigini alip kendisine bagli olan
veritabanina yollar. Veritabaninda bu veri kaydedilebilir veya
bu verinin varligi veri tabaninda sorgulanabilir.

Ancak bu uygulamalarda unutulmamasi gereken bir sey de
veritabani ile okuyucu arasindaki veri iletiminin mevcut
durumda giivenli olmadigidir. Etiket ile okuyucu arasindaki
giivenligin kripto algoritmalar1 yardimiyla olusturulabilecegi
dnceden belirtilmisti, ancak veritabani ile okuyucu arasindaki
glivenligin - saglanabilmesi i¢in bagka Onlemlerin alinmasi
gerektigi agikardir.

C. RFID Sistem Ara Yiizii

RFID sisteminin elemanlarinin birbiri ile olan haberlesmesi

ve bu haberlesmede kullanilan yontemler incelenecektir.
1) Etiket-Okuyucu Baglantisi:

Etiket ile okuyucu girislerine ayni frekansta bir isareti
alacak sekilde bir rezonans devresi eklenir ve bdylelikle bagka
frekanslardan gelen istenmeyen isaretler bastirilmis olur. Etiket
aktif ise okuyucudan gelen bu isaret sadece etiketin
uyandirilmasini saglarken etiketin yari aktif veya pasif olmasi
durumunda ise iretilecek cevabin geri-sagilim yontemiyle
gonderilmesinde de ise yarar.

2) Veri Kodlama:

Okuyucu ile etiket arasindaki iletisim gerceklestirilirken
verinin de bir kodlama yapilarak gonderilmesi ise verinin
iletim kanalina tam olarak uyum saglamasini saglayacaktir. Bu
sekilde verinin enterferans ve bagska etiketlerin isaretleriyle
carpisma gibi olgulardan siyrilmasi da saglanacaktir [1].

Veri kodlama yapilirken gozetilmesi gereken kriterler,
kodlanan isaretin etikete tasiyabildigi giic miktari, sahip
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oldugu band genisligi ve diger etiketlerin yol actig1 carpisma
olayina olan bagisiklig1 olarak 6zetlenebilir [3].

Bu kriterler yakindan incelendiginde ilki i¢in etikete taginan
giicin maksimum olmasi istendigi sdylenebilir. Tkinci kriter
icin ise kodlanmus isaretin az bir band genisligi kullanmasi
istenmektedir ki bu sayede pek cok farkli isaret RFID
uygulamasma ayrilmis simirlt frekans bandinda kendine yer
bulabilsin. Son kriterde ise ¢arpismaya olan bagisikligin
yiiksek olmast istenmektedir ki ¢ok etiketin bulundugu
ortamlarda rahat c¢alisilabilinsin. Aslinda 2. ve 3. kriterlerin
¢ok sayida etiketin bulundugu ortamlar i¢in gegerli oldugu
sOylenebilir.

3) Modiilasyon:

fletim ortamn olan hava yoluyla verimli veri transferi
saglamanin ikinci 6nemli yontemi de gonderilen veriyi modiile
ederek gondermektir. Radyo frekansinda haberlesmede
gonderilecek veri, modiile edilen bir tasiyici dalga istiinde
tagtnir. Ug tiir sayisal modiilasyon sinifi vardir. Bunlar, genlik
kaydirmali  anahtarlama  (ASK), frekans kaydirmali
anahtarlama (FSK), ve faz kaydirmali anahtarlamadir (PSK) .
Her ¢ tiirtin de gii¢ tiiketimi, giivenilirlik ve band genisligi
kriterlerini saglama karakteristigi farklidir.

Okuyucudan etikete giden isaret, etiketin pasif olmasi
durumunda etiketten okuyucuya geri donen isaretten ¢ok daha
giiclii olacagindan bu isareti bastirmasi ihtimali vardir. Bu
ihtimali Onlemek amaciyla etiketten okuyucuya geri
dondirtilecek isaretin genelde gelen tasiyict dalganin
frekansinin bir orant olan farkli bir tasiyici dalga frekansinda
dondiiriilmesi saglanir. Bunu saglamak amaciyla etikette bir
frekans bolicti devresi kullanilir. Geri dénen dalganin
tastyicisina alt-tastyict denir.

1) Carpisma:

RFID sistemlerinin tasariminda karsilasilan onemli bir
problem de okuyucunun menzilinde olmasina ragmen etiketin
okunamamasidir. Bu tip bir problemle genelde ¢ok sayida
etiketin  bulundugu ortamlarda karsilagili. Bu sorunun
kaynagi, genelde etiketlerin ayn1 anda gonderdikleri verilerin
birbiri ile karigsmasi veya veri kaybina yol agmasidir. Bu tip bir
durumda etiketin saglikli bir sekilde okunabilmesinden
bahsedilemez. Bagka tiirde etkenler de “carpisma” denilen
olgunun ortaya ¢ikmasina yol agabilir. Ug tiir carpisma olayi
betimlenebilir:

e Tek okuyucu ve ¢ok sayida etiketin bulundugu ortamda
olusan ¢arpigsma

e Tek etiket ve cok sayida okuyucunun bulundugu ortamda
olusan ¢arpigsma

o iki veya daha fazla sayida okuyucunun ayni frekans araligin
kullanmalar1 neticesinde ortaya ¢ikan ¢arpisma olay1

Gelisen uygulamalar ile birlikte RFID sistemlerinde g¢ok
sayida etiketin ayn1 ortami  paylastigi  uygulamalar
yayginlasmaktadir. Bunlara 6rnek olarak, kiitiiphanecilik,
havaalani bagaj sistemi veya marketlerde tirtinlerin kodlanmast
gibi uygulamalar verilebilir [2]. Iste bu tip uygulamalarda
okuyucular, bir ortamda ¢ok sayida etiketin varligini
algilayabilecek sekilde tasarlanmalidirlar. Eger bu algilama
yapilamazsa okuyucu ayni anada birden c¢ok sayida etiketin
verisini almaya ¢alisacaktir ki bu durumun da c¢arpismaya yol
acacagi aciktir.
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Bu ¢arpismanin 6niine gecilebilmesi i¢in etiket ile okuyucu
arasindaki iletisim igin belli bazi kurallarin belirlenmesi
gerekmektedir. Bu kurallarmn  tiimiine ¢arpisma  dnleme
protokolii denir [2]. Pasif etiketlerin sahip oldugu hesaplama
yetenegi genelde diisiik oldugundan ve birbirleriyle iletisim de
kuramadiklar1 igin pasif etiketleri igeren uygulamalarda
carpismayl onleme meselesi ile okuyucu dogrudan sorumlu
olacaktir. Genelde okuyucunun bu sorunu ¢6zme yontemi
olarak belirlenen siirecte 6nce ortamda menzile giren tim
etiketlerin belirlenmesi, daha sonra da bu etiketlerin tek tek
tanimlanmasi1 gerekmektedir. Tek bir etiketi digerlerinden
tecrit ederek adresleme ve bu yolla tanimlama teknigine
tekilleme denir. Tekilleme teknigi uygulayarak ortamda
bulunan tiim etiketleri tammlayan okuyucu daha sonraki
asamada istedigi etikete bir tek onun adresini ya da tanimlama
numarasini kullanarak ulasabilir ve istedigi veriyi carpisma
riski olmadan ondan alabilir. Okuyucu ile etiket arasindaki
haberlesmede kullanilan ¢arpisma  onleme  protokolleri
kullanilan frekansa ve uygulamaya gore standard hale
getirilmeye calisiimaktadir.

2) Frekansla ilgili diizenlemeler:

Yerel hiikiimet diizenlemeleri, her iilkede RFID sistemler
icin kullanilabilecek elektromanyetik spektrum pargasini
belirlemektedir. Pek ¢ok RFID sistemi ISM (Industrial-
Scientific-Medical) bandinda c¢alismaktadir [3]. ISM band1
kullanimi, dasiik giic harcayan ve kisa menzile sahip RF
uygulamalart i¢in lisans gerektirmeyen bir dzellige sahiptir. Bu
bandlar ITU tarafindan belirlenmistir.

Diinya ¢apinda RFID sistemleri i¢in belirlenen en onemli
tastyict frekanslart 0-135 kHz, 13.56 MHz, 27.125 MHz,
40.68 MHz, 433.92 MHz, 869.0 MHz, 915.0 MHz, 2.45 GHz,
5.8 GHz ve 24.125 GHz olarak belirtilmistir [1]. Bu
frekanslarin  kullanilabilirligi her {ilkenin kendi yasal
diizenlemeleri tarafindan belirlenmistir [2].

III. RFID SISTEMLERINDE GUVENLIK KAVRAMI VE
GUVENLIGIN SAGLANMASI

A.  RFID Sistemlerinde Giivenlik Kriterleri

Guntimiizde pek ¢ok alanda birgok uygulamada kullanilan
RFID sistemleri gtivenlik sorunuyla karst karsiyadir. Bu
sorunun kokeninde etiket ile okuyucu arasindaki veri
transferinin  gozlenebilir olmas1 yatmaktadir. Etiket ile
okuyucu arasinda gonderilen veri araya giren bir gozlemci
tarafindan gozlenebilir. Bu gozlemci eger ilgili techizata
sahipse arada durmanin yani sira iletilen veriyi kopyalayabilir
veya degistirebilir. Bu tiir saldirilar 6nemli verilerin aktarildigt
RFID sistemleri igin kabul edilemez bir durumdur. Bu
durumun olusmasini engellemek i¢in giivenligi saglanamamis
bir ortam olarak kabul edilen etiket ile okuyucu arasindaki
hava ortaminda verinin gizli bir sekilde gitmesi saglanmalidir.
Bir RFID sisteminde giivenligin ne kadar 6nemli oldugu
kullanildigr uygulamaya baghdir ve once ilgili uygulamada
giivenlige ne derece ihtiya¢ duyuldugu belirlenerek bu konuda
ona gore tutum takinilmalidir.

Eger ilgili uygulamada giivenlik saglanmasina ihtiyag var ise
kullanilacak RFID sisteminin de 6zellikleri diigiiniilerek uygun
bir kriptografi algoritmasi belirlenmeye ¢aligilir. Bu algoritma
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belirlenirken degerlendirilen temel o&lgiitler algoritmanin
gerceklestirilebildigi bellek alani ile sisteme harcattigi giig
miktaridir. Tabi bu Oolciitler degerlendirilirken bir de
algoritmanin sisteme sagladigi giivenlik de gozetilmesi
gereken bir diger etmendir. Sonug¢ olarak, kullanilacak
algoritma belirlenirken ihtiya¢ duyulan bellek alani, harcanilan
giic ve bunun karsiliginda saglanilan giivenlik bir denge
olusturacak sekilde en iyi ¢Oziimii sunan algoritma
secilmelidir.

Bunlarda akla ilk geleni aktif bir etiketin sifrelenmis bir
kimlik bilgisini iginde barmndirmast ve sik sik sifreleme
amaciyla kullandigi anahtart degistirmesidir. Ancak anahtarin
cok sik degistirilmesi pil émriinti olduk¢a hizli tiikettiginden
en fazla saatte bir anahtarin degistirilmesi yontemi
Onerilmektedir [5].

Geleneksel sifreleme yontemleri arasinda 6nerilen ikinci bir
sifreleme yontemi ise iki tarafli bir soru-cevap formatinda bir
sifreleme algoritmasi kullanmaktir. Buna 6rnek olarak geligmis
sifreleme standardi (AES) algoritmasi verilebilir. AES,
simetrik anahtar kullanan ¢ok giiglii fakat fazla gili¢ harcatan
bir sifreleme algoritmasidir.

Cok kullanilan kriptografi yontemleri arasinda RFID
sistemleri tizerinde kullanilmasi onerilen bir diger yontem de
acik anahtar sifreleme yontemidir. Bir sonraki kisimda bu
yontem incelenecektir.

B. RFID Sistemlerinde Kullanilmasi Olasi Sifreleme
Algoritmalarinin Incelenmesi:

Acik anahtarli kripto sistemlerinde iletisimin taraflarindan
sadece biri, elinde protokolde kullanilacak olan sifreleme ve
sifre ¢6zme anahtarlarini bulundururken, sifreleme anahtarini
diger tarafa herkesin gorebilecegi sekilde giivenli olmayan
yoldan gonderir [6]. Diger taraf da bu anahtari alir, asil istenen
veriyi sifrelemede kullanir ve sifrelenmis halde verisini
giivenli olmayan yoldan karsi tarafa gonderir. Sifrelenmis
veriyi alan taraf ise kendi sifre ¢ozme anahtarini kullanarak
veriyi ¢ozer. Sifreleme anahtari giivenli olmayan bir yoldan
gonderildiginden sifre ¢ozme anahtarinin sifreleme anahtart ile
dogrudan bir bagi bulunmamasi ya da sifreleme anahtarina
bakilarak hesaplanmasinin pratik olarak imkansiz olmasi
istenmektedir. Bu c¢alismada ag¢ik anahtarli kripto sistemi
olarak eliktik egri kripto sistemi kullanilacaktir.

C. Eliptik Egri Kriptosistemi

Eliptik egri kriptosistemi (EEK) [11][12] bir ag¢ik anahtar
kriptosistemi olup RSA [13] a¢ik anahtar kriptosistemine
alternatif olarak 1985 yilinda one siiriilmistir. EEK’nin
giivenilirligi ayrik logaritma problemine (ALP)
dayanmaktadir. NESSIE (New European Schemes for
Signature, Integrity and Encryption) tarafindan yayimlanan
rapora [14] gore EEK daha kisa anahtar ile RSA kriptosistemi
ile ayni giivenlik seviyesi saglayabilmektedir. Ayrica ayni
anahtar uzunlugu i¢in EEK ile, RSA kriptosisteminden daha
hizli sifreleme yapilabilmektedir [14].

K gibi bir alan iizerinde tamml bir Eliptik Egri, asagida
verilen Weierstrass denkleminin ¢dziim kiimesi ve sonsuz O
noktalarinin birlesiminden olusmaktadir [15].

y2 +axy+ a53y =x+ a2x2 +a,x+ag (D
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Bu ¢6ztim kiimesi nokta toplama islemi ile bir Abelian Grup
olusturmaktadir. Olusturulan grubun birim elemant y ekseni
iizerinde oldugu varsayilan sonsuzdaki O noktasidur.

Coziim kiimesi bir grup olusturduguna gore, eliptik egri
tizerinde nokta toplama ve nokta carpma islemleri
P ve P, FEeliptik egrisi
tizerinde tanimli iki nokta olmak tizere bu noktalarin toplami
asagida verilen yontemle bulunur;

gerceklestirilebilmektedir.

P, ve P, noktalar1 bir dogruyla birlestirilir. Bu iki noktayi
birlestiren dogru eliptik egriyi ( gibi bir {iglincii noktada
daha keser. Bu (noktasinin X eksenine gére simetriginin
almmastyla P, + P, degeri bulunur. Ozel durumlar ele
almacak olursa , P} = P, gibi bir segimde noktalari kesen
dogru B, noktasindan gegen egriye teget gegen dogrudur.

1) GF(2™) Alam Uzerindeki Eliptik Egriler

GF(2") alaninda tammli ya da bagka bir deyisle alan
char(K) =2 eliptik
char(K) =2 olan eliptik egriler i¢in 1 esitligi ile verilen

karakteristigi olan egrilerdir.

Weierstrass denklemi sadelestirilebilir [10]. Bu doniigiim
egriye agagidaki gibi yansir;
E':y*+xy=x"+a,x’ +a, ®)
GF(2") i¢in P=(x,,y,), O=(x,,y,) € E eliptik
egrisi olmak tizere, P+ Q =(x;,y;)=F ve ilgili ara
degerler asagidaki gibidir;

—P=(x,n+x) )
=
— = P=
x1+x2 Q
A= “)
Xy
X1+—,P=Q
Y
A +A+x +x,+a,,P#Q .
LY
Y+ A+a,, P=0
Ay X)X+, PO ©
7 Ax, +x)+x,+y,,P=0
Carpmaya goére ters alma islemini donanim olarak

gercekleme yiiksek alan gerektirir. Degiskenler {izerinde
dontstimler yaparak projektif koordinat sistemine gegilirse, bu
koordinat sisteminde ¢arpmaya gore ters alma sayisi azaltilir.
Projektif koordinat sistemi bu ¢alismada kullanilacaktir.
2) Eliptik Egri Uzerinde Skaler Nokta Carpma Islemi
Eliptik egri iizerindeki temel islem bir noktanin k skaler

sayist ile carpmmudir. Q ve P tamimlanan egri iizerinde

noktalar, k bir tamsay1 olmak iizere nokta carpma islemi
asagidaki gibidir;
O=k.P %)
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Skaler carpma islemi P noktasinin kendisiyle K —1 defa
toplanmast anlamma geldigi i¢in asagidaki gibi bir gosterim
kullanilabilir;

O=P+P+..+P (4.49)
%f—J
k—1adettoplama
O=k.P carpmasi igin ikile-ve-topla  algoritmast

kullanarak islem gerceklenebilir [6]. Bu teknikte k degerinin
ikili tabanda gosterimi kullanilarak asagidaki gibi bir algoritma
uygulanir.

Algoritma 1 : Ikile-ve-Topla Algoritmas1

GiRis: k = (1k, ,---kk,), ve P =(x,y)
CIKIS: Q =kP =(x',)")

. QP

2. for i from 77— 2 downto O do
3. Q<«2Q

4, if k=1 then

5. O« QO+P

Projektif koordinatlarin  kullanildigt bir nokta ¢arpma
isleminde; nokta ciftleme ve nokta toplama islemleri
mevcuttur. Bu iki islemin gerceklenebilmesi ig¢in de modiiler
carpmaya gore ters alma, modiiler carpma ve modiler toplama
islemlerine ihtiyag vardir. Islemlerin hiyerarsisi asagidaki
sekilde belirtilmistir.

ELIPTIK EGRI KRIPTOSISTEMI
(Sifrelome! SifreCozme)

NOKTA CARPMASI

P ey

NOKTA IKILEME ve NOKTA TOPLAMA |

CARPMAYA GORE s
MODOLER TERS ALMa | | MODULER CARPMA

T

MODULER GARPMA

Sekil 2. Nokta Carpma islemi ve Bilesenleri

MODULER TOPLAMA

D. Bir RFID Sistemi I¢in EEK 'nin Ger¢eklenmesi

Bir RFID sisteminde kurulacak olan ECC algoritmali
sifreleme sistemi dogal olarak karsilikli islemler yapan bir
okuyucu ile aktif bir etiketten olusacaktir. Aktif etiketin iginde
sifreleme hesaplamalari yapabilmek i¢in bir adet mikroislemci
ve yeteri kadar bellek alan1 gerekmektedir.

Bu calismada mikroislemei  birimi  olarak  Silicon
Laboratories firmasmin C8051F060 uygulama gelistirme Kkiti
kullanilmistir [7]. Bu kitte bir adet seri port bulunmaktadir ve
eliptik egri iizerinde hesaplamalar yapildiktan sonra karsi
tarafa gonderilmesi istenen veri seri port {izerinden
gonderilecektir. Seri porta da HAC-UM 96 RF modem
baglandiginda {iretilen veri hava yoluyla génderilmeye hazir
hale gelecektir [8]. Karsi taraf i¢in de benzer yapida bir blok
kuruldugunda giivenli yoldan bir RFID sistemi kurulmus
olacaktir.
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1) C8051F060 Mikrokontrolér Kiti ve HAC-UM96 RF
Modem:

Giivenlik protokoliiniin gergeklenebilmesi igin etiketin de
okuyucu gibi kompleks islemleri yapabilmesi istenmektedir.
Bu sebepten dolayi iletisimin iki tarafi da hesaplama kapasitesi
bakimindan birbirine es kabul edilmekte ve simetrik olacak
sekilde hem etiketin icinde hem de okuyucunun iginde aym
mikrokontroldr birimi kullanilmustir.

Mikrokontroloriin -~ dig  diinya ile baglantis1 RS-232
protokoliinii kullanan UART iizerinden bir RF modeme
baglanarak gerceklestirilecektir. Bu modemin bazi 6zellikleri
su sekilde belirtilmistir:

e fletim sirasinda aktarilan gii¢ oldukea diisiiktiir ve 10 mW
kadardir.

e 433 MHz civarinda ayarlanabilen 8 kanal kullanan tastyici
frekans1 kullanmaktadir.

e Gauss frekans kaydirmali anahtarlama (GFSK) kullanan
sistem havada meydana gelebilecek olan girisime
(enterferans) ve iletilen bitlerde meydana gelebilecek
hatalara karst dayaniklidir ve bit hata orani oldukea diisiik
olmaktadir.

e 300 ile 500 metre arasinda degisen giivenilir iletim
menziline sahiptir.

e  Modem, bir UART cihazidir ve ona gonderilen veri uygun
cergeve iginde gonderilmelidir. Bu cihaz i¢in uygun
gergeve saniyede 9600 bit olmaktadir.

e 2 tane seri portu ve 3 tane arayiizii bulunmaktadir.
Kullandig arayiizler, TTL diizeyinde UART, RS-232 ve
RS-485dir.

e Digsiik gilic tiiketimine ve uyku modu 6zelligine sahiptir.
Veri gonderirken maksimum 40 mA akim kullanirken veri
alirken maksimum 30 mA akim kullanir ve uyku moduna
girdiginde maksimum 20 pA akim ¢ekmektedir [8].

RF modemin resmi ise Sekil 3°de gosterilmektedir.

Sekil 3. HAC-UM96 RF modeminin resmi [8]
2) Kimlik Dogrulama Protokolii
Kimlik dogrulama protokolii sistemin iki tarafi arasinda veri
transferi baslamadan once iki tarafin da birbirini sinamasi ve
tanimlamasi asamasint barindirir. Bu sistemde kullanilan
protokol Sekil 4* de verilmistir [9].

Okuyucu Etiket
reZ, X
X «rP >
< ec”Z,
y=ae+rmodn b4 >

yP+eZ = X ise kabul
et, yoksa reddet.
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Okuyucu Etiket
re’z
" X
X < 1P
ec”Z,
Y .

y=ae+r modn >
VP +eZ = X ise kabul

et, yoksa reddet.

Sekil 4. Schnorr’un kimlik dogrulama protokolii [9]

Bu tanimlama protokolii geregi ilk asamada kullanilan
parametreler tanitilmalidir.
r: okuyucunun kullandig1 gizli sifreleme anahtar1
P:  eliptik egri tizerinde tanmimlanmis x ve y koordinatlart
olan bir nokta
e: etiketin kullandig1 agik parametre
a: okuyucunun kullandig1 gizli parametre
Z: Z =-—aP islemi sonucu ortaya ¢ikar. Bu islem
okuyucunun i¢inde yapilir ve islemin sonucu olan Z
parametresi etikete gonderilir.

Burada gosterilen X =rP
carpma iglemidir.

Burada bahsedilen parametrelein hepsi de 163 bit
uzunlugundadir, yani 163 bitlik EEK uygulanmaktadir.

islemi eliptik e@ri skaler

IV. SONUCLAR

Bu ¢alismada ilk 6nce gesitli RFID sistemleri incelenmistir.
Bu incelemeler sonucunda giivenli uygulamar igin aktif
etiketlerin uygun oldugu gériilmiistiir. ISM bandinda 433 MHz
frekansin1  kullanan bir RFID sisteminin = giivenli olarak
gergeklemesi yapilmistir. Kimlik dogrulama igin ag¢ik anahtarli
kripto sistemi olan eliptik egri kripto sistemi kullanilmustir.
EEK 163 bit kullanilarak gerceklestirilmistir

Kimlik dogrulama igin Schnorr tarafindan onerilen kimlik
dogrulama protokolii kullanilmistir [9]. Bu protokol 8-bitlik
bir mikroiglemciler iizerinde gerceklenmistir. Okuyucu ve
etiket arasindaki haberlesme mikrpislemeci setine seri porttan
baglanmis RF modemler kullanilarak ger¢eklenmistir.
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Proposing a Wireless PKI Model Optimized for
M-Commerce Applications

Fariborz Mousavi MADANI, Iran BIMAR

Abstract—The  rapid advances in  wireless mobile
communication technology and the growth of e-commerce
applications have naturally led to the development of e-
commercial services on wireless medium through mobile phones.
As more mobile devices are developed, security issues of crucial
importance to the wired environment are resurfacing and
creating a similar degree of impact. PKI which assures security
issues in wired networks has difficulties to be implemented in
wireless medium due to the limited performance of mobile phone
such as less memory and less powerful CPU. Therefore a wireless
PKI customized to mobile phone is needed. In this paper we
present a wireless PKI for mobile phone based on the work
presented in Ref [1].

Keywords— Mobile phone, M-Commerce, Wireless Public Key
Infrastructure, Digital certificate, SCVP.

1. INTRODUCTION

OBILE wireless telephones, or cell phones, are those

who have shortwave analog or digital transmission
capabilities that allow users to establish wireless connections
to nearby transmitters. Today’s cell phone is rapidly evolving
to integrate with PDAs, thus providing users with increased
wireless email and Internet access. Mobile phones with
information-processing and data networking capabilities make
a new field of study named Mobile Commerce. Mobile
commerce is an electronic commerce contains some services
and applications, brought to mobile users via mobile devices
such as palmtops, PDAs. In order to deliver these mobile
services and applications over the Internet in a secure, scalable
and manageable way, new architectures and protocols
customized to wireless internet are essential. Basic Security
services defined in the literature [1]-[10] are confidentiality
and integrity of data, authentication, and non-repudiation.
Architectures and protocols customized to wireless Internet
must fulfill these services as those in the wired Internet.
Nowadays many security protocols on Internet and most
security applications for e-commerce are based on public key
cryptography [1]. Public key infrastructure (PKI) is an
integrated secure platform based on asymmetric encryption,
with a collection of mechanisms for creating, distributing and
using public key certificates to transmit user’s public key and
user’s identity in a secure and reliable way. Its combination
with wireless network technology leads to the wireless PKI
(WPKI).

School of Engineering, Alzahra University, Tehran, Iran.
mosavifl@alzahra.ac.ir, iran_bimar@yahoo.com
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WPKI optimizes the traditional PKI and applies it to the
wireless environment. Mobile phones have many limitations
of screen size, input utility, processing power and memory.
Especially, the processing power of many mobile terminals is
quite limited. This must be taken into account when
cryptographic algorithms are chosen. Therefore, the number of
cryptographic algorithms must be minimized and small-sized
algorithms must be chosen to reduce RAM requirements as
low as possible [1], [2]. Wireless data network presents more
constrained communication environment such as less
bandwidth and has different protocol compared to wired
internet protocol. In this paper, we propose a Wireless Public
Key Infrastructure (WPKI) model for mobile commerce. For
this purpose we will make some enhancements in WPKI
model presented in [1]. Section 2 introduces public key
infrastructure, its problems and limitations in mobile phone. In
Section 3 we describe the reference WPKI model, its
limitations and propose an enhanced model to acquit
limitations. The performance of the proposed WPKI is
analyzed in Section 4. Section 5 concludes this paper.

II. PKI AND ITS LIMITATIONS

Public key infrastructure (PKI) is an integrated secure
platform based on asymmetric encryption, with a collection of
mechanisms for creating, distributing and using public key
certificates to transmit user’s public key and user’s identity in
a secure and reliable way. In the PKI’s entities show in Figure
1, Certificate and CRL forms the core of PKI, hence verifying
the correctness of certificate is a fundamental building block
for public key applications. While digital certificates provide a
secure mechanism to identify and authenticate an entity via the
verification of a digital signature, there must also be
mechanisms in place to validate that certificate and the
associated private key. This issue is commonly known as
certificate validation and is based on the concept of certificate
revocation. Certificates may be revoked for various reasons,
including, but not limited to, change of name, change of
association between subject and CA and compromise or
suspicion of compromise of the corresponding private key.
There must be mechanisms in place for a requesting entity to
retrieve status information of a certificate that may have been
revoked. One method, as defined by [RFC3280] defines the
concept of certificate revocation lists (CRLs) that are used to
convey information about certificates revoked by a
Certification Authority (CA). Although CRL’s are in use in
many environments, they have some properties that make their
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use in mobile environments unattractive [6]. In particular, the
use of CRL’s requires additional processing by the client that
may be difficult to implement in a constrained mobile device.
Also, CRL’s are often quite large in size and thus raise
network latency and bandwidth issues [6].
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Fig. 1. PKI entities

The explosive growth of the Internet has fuelled the creation
of new and exciting information services. Mass-market, hand-
held wireless devices present a more constrained computing
environment compared to desktop computers. Because of
fundamental limitations of power and form-factor, mass-
market handheld devices tend to have [7]:

e Less powerful CPUs

e Less memory (ROM and RAM)

e Restricted power consumption

e Smaller displays

e Different input devices (e.g., a phone keypad)

Similarly, wireless data networks present a more

constrained communication environment compared to wired
networks. Because of fundamental limitations of power,
available spectrum, and mobility, wireless data networks tend

to have [7]:
e Less bandwidth
e More latency
e Less connection stability

Less predictable availability

In order to apply wireless PKI to mobile phone through
wireless internet with the same level of security as that of
wired internet, the following requirements must be satisfied
[1]:

e Select optimal digital
calculated in mobile phone
e Minimize data size to be stored in mobile phone and to

be transmitted through wireless bandwidth

signature algorithm to be
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e Optimize CMP protocol to be processed in mobile phone
and through wireless bandwidth
e Optimize certificate validation scheme

III. WPKI ARCHITECTURE

In this model, Yong Lee and her co-workers apply X.509
certificate as certificate of mobile phone, because verification
of mobile certificate is not difficult in the server with adequate
performance. Assumptions of this model are:

e Communication is between mobile phone and server as
content provider, and excludes communication between
mobile phones

e This model has one CA

e End entity such as a mobile phone or server has only one
public key pair and one certificate for one purpose

In this model, as Figure 2 shows, CA issues a certificate,
publishes its directory, and sends only URL of the certificate
to the mobile phone. When a mobile phone communicates
with server, the mobile phone sends URL of the certificate to
server, not the certificate itself.

CA Directory

i
lm

Acquisitidg of
Certificate usingy URL

URL of Certi Verification of

rtificate

T I Send URL of Certificate |

Send Short-lived Certificate or X.509 Certificate
Fig. 2. WPKI model

The server can easily access the directory and acquire the
certificate. Authors introduce Online Certificate Status
Protocol (OCSP), and the mobile phone delegates OCSP to
validate certificates rather than validation in the mobile phone
by itself.

For digital signature algorithm, mobile phone cannot
measure the generation time of RSA 1024-bit public key pair
because it takes so long time. Thus, the alternative digital
signature algorithm with same security level was required and
they chose ECC-based Elliptic Curve Digital Signature
Algorithm (ECDSA) that is recommended by [8] and [9]. For
ECDSA 163-bit key size, equivalent to RSA 1024- bit key
size; it takes shorter time to generate public key pair in mobile
phone than RSA algorithm [1].

For Certificate and CRL profiles they describe Wireless
X.509 certificate profile issuing for mobile phone and server,
and short-lived certificate profile issuing for server to reduce
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verification load of mobile phone. X.509 certificate consists of
basic field and extension field. To reduce size of certificate
they omitted some extension fields. Their profile defines that
names should not be reused for different entities and CAs
conforming to this profile should not generate certificates with
unique identifiers. Authority key identifier and subject key
identifier are used to identify the public key where an issuer
and/or subject have multiple signing keys. The private key
usage period extension allows the certificate issuer to specify a
different validity period for the private key than validity
period of the certificate. They also assume that the private key
usage period is same as the validity period of the certificate
and do not use this extension. For the issuer alternative names
extension, because they assume one CA, this extension was
omitted. The extended key usage indicates one or more
purposes for which the certified public key may be used, in
addition to or in place of the basic purposes indicated in the
key usage extension. Since applying OCSP for certificate
validation in this model, they use domain information and
authority information access extension for specifying how to
access of OCSP server. How a mobile phone securely requests
a certificate to CA and CA issues it to the mobile phone in this
model? They consider that the followings are requirements of
certificate request protocol as mentioned in [10]:

o Certificate request message is constructed at mobile
phone. This value should include a public key, end-
entity’s reference number like as ID and password. They
assume that other requested certificate fields, and
additional control information related to the registration
process are made in out-of-band

e A POP (Proof of Possession) of the private key
corresponding to the public key for which a certificate is
being requested value is included in certificate request
massage

e Method that the certificate request message is securely
communicated to a CA

To satisfy these requirements, they designed wireless
certificate management protocol and developed this protocol
on mobile phone. Since a password could be transferred to a
CA by hash value, confidentiality of the password could be
guaranteed. They use the public key as one time information
for prevention of replay attack.

For short-lived certificate, the mobile phone validates the
certificate through verifying only signature and valid period in
the certificate. The server acquires a certificate from directory
using URL of the certificate received from the mobile phone,
and sends mobile phone its certificate with CA’s certificate
and ARL (Authority Revocation List) together.

The assumptions made in this model require us to have just
one CA. So if the number of CAs exceeds one, certification
path cannot be supported. Moreover, an entity is forced to
have just one certificate. So limitations of this model are
summarized as:

e No more than one CA

e No more than on certificate for mobile user
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Having one CA decreases flexibility of the model. Because
lots of organizations have their own rules which rises
consistency issues. Also, it is difficult to convince all users to
take their certificates from one CA. This model is more
suitable for domestic markets due to limitations of one CA and
one certificate per user.

A. The Proposed WPKI Architecture

In this section we briefly describe Server-Based Certificate
Validation Protocol (SCVP) as an alternate for Certificate
Validation Scheme in this model. As Figure 3 shows, we
substituted OCSP with SCVP.

A Directiney
i, -

=1
] gl
Acruisitidg of

Cernficate using, URL
or CRL

URL of Cortifyfiue

T | Semd LIRL of Certificats * |

Send status of cetficate (SCVF Response)

Fig. 3. SCVP Based WPKI

The Server-Based Certificate Validation Protocol (SCVP)
allows a client to delegate certification path construction and
certification path validation to a server. The path construction
or validation (e.g., making sure that none of the certificates in
the path are revoked) is performed according to a validation
policy, which contains one or more trust anchors [9]. It allows
simplification of client implementations and use of a set of
predefined validation policies. With this protocol we can
exclude the assumption of having one CA from Model.

B. SCvpP

As we mentioned before mobile phone is burdened with the
overhead of constructing and validating the certification paths.
SCVP reduces this overhead for two classes of certificate-
using applications [9]. The first class of applications wants
just two things: confirmation that the public key belongs to the
identity named in the certificate and confirmation that the
public key can be used for the intended purpose. Such clients
can completely delegate certification path construction and
validation to the SCVP server. This is often referred to as
delegated path validation (DPV).

The second class of applications can perform certification
path validation, but they lack a reliable or efficient method of
constructing a valid certification path. Such clients delegate
certification path construction to the SCVP server, but not
validation of the returned certification path. This is often
referred to as delegated path discovery (DPD) [9]. In
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constrained execution environments, such as telephones and
PDAs, memory and processing limitations may preclude local
implementation of complete, PKIX compliant certification
path validation [9]. The Delegated Path Validation (DPV)
protocol allows a server to validate one or more public key
certificates on behalf of a client according to a validation
policy. If the DPV request does not specify a validation
policy, the server response must indicate the validation policy
that was used. Policy definitions can be quite long and
complex. Hence mobile phone can simply reference a
validation policy or accept the DPV server's default validation
policy. The certificate to be validated must either be directly
provided in the request or unambiguously referenced [9].
Based on our WPKI Model, mobile phone prepares URL of
certificate in DPV request. The DPV server must have the
certificate to be validated. The DPV server must include either
the certificate or an unambiguous reference to the certificate
(in case of a CA key compromise) in the DPV response [9]
and [10].

For the client to be confident that the certificate validation
was handled by the expected DPV server, the DPV response
must be authenticated, unless an error is reported (such as a
badly formatted request or unknown validation policy). There
are two mechanisms for validation of SCVP responses [9]:

e Based on the client's knowledge of a specific SCVP
server key (simple key validation)

e Based on validation of the certificate corresponding to
the private Key used to protect the SCVP response. (
SCVP Server Certificate Validation)

The simple key validation method is where the SCVP client
has a local policy of one or more SCVP server keys that
directly identify the set of valid SCVP servers. Mechanisms
for storage of server keys or identifiers are a local matter. For
example, a client could store cryptographic hashes of public
keys used to verify Signed Data responses. Alternatively, a
client could store shared symmetric keys used to verify MACs
in Authenticated Data responses. Because of limitation of
mobile phone mentioned in the last section, SCVP Server
Certificate Validation is not advisable, hence we don’t
describe it.

IV. PERFORMANCE ANALYSIS

This section analyzes the performance of the proposed
model in comparison to the antecedent Model. At the 163-bit
ECC/1024-bit RSA security level, an elliptic curve
exponentiation for general curves over arbitrary prime fields is
roughly 5 to 15 times as fast as an RSA private key operation,
depending on the platform and optimizations [8]. Since the
short-lived certificate has excluded from the proposed model,
181 bytes is removed from the model. In certificate validation
scheme, SCVP is the best choice for certificate validation to
the mobile phone, the mobile phone does not need to acquire
CAs certificate and ARL from directory or send short lived
certificate to OSCP. This reduces the number of transactions
between mobile phone and the wired system through wireless
bandwidth. In the proposed WPKI model, the mobile phone
has only two stages for certificate validation through SCVP
request and response.

Bildiriler Kitabi

WITH INTERNATIONAL PARTICIPATION

Certificate validation cost of the proposed scheme is not
increased, compared to the validation cost of the wired PKI.
The validation cost of the wireless PKI is same as the cost of
the wired PKI in the worst case as follows. In wireless PKI,
certificate validation procedure is the same as the wired PKI.
To save the cost due to expensive wireless bandwidth, we
need to optimize the certificate validation procedure in
wireless link. Instead of the procedure that user terminal
directly requests and download CA certificate and ARL from
directory, after server validate the certificate which mobile
phone requested, the server sends the status of certificate to
user terminal in the short size scheme. Therefore not only the
CA certificate and ARL of the directory are not transferred to
the user terminal but also user terminal doesn’t do anything
more to validate certificate. Thus the cost of direct download
of CRL from directory and certificate download from server in
user terminal is reduced. Compared to the antecedent model,
because SCVP request/response procedure is substituted to
OCSP procedure and server, the number of the total
transactions is decreased to two and of course the big size of
CRL is not transferred through wireless link, so the wireless
bandwidth is saved. Also unlike the antecedent model, having
more than one CA 1is conceivable and certificate path
validation is available. Also based on [1] comparing wireless
CMP to RFC2511 and RFC2510 as the certificate
management protocol for wired PKI, the module size of the
WCMP is smaller than the wired CMP, nevertheless having
the same functionality [1].

V. CONCLUSION

In this paper, we proposed wireless PKI technology that
provides similar security level as wired PKI supporting mobile
phone. The proposed wireless PKI model aimed at secure M-
commerce based on mobile phone through wireless
communication. On the mobile phone with low performance,
we selected ECDSA algorithm to reduce the computational
complexity of public key algorithm. To reduce the complexity
of certificate validation, we suggest the Server-Based
Certificate Validation Protocol (SCVP) which allows a mobile
terminal to delegate certification path construction and
certification path validation to a server.
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Coklu Etmen Sistemlerinde Rol Tabanli Erigim

Denetimi i¢cin Bir Yaklasim Onerisi
Fatih TEKBACAK, Tugkan TUGLULAR, Oguz DIKENELLI

Ozet—Bu cahsmada, su anda yaygin olarak kullanilan
sozdizimsel rol tabanh erisim denetimi (RBAC) yaklasimlar ile
beraber calisabilecek ontoloji giidiimlii bir rol hiyerarsisi
ve katmanh bir erisim denetimi mimarisini coklu etmen
sistemlerinin rol tabanhh etmenlerinde uygulayabilmek
amaclanmaktadir. Bu dogrultuda XACML (eXtensible Access
Control Markup Language) modeline dayalh bir sekilde
OWL anlamsal veb dili ve SWRL kural dili kullanarak
ontoloji giidiimlii erisim denetim modelinin gelistirilmesi
diisiiniilmektedir.

Abstract—In this study, our goal is to develop an ontology
based role hierarchy that could collaboratively process with
syntactic role based access control (RBAC) approaches and
apply a multi-tier access control architecture on role based
agents of multi agent environments. In this way, the focus is on
the development of an access control model based on XACML
(eXtensible Access Control Markup Language) by using OWL
semantic web language and SWRL rule language.

Anahtar Kelimeler—Ontoloji, OWL, politika, RBAC, XACML

I. GIRIS
ON donemlerde gelisen yiiksek performansl bilgisa-
S yarla hesaplama ve ag teknolojileri, genis lcekli dagitik
uygulamalarin fazlalagmasina sebebiyet vermistir. Bu uygula-
malarin 6zellikle evrensel olarak kullanilan internet iizerinde
veriye ve diger uygulamalara erisimi 6nemli bir gereksinim
olarak karsimiza ¢ikmaktadir. Veb servisleri ve yazilim etmen-
leri gibi bu amaca hizmet eden ve bir ag tizerinde bilginin
paylasilmasini saglamak i¢in standart protokolleri kullanan
teknolojilerde de erisim denetimine ihtiya¢ duyulmaktadir.
Erisim denetimi siklikla bir sistemdeki kaynaklara erisim
kisit1 koymak seklinde betimlenerek bu kaynaklarin sadece
ayricalia sahip olan elemanlar tarafindan kullanilabildigi
ongoriilmektedir. Rol tabanli erisim denetimi (RBAC)
yaklasiminda ise sistemdeki elemanlarin erisim haklari,
gorevlerine ve gerceklestirdikleri eylemlere gore diizenlenir
[1].
RBAC modelleri; organizasyonel yapilari, modelleme
yetenekleri ve yonetimsel yiikleri azaltma potansiyelleri ile
yogun bir sekilde calisilan aragtirma konularindandir. Rollerin
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kalittm hiyerarsisi sayesinde elemanlarin birbirleri ile olan
iligkileri rol seviyesinde diizenlenir. Bu yaklasimla birlikte
erisim kisitlar1 rollere verilerek bu rollere sahip elemanlarin
yonetimi daha kolay bir sekilde gerceklenir. RBAC modeli
yaygin olarak kabul edilmekle birlikte varolan bir sisteme
uygulanmasi bazi problemlerle karsilagilmasina neden olabilir.
Ornegin, varolan sistemlerin bir kismi rol bazinda organize
edilmemig olabilir. Fakat dagitik ortamlarin ¢aligmasinda kul-
lanilan rol bazli yaklasimlar, dzellikle yazilim etmenlerinin rol
tabanli ve hedef giidiimlii mimarileri i¢in uygun bir ¢oziim
olanagi sunmaktadir [2].

Anlamsal Veb baglaminda ontolojiler, kavramlarin ve
aralarindaki iligkilerin bigimsel tanimlamalarin1  saglar
ve anlamsal seviyede heterojen ortamlarin  birlikte
calisabilirliginin {istesinden gelmek amact ile kullanilir.
Bu yaklasim, su ana kadar deklaratif veya sozdizimsel
olarak gerceklenmeye calisilan erigim denetimi politika
tanimlamalarinin  ilgili kavramlarinin veya bu kavramlar
arasindaki iligkilerin, gelistirilebilecek ontolojiler yardimi ile
standart bir gosterime sahip olmasini saglayabilir. Boylece
RBAC modeli anlamsal bir dil olan OWL ve kural dili olan
SWRL yardimu ile gelistirilebilir [3].

II. GECMIS CALISMALAR

Ozellikle veb servisleri iizerinde kullanilmak igin tasarlanan
XML tabanli - giivenlik dilleri, kapsamli ve biitiinlesik
giivenlik = ¢oziimleri sunmay:1 hedeflemektedir. Bununla
beraber ‘erisim  kontrolii alaninda politikalar olusturmak
ve erisim kontrol kurallar1 belirlemek amact ile bir
dil ve bu yapiyr uygulamaya koymak icin bir mimari
tizerinde c¢aligmalar yapilmigtir. Bu c¢alismalardan genel
tanimlamalart bulunan XACML(Extensible Access Control
Markup Language) [4] ve X-RBAC(XML Role Based Access
Control) [5] ile veb servisleri iizerinde yapilan ¢alismalarda
kullanilabilen WS-Policy [6] kavramlar1 akademide ve
endiistride kabul gormiis yaklagimlar olarak karsimiza
cikmaktadir.

XACML, erisim denetimi politikalarini ifade, degis tokus ve
standartlagtirma amaci ile son donemde OASIS tarafindan

onerilen bir yaklagimdir. XACML, kendileri XML dili
ile gosterilen nesnelerin yetkilendirme politikalarinin
da XML'de tamimlanmasi amaci ile tasarlanmistir ve

cogu politika gosterim mekanizmalarinin iglevselliklerini
de tamimlayabilmektedir. Ayrica farkli  kurallann  ve
farkli politikalar1 degisik durumlar altinda birlestirebilme ve
RBAC ile kaynak koruma politikalarin1 konfigiire edebilme
yetisine sahiptir.
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X-RBAC ise RBAC modelinin genigletilmis haline
dayandirilmistir. X-RBAC, farkli alanlarda bulunan ortamlarin
arabuluculuk politikalarint belirtmek icin bir cati sunar ve
RBAC modelini zamansal kisitlar, rol nitelikleri, igeriksel
haller ve durum degisimlerinin 6n kosullar ile genisletmeye
caligir.

XACML ve X-RBAC, XML tabanhh yaklasimlardir
ve bircok dagiitk  uygulamada  kullanilmaktadirlar.
Bununla beraber, XML politika tanimlamalari makine
yorumlamasi seviyesinde yeterli olamamaktadir. XML DTD
ve semalar1 verinin sozdizimsel belirtimlerinde yeteri kadar
esneklik saglar. Fakat verinin yorumlanmasi iizerindeki
anlagmalarda yeterli basarty1 gosterememektedirler, ¢linkii her
uygulama alani kendi terimlerinin anlamlar1 {izerinde
anlagmaya varmak zorundadir. Giivenlik politikalarinin
makine tarafindan yorumlanmast, belirlenen bir
politikanin  yanlis kullanimmi veya hatali bir gsekilde
yayilimini engellemek agisindan 6nem tagimaktadir.

Anlamsal veb arastirmalari, giivenlik gereksinimlerinin nasil
tanimlanacag: lizerinde de odaklanmaktadir. KAoS [7], veb
servisleri, dagitimli hesaplama ve coklu etmen sistem plat-
formlar1 icin politikalar hakkinda gosterim ve c¢ikarsama
tizerine kurulu OWL tabanli bir yaklagimdir. KAoS; insan,
etmen ve diger islevsel aktorlerin organizasyonlarini iceren
alanlar hakkinda gosterim ve cikarsama yapmak amaci ile
ontolojilerden yararlanir. Rei [8], politikalarin anlamsal bir
gosteriminin iizerine kurulu 6dev mantig1 tabanli bir politika
dilidir. Ponder [9], dagitik sistemlerin ve aglarin yonetimi i¢in
gelistirilmis nesne tabanli bir politika dilidir. Ponder dilinin
gelistiricileri KAoS ve Rei’de kullanilan politika yonetim
kavramlariin birgogunun onderligini yapmistir. Fakat bu
calismalarin hi¢biri RBAC politika belirtimlerini icermedigi
icin bu yondeki ihtiyaci karsilamak gerekmektedir.

Son donemde dagitik bir ortamda gergeklestirilebilecek
uygulamalarin giivenlik politikalarin1 dogru bir sekilde an-
layabilmek ve yorumlayabilmek amaci ile, RBAC poli-
tikalarinin gosterimi icin OWL dili kullanilarak ontolojiler
gelistirilmeye ve SWRL dili kullanilarak kurallar arasinda
sonu¢ c¢ikarilabilir iligkiler kurulmaya calisilmaktadir [3].
OWL, betimleme mantiginin RDF dilindeki gosterimlerinin
lizerine kurulu bilgi gosterim dilleri ailesindendir. Buna
dayali olarak politikalar tanimlarken OWL dilinin kul-
lanimi birgok avantaj icermektedir. Tlk olarak bircok politika
dili; hedefleri, nesneleri, eylemleri ve zaman, mekan gibi
diger kisitlar1 iceren smuflari tamimlamalidirlar. Bir politika
gelistirilirken onun mevcudiyeti bu siniflarin agik bir sekilde
belirlenmesi ile olusturulabilmektedir (tam zamanh is¢i veya
umuma agik yazict kavramlart gibi). Bu durum, ozellikle
politikalarin kendi alanlarinda gemalar1 ve veri modellerine
sahip farkli organizasyonlar tarafindan paylasildiginda ciddi
bir 6nem tagimaktadi. OWLin ikinci bir avantaji da
analiz ve calistirma safhalarinda kullanilmak amaci ile diger
mantiksal bicimlere doniistiiriilebilmesidir. Bu yaklagimla da
rol tabanl erisim denetiminin hangi kisimlarinin betimleme
mantig1 ile, hangi kisimlarinin ontolojik ¢ikarsama gereksinim-
leri ile 6zdeslesebilecegine dair ¢alismalar yapilmaktadir [10],
[11].

Veb servisleri iizerinde kullanilan WS-Policy genel modeli
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ile XML tabanl politika gosterimleri ve bu politikalarin dogru
calistiklarinin  gozlenebilmesi amaci ile sistem mimarileri
iizerinde durulmustur [12]. Ardagna ve arkadaslarinin
yaptigt [12] c¢alismada kullanilan politikalarin  yonetimi,
degerlendirilmesi ve karar verilmesi asamalarindan olusan
tic katmanli servis mimarisinin yazilim etmenlerinde de ben-
zeri bir sekilde uygulanabilecegi goriilmiigtiir.

III. SISTEM MIMARISI

Erisim denetimi politikalarin1 ¢oklu etmen mimarilerinde
uygulayabilmek amact ile karsilanmasina ihtiyag duyulan;
birimsellik, politika dilinden bagimsizlik, genisletilebilirlik,
yeniden kullanilirhik, yiiksek performans, donanim ve
yazilimdan bagimsizlik gibi gereksinimler bulunmaktadir.

Sekil 1’de gosterilen mimari veb servisleri iizerinde
gerceklestirilen benzer bir yaklagimin [12] coklu etmen sis-
temlerine entegrasyonunu ele almaktadir. Sistem, kullanict et-
meni, politika karar etmeni(PKE), politika degerlendirme et-
meni(PDE), politika yonetim arayiizii ve politika veri havuzu
isimli bilesenlerden olusmaktadir.

A. Kullanict Etmeni

Rol tabanh erisim hakkina sahip olabilmek amact ile
PKE’ye talepte bulunur. Bu talep sonucunda sahip olabilecegi
haklar veya eger bir hakka sahip olamayacaksa bir istisna
tanim1 kullanici etmenine geri doner.

B. Politika Karar Etmeni

Kullanict etmeninden gelen talepleri PDE’ye aktarir ve
geri donen taleplerden erisim hakki verilmigse erisim hakkint,
verilmemisse sahip oldugu istisna isleme ontolojisi yardimu ile
erisim kontroliine neden sahip olmadigina dair bilgileri kul-
lanic1 etmenine dondiriir. C)rnegin, kullanic1 sertifikasinda
PDE’nin kontrolii sirasinda uygun olmayan bir parametre ile
karsilasildiginda erisim hakkinin bu yiizden verilemeyecegi
kullanict etmenine bildirilir. Ayrica PKE’nin farkli PDE’lerin
oldugu bir platformda talepleri birden ¢ok PDE’ye yollama
ve gelen verileri tiimlestirip kullanici etmenine gonderme gibi
arabuluculuk 6zelligine de sahip olmasi diistiniilmektedir.

C. Politika Degerlendirme Etmeni

PKE’den gelen talep dogrultusunda kullanici etmeninin ser-
tifika bilgilerini kontrol ettikten sonra, Politika Veri Havuzu’na
giderek o roliin diger bir etmen iizerinde sahip oldugu
yetkileri, gerektiginde c¢ikarsama yaparak, dondiiriir. Politika
veri havuzunda bulunan roller ve yetkilere goére PDE’de
degerlendirme yapilmalidir.

Farkli etmen platformlarinda bulunan PDE’ler veya bu
gorevi iistlenen veb servislerine PKE’den gelen talep
ayn1 anda iletilir. Bu taleplerin sonucunda farkli ortam-
lardan donen bilgiler XACML politika entegrasyon al-
goritmalart [13], [14] yardimi ile PKE’de degerlendirilip
yetkilere uygun kararlar verilir. Boylece coklu etmen sis-
temlerinin otonom calisan hedef giidimlii etmenleri, erisim
denetimi hedefini gerceklestiren etmenlerden aldiklari geri
bildirim dogrultusunda caligmalarina devam ederler.
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Sekil 1. Coklu etmen sistemleri igin erisim denetimi mimarisi

D. Politika Veri Havuzu

Rolleri, rollerin sahip oldugu hedefleri ve rollerin sahip
oldugu erisim politikalarini iceren bir bilgi tabanidir. Sistem
yoneticisi tarafindan Politika Yonetim Araytizii yardimi ile
siirekli olarak yaratma/okuma/giincelleme/silme operasyon-
lart ile sistemin giincel tutulmasina katkida bulunur.

E. Politika Yonetim Arayiizii

Politikalarin  girilebilmesi i¢in yOneticiye bir arayiiz
sunulacaktir. Bu asamada varolan arayiizlerden de yarar-
lanilmas: diislintilmektedir [15], [16]. Bu arayiiziin 6nemli
avantajlarindan bir tanesi gecersiz politikalar girmenin engel-
lenmesi veya bir role ait birbiri ile celisen ekleme/giincelleme
operasyonlarinin  yapilabilmesidir. Bu arayiiziin i¢ermesi
diistiniilen gecerlik sinamasi islevi sayesinde [17] politikalarin
iyi bicimlendirilmis olarak Politika Veri Havuzu’'nda tutula-
bilmesi saglanacaktir.

Veb servisleri iizerinde uygulanan yaklasimda [12], poli-
tikalarin XML dosyalart icerisinde bulunmasi ve politika am-
bart ad1 altinda bir iligkisel veritabaninda tutulmas: 6ngoriiliip
bu veriler Servis, Metod ve Politika Konumu 6zelliklerine ait
bir ¢okuzlu olarak tanimlanmakta iken ¢oklu etmen sistem-
lerinde bu yapinin Rol, Hedef ve Yetki seklinde tutulmasi plan-
lanmaktadr.

IV. ERiSIM DENETIMI POLITIKALARININ

ANALIZI
XACML, vebde bulunan kaynaklar {izerindeki poli-
tikalart belirtmek amaci ile kullanilan ifade yetenegi

yiiksek, OASIS standardi cercevesinde tanimlanan XML ta-
banli bir dildir. XACML gibi ifade yetenegi yiiksek poli-
tika dilleri ile beraber c¢oziilmesi gereken yeni durum-
larla da karsilagilmaktadir. Ornegin, kullanicilar, giivenlik
politikalarinin i¢inde bulunduklar1 sistemdeki etkisini ve
sonuglarint anlamakta giicliik ¢cekmektedir. Bununla beraber,
erisim denetimindeki en dnemli durum, tanimlanan politikalar-
daki yetkilendirmelerin yetki dig1 varliklara izin vermesi ve bu
durumun elle kontrol edilmeye calisilmasidir. Boylece eksik
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tamimlanmis giivenlik politikalari, saldirganlara istemeyerek de
olsa erigim yetkisi verilmesine neden olabilmektedir.

Bahsedilen problemlerin iistesinden gelebilmek amaci ile,

XACML bigimlendirmesinin dogrultusunda, birinci derece
manti@in karar verilebilir alt kiimelerinden olusan bir dil
ailesinin mensubu olan betimleme mantigi (DL) ve veb
ontoloji dili (OWL) kullanilarak caligmalar yapilmaktadir
[18]. Politika analizinin, betimleme mantiginin c¢ikarsama
yetenekleri ile Ortiismesi, daha Onceden betimleme
mantig1 kavramlari temel alinarak gergeklestirilmis ¢ikarsama
motorlarinin kullanilabilmesine  olanak  saglamaktadir.
Tanimlanilacak catiyr betimleme mantig1 ve sonug olarak veb
ontoloji dili ile olusturmaya caligmanin bazi yararlar1 vardir
[18]:

o« OWL dilinin dogas1 geregi isimlendirme amaci ile URI
tanimlamalar1 kullanmasi ve ontolojiler arasinda linkler
gerceklestirmeye izin vermesi, veb kaynaklari iizerinde
bir erisim = denetim dili i¢in uygun olabilecegini
gostermektedir.

¢ OWL le politikada kullanilan
ontoloji tabanli tanimlamalar ile
yaklagimlart  gelistirilebilir. ~ Betimleme  manti§ina
dayali c¢ikarsama motorlart kullanilarak politikanin
bulundugu alanin tanimlamalar1 ile politikanin kendisi
entegre  edilebilir.  Makine tarafindan islenebilir
standart bir dil ile politikalarin kendi alanlarinda
tanimladiklar1 kavramlar, veb iizerinde paylasilabilir ve
tekrar kullanilabilir.

nesneler  igin
erisim  denetim

Kolovski ve arkadaglarinin  yaptigi caligmalar [18]
dogrultusunda, kendi calismamizda da agik kaynak kodlu
bir betimleme mantig1 ¢ikarsama motoru olan Pellet [19]
kullanilmasi diisiiniilmektedir.

A. XACML’e Genel Bir Bakig

XACML politikalarinin -~ kokiinde Policy ve PolicySet
kavramlar1 bulunmaktadir. PolicySet, diger Policy ve PolicySet
tanimlamalarini  tutan bir barindicidir.  Bunun yaninda
uzaktaki sistemlerde bulunan politikalara olan referanslari da
tutabilmektedir. Bir Policy, yalnizca bir erisim denetimi
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politikasin1  gosterebilmekte ve Rule olarak tanimlanan
kurallar kiimesi ile ifade edilebilmektedir. Her XACML
politika belgesi sadece ve sadece bir Policy veya PolicySet
kok elemanini icermektedir. Bununla birlikte bir Policy
veya PolicySet, birden fazla politika ve herbiri farkli erigim
denetimi kararlarin1 etkileyebilecek kurallardan meydana
gelebilmektedir.

Oznitelikler, bir XACML politikasinin en temel birimidir.
Erisim talebinin yapilmasinda yardimci olan Subject,
Resource, Action veya Environment tanimlamalarinin tipik
ozelliklerini gosterir. Ornegin, bir kullanicinin rolii, erigmek
istedigi dosya, su anki zaman gibi kavramlarin hepsi
oznitelik degerleridir. XACML’de gosterilen erisim talepleri,
oznitelik-deger ciftlerinin bir listesini ifade etmektedir.

Rule olarak tanimlanan kurallar, XACML’in karar verme
asamasindaki en temel elemanidir. Aslinda bir Rule, erigim
istegini girdi olarak alan ve erigsimle alakali izin verip
vermemeye karar veren bir fonksiyondur. Eger bir kural, bir
erisim talebine uygulanabilecek ise, Target elemani kullanilir.
Bir Target, verilen bir talebe uygulayabilmek amaci ile bir
kurala uyan Subject, Resource ve Action tanimlamalari icin
kullanilan en basit durum setidir.

B. Politika Ifadeleri

[11] ve [18] caligmalarinda kullanilan erigim poli-
tikalarindaki Subject, Action ve Resource kavramlarinin betim-
leme mantig1 tamimlar1 ve rollerine eslestirilmesi yaklasimi,
calismamiza da yol gostermektedir. Diisiiniilen yaklasima
gore, varolan bir alan1 modellemede kullanilan ontoloji ve
altsinif iligkilerinden yararlanarak bu ontolojideki kavramlar
ile politika varliklar1 birbirine baglanabilecektir.

Alan ontolojileri kullanarak yaygin politika tabirlerinin be-
timleme mantiginda nasil ifade edilebilecegi bazi durumlar
temel alinarak gosterilebilir [11], [18]:

o Rol hiyerarsileri altsimif aksiyomlari ile kolayca ele
almabilir. Bir altsimif, mirasini aldigi st sinifin erisim
ayricaliklarina sahiptir.

o Oznitelikler tizerindeki hiyerarsiler,
mantig1 kullanilarak ele alinabilir.

o Gorev ayrimi kisitlari, ayrisik aksiyomlari yardimi ile
yakalanabilir.

o Nicelik kisitlari, verilen herhangi bir dznitelik iizerinde
ifade edilebilir.

betimleme

C. XACML’de Rol Tabanli Erisim Denetimi

XACML deki rol tabanl erisim denetiminin
politikalar1 ifade edebilmek igin sahip oldugu profil,
temelde bes tane veri elemanindan meydana gelir [20]:

Kullaniciar: XACML’in  Subject tamimmi kullanilarak
gerceklenirler.
Roller: XACML’in Subject Ozniteliklerinden bir veya

birkagini kullanarak ifade edilirler. Rollerin seti, uygulama ve
politika alanina 6zgiidiir.

Nesneler: XACML'in Resource tanimi kullanilarak ifade
edilirler.

Operasyonlar: XACML’in Action tanim1 kullanilarak ifade
edilirler.
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Yetkilendirmeler: XACML’in rol PolicySet ve yetki Policy-
Set ornekleri ile ifade edilirler.

V. ETMEN TABANLI MIMARILERDE ROL

KAVRAMI
Roller, etmenlerin yaygmn olarak sahip oldugu
davraniglart tanmimlayabilmek igin yararli bir soyutlama

gosterimi olarak etmen sistemlerinde kullanilabilir. Rollerin
¢oklu etmen sistemlerinde iki farkli bakis acisindan
tanimlanabildigi goriilmektedir [21]:

Kavramsal Bakis Acisi: Rol, bir etmenin bazi etkilesimler
icinde yer aldigi ve belirli bir yonde evrimlestigi kisitlarin
biitiiniidiir. Ozellikle coklu etmen sistemlerinde, bir etmen
yiikiimlii oldugu rollerin 6zelliklerine gore davranir.

Gerceklestirim Bakis Acisi: Rol, onun yiikiimli oldugu
etmenin belirli dzellikleri ve davraniglarinin sarmalanmasidir.

Roller, bir etmenin sistemde sahip oldugu haklar1 ve
gorevleri tanimlar. Bu tanimlar etmen sistemlerinin bazi karak-
teristik 6zelliklerinin altin1 ¢izmeye ihtiyac duymamiza neden
olmaktadir [21], [22]:

« Bir etmen ayni anda birden fazla role sahip olabilir.

« Etmenler dinamik olarak rollerini degistirebilir.

« Etmenler (roller degil) eylemleri gerceklestirirler.

o Roller birbirinden izole edilmis degillerdir, diger rollerle
baglanti halindedirler.

¢ Rol yardimi ile bir etmenin diger etmenlerle nasil
etkilesim kurdugu bilinebilir.

o Roller, tekrar kullanima yardimci olur.

VI. COKLU ETMEN SISTEMLERINDE ROL
TABANLI ERISIM DENETIMI YAKLASIMI

Bolim IV-C’de anlatilan veri elemanlart 6zel bir alan-
dan bagimsiz bir sekilde tanimlanmaktadir. Kolovski ve
arkadaglarinin calismasinda [18] ifade edilen betimleme
mantig1 yaklagimi rol tabanli erisim denetimi profiline uygu-
lanabilir ve bagka ortamlara adapte edilebilir. Calismamizin
katkist ise, bu profilde tanimlanan kavramlarin agiklanan
yaklagimin uygulanabilecegi bir alan olarak ¢oklu etmen plat-
formlarina entegrasyonudur.

XACML ifadelerinin  temel tanimlamalar1 yaninda
yazihm  etmenlerinde  bulunan  Hedef  kavraminin
da anlatilan  yaklasima  eklenmesi  diisiiniilmektedir.
Boylece farkli rollere sahip olan etmenlerin, hedefler
tizerinde yetkilerini kullanabilmesi, farkli rollerin sahip
oldugu ortak hedefleri paylasabilmesi, rollerin delegasyonu
gibi yaklagimlarin olugturulabilmesi 6ngoriilmektedir.

<owl:Class rdf:ID="Goal"/>
<owl:Class rdf:ID="CommonGoal"/>

Bu eklemeler ortamin alan ontolojisinde tanimlanacaktir.
XACML-DL olarak adlandirilan XACML’e betimleme
mantiginin eklenerek gelistirildigi yapt ve ortamin sahip
oldugu yazilim etmenlerine 6zgii alan ontolojisi Pellet [19]
isimli bir ¢ikarsama motoru iizerinde calistirilacak; bdylece
erisim talebinde bulunan etmenin istegi Sekil 1’de tanimlanan
mimarideki etmenlerden gecgecektir. Sonuc olarak istekte
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bulunan etmene rol tabanli erigim detaylart1 hakkinda bilgi
doniisii saglanacaktir.

Bir roliin diger bir rolle ortak hedeflerini, farkli rollerin
veya hedeflerin delegasyonu iligkilerini belirleyecek atama
ifadelerinin agsagidaki gibi tanimlanmasi diisliniilmektedir.

<owl:ObjectProperty rdf:ID="hasGoal">
<rdfs:range rdf:resource="#Goal"/>
<rdfs:domain rdf:resource="#Role"/>

</owl:0bjectProperty>

<owl:0ObjectProperty rdf:ID="hasCommonGoal">
<rdfs:subPropertyOf
rdf:resource="#hasGoal">
<rdfs:range rdf:resource="#Role"/>
<rdfs:domain rdf:resource="#Role"/>
</owl:0bjectProperty>

<owl:ObjectProperty rdf:ID="hasRDelegate">
<rdfs:range rdf:resource="#Role"/>
<rdfs:domain rdf:resource="#Role"/>

</owl:0bjectProperty>

<owl:ObjectProperty rdf:ID="hasGDelegate">
<rdfs:range rdf:resource="#Goal"/>
<rdfs:domain rdf:resource="#Role"/>

</owl:0bjectProperty>

Uzerinde durulmasi gereken dnemli noktalardan bir tanesi
de bir etmenin tek bir role bagli olmamasidir. Etmenler, yasam
stiregleri boyunca gorevlerini gergeklestirebilmek amac ile
degisik rollere sahip olabilirler veya onlar1 birakabilirler.
Rol atamasi, etmen tasarim asamasinda statik olarak
tanimlanabilecegi gibi eger etmen onun gorevi icin en uygun
rolii secebilme yetisine sahip ise dinamik de olabilir. Et-
menlerin, tasarim asamasinda veya ¢alisma asamasinda sahip
oldugu rollerin ve ilgili izinlerin birbirleri ile ¢elismesi gibi du-
rumlar1 engellemek icin statik gorev ayrimi ve dinamik gorev
ayrimi kavramlari bulunmaktadir. Bu kavramlar Sekil 1’de
gosterilen etmenlerde var olan XACML yapilarinda XACML-
DL ile alan ontolojilerinde var olan OWL tanimlamalarinda
ise SWRL kural dili yardimu ile gerceklenecektir. Boylece kul-
lanici, rol ve gorev arasindaki celigkileri ortadan kaldirmaya
yardimci olacak kurallar tanimlayip calistirabilecektir. Kural-
lar tamimlanmadan once roller arasindaki celiski iligkisinin
tanimlanmas1 gerekmektedir [23].

Her etkilesim boyunca etmenler birden ¢ok role sahip ola-
bilirler. Caligma siiresi boyunca var olan rollere aktif rol denir.
Odell ve arkadaglarinin yaptig1 ¢calismaya gore [24] etmenlerin
sahip oldugu roller, donemlik aktiviteye gore aktiflestirilebilir,
askiya almabilir veya iki roliin dinamik gorev ayrimi kisitlarina
gore degistirilebilir. Ornegin, aym anda personel ve ydnetici
rollerini iistlenen bir etmen, hedef ve ihtiyaglar dogrultusunda
yonetici roliinii aktive ederek personele talepte bulunabilir
veya yonetici roliinii askiya alip personel roliinii aktiflestirerek
iist kademesinde bulunan miidiiriine raporlar hazirlama hede-
fine sahip olabilir.

Etmen tabanli yazilim gelistirmede, rolleri kullanarak
etkilesimi modellemenin farkli avantajlar1 vardir [25]. 11ki,
etmen tabanli uygulamalan gelistirirken, algoritmik kavramlar
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ile etkilesim kavramlar1 arasindaki ayriliklar1 belirlemektir.
Ikinci olarak ¢oziimlerin ve deneyimlerin tekrar kullanimia
olanak saglanir. Aslinda roller bir baglam ile iliskilidir ve
tasarimcilar 6nceden tanimlanmig rolleri, uygulamalarinin
sahip oldugu baglama gore kullanabilir. Boylece roller, bir
cesit tasarim desenine doniisiir [26].

VII. SONUCLAR

Bu ¢aligmadaki amag, yaygin olarak kullanilan s6zdizimsel
rol tabanli erisim denetimi yaklagimlarinin entegre sekilde
caligabildigi ontoloji gilidiimlii bir rol hiyerarsisi ve kat-
manli bir erisim denetimi mimarisini ¢oklu etmen sistem-
lerinin rol tabanli etmenlerinde uygulayabilmektir. Bu mi-
marideki rollere sahip etmenlerin kimlik dogrulamasinin
ise TUBITAK Kamu Sertifikasyon Merkezi aracihigi ile
elde edilen akilli kartlarin icerdigi sertifikalar yardimi ile
gerceklenmesi diistiniilmektedir.

Rol tabanli erisim denetim mimarisi igin, XACML
modeline dayali ontoloji giidiimli  erisim  denetim
modelinin  gelistirilmesi, ©rnek rol senaryolar1 iizerinden
politika veri havuzuna bir arayiiz yardimi ile politikalar
eklenmesi amaglanmaktadir.

Bu calisma siirecinde, sistemin ihtiyaglarin1 kargilamak
amact ile etmenlerin sorumluluklarint ¢oziimleyebilecek
farkli rol belirtim senaryolari iizerinden roller tanimlanacak,
etmenler tarafindan sahip olunan bu rollerin Sekil 1’de
gosterilen  sistem mimarisinde belirtilen katmanlardan
gecebilmesi igin gerekli olan gorevler, iletisim yetenekleri
ve etmenler arast bagimliliklar SEAGENT [27] c¢oklu etmen
sisteminin rol modeli temel alinarak gerceklestirilmeye
calisilacaktir.
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A Strong Two-Way Authentication Method for
Low Capacity Solutions

Gokhan DALKILIC, H. Sen CAKIR, M. Hilal OZCANHAN

Abstract— One of the widely known challenge - response
authentication methods is the two—way authentication. First two-
way authentication methods were limited by those days’ capacity of
processing power and had limited security. The later protocols and
standards on the other hand were too broad and resource
demanding because they aimed at addressing all of the security
demands of the “future”- as seen in those times. With the
availability of new techniques and new tools at low costs, a finer
granularity on the security of low capacity, low cost environments
has become possible with good cost/performance ratios. Of course
these solutions need careful design and functional definition, before
being used in small designs. Our alternative two-way authentication
is a step towards giving more meaning to the parameters suitable
for low cost solutions, instead of using public-keys or certificates
and still have a key exchange protocol as secure as others.

Keywords ~ — authentication, mutual-authentication, low-cost
devices, security.

I. INTRODUCTION

To pay respect to Diffie Hellman let us remind ourselves that
they were the fathers of two-way authentication. Even
though the first Diffie Hellman authentication[1] was susceptible
to a man-in-the-middle attack, some considerable time passed
until this vulnerability was tackled and remedied for.

Up to present day, cryptographers are still working on two-
way authentication to make it stronger against all known attacks.
To this end today’s popular public-key and public certificate
tools are utilized. But these tools are known to cost in terms of
ownership, processing, storing and protection. Relying on
abundant resources in applications is nothing but seeking a
forceful solution to counter-measure the vulnerabilities of two-
way authentication. To give an example, designers are pushing
the use of public certificates for authentication in small scale
devices and even in wireless solutions. To exaggerate the abuse
of resources, the certificates are required in every step until the
whole transaction finishes.

Every network and hardware expert knows that passing
certificates attached to each and every step of the transaction is a
costly act in terms of network traffic and processing power. To
cut the costs of the network load, some institutions using
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certification technologies opt to use their own local certificate
authorities. This puts the whole operation in jeopardy, since
hacking intermediary certificate authorities and public-keys are
among today’s new hobbies. In addition, the cost of premises and
user protection of such certificate servers do not match the efforts
spent in the design of the authentication tool. Designing a more
appropriate authentication method and spending less on servers
would be a much better solution.

One vulnerability of public certificate authentication is that
people rarely question the validity of the certificate of their
transaction partners. The awareness of questioning the validity of
the public certificate of an applicant is reduced to a just “click
ok” action by many users. Such care free applications cannot be
accepted as secure.

We attempt to address these issues by providing a low cost
alternative to the public-keys and certificates in two-way
authentication, robust enough to make two-way authentication
more cost effective in advanced systems and more affordable in
low cost, low capacity solutions.

II. PRESENT SOLUTIONS AND CONFORMITY TO STANDARDS

The flaws of Diffie Hellman key exchange; conversation in
clear text and the full reliance on a stranger’s identity have been
tackled by many. Oakley key exchange[2] is one of the most
famous of them all. However, it is commonly accepted that it is
computationally very intensive and requires a lot of resources. Of
course, there are other work adding extra security to the original
Diffie Hellman key exchange, but there is a need for some
standards to provide a common ground for the basic criteria that
everybody should accomplish to claim that their two-way
authentication method is secure. The standard in this area is the
X.509 standard[3] which is discussed below.

A. The X.509 Standard

Standardization authorities trying to put some standards to
one-way, two-way and three way authentication protocols have
come up with a standard for two-way authentication, too. This is
the X.509 Strong Two-Way Authentication standard and must be
studied here, to prove that our proposed alternative is in
conformity with the standards and does not open up new flaws
by over simplifying some parameters or steps.

The X 509 Strong Two-Way Authentication standard — shown
in Fig. 1 - asks the initiator A to use a time stamp, a nonce , the
ID of the responder, sign all of these in a new entry and pass the
proposed session key K,, encrypted with the public key of the
responder B. Similarly the responder has to send its own
timestamp, nonce and ID. B also has to sign the nonce and its ID
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and send it to A, together with its own secret encrypted with A’s
public key. The standard is well balanced in terms of doing the
same computations and exchanging similar parameters, by the
partners. However, there are a few points worth pointing out
here. The first point is although the ID of the responder is
present, the ID of the initiator is missing in the challenge.

That piece of information is needed for two reasons: To be
sure that the first message indeed arrived from the initiator and

A=>B: { ta, 1A, IDg, sgnData, E [ PUy, K]}
B=2>A: { tg, 1, ID, sgnData, E [ PU,, K]}
Notation :
ta,ts : timestamp of A and B, optionally expiration time also incl.

Ta, T : nonce, pseudo-random number of A and B.

ID,,IDg  :Identity of A and B.

sgnData : signature of A or B over parameters (tx , rx , IDx)

PU,,PU, :Public-key of A and B.

Kap, Kpa : Secret parameter of A sent to B and B to A.

Fig. 1. The X.509 Strong Two-Way Authentication standard. © Copyrighted,

Cryptography and Network Security [4] , by William Stallings.

to protect the responder from DoS attacks[4]. The signature of
values and the encryption-decryption processes involve intensive
computations and assumes that both parties have the necessary
capacity to do the calculations fast. Another point is the
assumption that each side has the public-key of the other
beforehand[4]. It is obvious that even if the two sides are total
strangers to each other, there is a mediator -the certificate
authority- that authenticates the two sides to each other. But the
question arises “Do we really need certificates, signatures or
public-keys in low cost-low capacity solutions to make an
exchange secure?”. We don’t because the low cost solutions
cannot make the computations of certificates easily.

B. Can certificates, public- keys and signatures be replaced by
other secure parameters and algorithms in low cost solutions?

We may rephrase the question as “Can low capacity solutions
with shared secrets exchange secure session keys too, without the
need for certificates?” The answer is “Yes, they can.” With the
advances in integrated devices and the drop in their prices, new
technologies make it possible to have the secure secrets needed
for two-way authentication. When used properly, these
technological devices can match the security of the expensive
certificates and public-keys, as we will show shortly.

A note of caution before indulging in details though: In the
X.509 standard, the parameters are used to calculate the session
key and provide additional security. However, the parameters can
be used to calculate the key to encrypt the session key before
exchanging it, if that “interim” key is secure than the
authentication is as secure as the others.

III. THE PARAMETERS OF THE PROPOSED TWO-WAY
AUTHENTICATION

First of all, the parameters of the proposed two-way key
exchange will be outlined. Our proposed two-way authentication
is shown in Fig. 2. Here also five parameters are passed, in the
challenge. Let us remember that the motive is to add more
meaning to the parameters. The timestamp, the nonce and the ID
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of the responder are preserved. However, the ID of the initiator
will also be added for denying DoS attacks and for informing B
about whose secret tables (which secrete to share ) to use. Then,
three of these four parameters will be hashed together with a
secret shared by both parties and will be sent for B to compare
the clear text with the hashed version. The computation of the

1. A2>B {tA, Ta, IDA, IDB, h(I'A, IDA, IDB, secretay )}
2.B2>A {tBs I, ID87 IDAs h(rBa Ta, SecretAx): E(K(D s Kb)}

Notation :

ta, tp : timestamp of A and B, optionally expiration time also incl.
Ia, T : nonce, pseudo-random number of A and B.

IDs, IDg  : Identity of A and B.

secretay : shared secret , comes from Table A

PU,,PU, :Public-key of A and B.

Ko, Kg : Calculated encryption key and secret parameter of B sent to A.

Fig. 2. The alternative Two-Way Authentication proposed.

secret secrety, used in the challenge will be explained below.

In the response there are six parameters as opposed to the five
of X.509. Again the timestamp, the nonce and the ID of the
challenger are preserved. However, the ID of the responder will
be added for preventing DoS attacks and for informing A about
whose secret tables to use. Again the clear text parameters,
excluding timestamp, will be hashed together with the same
secret secrety, and will be sent to A to compare the clear text
with the hashed result. Then there is an additional parameter
where the session key is passed in encrypted form. Let us now
study the details of the exchanged parameters, because compared
to X.509 standards some parameters have additional roles, some
parameters are missing and there are unexplained shared secrets.

A. The ID Parameters: ID, and IDy

The ID parameters have always been the weak point of
challenge-response authentications. Our suggestion, this value is
strengthened for both by the inclusion of a unique serial number
(S/Nx), by concatenating the IP address (IPx) with S/Nx (1).

IDy =IPo || S/NA 5 IDg = IPg || S/Ng (D

Obviously, there will be an additional security in identities
because they have become unique and dynamic. Thus, when a
party changes its address, it can be traced and a peculiar 1P
address for a device may mean a masquerade attack and thus ring
some alarms.

The Serial Numbers S/N, and S/Np are coming from a secure
memory location[5,6]. Another property is to help the exchange
partners match the serial number of its reciprocal to the secret
tables A and B of the same reciprocal, which will be used during
the key exchange. In other words, every device has a unique pre-
lasered Table A and a re-writeable Table B. Fig. 3 shows the
features of a commercial product[S] where the product has a
unique, factory-lasered 64-bit serial number used as an input to a
hashing engine. More information on that technology and tables
is given in section V. Let us for now accept that we can have a
unique and dynamic ID for our partners A and B. In Fig. 3 only a
one-way authentication commercial product is depicted for
simplicity but the same device can be used for two-way
authentication; since B has what A contains, on a piece of paper
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supplied by the manufacturer. The principle is still the same: A
device with a unique serial number hinting at unique static and
dynamic secrets, that it shares with B.

e
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Fig. 3. A typical commercial application of a serial number in an authentication

process. © Copyright Courtesy of Dallas Maxim Semiconductor [5].

B. The Timestamps and Nonces t4, tgand r,,rg

These parameters are the same as those used in the X.509
standard. There are no alternative or additional properties of
timestamps. The use of the nonces is the same but there is an
additional role for each of the nonce values. These additional
roles and the regular usage will be explained in the section where
the mechanism of the key exchange is outlined.

C. Instead of Signatures, The Secret(s) of A

Parameters utilized in the X.509 standard are agreed upon
beforehand, that is parties share some information before they
start the exchange. They know that the last parameter passed is
encrypted with a public-key. The most important issue is the
strength of the public-key encryption. We claim that if the
encryption key Kq used in our design is as secure as the public-
key of the X.509 standard, than our alternative authentication is
also as secure. Furthermore, in X.509 there is only one private
key, in ours there are many secrets leading to many keys.

In Fig. 4 there is another commercial product[7,8] where an
internal 8 byte secret is input together with other parameters into
a hashing engine, namely a SHA-lengine[5,7,9,10,11]. This
example shows that it is possible to have a secret inherent in a
low cost system, which can be used together with the other
secrets as an input to a hashing function. The hash function is
sometimes accepted as a raw version of a signature. The
important issue here is to make sure that the secrets stored in the
device can be trusted. This is tackled later in section V. Secret
protection requires that the internal secret never leaves the
system. The best security is to keep the secret inside the
processor while using it to hash the inputs. For our purposes we
assume that today’s manufacturers guarantee to provide us with
many secrets of satisfactory lengths inside a low capacity device;
i.e. eight different 64 bit secrets. Therefore, we can imagine
having a table of eight different unique static secrets. Let this be
the Table A of Fig. 5.
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‘ -J 20-BYTE MESSAGE

AUTUCLTICATIOM L CanE
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DS2432 FAMILY CODE {1 BYTE) [ L
D52432 48-BIT SERIAL NUMBER {6 BYTES)

~
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TOTAL SHA-) BRGIMENPUT: ™ 3-8YTE RANDOM CHALLENGE
64 BYTES {512 0TS FROBA THE HOST

Fig. 4. A typical commercial application of a secret number as an input to a

hashing engine, in an authentication process. © Copyright Courtesy of Dallas
Maxim Semiconductor [7].

Table B will be unrevealed shortly.

pointerA# | Table A | pointerB# | Table B
b secretag { secretpg
2 secrety 5 secretg;
3 secreta, 3 secretp,
4 secretas 4 secretp;
5 secretay 5 secretpy
6 secretas 6 secretgs
7 secretag - secretpg
3 secreta; 3 secretgs

Fig. 5. The static and dynamic secret tables of A.

Of course, the manufacturer supplies the unique Table A
during delivery; thus only the responder should have a prior copy
of the secrets. In our alternative we will not just use Table A’s
secrets but other inputs as well to make a hash, e.g. an entry from
Table B. That mechanism and Table B is explained below, in
detail.

The hash of the two parties’ IDs together with the first secret
entry of Table A looks very similar to the signed data of the
X.509 standard. But our alternative is cheaper in every respect.

D. Instead of Public Keys: Table A & Table B of party A.

Looking back at our proposed key exchange shown in Fig. 2
the key K that is used to encrypt the session key is in the heart
of our design. While in other key exchanges the session key is
co-generated, in our design the session key is generated by the
responder B. The key that encrypts the session key; Kq is co-
generated instead. Let us see the inputs to Kg. In the previous
section, we had introduced a shared secret from a table while
calculating the hash of the challenge parameters. So we already
have Table A of Fig. 5 with eight secrets, written once and only
read internally. At the very beginning of the key exchange, when
the two parties have just initialized, A starts using the first entry
in Table A; that is secrets, to calculate the hash in the challenge.
Moreover, A points to a secret from Table B using its nonce r, in
the challenge. B uses the secret secrety, pointed by A as one of the
inputs to calculate K. How B calculates the value of X in secretg,
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is left to the explanation of the exchange mechanism in section

Secretay

Iv.
Hashi 20 128
€ Output Truncation key

Fig. 6. Calculation of key K¢.

Some commercial eeproms and secure microcontrollers also
supply a memory page that can be filled by the user. Thus, the
user can create more secrets in another protected table, over just
one wire (called 1-wire [9,10]). This technology is explained
briefly in section IV. In our case, let us assume that Table B of
Fig. 5 is the table we created. B uses this shared secret, e.g.
secretzs, SOME constants, secrety, as input to the same SHA-1
function and truncates the 20 byte outcome to desired key length
of 128 bits, as shown in Fig.6. Since a SHA-1 engine is already
used to hash the challenge parameters, why not use the same
hashing engine SHA-1for calculating Kq . Obtaining Kg, by using
manufacturer made static and user defined secrets, remove any
doubts on the static secrets. Since K is calculated by using the
eight by eight secret tables many would think that the value of
Ko is limited to a possibility of 64. That is not true. The outcome
of the SHA-1 engine is 20 bytes and K, is obtained by truncating
this value, which makes Kgmore random. By making the
truncation method complicated a huge number of Kg values can
be obtained. One simple way may be, looking at the last digit of
the nonce ra. E.g. if it is O: take the right-most 128 bits of the
SHA-1 outcome; if it is 1: take the leftmost 128 and if it is 2:
take the mid 128bits. Even this simple trick yields a 3x128
possible values of K.

Also observe that K4 is never passed on the communication
line, a property of the session key K in the other key exchanges.
Therefore there is no loss of property in our suggested
alternative. The explanation of how the entries from Tables A
and B are chosen when the old one expires is left to section IV
below, when the mechanism is elaborated on.

E. The session key

The key K that is the heart of other designs is a relaxed issue
in our case. It is simply generated keeping in mind all the
recommendations given by cryptographers. Its length, uniqueness
and other properties are left to the choice of the solution owner.
But since there is a SHA-1 engine in our example[5,7]; maybe a
SHA-2 in a more expensive solution, this same hash function can
be used to calculate K. Any preferred entries from tables A and
B, together with the serial number, a random number (seed) and
any other entries in the rest of the secure memory can be the
input to the hash engine. The 20 byte output can be truncated in
any preferred way to obtain a 128 bit key K. The vital point is
that this new session key K is encrypted using K¢ before being
sent to A. Commercial devices with an embedded AES
encryption engine and a SHA-1 hashing engine are common
today. Therefore, K can be encrypted using Kqwith an AES
engine and sent to A in the response.

Bildiriler Kitabi

BILGi GUVENLIGI VE IS@J[KE
KRIPTOLOJi KONFERANSI

39 INFORMATION SECURITY &
CRYPTOLOGY CONFERENCE
WITH INTERNATIONAL PARTICIPATION

IV. THE EXCHANGE MECHANISM
Our proposed two-way authentication alternative (Fig. 2) does
not look much different than the X.509 standard which means we
have not deviated far from the standard. However, some
parameters have additional meaning and uses.

A. The Challenge

Let us start by studying the challenge. The first parameter, the
time stamp t, is the same as that in the X.509 standard.

A=>B {tA, Ta, IDA, IDB, h(rA, IDA, IDB, secretAX)}

Fig. 7. The challenge of the proposed key exchange.

It consists of an optional generation and expiration time. Thus
a delayed delivery of the first message can be detected and a
retransmit request can be made by B.

The second parameter, the unique random number- nonce ra-
however has three roles instead of two. The commonly known
role is to help detect replay attacks. B must compare nonce ra
with the previous nonces and reject any challenges with the same
nonce. Thus nonces are not discarded but stored for later
comparisons. The second role of nonce r, is a challenge to party
B to show both, that it has received this fresh nonce ry
untampered and will send a response proving it has the shared
secret, secretay. This will be explained in the response section.
Additionally, as a third role nonce r, is a pointer to the secretg,,
one of the parameters used to calculate Kq. Since the nonce is a
large random number, the pointer to secret, is calculated as
follows (2), for an eight entry table:

x = (lastdigit of nonce ra) mod § ; therefore 0 <x <7 2)

Assuming that the last digit of nonce r4 is 3, in the challenge,
party A is telling party B to use the secret at location 3 of Table
B in Fig. 6— which happens to be secretg,. B uses this value to
calculate Kgand uses Kgit to encrypt K as explained in the
previous section.

The initiator A, also sends its identity ID — authenticated with
its serial number, as an additional parameter compared to the
X.509 standard. This parameter is absent in X.509 because A
signs some parameters with its private key. B can only open it by
using A’s public key; hence thinking it must have definitely
come from A. But this requires B to know the public key of A
and make a computation to strip the signed information out of the
signature and compare with that sent in clear text. We believe
that this can clog low capacity devices, in case of a DoS attack.
Our suggestion is to send the initiators identity ID, in clear text,
for B to be able to drop the call quickly, in case of an unexpected
challenger.

The authentication of A’s identity and the integrity check of
the clear data are done in the next parameter. Identities are
hashed together with the nonce r, and secretyo. And this is very
similar to the signing process, in the X.509 standard. The hash
has the secretyg as an input, which is never passed to B. Including
A’s nonce in the hash makes sure that if r, was tampered on the
way it will be detected by B, because the result of the hash will
not match the clear text values that A has sent.

Finally, IDg is necessary for B to check quickly if itself is the
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intended address. If not, it simply drops the call.

The last point to mention is the missing parameter of X.509, in
our alternative. In standard X.509, party A both starts off an
exchange and at the same time forces a session key K in one go.
It was mentioned before too that using public-keys as a means
for exchanging secrets overwhelms low cost, low capacity
solutions. But more critical than that; accepting a secret and the
identity of a caller in the same step can be a flaw. Because again
a malicious attacker can clog B. The final session key should be
settled only in the second step, when parties really prove one to
the other. After that parties can decide to share other secrets or
more keys thereafter.

B. The Response

The responder namely B, upon receiving the call from A,
looks at the timestamp t,. If the message is old, it drops the call
immediately and hopes that if it were a real call the sender syncs
its time and makes a new call; after a random amount of time.
Similarly, a check is run for the nonce ry. If it is the same as the
last message’s nonce, again the call is dropped.

Next B checks the identity of the caller. B must have an idea
about the IP address and the serial number of A. Assume that B
has a table of serial numbers. B now identifies which secret
tables A and B are to be used. If A is an expected caller B goes
on to the next check which is the destination address. If B
understands that the challenge is for itself, it goes to the final step
of checking; otherwise again the call is dropped.

In the final step of checking, if it is the first contact with A
after an initialization (more on this in section VI) B knows that A
is using secrety and calculates the hash which has four inputs. If
the result of this hash is a match to the clear text data then A is
indeed the party making the challenge and the challenge is new.
Furthermore it is guaranteed that the contents of the challenge
have not been tampered with, on the way.

B = A {t, rp, IDg, IDy, h(rp, ra, secretay), E(Ko , Ko)}

Fig. 8. The response of the proposed key exchange.

After making these checks B responds by sending its own
timestamp for party A (Fig. 8) to decide if the response is old or
not. Expiration time was sent by A and can be verified by
resending it. Time synchronization will not be taken up here, but
it is expected that if too many calls are dropped, the parties are
expected to do a time sync.

The next parameter nonce rz however also has three roles in
our alternative. The first one is a check for A to see if the
response is a replay or not. The second role is its presence in the
hash for the parameters to be passed, to authenticate their
integrity. Here B calculates the hash of its nonce rg, A’s nonce ra
and the secret secretao. B sends this hash value to A to prove that
indeed it has received the fresh nonce of A, finished all checking
and has the secret secrety apriori, as expected. This authenticates
that the responder is indeed B and gives A the chance to test if
nonce rp has been tampered with.

Thirdly, nonce rp is a pointer to the next secretay for A, to use
in the next key exchange challenge. Since nonce rp is a large
random number, the pointer is calculated as follows (3):
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x == (lastdigit of nonce rg) mod 8 ; therefore 0 <x <7 3)

Assuming the last digit of nonce rp is 6, in the response, B is
telling party A that when the time expires and A has to make a
new challenge, the secret at location 6 of Table A in Fig. 6 has to
be used— which happens to be secretys. Thus, nonce r is a
forecast to A about the next secret to be used in the next
challenge.

The parameters IDg and 1D, were explained in detail before.
The only difference is their order, in the response. This is only a
matter of syntax.

Finally, B computes K¢ as described in section III using the
secret secretg, dictated by A’s nonce rp (as explained in the
above section) and generates a session key K. B then encrypts K
using a pre-decided algorithm, i.e. AES , and sends K to A, in an
encrypted form.

A has both secrets secretay and secretg, . secretay dictated by B
in B’s nonce rp, and secretg, dictated by A itself. Thus calculates
Ke, as well. After calculating Kg A decrypts the encrypted
message and recovers the session key K. That ends the two-way
authentication process and the exchange of a secret session key.
Observe that no numbers about K is sent to each other, but is
obtained by either party, from their tables and through some
calculation.

V. TECHNOLOGY OF OUR SECURE SECRETS

In this section the reliability of random number generators,
static and dynamic secrets, hashing and encrypting engines
supplied by manufacturers will be discussed. Although it is not
the scope of this paper to detail on these technologies an effort
will be made to persuade the reader that our reliance on these
technological capabilities is sound.

The first concern is how secure the secrets recorded on the
devices are, at the time of manufacturing. Manufacturers claim
that they can prove their products contain encrypted information
that only the issuing authority could have created[5,7], plus once
written these secrets cannot be read from outside the device but
only used as an input to the internal hashing engines. To fend off
side-channel attacks, advanced tamper detection, special NV
SRAM memories and electromagnetic radiation control
technologies are used [7].

Another issue is the 1-wire property of commercial devices
[5,7,9,10]. To reach the encrypted code space of a product only
one wire is used and the whole of the circuitry need not be
powered on. Manufacturers submit proof that tampering
detection, encrypted memory and MAC authentication before
read and write operations are well up to the security standards[7].

The third concern is whether the secrets are unique and only
supplied to the buyer. This can be compared to the trust toward
certificate  authorities. Major manufacturers of security
technologies build their industry on the trust they supply to their
markets, therefore they are the secret authorities of their field.

Another issue is the quality of the hashing/encryption engines
inside the devices[5,7,8,9]. Manufacturers claim that they
guarantee both the uniqueness of the random numbers generated
—an essential aspect of authentication, and the conformity of
hashing function and encryption algorithm of their products to
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standards [5,8,9]. In short, all inputs and engines involved in an
authentication process can be on embedded on a secure device.

The technologies using public-keys and certificates have costs
incurring from annual fees, processing power and fast connection
to third parties. Our alternative, on the other hand has no such
costs.

VI. HOW SECURE IS OUR ALTERNATIVE

The proposed alternative has to be strong against known
attacks. In terms of a key exchange authentication our alternative
doesn’t have a security flaw. It is as strong as the hardware is.
Therefore, the only vulnerability may lie in hardware side
channel attacks[6]. To address this type of attack, some
information about the efforts of the manufactures were given in
section V, but that is not all. More information about the
definition of side channel attacks and suggested remedies are
given in the references[6], the evaluation of these side channel
attacks will not be discussed any further here because they are
the topic of a different argument.

The originality and thus the security of our alternative lies not
in the generation of the session key to be exchanged, but in the
composition of a key that will be used to encrypt the session key.
No matter how strong our key might be the strength of our
alternative depends on the encryption algorithm used to encrypt
the session key. Once that algorithm is compromised or gets old,
a new algorithm has to be employed in the key exchange
process[8]. That is to say; we recommend to use AES instead of
DES or 3DES for the encryption algorithm but it is quite possible
that some day AES will be declared weak. So our authentication
is as strong as AES and no more. The same argument is true for
the SHA-1 hashing engine used. New products are coming out
with SHA-512 engines, but for the time being they are not low
cost.

As for DoS attacks, if the attacker intercepts the identity of A
in the challenge and resends the challenge to B, he will not be
able to clog B. Because, B uses the nonce or the IP address of A
to drop the challenge. However, if the attacker spoofs the IP of
A, as well as tampering with the timestamp and the nonce B
discovers the attack after examining the hash value in the
challenge. Just one hash calculation is not expected to clog B.

VII. FUTURE WORK

There are a few things that need to be done in the future. First
of all instead of eight member secret tables, 64 or more secrets
should become available[8]. Furthermore, the secrets can be 128
bit instead of 64 bits. But these are related with the chip
manufacturers. Our future work may be related to making better
use of the timestamp parameters, i.e. making them intelligent like
we did for the nonces. It is possible to add more security by
studying the timestamps as natural numbers as well.

One more future work is about the initialization of the two
parties. It may appear as a problem if one of the parties initializes
during or before the key exchange starts. How will one know that
the other has initialized. This needs a full consideration because
it can turn into a security flaw. But with some work a special
timestamp or a new special parameter hinting toward an
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initialization can be utilized. Even the first key exchange after
any initialization state can be discarded and the key at the end of
the second key exchange process can be accepted as the valid
key.

VIII. CONCLUSION

The offered method is for two-way authentication in limited
capacity devices, in order to replace public-keys or certificates.
As two parties know each other a key K¢ can be shared. To
increase the security of the key, the key has a lifetime. Each party
has the same two distinct set of secrets. One is unique and
inherent in the hardware and the other set is co-defined by both
parties. Generated session key is encrypted by using Kg, which is
the output of the SHA-1 function.

The inputs of the SHA-1 which finally yields to Kg are the
serial numbers, the nonces, addresses and the secrets from both
sides. K¢ is never transferred between the two sides and it makes
the algorithm as secure as public-key cryptosystems.
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Provable Electronic Marketplace Bidding Auction
Protocol with Bid Privacy

Wenbo SHI, Injoo JANG, Hyeong Seon YOO

Abstract—In this paper, we proposed a provable electronic
marketplace bidding auction protocol. The proposed protocol
tries to reduce DOS attack and avoids replay data attack by
providing ticket token and deal sequence number to the supplier.
It utilizes efficient LPN-based authentication method to
accomplish lightweight authentication. And it publishes an
interpolating polynomial for sharing the data of determination
process and avoids collusion between a customer and a certain
supplier. Also it relaxes trust assumptions for three-party.
According to comparison and analysis with other protocols, our
proposed protocol shows good security and less computation cost.

Keywords —Anonymity, Electronic auction

[. INTRODUCTION

N 2002, Collins et al. presented a multi-agent marketplace,

MAGNET (Multi-Agent  Negotiation ~ Test-bed) for
electronic business-to-business market [1]. As business value
and criticality of electronic transactions increase, it becomes
ever more important to examine the security risks present and
take steps to avoid them. So Jaiswal et al. proposed security
protocol to improve MAGNET in 2004, which consider
security problem into real-world networks [2]. But the
improved protocol still has some weaknesses: vulnerable to the
replay data attack, DOS (denial-of-service) attack, anonymity
disclosure weakness, collusion between a customer and a
certain supplier.

The proposed protocol adopts conference key concept [3]
and ticket token in supplier group. Also market generates deal
sequence number (dsn) and random number (r) for suppliers
who have download requests for quotes (RFQ). It utilizes
efficient LPN-based authentication method to accomplish
lightweight authentication [4,5]. When auction is closed,
market constructs a simple interpolating polynomial for sharing
the data of determination process in supplier group who have
taken part in this auction. Sharing the data of determination
process can avoid collusion between a customer and a certain
supplier. Furthermore, we relax the assumption about collusion
between customer agent and supplier agents and trust
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assumptions for three-party in Jaiswal’s scheme.

Sealed-bid security is inherent weakness, because it isn’t
easy to avoid auctioneer opening bids especially in two party’s
protocol. In Chang’s protocol, there isn’t a deliberate
mechanism which can avoid opening bid before bidding phase
is closed. It provides an auctioneer opportunity to collude with
a certain bidder and leak updated information about bids to the
bidder, so the anonymity of bidders depends on auctioneers [6].
In Liaw’s protocol, the third party also can leak the information
to a bidder whom he intends to collude with, so the anonymity
of bidders depends on the third party [7]. In the proposed
protocol, nobody else but the bidder himself can open bids
before bidding phase is closed. It guarantees identity
non-disclosure independently.

1I. PROPOSED SCHEME

The proposed protocol has following phases: planning,
bidding, auction close and winner determination (Fig. 1).

For convenience, we assume there are n; customers (C), 7,
suppliers (S) and one market (M) in our auction scheme. A
certification authority (CA) is needed in key pre-distribution
long-term key process. CA chooses and publishes large prime
number p;, p, such that p;-1 and p,-1 have large prime factors.
Let g, ¢, are prime divisor of p;-1 and p,-1 separately, g; and g,
are generator with order g;, ¢, in GF(p;) and GF(p,) separately.
Let S; be the identity of a supplier, C; be the identity of a
customer.

CA assigns secret key x;; € Z*q, and computes public key y
=g " 'mod p, for each C and M, where 1<i;=n,+1 [3]. CA
assigns secret key x;, € Z*q, and computes public key y ;,=g, **
mod p; for each S and M, where 1<i,=n,+1. CA assigns two
symmetric key x;Er{0,1}%, y;;E€x{0,1}%, for each S and M,
where 1<i;=n,+1. Then, CA gives those secret keys to M,each
C and S in a secure way.

A. Planning
C; sends M;=Sk.(RFQ) a RFQ message which is signed by

C;’s secret key Sk, to M for publishing. After receiving RFQ

message, M verifies and publishes RFQ. M constructs ticket

token polynomial by steps below:

1). Randomly chooses integer » and ticket token 7€ Z*¢q, and
gets timestamp # from the system and computes A=g" mod p,
B=r*T+H(t||A)* x,,, mod q, , where H() is a one-way hash
function.
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Fig. 1. The proposed protocol

2). Computes secret key shared with each S as: k,,;,= y;,” mod
p2,where 1 =i,=n,
3). Constructs ticket token polynomial f{x) for publishing.
70 =] (x—ky )+ Tmod p,

=1

=x"+¢, X" +..+ex+c,mod p, (1)

Where CpsCpdoevnnn C[,Coez*qz
4). Publishes M;=4, B, t, ¢,.1, € y.2,-.-C1, Cp-
B. Bidding

If S; is interested in this auction, S; will do such steps:
1). Gets 4, B, t, Cp.q, C p2y---C1, ¢ from M’s publish board.
2). Checks whether ¢ is a valid data or not.

3). Computes the secret key shared with M as:
Ky, =A" modp, 6)

4). Gets T by computing f(k,.;,)
I (kw) = (kizm ) +c,, (kizm ) +¢ (klzm )+ ¢, mod p,

=T mod p, 3)
5. Verity T by computing H(7||4) and check the equation:
g =y, " mod p, )

After getting 7, S; use T to download RFQ. When §;
downloads the RFQ, M generates dsn and r to S;. After getting
dsn and r from M, S; generates a bid-message comprising of
RFQ number (RFQ#), dsn and r, symmetric auction-session
key (k,), bid data (bid), where k, is generated by S; himself.
Then S; signs, hashes and encrypts message and sends M; to
market. Where M;=[RFO#,dsn,H(r,dsn),Ey, (Ss,(bid)) H(r, Ey,
(Ssy, (bid)))], Ss;, (bid) is a bid data block signed by S;’s secret
key Sk, Er, (Ssi(bid)) is a data block encrypted by k,. After
receiving messages came from S, M publishes all M,=(RFQ#,
(dsn, M3, H(M5))) on publish board.
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C. Auction close

When the auction is closed, M authenticates each S’s agent
by steps below:

1. S; chooses a blinding vector a; randomly a; € {0,1}*, and
sends {dsn, S;, a;, T;} to M, where T; denotes a valid
timestamp.

2. After receiving {dsn, S;, a;, b;}, M checks T, and chooses
challenge b; randomly b; €{0,1 }k, publishes (dsn, S;, a;,
b;, T;), where T, denotes a valid timestamp.

3. S; gets b; from publish board, then computes response z;=
a;rx ® by ®v,and sends { dsn, S;, z;, T3}, where v denotes a
noise bit, T; denotes a valid timestamp.

4. Afterreceiving { dsn, S, z;, T3}, M checks T; and publishes
(dsn, S;, z;) and accepts the round if a;x ® b;y=z,.

After that, M announces whether S;’s agent passes the
authentication or not. If passed, S;’s agent send Ms= S, (dsn, r,
Xi; @i, ® k,). After receiving it, M publishes M, =dsn, r, x;, ® y;,

® k,. S can check and verify whether their messages were

actually received and displayed by M. M publish M, =RFQ#,

Epi((dsnp,riky)),.. (dsn, vy, ky),...(dsn,,r,.k,,)), where Ep. ()

is encrypted by C;’s public key y;;. According to the message

published by M, C; will download corresponding M; from the
publish/subscribe system, and decrypt the data block and get all

valid bid information. Having authenticated S group twice, M

can make sure that each participant is legitimate S.

D. Winner determination

C; sends message about winner information Mg=Ss, . (RFO#,
Fyinder) 10 M. After M receiving C;’s message, M checks
whether the winner contained in legitimate S list
(dsnyriky)),...(dsng, 1y, ky),...(dsn,,r.k,,). If the winner is
contained, M publishes the winner information on board for
notifying S. If there is a controversy about winner, M will
choose a large prime number p and a primitive element g for
GF(p), where GF(p) is the set of integers {0,1, ... ,p — 1} with
arithmetic operations defined modulo p. And M generates a
symmetric session key K, K& Z*q. Then M uses the signature
datum of S who have taken part in current auction to construct a
derivation function F(x) and conceals K in it. After that, M
publish the coefficient ¢’,.;, ¢’ ,0,...¢"1, ¢’y Of the F(x), where
Ssyi (kajp 7;) are S’s signature data (i=1,2,...,n). M encrypts bid
data of determination process and publish M=RFQO#, E,(bid
determination process).

F(x)=] [ (x—h)+ K mod p

i=1
=x"+c, X" +.tex+c,modp  (5)
Where by = g Gamedrt (6)

B B B B *
C 1]y C pdeevennn cycC gEZ q

III. SECURITY ANALYSIS

Theorem 1. Assume no man can modify publish message
except M. After M publish A=g" mod p, B=r*T+H(t||A)* X,
mod q, , t, coefficients c,.;, ¢ ,.2,...c;, o€ Z*q, of ticket token
function (1), no man can get ticket token 7" besides S group.
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Proof. Because M has computed each S’s secret key k,,;, as the
solution of the ticket token polynomial function f{x), where
kniy= yi; mod p,, 1=i,=n,. Furthermore, only legal S can
compute ky;,= yi, mod ps, where ky;, = k . So legal S can
have the valid k,,, that satisfies f(k,,;,)=T mod p, for getting T.

Situation 1. If one attacker wants to obtain » from A=g" mod
p, he will face the difficulty of solving the intractable discrete
logarithm problem.

Situation 2. If one attacker wants to obtain 7 from
B=r*T+H(t||4)* x,,, mod q,, because there are two unknown
parameters 7 and x,,,, still he must solve the intractable discrete
logarithm problem.

Situation 3. If one attacker wants to compute 7 from the
function f{x), he should know the valid k,,;, that satisfies
Akwin)=T mod p,. It means that the attacker must solve the
intractable discrete logarithm problem.

Theorem 2. Assume M received S’s message M; safely. M can
make sure that M; comes from legal S group. After M publish
M, on board, S can make sure that M receive RFQ very well.

Proof. S open RFQ# and dsn information for temporary identity
in M;. We make sure that the key k, larger than 160 bits and
therefore is able to withstand the exhaustive key search attack
on data block Ej.(Ss.(bid)) [8]. Because M cannot decrypt the
data block E,.(Ssi(bid)), and M has recorded r as r” in planning
phase, market can just verify whether information ds» and data
block Ej.(Ss.(bid)) are valid by computing hash(r,dsn) ?=
hash(r’,dsn) and hash(r, E;.(Ss(bid))) 7= hash(v’,Ey.(Ss.(bid))).
Because an attack cannot get valid » to forge hash(r,dsn) and
hash(r,E;.(Ss(bid))). After verifying the data block, M can
make sure whether M; come from legal S or not. After M
published M,=(RFQ# (dsn, M;, hash(Ms))) on board, S can
verify whether M receive their message M; correctly by
computing hash(M;)?= hash(Mj;’).

Theorem 3. Assume M finished the communication with S by
LPN authentication method. Mutual authentication has
achieved between M and each S.

Proof. The hardness of the computational LPN problem has
been shown to be NP-complete [4]. Our LPN-based
authentication method adopted HB® computing prototype.
Even though Gilbert proposed that HB" is not secure against a
man-in-the-middle attack [5], because our auction scheme
inherits the idea of publish system, we can make sure that the
process of authentication is secure and sets up mutual
authentication.

The condition when HB" protocol attack happen is that the
attacker can manipulate challenges sent by M to a S during the
authentication message exchanges. In our LPN-based
authentication process, M utilizes publish system to show
messages which S have sent. So S can check and verify whether
their messages were actually received and displayed by market.
We assume that there is an attacker in the middle, and he can

Bildiriler Kitabi

WITH INTERNATIONAL PARTICIPATION

manipulate message sent by S to M. But the attacker cannot
modify any information, because S can check the message on
board each round. Due to the publish system, the attacker
cannot manipulate the challenges published by M. According
to what is mentioned above, the attacker doesn’t have any
opportunity to disturb the authentication process.

Theorem 4. Assume M publish message correctly, where
message are coefficients ¢’,.;, ¢’ ,.0,...c "1, ¢y € Z*q of function
F(x) and Ey(bid determination process), then M can make sure
that S who have taken part in this auction can check fair deal.

Proof. Because M computes each S’s signature data Ss;; (k,;, 71)
as the solution %; (see equation (6)) of the polynomial function
F(x), where Sg,; (ku;, ;) is S’s signature data (i=1,2,....n). So
only legal S who have taken part in this auction session have
the valid /; that satisfies f{h;)=K mod p for computing K from
the function. After getting K, each legal S can decrypt data
block Ej(bid determination process) and check the fair deal.

Situation 1. If an attacker want to compute K from the
coefficients of function(5), he should know the valid #; that
satisfies f{#;)=K mod p. It means that the attacker must solve the
intractable discrete logarithm problem. Therefore, the attacker
certainly cannot reconstruct the F(x) to get the session key K
from there n points (1, F(1)), (2, F(2)),...... ,and (n, F; (n))
only.

IV. SECURITY ANALYSIS

In this section, we discuss Chang’s protocol (a), Liaw’s
protocol (b) and proposed protocol (c) [6, 7]. The comparisons
of computation operations of the initial phase and bidding
phase among those protocols are shown in TABLE I. Assume
length of the prime number p is 1024 bits in Diffie-Hellman and
public key encryption, symmetric key length is 128 bits (for
AES), hash function digest is 160 bits (for SHA-1), public key
certification is-1024 bits, signature length is 320 bits (for
DSA).Because operation of RSA’s computation can be
summarized as a modular exponentiation operation, and the
computation cost of a modular exponentiation computation is
about O(|n|) times that of a modular multiplication computation
where |n| denotes bit length of n. So compared with a modular
multiplication computation in Zn*, the computation time
consumed by hashing operations, symmetric encryptions or
decryptions can be neglected. And symmetric cryptosystem is
1000 times faster than asymmetric cryptosystem and hash
function is 10 times faster than symmetric cryptosystem [9].

V. CONCLUSIONS

As mentioned above, the current paper proposed an
electronic marketplace bidding auction protocol whose security
is based on the well-known Discrete Logarithm assumption. It
satisfies security requirements of an electronic auction, such as
anonymity, non-repudiation, verifiability etc. And the proposed
scheme relaxes trust assumptions for three-party in Jaiswal’s
scheme. According to discussion and analysis with Chang et
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al.’s protocol and Liaw et al.’s protocol, our proposed protocol
shows better security in anonymity, fairness and reliance on the
third party. Therefore, the advantages of our proposed bidding
auction protocol are difficulty collusion.

(1

[2]

B3]

[4]

[3]

[e]

(7

(8]

9]

TABLE L.
NUMBER OF OPERATIONS FOR PHASES
Phase a b [
Initiation phase 4 HF S HF 2HF
2 SKE 0 0
2 SKD 0 0
2 PKE 3 PKE 1 PKE
2 PKD 3 PKD 1 PKD
4 ME 0 6ME
2R SR 3R
Bidding phase 0 0 4 HF
2 SKE 0 1 SKE
2 SKD 0 0
1 PKE 5PKE 1 PKE
1 PKD 5 PKD 0
0 0 IMM

PKE: Public Key Encryption; PKD: Public Key Decryption;

SKE: Symmetric Key Encryption; SKD: Symmetric key decryption;
HF: Hash Function; ME: Modular Exponentiation;

R: generate a random number; MM: Modular multiplication
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Variant Constructions for TMTO based on
Random Mapping Statistics

Nurdan SARAN, Ali DOGANAKSOY

Abstract—The time memory trade-off (TMTO) is a generic
method, introduced by Hellman, for quickly inverting a one-way
function. In this paper we present some properties of random
mappings in terms of TMTO attacks. We also propose new
variants of the technique. Firstly, we present a technique to
construct Perfect Hellman tables by using random mapping
properties. Finally, we give a variant distinguished method (DP)
method which has a high success rate for random permutations.

Keywords  —Cryptanalysis, Time Memory Trade Off

Method, Random Mappings Statistics.

I. INTRODUCTION

One-way functions exist in almost all areas of cryptography.
Securities of encryption schemes, authentication mechanisms,
and various other cryptographic protocols depend on the
hardness of inverting one-way functions which they are based
on. By inversion of a one-way function, we mean a process
which finds a pre-image of a given point, if there exists any.
Exhaustive search is an obvious method to find a pre-image of
a given point which is trying all possible inputs and checking
whether they yield the given value. If it is the case that the
search operation is expected to be done for different points in
the future -a more likely case to happen in real life-, the time
required by exhaustive search may turn out to be excessive.
Constructing a lookup table containing pre-images of all points
may be another solution. In this situation, it requires extreme
amounts of memory for the functions acting on large sets.
Balancing the gap between the solution time and the required
memory, in other words trading memory for time, is important.
Hellman[1] proposes a probabilistic method which suggests
a tradeoff between time and memory by storing some pre-
computed data in the memory. Time Memory Trade Off
(TMTO) has a lower time complexity (in online phase) than
exhaustive search and a lower memory complexity than lookup
table. If the attacker has a large memory, the computation time
will be less.

There are mainly two improvements on TMTOs. Following
Hellman’s work on DES, Rivest introduces the concept of
distinguished points(DP) which reduces the number of table
lookups. In his dissertation [2], Borst gives expressions on
success probability and complexity for distinguished points.
[3] Standaert et al claim that they corrected the probability of
success for distinguished points to correspond with practical
implementations. Efficient mask functions are proposed and
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experimentally confirmed and used to build a FPGA design to
perform realistic tradeoffs against the block cipher DES. The
second improvement is called as Rainbow Tables. Oechslin
[4] proposes Rainbow Tables in which a successive reduction
function is used for each column in the chain, rather than
constructing r tables with different reduction functions. There
are ¢ reduction functions; one for each column. In [5], Barkan
et al. give the upper bound for coverage and lower bound
for worst case time complexity when the structures of f is
not used and describe some variants of rainbow tables. In
[6] Hong and Sarkar apply TMTO on various block cipher
modes of operations and they show how to apply multiple
data TMTO to both CBC and CFB modes of operations. In
addition, they show that hash function’s preimage resistance is
not equal to its digest length. Hong et al. [7] propose a variant
of the DP technique, named variable DP (VDP), and show how
to combine distinguished points with rainbow approach.
Babbage [8] and Golic [9] independently apply TMTOs
on stream cipher. Application of TMTO on stream ciphers
is different than the application of TMTO on block ciphers.
When a stream cipher is taken into account, there are two
types of attack, in terms of the one-way function the attacker
tries to invert. The aim of the attacker might be inverting
the function from secret key(k bit) to output prefix(k bit) [6]
or inverting the function from internal state(s bit) to output
prefix(s bit)[8]-[10]. If an attacker can find any of the actual
states then he can find the rest of the keystream. Thus, he
does not have to find the initial state (or the key). Moreover,
he may find the initial state by using reverse engineering
methods in many cases. Biryukov and Shamir [10] generalize
TMTOs to multiple data and call Time/Memory/Data Trade
Offs(TMDT) for stream ciphers. When D bits of keystream
is given (there is no difference between known plaintext and
chosen plaintext attack when a stream cipher is taken into
account), D—log(N)+1 overlapping prefixes can be obtained.
In the online stage, when D bits are given, it is aimed to find
the pre-image of any one of these prefixes. Total memory is
reduced from mt to mt/D. Since Hellman’s table for block
ciphers is constructed for a particular plaintext block, the
multiple prefix is useless. On the other hand, precomputed
table can be used on multiple prefixes for stream ciphers. [11]-
[12] introduce time/memory/key trade-off(TMK) attack on
block ciphers, Hellman’s algorithm is generalized for the case
of multiple data. Distinguished points on stream ciphers are
studied by [10]-[13]. Distinguished points method is applied
on stream ciphers, and it is called BSW sampling. Biryukov,
Shamir and Wagner [13] improve Golic’s attack in which the
key is computed in about one second during the first two
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minutes of the conversation on a single PC. Dunkelman and
Keller [14] show the treatment of IV in TMTOs and claim that
setting the IV length to be equal to the key length, k, does
not ensure a k-bit security against TMTO attacks. For each
chosen IV, the attacker prepares a Hellman table (or Rainbow
table) to invert the function from key to the output prefix.
Therefore, the resistance to TMTO attacks is considered to be
an important criteria when designing a stream cipher.

Random mappings are functions from a finite set of n
elements onto m elements. They are widely used in combina-
torial problems. Various characteristics of random mappings
have been studied in [15], [16], [17], [18]. Random mapping
statistics have a great importance place when constructing
TMTOs table. Our main question in this study is "Is it possible
to have a high success rate of TMTO by using the properties
of random mappings?”.

In the following section, we briefly summarize Hellman’s
construction, and the two main improvements of the attack.
Then we calculate the expected values of two of the random
mapping properties, and summarize the results in the literature.
Finally, we give new constructions for TMTOs based on
random mapping statistics.

II. PRELIMINARIES
A. Hellman’s Construction

Hellman introduced a TMTO attack and applied on the
block cipher, DES. A TMTO application is composed of two
phases; an offline (precomputation) phase and online phase.

Offline Phase: Starting at random m points, chains of

length ¢ are generated by iteratively evaluating f = F o R,
E represents for encryption function and R represents for
reduction function. m X (¢t+1) matrix is formed which is called
Hellman table. By this way, k tables are computed in which
each table has different R so if two entries in two tables are
the same, usage of different functions will result in different
elements in the next chain item. To save memory we store
only the first and last element of a chain. By knowing the
starting point, the successive elements can be recalculated in
the chain. This process is expected to be equivalent to the
exhaustive search.
Online Phase: For a preimage of a given point cy, it is tried to
find out if the key that is used to generate c( is among the one
used in the generated table. To do so, starting by checking if
co is equal to any points of the last column (any endpoints),it
is tested to find the preimage by computing the previous entry.
If ¢ is not equal to any points of the last column, f(cg) is
calculated and checked for a match in the (t —1)** column. f
is applied repeatedly until ¢y is in the second column of the
matrix. It should be noted that finding a match doesn’t imply
that the desired key is found, it may be a false alarm.

B. Rainbow Tables

Oechslin suggested to use Rainbow tables of size mt x ¢
in which different reduction functions are applied for each
iteration, instead of having ¢ different tables. Generating a
table without merges is another trade because it will increase
the precomputation time. Perfect tables are tables in which
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there is no merges. Firstly more chains are generated since
merging chains will have the identical endpoints, they can
be easily discarded (in both rainbow and DP tables). In [19]
Avoine . stated that to construct a perfect Hellman table is
not efficient since all chains have to be looked up. We give
in Section IV-A a new construction technique that constructs
Perfect Hellman Tables .

C. DP Tables

Rivest suggested to use distinguished points as endpoints
for the chains to reduce the number of memory accesses. In
distinguished points, the chain is terminated whenever a distin-
guished property is obtained, instead of generating fixed length
chains. Only endpoints which encountered a distinguished
point in less than ¢ iterations will be stored otherwise they will
be discarded. Chains are generated until a distinguished point
is reached and the triple (SP, EP,lengthofchain) is stored.
Otherwise until t,,,, iterations if a distinguished point is not
reached , that chain is discarded. Moreover if the chain length
is less than some ¢, say ¢,,;, that chain is also discarded. If
same distinguished point occurs in different chains, the triple
with maximum chain length is stored (since merging chains
will have the same endpoint). It is clear that the chain lengths
are variable. This improvement reduces the memory access in
the online phase, since the ciphertext is compared to the end
points only if it is a distinguished point.

III. RANDOM MAPPING STATISTICS

Let X denote the finite domain of size n and F,, denote
the collection of all functions (f) from domain X into range
X . We will consider only random mappings model where
every function from F,, is equally likely to be chosen. So the
sample space consists of n” random mappings in other words
the probability that a particular function(f) from F,, is chosen

will be —.
n’ﬂ
Starting from a point xy € X and iteratively applying f,
the following sequence is obtained;

{zo, f(z0), f*(z0), ...} (M

The k-th iteration of f on X , where 0 < k£ < n will be
FE(20) = f(f*(20)) where fO(20) = x0. For some k > 0
if f*(x0) =y then we will call y to be a k th image of z¢ in
f. For some k < 0 if f*(x0) = y then we will call y to be a k
th inverse of xq in f. For k < 0, f¥(x) may not exist, which
we will call ferminal nodes, (in other words, a node may have
no inverse image) or may not be uniquely determined (more
than one inverse which will cause a false alarm from a view
point of TMTO). Each random mapping, f can be represented
by a functional graph.

A. Graph Representation of Functions

A functional graph of a function f : X — X is a directed
graph whose nodes are the elements of X' and whose edges
are the ordered pairs (x, f(x)), for all z € X .

In Figure 1, the typical behavior of an iteration operation
is given. Since the set A" is finite, after some iterations, we
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Fig. 1: Functional Graph

will encounter a point that has occurred before. Let f*(zo),
0 < m < n—1 be the point that the iteration enters a
loop. Then f™(xq) = f*(f™(x0)) , k is the smallest positive
integer which we call the cycle length. The path between x
and f™(xg) is called the tail length. The sum of the tail length
and cycle length is defined as the p-length.

The statistical behaviors of random mappings (See [17],
[20], [16], [18], [21], [15]) are summarized as in the follow-
ings:

Theorem 1: The probability distributions for random func-
tional graph of size n are:

(1) Number of Components

Pr(#components = k) =

) e

where Sff are Stirling’s Numbers of the First Kind and
sum over all choices of ki,...,k, with k; > 0 (i =
1,....p)and Y0 ki =p, Y i iki=n

(ii) p-length

klnn Z Z kl

1

n—1)! k
Py~ tength =) = g )
(iii) Cycle-length
= 5
Pr(cycle — length = k) = Z ((n 1! @
j=Fk

n—g)ni

Although the expected values of random mappings are
widely studied in literature, we calculate the expected values
for p length and cycle length and resulting tail length with a
different approach.

1) p-length:
E(p — length = k)

S (n-1)k
EZ i

by writing k — n — k

<n—1>. (- k),
T an Ko :
k=0 @iv)
,n/ o . n k‘2 k
= n? Z ﬁ —2n Z k!
k=0
(vi)
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n+1

Let Y7 = Zk" =
k

and define

= e— thus F'(z) =

————— then Yo = (1)

k2 k k72 kn N
T ten

!
B(k) = = [(n?)
nl em ™

e" —2n(ne™) + n’e" + ne"|

1

nn 2 2
2) cycle-length :

E(cycle — length = k)

(n—D'& (+1)j

Z( = j)ind

—Jj)n—j+1)
jln—J

by writing j — n —j

Since E(p — length) = E(cycle — length) + E(tail —

IT
length), then E(cycle — length = k) = ?n

Theorem 2: The expected values for a random mapping are
[20]-[17]

l
(i) Number of components = n(n)

(i) Number of terminal nodes = ¢~ 'n ~ 0, 3679n
(i) Number of image nodes = (1 — e~ )n ~ 0,6321n

(iif) N % ~0,6267/n

Average cycle length =
. [mn
Average tail length = 3~ 0,6267/n
[mn
(v) Averageplength = 5 1,2533v/n

. 2n
Average component size = 3
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(vii) Maximum cycle length = 0.78248y/n
(viii) Maximum tail length = 1.73746+/n

B. Random Permutations

Permutations have the unary functional graphs that the
sum of in-degrees must be the same as the sum of the out-
degrees. Each node must have exactly one inverse. There are
no terminal nodes and tail nodes. This also shows that every
node is cyclic.

Let «(n) be the number of cycles in a permutation. Then
we have
N
Pria(n) = j) = =

where SZI,I < j < n is a Stirling number of first kind
[18].

Let L, be the expected length of the longest cycle in a
random permutation then

limy oo (Ln/n) = 0.62432965

Theorem 3: The expected values for a random permutation
are

"1
(i) Number of components = Z -
i

i=1
(i) Number of terminal nodes = 0

(iii) Number of image nodes = n .
(iv) Average cycle length = et
(v) Average tail length =0
. n+1
(vi) Average p length = ——
(vil) Maximum cycle length = 0.62432965n

It should be noted that the average cycle length as seen from
a random node, wu, is as in the above theorem.
However the average cycle length of a mapping is

n n
Average cycle length = —————— = ——.
verage ¢y £ #components  Ilnn

Since #components ~ Inn

IV. VARIANT CONSTRUCTIONS
A. Perfect Hellman

Assuming the encryption function is modeled as a random
mapping the set into itself, if we consider the graph repre-
sentation of a random mapping, we choose our start points as
terminal nodes (we mean the points which have no preimage).
It is clear that to find the terminal nodes, it is necessary
to increase precomputation from N to 2N. Since there are
N’ = N xe~! terminal nodes, starting from N’ by iteratively
applying f we construct a Hellman table. In [19], starting
from mg random points, maximum number of perfect chains
of length ¢ is given as

mo

Wl(t7 'fng) = @
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and maximum number of chains of length ¢ by starting with
myp equal to IV is given as

2N
t+2

Starting from N’ points, maximum number of c?\;flins of length
2

Mmaz =

t of Perfect Hellman table will be M4, & T6
This shows us that the complexity of Perfect Hellman table

will approximately be equal to the complexity of Perfect
Rainbow table.

B. Variant Distinguished Point Table

Our main aim is to construct a table from distinguished
point to distinguished point. Let D be the number of
distinguished points. We construct a table of size, D. To do
this, we first list distinguished points as starting points. Then,
we iteratively apply f until a distinguished point is reached.
By constructing a table in this manner, we have ~ %99
success rate for a random permutation. Average cycle length
for a random permutation is ~ ;. The memory complexity
of the attack is equal to the number of distinguished points.

For a random mapping, we can construct the same table.
If there is no distinguished point in the chain, then the chain
will enter in an infinite loop. In order to prevent this undesired
situation, we iterate until a predefined time, ¢, then the chain
is discarded. (The reader should note that ¢ will be smaller
than the average cycle length of a random mapping).

V. CONCLUSION

Resistance against TMTO attacks is an important criteria
for designing a cipher. In this paper, we summarize the
random mapping statistics in terms of TMTO attacks. We
also give the expected values of cycle length, p length and
tail length of a random mapping. Then some properties of
random permutations are given. We present some variant
constructions of TMTOs depending on the random mapping
statistics. Perfect Hellman tables are constructed by choosing
the starting points from the terminal nodes of a random
mapping. A table from distinguished point to distinguished
point is constructed without restrictions of time, ¢ for random
permutations. Variant distinguished point method can also be
applied on random mappings.
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Extended Results for Independence and
Sensitivity of NIST Randomness Tests

Ali DOGANAKSOY, Baris EGE, Koksal MUS

Abstract—Statistical tests are of crucial importance in de-
termining the quality of pseudo random number generators.
But these tests, when used together in a test suite, should be
independent to have reliable results. In this study, we evaluate
the dependency of the tests in the NIST test suite by experimental
results. We also analyze the sensitivity of these tests to some basic
transformations.

Keywords —NIST, Randomness Tests, Independence.

[. INTRODUCTION

Pseudo random number generators (PRNGs) are used in
various subjects from cryptography to simulations. In cryptog-
raphy, PRNGs are needed to provide security in authentication
protocols, digital signature protocols, generation of encryption
keys, etc. As a result of this, the quality of a PRNG is of crucial
importance when used in cryptography. Therefore the quality
of a PRNG should be carefully determined.

Since a theoretical approach to show the quality of a PRNG
is not feasible, statistical testing of sample sequences are used
for this purpose. There are various test suites [1], [2], [3], [4],
[5] in literature which are collections of statistical randomness
tests to evaluate various properties of a PRNG. However, as
Soto stated in [6], the tests in a statistical test suite should be
independent to achieve reliable results. In [7], the correlation
among approximate entropy, overlapping serial and universal
test is shown using defective sources. Recently in [8], it is
shown that frequency, overlapping template, longest run of
ones, random walk height and maximum order complexity tests
are correlated for sequences of length n = 20 and n = 30,
through observing all possible sequences. Also in [8], the
concept of sensitivity of tests to simple transformations is
introduced.

In this paper, since it is not feasible to observe all possible
sequences for long sequences, we apply a new approach and
extend the ideas in [8] to longer sequences to evaluate the
independence and sensitivity of some chosen tests from the
NIST Test Suite through experimental results.

In Section II, we provide basic descriptions of the tests
we used in the study and statistical ideas used in NIST
Test Suite. In Sections III and IV, experimental results on
the independence and sensitivity of the tests are presented
respectively. In the last section, we give some concluding
remarks and point out some possible future work directions.

We would like to thank Meltem Soénmez Turan and members of the SADIST

Workgroup (Onur Kogak, Dilek Arslan and Cihangir Tezcan) for their comments and
support on our paper.
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II. NIST TEST SUITE

NIST Test Suite consists of a total of 16 tests which evaluate
the randomness of a given sequence or a random number
generator. These tests focus on a variety of non-randomness
properties in a sequence. The descriptions (from [1]) of the
tests used for the study in this paper are given below.

« Frequency (Monobits) Test: The focus of the test is the
proportion of zeros and ones for the entire sequence. The
purpose of this test is to determine whether that number
of ones and zeros in a sequence are approximately the
same as would be expected for a truly random sequence.
The test assesses the closeness of the fraction of ones to
%, that is, the number of ones and zeros in a sequence
should be about the same.

o Test for Frequency Within a Block: The focus of
the test is the proportion of zeros and ones within m-bit
blocks. The purpose of this test is to determine whether
the frequency of ones is an m-bit block is approximately
m

. l%uns Test: The focus of this test is the total number
of zero and one runs in the entire sequence, where a
run is an uninterrupted sequence of identical bits. A
run of length k& means that a run consists of exactly &
identical bits and is bounded before and after with a bit
of the opposite value. The purpose of the runs test is to
determine whether the number of runs of ones and zeros
of various lengths is as expected for a random sequence.
In particular, this test determines whether the oscillation
between such substrings is too fast or too slow.

o Test for the Longest Run of Ones in a Block: The focus
of the test is the longest run of ones within m-bit blocks.
The purpose of this test is to determine whether the length
of the longest run of ones within the tested sequence
is consistent with the length of the longest run of ones
that would be expected in a random sequence. Note that
an irregularity in the expected length of the longest run
of ones implies that there is also an irregularity in the
expected length of the longest run of zeros. Long runs
of zeros were not evaluated separately due to a concern
about statistical independence among the tests.

« Random Binary Matrix Rank Test: The focus of the
test is the rank of disjoint sub-matrices of the entire
sequence. The purpose of this test is to check for linear
dependence among fixed length substrings of the original
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sequence.

o Overlapping (Periodic) Template Matching Test: The
focus of this test is the number of pre-defined target
substrings. The purpose of this test is to reject sequences
that show deviations from the expected number of runs of
ones of a given length. For this test, an m-bit window is
used to search for a specific m-bit pattern. If the pattern
is not found, the window slides one bit position. For this
test, when the pattern is found, the window again slides
one bit, and the search is resumed.

o Linear Complexity Test: The focus of this test is the
length of a generating feedback register. The purpose of
this test is to determine whether or not the sequence
is complex enough to be considered random. Random
sequences are characterized by a longer feedback register.
A short feedback register implies non-randomness.

o Serial Test: The focus of this test is the frequency
of each and every overlapping m-bit patterns across the
entire sequence. The purpose of this test is to determine
whether the number of occurrences of the 2™ m-bit
overlapping patterns is approximately the same as would
be expected for a random sequence. The pattern can
overlap.

« Approximate Entropy Test: The focus of this test is the
frequency of each and every overlapping m-bit pattern.
The purpose of the test is to compare the frequency of
overlapping blocks of two consecutive/adjacent lengths
(m and m + 1) against the expected result for a random
sequence.

o Cumulative Sum (Cusum) Test: The focus of this
test is the maximal excursion (from zero) of the random
walk defined by the cumulative sum of adjusted (=1, +1)
digits in the sequence. The purpose of the test is to
determine whether the cumulative sum of the partial
sequences occurring in the tested sequence is too large
or too small relative to the expected behavior of that
cumulative sum for random sequences. This cumulative
sum may be considered as a random walk. For a random
sequence, the random walk should be near zero. For non-
random sequences, the excursions of this random walk
away from zero will be too large.

A number of tests in the test suite have the standard
normal and the chi-square (x?) as reference distributions.
If the calculated test statistic falls in extreme regions of the
reference distribution, the sequence under test is considered to
be non-random. The standard normal distribution (i.e., the bell-
shaped curve) is used to compare the value of the test statistic
obtained from the random number generator with the expected
value of the statistic under the assumption of randomness.
The test statistic for the standard normal distribution is of
the form z = L‘L), where z is the sample test statistic
value, and p and o2 are the expected value and the variance
of the test statistic. The x? distribution (i.e., a left skewed
curve) is used to compare the goodness-of-fit of the observed
frequencies of a sample measure to the corresponding expected
frequencies of the hypothesized distribution. The test statistic

is of the form x? = (7("7*87)2

e;

), where o; and e; are
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the observed and expected frequencies of occurrence of the
measure, respectively.

III. INDEPENDENCE OF TESTS

Two tests 77 and T, are called independent if the corre-
sponding p-values of these tests are independent [8]. (i.e.,
the p-values obtained from 7 by applying the test to the
sequences that fail 75, should be uniformly distributed.)

Also whenever the test statistic is lower than a fixed value
a = 0.01, we will call the tested sequence a failing sequence;
and we will call the set of all failing sequences of a test, the
rejection region of that test.

In this section, we analyze the dependency of the NIST tests,
given in the previous section, by first looking at the rejection
regions of the tests and then the p-value distributions of the
individual tests in this rejection regions.

Note that cusum test described in Section II outputs two p-
values, one from the sequence itself and one from the inverse
of the same sequence. Similarly serial test also outputs two
p-values regarding one for the transition from (m — 1)-bit
templates to m-bit templates and one for the transition from
(m — 2)-bit templates to (m — 1) and m-bit templates.

We have analyzed the tests through m = 10 sequences of
length n = 5000 in our study. But this n value restricted our
study to the tests given in Section II since random excursions,
random excursion variant and universal tests do not produce a
p-value for this input size. Moreover, we also excluded discrete
fourier transform (spectral) and non-overlapping template
matching tests since the former did not produce a large enough
rejection region for our inputs and the latter for ease of
computation. The (i, j)" entry of the Table II represents the
proportion of the sequences that fail 7; and T} to the sequences
that fail 7;. The expected value of this proportion is 0.01
so we marked the values greater than 0.1 to show significant
deviations from this value. The parameters we used for the
tests are given in Table 1.

TABLE I
PARAMETERS USED FOR THE TESTS.

’ Test Name ‘ Block Length ‘
Block Frequency 128
Overlapping Template Matching 9
Approximate Entropy 8
Serial 9
Linear Complexity 500

According to Table II, frequency, cusuml and cusum? tests
are closely related. Also approximate entropy, seriall and
serial2 tests also look related from this table, however the
relation values between approximate entropy and serial tests
seem to be deficient since the symmetric entries of the table are
expected to have similar values [8]. But the relation between
seriall and serial2 is clear from the table as well as in theory.

In addition to this, we have made another observation that
even though the most of the tests look uncorrelated in Table II,
the distribution of the p-values in the rejection regions of each
other are usually non-uniform. So we computed the values in
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TABLE II
RELATION OF THE TESTS FOR n = 5000 AND m = 10°.

Table III by evaluating the distributions of p-values through
X2 distribution. The (4, j)" entry in Table III represents the
x? value of the distribution of p-values of T} in the rejection
region of Tj. In this table, the values less than 0.0001 are
represented as 0 and values less than 0.01 are marked to show
non-uniform distribution of p-values. The tables which these
results were derived are also given in Appendix A.

IV. SENSITIVITY OF TESTS

Correlation coefficient is used to measure correlation be-
tween two random variables. There are number of different
coefficients for different situations. In this section of our
study, Pearson product-moment correlation coefficient [9] is
implemented to find the correlation between the p-values of
sequences and transformed sequences under basic transforma-
tions such as:

o Inversion: Taking the sequence in reverse order.

o Complement: Complementing every bit of the sequence.
o 1-Shifting: 1 bit left shifting.

« 8-Shifting: 8 bit left shifting.

The Pearson product-moment correlation coefficient 7, is

ISC

Py = cov(X,Y) _ DoTiYi — DT Y
Y o(@o(y) iy a? - (i) n > g2 (O i)
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TABLE III
DISTRIBUTIONS OF p-VALUES IN THE REJECTION REGIONS OF EACH
OTHER.

Linaar
011550278

0,213475861

0,2181763%

Q.IBIT6NY
0597139639

Q12618068

where x;’s and y;’s are the it block of sequences which we
are investigating the correlation and n is the number of used
p-values in a sequence.

Pearson product-moment correlation coefficient can be com-
puted only if both of the standard deviations are finite and both
of them are nonzero. And it is a result of Cauchy-Schwarz
inequality that the absolute value of correlation coefficient
cannot be larger than 1.

The coefficients reveal the degree of linear dependence
between the p-values. The closer the absolute value of the
coefficient is 1, the correlation between the corresponding
tests become stronger. Independency of the corresponding tests
implies that the correlation coefficient is 0. But converse is not
true in general. Actually, having correlation coefficient O only
means that there is no linear relation between the p-values
[10].

The correlation coefficients of p-values through basic trans-
formations are given in Table IV.
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TABLE IV
CORRELATION COEFFICIENTS UNDER BASIC TRANSFORMATIONS.
Inverse | Complement | 1-Shift [ 8-shift
Frequency 1 1t 2 1
Block Frequency 0,869472 3 0,98266 | 0,869472
Cumulative Sums 1 0,723222 1 0,999438 | 0,995701
Cumulative Sums 2 0,723222 i 0,999437 | 0,995707
Runs T 1 0,999121 | 0,999112
Longest Run 1 0059991 |0,473792| 3
Rank -0,003203 0,086677 |0,086092  -0,00155
Overlapping Template | 0,370533 -0,004004 |0,993046 | 0,96608
Approximate Entropy 1 1 1 1
Serial 1 Al 1 5l 2l
Serial 2 1 1 1 1
Linear Complexity 0,639843 0,404223 |0,481013 0,00491

The entries of the Table IV show the correlation between the
corresponding test results of a sequence and its transformed
form. We have highlighted the values greater than 0.80 to
point out correlated p-values. In this respect, the frequency,
block frequency, runs, approximate entropy, serial 1 and serial
2 tests are strong against these transformations as they produce
correlated p-values. But although cumulative sums tests are
strong against complement, 1-shift and 8-shift transformations,
it can be seen from the table that the correlation coefficient
does not give a strong result for the inverse transformation.
In addition, longest run of ones test is strong against inverse
and 8-shift transformations, but we can only say that a linear
relation of the p-values with 1-shifted ones are unlikely as in
complemented ones. Similarly, overlapping template matching
test is strong against shifting transformations but again it is
unlikely to have a linear relation for inverse and complement
transformed results. Finally, for the rank and linear complexity
tests a linear relation between the raw p-values and trans-
formed ones are unlikely to have.

V. CONCLUSION

Statistical testing is an important aspect on determining the
quality of a PRNG. To achieve this purpose, several test suites
are proposed. But as well as having many tests to examine
different randomness properties of sequences, having these
tests independent is also of crucial importance in designing a
test suite. In this work, we experimentally show that, looking
at the failing sequences from NIST tests, we may conclude
that most tests in this suite are independent. But as we have
observed through the distribution of the p-values taken from
the rejection regions of the tests, there is a relation, in this
sense, among most tests. We also examined the sensitivity of
NIST tests to some basic transformations. It is of interest to
extend these ideas further to commonly used randomness tests
which are not included in the NIST test suite as future work.
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APPENDIX A
p-VALUE DISTRIBUTION TABLES

Below are the tables used to derive the values in Table III.

TABLE V
DISTRIBUTIONS OF p-VALUES IN THE REJECTION REGION OF THE
FREQUENCY TEST.

10, 0.1] | (0.1, 0.2] | (0.2, 0.3] | (0.3, 0.4] | (0.4, 0.5] | (0.5, 0.6] | (0.6, 0.7] | (0.7, 0.8] | (0.8, 0.9] ‘ 0.9, 1]
BlockFrequency 271 192 151 117 71 67 49 33 21 5
CumulativeSums2 977 0 0 0 [ 0 0 0 [ 0
CumulativeSums2 977 0 0 [ 0 0 0 0 0 [
Runs 97 112 92 98 98 90 86 93 130 81
LongestRun 593 177 89 57 21 16 13 7 4 0
Rank 9% 8 95 0 189 154 245 152 0 0
Overlapping Template |87 92 53 21 76 75 139 73 131 0
imateE; 262 168 118 108 o1 63 56 3 2 26
Serfall 64 31 24 22 88 102 75 61 67 6
Serial2 109 98 95 99 102 9% |97 89 o1 101
LincarComplexity 24 64 50 63 36 8| 107 100 95| 20
TABLE VI

DISTRIBUTIONS OF p-VALUES IN THE REJECTION REGION OF THE BLOCK
FREQUENCY TEST.

10, 017 [ (0.1, 0.2] | (02, 031 | (0.3, 0.41 | (04, 0.5] | (0.3, 0.6] | (0.6, 0.7] | (0.7, 0.81 | (0.8, 0.9] [ (0.9, 1]
Frequency 180 24 109 91 82 64 3 63 61 57
CumulativeSums! 231 33 116 90 5 88 53 55 32 7
CumulativeSums?. 24 122 133 50 68 78 66 62 36 21
Runs 103 108 86 50 96 85 9% 83 50 77
TongestRun 144 110 95 91 79 75 78 82 58 88
Rank 93 51 o1 0 179 148 197 2] 0 0
OverlappingTemplate | 105 71 70 137 7 154 120 9 ] 0
ApproximateEntropy | 191 103 118 106 83 70 68 67 47 47
Seriall 119 103 85 90 88 91 89 85 84 66
Serial2 114 84 76 102 75 94 77 % | 9 88
LinearComplexity 138 | 46 52 57 63 101 85 80 | 103 175
TABLE VII

DISTRIBUTIONS OF p-VALUES IN THE REJECTION REGION OF THE
CUMULATIVE SUMS 1 TEST.

10, 0.1 [ (0.1, 021 [ (02,031 [ (0.3, 041 [ (0.4, 0.51 | (05, 06 | (0.6, 0.7 | (0.7, 0.81 [ (08, 091 ] (09, 11

Frequency 979 2 1 0 0 0 0 0 0 0]

BlockFrequency 297 190 155 122 66 62 49 26 11 |
C 973 3 1 0 0 0 0 0 0 0
Runs 1] 115 97 98 109 82 79 85 24 52
LongestRun 557 168 103 61 26 27 2 10 6 2
Rank 102 55 101 0 178 151 235 160 0 0
OverlappingTemplate | 05 9% ST 17 76 178 149 [ 127 0
273 160 109 101 9 [ 58 53 36 30
Seriall 178 [E2) 22 106 90 9 35 68 68 7
Serial2 106 105 Bl 100 % 107 %0 9% 9% | %

LinearComplexity 115 68 49 62 88 93 04 | 104 99 [ 200 |
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10. 0.17 | (0.1, 02] [ (02, 0.3] [ (0.3, 04] | (0.4, 05] | (05. 0.6] [ (0.6, 0.7] | (0.7, 0.8] | (0.8, 0.9] [ (0.9, 1]
Frequency 1031 8 3 0 0 0 0 [ 0 [
BlockFrequency 315 209 163 117 76 68 44 31 16 3
CumulativeSums]_| 1017 20 [ 0 0 0 0 0 0 0
Runs 109 104 97 109 2 89 103 % 134 50 TABLE XIV
LongestRun 582 184 95 7T 37 9 16 13 6 )
Rank Ti1 57 % ) 203 163 250 63 0 ) DISTRIBUTIONS OF p-VALUES IN THE REJECTION REGION OF THE SERIAL
Gverlapping Template | 89 97 85 138 80 186 22 76 149 0 1 TEST.
266 171 122 117 104 70 66 58 40 28
Serial | 172 134 124 123 100 99 93 82 68 47
| Serial2 116 109 106 104 116 93 102 94 94 108 10, 017 [ (0.1, 0.2] [ (0.2, 0.3] | (0.3, 041 | (0.4, 0.5] | (0.5, 0.6] | (0.6, 0.7] | (0.7, 0.8] | (0.8, 0.9] | (09, 1]
‘ LinearComplexity 136 72 56 67 90 95 109 99 106 212 Frequency 138 125 100 04 103 79 77 102 76 95
BlockFrequency 100 114 92 98 83 90 [ 109 101 110
CumulativeSums] 136 115 36 115 96 93 84 108 S8 87
CumulativeSums2_| 145 117 100 106 89 103 S 98 88 78
TABLE IX Runs 32 131 T 59 108 97 59 50 % ST
LongestRun 170 117 100 98 75 o1 86 89 100 82
DISTRIBUTIONS OF Pp-VALUES IN THE REJECTION REGION OF THE RUNS Rank 57 T 173 0 308 70 536 55 ) 0
TEST. OverlappingTemplate 98 9 60 120 81 184 149 64 162 0
ApproximateEntropy 1008 0 0 0 0 0 0 0 0 0
Serial2 781 133 46 20 14 8 3 2 1 0
10, 0.11 [ (0.1, 02 [ (02, 0.3] [ (03, 041 | (0-4, 03] [ (05, 0.6] | (0.6, 0.7 | (0.7, 03] | (08, 091 [ (09, 1 LinearComplexity 156 7 48 53 ol KLl 109 108 108 191
Frequency 102 91 108 90 114 95 107 103 87 38
BlockFrequency 114 86 97 97 81 102 95 12 % 102
CumulativeSums 105 81 103 95 106 114 9 100 ) 105
CumulativeSums2 | 101 9% 98 86 104 106 9 97 96 109
LongestRun 254 140 88 105 99 79 73 51 47 49
Rank 121 41 108 0 178 167 215 155 0 0
OverlappingTemplate 92 83 94 138 73 169 139 65 132 0
258 167 114 101 84 81 47 59 40 34
Serial | 164 133 122 102 87 108 71 79 60 59
Serial2 115 92 79 90 98 114 81 101 93 122
LinearComplexity 146 67 44 67 75 109 88 110 116 163
TABLE X
DISTRIBUTIONS OF p-VALUES IN THE REJECTION REGION OF THE
LONGEST RUN OF ONES TEST.
10. 0.1] [ (0.1, 0.2] | (0.2, 03] | (0.3, 0.4] [ (04, 0.5] [ (0.5, 0.6] [ (0.6, 0.7] [ (0.7, 0.8] | (0.8, 0.9] | (09. 1T |
Frequency 404 129 75 63 47 49 52 68 33 43
BlockFrequency 124 108 115 106 98 105 77 91 71 62
Si 384 110 88 69 Sl 55 42 58 58 48
391 114 77 61 53 64 40 64 58 41 TABLE XV
199 128 9 103 66 76 64 73 80 75
93 66 99 0 195 122 214 154 0 0 DISTRIBUTIONS OF p-VALUES IN THE REJECTION REGION OF THE SERIAL
OverlappingTemplate | 85 69 63 145 30 181 143 65 132 0
248 163 113 99 85 64 59 63 37 32 2 TEST.
Serial | 158 126 103 107 94 92 80 76 74 53
Serial2 86 116 100 106 92 81 89 90 102 101
TinearComplexiy T 5 7 7 o 8] 0 o 127 206 [0, 0.1] | (0.1, 0:2] | (0.2, 0.3] | (0.3, 0.4] | (0.4, 05] | (0.5, 0.6] | (0.6, 0.7] | (0.7, 0.81 | (08, 0.9] | (09, 1]
Frequency 106 113 85 100 92 ) 100 108 77| 13
BlockFrequency % 91 94 95 93 97 19 100 97 104
‘CumulativeSums1 89 119 103 87 103 101 81 102 99 102
TABLE XI CumulativeSums2 116 101 86 96 85 110 97 112 99 84
Runs 106 110 107 90 93 9 9% 89 9 103
DISTRIBUTIONS OF p-VALUES IN THE REJECTION REGION OF THE MATRIX LongesiRun EZA T o1 06|90 105 % % % 9%
Rank 119 53 104 0 178 188 191 153 0 0
RANK TEST. Overlapping Template | 01 2 59 7 71 01 29 71 55 0
i 913 54 15 2 2 0 0 0 0 0
Seriall 843 96 31 11 3 2 0 0 0 0
10, 0.11 [ (0.1, 02] | (02, 031 | (03, 041 [ (0.4, 051 | (0.5, 06] | (0.6, 0.71 [ (0.7, 0:81 | (08, 091 [ (09, 11 DiheaGofplexit." 26 77 S1 5 3 107 01 103 109 195
Frequency 164 150 150 172 164 156 150 | 146 144 162
BlockFrequency 155 158 158 163 160 146 156 155 155 152
CumulativeSums] 163 129 140 146 152 187 125 153 163 180
CumulativeSums2_|_156 158 134 185 138 169 137 T61 141 79
Runs 152 158 146 141 154 169 161 155 157 165
LongestRun 160 167 169 15 135 164 133 174 146 165
OverlappingTemplaic | 106 133 100 71 116 777 229 7 759 0
2 292 186 169 164 148 147 133 122 113 84
Serial | 158 166 145 140 149 170 150 158 160 162
Serial2 138 164 158 169 156 ‘ 153 149 160 147 164
LinearComplexity 221 125 80 85 118 ‘ 172 149 151 173 284
TABLE XII
DISTRIBUTIONS OF p-VALUES IN THE REJECTION REGION OF THE
OVERLAPPING TEMPLATE TEST.
10, 0.1] | (0.1, 0.2] | (0.2, 0.3] | (0.3, 0.4] | (0.4, 0.5] | (0.5, 0.6] | (0.6, 0.7] | (0.7, 0.8] | (0.8, 0.9] | (0.9, 1]
Frequency 135 113 109 111 110 100 136 117 106 98
BlockFrequency 135 137 133 126 9 114 9 104 109 36
CumulativeSums_| 136 15 12 105 88 126 109 129 94 121
CumulativeSums2_| 135 102 119 116 107 122 94 129 103 108
Runs 106 110 100 133 114 121 112 119 113 107 TABLE XVI
LongestRun 114 125 134 101 123 85 11 115 9 128 DISTRIBUTIONS OF Pp-VALUES IN THE REJECTION REGION OF THE LINEAR
Rank 126 62 126 0 3 162 239 188 0 0
208 137 2 110 2 106 96 95 74 55 COMPLEXITY TEST.
Seriall 113 117 116 118 111 107 101 138 107 107
Serial2 119 109 103 9 112 130 118 102 112 131
LincarComplexity | 158 82 58 71 90 123 19 98 104 232 [ 0. 017 [ .1, 02] | 02. 03] | (03 0.4] ©5. 0.6 | (0.6.0.71 | (0.7. 081 | (05, 091 | ©09. 11
Frequency | 358 385 2 347 387 321 364
BlockFrequency 400 378 373 347 351 333 360
C 1 343 363 389 352 367 326 386
CumulativeSums2 387 339 360 357 373 320 379
TABLE XIII Runs 365 385 308 341 364 344 347
DISTRIBUTIONS OF p-VALUES IN THE REJECTION REGION OF THE LongesiRun 35 377 34 334 352 365 | 341
Rank 382 0 616 785 563 0 0
APPROXIMATE ENTROPY TEST. OverlappingTemplate 205 758 53 551 247 366 0
i 7 365 324 303 269 246 230
Seriall 347 ‘ 370 312 386 354 356 396
10, 017 [ (0.1, 0.2] | (0.2, 0.3] | (0.3, 0.4] | (0.4, 0.5] | (0.5, 0.6] | (0.6, 0.7] | (0.7. 0.8] | (0.8, 0.9] [ (09. 11 | Seriall O 357 357 E5) 350 397
Frequency 326 288 276 244 259 218 219 249 198 227 ‘
BlockFrequency 250 244 246 261 213 246 775 245 261 263
CumulativeSumsI_| 302 283 255 56 258 250 211 258 221 210
CumulativeSums2_| 320 267 267 262 2% 284 216 213 216 4
Runs 31 290 774 738 258 223 75 729 25 211
LongestRun 370 291 263 251 244 230 226 PV 214 203
Rank 258 142 271 0 466 432 569 360 0 0
OverlappingTemplate 211 215 187 324 191 442 374 154 406 0
Seriall 2497 7 0 0 0 0 0 0 0 0
Serial2 1595 6 197 103 7 37 35|16 8 T
LincarComplexity | 355 182 126 158 166 257 36 | 277 776 E
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Alternative Approach to

Maurer’s Universal Statistical Test
Ali DOGANAKSOY, Cihangir TEZCAN

Abstract—Statistical tests for randomness play an important
role in cryptography since many cryptographic applications
require random or pseudorandom numbers. In this study, we
introduce an alternative approach to Maurer’s Universal Test.
This approach allows us to test short binary sequences as small
as 66 bits and to choose slightly larger block sizes. Moreover, it
does not have an initialization part and requires less time to test
a binary sequence.

Keywords
sal Test

—Randomness, Statistical Test, Maurer’s Univer-

I. INTRODUCTION

ANDOM numbers have many uses in cryptography such

as keystreams of one-time pads, secret keys of symmetric
cipher systems, public key parameters, session keys, nonces,
initialization vectors and salts. Hence statistical randomness
tests are of great importance for cryptographers for testing the
security of cryptographic applications.

There are various statistical test suites in the literature such
as NIST [2] which is used as an evaluation tool in the AES
selection process, Knuth [8], DIEHARD [5], TestUO1 [7], and
Crypt-X [6], all of which consisting of a number of statistical
tests. In this study, we introduce a new approach to Maurer’s
Universal Test [1] which is one of the 16 tests used in NIST
statistical test suite.

Maurer’s Universal Test has an initialization part and most
of the blocks in this segment has no effect in the test statistic.
Moreover, in NIST statistical test suite, block sizes between 6
and 16 are recommended, where the lower bound makes the
test inapplicable for binary sequences shorter than 387,840
bits. However, our approach does not contain an initialization
part, it can be used to test short sequences as small as 66
bits and block size can be chosen larger for long sequences.
Moreover the new approach requires slightly less time to test
a binary sequence.

The outline of the paper is as follows. In section II, we
briefly summarize Maurer’s Universal Test and introduce our
approach in section III. In section IV, we present the advan-
tages of this approach and in the last section, we conclude our

paper.
II. MAURER’S UNIVERSAL TEST

Maurer’s Universal Statistical Test which is introduced by
Ueli M. Maurer in 1992 in [1] measures per-bit entropy of

Ali Doganaksoy is with the Department of Mathematics and Institute
of Applied Mathematics, Middle East Technical University, Ankara, 06531
TURKEY e-mail: (aldoks @metu.edu.tr).

Cihangir Tezcan is with the Institute of Applied Mathematics,
Middle East Technical University, Ankara, 06531 TURKEY e-mail:
(forgottenlance @ gmail.com).
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a stream which is considered as the correct quality measure
for a secret key source in a cryptographic application. The
test is designed to detect any one of the very general class of
statistical defects that can be modeled by an ergodic source
with finite memory M where M is less than or equivalent to
the block size L.

Let {a,} = a1,as,...,ay be a binary sequence of length
N. To apply the test, we partition this sequence into adjacent
non-overlapping blocks of length L and compute the integer
values of these blocks and obtain a new sequence {t,} =
ty,to, ...t where k = L%j and ¢; € {0,1,2,...,2% —1}.
The remaining bits at the end of the sequence are discarded.

The first @ blocks of {t,} is called the initialization part
and the remaining K blocks are called the test part where
K+@Q = |n/L|. For every block in the test part, we calculate
the distance of that block to its previous occurrence. That is,
the distance r for the block ¢; means ¢; and t;_, are the same
and the integers between them are different than ¢;. These
calculations can be done efficiently by scanning the sequence
{tn} once and storing the places of the last occurrences of
blocks in an array of size 2”. If we denote these distances by
¢;, the test statistic f;, is

1 K
fo = ?leloga Ci- Q)

The reference distribution for the test statistic is the half-
normal distribution. The p-value is obtained as follows:

0.8 32\ K—3/L
variance(L)
— oy — ) 3
o=c % 3)

fn — expectedvalue(L) D
N @

If the obtained p-value is less than the probability of type I
error, which is a small value between 0.01 and 0.001, we
assume that the sequence is obtained from a non-random
resource.

An efficient and clear implementation of the complementary
error function er fc can be found in [3]. The values of vari-
ances and expected values are given in Table IV at Appendix

p — value = erfc(
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III. THE NEW APPROACH

Let {a,} = a1,as,...,an be a binary sequence of length
N. By partitioning this sequence into adjacent non-overlapping
blocks of length L and computing the integer values of these
blocks, we obtain a new sequence {t,,} = t1,t,...,t; where
k=[%]andt; € {0,1,2,...,2% —1}. The remaining bits at
the end of the sequence are discarded. Moreover, from {t¢,}
we obtain yet another sequence {c,} where ¢; is the distance
between the integer ¢; and its next occurrence. If the integer ¢;
is its final occurrence in the sequence {t, }, we assign the value
0 to ¢;. Thus the sequence {c, } also has length k. Note that in
this approach we do not use an initialization part. Hence when
calculating the distances, considering the previous occurrence
of a block, instead of its next occurrence does not change the
test statistic.

If ¢; is r for some 4, this means that ¢; and ¢, are the same
integers and the integers between them are different than ¢;.
The probability of such a situation is

(28— 1
2y

Thus the probability for ¢; = 0 is obtained in the following
way:

prob(c; =) = (5)

k (2L i—1

prob(c; =0)=1— Z (2_7;)2 (6)

Note that since tj, is the last element of the sequence {t,},
cr, must be 0. Similarly ci_; is either O or 1. Thus a distance
r in the sequence c¢; can be observed only in & — r different
places. Hence the expected number of appearance of the value
r in the sequence {c,} is

(2L _ 1)7”41

E(r)= (k- T)i(gL)r .

)

Let d; denote the number of appearance of the value i in
the sequence {c, }. We apply the test by calculating d;’s and
performing x? of goodness of fit test to d; and E(i) values.

The number of appearance of 0 in the {c,} sequence is
equivalent to the number of distinct integers in the {¢,}
sequence. To apply the test, we require that every integer in
the set {0,1,...,2F — 1} should appear in {t,,} at least once.
Thus we will consider the cases when the probability of every
possible integer values not appearing in {t,,} is less than 1074
Hence to perform the test, the largest block size L that can
be chosen for a {t,,} sequence with length k is the largest L
value satisfying the following equation:

oL _1\F /oL _9\* 1\F
17< o )f( o >77<2—L> > 0.9999 (8)

The largest L values satisfying the above inequality are the
suggested block sizes and are given in Table I.

We apply x2 of goodness of fit test to obtain p-values. The
degree of freedom d is k — 1 and x? value is

k ()2
XZ _ Z (dz E(Lj)( )) 9)

i=1
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TABLE I
LARGEST POSSIBLE BLOCK SIZES
Sequence Length Block Size
66 < n < 206 2
207 <n <571 3
572 <n <1,454 4
1,455 < n < 3,509 5
3,510 <n <8,224 6
8,225 <n < 18,839 7
18,832 < n < 42,407 8
42,408 < n < 94,269 9
94,270 < n < 207,448 10
207,449 < n < 452,663 11
452,664 < n < 980, 823 12
980,824 <n < 2,112,599 13
2,112,600 < n < 4,257,059 14
4,257,060 <n < 9,657,775 15
9,657,776 < n < 20,522,858 16
20,522,859 < n < 43,460,243 17
43,460,244 < n < 91,749, 460 18
91, 749,461 < n < 193,156, 859 19
193, 156, 860 < n < 405, 629, 468 20
405, 629,469 < n < 849,890, 425 21
849,890,426 <n < 1,777,043, 709 22

and we use the complement of incomplete gamma function
gammyg (see [3] for an efficient and clear implementation) to
obtain the p-value where

2
p — value = gammg (g, X—) (10)
2" 2

If the obtained p-value is less than the probability of type I
error, which is a small value between 0.01 and 0.001, we
assume that the sequence is obtained from a non-random
resource.

Since we assumed that every possible integer values is ob-
served in the sequence {t, }, before testing a binary sequence,
we check that if the corresponding {¢,} sequence is as we
desired. If it is not, the test will not be applied to that binary
sequence.

IV. COMPARISON

In Maurer’s Universal Test, the initialization segment con-
tains 10 - 2% bits and most of the blocks of this part have no
effect in the test result. This is due to the fact that only the
place of the last occurrence of an integer in the initialization
part is considered in the test segment. However, there is no
initialization part in the presented method which allows us
to test the whole sequence without wasting any parts of the
sequence.

Another important difference between the two methods is
the length of the sequences that can be tested. In Maurer’s
Universal Test, sequences which are shorter than 387, 840 bits
cannot be tested. However, our approach can be applied to test
sequences as short as 66 bits.
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It is important to notice that Maurer’s Universal Test re-
quires a long sequence with initialization part of 10 - 2%
blocks and test part of 1000 - 2L blocks which makes the test
not suitable for block size length larger than 16. In our new
method, the block size can be taken larger than 16 for long
sequences but notice that the distances are stored in an array
of size 27 in both methods. Hence the test becomes infeasible
for large L.

Yet another difference is the speed of the both algorithms.
Since there are no logarithms involved in our method, it
requires less time to test a binary sequence. We measured the
speed of the tests by testing 1000 binary sequences of length
800000 bits on a PC with an Athlon 64 3700+ processor at
2.2 GHz, 3 GB of RAM and running Windows XP. These
sequences are taken from [5] and we used the same block
size for both of the tests. Results are given in the Table II.

TABLE 1T
THE TIME COMPARISON OF THE TWO TESTS BASED ON 1,000 RANDOM
SEQUENCES OF LENGTH 800,000 BITS

102 seconds
87 seconds

Maurer’s Universal Test
New method

The linear relationship between the two tests can be
seen from Pearson product-moment correlation coefficient [4],
which is a value between —1 and 1. Correlation between the
variables gets stronger when the coefficient comes closer to
—1 or 1. However, the correlation coefficient 0 does not mean
that the variables are uncorrelated since it measures only the
linear relationship. By using the p-values we obtained from
the speed comparison of the tests, we calculated Pearson’s
coefficient as 0.3.

V. CONCLUSION

In this study, we proposed an alternative method for apply-
ing Maurer’s Universal Statistical Test. The comparison of this
approach and Maurer’s Universal Test is made in Section IV.
Although the idea behind the both methods are the same, the
differences in the test structure (especially the initialization
part of Maurer’s Universal Test) result in different p-values
for a binary sequence.

Our approach does not use an initialization part and it can be
used to test short binary sequences. It allows us to work with
larger block sizes and it requires less time to test a binary
sequence. The linear relationship between the two tests can
be seen from Pearson product-moment correlation coefficient
which is calculated in section IV.

APPENDIX A
MAURER’S UNIVERSAL TEST PARAMETERS
The number of blocks used in the initialization part of
Maurer’s Universal Test and the block sizes are given in
Table III. The expected values and variances are given in
Table IV.
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TABLE III
PARAMETERS IN NIST STATISTICAL TEST SUITE
n L Q=10 -2F
> 387,840 6 640
> 904,960 7 1,280
> 2,068,480 8 2,560
> 4,654,080 9 5,120
> 10, 342, 400 10 10, 240
> 22,753,280 11 20,480
> 49,643, 520 12 40, 960
> 107,560,960 | 13 81,920
> 231,669,760 | 14 163, 840
> 496,435,200 | 15 327,680
>1,059,061,760 | 16 655, 360
TABLE IV
EXPECTED VALUES AND VARIANCES
L | expectedvalue | variance
6 5.2177052 2.954
7 6.1962507 3.125
8 7.1836656 3.238
9 8.1764248 3.311
10 9.1723243 3.356
11 10.170032 3.384
12 11.168765 3.401
13 12.168070 3.410
14 13.167693 3.416
15 14.167488 3.419
16 15.167379 3.421
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Threshold Cryptography Based on Blakley
Secret Sharing

Ilker Nadi BOZKURT, Kamer KAYA, Ali Aydin SELCUK, Ahmet M. GULOGLU

Abstract—Function sharing deals with the problem
of distribution of the computation of a function (such
as decryption or signature) among several parties. The
necessary values for the computation are distributed to
the participating parties using a secret sharing scheme
(SSS). Several function sharing schemes have been pro-
posed in the literature, with most of them using Shamir
secret sharing as the underlying SSS. In this paper, we
investigate how threshold cryptography can be conducted
with Blakley secret sharing scheme and present a novel
function sharing scheme for the RSA cryptosystem. The
challenge is that constructing the secret in Blakley’s SSS
requires the solution of a linear system which normally
involves computing inverses, while computing inverses
modulo ¢(N) cannot be tolerated in a threshold RSA
system in any way.

Keywords ~ —threshold cryptography, RSA, function
sharing, Blakley secret sharing.

I. INTRODUCTION

The secure storage of the private keys of a cryptosys-
tem is an important problem. The possession of a highly
sensitive key by an individual may not be desirable as
the key can easily be lost or as the individual may not be
fully trusted. Giving copies of the key to more than one
individual increases the risk of compromise. A solution
to this problem is to give shares of the key to several
individuals, forcing them to cooperate to find the secret
key. This not only reduces the risk of losing the key
but also makes compromising the key more difficult.
In threshold cryptography, secret sharing deals with this
problem, namely, sharing a highly sensitive secret among
a group of n users so that only when a sufficient
number ¢ of them come together can the secret be
reconstructed. Well-known secret sharing schemes (SSS)
in the literature include Shamir [12] based on polynomial
interpolation, Blakley [2] based on hyperplane geometry,
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and Asmuth-Bloom [1] based on the Chinese Remainder
Theorem.

A shortcoming of secret sharing schemes is the need to
reveal the secret shares during the reconstruction phase.
The system would be more secure if the subject function
can be computed without revealing the secret shares or
reconstructing the secret. This is known as the function
sharing problem. A function sharing scheme requires
distributing the function’s computation according to the
underlying SSS such that each part of the computation
can be carried out by a different user and then the
partial results can be combined to yield the function’s
value without disclosing the individual secrets. Several
protocols for function sharing have been proposed in the
literature [3], [4], [5], [6], [13], [8], [11]. Nearly all the
existing solutions for function sharing uses Shamir secret
sharing as the underlying SSS.

In this paper we present a novel threshold RSA
signature scheme based on Blakley’s secret sharing as
we explain below.

A. Secret Sharing Schemes

The problem of secret sharing and the first solutions
were introduced in 1979 independently by Shamir [12]
and Blakley [2]. A (t,n)-secret sharing scheme is used
to distribute a secret d among n people such that any
coalition of size ¢ or more can construct d but smaller
coalitions cannot.

Shamir secret sharing is based on polynomial inter-
polation over a finite field. It uses the fact that we can
find a polynomial of degree ¢t — 1 given ¢ data points. To
generate a polynomial f(x) = Zz;é a;x’, ag is set to the
secret value and the coefficients a; to a;—; are assigned
random values in the field. The value f(7) is given to
user . When t out of n users come together, they can
construct the polynomial using Lagrange interpolation
and can find the secret.

Blakley secret sharing scheme has a different approach
based on hyperplane geometry: To implement a (¢,n)
threshold scheme, each of the n users is given a hyper-
plane equation in a ¢ dimensional space over a finite field
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such that each hyperplane passes through a certain point.
The intersection point of the hyperplanes is the secret.
When ¢ users come together, they can solve the system
of equations to find the secret.

B. Function Sharing Schemes

Function sharing is the concept of distribution of the
computation of a function such that when a sufficient
number of users come together they can compute the
value of the function without revealing their secret shares
but less than the threshold number of users cannot. This
problem is related to secret sharing as the secret values
needed for partial computations are distributed using
secret sharing.

Several solutions for sharing the RSA, ElGamal, and
Paillier private key operations have been proposed in
the literature [3], [4], [5], [6], [7], [10], [11], [13], [9].
Almost all of these schemes have been based on the
Shamir SSS.

The additive nature of the Lagrange’s interpolation
formula used in the combining phase of Shamir’s scheme
makes it an attractive choice for function sharing, but
it also provides several challenges. One of the most
significant challenges is the computation of inverses in
Zg(ny for the division operations in Lagrange’s formula
where ¢ (V) should not be known by the users. There
are two main difficulties in this respect:

1) An inverse z~! will not exist modulo ¢ (N) if

ged (z, N) # 1.
2) Even when 27! exists it should not be computable
by a user, since that would enable computing
¢ (N).
Early solutions to this problem, albeit not very efficient,
were given in [3], [11]. Afterwards an ingenious solution
was given by Shoup [13] where he removed the need of
taking inverses in Lagrange interpolation.

Shoup’s practical RSA scheme has inspired similar
works on different cryptosystems. Fouque et al. [7]
proposed a similar threshold solution for the Paillier
cryptosystem and used it in e-voting and lottery pro-
tocols. Later, Lysyanskaya and Peikert [10] improved
this work and obtained a threshold Paillier encryption
scheme secure under the adaptive security model. The
current paper is also inspired by Shoup’s work.

C. Our Contribution

In this work, we show how to do threshold RSA
signatures using Blakley SSS. Blakley’s scheme, which
is based on solving linear systems, naturally requires
computing inverses for reconstructing the secret. We
show, in a spirit similar to Shoup’s work, how to utilize
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Blakley’s SSS for threshold cryptography while avoiding
computation of inverses modulo ¢(N) completely.

II. BLAKLEY’S SECRET SHARING SCHEME

Blakley’s SSS uses hyperplane geometry to solve the
secret sharing problem. The secret is a point in a t-
dimensional space and n shares are affine hyperplanes
that pass through this point. An affine hyperplane in a
t-dimensional space with coordinates in a field F can be
described by a linear equation of the following form:

a1r1 + asxo + ... +azxy = b.

The intersection point is obtained by finding the inter-
section of any ¢ of these hyperplanes. The secret can be
any of the coordinates of the intersection point or any
function of the coordinates. We take the secret to be the
first coordinate of the point of intersection.

A. Dealing Phase

Let m be a prime and let 7 = Z¢ be the field we
are working on. The dealer generates a secret point x in
FH, where the first coordinate x[1] is set to the secret
value (the RSA private key d in our case) and sets the
values of the other coordinates randomly from the field
JF. The ith user will get a hyperplane equation over F,

6]

For a (t,n) threshold scheme there will be n such
hyperplane equations, and hence we will have an n x ¢
linear system,

;121 + Q2T + ...+ QT = Y-

Ax =y. 2

The dealer then sends the secret value of y; along
with a;1,...,a; to user i. The coefficients a;; are not
sensitive and can be made public if needed.

B. Share Combining Phase

Share combining step is simply finding the solution
of a linear system of equations. Suppose that a coalition
S = {i1,...,4} of users come together. They form a
matrix Ags using their hyperplane equations and solve

3)

where ys is the vector of the secret shares of the users.
The secret is found as the first coordinate of the solution.

Asw = ys,

III. SHARING RSA SIGNATURE COMPUTATION

In this section, we describe our threshold RSA signa-
ture scheme with Blakley secret sharing.
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A. Setup

In the RSA setup phase, choose two large primes p
and ¢, and compute the RSA modulus as N = pq. The
public key e is chosen as a prime number relatively
prime to ¢(N), the details of which will be explained
in Section V. After choosing e, the private key d is
computed such that ed = 1 (mod ¢(N)). Then the
dealer shares the private key d among n users using
Blakley SSS in Zy ().

B. Signing

Let H(.) be a hash function mapping input messages
to Z3; and let w = H(M) € Z}; be the hashed message
to be signed. Assume a coalition S of size ¢ wants to
obtain the signature s = w? mod N.

1) Generating the Partial Signatures: Let S =
{i1,...,1t} be the coalition of ¢ users, forming the linear
system

Asx =1s.

Let c¢;; be the ij-th cofactor of matrix As and let Cs be
the adjugate matrix,

Cc11 €21 ... Ct1

Cl12 C22 ... (2
Cs =

Cit Cot ... Cpt

If we denote the determinant of Ag by Ags, we have
AsCs = CsAs = Agly, (4)

where [; denotes the ¢ x ¢ identity matrix.
For our scheme, each user ¢ € S computes his partial
signature as
s; = wY mod N. (5)

2) Combining the Partial Signatures: To combine the
partial signatures, we simply compute

Sp = 84, 5i, - - . 55, mod N. (6)
Note that, from equation (4), we have
sp = w™s% mod N. 7

Given that e is a prime number relatively prime to
Ag, it is easy to compute the signature s = w? mod N
from s,. Take

s = s;wb mod NV, 8)

where a and b are integers such that
Asa+eb=1, )

which can be obtained by the extended Euclidean algo-
rithm on Ag and e.
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IV. SOLUTION OF THE LINEAR SYSTEM

In Blakley’s SSS, the private key is found by so-
lution of the linear system Asz = ys. However, this
system may not have a unique solution over Zgyy). If
ged(As, ¢(N)) > 1, the matrix As will not have an
inverse modulo ¢(NN), and the linear system will have
many different solutions. Interestingly, our threshold
signature scheme computes the correct signature in this
case as well.

When ged(As,¢(N)) > 1 and the linear system
yields many different solutions for d, note that the value
Agd is a fixed number for all these possible solutions,
and is equal to

Asd = Xiciy;.

Hence, the incomplete signature

sp = Siciyi mod N

w
= w2l mod N

is the same for every solution of the system Asx = ys.
Then the signature s is obtained from s, as

s = Sgwb mod N,

where a and b are the integer solutions of Asa+eb = 1.
Hence, the signature s is w® mod N for the right d value,
computed according to the public key e.

V. CHOOSING e

The choice of e is critical in the setup phase because
the solution depends on e and Ag being relatively prime.
To achieve this, we can either choose a special matrix
whose determinant we know to be relatively prime to e,
or choose e as a sufficiently large prime according to ¢
and n so that the probability that Ag is divisible by e
will be negligible for any coalition S.

A. Choosing e Probabilistically

The probability of a random integer’s being divisible
by a prime e is 1/e. So, if we have a (¢,n) threshold
scheme, the probability that the determinant of none of

the (7}) As matrices will be divisible by e is (1 — 1) (),

If we take e > (?), we have
1\ ()
(1 — ) ~1.
e
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B. Using a Vandermonde Matrix

A simple choice for the matrix A that enables us
to guarantee that e will be relatively prime to the
determinant of the coefficient matrix is to choose the
rows of the matrix A as the rows of a Vandermonde
matrix. Then, Ag will have the following form for any
coalition S:

1 a a ... a'ifl

1 ay a3 ... a';l
As =

1 a atQ o ai_l

The determinant of the Vandermonde matrix is nonzero,
provided that no two rows are identical, and it is found
by the following formula :

t

sl = [[ (ai—ay) (an
ij=1,i<j
Without loss of generality take (ai,ag,...,a,) =

(1,2,...,n). Obviously Hg,j:1,1‘<j (a; —
[1%j=1.:<; (@i — a;). We also have

a;) divides

(a; —aj) =12 . (n —1)% 1 (12)
i,j=1i<j

for some oy, as,...,a,—1. Hence by choosing e as a

prime greater than n we can guarantee that the determi-

nant of any Ag will be relatively prime to e.

VI. CONCLUSION

We presented an RSA threshold signature scheme
based on Blakley secret sharing. To the best of our
knowledge, this is the first threshold RSA signature
scheme that uses Blakley SSS as the underlying secret
sharing scheme. The scheme is as efficient as Shoup’s
practical threshold RSA signature and can be easily
implemented. Moreover, this approach can be extended
to other public key cryptosystems where the private key
is used in the exponent.
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Genetik Algoritma Kullanarak Goriintii

Kaynastirma Tabanli Goriiniir Damgalama
Veysel ASLANTAS, Rifat KURBAN

Ozet— Gelisen teknolojiyle beraber sayisal bilginin giivenligi
olduk¢a 6nem kazanmistir. Goriintii damgalama, sahiplik ve telif
haklarinin korunmasi gibi pek c¢ok alanda kullanilan bir
tekniktir. Bu calismada, Genetik algoritma kullanarak dalgacik
domeninde goriintii kaynastirma tabanh bir goriiniir damgalama
yontemi onerilmistir. Farkh barindiric resim ve damga iizerinde
gerceklestirilen simiilasyonlarda onerilen yontemin hem sayisal
hem de gorsel olarak iyi sonuclar verdigi goriilmiistiir.

Anahtar  kelimeler—  Goriiniir damgalama, Goriintii
kaynastirma, Ayrik dalgacik doniisiimii, Genetik algoritma

Abstract— Due to the developments in technology, security of
the digital data is becoming more important. Image
watermarking techniques can be used for ownership claim and
copyright protection. In this paper, an image fusion based visible
watermarking method using Genetic algorithm in wavelet
domain is proposed. In the simulations which were realized on
different host and watermark images, the numerical and visual
results of the proposed method are satisfactory.

Keywords— Visible watermarking, Image fusion, Discrete
wavelet transform, Genetic algorithm

I. Giris

Intemet ve iletisim teknolojilerindeki ilerlemelerle beraber

say1sal bilginin giivenligi de olduk¢a 6nem kazanmuistir. Bu
amagla gorlintii, ses ve video gibi ¢oklu ortam verileri i¢in
sahiplik, telif haklar1 ve bilgi korsanligi gibi alanlarda
kullanilabilecek pek ¢ok sayisal damgalama yontemi
gelistirilmistir. Damgalama yontemleri goriiniir ve goriinmez
yaklagimlar olarak siniflandirilabilir. Gortiniir yontemler
sahipligin logolar vasitasiyla agik¢a iddia edilebilmesini
saglarken, goriinmez yontemler bu haklarin sakli bir sekilde
korunmasini saglarlar [1-4].

Goruntii kaynastirma, farkli algilayicilardan veya geometrik
parametreleri degistirilmis bir algilayicidan elde edilen
gortintiilerin  birlestirilmesine denir. Medikal goriintileme,
uzaktan algilama ve sinirli goriis derinliginin artirilmasi gibi
uygulamalarda kullanilmaktadir. Pek cok goriintiiniin veya
goriintii 6zelliginin birlestirilerek tek bir goriintii elde edilmesi
islemi olarak da tanimlanmaktadir. Elde edilen sonug resim,

V. Aslantas (e-posta: aslantas@erciyes.edu.tr, tel: +903524374901 32602)
ve R. Kurban, Erciyes Universitesi Miihendislik Fakiiltesi Bilgisayar
Miihendisligi béliimiinde gorev yapmaktadirlar.

Bildiriler Kitabi

kaynak resimlerden elde edilmis genisletilmis bilgileri ihtiva
etmektedir [5,6].

Sayisal damgalamanin 6nemli uygulamalarindan birisi de
ozellikle web ortaminda bilgilerin  kotiiye kullanimim
engelleme amacli olarak bir dokiimanin kaynaginin
tanimlanmast i¢in gériniir sahiplik bilgisinin ifade edilmesidir
[7]. Genelde goriiniir damga bir metin veya logo bigimindeki
ikincil bir resimdir. Gortiniir damgalama, barindirici resim ile
damga resminin bir alamda birlestirilmesi yani kaynastirilmasi
islemi olarak da diisiiniilebilir. Diger bir ifadeyle, goriintii
kaynastirma alanindaki yaklasimlar, goriniir damgalama
alanina genisletilerek uyarlanabilir. Goriiniir damgalamada
olmasi gereken 6zellikler su sekilde siralanabilir:

e damgalanmig resim barindirict
olabildigince bilgi ihtiva ederken
karakteristigi de acik¢a goriilebilmelidir,

resimden
damganin

e gfrinir damgalama yontemi, gozlemcide yaniltict
bozulmalar ve tutarsizliklar meydana getirmemelidir,

e damga giriltilye ve gesitli ataklara karsi dayanikl
olmali ve damganin yok edilebilmesi olabildigince
zor olmalidir [8].

Goriintir damgalama alanindaki ilk calismalar IBM sayisal
kiitiiphane organizasyonu tarafindan Vatikan
kiitiiphanesindeki sayisallagtirilmis belgelerin isaretlenmesi
amaciyla yapilmistir [9]. Damganin dayanikliligi 6l¢eklenerek
orijinal resimlerin parlaklik bilesenlerine gomme islemi
gerceklestirilmistir. Blok tabanli ayrik kosiniis dontsiimii
(AKD) domeninde doku, kenar ve parlaklik bilgisine dayali
cesitli calismalar gergeklestirilmistir [10]. Diger taraftan ayrik
dalgacik dontsiimii (ADD) ile yapilan calismalarda dalgacik
katsayilart siniflandirilarak belli oranlarda birlestirilmistir
[7.,8].

Bu c¢alismada, ADD ile dalgacik doniistimii yapilan
barindirict resim ile damga lineer bir kaynastirma kurali ile
birlestirilerek damgalanmis resim elde edilmektedir. Bu islem
sirasinda her alt bant igin gerekli olan birlestirme agirliklart
Genetik  Algoritma (GA) kullanilarak optimal olarak
belirlenmektedir. Katsayilarin kalitesinin belirlenebilmesi igin
korelasyon tabanli bir metrik 6nerilmistir. Boylece barmdirici
resim ve damganin iceriginden bagimsiz optimal bir yontem
elde edilmistir.

Calismanin devami su sekilde organize edilmistir: 2.
bolumde gelistirilen yontem, 3. boliimde ise gerceklestirilen
simiilasyon caligmalar1 ve sonuglar1 verilmistir. Son boliimde
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elde edilen sonuglar degerlendirilmisgtir.

II. GORUNUR DAMGALAMA

A. Dalgacik Domeninde Gériintii Birlestirme Tabanli
Goriiniir Damgalama

Dalgactk doniisimii  verinin  ¢oklu ¢oziintrlikli  bir
gosterimidir ve goriintiiniin - daha disik c¢ozunurlukli
versiyonlarini ihtiva etmektedir. Ayrik dalgacik dontistimi
(ADD) islemi isaretin bir grup alcak-geciren ve yiiksek-
geciren filtreden gegirilmesiyle elde edilir. Yiiksek-geciren
filtre ana dalgacik fonksiyonunu ve algak-geciren filtre ise
6lgekleme fonksiyonunu ifade eder. 2 boyutlu bir verinin
dekomposizyon isleminde filtreler 6nce yatay daha sonra
dikey olarak uygulanir. Boylece, bir yaklagim goriintiisi
(AA), ti¢ tane de detay gorintiisii (AY, YA, YY) elde edilir.
Bu iteratif islemler boyunca her bir iterasyonda isaretin belli
bir frekans bolgesindeki kismu isaretin kalan kismidir (AA alt
bandi) ve istenirse siirekli olarak daha sonraki seviyelerde
dekompoze edilebilir.

Xa Ye
ADD AA YA
Barindirici - YF x=
Resim
AY YY AA YA
ADDT|
7 Resim
AA YA AY YY
ADD
Damga
AY YY
Xo Yo

Sekil 1. Goriiniir damgalama yonteminin genel catisi.

Sekil 1°de goriiniir damgalama ydénteminin genel catist
goriilmektedir. Dalgactk domeninde gérunir damgalama
yapilirken, ilk adimda barmdirict resim (Xg) ile damga'nin
(Xp) ADD'leri hesaplanmaktadir. Elde edilen katsayilar bir
kaynagtirma kuralina gore birlestirilir ve ters ADD
hesaplanarak damgalanmis resim (Xr) elde edilir. Gortinti
kaynastirmada oldugu gibi, ¢oklu-¢oztniirlikli goriinir
damgalama yaklagimlarmin temel dayanagi insan goérme
sisteminin yerel karsitlik degisimlerine olan duyarliligt
gergegidir [7,8]. Gortntii kaynastirma ve goriiniir damgalama
arasindaki fark birlestirme islemi sirasinda ortaya ¢ikar.
Goriinti kaynastirmada kaynak resimler ayni sahneye ait
farkli algilayicilardan veya parametreleri degismis bir
algilayicidan elde edilen goriintiilerdir. Gortintir damgalamada
ise kaynak resimler barindirict resim ve damgadir. Goriiniir
damgalamada, barindirict resim damgadan daha onemlidir.
Dolayistyla damgalanmis resimde barindirict resim damgaya
oranla daha baskin olmalidir.

Lineer agirlikli birlestirme yonteminde her bant i¢in agirlik

katsayilart (w) belirlenmektedir. Bu degerler 0 ile 1
araligindadir. Bu islem, Denklem (1)’de verildigi gibi
gerceklestirilir:

Bildiriler Kitabi
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YAt = w oy M - wty .y
YFAY — .YBAY +(1_WAY).YIS4Y
YA =Wyt (1w v

Y =Wy e -wy vy

(M

Agirhik katsayilart (w) 0.5’den biiyiikk oldugu durumlarda
damgalanmis resimde barmdirict resim daha baskinken,
0.5’den kiigiik degerlerde damga daha baskin olmaktadir. Bu
yontemde w katsayilarinin uygun bir sekilde belirlenmesi
gerekmektedir.

Optimizasyon i¢in, basit yapist ve uygulama kolaylig1 ile 6n
plana ¢ikan ve literatiirde ¢ok fazla uygulama alanma sahip
Genetik algoritma tercih edilmistir.

B.  Genetik Algoritma

Temel bir Genetik Algoritma (GA) [11] bes bilesenden
meydana gelmektedir: rastgele sayr {ireteci, uygunluk
degerlendirme birimi ve seleksiyon, ¢aprazlama ve mutasyon
i¢in genetik operatorler. Sekil 2°de temel GA’nin bilesenleri

gorilmektedir.

Rastgele Sayi Ureteci

.

Baslangig Popilasyonu

!

Degerlendirme

!

Seleksiyon

'

Capraziama

!

Mutasyon

Durdurma kriteri?
Hayr

Sekil 2. Temel GA’nin bilesenleri.

Baslangi¢ popiilasyonu, algoritmanin baslamasindan 6nce
rastgele sayr {Ureteci tarafindan iretilen sayr vektorleri
ktimesidir. Her bir vektdr optimizasyon problemi tarafindan
adreslenen bir muhtemel ¢6ziimii ifade eder. Degerlendirme
birimi her bir birey igin bir uygunluk degeri hesaplar.
Uygunluk degeri ¢6ziimiin kalitesini 6lcen bir degerdir.
Genetik operatorlerin amact daha kaliteli ¢6ziimleri bulmaktir.
Seleksiyon operatorii dogal seleksiyon fonksiyonu icra eder.
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Bireyleri temsil eden vektorler diger vektorler ile birlikte
degerlendirilerek uygunluk degerine bagli bir olasilik ile
gelecek nesiller i¢in segilirler. Caprazlama operatorii rastgele
olarak birey ciftleri seger. En basit caprazlama operatorii
ebeveyn bireyin rastgele bir noktasindan kesilerek diger
ebeveyn Dbireyin kuyrugu ile yer degistirilmesiyle
gergeklestirilir.  Caprazlama operatériiniin - iglem miktar
caprazlama orani tarafindan belirlenir. Mutasyon operatorii
rastgele bireyi temsil eden vektordeki sayilart degistirir.
Mutasyon miktarini mutasyon oranit parametresi belirler.
Algoritmanin  bir ¢evirimi  degerlendirme, seleksiyon,
caprazlama ve mutasyon operatdrlerinin  uygulanmasiyla
tamamlanir. Algoritmanin her bir dongiisiinde yeni bir ¢éziim
nesli olusturulur [12].

C. Genetik Algoritma Kullanarak Goriiniir Damgalama

Dalgacik uzayinda goriintii kaynastirma tabanli goriiniir
damgalamada w  katsayillarinin  uygun  bir - sekilde
belirlenebilmesi i¢in bu katsayilari temsil eden vektdrleri
ihtiva eden bir baslangi¢ popiilasyonu olusturulmaktadir. GA
kullanilarak bu katsayilar optimize edilmektedir. Ancak
burada en biiyiik problem, elde edilecek katsayilarm
kalitesinin  nasil  olgiilecegidir.  Genetik  operatdrlerin
¢aligabilmesi icin popiilasyondaki her bir olasi ¢dzimiin kalite
degerinin bilinmesi gerekir. Popiilasyondaki her bir birey
Denklem (2)’deki vektor seklinde ifade edilmistir.

A4 AY YA YY] (2)

Coziimlerin kalitesini hesaplamada temel mantik elde edilen
damgalanmis resmin barindirict resme  olan benzerligini
maksimize ederken, damgalanmis resimden gikartilan
damganin orijinal damgaya olan benzerligini de maksimize
etmektir. Bu amaci gerceklestirebilmek ig¢in Denklem (3)’de
onerilen kalite ifadesinden yararlanilmigtir.

k=K(Xp,Xp)+K(Xcp,Xp) 3)

K verilen iki veri arasindaki korelasyon katsayisimi, X¢p ise
damgalanmis resimden ¢ikartilan damgay: ifade etmektedir.

Korelasyon  katsayilart ~ Denklem  (4)  kullanilarak
hesaplanmistir:

DD Ay = A)(B,, —B)
K(4,B)= -

\/{;ZYZA," - Z)zJ[;Zn:(an - E))z}

A ve B, sirasiyla 4 ve B’nin ortalamalarini ifade etmektedir.
Damgalanmis resimden, damgayi elde edebilmek i¢in takip
eden denklem kullanilmistir:

Bildiriler Kitabi
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Xp—wt X,

(1—w

Xep = )

Denklem (4) ile elde edilen korelasyon katsayist [-1,1]
araliginda bir degerdir. 1 olmasi durumunda maksimum
benzerlik ifade edilir. Dolayisiyla, Denklem (3)’de verilen
ifade deger olarak buyiidike¢e elde edilen ¢6ziimiin kalitesi de
artacaktir.

III. SiMULASYON SONUCLARI

Simiilasyon ¢alismalari iki farkli 256x256 boyutlarinda 8-
bit gri seviye barindirict resim ve damga {izerinde

gerceklestirilmistir. Barindirict resimler ve damgalar sirastyla
Sekil 3 ve 4’de goriilmektedir. ik simiilasyonda barimndirici
resim olarak Sekil 3(a), damga olarak ise Sekil 4(a)

(@) (b)

Sekil 3. Barindiricr resimler: (a) Lena, (b) Kameraman.

ERCIYESSPOR

(a) (b)

Sekil 4. Damgalar: (a) Erciyes Universitesi logosu, (b) Erciyesspor logosu.

kullanilmigtir. Digerinde ise barindirici resim olarak Sekil
3(b), damga olarak Sekil 4(b) kullanilmastir.

Giris  resimlerinin  ayrik  dalgacik
hesaplanmasinda Daubechies 1 filtre ailesi
1 seviye dekompozisyon yapilmustir.

Uygulamada w agirlik katsayilarinin optimize edilmesi i¢in
kullanilan GA’ya ait kontrol parametreleri Tablo 1’de
verilmistir.

dontigtimiiniin
kullanilarak

TABLO 1. GA KONTROL PARAMETRELERI.
Veri tipi Reel say1 vektori
Popiilasyon boyutu | 32
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Jenerasyon sayist 100
Mutasyon orani 0.1
Caprazlama orani 0.8

Elde edilen kaynastirma katsayilar1 ise Tablo 2’de
verilmistir. Tablodaki sonuglar incelendiginde, GA’nin amag
fonksiyonunu optimize etmek icin farklr alt bantlar i¢in farkli
katsayilar hesapladigi gortilmiistiir. Diger taraftan katsayilarin
barindiric1 resim ve damganin icerigine gore degistigi de
goriilmektedir.

TABLO 2. SIMULASYON SONUCUNDA GA iLE ELDE EDILEN KAYNASTIRMA

KATSAYILARL
A WY nz WY

Sekil 3(a) —4(a) |{0.9170 [0.9512 [0.9077 [0.9450

Sekil 3(b) —4(b) |0.9247 |0.8900 |0.9184 |0.8541

Gergeklestirilen simiilasyonlar sonucunda elde edilen

korelasyon katsayilar1 Tablo 3’de verilmistir. Tablodan da
goriilecegi lizere optimizasyon algoritmast hem barindirict
resim ile damgalanmis resmin benzetligini ( K(X;,Xg5))
artirmakta hem de ¢ikartilmig damga ile orijinal damganin
benzerligini (K(X¢p,Xp)) artirmaya calismaktadir. Diger

taraftan, Onerilen yontem iki benzerlik oranini dengelemeye
de calismaktadir. Ciinkii barindirict resim ile damgalanmis
resim  benzerligini maksimum  yapmasi  durumunda,
damgalanmis resim ile barmndirici resim aymi olur. Bu
durumda damga hi¢ gomiilmez ve diger benzerlik dlgiitii gok
kiigiik ¢ikar. Dikkat edilirse elde edilen sonuglarda ¢ikartilan
damga ile orijinal damganin  benzerligi neredeyse
maksimumdur. Algoritma dnce bu kismi1 maksimize edip daha
sonra olabildigince barmdirict resim ile damgalannus resmin
benzerligini maksimize etmektedir. Gortilecegi lizere burada
elde edilen ile vazgecilen arasinda bir dengeleme s6z
konusudur. GA bu islemi basartyla ger¢eklestirmektedir.

TABLO 3. SIMULASYON SONUCUNDA GA ILE ELDE EDILEN KORELASYON
KATSAYILARL

Sekil 3(a)—4(a) | K(Xp,X,z) | 0.9872
K(Xp,Xp) | 0.9958
Sekil 3(b)—4(b) | K(X,,X,z) | 0.9919
K(Xgp,Xp) | 09963

GA ile elde edilen damgalanmis resimler Sekil 5°de
verilmistir. Resimlerden goriilecegi tizere GA ile elde edilen
damgalanmis resimde damganin gortntirligii kaybedilmeden
barmdirict resmin baskmligi korunmustur. Ornegin Sekil
5(b)’de logonun kameramanin koyu renk elbisesi iizerine
gelen kisimlarinda bile algoritmanin belirledigi katsayilar
sayesinde damga bozulmadan gémiilmiis ve gorsel olarak ayirt
etmek miumkin hale gelmistir. Sekil 6’da damgalanmis
resimlerden ¢ikartilan damgalar goriilmektedir. Sekillerden de
goriilecegi tizere elde edilen damgalar orijinal damgalara
gorsel olarak oldukg¢a benzemektedir.

Bildiriler Kitabi
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(@) " (b)

ERCIYESSPOR

(@) (b)

Sekil 6. Cikartilan damgalar

IV. SoNuC
Bu ¢alismada dalgacitk domeninde lineer goriintii
kaynastirma  yontemi gorGniir damgalama problemine

basariyla uygulanmistir. Kaynastirma katsayilarim optimum
olarak elde edilmesinde GA kullanilmistir. Onerilen yéntem
olduk¢a pratik ve kullanighdir. Elde edilen damgalanmis
resimler hem barindirici resme oldukga yiiksek oranda
benzemekte hem de tizerindeki damga ¢ikartilabilecek
nitelikte ve barmndirict resimden daha az baskin olarak
goriilmektedir. GA ile elde edilen katsayilarin kullaniminda
hem sayisal hem de gorsel olarak iyi sonuglar elde edilmistir.

Ileriki galismalarda  yontemin literatiirdeki  goriiniir
damgalama yontemleri ile ayrntih bir karsilastirmast
gergeklestirilebilir. Diger taraftan kullanilan ayrik dalgacik
dontigimiiniin - dekompozisyon seviyesinin ve kullanilan
dalgacik filtre ailesinin sonug Uizerine etkileri incelebilir ve
goriinlir damgalamada kullanilabilecek farkli performans
metrikleri gelistirilebilir.
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SEA Sifreleme Algoritmasi Kullanarak Giivenli
Kablosuz Algilayic1t Ag Haberlesmesinin

Gergeklestirilmesi
Ciineyt BAYILMIS, Murat CAKIROGLU

Ozet— Kablosuz Algilayicr Ag (KAA)’larin simrh kaynaklara
sahip olmasi ve herkese acik olan kablosuz iletisim ortami
iizerinden  haberlesmesi  etkin  giivenlik  ¢oziimlerinin
gelistirilmesini zorlastirmaktadir. Giivenilir iletisimin en 6nemli
gereksinimi olan sifreleme/sifre ¢c6zme prosediirlerinin genellikle
¢ok karmasik ve islem yiikiiniin olduk¢a fazla olmas1 popiiler
sifreleme  algoritmalarimin  KAA’larda  kullamilabilirligini
giiclestirmektedir. Bu sebeple KAA’larda kullanilan sifreleme
algoritmalarindan miimkiin olan en az islem yiikii ile en uygun
giivenlik seviyesini saglamasi beklenmektedir. Bu calismada,
blok tabanli yeni bir sifreleme algoritmasi olan Olceklenebilir
Sifreleme Algoritmas1 (Scalable Encryption Algorithm, SEA)
kullanilarak KAA’larda giivenli iletisimin gerceklestirilmesi
amaclanmaktadir. MICAz diigiimleri iizerinde gerceklemesi
yapilan SEA algoritmasinin basarimi bellek gereksinimi, ¢calisma
zamani, giivenlik ve esneklik kriterleri acisindan ele alinmakta ve
elde edilen sonuclar Skipjack algoritmasi ile
karsilagtirllmaktadir.

Anahtar Kelimeler—Kablosuz Algilayic1 Aglar, Giivenlik, SEA

I. Giris

Kablosuz Algilayict Ag (KAA)’lar, bakim gerektirmeden
uzun yillar c¢alisabilmeleri ve ¢ok ¢esitli alanlarda
kullanilabilmeleri sebebiyle hem endiistriyel
uygulamalarda hem de akademik ¢alismalarda ¢ok popiiler bir
alan haline gelmistir. KAA’lar1 meydana getiren diigiimler,
genellikle iki adet standart pil ile beslenen, veri saklama/islem
kapasitesi smirli olan ve kisa mesafeli kablosuz ortam
tizerinden haberlesen tiimdevrelerdir [1]. Kaynaklart sinirli
olan bu diigimlerin, ¢ogu uygulama i¢in dig ortamda
bulunmasi ve kablosuz olarak haberlesmesi KAA’larin ¢esitli
saldirilara maruz kalma riskini arttirmaktadir. Bu sebeple
giivenligin en 6nemli tasarim ol¢itii oldugu askeri ve tibbi
uygulamalar basta olmak tizere birgok uygulama alaninda
kablosuz algilayict aglarin veri gizliligi, biitiinligi, tazeligi ve
kimlik dogrulamas: gibi hayati gitivenlik gereksinimlerini

karsilamasi gerekmektedir [2-5].
KAA’larin kisith donanimsal kaynaklara sahip olmas,
bilgisayar  aglarinda  kullanilan  geleneksel  giivenlik

Cuneyt Bayilmis ve Murat CAKIROGLU, Sakarya Universitesi, Teknik
Egitim Fakiiltesi, Bilgisayar Sistemleri Ogretmenligi, Esentepe Kampusii,
Sakarya, Tel:2642956456, Fax:2642956421

e-mail: {cbayilmis, muratc}@sakarya.edu.tr
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coztimlerinin KAA’larda dogrudan kullanilmasini
giiclestirmektedir. ECC, RSA, AES, T-DES, RCS5 gibi popiiler
sifreleme algoritmalarinin gerektirdigi islem ytikiintin oldukg¢a
fazla olmasi, bu algoritmalarin saklama ve islem yapma
kabiliyeti sinirli olan kablosuz algilayici diigimleri iizerinde
gergeklenmesini zorlastirmaktadir. Ayrica kullanilan sifreleme
algoritmasinin diigiimlerin islem yikiiniin ve iletilen paket
boyutlarinmn  artmasina yol agmasi beraberinde enerji
tiketimlerinin de 6nemli olglide artmasma ve dugiimlerin
yasam siirelerinin azalmasina neden olmaktadir. Bu sebeple
KAA’larda kullanilan sifreleme algoritmalarindan mimkiin
olan en az islem yiikiyle istenilen giivenlik gereksinimlerini
karsilamasi beklenmektedir. Sinirli komut setine ve islem
yapma Kkabiliyetine sahip islemciler i¢in gelistirilmis, basit
sifreleme rutinleri iceren fakat dogrusal/farksal kriptanaliz
tekniklerine karsi dayanikli olan SEA (Scalable Encryption
Algorithm-Olgeklenebilir Sifreleme Algoritmasi) sifreleme
algoritmasi [6-7], bu 6zellikleri sebebiyle KAA’larin giivenlik
gereksinimlerini kargilayabilecek niteliktedir.

Bu c¢alismada, KAA’larin disiik maliyetli olarak gitivenli
haberlesme ihtiyaglarin1  karsilayabilmek amaciyla SEA
sifreleme algoritmasinin  kablosuz algilayic1  digiimleri
tizerinde gergeklemesi yapilmig ve gergceklemeden elde edilen
performans degerleri sunulmustur.

Bu makalenin literatiire temel katkilart sunlardir;

e KAA'’larda SEA sifreleme algoritmasi kullanilarak
giivenli iletigimin dusiik maliyetle
gergeklestirilmesi,

e SEA sifreleme algoritmasinin gergeklemesinin
ideallestirilmis benzetim ortamlar1 yerine MICAz
kablosuz algilayict ag platformu {izerinde
yapilmast.

Makalenin geri kalan kisimlart su sekilde diizenlenmistir:
Bolim 2’de KAA giivenligi hakkinda bilgi verilmektedir. 3.
Bolumde SEA  sifreleme  algoritmasinin  6zellikleri
aciklanmakta, Bolim 4’de SEA algoritmasinin
gerceklemesinde  kullanilan deney diizenegi ve araglar
tanitilmaktadir. Bolim 5°de ise gerceklemeden elde edilen
sonuglar  sunulmakta ve  son  bolimde  makale
sonuglandirilmaktadir.
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II. KABLOSUZ ALGILAYICI AGLARDA GUVENLIK

Askeri ve tibbi uygulamalar, dogal felaketlerin tespiti, bina
giivenlik sistemleri v.b. bircok alanda kullanilmakta olan
KAA’larin cesitli tiirdeki saldirilara karsi giivenilir bir sekilde
calisabilmesi son derece hayati 6nem arz etmektedir. Ancak,
diisik maliyetin saglanabilmesi i¢in donanimsal kaynaklari
siirlt olan diigtimlerin tercih edilmesi, geleneksel giivenlik
tekniklerinin  KAA’larda kullanilmasini  zorlastirmaktadir.
Bununla birlikte, algilayici diigiimlerinin ¢ogu uygulama igin
dis ortamda bulunmasi ve paylasimli olan kablosuz ortam
tizerinden haberlesmesi saldirganlarin isini kolaylastirmakta
ve KAA’larin giivenlik agisindan diger aglara nazaran daha
fazla risk tasimasina sebep olmaktadir. KAA’larda giivenlik 3
temel perspektifte incelenebilir [2]:

e  KAA’larn giivenligini kisitlayan unsurlar,

o KAA giivenlik gereksinimleri,

e KAA giivenligini tehdit eden saldirilar ve savunma
yontemleri.

A. KAA Giivenligini Kisitlayan Unsurlar

KAA’lar, geleneksel aglara oranla daha fazla sinirlamaya
sahip ozel bir ag hiiviyetindedir. Sinirli donanimsal kaynaklar,
giivenli olmayan iletisim kanali, digtimlerin uzun siireler
boyunca gozetimsiz ¢aligmasi gibi sebepler, geleneksel
giivenlik tekniklerinin dogrudan KAA’larda kullanilmasini
zorlagtirmaktadir. Giivenli bir ag tasarimi gergeklestirebilmek
icin bu sinirlamalart dikkate almak gerekmektedir.

B. KAA Giivenlik Gereksinimleri

KAA’lar, geleneksel bilgisayar aglarinin ihtiyag duydugu
giivenlik gereksinimlerine ek olarak sadece kendine has olan
giivenlik gereksinimlerine de sahiptir. Bu 6zel gereksinimlerin
bir¢ogu KAA’larin dis ortamda olmalarindan
kaynaklanmaktadir.

KAA giivenli iletisim gereksinimleri 6zetle sunlardir:
e  Veri gizliligi (Data Confidentiality)
e  Veri biitiinliigti( Data Integrity)
e  Veri tazeligi (Data Freshness)
e Kimlik dogrulama (Authentication)
e Kendi kendini orgiitleme (Self Organization)
e  Zaman eslemesi ( Time Synchronization) ,
e  Giivenli konum belirleme (Secure Localization)

C. Saldirlar ve Savunma Onlemleri

KAA’lar yapist geregi bircok tiirdeki saldirilara karsi
aciktir. Ozellikle farkli katmanlardaki fonksiyonlarin isleyisini
bozmay1 hedefleyen Hizmet Engelleme (Denial of Service-
DoS) Saldirilart KAA giivenligi i¢in 6nemli bir tehdit
unsurudur. Sekil 1’de KAA katmanlarmi etkileyen DoS
Saldirilar gorilmektedir. DoS saldirilari disinda trafik analiz,
digiim kopyalama (node replication), gizliligin ortadan
kaldirilmast (attacks against privacy) gibi bir¢ok saldir tiirl
KAA i¢in 6nemli tehditlerdendir [4-5].

Bildiriler Kitabi
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« Hello Flood saldirisi

« Sybil saldirisi

« Solucan deligi saldirisi (Wormholes)

« Cikis deligi saldirisi (Sinkholes)

«Yanlis yonlendirme saldirisi (Misdirection)

« Secmeli iletim saldirisi (Selective forwarding)

Uygulama

R Katmani
«Veri bagi bogma saldirilari(Jamming) -

-

Veri Bagi
Katmani
« Bogma saldirilari(Jamming) i
¢ Kurcalama saldirilari(Tampering) Fiziksel
Katman

Sekil 1. KAA katmanlarini etkileyen DoS saldirt tiirleri

Yukarida bahsedilen saldirilarin bircogunun vermis oldugu
zararlar veri gizliligi, biitiinligi ve tazeliginin saglanmasinin
yaninda iletisimin kimlik denetimi ile gerceklestirilmesi
sayesinde en aza indirilebilir. Bu sebeple giivenli iletisimde,
diigimlerin bir sifreleme yontemiyle paketleri sifrelemesi,
butinliiginii  kontrol etmesi ve kimlik  denetimini
gerceklestirmesi gerekmektedir. Literatiirde sunulan giivenlik
coztimlerinden SPIN [8] ve INSENS [9] protokolleri RCS5,
TinySec giivenlik paketi [10] Skipjack ve 802.15.4 standard:
AES sifreleme algoritmalarini kullanmaktadir. Bu ¢alismada
yeni bir sifreleme algoritmast olan SEA’nin algilayict
diigtimleri tizerinde gergeklemesi tizerinde durulmaktadir. Bu
sebeple bir sonraki bolimde SEA algoritmast ayrintili olarak
incelenmektedir.

I1I. OLCEKLENEBILIR SIFRELEME ALGORITMASI
(SCALABLE ENCRYPTION ALGORITHM, SEA)

SEA, bellek buyikligi ve islem giicii gibi smirh
kaynaklara sahip gomiilii sistemlere yonelik gelistirilmis, bir
sifreleme algoritmasidir [6-7]. Simetrik blok sifreleme
yaklasimina dayanan SEA’nin tasarim kriterleri kii¢iik bellek
alani, kiiciik kod biytkligi ve smirli komut setidir. Bu
sebeple sadece, OZEL VEYA, bit/kelime rotasyonlar1, mod 2°
toplama ve s-box gibi bit operasyonlarini kullanir.

Oldukea esnek bir yapiya sahip olan SEA, SEA,,;, seklinde
ifade edilmektedir ve farkli metin, anahtar/kelime uzunluklar1
tizerinde calisabilmektedir. Ayrica, degisken tur sayilartyla
Feistel yapisina dayanan SEA, asagidaki parametreler ile
tanimlanmaktadir:

e n: ham metin ve anahtar biyiklugi
o h:kelime buyiikliigi

o n, = : Feistel dallanmast basina kelime sayisi
)

e p,: Sifreleme tur sayisi
SEA algoritmasinin gergeklemesinde » ve b parametreleri
hedef islemcinin 6zelligine uygun olarak secilebilir. Ancak
anahtar ve ham metin buiytiklagi 48, 96, ..., 192 bit gibi 6’nin
katlar1 olmast gerekmektedir. Bir diger 6nemli nokta ise
uygun bir giivenlik diizeyinin saglanabilmesi i¢in kelime
uzunlugunun  b>8 ve tur  sayisinin @ en  az

n,= %-&— 2(ny+/[b/2]) olmast gerekmektedir. Sekil-2’de

25026927 Aralik December 2008 ¢ Ankara / TURKIYE

Proceedings

174



BiLGi GUVENLIGi VE
KRIPTOLOJi KONFERANSI

3. ULUSLARARASI KATILIMLI I S

SEA algoritmasinin yapist goriilmektedir.

Sifreleme Anahtari
(48, 96,... 192 bit)

4
Sifrelenmemis (Ham) Metin
(48,96,... 192 bit)

.88

... 192 bit)

Kullanilan anahtar (48, 96
biiyiikliigiine gore tur sayisi 25, 46, .

Anahtar
Cetveli

2

Sifrelenmis Metin
(48, 96,... 192 bit)

Sekil 2. Olgeklenebilir sifreleme algoritmast (SEA)

IV. SEA ALGORITMASININ GERCEKLEMESI

SEA algoritmasinin gerceklemesi, Crossbow firmasimin
popiiler bir ticari triini olan MICAz kablosuz algilayic
diigtimleri tizerinde TinyOS [11] isletim sistemi kullanilarak
gerceklestirilmigtir. MICAz, 128 KB kod, 4KB veri hafiza
iceren ve 16 MHz hizinda c¢alisan ATMEGAI128L
mikrodenetleyiciye sahiptir. Kablosuz iletisimi Chipcon
CC2420 alici/verici tim devresini kullanarak 250 Kbit/s
hizinda gergeklestirebilmektedir.

SEA algoritmasmim en 6nemli o6zelliklerinden biri farklt
islemeci  biyiikliklerinde ve farklt anahtar/ham  metin
biiyiikliiklerinde ¢alistirilabilmesidir. Bu g¢aligmada anahtar
/ham metin biiyiikligii 96 bit ve kelime uzunlugu 8 bit olarak
secilmistir. (SEAogg).

flk olarak C dilinde yazmus oldugumuz ve daha sonra nesC
diline uyarladigimiz SEA algoritmasinin gergeklenmesinde ve
basariminin 6l¢tilmesinde kullanilan araglar sunlardir:

e Algilayict dugiimlerinin  TinyOS igletim sistemi
tizerinde gerceklenen SEA algoritmasini kullanarak
giivenli iletisim gergeklestirebildigini analiz etmek
icin kablosuz algilayici ag diizenegi (Sekil-3).

e  SEA algoritmasimin algilayici diigtimlerin belleginde
kapladig1 alan, diigiimlerin sifreleme/sifre ¢6zme
islemlerinde  harcadigi ~ stre ve  SEA’nin
saglayabildigi bant genisligi Olciitlerinin  elde
edilmesi i¢in AVR Studio 4 [ 13] ve AVR GCC [14]
yazilimlart kullanilmistir.

Sekil 3’de SEA algoritmasinin gerceklestirildigi bir
diztistii bilgisayar, bir merkezi diigiim ve bir kablosuz
algilayict  diigiimden olusan KAA deney diizenegi
goriilmektedir. Algilayict digiim merkezi dagiim ile 200
paket/s hizinda sifrelenmis veri iletisimi
gerceklestirmektedir. Merkezi digiim ise almis oldugu
sifreli veriyi ¢ozerek USB baglantisi {izerinden
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bilgisayara  aktarmaktadir.  Bilgisayarda  merkezi
diigiimden gelen bilgiyi gostermektedir. Bu diizenek ile
diigtimlerin SEA algoritmasini kullanarak sifreleme, sifre
¢ozme ve kimlik dogrulama islemlerini  gercek
uygulamalarda basarili bir sekilde gergeklestirebildigi
kontrol edilmektedir.

Kablosuz iletisim

Merkezi Algilayict
Diigiim Diigiim

Diziistii Bilgisayar

Sekil 3. Kablosuz algilayici ag deney diizenegi

V. GERCEKLEME SONUCU VE DEGERLENDIRME

Sifreleme  algoritmalarmm  basarmmmimn  Slgiilmesinde,
caligma zamani (sifreleme/sifre ¢6zme islemlerinde harcanan
siire), bellek gereksinimi, bant genisligi, giivenlik (kirllma

siresinin - uzunlugu),  esneklik,  standartlastirilabilme,
hedeflenen  sisteme uygunluk kriterleri g6z Oniine
alinmaktadir  [12]. Bu c¢alismada SEA  sifreleme

algoritmasinin basarim degerlendirmesi asagidaki kriterlere
gore yapilmaktadir.

e Bellek gereksinimi,

e  (Calisma zamani ve bant genisligi

e  Giivenlik ve esneklik

Sifreleme algoritmalarinin hedeflenen cihaz ve ortamlara

olan yiksek bagimliligindan dolay1r degerlendirilmesi ve
birbirleriyle karsilastirilmasi olduk¢a zordur. Buna ragmen
fikir vermesi agisindan SEA sifreleme algoritmasi, TinySec
giivenlik paketi icerisinde kullamilan Skipjack sifreleme
algoritmasi ile karsilastirilmaktadir. Her iki algoritmanin C
dilinde yazmis oldugumuz versiyonlart AVR Studio 4 ve
AVR GCC araglar1 yardimiyla derlenerek benzetilmis ve
ihtiya¢g duyduklart bellek miktarlari, sifreleme/sifre ¢ozme
stireleri ve bant genislikleri elde edilmistir.

A. Bellek Gereksinimi

Sekil 4’de SEA ve Skipjack algoritmalarmim sifreleme ve
sifre ¢6zme islemleri icin ihtiya¢ duydugu bellek miktarlart
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goriilmektedir. SEA, kod belleginde 1598 bayt yer kaplarken
veri belleginde sadece 25 bayt’lik bir alan tutmaktadir.
Skipjack algoritmasi kod bellekte 1884 bayt, veri bellekte ise
274 baylik alan kaplamaktadir. Her iki algoritmanin ihtiyag
duydugu kod bellek miktarlar1 birbirine yakinken SEA,
Skipjack algoritmasina oranla yaklasik olarak 11 kat daha az
veri bellek alan1 kullanmaktadir. SEA’nin oldukg¢a diisiik veri
bellegine ihtiya¢ duymasi, temelinin basit bit operasyonlarina
dayanmasindan kaynaklanmaktadir.

2000
1800 ~
1600 4

@ SEA
@ Skipjack

1400 +
1200 +
1000 +
800 -
600 -

Bellek Miktari (Bayt)

400 -
200 -

Veri Bellek

Kod Bellek

Bellek Tiirii

Sekil 4. SEA ve
gereksinimleri

Skipjack algoritmalarinin  bellek

B. Calisma Zamani ve Bant genisligi

Sekil 5’de SEA ve Skipjack algoritmalarinin c¢alisma
zamanlar1 goriilmektedir. SEA algoritmasmin sifreleme/sifre
¢ozme  siresi (7708 wus), Skipjack  algoritmasinin
sifreleme/sifre ¢6zme siiresinden (2220 us) yaklasik olarak
3,5 kat daha fazladir. Bu SEA ve Skipjack sifreleme
algoritmalarinin  kullanmis olduklart anahtar/ham metin
buytiklagii, algoritmalarina ait kural tablolar1 ve tur sayilarinin
farkliliklarindan kaynaklanmaktadir. Ornegin SEA bu ¢alisma
icin 96 bit anahtar ve ham metin kullanirken, Skipjack 80 bit
anahtar ve 64 bit ham metin kullanmaktadir. Bir bagka fark
olarak da SEA’nin bu ¢aligma i¢in 93 tur Skipjack’in ise 32
tur ile sifreleme rutinlerini gerceklestirmesidir.

9000

@ SEA
@ Skipjack

8000 -

7000 -
6000 -
5000 -
4000 -

aligma Zamani (uSn)

Sifreleme Sifre Coézme

Sifreleme/Sifre Gézme iglemi

Sekil 5. SEA ve Skipjack algoritmalarinin sifreleme/sifre
¢Ozme islemleri i¢in harcadiklari zaman

Sekil 6’da  SEA ve Skipjack algoritmalarinin

saglayabildikleri bant geniglikleri goriilmektedir. Her iki
algoritma sifreleme ve sifre ¢6zme islemlerinde ayni bant

Bildiriler Kitabi
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genisliklerini saglamaktadir. Sekilden gortuldugi gibi SEA
algoritmasi, Skipjack algoritmasindan yaklasik 2,3 kat daha az
bant  genisligi  saglamaktadir (SEA: 12454  bit/s,
Skipjack:28828 bit/s).

35000

30000 4 -~ — -

25000 4 — - - o

20000 4 — - - o

15000 - -~ — - ——m e

Bant Genisligi (bit/sn)

-

o

o

o

[S)
I

5000 & - — - — -

SEA Skipjack
Algoritmalar

Sekil 6. SEA ve Skipjack algoritmalarinin kullandiklar1 bant
genislikleri (sifreleme ve sifre ¢6zme islemleri i¢in ayni bant
genisligini kullanmaktadirlar)

C. Giivenlik ve Esneklik

Skipjack, c¢alisma zamani ve bant genisligi acisindan
SEA’ya oranla daha verimli olmasina ragmen saglayabildigi
giivenlik seviyesi acisindan daha gerilerdedir. Skipjack
algoritmasinin 31 turlu indirgenmis versiyonu ve 32 turlu tam
versiyonlarinin ~ kirilabilecegi literatiirde — gosterilmektedir
[15,16]. Bunun yaninda SEA algoritmasi i¢in herhangi bir
kriptanaliz ¢aligmasi heniiz bulunmamaktadir. Ayrica SEA’nin
parametreye bagli olarak yapilandirilabilmesi istenilen
giivenlik seviyesinin ayarlanabilmesine imkan tanimaktadir.

VI. SONUC

Bu calismada MICAz dagiimlerden olusan temel bir
kablosuz algilayicit ag tizerinde SEA sifreleme algoritmasi
kullanarak giivenli iletisim gergeklestirilmis ve SEA sifreleme
algoritmasinin. KAA’lar i¢in uygunlugu bellek kullanimi,
calisma zamani, bant genisligi, giivenlik ve esneklik kriterleri
acisindan degerlendirilmistir. SEA’nin bagariminin
kiyaslanmasinda KAA uygulamalarinda popiiler olarak tercih
edilen  Skipjack algoritmas1  kullanilmistir.  Her  iki
algoritmanin  basarim degerlendirmesi ayni1 kosullarda
gergeklestirilmistir.

Deneysel sonuglar incelendiginde SEA algoritmasinin
Skipjack algoritmasindan daha az bellek gereksinimine ihtiyac
duydugu goriilmektedir. Ancak SEA’nin sifreleme ve sifre
¢ozme siiresi Skipjack algoritmasina oranla daha fazla ve
saglayabildigi bant genisligi daha diisiktiir. Bunun temel
sebebi SEA’nin daha fazla tur ile sifreleme islemlerini
gerceklestirmesidir. Bununla beraber Skipjack’in
kriptanalizinin yapilmasi ve SEA’ya kars1 heniiz bir saldirinin
gergeklestirilmemesi  giivenlik  agisindan  SEA’y1  daha
avantajli  kilmaktadir. Ayrica SEA’nin  farkli  kelime
uzunluklarina sahip islemcilere (8 bit, 32 bit vb.) uygun olarak
yapilandirilabilmesi, anahtar ve ham metin biyiikliiklerinin
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degistirilebilmesi  farkli tirdeki kablosuz algilayici ag
platformlarinda  kolaylikla  kullanilabilmesini ~ miimkiin
kilmaktadir.

TESEKKUR

Yazarlar Dog.Dr. Ismail ERTURK Bey’e MICAz kablosuz
algilayici diigtimleri sagladig i¢in tesekkiir etmektedirler
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Encryption with First Order Splines

Alla LEVINA, Yuri DEMJANOVICH

Abstract—The aim of this paper is to construct new cryptog-
raphy algorithm. Proposed algorithm bases on wavelet decom-
positions for the spaces of first order splines. The algorithm is
simple in practice and analysis; processes of enciphering and
deciphering have explicit mathematical structures.

Keywords —First order splines, mesh, formulas of decom-
position and reconstruction from wavelet theory.

[. INTRODUCTION

Well-known piecewise linear continuous functions (first
order splines) had been used in mathematics since Euler.
Spline theory had been developed in the middle of the XXth
century. The term spline were introduced in mathematics by
Isaac Schoenberg (1946). Splines were the tool of theoretical
investigations till 1960. Since 1960 splines had become also
the tool for computer simulations of different situations in
science, engineering and techniques.

Proposed paper discusses an application of splines to con-
struction of cryptography algorithms. Using of splines and
their wavelet decompositions lead to rather wide variety of the
keys defined by mesh, order of ejection of nodes and number
of rounds. The offered algorithms can be also applied to the
key transfer. At present research on using wavelet decompo-
sition of splines of second, third and upper order continues,
algorithm based on wavelet decomposition of splines of second
degree is presented in work [1, 2].

The paper is organized as follows, in section II basic
concepts of algorithm are presented, sections III and IV
presents processes of enciphering and deciphering, and section
V demonstrates the work of the discussed algorithm in the case
of the block size equal to 256 bits.

II. BASIC CONCEPTS

Presented algorithm is relative to class of block ciphers,
process of enciphering and deciphering consists of K identical
rounds.

We discuss mesh X as the ordered set of real numbers x;,
such that x; < 2410 X = {z;} ez

Let K = (X,v,K) be a key; here X is a mesh, v is an
order of ejection of nodes from the mesh and K is number of
round.

Let us suppose that the mesh is periodic with the period N
S0 T; = 4N Vj € Z.

The order of nodes that will be removed from the mesh X
is v = {Yn}nep,... .k, where K is the number of round of
enciphering; on each round only one node is removed from
the mesh and +,, is the number of casually chosen node ;.

St. Petersburg State University, Math and Mechanics department, Russia.
Email: alla_levina239@yahoo.com
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Let us suppose that a sequence C = {c¢; }ic z, |cil = M is
a plaintext; here |c;|—quantity of elements which are ciphered,
C' is the ordered set.

On each round one node with the number ~; is taken out
from the mesh, where j is number of the round. Process of
enciphering based on formulas of decomposition from wavelet
theory; as a result we get sequence {ci_] ties, and after K
rounds we obtain the ciphertext. On deciphering the plaintext
restores with the help of formulas of reconstruction from
wavelet theory.

III. PROCESS OF ENCIPHERING

Let us describe in more details process of enciphering. In
the process of encryption K rounds are made. On first round

For the convenience of record of formulas we shall consider
nonnegative integers i, j.

The first round:

1) Let eject node x.,, from primary mesh X.
2) Received mesh defines as X !, its nodes will be equal:

(M
@

-1 _ .
T, =X

? if j<m

1 . .
;- =z i j>y =

X! = {a;'}. The node ., will be defined as ¢.
3) Let us write down and count formulas of decomposition
for splines of first degree:

-1

¢ =¢ if 0<i<m 3)
t=cip if m<i<M-—1 4)

b7t =y = (24 — 2 )@ — ) ey -
—(73;11 - f)(l’;f-;-l - 5)_1‘371“ ®)

4) At the end we make a shift of sequence ci_1 as follows:

—1 -1 —1 -1 -1
Cy —C = Cy ... Cypq —C

Formulas (3)-(6) are written down using the nota-
tion of a new mesh X~!. On first round sequences

{e; Vim0, -1 and b~! have been got.
All rounds except K -th round go by analogy with the first,
we take out from the mesh X % node x with number ~; and
count formulas of decomposition for splines of the first degree.

K-th round:

1) By analogy with previous rounds we have:

M= M 0<i <k (6)
M= AT i gk <i<M-K  (7)
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— — —K — —K -1 —K
b K = C715(+1 - (w7K+1 _‘T“rif()(l."/x-‘rl _5) 1CWK—l_
K K 1 -K
*(JTVK - §)($7K+1 -£) Chr+1 (®)

On K-—th round shift is not made. Sequence
{¢; % }ico. . m—x and b~ have been received.

As a result after K rounds we have got two sequences

{0 =12,k {C;K

K . .
Sequence {c; ", b""} =12, K:i=0,12,. M—K IS the ci-
phertext.

Yizo,1,2,. M—K-

IV. PROCESS OF DECIPHERING

Process of decryption goes by analogy with process of
encryption, the same key K and formulas of reconstruction
are used.

We know number of rounds K so the sequence
{C;K,b_n}":1’2’_“’K;i:0$1,2’“‘7M7K can be divided in two
sequences:

- —-K
{b ”}n:1,2,..4,K, {Ci }i:o,l,z,...,M—K-
We know the primary mesh X and the order of nodes
removal 7 so we can receive meshes X 1, ... XK+ XK,

as it has been described in process of enciphering.

On each round we are taking out from the mesh X —*+!
only one node = with the number ~;, where ¢ is the number
of round, and we are receiving mesh X ~¢. For deciphering we
need the reverse order, i.e. on first round we need the mesh
XK onsecond X K+ and on K—th —X ~!.

The first round:
1) We take the mesh XK, ¢ = :r;kK
2) We write down and count formulas of reconstruction for

the splines of first degree:

K =K if 0<i<yx )
B = if g +1<i<M-K+1 (10)
e = (@8 e ) (@ — T e+
Hay K @K -0 e K+ (11)
3) We make a shift (:Z-_K +1 as follows:
caKJrl - C;K+1 - chH... - C]T/[Ii}l+1 - caKJrl
We have got the sequence {ci_K“}i:o,___‘,MfKH-
K-th round:
1) We take the mesh X1, & = 2,
2)
c=ct  0<i<m (12)
ci=cY}, m+1<i<M (13)
ey = (23 — )y — €7 e+
eyl =@y —o TS T (19)

Shift is not made on K —th round.

Thus, after K rounds the initial text {c;}i—o, .. nm has been
restored.
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V. DEMONSTRATION OF THE WORK OF ALGORITHM

Presented algorithm is a parametrized algorithm in that it
can operate on block sizes of 128, 192, 256 or 512 bits. Now
will be presented the work of the algorithm with the block
size of 256 bits.

If block size equal to 32 bytes then 30 rounds are specified
and we will have 33 nodes in the mesh.

A plaintext is a sequence {co,c1,...,c31}, and key is
K = {X,v,K}, where K = 30, X = {z¢,21,...,32},
V= {’Y’n}n:(),..ASQ-

Elements of plaintext held in the matrix C.

Number of columns — N, N = M/4, and 4 rows. For
block equal 32 bytes C' will be 4x8 matrix.

Co C1 C2 3 €4 C5 Cg C7

C = Cg Cg Ci0o €11 Ci2 C13 Ci4 Cis
Cig Ci7 Cig8 Ci9 C20 C21 C22 (23
C24 C25 C26 Co7r C28 C29 C30 C31
xo
T
Nodes of primary mesh held in matrix X: X = T2
32
€0y C1y-eevy €31, L0, -ovy T32 - DYLES.

o Process of the encrypting.
Process of encrypting consists of four operation:

— Getting of mesh, which will be using on this round.
— Getting of new elements.

— Shift of the elements.

— Creating of matrix B.

On each round number of elements in matrix C' will be
decrease on one element, for staying matrix C' four-by-
eight matrix, we will add 0 on each round, as it will be
presented below.

Also on each round we will get element b~%, and we will
put it in the matrix B, matrix B is also four-by-eight
matrix.

In the beginning

o O OO
o O oo
o O oo
o o oo
o O oo
o O OO
o O oo
o O OO

Elements {0~ "},—1..x we will put in the matrix B from
the position { M — K div N, M — K mod N}, numeration
of rows and columns in B starts from {0,0}.

On first round we get matrix C, mesh X, and number of
node ;.

Process of enciphering on i—th round:
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1) We get mesh X %

1 0 0 0 zy
0 1 0 0 zy
X—'L — 0 ‘,L.;ii-‘rl —
0 0 0
0 0 0 1 a
:JJEZ
| e
xzizfl
2) We get matrix O~ : C~% =
—it1
[N .
—i —it1
_ Tas o - -
cijfiﬂ 0 0
0 0 0 0 0 0
3) Shift of the elements:
cg”l
—ifl —ifl
et i -
Cr it 0 0
0 0 0 0 0 0
—
—it1
vac . 5
—1+1 —1+1
Cyi—1 vi+1 38 o
ANy 0 0
0 0 0 0 0 0 0 0
Let us write matrix C~* in new designations:
ol et et et
. < R
0 0 0 0 0 0 0 0

4) We count and put down in the matrix B element

b=
_ _ c—itl
i @) (@3i-9) Y1
b - ( 17 (l‘;llﬁ»l_g) ’ (I;i1+1—§) ) Cziv':i,ll ’
C"/H—l
g=a7
0 0 bt p2 p3
b7
B = .ob™ 0 0 0
0 0 0 0 0 0 0 O
K —th round:
1) We get mesh X ~X:
1 0 0 zy KH
x I;KH
X" = ey K| T
0 0 1 qng-H
Bildiriler Kitabi
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xy
= xIK
Ty
2) We calculate C~K :
o™ "t 0 0 00 0 0
K — 0 0 000 O0O0O O
0 0 00 0O0O0O0
0 0 00 0O0O0O O
In new designations:
o™ e 000000
oK — 0 0 00 O0O0O0O0
0 0 00 O0O0O0OTO
0 0 00 O0O0O0OTO

3) Shift is not made.
4) We calculate and put in the matrix B element b~ %

K+l
R < e R Coveend ) Yt
G B ) 61%111
YK +1
P
f x7K+
0 0 bt b2 b3
=7
BE Y
b:k
Ciphertext is c=C~ X + B :
o g™ bt b2 b3 bt bh b6
b—7
Ces
b:}(

Process-of the decripting.

We have the matrix C' and the key K = so we know
the number of rounds K = we know block length M =
K +2.

If we know the block length we can get from the matrix
C matrix C~¥ and B :

0 0 o' b2 b3 bt b5 pE
b77
B= :
b K
o g 000000
o-k_| 0 0 000000
| o 0o 000000
0 0 000000

We know the primary mesh X, so we can count
X1 .. X% .. XK and put it in the matrix X!,
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-1 —1 -K
Lo ) Lo Lo
2 2 2
L1 ) Ty L1 X«
) >
all _ | x5 Ty Ty
X = x5! 0
3
0
—1
T3y e e e 0

Process of dechiphering consists of two operations:
— Counting of elements.
— Shift of the elements.

Process of deciphering on i-th round:
1) We take L—i elements of i—th column of the matrix

Xa,ll =
—i
Lo
"
T —1
X' = T,
—i
wL—z
Count:
—i
—q —i —i C -1
s @=%) (@578 b=t . ZLi
Vi (@, 1=8) 7 (@, =8 “{
N |
=1,
Let us write C 1 : 0t =
—i
o : o
—i —it —i
Cyi-1 Gy, Cys

e e RS 0 O
0 0 0 0 0 0 0 0
2) Let make a shift of C~F1:

[N : -
iy C;iz+1 C;iz'

v .. \Gpael O O
0 0 0 0 0 0 Ogm O
—

0»7,171 c;f“ )
e e Cp; ot 00
0 0 0 0 0 0 0 O

Let us write it in new designations:

C*’Hrl _
e
cs_H'l...
c;jfilﬂ 0 0
0 0o 0 0 O
k—th round:
1) From the matrix X% we are taking 1-th row =

—1 __ —
X = x5
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Count:
=1 —1 =1
. = (@) —25,) (&11 —£) p—1 .
Y1 -1 ] = o\
! (Z'Y1+1 6 (I'Y1+l 3
-1
Cyi-1
C'Yl
1
where £ =z,
Let us write matrix C' :
—1
N v s
= B N N

—1

€30

Let us write elements of matrix C' in new designa-
tions:

Co &1 C2 C3 Cyq (& C6 cr
Cg Cg Cio Ci11 Ci2 €13 Cia Ci5
Cie Ci7 Ci18 Ci9 C20 C21 C22 C23
C24 C25 C26 C27 C28 C29 C30 C31

C =

2) Shift is not made on last round.
The plaintext has been restored.

VI. CONCLUSION

The offered algorithm is well protected against attacks,
process of enciphering and deciphering flows quickly. Also
one of the advantages of the given algorithm is that it can be
used both as block and as a stream algorithm. In the future it
is planned to analyze the application of this cryptoalgorithm
in different areas.
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Survey on Transformation Based Algorithms
in Digital Image Watermarking

Ersin ELBASI

Abstract—Digital watermarking has received increasing
attention in recent years. Distribution of movies, music, and
images is now faster and easier via computer technology,
especially on the Internet. Hence, the content owners (e.g.,
movie studios and recording companies) are concerned
about illegal copying of their content. Watermarking is a
pattern of bits (logo or noise) inserted into a digital image,
video, text or audio which identifies the copyright
information [11]. This survey paper defines watermarking
technique in digital images and explains main frequency
based algorithms.

Keywords—Watermarking, Transformation, DCT,

DFT, DWT, Embedding, Detection

I. INTRODUCTION

Watermarking and cryptography are two standard
multimedia security methods. However, cryptography is
not an effective method because it does not provide
permanent protection for the multimedia content after
delivery. The contents of the documents are protected
from stealing and manipulation during the delivery, but
after decryption there is no protection for the documents

[11].

The most important properties of a watermarking
system are robustness, invisibility, data capacity, and
security. An embedded watermark should not introduce a
significant degree of distortion in the cover multimedia
element. Robustness is the resistance of the watermark
against normal A/V processes or intentional attacks. Data
capacity refers to the amount of data that can be
embedded without affecting perceptual transparency.

The security of a watermark can be defined to be the
ability to thwart hostile attacks such as unauthorized
removal, unauthorized embedding, and unauthorized
detection. There are basically two approaches to embed

Manuscript received October 30, 2008.

Ersin Elbasi is with The Scientific and Technological Research Council
of Turkey, Ankara (corresponding author to provide phone 312 468
5300-1124, e-mail: ersin.elbasi@tubitak.gov.tr)
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a watermark: spatial domain and transform domain (e.g.,
DCT, DFT, or DWT). In the spatial domain, the
watermark is embedded by modifying the pixel values in
the original image. Transform domain watermarking is
similar to spatial domain watermarking; in this case, the
coefficients are modified. Both methods have advantages
and disadvantages: One disadvantage of spatial domain
watermarking is that the cropping attack might remove
the watermark [11].

There are several criteria to classify watermarking
techniques. Tablel.1 shows some fundamental categories

[2].

Criteria Types

Based on Type Image, Video, Audio, Text

Human Perception | Visible, Invisible

Working Domain Spatial Domain, Frequency Domain

Pseudo Random Number

" "ok Type (PRN) sequence, Visual Watermark

Information Type Non-Blind, Semi-Blind, Blind

Table 1: Categories of watermarking techniques

Video watermarking is still an open research area
because of a number of challenging problems:
embedding large amount of data, redundancy between
frames, and robustness against temporal attacks (e.g.,
frame averaging, frame dropping, and frame swapping)

[3].

There are several application areas that range from
copy protection to broadcast communication [12]. Film
and music makers, TV stations, and courts are very much
interested in using digital watermarking and cryptography
as two complementary technologies. Table 2 shows the
main application fields of multimedia watermarking.
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algorithm provides extra robustness against intentional
and distortions. Proposed algorithm is as follows:

Embedding:

Broadcast Monitoring Identify the video item being

broadcasting
Fingerprinting Trace back a malicious user
N I that th iginal tent
Authentication nsure that the original conten
not changed
Copyright protection Prove ownership

Table 2: Watermarking Application Areas

II. WATERMARKING METHODS

There are three major watermarking schemes in
multimedia. The first is spatial domain watermarking,
which basically embeds a visible logo or a PRN sequence
directly to selected pixels in the host image. The second is
transform domain watermarking such as DCT, DWT or
DFT. The third is only for audio or video files, that is
compressed domain watermarking. A video watermarking
scheme usually should satisfy some requirements such as
transparency, robustness, (blind) oblivious detection, free-
from deadlock problem, public key detection, and so on.
However, all the current watermarking methods only
satisfy part of the requirements. For example, some
methods are really robust (oblivious) but they are non-
oblivious (not robust enough).

Cox et al. [5] proposed secure spread spectrum
watermarking algorithm. This algorithm uses the Discrete
Cosine Transformation in gray scale image. Proposed
algorithm is as follows:

Embedding:
1.Compute the NxN DCT of an NxN gray scale cover

image I.

2.Embed a sequence of real values X=xi,Xj,.....X,
according to N(0,1), into the n largest magnitude DCT
coefficients, excluding the DC component.
3.Vy=V(1+aX)), i=1,2,...,n

4.Compute the inverse DCT to obtain the watermarked
cover image I’.

Detection:
1.Compute the DCT of the watermarked (and possibly
attacked) cover image I*.
2.Extract the watermark X*: X;*=(V*-V))/aV; i=1,...n.
3.Evaluate the similarity of X* and X using.

. X.X*
Sim(X, X*) = W
4.If Sim(X,X*) > T, a given threshold, the watermark
exist.

Piva et al. [6] presented DCT based watermark recovering
without resorting to the uncorrupted original image. This

Bildiriler Kitabi

1.Compute NxN. DCT of the image I.

2.Reorder the DCT coefficients into zig-zag scan.
3.Generate the vector T by selecting the first L+M
coefficients: T={t;,t,,...t,....tLm}-

4.Skip the lowest L coefficients and embed the watermark
X={X1,Xs,...,xp} In the last M numbers, to obtain
T’:{tl,tz,. . .,tL,t’L+1,. . ~t’L+M} .

St ot X

Detection:
1.Apply the NxN DCT to the corrupted image I*.
2.Generate the vector T* by selecting the coefficients
from (L+1)th to the (L+M)th T*:{t*L+1,t*L+2,. . -t*L+M}
3.Compute the correlation Z between the DCT
coefficients marked with a codemark X and a possibly
different mark Y:

YT* 01 & .
z M M Z Vil

4.Compose it to the threshold

: X
Szfgt'
: 3M,-=1| /|

Experimental results demonstrated that the watermark
algorithm is robust to several signal processing techniques
and geometric distortions.

Dugad et al. [7] proposed wavelet based scheme for
watermarking images. Algorithms is as follows:

Embedding:
1.Compute the NxN DWT of an NxN gray scale image /.

2.Exclude the low pass DWT coefficients.

3.Embed the watermark into the DWT coefficients > T7:
T ={t}, ;= t + oltix;, where i runs over all DWT
coefficients > T;.

4.Replace T'= {#;} with 7" = {#’;} in the DWT domain.
5.Compute the inverse DWT to obtain the watermarked
image /.

Detection:

1.Compute the DWT of the watermarked and possibly
attacked image I*.

2.Exclude the low pass DWT coefficients.

3.Select all the DWT coefficients higher than 7>.

1
4.Compute the sum z =—Z y,t; , where i runs over all
i=1
DWT coefficients > 75, y; represents either the real

watermark or a fake watermark, ‘4

; represents the

watermarked and possibly attacked DCT coefficients.

[24 *
5.Choose a predefined threshold 7. = — t|.
P M ;\ il
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6.If z exceeds T,, the conclusion is the watermark is
present.

Caldelli et al. [13] proposed geometric invariant in DFT
frequency domain. Algorithm works as follows:

Embedding:
1.Take the luminance layer of an YUV image.

2.Compute the Discrete Fourier Transform (DFT).
3.Select the magnitudes of some DFT coefficients
according to a secret key.

4 Modify the magnitudes in such a way to create a local
peak.

5.Compute the average and the standard deviation over a
window centered on the point to be changed.

6.The magnitude of the center coefficient will have a
value equal to the local average plus n-times (n = 4,5) the
standard deviation.

7.The peaks are arranged in quadruplets, with pixels
belonging to the same quadruplet being collinear.
8.Moreover these spikes are posed in such a way that
quadruplets are concatenated to form a chain.
9.Concatenation is achieved by letting the final peak in
each quadruplet to be the initial peak of the subsequent
quadruplet of the chain.

10.The peaks form a constellation that represents the
watermark and the template.

11.A very general geometric invariant (the Cross-Ratio of
four collinear points-CR) is adopted to be resistant against
complex geometrical attacks.

Detection:

1.Take the luminance layer of the watermarked YUV
image.

2.Compute the Discrete Fourier Transform (DFT).
3.Identify all the local maxima through an exhaustive
search.

4.1If the central coefficient, within a window whose size is
equal or smaller than that adopted in the embedding step,
is the maximum in the window, this is assumed to be a
peak.

5.The spikes located in very low and in very high
frequencies are not considered.

6.The watermark is embedded in middle frequency range.
7.For an image of size 256x256 about 400 points are
generally recovered.

8.This is quite a large number and the watermark is
always well-hidden.

9.If an attacker wants to destroy the watermark, he should
modify or delete all these coefficients, resulting in a big
loss of image quality.

10.The next step is to check all the existing quadruplets of
four collinear points, to compute their Cross Ratios and
compare them with those characterizing the watermark.
11.If the secret key in known, it is possible to determine
which are the correct values of Cross Ratios and which is
the exact concatenation order among those selected.
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Kusyk et al. [9] proposed a semi-blind logo watermarking
for color images in the DFT domain. The proposed
algorithm is as follows:

Embedding:
1.Compute the DFT of the NxN cover image.

2.Move the origin to the center.
3.0btain the magnitudes of DFT coefficients.
4.Divide the NxN matrix of magnitudes into four
(N/2)x(N/2) matrices Mul, Mur, Mll, Mlr. ul: upper left,
ur:upper right, /I: lower left, Ir: lower right.
5.Define three frequency bands: low, middle, and high.
6.Embed a visual binary watermark in these three bands
by determining the embedding locations.
7.In each band:

a.Choose a magnitude a in matrix Mul, and the
corresponding magnitude b in matrix Mur.

b.Compute the mean m = (a+b)/2, and choose the
value of the parameter p.

c.Embedding bit 1: If a < m-(p/2*m) then do not
modify a and b else a=m-(p/2*m) and b=m+(p/2*m)

d.Embedding bit 0: If @ > m+(p/2*m) then do not
modify a and b else a=m+(p/2*m) and b=m-(p/2*m)
8.Copy the modified magnitudes in matrix Mu/ to matrix
Mir.
9.Copy the modified magnitudes in matrix Mur to matrix
Mil.
10.0Obtain the DFT coefficients of the entire image using
the modified magnitudes.
11.Compute the inverse DFT.

Detection:

1.Compute the DFT of the NxN watermarked (and
possibly attacked) image.

2.Move the origin to the center.

3.0btain the magnitudes of DFT coefficients.

4.Divide the Nx/N matrix of magnitudes into four (N/2) x
(N/2) matrices Mul, Mur, MIl, Mlr.

5.Use the three frequency bands and the embedding
locations defined in the embedding process: low, middle,
and high.

6.In each band, if a > b then bit = 0 else bit = 1.

Ganic et al. [10] proposed DWT-SVD based
watermarking algorithm. Embedding and extraction
algorithms are as follows:

Embedding:
1.Using DWT, decompose the cover image into four

subbands: LL, LH, HL, and HH.
2.Apply SVD to each subband image: A* = U fZI;VakT

3.Apply SVD to the visual watermark: W = U, 2, V,/
4 Modify the singular subband:

AF =X ol

values in each

; wi»1=1,...n
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5.Construct the watermarked image: A = U jz;" VakT

Extraction:
1.Decompose the watermarked cover image into four
subbands: LL, HL, LH, and HH.

2.Apply SVD to each subband image:
A*k — Ukz*k VkT
3.Extract the singular values from each subband:

k o k .
A=A =Y a,,i=1,..n
4.Construct the four visual watermarks using the singular

ok — k1T
vectors: W* =U, 2.V,

Chae et al. [14] proposed robust embedding in wavelet
coefficients. Algorithm is as follows:

1.Decompose by one level the host and signature images
using the DHWT. This results in four bands, which are
usually referred to as the LL, LH, HL and HH bands.
2.Each signature image coefficient is expanded into 2x2
block as follow:

3.Each coefficient value is linearly scaled to a 24 bit
representation.

4.Let A, B, C represent, respectively, the most significant
byte, the middle byte, and the least significant byte in a 24
bit representation. Three 24- bit numbers, A’,B’,C’, are
generated with their most significant bytes set to A, B and
C, respectively, and with their two least significant bytes
set to zero.

5.The host image coefficients are also linearly scaled
within each band to a 24 bit representation. The minimum
and maximum values in each band will be used in the
inverse transformation below.

6.The scaled host image coefficients are now added to the
expanded signature transform to form a new fused
transform. Let h(m,n) be the (m,n)th wavelet coefficient
of the host image, and let s(m,n) be the (m,n)th signature
coefficient after forming the expanded blocks as
described in the above. Note that after expansion each of
the bands in the signature wavelet transform is of the
same dimension as the host image bands. The fused
(m,n)th coefficient is the computed as:

w(m,n) = a.h(m,n) + s(m,n)

7.Where the scale factor determines the relative
percentage of the host and signature image components in
the new image.

8.The fused transform coefficients in each band are scaled
back to the levels of the host image transform coefficients
using the minimum and maximum coefficient values in
step 3.

9.An inverse transform is now computed to give the
watermarked image.

10.In detection following similarity formula used:
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ZS *(m,n).s(m,n)
S — m,n
D (s*(m,m))’

III. ATTACKS ON WATERMARKED IMAGE

A watermark should be robust against attacks. We can
classify attacks in several ways. Direct or indirect attacks:
1. Direct attacks attempt to remove, obscure, or render the
watermarks undetectable in the content.

2. Indirect attacks leave the watermark undamaged, but
seek to undermine the validity of the scheme that uses the
watermark as its basis.

Another attack classification scheme is based on the
attack type: Geometric attacks and statistical attacks:

1. Common signal processing: The watermark should be
detected after signal processing attacks such as digital-to-
analog, analog-to-digital conversion, resampling, gaussian
noise, histogram equalization, etc.

2. Common geometric distortions: Rotation, resizing,
cropping and scaling are the most common attacks in this
class.

IV. EVALUATION IN WATERMARKING

Measurement of image and video quality is a
challenging problem in many applications from lossy
compression to printing attacks. The quality measures can
be classified into two groups: subjective and objective.
There are a number of objective measures. We mention
some of these measures [107].

The Mean Square Error (MSE): MSE is an old, proven
measure of control and quality the MSE is defined as
follows:

> (G, )= FG, j)) ,

MSE = i

where f'(i,j) is the original image that contains NxN pixels,
and F (i, j) is the watermarked image.

The Peak-signal-to Noise Ratio (PSNR): The PSNR is
most commonly used as a measure of quality of
reconstruction in image watermarking. It is a ratio
between the maximum value of a signal and the
magnitude of background noise. It is most easily defined
via the mean squared error.

255

PSNR =20xlog,y| ——— |
RMSE

where RMSE is the square root of MSE.

Measure of Singular Value Decomposition (M-SVD): M-
SVD is a new measure which expresses the quality of
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watermarked images. It is based on the Singular Value
Decomposition (SVD). M-SVD is a bivariate measure
that computes the distance between the singular values of
the original image and watermarked image blocks.

D, = SQRT{Z(si -, )2} ,
i=1
where s; are the singular values of the original block, s;
are the singular values of the distorted block, and n is the
block size. If the image size is k, we have (k/n) x (k/n)
blocks.

The numerical measure is derived from the graphical
measure. [t computes the global error expressed as a
single numerical value depending on the distortion type:

(k/n)x(k/n)
Z(‘ Di _Dmid D
M—-SVD=—= ,
(k/n)yx(k/n)

where Dy represents the mid point of the sorted D ;’s, k
is the image size, and n is the block size.

Similarity Ratio (SR): Defined by SR = S/(S+D), where S
denotes the number of matching pixel values in compared
images, and D denotes the number of different pixel
values in compared images. The Similarity Ratio is used
in evaluation of non-blind watermark extraction.

V. CONCLUSION

Digital watermarking has received increasing
attention in recent years. Distribution of movies, music,
and images is now faster and easier via computer
technology, especially on the Internet. Hence, the content
owners (e.g., movie studios and recording companies) are
concerned about illegal copying of their content.
Watermarking and cryptography are two standard
multimedia security methods. However, cryptography is
not an effective method because it does not provide
permanent protection for the multimedia content after
delivery to consumers. The most important properties of a
watermarking system:

Robustness
Invisibility
Data capacity
Security

There are several issues in video watermarking that
makes processing difficult. Such as:

e Large amount of frames

e  Similarity between frames

e Temporal attacks (frame dropping,

averaging, frame swapping etc.)

frame
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Secure Homogeneous Matrix Algebra via

Oblivious Polynomial Evaluation
Mert OZARAR, Attila OZGIT

Abstract—With the increasing demand to the Internet
technologies, the number of opportunities for cooperative
computation gets larger, where the answer depends on the private
inputs of separate entities. The communicating parties often may
not want to disclose their secret data to the other principal while
taking the advantage of collaboration, hence concentrating on the
results rather than private and perhaps useless data values.
Developing algorithms to conduct such computations while
preserving the privacy of the inputs for a target case is referred to
as Secure Multi-party Computation. In this work, secure multi-
party dot product algorithm is designed to be used as a building
block for matrix algebraic problems like calculating
determinants, traces and eigenvalues on a shared matrix. The
cooperation of principals is in homogeneous manner and the
cryptographic tool to perform such a computation is oblivious
polynomial evaluation. Under given security assumptions like
passive adversaries, the privacy validities of the algorithms are

justified using polynomial time reduction and statistical
indistinguishability.
Keywords —Privacy Preservation, Secure Multi-party

Computation, Matrix Algebra, Oblivious Polynomial Evaluation

1. INTRODUCTION

ITH the increasing demand to the Internet technologies,

the number of tremendous opportunities for cooperative

computation gets larger, where the answer depends on
the private inputs of separate entities. These computations
could occur between trusted partners, between partially trusted
partners, or even between competitors. The problem is trivial
if the context allows the conduct of these computations by a
trusted entity that would know the inputs from all the
participants; however if the context disallows this then the
techniques of secure multi-party computation (SMC) become
very relevant and can provide useful solutions.

Multi-party computation (MPC) is an extremely general
subject, and a protocol enabling general secure multi-party
computation is a very strong tool that can theoretically solve
almost any cryptographic protocol problem. In MPC, one
considers a number of parties Py, ..., P, who initially each
possess some inputs X, ..., X, and we then want to securely
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compute some function f on these inputs where f(x), ..., X,) =
(Y1, ---» Yn) such that P; learns y; but no other information. This
should hold, even if players exhibit some amount of
adversarial behavior [13,14].

For example, two or more competing large financial firms
might jointly invest in a project that must satisfy all
organizations' goals while preserving their private and valuable
financial data. For performing such computations, if none of
the parties can be trusted enough to know all the inputs,
privacy will become a primary concern. Hence the techniques
for secure multi-party computation are quite relevant and
practical to overcome the privacy gaps.

In this paper, we investigate how various matrix algebra
problems could be solved in a cooperative environment, where
parties need to solve a computational problem based on their
joint data, but neither wants to disclose its private data to the
other party. Some of the target problems in this framework are
as follows:

Problem 1 (Dot Product): Alice has a vector (x, ..., X,), and
Bob has also another vector (y;, ..., y,). They what to
determine the dot product z = x;.y; + ... + X,.y,, without
revealing each others vector.

For the remaining problems, we have the following
assumption:

Assumption 1 (N-Party Homogenous Cooperation): There
exist V parties each having a matrix M;. The size of M; is mxk
and the total sum of m;’s is equal to k. Let K be a square matrix

with dimension kxk. Construct K as the horizontal
concatenation of M;’s as follows:
(0]
()] o
K, = [M i} + { M }
(0] N
0]

Problem II (Determinant): All joint parties want to compute
the determinant of the common matrix K. Notice that K is
square and the determinant is well-defined.

Problem III (Trace): All joint parties want to compute the
trace of the common matrix K to the corresponding diagonal
elements found in the previous problem.

Problem IV (Eigenvalue): All joint parties want to compute
the eigenvalue of the common matrix K without disclosing
their private inputs to the other party. Since characteristic
polynomial for calculating the eigenvalues is a special kind of
determinant computation, the algorithm for problem II can be
suitably applicable. In section 4, the corresponding algorithms
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are presented using oblivious polynomial evaluation (OPE) as
the cryptographic mechanism.

In general, the semi-honest model seems to be the right fit
for our setting, where there is no realistic way to verify that the
parties are submitting their true graphs as private inputs. It is
proven that our constructions are secure in the semi-honest
model. Assuming that a party correctly follows the protocol,
there is no efficient adversary that can extract more
information from the transcript of the protocol execution than
is revealed by that party’s private input and the result of the
OPE algorithm. We will compose our protocols in a modular
manner and will argue about their privacy using well-known
sequential composition theorems in the semi-honest adversary
model [2]. Designing communication and round efficient
secure protocols for linear algebraic problems in the malicious
model still remains an open problem.

The organization of the paper is as follows: Section 2
discusses the related work on SMC. The privacy definitions
and formulation, different models of cooperative computation,
cryptographic tools and what kinds of assumptions are used for
algorithm design are briefly explained. Section 4 gives the
OPE technique together with multi-party dot product protocol.
Then in section 5 which is the heart of the paper gives the
solution to privacy preserving homomorphic matrix algebraic
problems like determinant, trace and eigenvalue for multi-
party case. Finally section 6 concludes this paper and proposes
several future research directions.

II. RELATED WORK

The secure multi-party computation problem starts with the
work of [18] and [19], then extended by [9] and by many
others. The first representations are through a combinatorial
circuit, and then the parties run a short protocol for every gate
in the circuit. While this approach is appealing in its generality
and simplicity, the generated protocols depend on the size of
the circuit. This size depends on the size of the input domain,
and on the complexity of expressing such a computation.
Moreover, it involves large constant factors in their
complexity. Therefore, as Goldreich points out in [10], using
the solution derived by these general results for special cases
of multi-party computation can be impractical; special
solutions should be developed for special cases for efficiency
reasons. This is our motivation of seeking special solutions to
matrix algebra problems, solutions that are more efficient than
the general theoretical solutions.

There are two actors in oblivious transfer protocol namely,
the sender and the receiver. The sender’s input is a pair (x0,
x1) and the receiver’s input is a bit ¢ € {0, 1}. At the end of
the protocol the receiver learns x, (and nothing else) and the
sender learns nothing. Oblivious transfer is often the most
computationally intensive operation of secure protocols, and is
repeated many times. Each invocation of oblivious transfer
typically requires a constant number of invocations of trapdoor
permutations (i.e. public-key operations, or exponentiations).
It is possible to reduce the amortized overhead of oblivious
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transfer to one exponentiations per a logarithmic number of
oblivious transfers, even for the case of malicious adversaries
[17]. Oblivious polynomial evaluation is a technique based on
oblivious transfer and explained in the next section.

The SMC applications distributed in broad range areas can
be enumerated as follows: Atallah et. al. [1] proposes
preliminary work for solving computational geometry
problems including scalar product, permutation, vector
dominance, equality testing, point inclusion and intersection.
In the consecutive papers of Du et. al. [4,5,6], the authors
define a set of new privacy preserving cooperative scientific
computation problems: privacy preserving cooperative linear
system of equations problem and privacy preserving
cooperative linear least-square problem. They have developed
protocols to solve these problems. Du et. al. [3 ] also studies
the problem of how to conduct the statistical analysis in a
compact environment where neither of parties wants to
disclose their private data. The secure two-party statistical
analysis problem could be solvable in a way more efficient
than the general circuit evaluation approach.

OPE is applied to SMC problems especially under privacy
preserving data mining concept which is introduced in the
work of Pinkas et. al. [12]. A privacy preserving ID3 decision
tree algorithm is explained intensively. In another previous
work [15], secure multi-party overall mean problem is
analyzed and solved by OPE, as well. Jha et. al. [11] also
primarily gets concentrated on weighted average problem for
the applications on clustering using OPE. Neural network
applications are studied using OPE methods as well like Yan-
Cheng et. al. [20]. Within the context of privacy-preserving
data mining, Goethals et. al. [8] presents a private scalar
product protocol based on standard cryptographic techniques
and proved that it is secure.

III. PRIVACY FORMULATION, MODELS OF
COOPERATION, CRYPTOGRAPHIC TOOLS

In this section, the privacy formulation for the given
problems is defined. The models for sharing a common matrix
are illustrated. Moreover, the oblivious polynomial evaluation
which is used as a cryptographic tool to construct the privacy
requirements is briefly explained together with the remarks on
assumptions for the kind of adversaries.

A. Privacy Formulation

In this subsection, we provide a formulation of privacy for
the desired protocols. The formulation uses a semi-honest
adversary model. Remark that in the matrix algebraic privacy
problems, both parties only know their input and output.
Definition of privacy is based on the intuition that parties
should learn nothing more from the messages used in privacy-
preserving protocol, i.e., the messages received by a party
during an execution of a privacy-preserving protocol can be
“effectively computed” by only knowing its input and output.
This idea is formalized below:
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Definition 1: Let x and y be inputs of the two parties and
<fi(x, y), f2(x, y)> be the desired functionalities, i.e., the first
party wants to compute fi(x, y), and the second wants to
compute f5(x, y). Let P be a two-party protocol to compute f.
The view of the first party after having participated in protocol
P (denoted by VIEW,(x, y)) is (x, r, my, . ., m,), where r are the
random bits generated by party 1 and m,, . ., m, is the sequence
of messages received by party 1, while participating in
protocol P. VIEW,(x, y), for the second party can be defined
in a similar manner.

We say that P privately computes f if there are probabilistic
polynomial-time algorithms (PPTA), denoted by S, and S,
such that

{Sl(xa fl(xa y))}x,y =s {VIEwl(X’ y )}x,y

{82(X= fZ(Xa y))}x,y =s {VIEWZ(Xs y )}x,y

In the equation given above, =s denotes statistically
indistinguishable. Two probability ensembles X = {Xy}wes
and Y = {Y,lwes indexed by S are statistically
indistinguishable if for some negligible function p: & — [0, 1]
and all w € S,

> | Prob (Xw :(x)fProb(Yw :a) | <p(| w |)

A function p: & — [0, 1] is called negligible if for every
positive polynomial q, and all sufficiently large n’s, p(n) <
q(n)". There is a weaker notion of indistinguishability called
computationally indistinguishable. We will use statistical
indistinguishability throughout the paper especially in
subsection 4.1, but all the results hold even if the weaker
notion of indistinguishability is used.

B.  Models of Cooperation

A common property of the problems defined is the
combining knowledge of a matrix M and of a vector b. As
described in Figure 1 three different ways of combining
knowledge, with (b) and (c) being the special cases of (d).
However, in real life, cases (b) and (c) are more meaningful
than (d) because they tend to model the ways of actual
cooperation’s.

In the matrix algebra problems, M and b usually represent a
set of linear constraints. Sometimes the cooperating parties
each has its own set of constraints, but sometimes they have to
jointly specify each single constraint. Therefore we classify the
cooperation to two basic models, the heterogeneous model and
the homogeneous model. On the other hand, in this work, we
only get concentrated on homogeneous case for the sake of
simplicity.

1. |'1>|-|

Fig. 1. Different models of cooperative computations
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C. Oblivious Polynomial Evaluation

To design a secure protocol for computing a function f(x,y)
allows two parties, a receiver who knows x and a sender who
knows y, to jointly compute the value of f(x, y) in a privacy
preserving way. The fact that for every computable function
f(x,y) in polynomial time there exists such a (polynomially-
computable) protocol is already achieved in the cryptographic
research [13]. In the OPE, the input of the sender is a
polynomial P of degree k over some field F. The receiver can
get the value P(x) for any element x € F without learning
anything else about the polynomial P and without revealing to
the sender any information about x. The input and output for
the functionality of OPE as a two party protocol run between a
receiver and a sender over a field F as follows:

= Input

- Receiver: an input x € F.

- Sender: A polynomial P defined over F.
= OQutput

- Receiver: P(x).

- Sender: nothing.

There are various protocols to solve the OPE yet the
protocol given by Naor and Pinkas [14] is preferred for the
target algorithms.

IV. DOT PRODUCT PROTOCOL IN THE PRIVACY
PRESERVING MANNER

In this section, a protocol for privacy preserving two-party
dot product problem (DPP) is designed. A function should be
taken as a target to place the terms in the OPE for developing
such an algorithm. First we analyze the two-party case then
extend it to the multi-party case.

A. Two-Party DPP
Let f be the function for such a computation, its domain set must

be n-dimensional vectors for both parties and range set must be a
singleton numeric value (dot product). f'can be constructed as:

anXFnHF

f((xl,xz,..., xn),(yl,yz,...,yn))=x1-yl+x2-y2+---+xn'yn

The straight forward solution is approximating f by a circuit and
using [9] for constructing the protocol for the privacy preserving
case. Yet it is well known that the cost for implementing such a

circuit is so inefficient that a new solution should be developed for
the specific case. We describe the protocol in a top-down fashion.

Steps are as follows:
i.  Define the private bilinear terms summation problem
(BTS)
ii. Produce a protocol for BTS using OPE.
iii. Find a suitable case for BTS by placing polynomials
and field elements for DPP. (Reduction from private-
BTS — DPP)
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BTS: For any finite field F, construct f'as

f(F'[x]xF) 2FxF

J(P, &) = (P(a), P(a))
where P € F"[x] (polynomial for party 1) and o € F (field
element of party 2).

Protocol BTS: The construction of BTS via OPE is as
follows:

(1) Party 1 “blinds” the polynomials P by multiplying
with a pre-determined field element y; € F.

(2) Party 2 computes y,P(a) by OPE.

(3) Party 2 blinds by multiplying with y, € F and sends
the product y;P(a)y;to party 1.

(4) Party 1 cancels out p; by dividing from the product
and sends y,P(a) to party 2.

(5) Party 2 computes P(a), by dividing (y,P(a))/y,, and
sends it to party 1.

The construction of private-BTS to DPP is stated by placing
suitable polynomials and field elements.

Private-BTS to DPP reduction: Recall that party 1 has a
vector (Xi, ..., X,), and party 2 has (y;, ..., ¥n), Since the
reduction is from BTS, the party 1 needs to construct
polynomials and party 2 needs to choose field elements. The
polynomials for party 1 are:

P)=Y R (w)
R (w)=wx;

Note that all polynomials are linear and coefficients are known
by party 1. P is formed as a summation of sub-polynomials
R;’s for each bilinear terms in it. On the other hand, the field
elements for party 2 are:

o =(0, ,0,, ..
o;=Y;

0,)

After the desired function f'is constructed, the lemmas and the
theorem in the work of [ours] can be manipulated to prove that
reduction can be done in polynomial time and f privately
computes the DPP.

Two lemmas are critical for the proof that /' computes the
overall mean privately. The former belongs to Canetti et. al.
[2] and the latter is already given.

Lemma 1 (Composition Theorem for Passive Adversary): If
g is privately reducible to /" and there exists a protocol for
computing [ privately then there exists a protocol for
computing g privately.

Lemma 2 (Private-BTS): The protocol Ppprs((Ry, ..., Ry),
(o, ..., 0y)) is a privacy preserving protocol for private-BTS
problem.

Proof: The views of the two parties are

VIEW, (R, ..., Rp) = (Ry, ..., Ro, Ry(a), ..., Ry(0w))

Bildiriler Kitabi
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VIEW, (01, ..oy 000) = (0, oy 0, PRy (0), -, YRu(0m))
The view of party 1 consists of its input (Ry, ..., R,) and
output (Ry(ay), ... , Ry(ay)).so there is nothing to prove (see

definition 1, we can use S; as the identity function). The input
and output of party 2 are (o4, ..., a,) and (yRi(oy), ... ,
yRu(a,)), respectively. It is time to determine probabilistic
polynomial-time algorithm S, such that Sy(ay, ..., o, yR(o),

, JRy(a)) and VIEW, (ay, ..., a,) are statistically
indistinguishable. Let & be a random element of F and S,(a,

ey O, ORy(ary), ..., ORy(0y,)) be defined as follows:
(0, wevs O, ORy(011), -, ORy (), 87)

It is trivial to see that the following two ensembles are
statistically indistinguishable:

°s an,’ 8R1((11), ey 6Rn(an)’ 6’)
s YRa(0))

This is because if d is a random element of F then yR;(a;) is a
random element of F as well, for i=1, ..., n.

(o, ..

(ala seey an,a le((Xl),

Theorem 1 (Two-party DPP): The protocol formed by f
yields a privacy-preserving protocol for two-party DPP.

Proof: It is clear that DPP is privately reducible to BTS by
choosing the given numerator and the denominator and there
exists a protocol for private-RPE (Lemma 2) then by Lemma
1, given protocol is privately computes two-party DPP.

B. Multi-Party DPP

In the multi-party case, the BTS protocol should be applied
(m-1) times if there are m parties are joined in. The following
construction summarizes the reduction of multi-party DPP to
two-party DPP. The key point about the calculation is all the
coefficients of the target polynomial can be gathered from
traversing all the parties except the last one. Hence rather than
a single blinding factor for the step(2) of BTS protocol, there
exist a multiplication of blinding factors, a new one is added at
each iteration traversing from one to other.

Multi-party DPP Protocol: The protocol for multi-party
DPP can be designed from two-party DPP in the following
way:

(1) Parties are ordered from / to k in a manner that
consecutive parties are involved in two-party DPP
computation. This can be done with a common share or coin-
tossing into well protocol [9]. Hence the last party can be
differed from previous attempts.

(2) Between party i and i+1, 0<i<k, the two-party DPP
protocol works and R; (polynomial regarding to i" feature of
the input vectors) can be iterated as:

R, (w):<]j O ji xji>w — R, (W)=R, (w)(a(r+1)i Xies 1)i)w

Note that a; s are the blinding factors.
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(3) Hence for the i™ feature of the input vectors, the product
is computed by multiplying all i" coefficients except the last:

R, (w) =<k1_[1 o xﬁ> w

(4) Summing up into all dimensions (features);

P(w)z(i(lﬁ o xﬁ>)w

(5) The field elements are determined by the last party;
B=(B,.B, B,

ﬁth
Total computation is quadratic in size and at the end of the
computation; the last party (i.e. party k) gets the blinded dot
product together with total sample size with remaining parties.

(6) In accordance with step (3) of BTS, the blinded dot
product is traversed from all party & to party 2 backwards by
dividing with corresponding blinding factor. Thus, the first
party gets the dot product and send to other parties.

The unimportant gap of the protocol is the first party is
more privileged than others yet this can be overcome by
choosing the order in a circular round-robin fashion so the
order of consecutive parties are preserved but only the first
party changes. The probability to be the first party is //k which
is Pareto-optimal for such a scheme.

V. HOMOGENEOUS MATRIX ALGEBRA PROTOCOLS

In this section, multi-party determinant, trace, eigenvalue
problems are discussed, respectively. Multi-party DPP
protocol is used with specific input vectors in each of them.

A. Multi-Party Determinant Protocol

In this subsection, we show how the determinant of
an nxn matrix can be computed using the permutations of the
sequence {1 ... n} by the famous Leibnitz’s formula.

Theorem 2 (Determinant of a matrix based on
permutations): Let Abe anmxmmatrix and V;be
a I x n matrix where for all j #1, v;; = 0 and v, 7=1. Let S(n) be
the set of all permutations on the sequence {l,
...,n}with n! elements and 6,(i), ..., o, (i) represent each of the
possible permutations of the sequence {1, ..., n} so that for
all o(i) € S(i), there exists k such that 6(i) = ok(i).

Then,;

det (A)=) {sgn (Gk>[al,sk(l) Vs awk(n)]}

k=1

Suppose that we have a kxk matrix, 4, then an elementary
product from this matrix will be a product of & entries from 4
and none of the entries in the product can be from the same
row or column. Thus, each permutation corresponds to a
signed elementary product. Some remarks have to be done
since there is an analogy between dot product and determinant
computations. The sign is always positive and total number of
n-tuple products is n in dot product, on the contrary in
determinant; the sign is alternating with the parity of
permutation and n! copies of elementary products are involved
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in computation. Yet the multi-party dot protocol can be
modified in the following way to handle multi-party
determinant computation problem in the light of our first
assumption. So there are N parties which form the rectangular
kxk matrix zero-padded matrix.

Multi-party Determinant Protocol: The protocol for
multi-party determinant protocol where all that needs to be
done is to calculate the product of every possible permutation
and then sum them up can be designed from multi-party DPP.
We have two define a number of algorithms to get the notion.

1 Calculate_Determinant(Input Matrix, Output
Determinant)

2 {
3 Check for invalid conditions (not square etc)
4 If number of rows = 1 Then return only element
5 Initialize determinant value to zero
6 While not used all permutations
7 A
8 Get next permutation vector
9 Calculate the elementary product of the
current permutation
10 If the current permutation is even Then
11 Add the product to the determinant
value
12 Else
13 Subtract the product from
determinant value
15 }
16 Return determinant value
17 }

Algorithm I. Determinant Calculation

The Johnson-Trotter algorithm offers a clever way to
directly generate permutations of the required length without
computing shorter permutations. The algorithm requires the
definition of a directed integer is said to be mobile if it is
greater than its immediate neighbor in the direction it is
looking at.

The Johnson-Trotter algorithm can now be described in five
lines:

1 Initialize the first permutation with <1 <2 ... <n

2 While there exists a mobile integer

3o

3 Find the largest mobile integer k

4 Swap k and the adjacent integer it is looking

5 Reverse the direction of all integers larger
than k

6 }

Algorithm II. Johnson-Trotter Algorithm for Permutation Calculation

The Algorithm I should be modified in order to handle
multi-party case:

(1) Parties are ordered from 1 to k in a manner that
consecutive parties are involved to two-party DPP
computation. This can be done with a common share or coin-
tossing into well protocol [9]. Hence the last party can be
differed from previous attempts.

(2) Lines 2, 3 and 4 are handled by the first party.

(3) The while loop should be managed in the coordination
of the first party. All the permutations are calculated by the
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result of .Johnson-Trotter Algorithm for all parties in parallel
at line 8.

(4) Calculation of the current permutation should be handled
by using multi-party DPP protocol. For each calculation while
the parties are being traversed, each party includes his/her
term(s) exist(s) in the formation of permutation for the target
elementary product in the direction of the DPP protocol. The
vectors given as input to the protocol are partially created
and should have all-zero values in all the dimensions except
the first one which has the target term.

(5) Lines 10-13 are handled by the first party and the
determinant result stored in the return value is distributed to
the parties.

Example I: Let Alice, Bob and Cindy are involved in a
determinant computation where Alice and Cindy have single
vectors yet Bob has two vectors. Each vector has 4 dimensions
suitable with our Assumption 1. There are totally 4!
permutations that form the determinant computation. An
elementary product corresponding to the permutation
63412=(A3B4B;C,) is illustrated which is the eleventh element
in the Johnson-Trotter order. The vectors from Xx; to x4 are
partially created which are given as input to multi-party DPP
protocol. The D matrix is also used in the following examples.

a, a, a, a,
b, b, b, b,
by by b, by
€, €, €3 Cy

D] = Sg.'(qlbzb7c4)alb2b7c4 +.ot @(qzsb,,bsc,)asbszscz‘*'m
-t Sm(qzblb,CA)azblb7C4

={(@000), (05,,00), (00,0 (0.0.0)f
= ahhc

B.  Multi-Party Trace Protocol

In linear algebra, the trace of an n-by-n square matrix A is
defined to be the sum of the elements on the main diagonal
(the diagonal from the upper left to the lower right) of A, i.e,

n

tr(Ad) =apn +an+- -+ apn = Zﬂu'

i=1
h th
where a; represents the entry on the i row and i"" column of

Multi-party Trace Protocol: The idea for trace
computation is based on selecting the target vectors given as
an input to DPP in the form of (1, 1, ..., d;, ..., 1, 1) where dj;
is the diagonal element which corresponds to the identity
permutation.

1 Calculate_Trace(Input Matrix, Output Trace)
2 {

3 Check for invalid conditions (not square etc.)
4 If number of rows = 1 Then return only element
5 Initialize trace value to zero

6 Get identity permutation vector, 0ig

7 Calculate the elementary product of oiq via
Bildiriler Kitabi
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8 Return trace value

9}

Algorithm III. Multi-party Trace Calculation

The algorithm is the reduced version of determinant
protocol where parties are traversed just once with the identity
permutation. Hence the input vectors are formed of all 1’s
except the diagonal element.

Example II: Regarding the previous example while taking
another permutation into account 6,34 = (A;B,B,C,;) which
yields the trace, x; to x4 are formed and the trace value is
computed.

{XIZ(Al,l, 11),x,=(1L8,,11), x5=(L1,8,,1), x,=(1 11, C4)}
=tr(D)=A,+B,+B,+C,

C. Multi-Party Eigenvalue Protocol

Consider the square matrix A It is said that 1 is an
eigenvalue of A if there exists a non-zero vector x such that Ax
= Ax. In this case, x is called an eigenvector (corresponding to
4), and the pair (4,x) is called an eigenpair for A. A nontrivial
solution of this equation is possible if and only if the
coefficient matrix A— Al is singular. Such a condition can be
expressed as the vanishing of the determinant

IA— AI=0

When this determinant is expanded, we obtain an algebraic
polynomial equation in A of degree n:

PR)=X"+od" '+ -

This is known as the characteristic equation of the matrix
A. The algorithm for eigenvalue computation is quite similar
to determinant computation yet the terms of elementary
products include indeterminate A values as well. Hence, the
first party can compute the characteristic equation of the
matrix instead of exact determinant. The eigenvalues can be
obtained solving the characteristic equation for 4.

The vectors given as input to the protocol are partially
created and should have all-zero values in all the dimensions
except the first one which has the target term decremented by
indeterminate. The following example summarizes the point.

Example III: For the matrix D, in example I, the partially
created vectors for the permutation o341,=(A3;B4B;sC,) to
compute eigenvalues are as follows:

{(ar %000),(0,6,~200),(00,b,-20),(0,0,0,c,~ x)}

= (a;=1)(ba=1)(bs— 1) (e~ 1)

VI. CONCLUSION AND FUTURE WORK

In this paper, the application of the oblivious polynomial
evaluation technique to secure multiparty computation
problems is shown via presenting privacy preserving algorithm
for dot product and matrix algebra problems. To form a basis,
the two-party case and generalized multi-party version of
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private dot product protocol are also presented to be used as a
component of matrix algebraic protocols. Namely, a group of
people may form a homogeneous matrix and can compute the
determinant, trace and eigenvalues of the matrix without
grasping each others input yet just concentrated on the results.
The related validity and security proofs are already made out.

Two crucial points should be noted out which can cause a
trade-off between computational complexity and security
aspects. The former is, unfortunately, the private determinant
and private eigenvalue algorithms have complexity O(n!) since
there exist a traversal of all possible permutations. On the
other hand, trace algorithm is polynomial. It can be overcome
by revealing a number of intermediate terms which can cause a
number of security gaps or altering the algorithm from all
permutations to Gaussian elimination. Even though complexity
can be decreased to O(n’) yet the cooperative computation of
course gets enormously larger in such a case. Since the proof
of security is quite more important for our goal, O(n!) is quite
affordable unless there is a breach in privacy. The latter is, the
algorithms are valid if and only if all the parties are at most
honest but curious. If one of them may turn out to active
adversary then all the algorithms can fail. It is an open
problem to find out a solution to matrix algebraic
computations in totally dishonest model. There are some
empirical related works on the subject but it is too far away
from realization.

In our future directions, we have to adapt the private-DPP
and private matrix algebraic problems to a specific case,
especially in data mining or machine learning. Principal
Component Analysis [7] is chosen as a test bed which suits to
the problem well since the mean, the determinant and
eigenvalue computations are done before forming the
covariance matrix. The controlled experiments can guide us to
justify that the protocol works without trouble.

Besides, as an alternative approach, the homomorphic
encryption schemes (HES) can be designed to solve the given
problems. The scheme developed by Paillier [16] can be
considered to be the alternatives for such a mechanism. A
testing environment for the comparison of the performance
analysis between OPE and HES determines the efficient
algorithm under given security assumptions
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Pasif Ag Verileri Uzerinden

Diizensizlik Tespiti
Devrim SERAL, Beyhan CALISKAN

Abstract-Through the history, people have used several
different ways to communicate. Over the few decades, Internet
has become the primary source of information and important
media for communication. This makes the sustainability of
Internet crucial. On the other hand,the problems encountered on
networks of various sizes that make up the Internet can seriously
effect the performance of Internet. These problems usually
originate from the anomalies of the networks and the immediate
detection of anomalies in high capacity networks is a very
resource consuming effort. This paper focuses on methods for
anomaly detection which will require less resources by making
use of netflow data.

Keywords ~— Site security monitoring, Networks, Computer
Network Security

Ozet-insanoglu ¢aglar boyu bilgi edinmek ve haberlesmek icin
degisik yontemlere basvurmustur. Giiniimiizde ise internet, hem
bilgi edinmek hemde haberlesmek icin kullanillan en onemli
araglardan biri haline gelmistir. Bu yiizden internetin siirekliligi
biiyiik 6nem tasimaktadir. interneti meydana getiren degisik
biiyiikliikteki aglar iizerinde meydana gelen sorunlar, internete
erisimi etkileyebilmektedir. Aglar iizerinde meydana gelen
sorunlar, genelde ag diizensizliklerinden kaynaklanmaktadir.
Yiiksek hizh aglarda, anhk diizensizlik tespiti yapmak cok fazla
kaynak gerektiren bir islemdir. Bu calismada daha az kaynak
gerektiren pasif ag verileri kullanarak diizensizlik tespiti yapma
yontemleri ele alinacaktir.

Anahtar Kelimeler— Ag giivenligi, Bilgisayar A§ Giivenligi,
Diizensizlik Tespiti
I. GIRIS
AG sistemlerine erisim, donanimsal nedenlerin disinda agi
kotiiye kullanma yada ag tizerinde diizensizlik yaratilarak
kesintiye ugratilabilir. Bunlarin 6niine gegmek icin ag trafigini
izlemek ve analiz etmek 6nem kazanmaktadir. Hizli ve verimli
calisan analiz sistemlerinin varligi, bu sorunlarin etkin bir
sekilde aga zarar vermesini engelleyebilmektedir. Bu sekilde
calisan sistemlere saldir1 tespit sistemleri adi verilmektedir [1].
Ag saldir1 tespit sistemleri, imza tabanli ve diizensizlik tabanlt
olarak simiflandirilabilirler [2]. Imza tabanli sistemler, bilinen
saldirt tiirlerine gére yazilan kurallar ile ¢alisirlar [3]. Ancak
bu sistemlerde yeni saldirilar i¢in gerekli olan kurallar, sadece
giivenlik uzmanlari tarafindan giincellenebilmektedir.

Devrim Seral, Uluslararast Kibris Universitesi, Miihendislik Fakiiltesi,
Bilisim Sistemleri Mithendisligi, Lefkosa-Kibris’ta 6gretim goérevlisidir. (e-
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Beyhan Caliskan, ULAKBIM, Ankara’da sistem yéneticisi olarak
calismaktadir (e-mail: beyhan@ulakbim.gov.tr)
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Bu durum, imza tabanl sistemleri sifir giin saldirilari (zero day
attack) karsisinda etkisiz birakabilmektedir [4]. Imza tabanh
sistemler, analiz sirasinda paket verisinin timiinti kullanmak
zorundadirlar. Bundan dolay1 yiiksek hizli aglarda performansi
azaltip maliyeti artirdigindan ¢ok fazla tercih edilmezler.
Gelisen teknoloji ile ag hizlar1 Gbps seviyelerine ulagsmis ve
imza tabanli sistemler yerine diizensizlik tabanli sistemler
6nem kazanmustir [5]. Diizensizlik tespiti i¢in giivenlik
uzmanlar1 tarafindan yazilmus kurallara gereksinim duyulmaz
ve yeni saldirt tiirleri tespit edilebilir. Ancak bu tiir sistemler,
paket verileri (payload) ile ilgili olmadiklar1 i¢in saldirilarin
ozelliklerine ait bilgiler veremezler ve imza tabanl sistemlere
gore hatali uyar1 (false alarm) verme ihtimalleri daha fazla
olabilmektedir.

Bu makalede, pasif ag verileri tizerinden diizensizlik tespiti
yontemleri verildikten sonra o6rnek akis verisi Uzerinde
uygulamasi anlatilacaktir. Pasif ag verileri akis veri standardi
olan NetFlow [6] formatinda yonlendirici Uzerinden
almacaktir. = NetFlow, [P trafigini 6zelliklerine gore
ayirabilmekte, kaynak adresi, varis adresi, siire ve port
bilgilerini detayli sekilde verebilmektedir. Bu 6zellikler, ag
saldirilarindan kaynaklanan diizensiz trafigi tespit etmekte
kullanishi olmaktadir. Makalenin ilk boliimiinde diizensizlik
tespitinde istatiksel yontemler incelenmis, ikinci boliimiinde
ise yapay sinir aglart ile diizensizlik tespiti yontemleri
degerlendirilmistir. - Son bolimde Ulusal Akademik ag
trafiginden alinan 6rnek verilerden yararlanarak saldiri tespiti
yapilmustir.

II. DUZENSIZLIK TESPITINDE ISTATISTIKI
YONTEMLER

Ag trafiginde olusan diizensizligi inceleyerek, saldir1 tespit
etmek icin degisik c¢alismalar yapilmistir. Bu c¢alismalarin
bircogunda istatistiki yontemler ve trafik Ornekleme
(sampling) kullanilarak sonu¢ elde edilmeye caligilmistir
[71,[8]. Yonlendiricilerden toplanan akig verileri (flow) ve ip
paket basliklar1 bu arastirmalarin temelini olusturmaktadir. Her
iki yontemde de paketlerin veri kismina bakilmaksizin
yonlendirme bilgisi, kaynak adresi, varis adresi, kaynak portu,
varis portu, aktarilan veri biiytkligi (byte) gibi bilgilerden
faydalanarak modellemeler yapilmistir [9]. Bu makalede akis
verileri kullanilarak diizensizlik tespiti yontemleri irdelenmis
ve istatistik yontemler genel olarak iki baslik altinda
toplanmustir; En Cok ve Baz Deger, Iz Eslestirme.
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A. En Cok ve Baz Deger
Baz deger, gee¢miste kaydedilen ag trafigine gore
olusturulmusg sablondur. Bu sablon normal ag trafigini temsil
eder. Ag trafiginde meydana gelen ve baz degerden farkli olan
her tiirlt trafik diizensiz olarak kabul edilir. Diizensiz trafigin
incelenmesinde kullanilan genel yontem akis igerisindeki
degisimleri tespit etmektir. Belirli bir zaman diliminde en fazla
degisimi tespit etmek en ¢ok yontemi olarak tanimlanmaktadir.
En ¢ok yonteminde, meydana gelen diizensizlikleri tespit
ederken iki ayr1 yontem izlenebilir. En ¢ok oturum
yonteminde; belirli bir zaman dilimindeki oturum sayisi
(session) temel alinir. En ¢ok veri yonteminde ise; belirli bir
zaman diliminde aktarilan veri miktar1 (byte) temel alinir.

En Cok Oturum

Belirili bir istemci veya sunucuya ait ag trafiginde meydana
gelen ani oturum sayisi artist DoS/DDoS, solucan aktivitesi, ag
taramast gibi bircok sebepten kaynaklanabilir. En fazla
otururumun acildig1 sunucu veya ag’daki oturum sayisi ile baz
deger karsilastirilinca olast saldirt tespit edilebilir.

Agdaki herhangi bir bilgisayar servis baglantis1 yaparken
kabul edilebilir siklikta oturum agar. Eger oturum sayisinda
cok hizli ve ani artiglar gozleniyorsa, bilgisayarin bir solucan
tarafindan etki altina alindig1 ve baska bilgisayar veya aglara
dogru yayilmaya caligtigi soylenebilir. Solucanlarin agdaki
faaliyetleri, konak bilgisayardan diger kurbanlari ararken agm
normal ag karakteristik yapisinda farkliliklar olusturur. Bu
farklilik akis verilerindeki artigtan tespit edilebilir.

Bir diger durum ise belirli bir sunucu veya aga yonelik akis
sayisindaki ani artistir. Genellikle bu tiir artislar servis veren
sunuculara yoneliktir. DoS/DDoS saldirilari servis veren
sunucu veya agin karakteristik yapisini degistirdigi igin yine
akis verileri yardimiyla saldir1 tespit edilebilir.

En Cok Veri

Sunucu veya istemcilerin belirli bir zaman diliminde bant
genisligini hizlica tiiketmeleri normal bir durumu degildir.
Diizensiz trafigi analiz etmek igin bu konuda c¢aligmalar
yapilmistir [10]. Baz degerden fark: agik¢a g6zlenebilen bu tiir
trafigin kaynagi yine solucan veya servis engelleme saldirilari
olabilmektedir. Bu saldirilart tespit etmek ¢ok kolay olmakla
birlikte hatali uyar1 alma ihtimali daha fazladir. Bunun nedeni
yedekleme veya dosya transferi gibi uygulamalardan
kaynaklanan ve ag trafiginde olusan ani ve yiiksek veri akislari
sayilabilir.

B. Iz Eslestirme

Iz eslestirme, normal dis1 trafigin tespit edilmesinde bir
diger yontemdir. Bu yontemde motivasyon agda bilinen servis
ve ip bloklarinm akis verileri ile karsilastirilmasina dayanir.
Mevcut servislere ait port ve ip bilgileri olusturulan bir
veritaban1 yardimiyla akis verileri ile karsilastirilir. Veri
tabaninda bulunmayan port veya ip adreslerine gelen veya
giden trafik siipheli olarak degerlendirilebilir. Ornegin sadece
80 portundan hizmet veren bir sunucunun 3306 portuna bir
istek gonderildiginde uyart sistemi devreye girip slipheli

Bildiriler Kitabi

WITH INTERNATIONAL PARTICIPATION

durumu bildirebilir. Bu yontem ag tarama tespitinde kolayca
kullanilabilir.

iz eslestirmede bir diger yaklasim, TCP bayraklarindan
(flags) yararlanarak ornekleme veritabani olusturmaktir. TCP
Protokoliinde,  Three-way-handshake [11]  prosediiriinii
tamamlamayan, stirekli SYN paketleri gonderen istemciler
veya stirekli SYN paketi alan sunucular normal olmayan
trafigin habercisidir. Akis verilerindeki TCP bayraklar1 ile
karsilastirma yapildiginda belirli bir esik degerin iizerindeki
paket tiirleri diizensiz olarak kabul edilebilir. Genellikle boyle
bir durum DoS veya DDoS saldirisini isaret eder.

Port ve TCP bayragi yaklagimina benzer bir yaklagim IP
adresleri i¢in de uygulanabilir. Kaynak adresi IANA tarafindan
rezerve edilmis ip kiimelerinden [12] gelen trafik diizensiz
olarak degerlendirilebilir. Ayrica aga ait fakat kullanilmayan ip
adreslerine dogru yapilan trafik ag taramasi veya solucan
aktivitesini isaret edebilir. IP veritabani1 6rneklemesi disaridan
gelen saldirilara karsi etkili olabildigi gibi ayni yaklasimla i¢
agdan yapilan saldirilarin da tespitinde 6nemli rol oynayabilir.

III. YAPAY SINIiR AGLARI iLE DUZENSIZLIK TESPITI

Aglar tizerinde olusan diizensizlikleri tespit etmek igin
yapay sinir aglarini kullanmak bir diger yontemdir. Bu
sistemler yapay sinir aglarimin, 6nceden kaydedilmis problem
olusturan diizensizlik verileri yardimiyla egitilmesine dayanir
[13]. Bu sistemler hem yanlis kullanim hemde diizensizlik
tespit sistemleri ile birlikte anilir.

Yapay sinir aglarinin Cok katmanli Algilama (Multilayer
Perception) [14] ve Kendinden Tesekkilli Haritalar (Self-
orginizing Map) gibi farkli yaklagimlar1 da kullanmlmaktadir
[15].

Yapay sinir aglarinda Kendinden Tesekkiillii Haritalar
(KTH) oncelikle normal davranig gosteren ag trafigini
ogrenme  periyodundan  gecirdikten sonra  diizensizlik
hareketlerini tespit edebilmektedir. Ancak bu sistemin en
biiyiik ~ kisitlamast neron sayisiin  ag performansini
etkilemesidir. Cikis digiimlerinin sayisini artirmak haritanin
¢oOziintrligiini artirmakla beraber veri isleme siiresi dramatik
bir bigimde artirmaktadir.

Yapay sinir aglari, ag saldir1 tespitinde kullanilirken bir
diger sorunu da zaman gecikmeli saldirilart tespit
edememesidir [16].

Tim yontemlerde istenen yanlis uyari miktarint miimkiin
oldugunca asagiya cekmektir.

IV. AKADEMIK AGDA DUZENSIZLIK TESPITI

ULAKNET; Tirkiye'deki tiim akademik kurumlari, Tiirk
Tarih Kurumu, Milli Kitiiphane, YOK, OSYM, TUBITAK,
Tiirkiye Atom Enerjisi Kurumu ve Tirk Silahli Kuvvetleri'nin
Ar-Ge birimlerinden olugan genis bir aga hizmet sunmaktadir.
Bu uglarda bulunan yaklagtk 89300 &gretim gorevlisi,
arastirmact ve 2.000.000 {iizerinde tiniversite Ogrencisinin
Internet baglantist ULAKBIM tarafindan saglanmaktadir [17].
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A. Yontem

Diizensizlik tespiti icin ULAKNET agidan alinan bir aylik
akig verisi tizerinde ¢alisilmistir. Akis verileri, 3Gbps bant
genigligine sahip akademik agin ana omurga yonlendiricisi
tizerinden Cisco NetFlow v9 standardinda almmustir. Sekil
1’de gosterildigi gibi, akis semalari, agik kaynak kodlu nfcapd
[18] yazilimu ile toplanmus ve verilerin hizli islenmesi i¢in Perl
[19] betikleri yardimiyla MySQL [20] veritabanina
kaydedilmistir.

ULAKNET aginda diizensizlik tespiti icin kullanilan
yontemler makalenin birinci bolimiinde anlatilan istatistik
temelli yaklasimlara dayanmaktadir. Bu ¢ercevede deneyler en
cok yontemi ve iz eslestirme olarak iki baslk altinda
toplanmustir. Yapilan ¢alisma saldir1 stiphesi olan trafigi ag ve
sistem yoneticileri tarafindan goriiniir kilmaya yoneliktir [21].
Daha sonra gerekli modelleme yaklasimlari ile otomatik

uyartlar dreten ve saldirilari  engelleyen bir sistem
gelistirilebilir.
NetFlow v&
---------- + | nfcapd f--=---n
= el
g =
[
ULAKNET GSR |
eessssssssssssss=- Il"BI ey ¥
E TRAFIK ANALIZI
i
-
Date flow start Duration Proto  Src IP Add Dst IP Addr.Port e
200: 137 TCP 0.

563 330.110 49.
201,857 TCP 14
257 4B768TCP 929057

Sekil 1. Netflow akis verilerinin alinmast

En Cok Yontemi Uygulamasi

Inceleme yapilan bir aylik akis verisi 5, 10, 30 ve 60
dakikalik periyotlarla analiz edilmistir. Farkli periyotlarda
inceleme yapilmasinin temel nedeni, en ¢ok ydnteminde
saldirilarmn tespiti i¢in bir esik deger ongdriilmesidir.

Deneyin ilk kisminda 5, 10, 30 ve 60 dakikalik zaman
dilimleri kullanilarak akis verisi igerisinden en ¢ok oturum
acan istemciler tespit edilmistir. Yapilan inceleme sonucu,
analiz periyodu uzadik¢a en ¢ok akis yontemine ait basarinin
dustiigti hatta etkisiz kaldigir goézlemlenmistir. Bu durumun
nedenini arastirildiginda, 3Gbps gibi yiiksek bir bant
genigliginde normal trafigin stipheli trafige gore daha fazla yer
almasindan kaynaklandigi tespit edilmistir. Bu g¢ergevede en
cok akis yontemleri uygulanirken, kisa zaman dilimlerinde
analiz yapmanin, anlik artislar1 ve diizensizligi tespit etmekte
etkili olacagindan hareket edilmistir. Bu ytizden 5 dakikalik
periyotlarla trafik analizi yapilmistir. En ¢ok oturum yontemi
uygulanarak tespit edilen bir diizensizlik asagida gosterilmistir.

TCP 194.27.X.X:80 ->20.95.31.62:1024 .A..S. 1 440 0 44 1
TCP 194.27. X.X:80 ->3.110.217.64:3072 .A.S. 1 440 0 44 1
TCP 194.27.X.X:80 -> 85.255.5.60:3072 .A..S. 1 440 0 44 1

TCP 194.27.X.X:80 -> 138.163.116.123:1024 .A.S. 1 440 0 44 1
TCP 194.27.X.X:80 -> 35.53.251.68:1024 .A..S. 1 440 0 44 1
TCP 194.27.X.X:80 ->44.77.161.38:3072 .A.S. 1 440 0 44 1
TCP 194.27.X.X:80 -> 181.46.18.16:3072 .A.S. 1 440 0 44 1
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TCP 194.27.X.X:80 -> 176.116.55.102:1024 .A..S. 1 440 0 44 1
TCP 194.27.X.X:80 ->201.208.253.34:1024 .A..S. 1 440 0 44 1
TCP 194.27.X.X:80 -> 122.121.178.35:1024 .A..S. 1 440 0 44 1

Ormek diyagram sirastyla; protokol, kaynak ip ve kaynak
port, hedef ip ve hedef port, tcp bayragi, paket sayisi, paket
buytikligii (byte), saniyedeki bit sayisi, paket basina byte ve
oturum sayisini gostermektedir. En ¢ok oturum yontemi ile
tespit edilen bu trafigin normal olmadigi hemen
gortilebilmektedir. 194.27.X.X ip adresine sahip 80 numarali
porttan hizmet veren web sunucusu bir¢ok farkli ip adresine
SYN-ACK paketleri géndermekte ve hedef portlar1 da siirekli
1024 ve 3072 olmaktadir (Sunucu adresi gizlenmistir). Tespit
edilen bu diizensizlik ilgili web sunucusuna yapilan SYN flood
saldirisina  aittir.  En  c¢ok akis yontemi, ag trafiginin
karakteristik yapisinda belirgin degisiklikler yapan, yukarida
inceledigimiz saldirtyr tespit edebilirken, ayni zaman dilimi
icinde yer alan bir baska saldiriyr tespit etmekte basarisiz
olabilir. Bu varsayimm temelinde, yiiksek bant genisliginde
diizensiz trafigi normal trafikten ayirt edecek paket ve akis
sayisiin ¢ok fazla olmasi gerektigi diistincesi vardir. Bu
varsaym dogrulamak i¢in en ¢ok akis yontemine TCP
filtreleri yazilnustir.

Asagida verilen akis verileri bir dnceki akis verileri ile ayni
zaman araligindan elde edilmistir. TCP bayraginda SYN
paketi olan istemcilere, en ¢ok oturum yontemi uygulanarak
elde edilen wveriler, 193.140.X.X ip adresli istemciden
kaynaklanan ve 135 port adresini hedef alan faaliyetleri tespit
etmistir. Bu faaliyetin bir solucan saldirisi oldugu hemen fark
edilmektedir.

TCP 193.140.X.X:2907 > 193.140.53.155:135 ....S. 1480048 1
TCP 193.140.X.X:2926 -> 193.140.53.164:135 ...S. 1480048 1
TCP 193.140.X.X:2934 -> 193.140.231.7:135 ....S. 1480048 1

TCP 193.140.X.X:2971 ->193.140.177.80:135 ....S. 1480048 1
TCP 193.140.X.X:2978 -> 193.140.53.187:135 ....S. 1480048 1
TCP 193.140.X.X:2984 -> 193.140.53.190:135 ....S. 1480048 1
TCP 193.140.X.X:3007 -> 193.140.53.202:135 ....S. 1480048 1
TCP 193.140.X.X:3027 -> 193.140.53.212:135 ....S. 1480048 1
TCP 193.140.X.X:3030 -> 193.140.177.91:135 ...S. 1480048 1
TCP 193.140.X.X:3045 -> 193.140.53.221:135 ...S. 1480048 1
TCP 193.140.X.X:3061 -> 193.140.231.42:135 ...S. 1480048 1
TCP 193.140.X.X:3074 -> 193.140.231.49:135 ...S. 1480048 1
TCP 193.140.X.X:3077 -> 193.140.177.111:135 ...S. 1480048 1
TCP 193.140.X.X:3099 -> 193.140.53.232:135 ...S. 1480048 1
TCP 193.140.X.X:3104 -> 193.140.231.60:135 ...S. 1480048 1

TCP 193.140.X.X:3114 -> 193.140.231.65:135 ...S. 1480048 1
TCP 193.140.X.X:3127 -> 193.140.177.131:135 ....S. 1480048 1
TCP 193.140.X.X:3118 -> 193.140.231.67:135 ...S. 1480048 1
TCP 193.140.X.X:3147 -> 193.140.231.75:135 ...S. 1480048 1
TCP 193.140.X.X:3154 -> 193.140.53.252:135 ...S. 1480048 1
TCP 193.140.X.X:3161 -> 193.140.177.137:135 ....S. 1480048 1

Bir diger en ¢ok yontemi olan paket biiyiikliigline goére
diizensiz trafik tespiti ULAKNET akademik aginda basarisiz
olmustur. Bu yontemdeki motivasyon saldirilarin  bant
genisligini hizlica doldurabilecegi varsayimina dayanmaktadir.
Fakat ULAKNET gibi ¢ok uglu ve yiiksek bant genisligine
sahip bir agda, normal trafik karakterinin fazla olusu stipheli
trafigi en c¢ok veri yonteminden gizleyebilmektedir. Bu
yontemin genis siireli uygulamasindan verimli  sonug
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alinamaymca daha 6nce en ¢ok oturum yontemi ile tespit
edilen saldirtya ait zaman araligi TCP filtreleri de kullanilarak
taranmistir. Elde edilen sonuglar etkin diizensizlik tespiti i¢in
yeterli olmamustir.

Bu yontemin mevcut durumda kullanilabilmesi istatistik
yontemlerden daha c¢ok yapay sinir aglartyla miimkiin olabilir.
Yapay sinir ag1 egitilip ULAKNET agima bagli her bir ug i¢in
baz deger veritabani olusturulabilir. Agda baz degerin
tizerinde veri akist gerceklesirse diizensiz trafik tespit
edilebilir. Daha 6nce de belirtildigi gibi bu yontemin hatali
uyart verme ihtimali yedekleme ve dosya transferi gibi
sebeplerden dolayi yiiksek olmast beklenebilir.

Iz Esleme Yontemi Uygulamasi

ULAKNET aginda iz esleme yontemi ile diizensizlik tespit
uygulamasi, istatistik yontemlerin en basarilis1 olmustur. Akis
semalarindan elde edilen veriler IANA tarafindan rezerve
edilen ip bloklart ile karsilastirilmistir. Bu calismada TANA
tarafindan rezerve edilen ip adreslerinin, asla genis alan
aglarinda bulunmamas1 gerektiginden yola cikilmistir. Bu
varsayima uymayan biitiin trafik diizensiz olarak kabul edilir.
Asagidaki diyagramlarda iz esleme yontemi ile tespit edilen
stipheli trafikler gosterilmistir.

TCP 193.140.X.X:49960 -> 192.168.163.169:515 ...S. 152 0 0 52 1
TCP 193.140.X.X:49969 ->192.168.163.170:2191 ....5. 152 0 0 52 1
TCP 193.140.X.X:49972 ->192.168.163.170:81 ...S. 152 0 0 52 1

TCP 193.140.X.X:49977 -> 192.168.163.172:515 ...S. 21000 8850 1
TCP 193.140.X.X:49979 ->192.168.163.172:2191 ....S. 1 52 0 0 52 1
TCP 193.140.X.X:49984 -> 192.168.163.173:515 ...S.152 0 0 52 1
TCP 193.140.X.X:49986 -> 192.168.163.173:2191 ....S. 1 52 0 0 52 1
TCP 193.140.X.X:49988 -> 192.168.163.173:443 ...S.152 0 0 52 1
TCP 193.140.X.X:49993 ->192.168.163.171:2191 ....S. 1 52 0 0 52 1
TCP 193.140.X.X:49995 -> 192.168.163.171:443 ...S.152 0 0 52 1

Diyagramdan acgik¢a gorildigi tzere 193.140.X.X ip
adresli istemciye gelen trafik IANA tarafindan rezerve edilmis
192.168.0.0/16 ag1 kaynaklhidir. Bu akig semasindan, ip
adresini  degistirmis  saldirganin  port tarama saldirisi
gerceklestirdigi gortilmektedir. Tespit edilen bir diger stipheli
trafik ise asagidaki akis diyagramina aittir. Web sunucusuna
yapildig1 ve servis engelleme amagli oldugu agikca belli olan
bu saldir1 0.0.0.0/8 ag kaynakli olarak goéziikmektedir. Fakat
bu ag IANA tarafindan rezerve edilmistir ve iz esleme yontemi
tarafindan saldiri tespit edilmistir.

TCP 193.140.X.X:5823 -> 0.39.15.0:80 ...S.1 480048 1
TCP 193.140.X.X:2678 -> 0.39.15.0:80 ...S. 1 480048 1

TCP 193.140.X.X:35671 -> 0.39.15.0:80 ....S. 1 4800481
TCP 193.140.X.X:12301 -> 0.39.15.0:80 ....S.1 480048 1
TCP 193.140.X.X:62520 -> 0.39.15.0:80 ....S. 1 4800481
TCP 193.140.X.X:32299 -> 0.39.15.0:80 ....S.1 480048 1
TCP 193.140.X.X:38133 -> 0.39.15.0:80 ....S. 1 4800481
TCP 193.140.X.X:35579 -> 0.39.15.0:80 ....S.1 480048 1
TCP 193.140.X.X:27852 -> 0.39.15.0:80 ....S. 1 4800481
TCP 193.140.X.X:56331 -> 0.39.15.0:80 ....S. 1 4800481
TCP 193.140.X.X:19893 -> 0.39.15.0:80 ....S.1 480048 1
TCP 193.140.X.X:14261 -> 0.39.15.0:80 ....S. 1 4800481
TCP 193.140.X.X:14736 -> 0.39.15.0:80 ....S.1 480048 1
TCP 193.140.X.X:12718 -> 0.39.15.0:80 ....S. 1 4800481
TCP 193.140.X.X:52480 -> 0.39.15.0:80....S.1 480048 1
TCP 193.140.X.X:58488 -> 0.39.15.0:80 ....S. 1 4800481

Bildiriler Kitabi

WITH INTERNATIONAL PARTICIPATION

TCP 193.140.X.X:28680 -> 0.39.15.0:80 ....S. 1 480048 1
TCP 193.140.X.X:23348 -> 0.39.15.0:80 ....S.1 480048 1
TCP 193.140.X.X:9118 -> 0.39.15.0:80 ...S.1 480048 1

V. SONUC

Giiniimiizde Internetin kesintisiz olarak calismasi hayati
6nem tasimaktadir. Bunun nedeni ise artik birgok kurumun ve
bireyin hizli ve zahmetsizce islerini Internet  6zerinden
halledebilmesidir. Erisimin herhangi sebepten dolay1 kesilmesi
zaman, maliyet ve is kayiplarina neden olabilmektedir.

Internet’in donanim sorunlar1 disinda baska nedenlerle
kesintiye ugramasi  genelde aglar iizerinde  goriilen
diizensizliklerden kaynaklanmaktadir.

Bu ¢alismada, yiiksek hizli aglarda diizensizlik tespitinde
kullanilan yéntemler ele alinnms ve ULAKBIM gibi biiyiik bir
agdaki verilerden yararlanarak, temel diizensizlik bulgularinin
nasil tespit edilecegi gosterilmistir.

Bu calisma yazilim tabanli uygulamalar gelistirerek daha
kapsamli bir sistem haline getirilebilir. Bdyle bir sistemin anlik
veri akislar1 tizerinde diizensizlik tespit edip uyarilar tiretmesi
bir sonraki ¢alisma konusu olabilir.
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IPv6 Ikili Y181n Gegis Yonteminde
Uygulamalarin Saldir1 Altinda

Performans Analizi
Beyhan CALISKAN, Onur BEKTAS

Abstract— IPv6, being the next generation Internet protocol to
replace IPv4, will be the primary network layer protocol in 21st
century networks. The IPv6 transition studies which initially
started in research and education networks are now shifting
towards the commercial networks due to the expectation that the
IPv4 address range will be totally exhausted by the end of 2010.
For Ipv6 to become more widespread, it has to prove that it
fulfills the critical performance and security expectations of
commercial networks especially in the transitions phase. This
paper analyzes IPv6 stack performance under denial of service
attacks for dual stack IPv6 network, which is one of the major
types of the IPv6 transition methods. For comparison, native
IPv4 and IPv6 performance with and without attacks are also
given.
dual

Keywords ~ —Apache IPv6

performance, security

benchmark, stack,

Ozet— TPv4’iin yerini almak icin gelistirilen IPv6, 21 yiizyilda
internetin temel baglanti protokolii olacaktir. Arastirma
aglarinda ve test yataklarinda baslayan IPv6 gecis calismalari,
IPv4 adreslerinin 2010 yih sonunda tiikenecegi beklentisi ile
birlikte ticari aglara dogru kaymistir. IPv6’min yayginlasmasi
icin ticari aglarin beklentilerini karsilayacak sekilde kendisini
kanitlamas1 gerekmektedir. Ticari aglarmm IPv6’ya gecisinde
giivenlik ve performans iki onemli kistas olacaktir. Bu makalede
IPv6 gecis yontemlerinden biri olan ikili y13in metodunun servis
dist birakma saldirisina karsi performansi incelenmistir. Gegis
metodunun yaminda, yalin IPv4 ve yalin IPv6 performanslar:
normal durumda ve saldir1 altinda arastirilmistir.

Anahtar Kelimeler— Apache performansi, ikili yigin, IPv6
performansi

I. GIRIS
IPv6, IETF (Internet Engineering Task Force) tarafindan
IPv4’iin yerini almak igin gelistirilen yeni nesil internet
protokoliidiir. IPv6’nin ¢ikis noktasi internet protokoliiniin
giintin ihtiyaglarinin karsilayacak sekilde yenilenmesidir. Yeni

Beyhan Caligkan, TUBITAK Ulusal Akademik Ag ve Bilgi Merkezinde
sistem yoneticisi olarak ¢aligmaktadir. Telefon: 312-2989376; faks 312-
2989393; Eposta: beyhan@ulakbim.gov.tr

0. Bektas TUBITAK Ulusal Akademik Ag ve Bilgi Merkezinde uzman
aragtirmaci olarak ¢alismaktadir.Telefon: 312-2989367; faks 312-2989393;
Eposta: onur@ulakbim.gov.tr
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nesil IP (Next Generation IP, IPng) ismi altinda baslayan IPv6
gelistirme ¢alismalar1 sonucunda protokol temel tanimlarini
iceren RFC 2460 [1] ise 1998 yilinda yaymlanmustir.
IPv6’nin yakin bir gelecekte internete baglanmak igin yeni
standart olmas1 beklenmektedir.

IPv4 adres dagitimimin gegmis yillardaki hizi modellenerek
yapilan tahminler IPv4 adreslerinin 2010 yili sonlarina dogru
tilkenecegi gostermektedir [2]. IPv6 uzun siiren tasarim
asamalart ve arastirma aglarinda yapilan denemelerden sonra
giinlimiizde ticari aglara dogru gegis stirecindedir. IPv6’ya
gecis surecinde mevcut olan IPv4 altyapist bir anda
birakilmayacagindan iki protokoliinde internete ayni anda
bulunmasi kagmilmazdir. IPv6 tasarlayicilari tarafindan gegis
stirecinin en optimum gerceklestirilmesi i¢in ¢esitli yontemler
Onerilmistir. Bu yontemler 3 baslik altinda toplanabilir [3].

Tkili yigin

Bu yontemde cihazlarin gegis strecinde IPv4 ve IPv6
protokollerini de ayni anda desteklemesi s6z konusudur. Tkili
yigin destekli cihazlarda baglanti asamasinda ilk olarak IPv6
adresi ile baglantt yapilmaya calisilir. Baglantinin
gergeklesmemesi durumunda IPv4 adresi kullanilir.

Tiinelleme

Tiinelleme yontemi, IPv6 aglarinin diger IPv6 aglarina
ulagmalart ig¢in IPv4 aglarinin kullanilmasidir. Bu yontemde
IPv6 trafigi IPv4 paketleri iginde taginir. Bir diger yontem ise
IPv4 trafiginin IPv6 paketleri ile tasmmasidir. Istemciden
istemciye, istemciden  yonlendiriciye, yOnlendiriciden
istemciye, yonlendiriciden yonlendiriciye olmak tizere tinelin
acilis sekline gore 4 grup altinda siniflandirilabilir.

Yalin IPv6

Sadece IPv6 adresine sahip olan cihazlarin IPv4 cihazlar
ile haberlesmesi i¢in araya bir ¢evirici (translator) konulmasi
yontemidir. Bu yontemde [Pv6 <-> IPv4 ve IPv4 <-> IPv6
cevrimi OSI referans modelinin ag, ulasim veya uygulama
katmanlarinda gergeklestirilebilir.

IPv6 ile ilgili yapilan ¢aligmalarin birgogu test ortamlarinda

ve arastirma aglarinda gergeklestirilmistir. IPv6’nin ticari
aglardaki performanst ile ilgili ¢ok fazla arastirma
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yapilmamistir [4]. Agin performans: ticari aglar igin kritik
olan bir ozelliktir. IPv6 aglarinda performans ile ilgili
caligmalar, igletim sistemlerinde IPv6 yigm performansinin
incelenmesi ve ticari IPv6 internet performansmin IPv4 ile
karsilastirilmasi konularinda yogunlagmistir.

flk grupta yer alan arastirmalar isletim sistemlerindeki IPv6
yigm performansimni 6lgmeye yoneliktir. Windows 2000 ve
Solaris 8 igletim sistemlerinde IPv4 ve IPv6 protokollerinin ag
performansinin ve sistem yiikiiniin incelendigi ¢alismada [5],
Solaris 8 isletim sisteminin 256 bayttan kiiciik TCP paketleri
icin ag katmaninda IPv4 kullanimmin IPv6 kullanima gére 3
kat daha hizli oldugu goriilmiistiir. Yine ayni calismada,
Windows 2000 isletim sisteminde IPv6 TCP performansinin 1
Kbayt’tan biiyiik paketler icin IPv4’e gore %25 daha dusiik
oldugu gézlenmistir. Tki protokoliin sistem kaynaklari
kullanimini incelendiginde ise IPv6 tizerinden TCP protokoli
kullaniminin  IPv4’e gore ortalama %20 daha fazla islemci
kaynagi kullandigi saptanmustir. IPv6 kullanan yazilimlarm
performans arastirmasinda Web sunucularimin performansi
karsilastirilmistir. Solaris 8 isletim sisteminin web sunucu
performansinin Windows 2000’e gore 4 kat daha fazla olugu
tespit edilmistir. Isletim sistemlerinin yigin performansi ile
ilgili diger bir calisma Windows 2003, RedHat 9.0 ve
FreeBSD 4.9 isletim sistemlerinin karsilastiriimasidir [6].
Caligmada, farkli paket biiytikliikleri igin IPv4 ve IPv6
performanslart arasinda benzer sonuglara ulagilmis fakat
isletim sistemleri arasinda farkliliklar gézlenmistir. Redhat
isletim sistemi loopback tizerinde yapilan testlerde ilk sirayi
almig, Windows 2003 arada bir cihaz olmadan dogrudan kablo
ile yapilan testlerde en iyi performansi gostermistir.

Performans tizerinde yapilan diger ¢alismalar son kullanict
tarafindan IPv6 aglarinda hissedilecek olan performansi
6lgmeye yoneliktir [4],[7]. Caligmalarda, ilk olarak ikili y1gm
yapisinda calisan web sunucularin listesi cikarilmistir. Tkinci
asamada tespit edilen sunuculara IPv4 ve IPv6 iizerinden
baglanilarak bant genisligi, paket kaybi, paket gidis gelis
stiresi benzeri ag performansi parametreleri gozlenmistir. Elde
edilen bulgulardan ilki IPv6 aglarinda IPv4 aglarina gére daha
fazla sayida paket kaybi yasanmasidir. Ayrica, deneysel
aglarda yapilan calismalardaki bulgularin aksine tiinellenmis
IPv6 trafigi ile tiinellenmemis trafik arasinda performans
acisindan fark olmadig: tespit edilmistir. Diger bir gozlem,
IPv6 kullaniminin yaygin olmamasinin bir sonucu olarak IPv6
icin ayrilan bant genisliliginin bos oldugudur. Bunun sonucu
olarak testlerde IPv6 istemcilerinin IPv4’e gore daha hizli veri
alip gonderebildikleri saptanmustir.

Ticari aglarda 6nemli olan diger bir kistas [Pv6 nin giivenlik
ozellikleridir. Bu konuda yapilan arastirmalar iki grup altinda
toplanabilir. Tlk grupta, TPv4 aglarindaki mevecut giivenlik
risklerinin IPv6 aglarindaki durumu incelenmistir [8]-[10].
Ikinci grupta IPv6’nin IPv4’ten farkli olan adres yapisi,
dolagilabilirlik, ek-baslik destegi gibi 6zelliklerin giivenligi
irdelenmistir [11]-[14].
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Literatirde [Pv6 performans ve giivenlik 6zellikleri
konusunda arastirmalar yapilmis ise de, uygulamalarin servis
dig1 birakma saldiris1 benzeri giivenlik riskleri karsisinda
durumlar1 incelenmemistir. Diger bir degisle, IPv6 yigm
yapisinin  [Pv4’e gore saldirn altindaki  performanslari
karsilastirilmamistir.

Bu makalede, FreeBSD isletim sistemi tiizerine calisan
apache web sunucusunun saldir1 altinda IPv4 ve IPv6
yiginlarinm performansi incelenmistir. Makalenin ikinci
bolimiinde test yatagi ozellikleri ve 6lgiim metodolojisine
deginilmistir. Ugiincii boliimde, test sonuglaridan elde edilen
veriler incelenmis ve son olarak dordiincii boliimde makale
sonuglari 6zetlenmistir.

II. DENEY DUZENEGI VE OLCUM SURECI

Kullanilan yontem, uygulamalarin IPv4-1Pv6 ve ikili yigin
performansini ortaya koymaya yoneliktir. Bu c¢alismada
secilen uygulama Apache web sunucusudur. Apache web
sunucusu, netcraft arastirma sonuglarina goére diinya
tizerindeki web sunucularmin %353,3’tinde kullanilmaktadir
[15]. Guintimiizde internet trafiginin biyik bir kismi web
trafigi olusturmaktadir. Web sunuculari sagladig igerik ile
birlikte kurumlarin vitrini ve saygmlik gostergesi haline
gelmistir.  Bankacilik, kurumsal veritabani, e-devlet
uygulamalar1 benzeri kritik yazilimlarin web sunuculari
tizerinden ¢alismalar1 bu serviste meydana gelecek kesintilerin
kullanicilar ve kurumlar tarafindan onemini arttirmaktadir.
Bununla birlikte asp, php benzeri web programlama dillerinin
gelisimi bu egilimi arttirict yonde etki yapmaktadir.

A. Test Ortami

Apache web sunucusunun IPv6 ve ikili yigin yapida
performanst oOlgilimi Sekil 1°de gosterilen ag topolojisi
tizerinden gergeklestirilmistir. Test ortaminda, ayni 6zelliklere
sahip 6 istemci bilgisayar, 1 adet sunucu, 1 adet kontrol
bilgisayar1, 1 adet saldir1 bilgisayar1 ve Cisco 3550 serisi
anahtarlama cihazi bulunmaktadir. Istemci bilgisayarlar ve
kontrol bilgisayari, Intel Pentium 4 2.66GHz islemci, 512MB
bellek, 80GB Sata sabit disk ve 100Mbit ethernet karti
donanimlarma sahiptir. Sunucuda, 2 adet Intel Xeon Quad
Core 1.86GHz islemci, 8Gbayt bellek, 80Gbayt Sata sabit
disk ve PCI-X Intel Pro 1000 gigabit ethernet karti
donanimlar1 bulunmaktadir. Saldir1 bilgisayarinin anakart ve
islemci donanimi istemci bilgisayarlari ile aynidir. Bununlar
birlikte istemci bilgisayarlarindan frakli olarak Broadcom
gigabit ethernet karti ve 1512MB bellek kullanilmistir.
Istemci ve kontrol bilgisayarlari Cisco 3550 anahtarlama
cihazinin 100 Mbit hizindaki ethernet portlarina, sunucu ve
saldir1 bilgisayarlart ise 1 Gbit hizindaki portlarina CATSe
kablolar ile dogrudan baglanmustir. Istemciler, sunucu, saldiri
ve kontrol bilgisayar1 aym1 agda olacak sekilde
yapilandirtlmustir.
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Sekil 1. Test Ortam1

B. Isletim Sistemleri

istemci, saldir ve kontrol bilgisayarlarina x86 Debian Etch
4.0 r4 strimlii isletim sistemi yiklenmistir. Sistemler
iizerinde c¢alisan Linux gekirdek siirimii 2.6.24’tir. Sunucu
tizerine AMDG64 FreeBSD 7 isletim sistemi bulunmaktadir.
Apache web sunucusu FreeBSD port koleksiyonundan
kurulmustur ve sirimi 2.0.63’tir. Sunucu ve istemci
bilgisayarlar iizerinde yapilan ince ayarlar asagida verilmigtir.
Linux sistemler;
ulimit —t 10000

FreeBSD sistemi sysctl.conf ayarlari;
vm.pmap.pv_entry-max=90000000
vm.pmap.shpgperproc=500000

FreeBSD iizerine portlardan kurulan Apache web sunucusu
mpm prefork modili [16] ile calistrilnugtir.  Yapilan
httpd.conf ayarlar1 agagida listelenmistir;

ServerLimit 15000

StartServer 2000

MinSpareServers 1000

MaxSpareServers 1000

C. Ol¢iim Araglart

Web sunucusunun performansit apache benchmark (ab) [17]
ile olgtiilmistiir. Ab yazilimi Apache sunucusunun saniyede
cevap verebildigi istek sayisinin Slgimi i¢in gelistirilmistir.
Her bir istemciye ab yazilimi kurulmus ve yazilan betikler
yardimiyla  sonuglar  kontrol  bilgisayart  tarafindan
toplanmistir. Ab uygulamasi -n 1600 -c 20 parametreleri ile
calistirilmig ve sabit igerige sahip olan html sayfasina erisim
siireleri  kaydedilmistir. Test sonuglarmin karsilastirilabilir
olmasi i¢in biitiin istemcilerden ayni sayida istek (1600)
gonderilmistir.

Bildiriler Kitabi

CRYPTOLOGY CONFERENCE
WITH INTERNATIONAL PARTICIPATION

3. ULUSLARARASI KATILIMLI 3 INFORMATION SECURITY &
TUrkey

FreeBSD isletim sisteminde, testler sirasinda olusan islemci
ve ethernet yiikleri, vmstat [18] yazilimiyla tespit edilmis ve
yazilan betik yardimiyla kaydedilmistir.

D. Olciim Sonuglarmin Toplanmasi

Performans testlerinin ayni sartlar altinda tekrarlanmasi i¢in
istemci bilgisayarlarin hepsine bir kabuk betigi yazilmistir. Bu
betik kontrol bilgisayari tarafindan Clusterssh [19] yazilimiyla
tiim istemcilerde ayni anda calistirilmistir. Her testten sonra
sunucu ve istemciler yeniden baslatilmistir. Olgiimler 3’er kez
tekrarlanmis ve sonuglarin aritmetik ortalamasi alinmistir.

E. Olciim Sonuglarimin Anlamli Hale Getirilmesi

Kontrol bilgisayarinda toplanan ham veriler Perl [20]
betikleri yardimiyla islenmistir. Sonuglarin anlamli bir hale
getirilmesinden sonra Gnuplot [21] uygulamas: ile grafikler
cizilmistir.

1. OLCUMLERIN YAPILMASI

IPv6 ve ikili yigin yapmim uygulama performansinin IPv4
uygulama performansi ile karsilagtirilmasi asagidaki 6l¢tim
yontemleriyle yapilmistir:

e ( istemci ve web sunucusunda sadece IPv4 adresleri
kullanilarak,

e 6 istemci ve web sunucusunda sadece IPv6 adresleri
kullanilarak,

e 3 istemcide sadece IPv4 adresi, 3 istemcide sadece
IPv6 adresi ve web sunucusunda ikili yigmn yapi
kullantlarak,

Yukaridaki her bir adim saldir1 altinda tekrarlanarak toplamda
6 adimda olgtimler tamamlanmustir. Bu 6 adim Normal
Durumda Test ve Saldwra Altinda Test olmak ftizere iki grupta
incelenmistir.

Normal Durumda Test

Olgiim  sonuglarmin  grafiksel gosterimi  i¢in  apache
benchmark sonuglart ve VMSTAT ¢iktilart kullanilmistir. Ab
grafiklerinde yatay eksen sunucuya yapilan istek sayisini,
dikey eksen istemcilerin aldig1 cevap siiresini mikrosaniye
olarak gostermektedir. VMSTAT grafikleri islemci ve ethernet
tizerinde olusan kesme oranimi (interrupt rate) gostermektedir.
Kesme orani; ethernet karti i¢in islemciye gonderilen kesme
istegi sayisini, islemci igin ise tim giris/¢ikis (I/O) ve
programlardan  gelen toplam kesme istegi  sayisini
gostermektedir. Islemci kesme oranim gosteren grafikte yatay
eksende islemci zamani, dikey eksende kesme orani
gosterilmistir. Islemci zaman1 ve kesme orami her test igin
farkli baglangic degerlerinde olabilmektedir. Bu nedenle
islemciye ait grafik yorumu dikey ve yatay eksendeki sayisal
degerlerin biiyiikliigiine gore degil, grafik altinda kalan alan
degerlendirilerek  yapilmalidir. Ethernet kesme oranini
gosteren grafikte yatay eksen zamani (saniye), dikey eksen
kesme oranini gostermektedir. Sekil 2 ve Sekil 3’te
istemcilerin ve web sunucusunun sadece IPv4 adresi
kullandig1 testin sonuglari gosterilmistir. Test sonuglari,
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beklendigi gibi zamanla islemci ve ethernet yiikiiniin arttigini
ortaya koymaktadir. Apache sunucusunun ise istek sayisi
artistyla birlikte cevap verme siiresinin arttig1 goriilmektedir.
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Sekil 5. Sadece TPv6 vimstat degerleri

Sekil 3. Sadece IPv4 vmstat degerleri

Istemcilerin ve sunucunun sadece IPv6 kullandigi test
sonuglart Sekil 4 ve Sekil 5’te gosterilmistir. Sadece IPv6
kullanildiginda Apache sunucusunun yaklagik 750 istege
kadar cevap verme siiresi en ¢ok 50 mikrosaniye seviyesinde
iken sadece IPv4 ile 200 istege kadar bu seviyede
kalabilmistir. Genel olarak bakildiginda isteklere cevap siiresi
IPv6 ile daha az gorinmektedir. Sekil 5°te gozlemlenen
ethernet yiikiiniin bir siire sonra hizla tirmanis1 IPv6 paket
sayisina bagli olarak sunucunu performansindaki degisimi
ortaya koymaktadir.
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Tkili y1g1n yapist testleri Sekil 6 ve Sekil 7°de gosterilmistir.
Bir dnceki ftestlerle kiyaslandiginda Apache sunucusunun
isteklere cevap verme siiresinin artis1 agikga goriilmektedir.
Bu seviye 250-500 mikrosaniye seviyesinden 1500
mikrosaniye seviyesine kadar ¢ikmistir. Buna paralel olarak
ab testinin tamamlanma siiresi 10-13 saniye seviyesinden 27-
28 saniye seviyesine c¢ikmistir. Bir diger onemli nokta ise
ethernet yiikiiniin 10 kata kadar artmasi olmustur. Bu siirecte
islemci yikii de gozle goriiliir artig gostermistir.

IPva Istenciler

fistenci 1+
listenci 2 ¥
istenci 3

%

Hikrosaniye

a 2680 a88 688 888 1608 12600 1488 16688
Istek

IPv6 Istenciler

5088
4588
4888
3588
3000
2588
2088
1588
1008
5688
o 12
a 280 a88 6688 888 16080 12600 1488 16688
Istek

fistenci 4+
fistenci 5
fistenci 6

Hikrosaniye

Sekil 6. ikili yigin ab test degerleri
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Ikili vigin Islenci Keswe
1998

1997 -

1996 -

1995

Kesne Orani

1994

1993 -

1992
748008

608808  ©620008 640800  GGOOGE 650088 9A6BBE

Islenci Zanani

768008 750008

Ikili Yigin Ethernet Kesne

Kesne Orani

] 5 18 15 20 25 38
Saniye

Sekil 7. ikili y1gin vmstat degerleri

Sadece IPv4 Islenci Kesne
1974

1973.5 -
1973

1972,5 -

Kesmwe Orani

1972

1971.5 -

1t

97"
620680 638008 64688 650000 666008

Islenci Zamani

670880 650000 698088  70A00(

Sadece IPv4 Ethernet Kesme

Keshe Orani

[:] 5 18 15 20 25 EL] 35
Saniye

Sekil 9. Saldiri altinda sadece IPv4 vmstat degerleri

Saldir1 Altinda Test

Saldirt altinda yapilan 6lgiimlerde pktgen [22] uygulamast
kullanilmis ve normal durumda yapilan 3 test sirasiyla
tekrarlanmustir. Pktgen, Linux ¢ekirdek seviyesinde galisan bir
paket {retici yazilimdir. Saldir1 bilgisayarinin = sunucu
tizerindeki etkisini arttirmak igin donaniminda istemci
bilgisayarlardan farkli olarak PCI gigabit ag kart1 ve 1512 MB
bellek kullanilmistir.  Saldir1  bilgisayari, sadece IPv4
kullanilan ortama IPv4 paketleri, sadece IPv6 kullanilan
ortama IPv6 paketleri ile saldirmusur. Ikili yigm yapiya
yapilan saldirilarda 6nce IPv4 sonra [IPv6  paketleri
kullanilmigtir.

Sekil 8 ve Sekil 9’da saldirt altinda sadece IPv4 kullanildigt
durum gosterilmistir. Beklendigi gibi sunucu sistemin islemei
ve ethernet yiikii normal duruma gore daha ¢ok artmig ve buna
paralel olarak Apache sunucusunun isteklere cevap verme
siiresi de artmigtir.

Sadece TPvd Saldiri Altinda

fistenci 1
istenci 2
istenci 3
[istenci 4
istenci 5
istenci 6

o BO¥ X+

Hikrosaniye

[} 208 480 608 868 1@08 1268 1408 1688
Istek

Sekil 8. Saldirt altinda sadece IPv4 ab degerleri

Bildiriler Kitabi

Testlerin asil odak noktasi olan IPv6 performansi ise Sekil
10 ve Sekil 11°de agikga goriinmektedir. Sekil 8 ve Sekil 10
verileri  kargilagtirildiginda  IPv6  istemcilerinden  gelen
isteklerin cevap stireleri belli degerlerde sabit goziikmektedir.
Ayrica, saldirt altinda sadece IPv6 kullanildigi durumda ab
test stiresi sadece IPv4 kullanilan duruma goére 4 kattan fazla
artis  gdstermistir. Bu durum saldirt altindaki Apache
sunucusunun  IPv6  performansindaki  dramatik  diististi
gostermektedir.

Sadece TPv6 Saldiri Altinda

WO+ B %
1488

Hikrozaniys
g

Sap RO MRCHE AEe O MKX B +m OF WSS CRON ok ML DK 0K ¥

L] 208 400 600 808 1088 1208 1488 1600
Istek

Sekil 10. Saldirt altinda sadece IPv6 ab degerleri

sadece IPv6 Islenci Kesme

2600

1998 -

1996

1994

1892 -

Kesne Orani

1998 -

1988 L L L L L L L L L
330008 348008 350000 368000 378000 350000 390000 4BMO0E 418000 428000 43888¢

Islenci Zamani

Sadece IPvG Ethernet Keswe

Kesne Orani

[ 5 18 15 20 25 38 35 a8 a5
Saniye

Sekil 11. Saldir altinda sadece IPv6 vmstat degerleri
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Tkili y1gin yapiya once IPv4 paketleri sonra IPv6 paketleri
ile saldirilmustir. Istemcilerin higbiri ab testini her iki durumda
da tamamlayamamustir. Sekil 12’de IPv4 paketleri ile
saldirildiginda, Sekil 13’te ise IPv6 paketleri ile
saldirildiginda sunucuda olusan yiik gosterilmistir.

Ikili Yigin Islemci Kesnme
1999
1998 -
1997 -
1996 -
1995 -
1994 -
1993 -
1992 -

1991 L L L L L L L L L
500080 516800 526000 550666 540008 550000 DSEEEEO S700EE DS50068 590008 GOGG0

Islenci Zamani

Kesne Orani

Ikili Yigin Ethernet Kesne

Kesne Orani

:] - 18 15 28 Fal L] 1] a8
Saniye

Sekil 12. IPv4 saldirist altinda ikili y1gin vmstat degerleri

Tkili Yigin Islenci Kesme

Kesne Orani

520000
Islenci Zamani

480000 500000

Ikili Yigin Ethernet Kesme

Kesne Orani

Saniye

Sekil 13. IPv6 saldirist altinda ikili y1gin vmstat degerleri

IV. SONUCLAR

Bu makalede isletim sistemlerinde IPv4, IPv6 ve ikili y1gin
yapisinda calisan servislerin performanslari  Sl¢tilmiistiir.
Servis performansinin gozlenmesi i¢in uygulama olarak
Apache web sunucusu kullanilmistir. Ayrica, saldirt altinda
protokol yigin1 ve uygulama performansindaki degisim de
incelemistir.

Elde edilen bulgular iki baslik altinda yorumlanabilir. Tlki,
IPv4, IPv6 ve ikili y1gin yapisinda calisan servisler ve igletim
sistemlerinin performans sonuglaridir. Arastirma bulgular
distik istek sayisinda, IPv6’nin IPv4’e gore daha iyi bir
performans gosterdigini ortaya koymustur. Bununla birlikte
her iki protokoliinde ayni anda desteklendigi ikili yi1gin yap1
performansinin sadece IPv6 veya sadece IPv4 kullanan

Bildiriler Kitabi

WITH INTERNATIONAL PARTICIPATION

sistemlere gore olduke¢a diisiik oldugu goriilmektedir.

ikinci kisimda servis digt birakma saldirisinin performans
tizerine etkileri incelenmistir. Elde edilen veriler 1s18inda,
IPv6 kullanan sistemlerin IPv4 kullanan sistemlere gore servis
engelleme saldirilarindan daha cok etkilendigi goriilmiistiir.
Bu durum ikili yigin yapida c¢alisan bir sunucu igin daha
dramatik bir hal almakta ve sunucu servis veremez hale
gelmektedir.

Elde edilen sonuglar, IPv6 gecis siirecinde ikili yigin
yapilandirmasinin performans problemleri yasanmasina neden
olacagini gostermistir. Bu problemin ¢oziimii i¢in yiiksek yiik
altinda c¢alisan servislerin ikili yi1gin yerine yalin olarak IPv4
ve IPv6 destegi olan ayr1 sunucularda calistirilmasi
onerilebilir.

Bu konuda yapilacak ileriki ¢aligmalarda farkli isletim
sistemlerindeki  yigin  performansinmm  gozlenmesi igin
FreeBSD isletim sistemi ile birlikte Linux ve Windows isletim
sistemleri de kullanilabilir. Ayrica, Bind DNS, Windows IIS

ve benzeri uygulamalar ile makale sonuglar1 farkl
yapilandirmalarda test edilebilir.
KAYNAKLAR

[1] RFC 2460, Internet Protocol, Version 6 (IPv6) Specification

[2] TPv4 Address Report, “http://www.potaroo.net/tools/ipv4/index.html”

[3] 6Net IP Deployment Guide http://www.6net.org/book/deployment-
guide.pdf

[4] Y. Wang, S. Ye,X. L1, “Understanding current IPv6 performance: a
measurement study.” Proceedings. 10th IEEE Symposium on Computers
and Communications, Cartagena, 2005, 71-76

[5] Z. Zeadaly. 1. Raicu, “Evaluating IPv6 on Windows and Solaris,” IEEE
Internet Computing, vol 7, sayfa 51-57, Mayis-Haziran. 2003

[6] S.S. Mohamed, A. Y. M. Abusin, D. Chieng, “Evaluation of IPv6 and
comparative study with different operating systems,” International
Conference on Information Technology and Applications, vol 2, sayfa
665-670, Haziran. 2005

[7] Y.N.LawM. Lai,W. L. Tanand, W. C. Lau, “Empirical Performance of
TPv6 vs. TPv4 under a Dual-Stack Environment,” IEEE International
Conference on Communications, Beijing, 2008, 5924 — 5929

[8] D. Zagar, K. Grgic, R.Snjezana, “Security aspects in IPv6 networks
implementation and testing,” Computers and Electrical Engineering,
vol. 4, sayfa 425-437, Eyliil. 2007

[91 Y. Xinyu, M. Ting, S.Yi, “Typical DoS/DDoS threats under IPv6,”
Computing in the Global Information Technology, Guadeloupe, 2007,
55-61

[10] H. Oh, K. Chae, H. Bang, J. Na, “Comparisons analysis of Security
Vulnerabilities for Security Enforcement in IPv4/IPv6,” Advanced
Communication Technology, vol 3, sayfa 1583 — 1585. Subat. 2006

[11] K. Elgoarany, M. Eltoweissy, “Security in mobile IPv6 a survey,”
Information Security Tech. Report, vol 4, sayfa 32-43, Ocak. 2007

[12] J. Kempf, J. Arkko, P. Nikander, “Mobile IPv6 security,” Wireless
Personal Communication, vol 29, sayfa 389-414, 2004

[13] J. Lim, Y. Kim, “Protection algorithm against security holes of IPv6
routing header,” Advanced Communication Technology , vol 13, sayfa
2004 -2007, Subat. 2006

[14] J. Arkko, T. Aura, J. Kempf, V. Mintyld, P. Nikander, M. Roe,
“Securing IPv6 neighbor and router discovery,” Proceedings of the 1st
ACM workshop on Wireless security, Atlanta, 2002, 77-86

[15] Netcraft, October 2008 Web Server Survey,
http://news.netcraft.com/archives/web_server survey.html
[16] Apache MPM prefork,

http://httpd.apache.org/docs/2.0/mod/prefork.html

25026927 Aralik December 2008 ¢ Ankara / TURKIYE

Proceedings

150



BiLGi GUVENLIGi VE CRYPTOLOGY CONFERENCE

3. ULUSLARARASI KATILIMLI 3 INFORMATION SECURITY &
 BiLGi TUrkey
KRIPTOLOJI KONFERANSI WITH INTERNATIONAL PARTICIPATION

[17] Apache HTTP server benchmarking tool,
http://httpd.apache.org/docs/2.0/programs/ab.html

[18] VMSTAT,
http://www.freebsd.org/cgi/man.cgi?query=vmstat&manpath=FreeBSD
+7.0-RELEASE

[19] Cluster SSH, http://clusterssh.wiki.sourceforge.net/Main+Page

[20] Perl, http://www.perl.org

[21] Gnuplot, http://www.gnuplot.info

[22] R. Olsson, pktgen the linux packet generator, Linux Symposium 2005,
http://www .linuxsymposium.org/2005/linuxsymposium_procv2.pdf

Bildiriler Kitabi 25026#27 Aralik December 2008 » Ankara / TURKIYE
Proceedings 151




BiLGi GUVENLIGi VE
KRIPTOLOJi KONFERANSI

3. ULUSLARARASI KATILIMLI 3 INFORMATION SECURITY &
TUrkey

CRYPTOLOGY CONFERENCE
WITH INTERNATIONAL PARTICIPATION

Kablosuz Algilayic1 Aglarda Giiven ve Zaman
Tabanli Solucan Deligi Tespit Algoritmasi

Suat OZDEMIR!, Majid MEGHDADI?, inan GULER3

Ozet— Giiniimiizde Kablosuz Algillayicr Ag (KAA)’lar ¢ok
genis uygulama alanlar1 bulmaktadir. Kisith kaynaklar1 ve
genelde dost olmayan ortamlarda kullanilmalar1 sebebiyle
KAA’lar giivenlik acisindan hassastirlar. Geleneksel giivenlik
mekanizmalarinin  KAA’lara 6zgii giivenlik ataklarina kars
saglayamadigi kanitlanmistir. Bu calismada ele alinarak ¢oziim
getirilen solucan deligi (wormhole) saldiris1 da bu ataklardan
birisidir. Onerilen ¢6ziim zaman tabanh bir sistem olup, aym
zamanda yanhs bilgi veren kétiiciil diigiimleri tespit edebilmek
icin bir giiven mekanizmasi da icermektedir. Bilgilerimiz
dahilinde, literatiirdeki zaman tabanli solucan deligi bulma
mekanizmalar kétiiciill diigiimlerin yanhs bilgi aktarmalar
durumunda dogru sonu¢ verememektedirler. Bu problemi
ortadan Kkaldirabilmek icin, bu calismada zaman tabanl bir
sistem ile diigiimler arasindaki giiven/itibar él¢iimiinii yapabilen
bir giiven mekanizmas1 Dbilestirilmistir. Performans analiz
sonuclar1 onerilen ¢oziimiin, solucan deligi saldiris1 belirlemede
literatiirdeki zaman tabam sistemlere gore daha dogru sonugclar
verdigini gostermektedir.

Anahtar Kelimeler— Kablosuz Algilayic1 Aglar, Solucan Deligi
Saldirisi, Giiven Sistemleri.

Abstract— Wireless sensor networks (WSN) are being used in
many application areas. As WSNs are deployed in hostile
environments, security is an important issue for these networks.
Traditional security mechanisms are not applicable against
attacks in WSNs such as wormhole attack. In this paper, a time
and trust based wormhole detection mechanism is proposed. To
the best of our knowledge, existing wormhole attack detection
protocols may fail when compromised nodes falsify routing
information. The proposed technique combines a time based
system with a trust based mechanism to detect compromised
nodes that send false information. Performance analysis shows
that the proposed technique is more effective than existing
wormbhole detection protocols.

Keywords— Wireless sensor networks (WSN)

I. GIRIS
ablosuz Algilayict Ag (KAA) kavramu ilk kez 1980’lerin
baslarinda karsimiza ¢ikmustir. Mikro elektronik ve
kablosuz haberlesme teknolojilerindeki gelismeler kiigiik
boyutlu, hareketli, diisiik maliyetli, diisiik enerji gereksinimli
ve ¢ok fonksiyonlu algilayict digiimlerinin yaygin olarak
kullanilmasina olanak saglamistir [1]. Son yillarda KAA’lar1
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cok genis uygulama alanlar1 bulmaktadir ve bu aglarin
kullanimi, ortam izleme, saglik, askeri ve meteoroloji gibi
bir¢ok alanda yayginlasmaktadir. Bu tiir aglar temel olarak
algilayicilar ve bu algilayicilardan gelen verileri toparlayan
diigiim istasyonlarindan olusmaktadirlar. Algilayicilar pil ile

calisan ve kisith Omre sahip olan kablosuz iletisim
cihazlaridir[1], [2].

KAA’lar genelde dost olmayan kotiiciil ortamlarda
kullanilmalar1 nedeniyle ag giivenligi agisindan hassastirlar.
KAA’larda algilayicilar bir isbirligi icerisinde
calismaktadirlar. Dolayisiyla diigimler kendi aralarinda

stirekli iletisim halinde olmaktadirlar. Disaridan dinlenilmeye
son derece agik olan bu tiir sistemler giivenlik problemini de
beraberinde getirmektedir. Yaym yoluyla yapilan haberlesme
disaridan dinlenilmeye acik olup saldiriya karsit son derce
zayif bir altyapr sunmaktadir. Ayrica KAA’lardaki algilayict
elemanlar sinirli bant genisliginde bir iletisim becerisine,
smirl bir islemci giiciine, disiik kapasiteli bir hafizaya ve
disiik enerjili bir bataryaya sahiptir. Dolayisiyla smirl
kaynaklara sahip olan KAA yapilarinda diger ag yapilarinda
kullanilan  etkili ~ giivenlik algoritmalar1  direk olarak
kullanilamamaktadir. Kaynaklart kisith algilayict diagiimleri
sebebiyle, literatiirdeki aragtirmalar geleneksel giivenlik
mekanizmalarinin KAA’larda ¢6ziim saglayamadigini ortaya
koymustur [3],[4]. Ozellikle askeri ve saglik uygulamalar1 gibi
giivenlik yoniinden hassas veri iletiminin yapildigi KAA’larda
veri gizliligini ve bitinliigiinii  saglayacak giivenlik
mekanizmalarma fazlasiyla ihtiya¢ vardir. Daha da 6nemlisi,
KAA’larin kendilerine has 6zellikleri sebebiyle bu giivenlik
mekanizmalar1 sistem tasarimi asamasinda gelistirilmelidir.
KAA’larin 6zgiin yapist geleneksel aglarda goriilmeyen
birgok saldir1 tipini ortaya ¢ikarmistir. Bu ¢aligmada bu tiir
saldirilardan birisi olan solucan deligi saldirisi ele alinmis ve
bu saldirtya karst bir savunma mekanizmasi dnerilmistir.

Solucan deligi saldirisinda iki koétiiciil digim  birbirleri
arasinda ytiksek iletisim kalitesine sahip bir kanal olustururlar.
Bu kanal bir kablolu ya da kablosuz ortam olabilir [2],[3].
Daha sonra yonlendirme i¢in bu yiiksek kaliteli kanalin
reklamini yaparak c¢evredeki algilayicilardan baz istasyonuna
gonderilmek tizere veri toplarlar (Sekil 1). Amag, toplanan bu
verinin baz istasyonuna erisiminin engellenmesi ya da
bozularak iletilmesidir. Bu sebeple baz istasyonu yakinindaki
kotiictil diigim toplanan veriyi baz istasyonuna iletmeyebilir
ya da verileri degistirerek baz istasyonuna gonderebilir [5],
[6]. Saldir1 sonucunda agm veri toplama performansi ve
toplanan verinin dogrulugu/hassasiyeti azalir.
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Sekil 1. Solucan deligi (Wormhole) saldirist - iki kotiiciil
digtim baz istasyonuna dogru yiiksek kaliteli bir veri iletim
hattinin reklamini yaparlar ve veri toplarlar.

Bu makalede solucan deligi atagma kars: dnerilen ¢6ziim
tabanli bir sistem olup, ayni zamanda yanlis bilgi veren
koticil  digtimleri  tespit edebilmek igin  bir giliven
mekanizmast da igermektedir. Literatiirdeki zaman tabanlt
solucan deligi bulma mekanizmalar1 kétiictl diigtimlerin
yanlig bilgi aktarma ihtimallerini goz 6niline almadiklarindan
saldirt tespit etkinlikleri dustiktiir [7],[8]. Bu ¢alismada zaman
tabanl bir sistem ile diigimler arasindaki given Sl¢limiini
yapabilen bir giiven mekanizmasi ile bitlestirilerek bu
problem ortadan kaldirilmistir. Yapilan performans analiz
sonuglari  Onerilen ¢oztimiin, solucan deligi saldirist
belirlemede literatiirdeki zaman tabani sistemlere gore daha
dogru sonuglar verdigini gostermektedir.

Tablo 1. Solucan Deligi ile ilgili 6nemli ¢alismalar.

Yil Modelin Kullamilan Metot
Adi
Hu et al.[9] 2001 TIK Paketlerin en ¢ok iletimini
sinirlamak
Capkun et 2003 | SECTOR | Her diigiim bir 6zel donanim ile
al.[10] techiz edilmek.
Wangetal[11] | 2004 | MDS_V Multi Dimentional Scaling
ow algoritmast,
Dijkstra algoritmast
Song etal.[12] | 2005 SAM Coklu yol Yonlendirme
(Multi Path Routing)
Pirzada et al. 2005 Trust Giiven puani,
[13] Base Komsulari izlemek
Ngai et al[14] 2006 Bilgi Tutarhgi,
Sebekenin Akim Bilgisi Analizi
Yun et al[15] 2007 | WODEM Sinirh sayida diagiimleri yer
bulma aygitlara ve uzun omiirlii
pil ile techiz etmek
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II. ILGILI CALISMALAR

Tablo 1’de bu konuda bazi arastirmalar ve o c¢aligmalarda
kullanilan metotlar gosterilmektedir.

Hu ve arkadaglar1 paketlerin en ¢ok iletimini sinirlamak
metodu ile solucan deligi saldirisina karsit bir yontem
olusturmusglardir [9]. Bu yontemde diigiimler komsularini
strekli izlemektedirler. Bu yontemde fazla veri paketlere
ekleme ile paketlerin adim sayisint agda belirtip ve bdylece
paketlerin gittigi adimlart agda smirlandirmiglar. Ayrica
paketlerin gonderildigi zaman ve gonderen diigiimiin yerini
paketlere eklemistirler. Boylece alict bu bilgileri incelemeyle
gelen paketlerin  normal durumda gelip gelmedigini
incelemektedir.

Solucan deligi saldirisima karsi, Capkun ve arkadaslari
tarafindan onerilen The Secure Tracking of Node Encounters
in Multi-hop Wireless Networks (SECTOR) protokolii bir kag
metodun bir araya gelmesinden olusmustur [10]. SECTOR
hi¢bir saat senkronizasyonu veya konum bilgisine gerek
duymaz ve digtimlerin uzakligint bulmak i¢cin MAD (Mutual
Authentication with Distance-bounding) protokoltinii kullanir.
MAD protokoliinde her diigtim bir 6zel donanmm ile techiz
edilmigtic. MAD protokolii paketlerin biitiinligtinden emin
olmak 'icin Hash-Tree ve One-Way-Hash zincirinden
yararlanir.  Mesajlart  dogrulamak igin MAC (Message
Authentication Code) ’den yararlanir. KAA’larda digim
sayist pek c¢ok olduktan, diigimlerde kullanan donanim bu
metot i¢in bir dezavantajdir.

Solucan deligi saldirisina karsi, Wang ve arkadaslart Multi
Dimentional =~ Scaling  Visualization of  Wormhole
(MDS_VOW) adhi mekanizma yardimiyla, bir ¢oziim
sunmuslardir [11]. Bu calismada her diigim komsularindan
gelen sinyal giiciini Ol¢tip, uzakligimi onlardan tahmin
ederken bu uzakliklar: baz istasyona gonderir. Daha sonra baz
istasyonda Dijkstra algoritmast [16] yardimi ile tim
diigiimlerin komgularindan uzakligi hesaplanir. Baz istasyon
MSD algoritmasint kullanarak diigiimlerin gergek konumlarini
bulmaya calisip bir dizleme (Smoothing) fonksiyonu
kullanarak hatalari hesaplar. Eger elde edilen harita diiz olursa
sebekede solucan deligi saldirist bulunmamaktadir ama eger
iki digiim arasindaki yiizey (surface) egiri olursa solucan
deligi saldirisnin  oldugunu gosterir. Bu durumda baz
istasyon, solucan deligi saldirisinin  uzakligini  bagka
digiimlerden hesaplar ve Dbdylece koticil —diigiimiin
konumunu belirttikten sonra normal dugimler kétiiciil
digiimle iletisim kurmazlar.

Ngai ve arkadaglari solucan deligi saldirisina karsi bir
algoritma gelistirmistirlerdir [14]. Bu algoritmada her bir
digiimiin farkli bir tanimlayict ID numarasina sahip oldugu
farz edilmistir. Algoritma iki asamadan olusur. Birinci
asamada veri tutarligi (Data Consistency) yardimiyla, siipheli
diigiimlerin listesini bulunur hale getirilir. ikinci adimda, Ag
Akim Bilgisinin (Network Flow Information) analizini
yardimiyla bu listeden kotiisel kisiler bulunur. Algoritma
koticiil digiimlerin sayisinin birden fazla oldugu ya da
isbirligi yapan kotiiciil digtimlerin bulundugu durumlarda da
basarili olarak calisabilmektedir.
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[15]°te Yun ve arkadaslart solucan deligi saldirisia karst bir
algoritma gelistirmistirlerdir. Bu ¢alismada smirh sayida 6zel
algilayict diigiimiintin yer bulma aygitlarina sahip olduklar
kabul edilmistir. Ayrica bu diigiimlerin pillerinin normal
digiimlere gore daha uzun émiirlii olduklart kabul edilmistir.
Simiilasyon sonuglari, yaklasik 400 dugimlii bir algilayici
agda 10 tane yer bulma aygitina sahip diigiim bulundugunda,
solucan deligi saldirtlarinin %90 oraninda tespit edilebildigini
gostermistir.

I1I. ONERILEN YONTEM

Bu calismada 6nerilen ¢oztim paralel ¢alisan iki modiilden
olusmaktadir: “Giliven Modiili (GM)” ve “solucan deligi

Tespit Modili (SDTM)”. Sistem yapist Sekil 2 de
gosterilmistir. SDTM {i¢ asamadan olusmaktadir.
Giiven Modiilii Solucan Deligi Tespit Modiilii
(GM) (SDTM)
% 1. Komsu diigimlerin beliflenmesi
S
g 2. Her diigiim i¢in baz-istasyona
) giden en uygun volun bulunmas:
=
5 :
= 3. Ikinei admmda bulunan volun
o iizerinde, solucan deligi olup
olmadigmm incelenmesi
> 4

Sekil 2. Onerilen ¢oziimiin sistem yapist

Bu modiiliin birinci adimimda, her digim i¢in komsu
diigiimler belirtilmektedir. Tkinci adimda ise her diigiim igin
baz istasyona giden en uygun yol bulunmaktadir. Ugiineii
adimda, baz istasyona giden yollar tizerinde solucan deligi
olup olmadigmi incelenmektedir. Ancak, yol Tfizerindeki
kotuctul dugiimler yanhs bilgi vererek SDTM’yi yaniltip
solucan deligi saldirisinin  tespitini  dnleyebilirler.  Bunu
engellemek icin GM siirekli SDTM’nin ikinei ve tiglineli
asamasmi  gozlemleyerek, baz-istasyona giden yollar
tizerindeki dugiimler icin gliven/itibar degerleri hesaplar. Bu
giiven/itibar degerlerini kullanarak solucan deligi saldirisi
ihtimali olan yollarin degistirilmesini saglar.

A. Komsu diigiimlerin belirlenmesi

Bu asamada her dugiim Nggg - Neighbor Request adli 6zel
bir mesaji tiim komsularina gonderir. Nggo mesajini alan
biitin komsu diigtimler, bu mesajin cevap olarak Nggp -
Neighbor Reply mesajmni gonderir. Nrgo mesajmni gonderen
diigiim Nggp mesajlart aldiktan sonra komsularini tanir ve
bunlarla bir ¢izelge olusturur ve komsularin sayisi belirtilir.
Omegin sekil 3’teki diigiim, 4 tane Nggp aldiktan dolay1 4 tane
komsusu oldugunu fark etmektedir. Bu ¢alismada bu say1 N
ile adlandirilmis.
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B. Baz-istasyona giden en uygun yolun bulunmasi

Bu asamada her diigiim kendisi ile baz istasyon arasindaki
en kisa yolu bulmaktadir. Bu iglemi yapabilmek igin her
diigiim Yol Bulma (Rggg — Route Request) paketi tiim
komsularina gonderir ve bu mesajin gonderilme zamanini
kayit eder (Treq-Time of Request). Bu paketi alan komsular
bu paketi sonraki diigiime gonderir ve onlarda bu paketi
gonderme zamanint kayit ederler. Boylece bu paket agda
yayilir ve sonunda bu paket baz istasyona ulasir. Baz
istasyonu bu paket aldiktan sonra Yol Yaniti (Rrgp — Route
Reply) paketi ile Rrgq paketini gonderen diigiimil yanitlar. Bu
paket, kaynaktan baz istasyona kadar tiim bulunan diigiimleri
icermektedir. Bu paket her digiime vardiginda o paketin yanit
zamanini (Trep -Time of Reply) kayit eder. Her diigiimde bu
paketin gidis doniis zamanlarmin farki (RTT- Round Trip

Time) kayit edilir. RTT degeri asagidaki formiil ile

hesaplanmaktadir.

RTT:TREP'TREQ (1)
L2 L) =

T -

Kavnai:

Sekil 3. Komsu diigiimlerin belirlenmesi

Tium aradaki diigimler RTT bilgisini hesapladiktan sonra
baz istasyona gondermektedirler. Rggp paketinin kaynaga
ulagmasi baz istasyonu ile kaynak arasinda bir yol olusturdugu
anlanna gelir (Sekil 4). Baz istasyonu gelen her Rggq
mesajini yanitladigi i¢in, kaynak, gelen Rrgp mesajlarinin RTT
degerlerini inceledikten sonra baz istasyonu ile arasindaki en
kisa yolu segmektedir. Sekil 5’te gosterildigi gibi yol se¢imi
yapilirken kotiiciil daha kis bir yolun reklamini yaparak
solucan deligi saldiris1 gergeklestirebiliriler ve paket iletimini
engelleyebilir ya da igeriklerini degistirebilirler. SDTM’nin
tiglincli basamagi bu saldirilart tespit eder.

®© ® 45 o
QRMQG

- (7]

Rggp e—o_’
. @ ©
(-]

@& Kaynak Digiim

o Normal Diigiim

@ Baz istasyonu

Sekil 4. Yol Bulma paketleri
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& Normal dngom ® ® é\.‘ éb?\’ ‘ @
& Kaynak dizim ) 0
1, L L L
{v@’i Kotucil dugim @ ® ®
&) sovn ®

Sekil 5. KAA’larda bir solucan deligi saldirisi

C. Solucan deligi saldirilarinin tespiti

Bu asamada kaynak diigiim, yoldaki biitin diigiimlerin
gonderdigi RTT degerlerini inceleyip bu yolda solucan deligi
saldirist olup olmadigini anlamaktadir. Bu islemi yapabilmek
icin yol tizerindeki her iki ardigik diigiimiin arasindaki RTT
farkindan faydalanilir. Normal diigtimle i¢in bu fark bir esik
(theshold) degerden fazla olmamas1 gerekir. Iki ardisik diigiim
A ve B arasindaki RTT farki (RTTyp) Formil 2 ile
tanimlanmaktadir [13].

RTT(s )= IRTTA-RTTg| (A, B ardisik diigiimler) (2)
RTT 4 gy= Paketlerin A diigiimiinden B diigiimiine ulasma zamani

Eger iki ardisik diigiimiin RTT farklar1 bagka dugimler
arasindaki RTT farkindan ¢ok fazlaysa, bu solucan deligi
saldirisinin bir gostergesidir. Koétiictil diigimler arasindaki
mesafe uzun oldugundan, kétiiciil diigtimler arasindaki RTT
farki diger diigiimlere gore fazla olacaktir. Sekil 6’daki
ornekte gorildugi gibi RTTgc), yol iizerindeki baska
RTT’lere gore ¢ok daha biiyiiktiir, ¢iinkii B, C dagumleri
arasindaki mesafe diger diigiimlerin arasindaki mesafelerden
daha uzundur.

RIT )= [RTT ¢ —RTT, |

| | | :
RTTy RTT, RTTy RTT Rivz:

e % __’@
B

0 Kaynak digim ‘44? Kotuenl dugim

Q Koticil digiim

Sekil 6. RTT degerlerinin farki iki normal diigiim ve iki
kotiictl digim arasinda

0 Normal diigiim

Onerilen zaman tabanl solucan deligi bulma mekanizmas,
kotiiciil  diigtimlerin  arasindaki paket iletim zamanindan
yararlanmaktadir. Eger iki dugiim arasindaki paket iletim
zamani bir belli esikten fazlaysa bu bir anomali demektir. Bu
durumda kotiictil diigiimler eger kaynaga yanlis bilgi iletseler
zaman tabanli algoritma her zaman dogru sonuca varamaz. Bu
problemi ortadan kaldirabilmek icin, bu caligmada zaman
tabanli bir modil ile diigiimler arasindaki gtiven (itibar)
tahmin edebilen, giiven mekanizmasi ile bilestirilmistir ve
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bdylece solucan deligi saldirilart daha yiiksek performansta
bulunabilmistir. Bu islemi yapabilmek i¢in bir izleme modiilii
tasarlanmigtir.  Bu modiil bir Giiven mekanizmasini
icermektedir. Bu bolimiin  devaminda bu mekanizma
anlatilmaktadir.

Tablo2. Kullanilan simgeler ve agiklamalart

Simge Aciklama
RTT | Paketin gedis doniis zamani (Round Trip Time)
Trep | Paketin yanit zamani (Time of Reply)
Treq | Paketin gonderme zamani (Time of Request)
Rgiq | Yol bulma Paketi(Route Request Packet)
Rgegp | Yol Yanit Paketi (Route Reply Packet)
R;; j’inci komsuya i’inci diigimiin verdigi itibar
Puan1 0 <R;< 1
D;; | j'inci komsuya i’inci diigtimiin verdigi en son
Karar K;=0 yada K;=1
Ty j’inci komguya i’inci Diiglimiin gliven puani
0< T; <1
f0 f fonksiyonu Rj; degerini giincellemektedir
2] Gelecek iletisimin basart olma ihtimali
¢ |Ji'inci komsuya {’inci digim gdnderen

L paketlerin basarili olan paketlerin sayist

18“ j’inci  komsuya i’inci  diigim gonderen
‘ paketlerin basarisiz olan paketlerin sayist

D. Giiven Mekanizmasi

Eger kotictl dugtimler yanlis bilgi gondermezseler,
SDTM’nin tg¢iincii asamasinda agda solucan deliginin olup
olmadigi kolayca anlagilmaktadir. Ancak kotiictil digiimler
tarafindan paketlerdeki RTT degerleri, degistirilirse ve yanlis
degerler kaynaga  ulasirsa, SDTM’nin  performansi
azaltmaktadir. GM her diigiimde siirekli ¢alismaktadir. GM
calisirken komgulardan alinan RTT degerleri, beklenen esik
degeri ile karsilastiriip ve her komsuya bir giiven/itibar
(Reputation) puan1 (R = j’inci komsuya i’inci diigiim
tarafindan verilenen giiven/itibar puani ) verilmektedir. Bu
bolimde kullanilan simgeler ve agiklamalar1 Tablo2’de
verilmistir). Gliven puani zaman igerisnde degistirilmektedir.
Baslangicta tim digtimler i¢in 0.5 degeri alan giiven puani
kotuctl digimlerin gonderdikleri her esik degere gore yanlis
RTT ig¢in beta dagilimma gore dasirilir (beta dagilimi
birazdan agiklanacaktir). Gliven puanmin 1 degerini almasi
“glivenin tam olmas1” anlamindadir. Baska soyleyisle bir
paketi bu komsu araci ile gondermek giivenilirdir ve bu yolda
solucan deligi saldiris1 olma ihtimali kiiciiktir. Guven
puanmin sifir olmasi “asla bu komsu giivenilir degil”
anlamindadir. Baska sdyleyisle bir paketi bu komsu araci ile
gondermek giivenilir degildir ve bu yolda saldir1 olma ihtimali
yiiksektir. GM ile komsular stirekli izlenir ve giiven/itibar
puanlart stirekli giincellenir (Sekil 7).
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itibar puanimin giincellenmesi
Rij=f(Dy; Ry)

itibar Giiven

Izleme

Sekil 7. Giiven modiiliinde itibar puani giincellenmesi

Sekil 7°de goriildiigii gibi R;; izlemenin sonuglarina gore
stirekli giincellenmektedir (Formiil 3). Giiven puani (Ty),
itibar puanin (R;;) beklenen degeridir (Formiil 4).

Rij:f(Dija Rij) (3)
Tjj= E(Ry) €))

Giiven modellerini ifade etmek icin bir¢ok matematiksel
dagilimdan yararlanabiliriz. Ornegin, Beta, Gaussian, Poisson,
Binomial dagilimlar1 vb. Bu c¢alismada s6z ettigimiz
dagilimlardan esnekli ve kolaylik goz Oniine alinarak Beta
dagilimi segilmistir. Beta dagilimi iki parametre ile (o, ) ifade
edilir (Formiil 5) [13].

F@+p) o

I'(a)xT(f)
VO<x<La>0,5>0

P(x)= x(1=x)""" 5

Bu c¢alismada beta dagilimindan yararlanmak i¢in &
basarili olan iletisimleri ve ﬁ basarisiz olan iletisimleri ifade

etmektedir. Simdiye kadar n+m paket gonderildigini farz
edelim. Basarilt olan iletisimlerin sayisi m ve basarisiz olan
iletisimlerin sayist m olsun. Sonraki iletisimde bagarili bir

iletisim olma ihtimali(@) ne kadardir? Gegmisten bir bilgi
olmazsa @ bir iiniform dagilim olmalidir (0 <@< 1). Bu
nedenle P(g ) = uni(0,1) = beta(1,1) denilebilir. Buna gore
gelecek seferdeki iletisimde basarili olma ihtimalini Formiil 6
gibi yazabiliriz [13].

Bin(m+n,m)* Beta(l,1)

Normalizaton

P(O)= = Beta(m+1,n+1) (6)

Formil 6 gosteriyor ki & ’nin gelecekteki dagilimi beta
dagilmi olabilir. R (i’inci digiimiin j’inci diigiim igin
hesapladig: itibar degeri) beta dagilimi yardimiyla Formiil 7
deki gibi yazilmaktadir.

R, = Beta(a, +1,3, +1) (N
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Eger daha onceden higbir bilgi olmazsa
a,=pf,=0 olmalidir. Bu nedenle gorildiga gibi
R, =uni(0,1) olmalidur.

R; =Beta(a,; +1, 5, +1) = Beta(1,]) = uni(0,1) (®)

Giiven (Tj), itibarin (Ry) istatistiksel olarak beklenen
degeridir ve soyle ifade edilebilir [13].

o, +1
T, = E(R,) = E(Beta(a,; +1, 5, +1)) :m )
10
0.9

HNormal digimler icm

S === Baglangic deferr = = =

Given Puant (T11)
=
o™

E étictl digimler igin

0.0

1z234.-

Paketlerin Sayis

Sekil 8. Giiven puanimnin degistirilmesi

Eger bir digimiin komsusu tim paketlerin iletmesine tam
yardim ederse (yolda saldir1 olmama durumunda) ve RTT
degerlerini belirlenen esik degerine yakin verirse bu komsu
digimiin gliven puanmi en sonunda bir olmaktadir. Baska
soyleyisle paketlerin gonderildigi yolda kétiiciil dugim
bulunmamaktadir. Aksi takdirde eger bir komsu asla
paketlerin iletimi i¢in yardim etmezse, giiven puani sifir
olmaktadir. Sekil 8’de gorildigi gibi giiven puaninin
baslangi¢ degeri tim komsulara 0.5 tir. Sistem c¢alistiktan
sonra bu puan her komsu i¢in degistirilmektedir.

GM modiilii tarafindan iretilen giiven puanlarindan
faydalanilarak, SDTM’nin ig¢iincii adiminda  kotiiciil
diigtimlerin yanlis bilgi verdigi durumlarda da solucan deligi
saldirilar tespit edilebilmektedir. Paket génderiminde rol alan
biitin dugimler periyodik olarak komgularini gézlemler ve
onlara ait giiven puanlarint hesaplar.. Her diigim kendi
komgularinin giiven puanlarimi ve RTT degerleri inceler, eger
RTT degerlerinde herhangi bir anormallik varsa o komsuya ait
giiven puanmi digiiriir. Boylece her digiim komsgularmin
solucan deligi saldirisinda yer alip almadigini tahmin etmeye
calisir. Eger bir digiimiin giiven puani 1’e yaklasiyorsa

solucan deligi saldirisinda yer alma ihtimali 0’a
yaklagmaktadir. Giliven puanlarma goére solucan deligi
saldinisinda  bulundugu  diigtiniilen  digiimler  paket

gonderiminde kullanilmaz ve bdylece paketlerin baz istasyona
ulagma olasilig1 artirtlir.
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IV. SONUC VE GELECEK CALISMALAR

Bu ¢alismada KAA’larda solucan deligi saldirisi ele alinmig
ve bu saldiriya karst bir savunma mekanizmasi Onerilmistir.
Onerilen ¢oziim zaman tabanli bir sistem olup, ayni zamanda
yanlis bilgi veren kétiiciil diigtimleri tespit edebilmek i¢in bir
giiven mekanizmasi da kullanmaktadir. Onerilen savunma
mekanizmasinin tasarim agamasi bitmistir ve suan itibari ile
ns2 ag simiilatorii [17] kullanilarak gergeklenmektedir. GM
ve SDTM’nin detaylar1 ve 6nerilen savunma mekanizmasinin
gergeklenmesinden elde edilecek sonuglar bu  bildirinin
genigletilmis versiyonunda yer alacaktir.
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Guvenlik Penceresinden IPv4/IPv6

Karsilastirilmasi
Seref SAGIROGLU, Onur BEKTAS, Murat SOYSAL

Ozet—IPv4’iin yerini almak icin tasarlanmis olan IPv6 yakin
bir gelecekte internete baglanmak i¢in yeni standart olacaktir. IP
adreslerinin dagiimindan sorumlu kurumlarin IPv4 adres
arah@inin bitis tarihinin 2010 yih sonlarina dogru olacagimin
tahmin etmeleri IPv6’ya gecis ¢calismalarimin son yillarda tiim
iilkelerde ivmelenmesine neden olmustur. IPv6’nin IPv4’te
destegi sorunlu olan adres kapasitesi, ¢oklu dagitim, servis
kalitesi ve dolagilabilirlik problemlerine c¢oziim olacag:
ongoriilmektedir. IPv6’nmin bu ozelikleri yaminda 6n plana
cikarilan diger bir ozelligi de IPv4’e gore giivenlik konusunda
getirdigi yeniliklerdir. IPv6 ile birlikte IPv4’te secimlik olan
IPSec destegini zorunlu tutulmasi, adreslenebilecek u¢ sayisinin
artirllmasy, bashk yapisinin sadelestirilmesi, ara diigiimlerde
paket parcalanmasina izin vermemesi benzeri iyilestirmelerinin
yapilmasi yeni nesil internet protokoliiniin daha giivenli olarak
sunulmasim saglamistir. Bununla birlikte heniiz gelistirilme ve
deneme asamasinda olan IPv6’nin kullanim oranmnin cok yiiksek
olamamasi, protokoliin internetin giivenligine yapacagi katki ve
yaratacagl muhtemel giivenlik riskleri konularinda ki belirsizligi
heniiz kaldiramamistir. Bu makalede ilk olarak IPv4’te
karsilasilan giivenlik riskleri ve saldir tiirlerinin IPv6 kullanimi
ile birlikte durumlar incelecek ve daha sonra IPv6 kullanimi ile
ortaya c¢ikabilecek IPv6’ya ozel giivenlik problemlerini
konusunda bilgi verilecektir.

Anahtar Kelimeler —I1Pv4, 1Pv6, IPv6 Giivenigi, Gezgin IPv6,
IPv6 Saldir Tiirleri

Abstract— 1Pv6 is expected to become the new standard for
Internet connection in the forthcoming years. There is a
transition progress all over the world towards the IPv6 since IPv4
address space is expected to be exhausted by the end of 2010.
IPv6 brings many improvement opportunities in terms of address
space, auto configuration, quality of service, routing speed,
mobility and security. In comparison to IPv4, IPv6 was designed
with security in mind and offers many improvements on network
layer security. Despite these improvements, IPv6 is not widely
deployed yet and still in the phase of development and early
integration. As a result, IPv6 security features are not extensively
tested in real environments and it is likely that IPv6 usage in
operational networks may pose risks and introduce potential
vulnerabilities in addition to those experienced in IPv4 networks.
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This paper analyses the major security threads in IPv6 networks
in two categories. First part focuses on the attacks which are
common to both protocols. Second part examines types of attacks
that will change in IPv6 networks and security threads which are
IPv6 specific.
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1. Giris

I NTERNETIN temel protokolii olan IPv4 25 yildan daha

uzun stiredir kullanilmaktadir. IPv4, tasariminin yapildigi
80’li yillardan giiniimiize kadar teknolojinin getirdigi
gereksinimler dogrultusunda yapilan eklentiler ile giiniin
ihtiyaglarimi karsilar hale getirilmeye caligilmigtir. 1990’11
yillarin bagindan itibaren IETF (Internet Engineering Task
Force) tarafindan IPv4’tin internetin gelisimde engel
olusturmamasi igin yerini alacak yeni bir protokole ihtiyag¢
duyuldugu uyarilart yapilmis ve ¢aligmalar baslatilmigtir [1].
Calismalar1 yeni nesil IP protokolii (Next Generation IP, IPng)
ismi altinda baglayan IPv6 ile ilgili temel tanimlarini igeren
RFC 2460 [2] 1998 yilinda yaymlanmustir.

IPv6’nin ¢ikis noktast internet protokoliniin  giiniin
ihtiyaclariin karsilayacak sekilde yenilenmesidir. Giintimiize
internetin geldigi noktada IPv4 gelistiricilerinin 6ngéremedigi
gereksinimlerin  ortaya ¢ikmast IPv6’ya olan ihtiyaci
tetiklemektedir. IPv6, adres kapasitesi artirimi, ¢oklu dagitim,
servis kalitesi, dolasilabilirlik gibi IPv4 ile saglanmasi gii¢
olan teknolojilerin ¢dztimlerini igeren yapisi ile gliniimiiz
ihtiyaglar1 ve - yeni nesil internet uygulamalarinin
gereksinimleri  karsilayacak sekilde tasarlanmistir. Uzun
stiredir kullanimda olan IPv4 adreslerinin 2010 yili sonlarina
dogru tiikenecegi hesaplanmaktadir [3]. IPv4 adreslerinin
dagitimi sirasinda Amerika’nin protokolii gelistiren iilke
olmasi nedeni ile elde ettigi avantaj adreslerin diinya
tilkelerinde esit dagitilmamasina neden olmustur [4]. Bunun
sonucunda ozellikle Uzak Dogu {lkelerinde IPv4 adres
sikintis1 olugsmus ve IPv6 gecisi ile ilgili calismalar Uzakdogu
tilkelerinde Amerika ve Avrupa’ya gore daha once baglamistir.

Tim dinyada IPv4’den IPv6’ya gecis igin yapilan
calismalarda [Pv6’nin yeni nesil teknolojilerin
uygulanmasinda sagladigi  kolayliklar yaninda IPv6’nin
giivenlik  ozellikleri  gecis nedenlerinden  bir  olarak
Ongorilmektedir.

Internette en ¢ok karsilasilan saldirilar OSI referans modeli
uygulama seviyesi saldirilardir. Buna kargin ag katmaninda ki
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saldirilarin kargt onlemlerinin alinmasi, fark edilmeleri ve
engellenmeleri ¢ok daha gilic olabilmektedir. Ag katmani
giivenliginde yasanacak sorunlar diinya ¢apinda servis
kesintilerine neden olabilecek seviyede yayginliga ve tim
haberlesmenin kesintiye ugramasi, dinlenmesi, sahte bir
hedefe yonlendirilmesi benzeri durumlar ile sonuglanabilecek
giivenlik risklerinin olusmasina neden olabilir.

Bir ag seviyesi protokolii olan [Pv6’nin giivenligi ile ilgili
olarak literatiirde birgok caligma mevcuttur [8], [12], [16],
[18], [25], [26], [27], [29], [30]. Yapilan arastirmalar iki grup
altnda toplanabilir. 1lk grupta IPv4 aglarindaki mevcut
giivenlik risklerinin (solucan dagilimi, ortadaki adam saldirist
vb) IPv6 aglarindaki durumu incelenmistir. fkinci grupta
IPv6’nin IPv4’ten farkli olan adres yapisi, dolasilabilirlik, ek-
baglik destegi gibi 6zelliklerin giivenligi irdelenmistir.

[Pv6 kullanimu ile birlikte ag seviyesi saldirilarinin giivenlik
riskleri analiz edildiginde yeni bir protokole gecilmesinin bir
sonucu olarak IPv4’e gore farkliliklar oldugu gézlenmektedir.
Mevcut giivenlik riskleri ve saldirilarin incelendiginde bazi
saldir tarlerinin IPv6 ile gerceklestirilme zorluklarmim arttigi
ve bazilarinin da azaldigi goriilmektedir. IPv6 giivenlik
acisindan degerlendirildiginde ozellikle dolasilabilirlik ve
yerel agda IPv6 kullaniminda potansiyel giivenlik risklerinin
olabilecegi 6ngorillmiistiir.

Bu ¢aligmanin sunus sirast su sekildedir. IPv4 ve IPv6
arasinda benzerlik gosterilen giivenlik riskleri Bolim 2’de
irdelenmistir. IPv6’nin kullanilmas: ile birlikte IPv6’ya 6zel
hangi giivenlik riskleri ile karsi karsiya kalinabilecegi Bolim
3’de aciklanmustir. Tki protokol arasinda giivenlik risklerin
karsilastirmasi Bolim 4’de sunulmustur. Son boliimde (Bolim
5) ise calisma genel olarak degerlendirilmis ve oneriler
sunulmustur.

II. IPV4 VEIPV6 ICIN BENZERLIK GOSTEREN BAZI
GUVENLIK RISKLERI

IPv4 ve IPv6 giivenlik riskleri acisindan degerlendirildiginde
paket koklamak, tasirma saldirisi, ortadaki adam saldirist ve
uygulama seviyesi saldirilart  karigilabilecek  giivenlik
risklerinin basinda gelmektedir. Bu hususlar asagida alt
basliklar halinde ag¢iklanmistir. Tablo 1’de IPv4 ile IPv6
arasindaki benzerlik gosteren giivenlik riskleri listelenmistir.

A. Paket koklamak

Paket koklamak agda dolasan paketlerin yakalanarak ve
iceriginin incelenmesi seklinde tanimlanabilir. A¢ik kaynak
kodlu popiiler paket koklayicilardan tcpdump [5] ve wireshark
[6] uzun siiredir IPv6 destegi vermektedir. IPv6’nin IPsec
destegini zorunlu tutmasi ag seviyesinde uctan uca giivenli
iletisimin her cihaz tarafindan yapilabilmesinin Oniinil
acmustir. Paket koklanmasi saldirisinda IPsec kullanilarak
sifreleme yapilmamast durumunda paketlerin igerigi agik
oldugu i¢in IPv4 ve IPv6 arasinda bir fark bulunmamaktadir.
IPsec uygulamasi ile yakalanan paketlerinin igeriginin
incelenmesinin engellenebilmesine karsin heniiz IPsec igin
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anahtar paylagiminda verimli algoritmalar onerilmediginden
yeni nesil protokolin bu saldirmin sekli ve tespitine
katacaklari simdilik smirhidir [7]. Bu saldirt tiirtintin IPv6
aglarindaki durumunda IPSec’in kullandigi ISAKMP (Internet
Security Association and Key Management Protocol) ve IKE
(Internet Key Exchange) protokollerinin sifreleme, mesaj 6zeti
algoritmalari, yetkilendirme yontemi konularindaki basarisi
belirleyici olacaktir.

B. Uygulama seviyesi saldwrilar:

OSI referans modeli 7. seviyesi olan uygulama katmani,
internette yapilan saldirillarin sayica ve kapsam olarak en
buyik kismini olusturmaktadir. Uygulama katmaninda
yapilacak olan saldirilar ag katmanindan c¢alisgan IP
stirimiinden bagimsiz oldugu i¢in hafiza tasirma veya tasmasi,
SQL enjeksiyonu (SQL injection) benzeri uygulama seviyesi
saldirilart yeni nesil internet protokolt kullanimi ile herhangi
bir degisiklik gostermeyecektir [8] .

C. Ortadaki adam saldirist

IPv4 ve IPv6 adres basliklarinin higbir koruma altinda
olmamasi, ortadaki adam saldirilarindan korunmak igin iki
protokoliinde [PSec destegine ihtiyag duymalarina neden
olmaktadir. Paket koklama saldirilarina benzer olarak IPsec
kullanilmamasi durumunda bu saldir tiirii igin IPv4 ve IPv6
arasinda bir fark bulunmamaktadir.

TABLO 1
IPV4 iLE IPV6 ARASINDAKI BENZERLIK GOSTEREN GUVENLIK RiSKLERI
Giivenlik Riski 1Pv4 IPv6
Paket Koklamak Miimkiin IPsec kullanilmassa miimkiin
Uygulama
seviyesinde
yapilacak saldirilar | Miimkiin Kismen miimkiin
Ortadaki adam
saldirisi Miimkiin Kismen miimkiin
Tasima hafiza veya
Tagirma saldirisi Miimkiin Kismen miimkiin

D. Taswrma (flooding)

Tasirma  saldirilart  genel anlamda  hedefe  bas
edebileceginden daha fazla istegin yonlendirmesiyle yapilir.
Bu yonlendirme sonucu hedefin islemci, bellek, disk
kapasitesi ve bant genisligi tiiketilerek hizmet vermesi
engellenir. Tagirma saldirilar IP adres yapisiyla ¢ok baglantili
bir saldir1 tirii olmadigindan IPv6 igin ¢ok fazla degisiklige
maruz kalmasi beklenmemektedir. Bununla birlikte asagidaki
problemlerle karsilasilabilir:

e ikili y1gin yapisimi destekleyen sunucularda IPv4 ve
[Pv6 ag yiginlarin birlikte kullanilmasmim sistem
kaynaklar: tiiketimi agisindan bir maliyeti olacaktir.
ikili yigin cahstiran cihazlar IPv6 igin kaynak
ayirmalari nedeni ile sadece IPv4 caligtiran cihazlara
gore daha az istek ile servis veremez hale gelebilirler.

e [Pv6 aglarinda gegis igin  kullanilan  tiinel
mekanizmalari, saldirganin tiineli agan cihazlara karsi
asirt trafik olusturarak servis digi birakma saldirist
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yapilmasini kolaylastirabilir.

e ICMPv6 ve IPv6 c¢oklu gonderim adreslerinin
kullanilma sekli ileride bahsedilecegi sekilde IPv6
aglarinda tagirma saldirist yapilmasini
kolaylastirabilir.

III. IPV6 ILE DEGISECEK SALDIRI TURLERI

A. Kesif (Reconnaissance)

Kesif saldirilart bir saldir tiirti olmaktan ¢ok saldir1 dncesi
hedef cihazlarin tespiti ve kurban aramak i¢in kullanilan
calismalari icermektedir. IPv4 aglarinda adres araliginin dar
olmasi nmap benzeri tarama programlart ve solucanlar
tarafindan bir aga ait tiim adres araliginin ¢ok kisa bir
zamanda taranmasini miimkiin kilmaktadir. IPv6 ile birlikte en
diisiik alt ag adresi olan /64, 2% adres igermektedir. Alt
agdaki adres sayisindaki bu artig rastgele IP adresi tarama ile
hedef bulma olasiligini azaltmaktadir.  Adres araliginin
getirdigi bu koruma saldirganlarin rastgele IP adresi aramak
yerine DNS mekanizmas: kullanmalar1 ile asilabilir. Hedef
aga ait alan adi altinda bulunan bilgisayarlarin IPv6 adresine
ulagsmak, DNS sozliik saldirisi ile desteklenmis bir DNS kaba
kuvvet saldirisi ile miimkiindiir. DNS kaba kuvvet saldirist
yapan TXdns [9] benzeri uygulamalar bu amag icin
kullanilabilir. IPv6 ile birlikte agda belirli servisleri veren
sunucularin  ortak ¢oklu gonderim adresi kullanmalar1
sunucularin  adreslerinin - bulunmasini1  kolaylastirmaktadir.
Ornegin agdaki tim EIGRP yonlendiricilerini  temsil eden
FF02::A [10] adresi bu yo6nlendiricileri tespit etmek igin
kullanilabilir.

B. ICMPV6

[Pv4’te ICMP protokolii hata ve hat bilgisi iletimi amaci ile
kullanilmakta ve bu nedenden giivenlik duvari tarafindan
tamamen filtrelenmesi durumunda dahi IPv4 kullanan
servislerde kesintiye neden olmamaktadir. RFC = 4443
tanimlanan ICMPv6 IPv6 konusan cihazlarin hata bildirimde
bulunmasi ve diger tanisal (diagnostic) = bilgileri iletmeleri
icin tasarlanmugtir [11]. ICMPv6 IPv4’teki ICMP’ye gore ¢ok
daha fazla islem i¢in kullanilmaktadir ve IPv6 tizerinden
sunulan servislerin calisabilmesi igin gerekliliktir. [Pv6 komsu

arastirtlmast  (neighbor  discovery), —maksimum paket
buytkligt  kesfi (Path  Maximum-Transmission-Unit
Discovery, PMTU-D) benzeri mekanizmalar ICMPv6

paketlerini kullanmaktadir.

ICMPv6 ile ilgili gtivenlik risklerinden ilki ICMPv6’nin
hata mesajlarinin hedef adresinin ¢oklu gonderim adresi olarak
tanimlanabilmesine izin vermesidir. Bu durumun saldirganlar
tarafindan kullanilmasi dagitik servis dis1 birakma (DDOS)
saldirist i¢in zemin olusturabilir [12]. Ornegin agdaki tiim
DHCPv6 adreslerini temsil eden FF05::1:3 ¢oklu génderim
adresi [13] DHCPv6 sunucularma icmpv6 kullanan servis
dis1 birakma saldiris1 gergeklestirmek igin kullanilabilir.

ICMPv6’nin igerdigi seceneklerin fazlaligi ve kullaniminin
zorunlu olmasi, giivenlik duvarlarinda hangi ICMPv6
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tiplerinin hangi servislerin ¢aligmasi i¢in mutlak gereklilik
oldugu konusunda probleme neden olabilir. ICMPv6’nin
IPv6’da kullanilmasi zorunluluguna ICMPv6 tip 2 (Cok biiyiik
paket, Packet too big) paketleri 6rnek olarak verilebilir. Bu
paketler IPv6 kullanarak haberlesen iki u¢ arasindaki agda
gonderilebilecek en biyiik paketin biyiikligiini bulmay1
amaclayan maksimum paket biiyiikligt kesfi mekanizmasinin
islemesi i¢in mutlak gerekliliktir ve giivenlik duvari tarafindan
engellenmemelidir. FreeBSD [14] isletim sisteminin AMD64
sirimiinde ICMPv6 tip 2 paket gondererek servis dist
birakilmasina sebep olabilecek bir ac¢ik FreeBSD giivenlik
listesine 8 Eyliil 2008 tarihinde duyurulmustur [15]. ICMPv6
tip iki paketlerin glivenlik duvarinda engellenmemesi
zorunlulugu FreeBSD sunucularint bu saldirtya maruz
kalmalarina sebep olabilmektedir.

C. Komsu Arastirilmas: (neighbor discovery) ve Durum
Denetimsiz (stateless) Adres Yapilandirmasi

IPv6 komsu arastirmasi paketleri, IPv6 konusan cihazlarm
yerel alan aglarindaki diger uglarmm baglantili yerel
adreslerinin = §grenilmesi  ve  yonlendirici  bilgilerinin
sorgulanmast i¢in kullanilir. Komsu arastirmasi siirecinin bir
parcast olan yinelenmis adres tespiti (Duplicate Address
Detection) islemi agda ayni IPv6 adresine sahip olan ucun
bulunup bulunmadigi bilgisinin  grenilmesi amac1 ile
kullanilir.

Durum denetimsiz yapilandirma paketleri, yerel alan agindaki
cihazlara 1Pv6 adresi atanmasi i¢in kullanilabilecek bir
yontemdir. IPv6’nin komsu arastirmasi ve durum denetimsiz
yapilandirma paketleri tasarlanirken IPv6 kullaniminin yerel
alan aglarinda erisim kontrolii fiziksel giivenligi saglanmig
linkler tzerinden yapilacagr oOngoriilmustir. Giinimiizde
IPv6’nin  kablosuz aglarda kullanilmasi ile bu durum
gecerliligini kaybetmistir [16]. Bu sebepten dolay1 IPv6 yerel
alan agia katilan tek bir cihaz bile belirtilen tiim giivenligini
tehdit edebilecek potansiyele sahiptir. Yerel alan aginda
durum denetimsiz adres yapilandirmasi mekanizmasini
suiistimal eden bir saldirgan kendisini yonlendirici olarak
gostererek tim trafigi tizerinden akitabilir. Windows XP
isletim sisteminin [Pv6 adresleri i¢in ontanimli adres isteme
bicimi durum denetimsizdir. Aga yeni katiip IPv6
yonlendiricisini soran Windows XP isletim sistemini yiiklii bir
bilgisayarin tiim trafigi kendisini yonlendirici olarak tanitan
bir saldirgan tarafindan ¢ok kolayca yakalanip istenilen
noktaya yonlendirilebilir veya analiz edilebilir. [Pv6 yerel alan
aglarinda diger bir giivenlik riski yinelenmis adres tespiti ile
adres kontrolii yapan bir cihazin IPv6 adresi almasinin
engellenebilir olmasidir. Agda mevcut olup olmadig sorulan
her IPv6 adresi igin saldirgan tarafindan agda oldugu bilgisi
doniilmesi ile cihaza hizmet aksattirma saldiris1 yapilabilir.

D. Ek basliklar (Extension headers)

IPv6 ek bagliklari RFC 2460 ta “sec¢imlik internet seviyesi
trafiginin taginmast i¢in IPv6 ana basligi ve tist katman (upper
layer) basgh@gt arasina  kodlanmus  bilgiler”  olarak
tanimlanmaktir. Sifreleme, dogruma, paket pargalanmasi gibi
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secimli iglemler icin kullanilirlar. IPv6 ek basliklar1 paket
biiyiikliigiiniin sabit tutulabilmesi i¢in IPv4’ten farkli olarak
ana [P bashgmm sonrasma eklenmistir. Ek basliklardan
yonlendirme baslhigi (Routing header) ve Ev adresi (Home
address) basligini tiim [Pv6 cihazlar1 tarafindan desteklemek
zorundadir [17]. Yonlendirme basligi kullanimi ile IPv6
paketlerinin hangi yonlendiricileri gecerek hedef noktasina
varacag1 bilgisi ek basgligin i¢ine gomiilerek izlenecek yolun
paketi gonderen ug tarafindan belirlenmesi amaglanmustir.

Yonlendirme baghgindaki giivenlik riskleri ile ilgili
uyarilart igeren pek ¢ok ¢alisma mevcuttur [12], [18], [19].
RFC 2460 ve RFC 1883’te yonlendirme baslig: tip 0 icersinde
belirtilen ara diigiim adreslerinin ¢oklu gonderim adresi olmasi
disinda herhangi bir kisitlama belirtilmemistir. Protokoldeki
bu tanim ek bashig igindeki adreslerden birinin {izerinden
daha onceden gegilen yonlendiricin adresi olabilmesine izin
vermektedir. Bu ag¢ik kullanilarak gergeklestirilebilecek
hizmet aksattirma saldirisinin grafiksel gosterimi Sekil 1’de
verilmistir. Saldirinin baglatilabilmesi i¢in Y1 ydnlendiricisine
yonlendirme ek bashginda adres siralamasi  olarak
Y1Y2Y1Y2Y1 kullanan bir paket yaratilip goénderilmesi
yeterlidir. Bu sekilde yaratilan bir paket yonlendirme ek
bashigmnn izin verdigi en fazla say1 olan 255 tamamlanincaya
kadar Y1 ve Y2 yonlendiricileri arasindan gidip gelecektir. Bu
paketlerden ¢ok sayida gonderecek bant genisligini kaplamaya
yonelik bir hizmet aksattirma saldirist gergeklestirilebilir.
Paketlerin iki nokta arasina yonlendirilmesi ile yapilan bu
saldir tirti ping-pong olarak isimlendirilmektedir.

Yonendirici 1
(Y1)
Paket 2:Yonlendirme
Paket 3: Yonlendirme baghg = baghi Y2Y1Y2Y1
Y1Y2Y1Y2Y1 T -
Y1 v Ta
% 2 B (Bg)
Paket 1: Yonlendirme ™ 3
baghd Y1Y2Y1
% Yaonendirici 2
Saldirgan (Y2)

Sekil 1.Ping Pong saldirisi 1

E. Programlara IPv6 destegi verilmesi

[Pv4’tin 25 yildan fazla bir stiredir kullanilmas1 IPv4 konusan
cihazlarin tizerindeki yazilimlarin giivenlik agisindan kararl
hale getirmistir. IPv4 destekleyen cihazlarin ag yiginlarina
IPv6’y1 desteginin verilmesi siirecinde bircok giivenlik acigi
ortaya c¢ikabilir. Isletim sistemlerinin IPv6 destekler hale
getirilmesi i¢in yapilan c¢alismalarda ortaya cikabilecek
aciklarin yaygimn etkileri olmaktadir. Giiniimiizde en yaygin
olarak kullanilan isletim sistemlerinden biri olan Windows’ta
IPv6 ile ilgili hizmet aksattirma saldirilarina imkan veren
aciklar bulunmaktadir [20]. Linux igletim sisteminde de IPv6
Jumbo paketlerini kullanarak servis digt birakma saldirist
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yapilabilecek agik kesfedilmistir [21]. BSD tiirevi olan ve
felsefesi giivenli bir isletim sistemi sunmak olan OpenBSD
isletim sisteminde 10 senede ¢ikan ikinci agigin sisteme IPv6
destegi verilmesi sirasinda ortaya ¢ikmustir [22]. Yine bir BSD
tiirevi olan FreeBSD isletim sisteminde de ICMPv6 ve komsu
arastirtlmasi yazilim desteklerine agiklar tespit edilmistir [23].

F. Viriis / Solucan yayilimi

Viriis ve solucanlarin bulagma yontemleri iki baslik altinda
incelenebilir. ilki yayilmak icin e-posta ve viriislii dosyalarin
paylasilmast benzeri kullanict bagimli veya uygulama
seviyesinde metotlarin kullanilmasidir. Diger yontem ise ag
iletisimi aktivitesi (genellikle tarama) ile giivenlik acigi
cihazlarin taranarak bulasacak konak aranmasidir [24].

Yeni hedef tespiti i¢in konak tizerinde bulunan bilgilerin ve
depolama ortamlarinin kullanilmas: IP nesline bagli olmayan
bir durumdur. Tk bélimii olusturan viriis/solucanlar, IP
protokolii degisiminden etkilenmeyeceklerdir. Bunun yaninda
ikinei bdlimde yer alan solucanlar igin ag taramasi yapma
asamasinda, I[Pv6 ile artan adres sayisi ciddi sorunlar
yaratacagl distniilmektedir. Saldir1 araglarinin  gegirecegi
evrim ile yeni nesil solucanlar [Pv6 adres araliginin getirecegi
giivenlik artimuinmi ortadan kaldirabilir [25]. Ornegin IPv6
adreslerinin = bulunmast igin DNS yo6ntemini  kullanan
solucanlarin geligtirilmesi, IPv6 adreslerinin tespit edilmesinin
ontinti  acabilic. Bu konuda yapilan arasgtirmalarda, DNS
servisini IPv6 adresini bulmak i¢in kullanan solucanlarin
meveut olmast durumunda yayilma hizlarinin IPv4 aglarina
yakin olabilecegine dair sonuglar elde edilmistir [26]. IPv6
gecls asamalarinda, iki protokoliin ayni anda hizmet vermesi
solucan dagilimi i¢in uygun zemin hazirlayabilir. IPv6 gegis
yontemlerinden biri olan ikili yi1gin yapisinda calisan aglarda
solucan yayilimimin yalniz [Pv4 ¢alisan aglara gore daha hizl
olabilecegine dair baz1 aragtirma sonuglart mevceuttur [27].

G. IPv6 “herhangi birine génderim” (anycast) adreslerinin

kullarumi

IPv6 herhangi birine génderim adresleri ayni hizmeti veren
sunucular arasmda en yakin olanin otomatik olarak
bulunabilmesi i¢in kullanilmaktadir

Herhangi birine gonderim adresleri ile ilgili en biyiik
giivenlik riski bu adreslerin ¢oklu gonderim adreslerinde
oldugu gibi 6nceden tanimli bir adres araligimin olmamasidir.
Bu adresleme metodolojisinin bir sonucu olarak tek bir
“gonderim adresine” paket gonderilmesi durumunda, bu
adresin herhangi birine gonderim adresi “veya” teke génderim
adresi olup olmadigi bilinememektedir. RFC 3513 [28] IPv6
herhangi birine gonderim adresinin sadece yonlendiricilere
verilmesini ve kaynak IPv6 adresi olarak kullanilmamasini
onermektedir.

Herhangi birine génderim y6ntemi ile sunucu sorgulamanin
getirecegi risk istemcinin kendisine cevap donen sunucunun
yetkili bir sunucu olup olmadigmi tanimlayan bir
mekanizmaya sahip olmamasidir. Bu agik yetkili sunucu
yerine saldirgan tarafindan ele gecirilmis bir bilgisayarin
sorguya cevap vermesi yontemi ile kullanilabilir. Ornegin,
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saldirgan herhangi birine gonderim adresine DNS sorgusu
gonderildiginde sorguya cevap vererek kendini yetkili DNS
sunucusu olarak gosterebilir.

H. Par¢alanmig paket (Fregmentation) Saldwrilari

IPv4’te paket parcalanmasi ara diiglimler tarafindan
yapilmaktadir. IPv6’da IPv4’ten farkli olarak par¢alanma
islemi sadece ugtan uca yapilmakta ara dugiimlere paket
pargalamasi islemi gerceklesmemektedir. Paket
parcalanmasimin ara cihazlarda yapilmaylp u¢ noktada ki
cihazlarda yapilmast yonlendiriciler, gilivenlik duvarlari
benzeri ara ag cihazlar izerindeki pargalanmis paket saldirist
riskini azaltmigtir. Bununla birlikte u¢ cihazlarin pargalama
baslig ile paket parcalama yapabilmesi bu saldirt riskini ug
cihazlarin tizerine cekmistir.

RFC2460’da parcalanmis paketleri alan uglarin paketleri
birlestirmek i¢in 60 saniye siiresince tampon bellekte tutmalart
gerektigini belirtmektedir. Bu siirenin uzunlugu ayni anda
birden fazla noktadan ¢ok sayida pargalanmis paket
gonderilmek sureti ile hedef cihaza servis disi birakma
saldirist  yapmak i¢in kullanilabilir. =~ RFC belgelerinde
IPv6’nin pargalanmig bir paketin pargalari bilestirildikten
sonra i¢inden tekrar bir parcalama bagligi ¢ikmasi durumunu
tanimlayan yuvalanmig paket par¢alama (nested fragmentaion)
islemine  izin  verilip  verilmedigi  kesin  olarak
tanimlanmamustir. Bu tip bir paket alindiginda ne yapilacagina
karar verilememesi cihazlarm kilitlenmesine neden olabilir
veya i¢ ice gecmis paketler saldirgan tarafindan giivenlik
kontrol mekanizmalarini agsmak i¢in kullanilabilir [19].

L. Tiinel mekanizmalart kullanan saldirilar

Tiinelleme mekanizmasi IPv6 trafiginin IPv4 paketlerinin
icinde tasindigi veya IPv4 trafiginin IPv6 paketlerin icinde
tasindigr  ¢oziimleri icermektedir. Bu IPv6’ya gecis
asamalarinda kullanilabilecek yontemlerden birisidir. Tiinel
mekanizmalarmin IPv6 gecgis yontemlerinden biri olarak
kullanilmas1 tiinellenmis trafigin  giivenlik  6nlemlerinin
alinmasini gerektirmektedir.

IPv4 protokolii i¢erisinde IPv6 trafigi tasinmasi ve trafigin
IPv4 olarak goziikmesi saldirganlar tarafindan kendilerini
gizleme yontemi olarak kullanilabilir. Giintimiizde kullanilan
giivenlik duvarlarimin birgogu kapsiillenmis trafigin igini
filtreleyememektedir. Bu acig1 kullanan saldirganlar i¢ agda
kalan IPv6 destekli cihazlarin dis aglara filtresiz erigimi i¢in
IPv4 tizerinde agik tek bir portu kullanarak tiinel acip IPv6
trafigini filtrelenmeden akitabilirler.

J. Broadcast yiikseltgenme saldirist (Smurf)

Broadcast  yiikseltgenme  saldirilari  ICMP  echo
mekanizmasinin kullanildig1 hizmet aksattirma saldirisinin bir
tirtidiir. Bu saldiriin [Pv6’da 6niine gegmek i¢in RFC2463’te
ICMPV6 hedef adresinin ¢oklu gonderim, veri bagi ¢oklu
gonderim (link-layer multicast) ve veri bagi broadcast adresi
(link-layer broadcast address) olamayacagi belirtilmistir [29].
Yang ve arkadaslar tarafindan yapilan ¢aligmada RFC2463
uyumlu IPv6 ag cihazlarinda IPv6 yiikseltgenme saldirt
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yapmanin miimkiin olmadig rapor edilmistir [30].

K. IPv4- IPv6 gecisi siirecinde ¢ikabilecek problemler

Yeni nesil internet protokoliine gecis siiresince IPv4 ve
IPv6 uzun bir siire internette beraber bulunacaklardir. Iki
protokoliin beraber kullanilmasi cihaz yo6netimi, trafigin
izlenmesi, filtrelenmesi, iletisim bilgilerin ve kiitiik dosyalarin
takibi konularmi daha karmagsik hale getirecektir. Gegis
siirecinde yasacak giivenlik risklerinin temel sebeplerinden
biri bilgi eksikligi olacaktir. Giiniimiizde popiiler isletim
sistemlerinde (Windows Vista, Linux, FreeBSD vb.) IPv6
destegi 6zdevimli olarak gelmektedir.

Ag ve givenlik uzmanlarin aglarima IPv6 destegini
vermedikleri durumda IPv6 kullaniminin  olmayacagi
diistincesine sahip olmalar1 gecisteki en biyiik giivenlik

risklerinden  biridir.  Ornegin  Windows Vista  yiiklii
bilgisayarlarda kurulu bir ag, makalenin daha Onceki
kisimlarinda  bahsedilen  tiinel mekanizmasi, komsu

arastirtlmast ve durum denetimsiz adres yapilandirmasi
basliklarinda tanimlanan saldirilara agiktir. Agda kullanan
saldirt tespit sistemi, giivenlik duvari, ag trafik izleme
yazihmlarmin IPv6 desteginin olmamas: durumda, agda
meydana gelen saldir1 ve giivenlik ihlallerinin farkina varmak
oldukga gii¢ olacaktir.

L. Gezgin (Mobil) IPv6

IPv6 dolasilabilirlik destegi ile ilgili standartlar RFC
3375’te tammmlanmustir [31] .Gezgin IPv6 mimarisinin nasil
calistigr sekil 2 tizerinde agiklanmistir.

Gezgin IPv6 mimarisinde her bir hareketli kullanict
internete bagli oldugu noktadan bagimsiz olarak ev adresi
(Home Address, HoA) ile tanimlanir. Gezgin diigiim (Mobile
Node, MN) kendi ev aginda oldugu siirece iletisimi ve
yonlendirme normal sekilde yapilir. Kullanict kendi agi
disinda bagka bir aga gectigi zaman (1), aga ait olan bir
konuma bagl IPv6 adresi (Care of Address, CoA) durum
denetimsiz adres yapilandirma veya diger mekanizmalar ile
kendisine atanir. (2) Gezgin digim misafir agda aldig:
konuma bagli adresini ev agindaki yonlendiriciye (Home
Agent, HA) baglama giincellemesi (Binding Update,BU)
gondererek bildirir (3). Bu asamadan sonra gezgin diigiime
gonderilen paketler ev agindaki yonlendirici ile gezgin
diigtimiin konuma bagli adresi arasinda agilan tiinel tizerinden
iletilir (4) ve ev adresine gelen paketler saydam bir sekilde
gezgin dugiimiim konuma bagl adresine yo6nlendirilir.(5)
Gezgin IPv6’da kullanilan terminoloji ile ilgili bilgiler Tablo
2’de 6zetlenmistir.

Gezgin  IPv6’nin  giivenliginin ~ saglanmast  IPv6
dolasilabilirlik ozelliklerinin standartlagsmasindaki en 6nemli
engellerden biridir [29]. Gezgin IPv6 ile ilgili olusabilecek
potansiyel giivenlik problemleri ile bircok arastirma mevcuttur
[29], [32], [33]. Bununla ilgili olarak yapilan caligsmalar
sekilsel ~olarak verilmis ve asagida alt basliklarda
aciklanmigtir.

25026927 Aralik December 2008 ¢ Ankara / TURKIYE

Proceedings

136



BiLGi GUVENLIGi VE

‘ 3. ULUSLARARASI KATILIMLI
KRIPTOLOJi KONFERANSI

i Karsi ug (CN)

EV AGI J MISAFIR AG

Ev Adi Ajami (HA)

Gezgin Dii_i;ixmh}\__‘l

Ev Adresi (HoA)

—
Gezgin Diigiim (MN)

Sekil 2 Gezgin IPv6

Yonlendirme optimizasyonu (route optimization)

Gezgin  digim ile baglanti kurdugu karsi ug
(Correspondend node, CN) arasindaki tiim trafigin ev agi ajani
lizerinden gegmesi giivenli olmakla beraber gezgin diigiim ile
ev ag1 ajani arasindaki mesafe arttik¢a trafigin en uygun olarak
yonlendirilmesini zorlagtirmaktir. Bu sorunu ¢dzmek igin
gelistirilen yonlendirme optimizasyonu mekanizmasinda,
gezgin digim ag degistirdigine aldig1 konuma bagh adresini
baglama giincellemesi kullanarak karsi uca bildirir. Bu yéntem
ile baglantinin ev ag1 ajani iizeriden degil gezgin diigiim ile
karst u¢ arasinda dogrudan yapilmasini saglanir. Bu
mekanizmanin yetkilendirme olmadan yapilmas: saldirganlar
tarafindan  gezgin  digim trafiginin  istenilen  yere
yonlendirilmesi i¢in kullanilabilir.

Misafir ag giivenlik problemleri
Gezgin digim farkli aglarda dolasirken iginde bulundugu

TABLO 2
GEZGIN IPV6 TERMINOLOJISI

Gezgin Diugiim (MN)

[Farkli IPv6 aglarinda dolagan mobil cihaz
Gezgin diigiimiin konumunda bagimsiz olan
sabit IPv6 adresi

Gezgin diiglimiin yeni bir aga gectigi zaman
misafir oldugu agdan aldig1 konumuna bagh
adresi

Gezgin diigiimiin bulundugu agda gezgin IPv6
imekanizmalarini yoneten cihaz

Gezgin diigiimiin Ev ajanma gonderdigi
konum giincelleme bilgisi

[Pv6 gezgin digiimiiniin baglant1 kurdugu
kars: cihaz.

Ev adresi (HoA)

Konuma bagli adres
(CoA)

Ev agi ajan1 (HA)
Baglama giincellemesi
(Bu)

Kars1 u¢ (CN)

agin giivenlik problemlerinden etkilenebilir. Konuma baglh
adres alinmasmin durum denetimsiz olarak yapilmasi
makalede daha Onceden bahsedilen saldirilara maruz
kalinmasina neden olabilir. Bu duruma 6rnek olarak saldirgan
ele gecirdigi agda kendisini ev ag1 ajani olarak gosterip aga
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dahil olan gezgin IPv6 wuclarina saldir1 diizenlemesi

gosterilebilir.

Ortadaki adam saldirisi

Gezgin [Pv6’da Ortadaki adam saldirisinin asamalart Sekil
3 tizerinde agiklanmigtir. Saldirinin ilk asamasinda saldirgan
karst u¢ adresine baglama giincesi gondererek gezgin
diigiimiin konuma baglh adresinin degistigi bilgisini iletir (1).
Bu sekilde kars1 ugtan gezgin digiime gelen paketleri tizerine
yonlendirebilir. Saldirgan ikinci agamada gezgin IPv6 ucuna
karst uctan gelmis bir baglama giincesi gondererek karsi ug
adresinin degistigini bilgisini iletir (2). Bu iki asama sonunda
saldirgan araya girerek trafigi tizerinden yonlendirebilir.

Karsi ug (CN)

=
3

2 ~ Gezgin Dagum (MN)

Konuma bagl adres (CoA)

SALDIRGAN .

Sekil 3: Gezgin IPv6 ortadaki adam saldirisi

Baglama giincesi tagirma saldirist (BU flooding)

Saldirgan karst ug, gezgin digim veya ev agi ajani
cihazlarina ¢ok sayida gecersiz baglama giincesi bilgisi
gondererek baglama giincesi tampon bellegin dolmasini
saglayabilir. Bu yontem ile hizmet aksattirma saldirist
gerceklestirilmis olur.

V. SoNuc vVE DEGERLENDIRME

IPv6 protokoliinde IPsec desteginin zorunlu olmasi, ara
diigtimlerde paket pargcalanmasina izin verilmemesi, adres
araligl genisligi, ek basliklar ile agda paketlerin izlenmesinin
kolaylagmasi, NAT mekanizmasinin olmamasi gibi giivenligi
arttirict iyililestirmeler icermekte ise de IPv6’nin giivenlik i¢in
yeni oOzellikler getirmesi protokoliin giivenli bir protokol
olarak kabul edilmesi i¢in yeterli degildir.

Giintimiizde bilisim  sistemlerinin  haberlesmesi  igin
kullanilan IPv4 protokoliiniin sagladigi pek c¢ok destek
kullannmin  yayginlagmasin1  saglasa da  desteklenen

kullanicilarin sayisinda teorik limit noktasina gelinmesi yeni
nesil protokollerin gelistirilmesini zorunlu kilmigtir. IPv6
protokoli, IPv4 protokoliinden 6grenilmis, denenmis,
yapilagmis, test edilmis pek c¢ok oOzelligi biinyesinde
barindirmasindan dolay1 ¢ok gozde ve beklenen bir protokol
olarak karsimiza cikmaktadir. Calismada irdelenen gtivenlik
riskleri IPv6’nin  beklendigi veya dusiintldiigi gibi c¢ok
giivenli bir protokol olmadigini gostermektedir.

IPv6 protokoliinde, IPsec destegi teoride iyilestirmeleri
icerse de 6zellikle [IPv6’nin yeni bir protokol olmasi ve yaygin
kullanilmamasindan dolay: pratikte hangi tiir giivenlik riskleri
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icerdigi zaman iginde ortaya ¢ikacak bir durumdur. IPv6
kullanimi arttikca saldirganlar tarafindan agiklarinin daha
fazla arastirilmasi, IPv6 kullanan sistemlerde giivenlik
sorunlarmna yol agabilecegi degerlendirilmektedir.

IPSec protokoliiniin desteginin IPv6 ile birlikte zorunlu
olmasi agda dolasan sifreli trafigin miktarinin artmasina neden
olabilecektir. Bu durumun saldirganlar tarafindan kullanilmasi
derin paket analizi metodu kullanarak ¢alisan saldir1 tespit ve
Onleme  sistemlerinin  islerligini  yitirmelerine  sebep
olabilecektir. Dogal olarak, yeni saldirilarin tespit edilmesinde
imza tabanli ¢oziimler yetersiz kalacagindan davranigsal
(behavioral) tabanli yontemlerin kullanimi artabilecektir. IPv6
kullanimina gecis ve yayginlasma sirasinda iki protokoliin
birlikte kullanilmasi, sorumlu personelin IPv6 giivenligi
konusunda yeterince bilgiye ve tecriibeye sahip olmamalari
bilgi glivenligimizi daha fazla tehdit edebilecek hususlar
olarak karsimiza ¢ikabilecektir.

Sonug olarak, tlkemizin IPv6’ya gegis konusunda hazir
hale gelmesi, bu konulara ilgi duyan uzman sayisinin artmasi
uygulamalarin gelistirilmesi, test ortamlarmin olusturulmasi
ve oOzellikle alt yapinin saglikli olarak yayginlastirilmasina
baglidir. Bu ¢alismamizin tilkemizde yeni yeni yaygmlasmaya
baslayan bu konunun farkli acilardan degerlendirilmesine
ihtiya¢ duyulmaktadir. Bu ¢alismamizin giivenlik agisindan
farkli kazanimlarin elde edinilmesine katkilar saglayacagi
degerlendirilmektedir.
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Analysis of Attacks towards Turkish National

Academic Network
Murat SOYSAL, Onur BEKTAS

Abstract— Monitoring unused IP address is an emerging
method for capturing Internet security threads. Either an attack
or a mis-configuration could generate network traffic towards
the unused IP blocks of a network segment. This paper
summarizes the method for ascertaining the attacks towards
Turkish National Academic Network by the use of modified
version of Blackhole concept. In this method Blackhole traffic is
captured by using Honeypots and analyzed by using IP header
information. The attacks are classified based on source IP
address, originating country, operating system and destination
port. Moreover, captured traffic originating from Turkey is
further evaluated in order to characterize distribution of attacks
among the Turkish Internet Service Providers.

Keywords ~ —Blackhole monitoring, network
security, ULAKBIM, ULAKNET

Honeypot,

1. INTRODUCTION

he security of the national and personal information

resources has become more important with the expansion

in the use of the internet and the increase in the number of
applications such as e-government and electronic banking
applications. Moreover, the increase in the number of cyber
attacks and cyber terrorism have been threatening especially
the security of the national information resources. These
circumstances have emerged the urgent establishment of the
Computer Security Incident Response Teams. Urged by
necessity, Ulak-CSIRT, ULAKNET Computer Security
Incident Response Team, has been established in the
constitution of the National Academic Network (ULAKNET).

ULAKNET, managed by Turkish Academic Network and
Information Center (ULAKBIM) [1], provides network
connectivity of universities and research institutes with similar
institutions in Turkey and abroad. For ULAKBIM to provide
services in order to be able to fulfill its primary duties there is
a need for a high-speed reliable backbone and external
connections. The main goal of ULAKBIM is to provide
network services always one step ahead of the expectations of
its users, made up of 100,000 academic personnel and more
than 2.2 million university students.

ULAKBIM is a partner of GEANT2 and ULAKNET
backbone is interconnected with the trans-European Research

Manuscript received November 10, 2008.

M. Soysal. is with the Turkish Academic Network and Information Center
(ULAKBIM), Ankara, 06539 Bilkent, phone: 312-298-9367; fax: 312-298-
9310; e-mail: msoysal@ulakbim.gov.tr

O. Bektas. is with the Turkish Academic Network and Information Center
(ULAKBIM), Ankara, 06539 Bilkent, e-mail: onur@ulakbim.gov.tr

Bildiriler Kitabi

Network GEANT? with 2.5 Gbps capacity and an upgrade on
this link is in process. ULAKNET backbone consists of three
PoPs located in Ankara, Istanbul and Izmir and the backbone
links are 1 Gbps, 500 Mbps and 500 Mbps accordingly.

The CERT/CSIRT units are mainly established in the
constitutions of well-organized and superior enterprises
managing big networks [2]. Ulak-CSIRT (Computer Security
Incident Response Team) is responsible for preventing the
potential security violation of external networks to
ULAKNET. Ulak-CSIRT also aims ascertaining the attacks
and the people in charge and in the same way, preventing the
attacks of ULAKNET to the outside world and if there is an
attack, ascertaining the people in charge of the attack and
sharing the information with the administrators of this
network [3].

The method developed in this study is based on Blackhole
concept and employs Honeypots in the scope of “ascertaining
the attacks towards ULAKNET” mission of Ulak-CSIRT. In
ordinary usage, Blackholes, from a network security
perspective, are placed in the network where traffic is
forwarded and dropped. Systems that monitor unused address
space have been called Blackholes [4], darknets [S], network
telescopes [6] or Sinkholes [7] and have been under
investigation for a long time. Honeypots are kind Intrusion
Detection Systems which emulates vulnerable systems or
services to attract interest of intruders [8].

ULAKNET Blackhole Attack Detection System includes a
Blackhole application based on ULAKNET unused IP blocks
and the traffic forwarded to this system is received by a
Honeypot. Inclusion of the Honeypot encourages the intruders
to continue their attacking behavior which facilitates security
experts analyzing the attacks deeper. Whereas, with single
stand Blackholes security experts have limited capabilities
since the traffic is directly dropped. Although there are some
researches in literature focusing on the use of Honeypots in
Blackhole applications, implementation in large scale
networks is still a challenging study due to the great amount
of data required to be analyzed. In addition, ULAKNET
Blackhole Attack Detection System is a unique study in
Turkey in this scale up to our knowledge. Moreover, our study
represents national scale findings since it analyzes the attacks
towards whole national academic network. These findings
contribute to the analysis of attacks toward Turkey with
interesting results such as the most attacking countries, the
most attacking Operating Systems, the mostly attacked ports,
etc.
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II. ULAKNET BLACKHOLE ATTACK DETECTION SYSTEM

A. Blackholes

Blackholes, from a network security perspective, are placed
in the network where traffic is forwarded and dropped. Once
an attack has been detected, blackholing can be used to drop
all attack traffic at the edge of an Internet Service Provide
(ISP) network, based on either destination or source IP
addresses.

Blackholes are used for monitoring unused Internet space to
characterize security threats. Systems that monitor unused IP
address space have been called Blackhole monitors [4],
darknets [5] , network telescopes [6] and Sinkholes [7].

Blackholes are capable of identifying configuration errors,
routing problems [9], denial of service attacks (DoS) [10],
[11], Internet worms [12], [13], [14], [15] and botnets [4].
There are some primitive results even from IPv6 Blackhole
applications [16].

B. Capturing and Analyzing Attacks

The Blackhole concept is adapted to detect the attacks by
the help of unused IP blocks among ULAKNET. The
following IPv4 address blocks are assigned to ULAKNET in
Ripe Database [17]:

e 193.140.0.0/16
e 194.27.0.0/16

e 193.255.0.0/16
e 79.123.128.0/17

ULAKBIM assigns sub-blocks of these four IP blocks to
the nodes of ULAKNET, using its “Assignment Window”,
and routes the traffic destined to these sub-blocks to the
related node according to these assignments. On the other
hand, some sub-blocks are currently not assigned to any node
and consequently, nominated as unused IP blocks of
ULAKNET. Any network packet whose destination address is
in one of the unused IP block ranges belongs to either a
malicious activity or a mis-configured traffic. The ULAKNET
Blackhole application is mainly based on capturing and
analyzing this kind of traffic.

We used a very simple rule of routing to capture this traffic:
“The priority of the specific routes over the general ones”.
First, all four huge IP ranges assigned to ULAKBIM are
routed to a ULAKNET Blackhole.

ip route 193.140.0.0 0.0.255.255 193.140.82.205
ip route 194.27.0.0 0.0.255.255 193.140.82.205
ip route 193.255.0.0 0.0.255.255 193.140.82.205
ip route 79.123.128.0 0.0.254.255 193.140.82.205

Since the smaller blocks assigned to the nodes have more

specific entries in the routing tables of backbone routers, they
are issued first. All packets having a “used” IP address as a
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destination address are distributed to the related nodes. Then,
the rest is captured by Blackhole.

After capturing these packets the analysis is done according
to the research interests. We assumed that if the captured
packets belong to a malicious activity, this is mainly a scan
before the actual attack since the destination is not a real
victim with a valid IP address. Therefore, we decided to
identify the distribution of these hosts according to the ISP
hosting the attacker, the country the attacks come from, the
destination ports scanned. This information could easily be
gathered from the IP header part from the packets, so the deep
packet inspection tools are not used in this study. Employing
such a tool to identify the attack type more preciously and in
more detail was another option, but it will not be cost effective
since the captured packets probably belong to the only the
scan part. Besides, as the number of packets towards the
Blackhole increases, real time deep packet analysis of traffic
gets more difficult.

Honeyd [18] is used to gather information from the IP
header part of the captured packets. Although honeyd is
classified as low interaction honeypot it has advanced features
like faking operating system probe scanners. Simplicity,
human readable logs and familiarity are the main concerns
while choosing honeyd.

Honeyd creates a flow log for all connections request
captured. Example log file includes the following lines:

2008-06-30-00:00:00.8110 tcp(6) S 10.10.10.12 4270
192.16.2.3 1433 [Windows XP SP1]
2008-06-30-00:00:00.8848 tcp(6) E 220.169.60.35 4021
79.123.148.140 1433: 41 0

2008-06-30-00:00:00.0312 udp(17) - 24.215.24.91 1045
193.255.1.207 1026: 30

Fields in the Honeyd log file can be interpreted as follows:
e The first field contains the timestamp of event
e The second field lists the protocol like tcp, udp etc.
e  The third field may either be :
o S start of a new connection
o E end of a connection (Honeyd logs the
amount of data received at the end of line)
o Packet does not belong to any connection.
e  Third field is four tuple of connection in the order of
source IP, source port, destination IP and destination
port.

Honeyd also logs operating system (OS) of the attacker at
the end of the line if it can be identified via passive
fingerprinting.

C. Classification of Attacks

In this section, the methodology which is used to classify
the attacks will be explained. The attacks are classified
according to the ISP which the attacker belongs to, the
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Figure 1. Source IP based on analysis

country the attacks come from, the destination ports scanned
and the operating system used by the attacker.

The classifications based on the destination port and OS are
directly gathered from the honeyd log file. On the other hand,
source IP information is further processed to identify the ISP
hosting the attacker and the country the attacks come from.
This process is given in Figure 1 as a flow chart.

In the first step, the country which the attack comes from is
identified by using an open source tool, Maximind GeolP
[19]. GeolP is a geographical location database which is
mainly used to gather geographical information about their
Internet visitors in real-time. An example of GeolP
query/result pair is given below:

Query:  [root@blackhole]$ geoiplookup 75.82.32.12
Result:  GeolP Country Edition: US, United States

In step 2, country origin is determined. Countries other than
Turkey are classified wusing GeoIP  database. RIPE
membership information [20] is used in order to identify
Turkish Local Internet Registers (LIR) and their IP ranges. At
step 3 and 4, Turkey originated IP addresses are further
classified as ULAKNET and the others. To accomplish this
task, membership list further filtered based upon the registry
base of LIR’s. A LIR is added to “Turkish LIR’s List” if its
registry base is in Turkey. Attacks from Turkey are classified
according to the ISPs hosting the attacker. .

The last classification is made on the attacks coming from
ULAKNET nodes. Most of ULAKNET nodes use the IPv4
blocks assigned by ULAKBIM, so it is easy to identify the
node owning a source [Pv4 address from the local databases.
In addition, some nodes of ULAKNET have their own AS
numbers and [Pv4 addresses assigned directly from RIPE (e.g.
METU, ITU). The local database is updated to include all
IPv4 addresses used among ULAKNET.
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D. Reporting

All the classification results are visualized in a graphical
manner and shared via Ulak-CSIRT web page [21]. The
graphs include statistics such as the most attacking
ULAKNET node, the most attacking countries and the most
attacking IP address. This information is publicly published to
enable all security teams to identify the most active attackers
targeting Turkish Academic Network. Further details are
available up on request, since public share could result in
more security holes.

III. RESULTS

In this section the classification results of the attacks
captured during June 2008 will be given. The log file
processed exactly belongs to 30 days. The log file has an
approximate size of 18 Gigabytes and over 233 Million lines.
The total number of unique IP addresses in the log file is
around 500k. 50.000 of these unique IP addresses belongs
Turkish ISPs which is a significant number for our internet
society. Blackhole application identified 50k compromised
machines hosted by Turkish ISP during one month.

A. The Most Attacking IP addresses

Top Ten Attackers (Source IP)

79175220 88 (P1) ]
78.175,.228.18 (Pi)
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79.175.219:1173 %F’I]} i
74 1 2 Pl
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wd
==}
%
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00% 05% 1.0% 15% 20% 25% 30% 35% 40% 45%
Percentage

Figure 2. Top Ten Attacking IP Addresses

The list of “Top Ten Attacking TP Addresses” is one of the
most beneficial results in network security point of view. This
list could be used for dynamically generating Access Control
Lists for filtering the most active attackers at the edge of
backbone. After detecting IP address, traffic can also be
redirected to deep packet intrusion detection systems (IDS) to
analyze attack in depth. By using this method load on IDS can
be reduced.

B.  The Most Attacking Countries

Another type of classification on the attackers is made
according to the countries they belong to. This information
became much more important after the examples of “cyber
wars” following the conflicts between some countries during
2008.

The results in Figure 3 show the ranking according to the sum
of all packets received from the attacking country.
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Figure 3. Top Ten Attacking Countries

Evaluations on the “Top Ten Attacking Countries” revealed
that summing all the packets would mislead the ranking. A
single host scanning the ports of another single destination
could burst the country rank. A revised analysis is performed
by counting all the traffic between distinct source/destination
IP pairs as single hit and result is given in Figure 4. The
comparison of Figure 3 and Figure 4 shows that the former is
biased by the Polish hosts identified from Figure 2.

Top Ten Attacking Countries Revised

Francé

0% 4% 10% 15% % 5% 0%
Percentage

Figure 4. Top Ten Attacking Countries Revised

C. The Mostly Attacked Ports

The “Top Ten Attacked Ports” is given in Figure 5. The port
information is valuable since some of the attacks could be
identified according to these ports. In addition, the list of the
mostly attacked ports is heavily used by network
administrators to secure their network by simply blocking the
probes to these ports.

A dramatic result from this evaluation is the high share of
Port 1433 which is commonly used by Microsoft's SQL
server. Two MSSQL worms in May 2002 and January 2003
exploited several known MSSQL flaws [22]. The mostly
attacked ports evaluation shows that the scan on this port still
has a great amount of activity on Internet. Another interesting
result is observation of port 1026 and 1027.These ports are
used by Microsoft Windows messaging system which is
designed for use by system administrators to notify users
about their networks. Nevertheless, spammers use this service
to send advertisements [23]. Port number 22 is used for SSH
protocol which is used in Unix derivatives for encrypted
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remote shell access. Its ranking indicated that ssh probes are
the most common attack type performed against Unix
derivatives.

Top Ten Attacked Ports
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Figure 5. Top Ten Attacked Ports

D. The Most Attacking Operating Systems

Honeyd logs allow us to identify the Operating System used
by the attacker. The result of the attacker OS evaluation is as
expected (Figure 6). Since most of the internet users are using
Windows XP, this operating system has more than 70% share
among all the attackers.

Top Ten Attacking OS
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Figure 6. Top Ten Attacking OS

A notable finding of this evaluation could be the 18% share
of Linux. Since vast amount of the open source attacking tools
are available and Linux is feasible platform for running and
improving such tools, a special attention to these attacks are
paid. Linux can be used as server operating system. Thus,
detection of Linux as attacker OS can be the indication of the
more severe security problems like the compromise of DNS or
SMTP servers. As a result, if detected OS is a server
operating system it should be investigated more closely.

E. Special analysis on the attackers from Turkey

A novel result of this study is based on evaluating the
attacks originating from Turkey. This is the first time in
literature such a classification is given.
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Figure 7. Top Ten Turkish ISPs

The Turkish ISP ranking is given with two different
evaluations similar to the “Most Attacking Countries” is
section I1I.B.

Top Ten Attacking Turkish ISPs Revised
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Figure 8. Top Ten Turkish ISPs Revised

It should be noted here that ULAKNET hosts generate a
considerable amount of the attacks gathered via the Blackhole.
This is mainly based on the worm traffic trying to infect the
“nearby” hosts. A worm uses the source [P address and the
subnet mask to discover the nearby hosts and scan their
related ports.

The lead of “Turk Telekom” is an expected result due to the
high share of the ISP in the market. On the other hand, the
rank of other ISPs could be beneficial for the security teams of
these ISPs to evaluate their position according to their
competitors in the market.

F. The Most Attacking ULAKNET members

Since attack ranking of ULAKNET members are visualized
and shared via Ulak-CSIRT web page on daily and hourly
basis, only one month summary is given in Figure 9.
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Figure 9. Top Ten Attacking ULAKNET Members

Attacks were counted as a single hit if source and destination
addresses are distinct.

IV. CONCLUSION

In this paper, ULAKNET Blackhole Attack Detection
System and its data analysis methodology have been
explained. Besides, findings of the system for a one month
period are demonstrated. It is also verified that even if the
Blackhole traffic is analyzed only in IP header level,
significant knowledge can be gained about the attacks towards
the monitored networks.

The traffic towards the Blackhole can be the result of either
an attack or a configuration error. The results of the detailed
analysis on the traffic due to the attacks are presented in this
study. Both the ULAKNET Network Operations Center
(NOC) and the network administrator of the ULAKNET
nodes have gained the general vision on the security threads
towards the Turkish Academic Network with the findings of
this study. In addition, the analysis over Blackhole data are
being performed continuously and results are updated in
hourly manner.

The attacks coming from ULAKNET nodes are further
processed by Ulak-CSIRT to improve the security level in
ULAKNET by identifying the compromised machines in
academic network. This identification is automatically turned
into security incident by a trouble ticketing system and the
system informs security contact point of the node. Severity
levels are assigned to each incident with time limits to
investigate and resolve the attack.

Two configuration errors causing network traffic towards
Blackhole are also discovered in this study. In the first case
the Akamai servers, hosted in ULAKBIM and providing the
content delivery services to ULAKNET, were discovered to
distribute traffic to Blackhole due to BGP routing problem.

The second problem was discovered by the real time
monitoring of port anomalies. A configuration error in the
DNS server of one of the ULAKNET nodes resulted in
excessive amount of traffic to port 53 of an unused IP address
(193.140.82.251). This anomaly was detected by the help of
“Blackhole  Destination Port Daily Analysis”. The
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administrator of the node was informed to update the
configuration of DNS server and enter the correct IP address
(193.140.83.251) to use ULAKBIM DNS forwarder service.
This update prevented nodes DNS server from forwarding all
uncached DNS queries to Blackhole.

Blackhole system also detected considerable amount of
traffic originated from unassigned ULAKNET IP addresses
which is a clear indication of IP spoofing. Ulak-CSIRT
published a recommendation including technical details of IP
spoofing and “ingress filtering” as a possible solution as a
result of this observation.

In the future the efficiency of a Blackhole system can be
improved by increasing the number of sensors. Moreover, if
universities deploy their Blackhole systems monitored data
can correlate together to produce better results. Another
enhancement can be made by analyzing Blackhole traffic with
the deep packet inspection tools. For example Honeynet can
be used for this kind of purposes.
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Pairing-Based Cryptography : A Survey

Sedat AKLEYLEK, Baris Biilent KIRLAR, Omer SEVER, Zaliha YUCE

Abstract—Pairings, bilinear maps, help to transform a discrete
logarithm problem on an elliptic curve to the discrete logarithm
problem in finite fields. They started to be used in cryptography
during 1990’s. At the beginning, they are used to build as attacks
on elliptic curve digital signature algorithm. Nowadays, pairings
are popular to construct cryptographic protocols. The purpose of
this paper is to introduce bilinear pairings in cryptography and to
show how to construct protocols in pairing-based cryptography.

Keywords —bilinear map, pairing-based cryptographic pro-
tocols, Weil and Tate pairing.

[. INTRODUCTION

Over the last years, there has been an increasing interest in
pairing-based cryptography. The primitives of pairing based
cryptosystems are three groups in which the discrete logarithm
problem (DLP) is believed to be hard. Moreover, one requires
the existence of an efficiently computable, so-called non-
degenerate pairing map. This additional structure allows many
interesting protocols for all kind of different applications [6],
[8], [12]. Pairings in elliptic curve cryptography are functions
which map a pair of elliptic curve points to an element of the
multiplicative group of a finite field.

Earlier bilinear pairings, namely Weil pairing and Tate
pairing were used in cryptography for the Menezes-Okamoto-
Vanstone (MOV) [13] and Frey-Rueck (FR) [10] attacks, res-
pectively. MOV and FR attack reduces elliptic curve discrete
logarithm problem (ECDLP) to DLP in a finite field. They
use bilinearity of the pairings. The basic idea of MOV and
FR attack is to find an isomorphism between r—torsion point
and r-th roots of unity of F,x, where k is the embedding
degree of r-torsion points. When k is small enough, i.e.,
k < (logq)?, there is a sub-exponential time algorithm such as
index calculus and function field sieve algorithms that can be
used to solve DLP on a finite field. For supersingular curves,
ECDLP is easy to solve since MOV or FR attack is applicable.

Most of the protocol researchers use the fascinating prop-
erties of the bilinear pairings to design new cryptographic
protocols. They just focus on the efficiency of the pairing but
skip the details of pairings. On the other side, the security of
the protocol must be based on a hard problem which depends
on the mathematical properties of the pairing. In this respect
Galbraith, Paterson and Smart [11] give a good guidance to
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non-specialists who are interested in using pairings to design
cryptographic schemes focusing on efficiency, bandwidth and
security.

Pairing-based protocols primarily achieve two main ob-
jective; to construct methods which can not be constructed
using other techniques (ID-based encryption, etc) and methods
which can be done using other techniques, but for which
pairings provide improved functionality (short signature, tri
partite key exchange in one round, etc).

For pairing-based cryptography, it is a general problem of
choosing elliptic curves together with bilinear mappings. To
find a suitable elliptic curve one needs with a prime r > |/q
dividing #E(F,) and the embedding degree of E, k, small
enough so that arithmetic on Fx is feasible and large enough
that DLP on [}, is as hard as the ECDLP on E(F,)[r].

In this paper, a survey on pairing-based cryptography is
given. Section II briefly explains the cryptographic bilin-
ear map, Bilinear Diffie-Hellman Problem and describes the
pairing-based cryptographic protocols. The Weil and Tate
pairings, the basic elements in protocols, are discussed with
their use in Section III. The suitable elliptic curves with the
given embedding degree for pairing-based cryptography are
explained in Section IV. Finally, we conclude in Section V.

II. PAIRING-BASED CRYPTOGRAPHY
A. Bilinear Pairings

Definition 1. Let (G1,+) and (G2, +) be abelian groups of
order n. Let (G, .) be a cyclic group of order n. A bilinear
pairing is an efficiently computable map e : G1 x Go — G3
which satisfies the following additional properties:

1) (bilinearity) For all P,R € G and all Q,S € Ga, we
have e(P+ R, Q) = e(P,Q)e(R,Q) and e(P,Q+S) =
e(P,Q)e(P,S).

2) (non-degeneracy) For all P € Gy, with P # Idg,,
there is some ) € Go such that e(P,Q) # 1. For all
Q € Go, with QQ # Idg,, there is some P € Gy such
that e(P,Q) # 1. When G1 = Gy and n is prime,
e(P, P) is a generator of G5 for all P # Idg,

Weil and Tate pairings on elliptic curves over finite fields
can be given as an example of pairings. For the use in
cryptography it is assumed that DLP on Gy, G5 and G are
hard to solve. This bilinear property has many applications
and it was first used for DLP in [13]. For instance, choosing
G1 = G2 = E(F,;) and G3 C F;, with k an embedding
degree, defines bilinear pairing.

The following lemma which is related to the properties of
bilinear pairings can be easily verified.

Lemma 2. Let e : G1 X Gy — G3 be a bilinear pairing. Let
P e Gy and Q € Go. Then
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1) e(P,0)=¢(0,Q)=1
2) 6(—P7 Q) = E(P, _Q) = E(P, Q)_l
3) e(kP,Q) = e(P,kQ) = e(P,Q)* for all k € 7.

We will now give the Bilinear Diffie Hellman Problem that
has been widely studied in recent years.

B. The Bilinear Diffie-Hellman Problem (BDHP)

Security of the some of the applications of bilinear pairings
in cryptography relies on the difficulty of bilinear Diffie-
Hellman problem which was first stated in [7].

Definition 3. Let G be a finite cyclic group of order n with
a generator g, and let a,b,c be integers. The BDHP is to
compute the value of the bilinear pairing e(g®®°, g), whenever
g% g° and g¢ are given.

There is a close relation between BDHP and DHP which
are defined on elliptic curve. The following fact is easy to
prove.

Lemma 4. BDHP is no harder than either the elliptic curve
Diffie-Hellman problem or any finite field Diffie-Hellman prob-
lem.

We presents three fundamental pairing-based protocols that
the security of them depends upon the BDHP.

C. Pairing-Based Cryptographic Protocols

Protocols from pairings can be classified into two types :

1) Construction of primitives which can be constructed
using other techniques, however by using pairings ef-
ficiency is gained.

2) Construction of primitives which cannot be constructed
by using other cryptographic techniques.

Three party key agreement in one round and short signature
protocols are the examples for the first class. Identity-Based
encryption which eliminates the public key distribution is the
example of the second class

1) Joux’s One Round Three Party Key Agreement Protocol
[12]: Key agreement, one of the fundamental cryptographic
primitives, is required when two or more parties want to share
a message securely.Three party key agreement in a single
round proposed by Joux was the first application of bilinear
pairings in cryptography.

Protocol:

Let (G1,+) and (Ga2,-) be cyclic groups of prime order
n, P € Gy, Gy =< P >and e : Gy x G, — G5 be a
bilinear map. Consider three parties A, B, C' with secret keys
a,b,ce Z,

e A broadcasts aP to both B, ('

o B broadcasts bP to both A,C

o C broadcasts c¢P to both A, B

o A computes e(bP, cP)®

o B computes e(aP, cP)®

o C computes e(aP,bP)¢

o Common agreed key is e(P, P)®b°
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2) Short Signatures [6]: Digital signatures are the most
important cryptographic primitive for the daily life. Short
signatures are needed in environments with space and band-
width constraints. So far, the best known shortest signature is
obtained by using the Digital Signature Algorithm (DSA) over
a finite field IF,. The length of the signature is approximately
2logq. On the other hand, when the following pairing-based
protocol is used the length of the signature is about plogq,
where p = logq/logr and r is the largest prime divisor of
the number of the points in the elliptic curve. For example, if
one uses RSA signature 1024 bit modulus, ECDSA signature
is 320 bit long for the same security level. However, short
signature provides the same security level only for 160 bits
for the best choose. This case corresponds finding a suitable
elliptic curve E(F,), for which r is close to ¢ and it is a
general problem to find such suitable elliptic curves having
this property [2].

Protocol:

Let (Gy,+) and (Ga,-) be cyclic groups of prime order n,
P e Gy, Gt =< P > and e : G; x G; — G5 be a bilinear
map.

o Public Key Generation : Let H : Z5° — G; be a map
to point hash function. The secret key is k € Z; and
public key is kP for a signer.

o Sign : Given a secret key k£ and a message m € Z3°,
compute the signature o = kH(m) € G

o Verify : Given a public key kP, a message m and a
signature o, verify e(P, o) = e(kP, H(m)).

3) Identity-Based (ID-B) Cryptosystems [7]: This was
firstly suggested by [17] that a public key encryption scheme
can be run with the identity of receiver. In other words,
for ID-B encryption provides the simplification of certificate
management in e-mail systems. By this way, management of
keys and certificates gets more and more easier. The most
used ID-B cryptosystem was proposed by [7] in 2001. The
main advantage of ID-B crytosystems is to eliminate the
need for certificates. Moreover, ID-B cryptosystems remove
the certificate lookup, lifecycle management and certificate
revocation lists.

Protocol:

Let (G1,+) and (G2, -) be cyclic groups of prime order 7,
PeGy, Gy =<P >and e: Gy x G; — G5 be a bilinear
map.

o Public Key Generation : Let H; : {0,1}" — G% and
Hy : Gy — {0,1}, where [ is the length of the message
m be the cryptographic hash functions. Let s € Z;, and
S =sP.

¢ Encrypt : Choose a random r € Z}, then the ciphertext
for the message m : C' = (rP,m & Hy(e(H,(ID),S)"))

o Decrypt : Compute V & Hs(e(sH;(ID)),U) for given
C=(UV).

In practice, elliptic curves are the only groups used to
implement pairings.
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III. WEIL AND TATE PAIRINGS
A. Elliptic Curves and Divisors

A cubic equation in Weierstrass form is given by the
expression

ey

where the coefficients a; are in the field F,. The projective
non-singular curve defined by the affine equation (1) over the
algebraic closure F, is called an elliptic curve over F,. This
curve is denoted by E and it has an additive group structure
determined by the fact that P, @, R € E : P+Q+ R = identity
< R lies in the line joining P to @ in the projective space. We
denote the identity element of E by oo, and it is well-known
that the set of I x-rational points of FE is a subgroup of E
for any k > 1. This subgroup is denoted by E(IF,x). In fact,
E(F ) consists of all solutions of (1) in Fyx x F« together
with oo.

The divisor group of a curve E, denoted by Div(E), is the
free abelian group generated by the points of E. Therefore, a
divisor D € Div(FE) is a formal sum given by

D=> np(P)

PeE

Yy +tarzytay=x +axr +axr+a,

with np € Z and np = 0 except for finitely many P € E.
The degree of a divisor D is defined by

deg(D) = Z np.

PeE

The support of a divisor D, supp(D), is the set of points
P € E for which np # 0.

The divisors of degree zero form a subgroup of Div(E),
that is denoted by

Div (E) ={D € Div(FE) | deg(D) = 0}.

Let [ € Iﬁ‘i;; = F,\{0} be a rational function. Then, the
divisor of a function f is div(f) = >~ pcpordp(f)(P), where
ordp(f) is the multiplicity of f at P. It is a well-known
fact that deg(div(f)) = 0. A divisor D is called principal
if D = div(f) for some rational function f € ]Fig. This is
denoted by

Prin(E) = {D € Div(E) | D = div(f), f € F;}.
Prin(E) is a subgroup of Div (E) since for all rational
functions f,g € [F;, div(fg) = div(f) + div(g) and
div(f/g) = div(f) — div(g).

Theorem 5. A divisor D =) p. pnp(P) is principal if and
only if deg(D) =0 and ) p.pnpP = oco.

The divisor class group (or Picard group) Pic (E) of E is
the quotient of the group of degree zero divisors Div (E) by
the principal divisors Prin(FE), i.e,

Pic (E) = Div (E)/Prin(E).

It is known that for every divisor D € Div (FE), there is a
unique point @ € E such that D ~ (Q) — (c0). This gives
a one-to-one correspondence between Pic (E) and the group
of points of E.
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Let P, € E. Suppose the line between P and () (tangent
line if P = @) has an equation /(z,y) = 0. By Bezout’s
theorem, this line [ intersects F at a third point R = (zg, yr).
Then, the divisor of [ is div(l) = (P) + (Q) + (R) — 3(0).
The vertical line v(z) = (x —xg) passes through the points R
and S = P+Q. Then, div(v) = (R)+(S) —2(o0). Therefore,
the equation S = P + () corresponds to the divisor equality
div(l/v) = (P) +(Q) — (S) = (00). -

If D=3 pcpnp(P) € Div (E) and f € F} is a rational
function such that supp(D) N supp(div(f)) = (0, then the
value of f at D is defined to be the following equation:

f(0) =11 sy

PeE

B. Weil and Tate Pairings [5]

Let E be an elliptic curve over IF, and £ be the correspond-
ing elliptic curve over the algebraic closure E of F,. For a
positive integer r, F[r] denotes the group of r-torsion points
of E, namely E[r]| = {P € E | rP = co}.

Definition 6. The embedding degree of E|r] is the smallest k
such that Elr] C E(F ).

Theorem 7. (Balasubramanian, Koblitz [2]) Let E be an
elliptic curve defined over Iy, and suppose that E has a
subgroup < P > of order r with ged(r,q — 1) = 1. Then,
Elr] C B(F,) if and only if v | ¢* — 1.

Let P,Q € E[r] and let R,S € E(F, ) such that S ¢
{R,P+R,P+R—-Q,R—Q}.Let D = (P+ R)— (R)
and D' = (Q +8) — (S). Then, by theorem (5) the divisors
rDD’ are in the form rD = div(f) and rD" = div(g) for
some rational functions f # 0,g # 0. Let p, be the group of
r-th roots of unity in sz.

Definition 8. The bilinear map
ent Elr] X E[r] — pp CF,
defined by

e(P,Q) = (~1) L2

_ rfQ S/fS

=Dy rr7gm

is called Weil pairing. This map is well-defined, i.e., e,.(S,T)
is independent of the choice of D, D , f and g for all S,T €
E[r].

Theorem 9. (Properties of Weil Pairing) Let E be an elliptic
curve defined over F,. Then, the Weil pairing e, satisfies the
following properties :
1) (identity) e,(S,S) =1 for all S € E|r]
2) (alternation) e,.(S,T) = e,(T,S)~ forall S,T € Elr]
3) (bilinearity) e, is bilinear in each variable; e,.(S +
T,P) = e(S, Pe(T,P) and e (S, T + P) =
er-(S,T)e (S, P) for all S,T, P € E|r]
4) (non-degeneracy) If e, (S, T) =1 for all S € E[r] — oo,
then T = oo and if e,(S,T) =1 for all T € E[r] — oo,
then S = oo
5) (compatibility) For all S,T € E[r], e,(a(S),a(T)) =
er(S, T)dega, for any endomorphism o : E — E
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6) If E[r] =< P > @& < R >, then e,(P,R) = £ is a
primitive r-th root of unity.

The following algorithm developed by Miller computes
e-(P,Q) in a polynomial time, efficiently. This algorithm
for Weil pairing aims to construct rational functions f and
g associated to the point P and () and evaluate at divisors
D' =(Q+S)—(S)and D = (P + R) — (R), respectively.
The functions f and g can be efficiently computed by double
and add procedure. This idea is to define functions f;, g;,
where 1 < ¢ < r and f, = f, g. = g, recursively. These
functions are computed by the following way :

tip

vp R lipjp
f === fij=fifi—L— fi="1
lpr vip ;P v ip

Wad

where vp is the vertical line at P, ¢ty is the tangent line at R
and [p ¢ is the line passing through the points P and Q.

Let P,Q € E[r] and let f € Fiz be a function with
div(f) = r(P) — r(c0). Let R € E(F,) such that R ¢
{00, P,—Q,P — Q}, and let Dy = (Q + R) — (R). Let k
be the embedding degree and let E(Fx)[r] = E(F )N Er].
Note that supp(Dgq) N supp(div(f)) = () due to the choice of
R.

Definition 10. The bilinear map
() s BFg)lr] x E(F ) /rEF ) — Fo /5" — e
defined by

(P.Q) = fp(Dq) *~ /" = (fr(Q +R)/fp(R) "~ /r

is called Tate pairing. This map is well-defined, i.e., (co, Q) =
1 for all Q € E(Fy) and (P,Q) € (Fy)" for all P €
E(Fgx)[r] and all Q € rE(F ).

Theorem 11. (Properties of Tate Pairing) Let E be an elliptic
curve defined over F,. Let r > 0 and ged(r,q — 1) = 1, and
let k be the embedding degree of E|r]. Then, the Tate pairing
satisfies the following properties :

1) (bilinearity) For all P,P ,P € E(F.)[r], and
Q,Q,Q € EFu)/rEFs), (P +P,Q) =
(P,Q)(P,Q)and (P,Q +Q )=(P.Q )(P.Q)

2) (non-degeneracy) For all P € E(F )[r] — oo, there is
some Q € E(Fyr)/rE(Fg) such that (P, Q) # 1. Simi-
larly, for all Q € E(F ) /rE(Fx) with Q ¢ rE(F )
there is some P € E(Fx)[r] such that (P,Q) # 1.

The Tate pairing (P, @) is computed by a function fp = f,
at the divisor Dg = (Q + R) — (R) using double and add
method in the following way:

lip,p tip

f=11% =f s fi= 1

vi P ‘vip
By raising fp(Dg) to the power (¢° — 1)/r, one obtains an
r-th roots of unity g, in F;k

The main differences between the Weil and Tate pairings are

the symmetric property and exponentiation. The Weil pairing
also requires more computation time than the Tate pairing.
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IV. CURVE SELECTION

This section describes the elliptic curves that are suitable for
implementing pairing-based protocols. It is well-known that
the number of points of the elliptic curve I over [F, is defined
by #E(F,) = ¢+1—t and by Hasse’s Theorem [18] that |¢| <
2,/q. if p divides t, E is said to be supersingular . Otherwise,
it is called ordinary. The following theorem, where the proof
can be found in [13] shows the classification of supersingular
curves over any finite field for pairing-based cryptography.

Theorem 12. Let E be a supersingular elliptic curve over I
of order q+ 1 —t, where ¢ = p™. Then, there are six families
of supersingular curves with embedding degree k < 6.

1) k=1:t>=4q and m is even

2) k=2:t=0and E(Fy) = Zgs1.

3) k=2:t=0and E(F,) = Z(q41)/2®Z> and g = 3 (mod 4).

4) k=3:t>=qand m is even.

5) k=4:t>=2q and p =2 and m is odd.

6) k=6:t>=3qand p=3 and m is odd.

For supersingular curves, there is always so-called a distor-
tion map, ¥ : F(F,) — E(F,), which is easily computable.
This allows us to choose G =< P >, G = U(P) together
with Weil/Tate pairing to produce a non-degenerate bilinear
mape: G XG — G suchthate(P,Q) = f(P, ¥(Q)). Dis-
tortion maps are all known for supersingular curves. Therefore,
we have computable pairing associated to any supersingular
curves.

Example 13.

Ifqg=3 (mod4)and F :y =z +ax for any a € I,
then a distortion map is of the form ¥ : E(F,) — E(F2),
U(x,y) = (—x,iy), where i is a square root of -1.

It is a research problem to find suitable non-supersingular
(ordinary) curves for pairing-based cryptography [3], [19]. For
this, one needs to find curves with large subgroups of size r
for which embedding degree k of E[r] is sufficiently small. It
is known that the choice of these curves are very special due
to the following theorem [2].

Theorem 14. [2] Let E be a randomly chosen elliptic curve
over F,, where q is prime and z/2 > q > z Let G be a
subgroup of order r. Then the probability that r|qk — 1 for
some k > (logq) is less than c(logz) (loglogz) [z for an
efficiently computable constant c.

New special techniques are needed to construct such
pairing-friendly curves. The only known method so far is
Complex Multiplication method to construct suitable ordinary
elliptic curves for pairing-based cryptography. This method is
used to construct curves with endomorphism ring isomorphic
to a given order in a quadratic imaginary field Q(v/—D) with
specified number of points, where D is discriminant of the
characteristic polynomial [1].

Some of the classification of pairing-friendly ordinary
curves constructed by using the Complex Multiplication [16]
are given as follows:

1) Miyaji, Nakabayashi, and Takano (MNT) [15] give a

complete characterization of ordinary elliptic curves of
prime order with embedding degree k = 3,4, 6.
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2) Freeman [9] gives a construction for curves of prime
order with k£ = 10.

3) Barreto and Naehrig [4] give a construction for curves
of prime order with k£ = 12.

We would like to note that there is a general construction,
originally due to Cocks and Pinch [8], for curves of arbitrary
embedding degree k, but in this construction p = logq/logr ~
2 for arbitrary k, which leads to inefficient implementation. It
should be noticed that p should be as close as one for an
efficient pairing-based cryptographic protocols.

There is no distortion map on ordinary curves. One over-
comes this difficulty by going into so-called its twist E' over
[F,. For an efficient computation as above, this can be done as
follows : Let E be an elliptic curve given by the equation

E:y2:m3+a4x+a6

over IF,, where ¢ = p™ and p > 3. Let v be a quadratic non-
residue in IF,. Then, the twist of the curve is defined by the
equation

E y2 = 2% + v2asz + viag

over IF.

Even embedding degree k = 2d for E[r] C E(F,), we
consider the twist £’ (Fga) of E(F,a). It is easy to show
that the map U : E’(]qu) — E(F,) given by ¥(z,y) =
(v='z,v73/%y) is well-defined and easily computable. As in
the supersingular case we can use this map W to produce
computable bilinear map e(P,Q") = f(P,¥(Q")), where
Q ecF (F4a) of order a multiple of  and for the choice of
Weil or Tate pairing. So, if we have a suitable ordinary elliptic
curve for pairing-based cryptography, this method gives us a
computable bilinear map e to used for these.

V. CONCLUSIONS

In this paper, we give an introduction to pairing-based
cryptography. New cryptographic protocols and applications
whose security is based on pairings are still growing very
fastly. To implement these protocols new pairing methods
based on Tate pairing are also being proposed.
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Arithmetic on Pairing-Friendly Fields

Sedat AKLEYLEK, Baris Biilent KIRLAR, Omer SEVER, Zaliha YUCE

Abstract—Pairing-friendly fields are introduced mainly for
extension field operations used in pairing based cryptography. In
this note, we give the implementation and comparison results of
aritmetic operations on extension fields constructed by trinomials
and cyclotomic polynomials with extension degree 2,3,4,5 and also
pairing-friendly fields with extension degree 2,4.

Keywords —extension field arithmetic, cyclotomic polynomi-
als, pairing-friendly fields.

I. INTRODUCTION

Bilinear pairings were known but has not been used widely
in cryptography until the three-party key exchange in one
round protocol was proposed by Joux in [9]. Then, identity-
based encryption scheme in [5] and the short signature scheme
in [4] were given. Afterwards, many protocols based on
pairings has seen frequently.

For pairing-based cryptosystems efficient arithmetic on ex-
tension fields is a crucial issue for implementing efficient pair-
ings. This arithmetic is primarily based on the field operations.
In this context, pairing-friendly fields are defined by Koblitz
and Menezes in [12]. In extension field arithmetic we are
interested in multiplication, exponentiation, inversion and their
computational costs. It is known that addition and substraction
are trivial and squaring is almost equivalent to multiplication.

Choosing elliptic curve with appropriate parameters is very
important for an efficient and secure pairing implementation
issues. Generally; IF,, must be large enough, so that E(F,,) can
prevent the success of elliptic curve discrete logarithm attacks,
while F,» must be large enough to resist discrete logarithm
attacks over finite fields. At the same time, p and k should
be as small as possible to minimize time and space usage.
In the literature, %k is generally the form of k = 2137, where
1 >0, 7 > 0 and not both them are zero. MNT curve proposed
in [16] for pairing-based cryptography with the embedding
degree 3, 4, 6, while the embedding degree 3 is not in the class
of pairing-friendly fields. Embedding degree smaller than or
equal to 6 is enough for near future, embedding degree 10
and 12 curves which currently produce excessively large finite
fields may be more desirable as time passes and index calculus
improvements are discovered.

When measuring the efficiency of an extension field oper-
ation, one must count the number of base field operations.
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Multiplication is the most used one among the base field
operations and that is why we primarily focus on it in this
note. As previous works; multiplication and squaring methods
for pairing-friendly fields ¥, with & € 2,3,4,6 has been
reviewed in [7]. The formulas of Karatsuba multiplication in
extension fields are given in [19]. In exponentiation Lucas
method provides a faster way than the classical square-and-
multiply method.

Our contribution is to show that cyclotomic polynomials and
trinomials can also be used in the construction of extension
fields as efficient as pairing-friendly fields.

Organization of this note is as follows. Section II summa-
rizes the mathematical preliminaries. The definition of pairing-
friendly fields and construction of extension fields by using
trinomials and cyclotomic polynomials are given in Section
III. We describe the methods and the implementation results
for multiplication, inversion and exponentiation in Section IV.
Timings are given in Section V. We conclude in Section VI.

II. PRELIMINARIES

It is well known that when any polynomial f(z) € F,[z]
of order k is irreducible over the finite field IF,,, one can get a
simple algebraic extension F,« of F,, with a root of f(x) as a
defining element of F. : F . = F(a) = Fpylz]/ < f(z) >=
{Z cialle; € IE‘p}. Multiplication in . is computed as a
multiplication of polynomials with modulo f(z) reduction.
Construction of finite fields with suitable irreducible f(z) is
important for an efficient arithmetic. When one focuses on
multiplication, there are various techniques in the literature
(see [3], [11]) for multiplying two n-digit integers, but we only
recall briefly Karatsuba technique since this was implemented
in open source libraries. Karatsuba’s method [10] proceeds by
splitting the integers into k parts, and therefore it is natural to
consider using it to implement multiplication in quadratic field
extensions. For computing the product ¢ = ab € [F,» with the
polynomial 22 — 3 using the Karatsuba Method proceeds by
precomputing vy = agbg, v1 = a1by, and then

co = v+ PBu

C1 = (ao + al)(b() +4 bl) — Vg — U1

We now give the definition of cyclotomic polynomials
which are used to get the extension fields in the following
sections.

Definition 1. The roots of the splitting field of " — 1 over a
field K are called the n-th roots of unity over K. A generator
of the cyclic group composing of all these roots is called a
primitive n-th root of unity over K.
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Definition 2. Let . be a field, n € Z* and p t n. Then, the
n-th cyclotomic polynomial ®,,(z) is defined as

[[-9

§
where £ ranges over the primitive n-th roots of unity.

We need the Frobenius action that plays a crucial role in
the arithmetic of extension field.

Definition 3. Let . be a finite field. Then, the Frobenius
map @y : Wpp — Fp is given by the map x +— xP.

III. PAIRING-FRIENDLY FIELDS

Extension field arithmetic has an important role in pairing-
based cryptosystems for an efficient implementation. The
problem is how to choose or find suitable irreducible f(z)
with degree k for an efficient implementation. In this problem,
f(z) should have low-weight such as binomials (z* /3, where
B € Fp) and trinomials (z¥+2"+5, where k > hand § € Fp).
In this respect, one must give a restriction on p that how to
find such (8 and ¢. Koblitz and Menezes introduced the notion
of pairing-friendly fields in [12].

Definition 4. Let k = 2!37 with i > 0 and 7 > 0. If p= 1
(mod 12), then ¥« is called pairing-friendly field.

Theorem 5. [12] Let ¥« be a pairing-friendly field and [3 €
[, be neither a square nor a cube in I,. Then, zF — B in
Fp(z] is irreducible over ).

The advantage of constructing pairing-friendly fields is to
easily find a small value of 3 which helps to reduce the cost of
extension field arithmetic. With the help of this construction,
one can perform a field multiplication in F,x, where k = 237,
with 3'57 field multiplications in [, by Karatsuba method.
There are special examples for quadratic extension.

1) [18] Let p = 3 (mod 4) and k = 2. Then, 22 + 1
is irreducible over F,[z] since —1 is a quadratic non-
residue modulo p. Representation of elements is ag+aq1,
where 7 is the imaginary square root of —1 and ag,a; €
Fy.

2) [13] Letp=2 (mod 3) and k = 2. Then, 22 +z+1 is
irreducible over F,[z] (See Lemma 6). Representation of
elements is agar+aja?, where o® = 1 and ag, a1 € Fp.

Construction of extension fields is not limited with this
definition for an efficient implementation for pairing-based
cryptographic systems. In this section, we give other classes
which uses cyclotomic polynomials for the embedding degrees
2,4,6,10 instead of binomials and trinomials for the embed-
ding degrees 3, 5 and show that the cost of the multiplication
is the same as fields given in Definition 4. Moreover, for every
cyclotomic polynomials, where (k+1) is prime one can choose
different prime numbers to use in construction of extension
fields as efficient as pairing-friendly fields.

Lemma 6.
Then, the third cyclotomic polynomial ®3(x) =
1)/(z — 1) = 2? + 2 + 1 is irreducible over F,.

1) Let p be a prime such that p =2 (mod 3).
(z® -
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2) Let p be a prime such that p = F2 (mod 5). Then, the
fifth cyclotomic polynomial ®5(x) = (2°—1)/(x—1) =
2t + 2% + 22 + x + 1 is irreducible over Fp.

3) Let p be a prime such that p = 3 (mod 7) or p =
5 (mod 7). Then, the seventh cyclotomic polynomial
O (z) = (27-1)/(x—1) = a5+ +at +a3 422 +a+1
is irreducible over F,

4) Let p be a prime such that p = 2 (mod 11) or p = 6
(mod 11) or p = 7 (mod 11) or p = 8 (mod 11).
Then, the eleventh cyclotomic polynomial ®11(x) =
(2 —1)/(z-1) =20 +2° + 28 + 2" + 25 + 25 +
2t + 2% + 22 + & + 1 is irreducible over Fp.

Proof:

1) Since p—1 =1 (mod 3) and ord(Fy) = p — 1, there
is no element in F of order 3. Then, a® — 1 = (o —
)®3(r) # 0 for any a # 1 in Fy. As a result, ®3(z)
has no roots in IF,,. The proofs of (2)-(4) are similar.

|

It should be noticed that k** cyclotomic polynomial can

be used when (k + 1) is a prime number. To perform a field

multiplication in )« one needs k(k+-1)/2 field multiplications

in [F,,. Trinomials with the extension degree 3 and 5 are given
in the following lemma.

Lemma 7. 1) Let k = 3. Then, f(z) = 2® + 2 + 1 is
irreducible over F, if p=1 (mod 4).
2) Letk = 5. Then, f(x) = 2 + 22+ 1 is irreducible over
F, if p=1 (mod 6).

Table I summarizes how to choose primes when one has
irreducible binomial, trinomial or cyclotomic polynomials with
small degree k. For every trinomials or cyclotomic polynomi-
als one can use different primes to construct extension fields
as efficient as pairing-friendly fields.

TABLE I
PRIME CLASSES FOR IRREDUCIBLE BINOMIAL, TRINOMIAL AND
CYCLOTOMIC POLYNOMIALS

l ‘ Binomial ‘ Trinomial ‘ Cyclotomic ‘
Quadratic | p=1 (mod 12) | p =2 (mod 3) p =2 (mod 3)
Cubic p=1 (mod 12) | p=1 (mod 4) -

Quartic p=1 (mod 12) - p=F2 (mod 5)
Quintic - p=1 (mod 6) -

Sextic p=1 (mod 12) - p=3 (mod 7)

p=5 (mod 7)

Tenth p=2 (mod 11)

p=6 (mod 11)

- - p=7T (mod 11)

p=28 (mod 11)

In the following section, we will show that the costs of
multiplication, exponentiation and inversion using cyclotomic
polynomials and trinomials are more or less identical.

IV. MULTIPLICATION, INVERSION AND EXPONENTIATION
ON PAIRING-FRIENDLY FIELDS

A. Multiplication

Field multiplication is one of the most used arithmetic
operation in the extension fields. In this subsection, we give
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quadratic, direct quartic extensions by cyclotomic polynomials
and cubic, quintic extensions by trinomials irreducible over [,
with their costs. Finally, we review the idea how to construct
the tenth extension field with quadratic over quintic and quintic
over quadratic. The cost for multiplying elements in . is
based on the following operations on I, : multiplication (M),
addition or substraction (A) and multiplication by 2 (S).

1) Quadratic: Let p = 2 (mod 3) and F,» = Fplz]/ <
22+ x+1>, 23 =1.Let a be aroot of 22 + = + 1.
a = apo + a1a?, where a € Fy2 and ag,a; € F,
b =boa + bia?, where b € Fy2 and by, by € F,

axb = (a0a+a1a2)(b0a—l—b1a2)
= (a1b1 — aobl — albo)a
+ (a()b() - (J,le - albo)a2
= cpa+cia?
where
co = a1b1 — a0b1 — a1b0
c1 = apby — apbr — aiby
Set
Vg = aobo
v = a1b1
vy = (ao - a1)(bo o b1)
Then,
co = —Ug+ U3
. = —v1+ v
Cost : 3M + 4A

Table III shows the implementation timings of multiplica-
tion in F,> with MIRACL based code, our code and NTL
module. MIRACL zzn2_mul function is clearly fastest because
it uses a combination of Lazy Reduction and Karatsuba’s
method.

2) Cubic: Let p =1 (mod 4) and Fps = Fplz]/ < 2® +
z+1>, 23 =—x —1. Let o be a root of 23 + z + 1.
a = ap + a1 + asa, where a € Fps and ag,a1,a2 € F)
b= b + bia + b, where b € F s and by, by, by € F,

axb = (ao—l—a1+a2)(bo+b1 +b2)
aobo - (11b2 — a2b1
+  (a1bo + agbr — a1by — agbi — agbs)w
+ (a2b0 + a1b1 + agbs — agbg)a2
= ¢cy+ca+ 02a2
where
co = aoby — ajbs — axb;
c; = a1b0 + a0b1 - CleQ - Clgbl — a2b2
co = ashy+ a1by + agbs — asbs
Bildiriler Kitabi
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Set
vo = agbo, w3 = (ag + a1)(bo + b1),
v1 = a1by, wvs = (ag + az)(bo + ba),
Vo = CLQbQ, Vs = (CLI + ag)(bl + bg)
Then,
co = Vg+ v +v2— U5
c; = —U + V3 — Us
co = —vg— 2V + vy
Cost : 6M+13A+1S

Table IV explains the implementation timings of multiplica-
tion in F)s with MIRACL prepared code, our code and NTL
module. Our code has a redundancy and MIRACL method is
faster in larger prime modulo although Karatsuba are used by
all methods and computational cost is the same theoretically.

3) Quartic: Let p = F2 (mod 5) and Fpa = Fplz]/ <
4+ 2 + 22 +2x+1 >, 25 = 1. Let o be a root of
a* + 23 + ? —|—x+1
a = apx + ala + a2a3 -+ aga
Qp, a1, a2,a3 € ]Fp
b = boa + b1a2
bo,bl,bg,bg EFP

where a € I, and

+ bra® + bsat, where b € F,i and

axb (agar + a10? + asa’ + a5a4)

% (bpa + bia? 4 baa® + b3at)
= coo+ 01(12 + 02(13 + 03(14
Set
vo = aobo, vs = (ap + az)(bo + b2),
v = albl, Vg — (CL -I— ag)(bo + bg),
vg = agby, vr = (a1 + ag)(b1 + b2),
vg = azbs, wvg = (a1 + as)(bi + bs),
vy = (ag +a1)(bo +b1), vy = (az + asz)(ba + b3).
Then,
co = v+ 203 —vg— 7+ U8
c1 = 2up+ v — v — U7+ Vg
co = 9+ 2v3+v4 —vg— VU7
c3 = 2v1 +v3+v5 —vg— VU7
Cost : 10M+28A+4S

The implementation timings of multiplication in [F,,« with
our code based on MIRACL and NTL module are demon-
strated in Table V. Our code uses cyclotomic polynomial which
results as a direct extension.

4) Quintic: Let p=1 (mod 6) and Fs = F,[z]/ < 2° +
22 +1>, 25 = —2? — 1. Let @ be a root of z° + 22 + 1.
a = ap+ a1 + aza® + aza® + asa’, where a € Fps and
agp, a1, 02,03, a4 € IFp
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b = by + biav + baa® + bga® + bya’, where b € Fps and
b07b17b27b37b4 € Fp

axb = (ap+ar1a+ axa® +a®a® + a4a4)
x (b + bra + bya® + 630 + blat)
= ¢yt ca+ CQO[Z + 03a3 + 04a4
Set
vo = agby, g = (ag + aq)(bg + bs),
vy = aiby, w9 = (a1 + a2)(by + ba),
vy = agba, wv1p = (a1 + az)(by + b3),
v3 = asbs, wv11 = (a1 + aq)(by + by),
vy = agby, vi2 = (a2 + az)(ba + b3),
vs = (ap +a1)(bo +b1), viz = (az + as)(b2 + ba),
ve = (ao + a2)(bo + b2), via = (a3 + as)(bs + bs).
)

vr = (ao + as (bo + b3),

Then,
co = 2vg+wvy+v3+ 204 — v — V12
g = —vg—v1 +vy—v3+v4+ V5 — Vi3
ca = —vg+2v1 + 203+ 3vg + V6 — V11 — V12 — V14
c3 = —vg— v — 203+ 204 + v7 + V9 — V13
c4 = —Vg— V] + U2+ U8+ Vg — Vig

Cost : 15SM+49A+7S

The implementation timings of multiplication in F,s with
our code and NTL module are given in Table VI. Our method
is used MIRACL’s base field operations and runs faster than
NTL in larger prime modulos but slower in smaller prime
modulos.

5) Tenth Extension: We consider two possibilities for build-
ing a tenth extension : quadratic over quintic and quintic over
quadratic.
1) We build Fpi0 as Fs[y]/(y*—7), where Fps = F,/(y°—
B), B is a quintic non-residue in F,. An element o €
10 is represented as ag + a1y, where ag,a; € Fps.

2) We construct Fo = Fplz]/(z? — 8) and Fpo =
F,2[y]/(y®—~), where 3 is a quadratic non-residue in F,,
and v = /0 is a quintic non-residue in F,2. An element
a € F o is represented as ag+a1y+asy®+azy® +asy?,
where ag, a1, a2, a3, a4 € Fpe.

The implementation timings of multiplication in [Fj10 with
our codes and NTL module are shown in Table VII. We
implemented two different towering. The results show that
quadratic over quintic is faster than quintic over quadratic as
expected, since establishing towering from bigger modulos to
smaller modulos is faster than vice versa.

Summary of multiplicative costs for quadratic, cubic, quartic
and quintic extensions is given in Table II. It is observed
that there is no significant difference when one compares
with pairing-friendly fields. However, by using cyclotomic
polynomial instead of binomial in quadratic extension one can
implement quadratic field multiplication with 1A+1S less than
binomials.
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TABLE II
MULTIPLICATIVE COSTS FOR QUADRATIC, CUBIC, QUARTIC AND QUINTIC
EXTENSIONS

‘ Quadratic ‘ Cubic ‘ Quartic ‘ Quintic ‘

Multiplication | 3 6 10 15
Addition 4 13 28 49
Shift - 1 4 7

B. Inversion

Inversion in extension field with degree k& corresponds to
computing a multiplicative inverse of a polynomial modulo an
irreducible polynomial f(x) of degree k. There is an efficient
algorithm in [11]. By using this algorithm and irreducible
polynomials defined in Section 3, one can obtain the following
examples.

Example 8. 1) Let p = 1 (mod 12) and 2% — 3 be
irreducible over I, where (3 is quadratic non-residue in
F,. Let a € Fp2 be the form a = ap+aic, where o is a
root of 2% — 3. Then, a™! = (—ag+aya)/(—a3 + Ba?)
in sz.

2) Letp=1 (mod 12) and x> — 3 be irreducible over F,,
where 3 is cubic non-residue in F),. Let a € Fp3 be the
form a = ap+ a1+ asa, where o is a root of 23— 3.
Then, a=* = as((a3 — Baraz) + (—apa; + Bad)a +
(=apas + a?)a?)/(—apar + Ba3) in F .

3) [17] Let p = F2 (mod 5) and x* + 2> + 2?2 + z + 1
be irreducible over IF,. Let a € 1 be the form a =
aga+a,® +azad+aszal, where o is a root of vt 3+
2% 4+ x4 1. Then, the inverse of a in Fp4 can be defined
by a=! = aza + axa® + a0 + aga®. This trick can
be used point addition and doubling in Elliptic Curve
Cryptosystems [6].

4) There is a method originally developed for using with bi-
nary extension fields applied to ¥ [8]. In this method,
main idea is to use Frobenius map. Let o € F .. Then,
using this algorithm, we get a=* = a*71/(a®), where
s=(p"-1)/(p-1).

Table VIII gives inversion timings in [F,,> with MIRACL’s
method and NTL method. It is seen that MIRACL is strongly
faster than NTL. Their inversion implementation method is
based on the binomials.

C. Exponentiation

There is a relatively low cost implementation way of expo-
nentiation in IF,». If the order of subgroup divides p+1, Lucas
sequences can be used in the exponentiation of even embed-
ding degree. Let P and @ be in F,. Then, Lucas sequences
{Un} and {V,,} are two particular solutions of the general
second order linear recurrence relation 7, = PT,,_1 —QT,,_2
which corresponds to the polynomial equation 22 — Pz +Q =
0. Let o and (3 be the roots of this polynomial. Then, they are
defined by

an — Bn

Uy = ; Va=at+ "
a—f3
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where Uy = 0, U; = 1 and Vy = 2, V; = P are the initial
conditions. In the light of this sequences, raising any element
of 2 to a power m is given by the following equation:

(a+1ib)™ =V, (2a)/2 + U, (2a)ba,
where i? = § for some quadratic non-residue § € F,,.

Table IX and Table X show Lucas exponentiation timing
with our codes in IF,,> with MIRACL’s base field operations
and exponentiation timing of NTL module, respectively. Our
implementation is faster since NTL does not use Lucas method
for F,> does square-and-multiply for exponentiation. For big-
ger exponent k’s the difference increases since Lucas method
has complexity with log(k).

We now give the following example related to the Frobenius
action, where k is the extension degree and o € FFx is the
root of the irreducible polynomial in [F),.

Example 9. 1) Letk = 2, 22+1 is irreducible over F,, and
a = ag +1iay € F2, where ag, a1 € ), and © quadratic
non-residue. Then, a? = (ag + ta1)? = (ag — iay)

2) Let k = 2, p = 2 (mod 3) and a = apa + a10? €
Fp2 be an element of Fp2, where ag,a; € F,. Then,
the third cyclotomic polynomial is irreducible over T,,.
a? = (apa + a1a?)? = (a1 + apa?).

3) Let k = 4, p = F2 (mod 5) and a = apa +a1a® +
asa® + azat € Fp4, where ag,ay,az,az € Fy. Then,
the fifth cyclotomic polynomial is irreducible over T,,.
a? = (ape + a10® + a20® + aza®)? = asa + apa? +

a3a3 + a1a4.

V. TIMINGS

Tables given in APPENDIX show the timing comparison
for extension field arithmetics implemented on MIRACL and
GMP-NTL. Both libraries are installed as default installation
in which MIRACL is used without its optimizations. For
MIRACL we worked with default library ms32.1ib. For GMP
we run Cygwin as Linux simulator on the same computer,
installed NTL based on GMP functions and used NTL’s ZZ_pE
module for field extension arithmetic.

The performance of arithmetic operations was measured on
an Intel Core Duo 2*%1,6 GHz (but uses only one core) with 2
GB RAM, running Windows XP SP2. We have coded in C for
MIRACL and compiled in Visual C/C++ 6.0. We have used
standard ZZ_pE class for GMP/NTL and compiled by GNU
C++ Compiler.

We implemented Karatsuba multiplication for £ = 2,3,5
and 10 in MIRACL. We implemented extension degree 10
in two different towering : quadratic over quintic and quintic
over quadratic. We used irreducible cyclotomic polynomial for
quadratic, field and trinomials for others. Random primes were
generated by MIRACL.

In GMP/NTL we used ready class ZZ_pE and its functions.
Timings start by generating two random field elements and
ends by multiplication of that elements. For exponentiation
we implemented Lucas sequences for quadratic exponentiation
in MIRACL but used NTL’s prepared polynomial powering
function. For inversion we used the prepared functions of
MIRACL and NTL in quadratic extension.

Bildiriler Kitabi

3 INFORMATION SECURITY &
IurKey CRYPTOLOGY CONFERENCE

WITH INTERNATIONAL PARTICIPATION

VI. CONCLUSIONS

We have presented arithmetic operations; namely multi-
plication, exponentiation and inversion in the fields with
extension degree 2,3,4,5 and 10. We have used cyclotomic
and trinomial irreducible polynomials for representing the
extension fields. This representation is of course different than
the ones used for pairing-friendly fields. Our first observation
is that cyclotomics and trinomials are also as efficient as
ones used in pairing-friendly fields. Theoretically, for the
multiplication on [F,x, we have shown that the number of
arithmetic operations performed on [F, are comparable with
ones corresponding to pairing-friendly fields.
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APPENDIX

TABLE IX
LucAs EXPONENTIATION IN F, 2 WITH OUR IMPLEMENTATION FOR
DIFFERENT EXPONENT K VS. NTL

TABLE III
MULTIPLICATION IN ]sz WITH MIRACL LIBRARY VS OUR
IMPLEMENTATION VS NTL

| 160-bit | 192-bit | 256-bit | 512-bit |
k=10 0,030 | 0,035 | 0044 | 0,080

| 160-bit | 192-bit [ 256-bit | 512-bit |

Karatsuba (zzn2_mul) | 0,003 0,004 0,005 0,011

Our implementation 0,020 0,032 0,041 0,085 k =50 0,033 0,057 0,061 0134
NTL (ZZ_pE) 0,019 0,023 0,029 0,064 ke = 200 0,058 0,069 0,09 0,183
k = 600 0,047 0,082 0,107 0,216
k = 1000 | 0,053 0,094 0,115 0,233
k = 2000 | 0,060 0,097 0,124 0,258

TABLE IV

MULTIPLICATION IN ]Fpg WITH MIRACL LIBRARY VS OUR
IMPLEMENTATION VS NTL

. . X . TABLE X
‘ 160-bit ‘ 192-bit ‘ 256-bit ‘ 512-bit ‘ EXPONENTIATION IN ZZ_PE NTL FOR DIFFERENT POWERS K

Karatsuba (zzn3_mul) | 0,020 0,019 0,021 0,039
Our implementation 0,034 0,067 0,095 0,119

NTL (ZZ_pE) 0,027 0,030 0,039 0,081 k=10 0,094 0,105 0,127 0,245
k =50 0,153 0,174 0,212 0,422

k = 200 0,192 0,219 0,270 0,531

TABLE V k = 600 0,253 0,288 0,351 0,707
MULTIPLICATION IN Fp4 WITH OUR IMPLEMENTATION VS NTL k= 1000 | 0,290 0,333 0,412 0,836
k = 2000 | 0,317 0,361 0,443 0,890

160-bit | 192-bit | 256-bit | 512-bit |

| 160-bit | 192-bit | 256-bit | 512-bit |

Our implementation | 0,063 0,073 0,085 0,128
NTL (ZZ_pE) 0,040 0,049 0,059 0,119

TABLE VI
MULTIPLICATION IN Fps WITH OUR IMPLEMENTATION VS NTL

| 160-bit | 192-bit | 256-bit | 512-bit |

Our implementation | 0,069 0,074 0,085 0,128
NTL (ZZ_pE) 0,040 0,065 0,080 0,156

TABLE VII
MULTIPLICATION IN F ;10 WITH OUR IMPLEMENTATION (DIFFERENT
TOWERINGS) VS NTL

| 160-bit | 192-bit | 256-bit | 512-bit |

Our implementation 0,309 0,319 0,346 0,494

(quadratic over quintic)

Our implementation 0,411 0,420 0,443 0,576

(quintic over quadratic)

NTL (ZZ_pE) 0,125 0,140 0,172 0,372
TABLE VIII

INVERSION IN sz WITH MIRACL vs NTL

| 160-bit | 192-bit [ 256-bit | 512-bit |

MIRACL (zzn2_inv) | 0,023 0,027 0,036 0,081
NTL (ZZ_pE) 0,073 0,080 0,092 0,170
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Efficient Multiplication in Finite Fields of
Characteristic 3 and 5 for Pairing
Based Cryptography

Murat CENK, Ferruh OZBUDAK

Abstract—1In [1], it is investigated the eta paring computation
on general divisors over hyperelliptic curves y = z” —x+d where
p is a prime satisfying p =1 mod 4. One of the used finite field
in that paper is ' 5». In that paper, it is given a multiplication
formula for F 5. with at most 15 multiplications in F ~. In our
paper, firstly we give a brief survey of efficient multiplication in
finite fields by giving an example of multiplication formula for
F 6m. Then we will apply the methods used for F ¢ to F 5. in
order to obtain explicit multiplication formula in [ 5.. We give a
formula for multiplying elements of I 5. with 11 multiplications
in F » which is better than the formula given in [1].

Keywords — Finite field multiplication, pairing-based cryp-
tography

I. INTRODUCTION

INITE fields of characteristic three are useful for pairing-

based cryptography. Therefore, special attention has been
given to Fgm, recently [2], [3], [4], [5]. The elements of Fgm
can be represented by at most (m — 1) degree polynomials
over 5. To multiply elements of [F3~ one can use Karatsuba
method [6], [7] or Montgomery formulae [8], which are among
the main algorithms used in every finite fields. On the other
hand, for finite fields of fixed characteristics, there are other
methods that give more efficient algorithms for polynomial
multiplication than Karatsuba and Montgomery in some cases.
Some of those methods are Chinese Remainder Theorem
(CRT) method [9] and Discrete Fourier Transform (DFT)
method. In [3], [4], using DFT method, the multiplication
formula in [2] for Fzem is improved. Moreover, in [5], it
is found that using a method based on CRT for polynomial
multiplication over F3 and suitable reductions, it is obtained an
efficient multiplication method for finite fields of characteristic
3. For 5 < ¢ < 18, it is shown the canonical multiplication
formulae over Fse for any m > 1 with the best multiplicative
complexity improving the bounds in [8].

In the recent paper [1], it is investigated the eta paring
computation on general divisors over hyperelliptic curves y3 =
P — x 4 d where p is a prime satisfying p =1 mod 4. One
of the used finite field in that paper is F5s.. Moreover, in that
paper, it is also given a multiplication formula for Fgs» with
at most 15 multiplications in Fsn.

Murat Cenk is with the Department of Mathematics and Computer Science,
Cankaya University, Ankara, Turkey, E-mail:mcenk@cankaya.edu.tr

Ferruh Ozbudak is with the Department of Mathematics and Institute of
Applied Mathematics, Middle East Technical University, Ankara, Turkey, E-
mail:ozbudak@metu.edu.tr
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In this paper, firstly we give a brief survey of efficient multi-
plication in finite fields by giving an example of multiplication
formula for Fgem. Then we will apply the methods used for
F36m to F5sn in order to obtain explicit multiplication formula
in Fysn.. We give a formula for multiplying elements of Fssn
with 11 multiplications in F5» which is better than the formula
given in [1].

The rest of the paper is organized as follows. In Section II,
we give a brief survey of efficient multiplication in finite fields
by giving an example of multiplication formula for Fzem. An
explicit formula for multiplication in Fgs» which requires 11
multiplications in Fs~ is presented in Section III. Finally, we
give the conclusion.

II. EFFICIENT POLYNOMIAL MULTIPLICATION OVER [,

In this section we give a brief review of efficient polynomial
multiplication over IF,.

Let I, be the field with ¢ elements. Let n > 1 be an integer.
A polynomial A(z) of the form

Alx)=ag+arz+ ...+ ap 12", apn_1 #0

is called an n-term polynomial. M,(n) denotes the minimum
number of multiplications needed in IF, in order to multiply
two arbitrary n-term polynomials. We note that M,(n) is also
called multiplicative complexity of n-term polynomials. Let
n > 1 be an integer, f(z) be an irreducible polynomial and
¢ > 1 be an integer such that

0 deg(f(x)) <2n—1.

Let A(x) and B(x) be arbitrary n-term polynomials, C(z) =
A(x)B(z) and A(x), B(x), C(x) be the uniquely determined
polynomials of degree strictly less than ¢ deg(f(x)) such that

Az) = A(z) mod f(x)",
B(z) = B(z) mod f(x)",
C(x) = C(x) mod f(z)t.

Notation 2.1: Let My ¢ ¢(n) denote the minimum number
of multiplications needed in F, in order to obtain C(z) from
given n-term polynomials A(x) and B(x). Obtaining such
C(z) from A(z) and B(z) is called multiplication of n-term
polynomials modulo f(z)¢.

Let 1 < w < 2n — 2 be an integer and C(z) = ¢y +
1T + ... + con_22?""2. Obtaining the last w coefficients
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Con—2,Can—3, -y Con—1—y Of C(z) is defined as the multipli-
cation of n-term polynomials modulo (z — o)™ [9], [10].

Notation 2.2: Let M, (—o0),w(n) denote the minimum
number of multiplications needed in F, in order to ob-
tain a2, Cap—3, ..., Can—1—q from given n-term polynomials
A(z) and B(x).

CRT method for finite field polynomial multiplication can
be summarized as follows. For 1 < i < ¢, let m;(z) = fi(x)%
be the ¢;-th power (¢; > 1) of an irreducible polynomial f;(x)
such that deg(m(z)) > 2n — 1 where m(z) = H:Zl m;(x).
Assume that fi(x), ..., fy(z) are distinct. Let w > 1 be an
integer which corresponds to multiplication modulo (z —c0)®
(see [10] and [9, p. 34]). It follows from CRT algorithm that
if

t
w+ YL deg(fi(x)) > 2n — 1 (L1)
i=1
then
t
My(n) < My (ocoyw(n) + Y Mg ze(n). (1.2)
i=1

The value of M, r¢(n) can be bounded from above by
My(deg(f*)) < My(¢ - deg(f)). For example in [10],
My 5.0(n) < My(€-deg(f)) is used for binary fields. In [11],
we improved the estimate of M, y,(n) for the binary field
5. The same techniques also work for any finite field I,
in particular for fields of small characteristic such as [F5 and
Fs5. Before giving the improvement, we give the following
definition.

Definition 2.3: Let R = F,[z] be the ring of polynomials
over [F, in variable z, £ > 1 be an integer and

A(Y) = ao(x) + a1(2)Y + ... + aga (2) Y,
B(Y) = bo(z) + bi(2)Y + ... F beey (z) V!

be two (-term polynomials in the polynomial ring R[Y] over
R. Let co(x), ..., coe—2(x) € R be given by

co(x) + c1(2)Y + ...+ co_a(2)Y? 72 = A(Y)B(Y).

Let Ay (¢) denote the minimum number of multiplications
needed in R in order to obtain co(z), c1(x), ..., co—1(x).
The following theorem provides further improvements. The
proof can be seen in [11] and [5].

Theorem 2.4: Let f(x) be an irreducible polynomial and
¢ > 1 be an integer such that £ deg(f(z)) < 2n—1. We have

M, 1.6(n) < A(0)M,(deg(£). (1L3)

Remark 2.5: Let 1 < w < 2n — 1 be an integer. Recall

that the notation M (; o), (1) is given in Notation 2.2. It is

clear that M (1) = 1. Using similar methods as in Theorem
2.4 we also obtain that

My, (@—o00),w(n) < Ag(w)My(1) = Ag(w).
Corollary 2.6: My , ,(n) corresponds to computing first
w coefficients co,cq,...,¢p, Of c(x) and My ,.m(n) =
Mq,(z—oo),w(n) < )‘q(w)
Some effective upper bounds of A, (¢) is given in the following
proposition which contributes to improvements on Mg ¢ ¢(n).
The proof is in [5].
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Proposition 2.7: \g(3) < 5,A(4) < 8,A(5) <
11, 04(6) < 15, A\g(7) <19, A(8) < 24, and A,(9) < 29.

Once we obtain a formula for multiplying n-term polynomi-
als over Iy, it is also valid over F,~ because of the following
theorem. The proof can be found in [12].

Theorem 2.8: The formulae for multiplication of two arbi-
trary n-term polynomials over IF, are also valid for multipli-
cation of two arbitrary n-term polynomials over F;=, where
m is any positive integer.

The notation fi,(n) represents the bilinear complexity of
multiplication in Fyn over F,. It corresponds to the minimum
number of IF; multiplications in order to multiply two arbitrary
elements of F,». As reduction modulo an irreducible polyno-
mial in Fy[z] can be performed without multiplications in F,,
we have

fiq(n) < Mg(n).

However p,(n) and M,(n) are not necessarily
equal in general. Using a polynomial basis {1,&,&2
ey €0 €272 for Fyen-1 over Fy, it is easy to show
that

IL.4)

M,(n) < jig(2n — 1).

Example 2.9: The finite fields of Fsem, where m is prime
are used in id-based cryptography for efficient computation of
the Tate pairing. In [2], it is given a multiplication algorithm in
F36m» with 18 multiplications in Fgm. In [3], [4], multiplication
in F3em is decreased to 15 multiplications in Fgm. On the other
hand, when we use (I m 00)27 f117 f12, '](‘137 ']0217 fgg and f23
in the method describe in Section II, we obtain M;5(6) <
15. Then by (IL4), the formula for multiplying two 6-term
polynomials over [F3 can be used for the multiplication over
F36:» with 15 multiplications in Fzm. Now we will show that
multiplication in [Fze.07 which is investigated in [4] can be
done with 15 multiplications in F3e7. Let us construct,

Falz]/ ("7 +2'° +2),
> Faorly]/(y° +y —1).

]F397 =
]F36-97

5 5
Let «, 3,7 € F3697 such that o = Zaiyi, b= Zbiyi
i—0 i=0

5

and v = a-f = Zciyi. Then the coefficients of -~y

=0
can be found as follows: First compute the coefficients of

5 5
(Z agy’ Z b;y® | and then reduce it modulo 3% +y— 1.
i=0 i=0
Tﬁerefore, usirig the method described in Section II we get

co = —Mmis5 — M1 +Mmio —Me — M5 + M7 —Mmg — Mg —Mi2 — Mi1;

€1 = mi5 +m2 —m3 —mg +ms —my7 —mg + mio —mi1 +miz2 +

mi13 + mi4;
c2 = —m3 + ms + mg —Mme — M1 — M2 — Mg + Mg — M13;
c3 = —m3 —ms+my —mi —mg — mg —miz — Mis;

Cc4 = Mg +mi3—miz2 —mi1 —mMg—Mmig — M5 — M7 +M2 —M3 —M4;
5 = Mi4 — Mg + Mg — Mo — Me +M13 — M1 +m3 — mi1 + mi2;
where m;’s are

my = (ap + a1 + a2 + a3 + a4 + as)(bo + b1 + b2 + b3 + ba + bs);
ma = (ao + a1)(bo + b1); m3 = aobo; ma = a1by;
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ms = (a1 — a3 —as +a2)(b1 —b3—b5+b2);

me = (ap — a2 — as + a1 —as)(bo — bz — ba + b1 — bs);

my7 = (ap — a2 + a4 + a1 — a3 + as)(bp — bz + ba + by — bz + bs);
(

mg = (a0 — a2 +as)(bo — b2 +bs); mg = (a1 — a3z +as) (b1 — bz +bs);
mio = (a0 — a1 + a2 — az + ag — as)(bg — by + ba — bz + by — bs);
my1 = (ag + a2 — as — a3z)(bo + b2 — bg — b3);

mis = (ap — a4 +asz + a1 — as)(bo — ba + bg + by — bs);

m13 = (ag + a2 — as + a3z)(bo + b2 — bs + b3);

mig = (a1 — az — a5 — a2)(b1 — b3 — b5 — b2); m15 = asbs;

On the other hand F3s.07 is constructed in [3], [4] using tower
field representation, i.e.

]F397 = IF3 [17]/(197 + ZL’lG + 2),
Fg207 = TFgo7 [y]/(y2 + 1),
F360r = Fs32.07 [z]/(z3 —zZ— 1).

Therefore, the formula in [3], [4] contains multiplication by
Fs,F(s + 1) and F(s — 1), where s € Fgz2or is a root
of y? 4 1. For both our proposed formula and the formula
in [4], the number of multiplications is 15. The number of
additions for our proposed formula is 137. Note that there
are multiplications of form (s F 1)m; in the formula in [4].
Here s ¢ Fs. If we disregard the multiplication by s in the
formula [4] and if we consider the cost of multiplication of
the form (s F 1)m; for the formula in [4] as 1 addition only
then the number of additions for the formula in [4] is still 138.
Moreover, in our formula the only nonzero coefficients are F1
and we don’t need to introduce intermediate field extension
like F3z2.07 containing s ¢ 3. Therefore it seems that our
construction would be preferable to the construction in [3],
[4].

IT1. EFFICIENT MULTIPLICATION FOR Fysn

The finite field Fss. is used in [1]. Multiplication in Fssn
in [1] is performed by using Karatsuba-Ofman algorithm with
15 multiplications in F5» as follows. Let A = Z?:o a;p',
B= Z?:o a;p’ € Fssn where {1,p, p%, p%, p*} is a basis for
F55. over Fsn Then

AB = (A2p3 + Al)(Blpg + BQ) = A2sz6 =
((Aa + A1)(Ba+ B1) — As By — AlB1)03 + A, By,

where
Ao = (asp + a3), A1 = (azp® + a1p + a1)
By = (bap +b3), By = (bap® +bip+ by).

Since the polynomials A, and Bs have 2 terms, A, Bs needs
3 multiplications in F5» due to Karatsuba method. Since A; By
and (As+A;)(Bs+ By) are 3-term polynomials over Fs., they
need 6 multiplications in F5» by Karatsuba method. Therefore,
usn (5) < 15.

In fact, the multiplication can be further improved. For
example, we can improve this bound to 14 multiplications
in F5» by observing a common multiplication asby in both
AlBl and (A2 + Al)(BQ + Bl)

Moreover, we can decrease this bound to 13 as follows.
Since A;Bj and (As + Ay )(Bz2 + By) are three term polyno-
mials over F5», we can multiply them with 5 multiplications
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by using the interpolation algorithm. For example, we can
multiply 3-term polynomials over Fs~ as follows:

(ap + a1z + GQIZ)(Z)Q +b1x + ng’z) =my + (dmg + 2mg3 +
3my +ms)x + (dma + mg +my + 4ms)2? + (dma + 3ma +
2my +ms)a + (4my + 4my + dms + dmy + 4m)a?
where

m1 = agbo,

ma = (ag + a1 + az)(bo + b1 + b2),

ms = (a(] + 2@1 + 4@2)(()() + 2b1 + 41)2),

mya = (ag + 3a1 + 4az)(by + 3by + 4bs),

ms = (a(] + 4@1 + (lz)(b() + 4b1 + bz)

Therefore, we can write us-(5) < 13.

Now, we will show that this bound can be further improved
by using the method presented in Section II by obtaining
Ms(5) < 11. Let a(z) = S a2’ and b(z) = Y1 bz’
be two 5-term polynomials over F5. Let

4 4 8
elz) = (Z M> (Z bx) = Z c;xt (1L 1)
=0 =0 =0

be product the polynomial. When we use the modulus poly-
nomials 22, (z — 1), (x — 2), (z — 3),(x — 4) and 2 + 3 as
evaluation points in (III.1), we obtain the following system of
linear, equations:

.’.13'2 A { my = Cop,
ma —my —mz = c1,

x—1 = my=(co+ - +cs)
r—2 = ms=(co+2c+..+28%z),
x—3 = mg=(co+3c1+...+3%z),
r—4 = "my= ((2()-0—401-i-...-|-48(:8)7
r—o0 = mg = Cg,

9 mg + 2myg = ¢o + 2¢o + 4cy + 3¢ + cs,
s {m11—mg—m10201+203+405+307,

where

mq = apgbg, mo = (ao + al)(bo + bl), ms3 = a1by,

my = (ap + a1 + as + az + aq)(bo + by + ba + b + by),

ms = (ag + 2a1 + 4as + 3as + a4)(bo + 2b1 + 4bs + 3b3 + by),
= (CLO + 3a1 + 4(12 + 2&3 + a4)(b0 + 3b1 + 4b2 + 2b3 + b4)7

my = (ap + 4ay + as + 4as + a4)(b0 + 4by + bo + 4b3 + by),

mg = asby, mg = (ao + 2a9 + 4a4)(b0 + 2by + 4b4)

mio = (a1 + 2a3)(by + 2b3),

B
|

mi1 = (a1 + 2&3 “+ag + 2&2 + 4(14)(b1 + 2b3 + bo + 2b2 -+ 4b4)

So we obtain the following system of linear equations

M=G-C, (II1.2)
where

- - - - ‘@ -
mo — 1M1 — M3 C1
my C2
ms C3

M = me , C= Cy ;

my Cs
ms Cg
mg + 2m10 (&g

L 11 — Mg — Mio | L €8 |
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100000000
010000000
111111111
124312431

G=1]1342 13421
141414141
000000001
102040301

(0010204030,

The resulting coefficients ¢;’s for 0 < ¢ < 8 are obtained by
solving equation (IIL.2). Since matrix G is invertible we have
C =M -G~ ! where
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10 0000 O0O0O
01 000 O0O0TO0TO0
2 0 3 4 4 3 2 40
023 23 200 4
G'=|1404 444400
04 4231000
301 2 21310
03 1 1 4 40 0 1
100 0000 1 0 0]
By using C = M -G~ , we get the following explicit formula.
Co = Mmy,
C1 = M2 — My —Mms3,
ca = 2mq + 3my + 4ms + dme + 3my + 2mg + 4mg + 8mo,
c3 = 2mo —2my — 2msg + 3my + 2ms + 3meg + 2my + 4mqy —
4dmg — 4myo,
cy = 4dmq + 4dmy + dms + dmeg + dmy + dmg,
cs = 4mg —4my — 4dms + dmy + 2ms + 3mg + my,
cg = 3mq+ my+ 2ms + 2mg + myg + 3mg + mg + 2mag,
cr = 3mo — 3my — 3ms + my + ms + dmg + dm7 + mqg —
mg — Mio,
cg = msg.

IV. CONCLUSION

We explain an efficient method for polynomial multiplica-
tion over IF,. We give an explicit formula for multiplication in
F55» which requires 11 multiplications in Fs». To the best of
our knowledge, given formula which is better than the formula
given in [1] is the best known formula.
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An Analysis of the Generalized ID-Based

ElGamal Signatures
Hatice KOYUNCU, Kamer KAYA, Ali Aydin SELCUK

Abstract—There have been many ID-based signature schemes
proposed in recent years, most of which are, in one way or
another, variants of the ElGamal signature scheme. Kalkan
et al. proposed the concept of “generalized ID-based ElGamal
signatures” as a unifying framework for these schemes, which
also produced many new variants. In this paper, we analyze the
security of these signature schemes and show that some of the
proposed variants are insecure.

Keywords ;—ID-based cryptography, ElGamal signatures,
bilinear pairings.

I. INTRODUCTION

In 1984, Shamir [11] introduced the concept of ID-based
cryptography to simplify key management procedures in pub-
lic key infrastructures. Following Joux’s [7] discovery on
how to utilize bilinear pairings in public key cryptosystems,
Boneh and Franklin [2] proposed the first practical ID-based
encryption scheme in Crypto 2001. Since then, ID-based cryp-
tography has become one of the most active research areas in
cryptography and numerous ID-based encryption and signature
schemes have been proposed that use bilinear pairings.

ID-based cryptography helps us to simplify the key man-
agement process in traditional public key infrastructures. In
ID-based cryptography any public information such as e-
mail address, name, etc., can be used as a public key. Since
public keys are derived from publicly known information, their
authenticity is established inherently and there is no need for
certificates in ID-based cryptography. The private key for a
given public key is generated by a trusted authority and is
sent to the user over a secure channel.

Recently, there have been many proposals for ID-based
signatures [1], [3], [5], [9], [10], [12] and most of these
schemes, in one way or the other, have been based on the
ElGamal signature algorithm [4]. Horster et al. [6] showed
that many variations of the basic ElGamal signature are
possible by modifying the signature equation. Following their
work, Kalkan et al. [8] extended those variants to the ID-
based setting and observed that most of the existing ID-based
signature schemes [1], [3], [5], [9], [10], [12] are special
instances of a more general concept which they called the
generalized ID-based ElGamal signature.

In this work, we analyze the security of these ID-based
ElGamal signature variants and show that some of the schemes
proposed by Kalkan et al. are actually insecure. We first show

H. Koyuncu is with ASELSAN INC Ankara, 06172, Turkey, e-mail:
hkoyuncu@aselsan.com.tr

K. Kaya and Ali Aydin Selcuk are with Bilkent University, De-
partment of Computer Engineering, Ankara, 06800, Turkey, email:
{kamer,selcuk } @cs.bilkent.edu.tr
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how an attacker, having observed a message-signature pair,
can obtain the private key of the signer or forge signatures on
new messages. Second, we propose certain modifications on
some of these signatures to avoid the security flaws involved.

The rest of the paper is organized as follows: Background
concepts including bilinear pairings and generalized ElGamal
signatures are discussed in Section II. We describe Kalkan
et al.’s generalized ID-Based ElGamal signatures in detail in
Section III. Some security flaws and attacks for some of the
variants in [8] are described in Section IV and modifications
to fix these variants are proposed in Section V. Section VI
concludes the paper.

II. BACKGROUND

In this section, we present the tools that are used in
generalized ID-based ElGamal signatures. We briefly discuss
bilinear pairings, the ElGamal signature scheme and its gen-
eralizations.

A. Bilinear Pairings

Let (G; be a cyclic additive group of order ¢ generated by P.
Let G4 be a cyclic multiplicative group of the same order. A
cryptographic bilinear pairing is defined as e : G; x G1 — G2
with the following properties:

1) Bilinearity: e(aR,bS) = e(R,S)® where R, S € G4
and a,b € Z,. This can also be stated as VR, S,T €
Gie(R+8S,T)=e(R,T)e(S,T) and e(R,S+T) =
e(R,S)e(R,T)

2) Non-degeneracy: The map e does not send all pairs in
G1 x Gy to the identity of G5. That is e(P, P) # 1.

3) Computability: There exists an efficient algorithm to
compute e(R, S) for any R, S € Gy

B. ElGamal Signature Scheme

Let p be a large prime and g be a generator of Zy. The
user chooses o € Z,_1 as his private key and then computes
[ = g% mod p as his public key. The parameters p, g, and §
are public whereas the user keeps « secret. To sign a message,
the user generates a random & €r Z,_;. Then he computes
r=g" mod p and s = k~'(m—7ra) mod (p — 1). The (, s)
pair is the signature of message m. The equation

(mod p — 1) (H

is called the signature equation, and verification is done by

m=ar+ ks

checking the congruence g™ ; G"r® mod p. Security of
ElGamal signature relies on the discrete logarithm problem
(DLP) since solving « from /3 or s from r, m, 3 can be reduced
to solving the DLP in Z7.
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C. The Meta-ElGamal Signature Scheme

Horster et al. [6] showed that many variations of the basic
ElGamal signature are possible by modifying the signature
equation. Instead of using ElGamal’s original signature equa-
tion, one can use the general equation

+A=4+aB+kC (mod q)

where A, B and C are functions of m, r and s, ¢ is a divisor
of p—1, and g is an element in Z; of order g. The signature
can be verified by checking the equation:

giA = BiBriC (mod p) 2)

We refer the reader to [6] and [8] for further details.

D. An ID-Based ElGamal Signature Scheme

Let the private key generator (PKG) be a trusted party
responsible for verifying the users’ identities and generating
their private keys. An ID-based signature scheme consists of
four algorithms: SETUP, EXTRACT, SIGN, and VERIFY. As
an example, consider the following ID-based version of the
original ElGamal signature scheme:

o SETUP: Let G; be a cyclic additive group of order
q generated by P. Let G2 be a cyclic multiplicative
group of the same order and e : G; X G — Gy
be a bilinear pairing. The PKG chooses s €r Zj as
the global secret key and computes P,u, = sP as the
global public key. The PKG publishes system parameters
(G1, Go, e, P, Py, H, Hy) where H and H; are
secure hash functions.

o« EXTRACT: PKG verifies the user’s identity ID and com-
putes Q;p = H1(ID) and S;p = sQp as user’s public
and private keys respectively.

o SIGN: To sign a message m € Z,, a user with his private
key Srp, first chooses k €r Z,, then computes:

r = H(kP)
U=k Y(mP—rSrp)

The signature for the message m is (kP,U)

e VERIFY: Given ID, a message m, and a signature
(kP,U), the signature is valid if the following equation
holds:

e(U, kP)e(Q1p, Pypus)” = e(P, P)™ 3)

The above scheme is the ID-based version of the original
ElGamal signature scheme. The conversion process, which
can also be used for the generalized signature equation, is
described below:

In the original ElGamal scheme, the signature equation is
m = ar + ks mod (p — 1) where r = ¢g* and the signature
is (7, s). The corresponding signing equation for the ID-based
ElGamal signature is:

mP = TS[D + kU

Here, the uppercase letters are used to denote elements of the
elliptic curve group G1. Stp is the private key of the user; so
it is a natural replacement for « in the original scheme. U is
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the part of the signature that replaces s. The message m cannot
be used in the equation directly since it is not a member of
elliptic curve group; therefore m P is used to replace m.

A natural choice for 7 in the ID-based scheme is to compute
r as r = kP since r equals g* in the original scheme.
However, r must be an integer in Z,, in the signature equation,
hence, it can be computed as » = H (kP). Since kP is needed
for verification (3), the signature will be issued as (kP,U)
instead of (r,U).

III. GENERALIZED ID-BASED ELGAMAL SIGNATURES

Kalkan et al. [8] discussed how the ID-based signature
scheme above can be generalized by using the generalized
signing equation

A= DBSip +kC, 4

where (A, B, C) is a permutation of the parameters (m, r, U),
instead of the basic equation mP = rS;p + kU. Note that,
not all the permutations generate useful variants considering
U as a member of elliptic curve group, and m,r € Z,.
Hence, A and C' should be members of the elliptic curve
group, but not B. Also note that mP and rP can be used
instead of m and r, respectively. So, by permuting the elements
of (m,r,U), Kalkan et al. obtained four ID-based ElGamal
signature variants. The signing equation for these variants are:

mP =rSip + kU (®)]
U=rSip+kmP 6)
U =mSip + krP @)
rP =mSip + kU (8)

Note that, the two variants where U is a coefficient of S;p
do not produce useful signing equations.

In the variants where kP is not needed for verification, r
can be computed as e( P, P)* and the signature for m will be
(r,U). For other variants, where kP is needed for verification,
r will be computed as » = H(kP) and the signature for m
will be (kP,U). Kalkan et al. also proposed computing r as
H(m, kP) instead of H(kP) or e(P, P)*. In that case, m
does not need to occur in the signing equations.

As in the work of Horster et al. [6], more variants can be
produced by using different permutations. Instead of choos-
ing (A, B,C) as a permutation of (m,r,U), one can also
choose them as a permutation of (mr,U,1), (mr,mU,1)
and (mr,rU,1). Signs of A, B, and C' can be changed by
multiplying them by +1. To obtain more variants, a general
function f(m,r) can be used instead of just the product mr.
The verification equations and other details for all signatures
proposed in [8] are summarized in Table I. Group I lists the
variants that are obtained by permuting (m,r,U) and (1, r,U).
Group II lists the variants that are obtained by permuting
(mr,U,1). Group III lists the variants that are obtained by
permuting (mr, mU, 1). Group IV lists the variants that are
obtained by permuting (mr,rU,1) and (r,rU,1). Group V
shows the rU variants, and finally, group VI shows the variants
those were not possible on the basic ElGamal signatures.
We refer the reader to [8] for more information about the
generalization of the ID-based ElGamal signature schemes.
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No. r U Signature Verification
ID L1 r = H(kP) U=k L(mP—rSip) (kP,U) (U, kP)e(Qr s Ppup)” = e(P, )
ID 1.2 r = H(kP) U=k L(rP —mSip) (kP,U) e(U,kP)e(Qrp, Ppup)™ = e(P, P)"
ID L3 r = e(P, P)* U=kmP —rSip (r,U) e(U, P)e(Q1p, Ppup)” =™
ID 14 r = e(P, P)* U=rkP—mSip (r,U) e(U,P)e(Qrp, Ppup)™ = 1"
ID L5 r = H(m,kP) U=k='(P-rSrp) (kP,U) e(U,kP)e(Qrp, Ppus)” = (P, P)
ID L6 r = H(m, kP) U=k YrP—Srp) (kP,U) e(U,kP)e(Qrp, Ppup) = e(P, P)"
ID L7 r = H(m, kP) U=kP—rSrp (kP,U) e(U, P)e(Qrp, Ppup)” = e(P, kP)
ID L8 r = H(m, kP) U=rkP—Sip (kP,U) e(U, P)e(Q1p; Ppup) = e(P,kP)"
ID 111 r = H(kP) U=k (P—-mrSip) (kP,U) e(U,kP)e(Qrp: Ppup)™ = e(P, P)
ID 1.2 r = H(kP) U =k=Y(=S;p +mrP) (kP,U) e(U,kP)e(Qrp, Ppup) = e(P, P)™"
D I1.3 r =e(P, P)* U =kP—mrSip (r,U) e(U, P)e(Qrps Ppup)™ =7
D 114 r =e(P, P)* U =mrkP — Sip (r,U) e(U, P)e(Qrp, Ppup) = ™"
ID IIL1 r = H(kP) U=kY(m~'P—rSip) | (kP,U) | e(U,kP)e(Q1p, Ppus)" = e(P,P)™
D 111.2 r = H(kP) U=k"YrP-m~1S1p) (kP,U) e(U,kP)e(Q1p, Ppub)m‘1 =e(P,P)"
ID 1113 r=e(P,P)* U=m kP —rSip (r,U) e(U, P)e(Q1p; Ppup)™ =™ "
ID TIL.4 r=e(P,P)k U=rkP—m~18p (r,U) e(U, P)e(Qrp, Ppup)™ =17
ID IV.I r=H(kP) U=k mP—r='Sp) | (kP,U) | e(U,kP)e(Qrp, Ppup)” = e(P,P)™
ID V.2 r = H(kP) U=k='("'P—mSip) | (kP,U) | e(U,kP)e(Qrp, Ppub)™ = e(P, P)"
ID IV.3 r=e(P, P)k U=mkP—r=15/p (r,U) e(U, P)e(Qrp, Ppup)™ = 1™
1D IV.4 r =e(P, P)k U=r"'kP—-mSip (r,U) e(U, P)e(Qrp, Ppub)™ = et
ID IV.5 r = H(m, kP) U=k 1(P=r=1S1p) (kP,U) e(U, kP)e(Q1p Ppus)™ ' = e(P, P)
IDIV.6 | r=H(m,kP) U=k=Y(r=1P-Sp) (kP,U) e(U, kP)e(Q1p, Pyup) = e(P, P)" "
IDIV7 | r=H(m,kP) U=kP—r"15/p (kP,U) e(U, P)e(Qrp, Ppup)™ " = e(P,kP)
IDIVS | r= H(m,kP) U=r"1kP - S;p (kP,U) e(U, P)e(Qrp, Pyup) = e(P,kP)"™ "
ID V.1 r = H(kP) U=k rX(mP—Sp) (kP,0) e(U,kP)"e(Qrp, Ppup) = (P, P)™
ID V2 r = H(kP) U=k~'r='(P—-mSip) (kP,U) e(U,kP)"e(Qrp; Ppup)™ = e(P, P)
ID V.3 r = H(m,kP) U=k 'r=1(P —Sip) (kP,U) e(U,kP)"e(Q1p, Ppu) = e(P, P)
ID V11 r=H(kQrD) U= (r +km)Srp (kQ1p,U) e(U, P)=e((r + km)Q1 D, Ppub)
ID V1.2 r=H(kQrp) U= (m+kr)Sip (kQ1p,U) e(U, P) = e((kr + m)Q1p, Ppus)
ID VL3 r=H(kQrp) U= (rm+k)Srp (kQ1p,U) e(U, P) = e((rm + k)Qrp, Pyub)
ID VL4 r=H(kQID) U = (1+kmr)Sip (kQrp,U) e(U, P) = e((1 + mkr)Qrp, Ppup)
ID VL5 T:H(}CQID) U:Tﬁl(m%*k)SID (kQ[D7U) e(U,PT:e((m+k)QID7Ppub)
ID VI.6 ’I":H(k,‘Q]D) U:T—1(1+km)S]D (kQID7U) E(U,P)T :6((mk+1)Q1D7Ppub)
ID VL7 | r = H(m,kQrp) U= (r+k)Sip (kQrp,U) e(U, P) =e((r+ k)Q1p, Ppub)
ID VL8 | r = H(m,kQp) U=r"'1+k)Sip (kQ1p,U) e(U,P)" =e((1+ k)Qrp, Ppup)

TABLE 1

THE GENERALIZED ID-BASED ELGAMAL SIGNATURES AND THEIR VERIFICATION EQUATIONS.

IV. INSECURE VARIANTS

We found that some of the schemes in Table III are insecure.
Their insecurity results mainly from two reasons:

e There are variants where all the terms in the signing
equation are public except S;p; hence, the private key
Srp can be extracted from the message-signature pair.
Variants ID 1.7, ID 1.8, ID IV.7, and ID IV.8 have this
kind of weakness.

o In some variants,  can be removed from the signature
equation, which means that either the signature does not
depend on the message or & can be modified according to
a new message m’. Hence, one can forge a valid signature
on a different message without knowing S;p. Variants
ID V.3, ID VL5, ID VI.6, and ID VI.8 have this weakness.

Below, we describe our attacks in detail:

A. Variant ID 1.7

The signature o on a message m is computed as

r = H(m,kP)
U = kP*?“S[D
o= (kP,U).

Bildiriler Kitabi

Seeing a message-signature pair (m, o), an adversary can find
Srp by computing

r=H(m,kP)
S[D = Tﬁl(k‘P — U)

B. Variant ID 1.8

The signature o on a message m is computed as

r=H(m,kP)
U=rkP — S[D
o = (kP,U).

Seeing a message-signature pair (m, o), an adversary can find
Srp by computing

r=H(m,kP)
S[D =rkP —U.
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C. Variant ID IV.7

The signature o on a message m is computed as

r = H(m,kP)
U=kP — Tﬁls[D
o = (kP,U).

Seeing a message-signature pair (m, o), an adversary can find
Stp by computing

r=H(m,kP)
S[D = 7'(k’P — U)
D. Variant ID IV.8

The signature o on a message m is computed as

r = H(m,kP)
U=r"'kP—-Sip
o= (kP,U).

Seeing a message-signature pair (m, o), an adversary can find
Srp by computing

r = H(m,kP)
Sip=r"'kP —U.
E. Variant ID V.3

The signature o on a message m is computed as

r = H(m,kP)
U=k"1r"Y(P-5Sip)
o= (kP,U).

Seeing a message-signature pair (m,c), an adversary can
forge a signature o/ = (k'P,U’) on a new message m’ by
first choosing a random ¢ €r Z,. Then he can compute a
valid ¥'P an U’ as follows:

E'P=tkP
" = H(m',k'P)
U=t

Note that U’ = k'~ '/~ (P — S;p) hence, o’ = (K'P,U’) is
a valid signature.

F. Variant ID VI.5

The signature o on a message m is computed as

T = H(kQID)
U=r"Ym+k)Sp
g = (kQ]D,U).

Seeing a message-signature pair (m, o), an adversary can
forge a signature o/ = (kK'Qrp,U’) on a new message m’
as follows:

KQrp = (m—m")Qip+ kQip
’I“/ = H(k,Q[D)
U ="

Note that U’ = r’_l(m’ + k')Srp hence, o/ = (K'Qp,U’)
is a valid signature.
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G. Variant ID VI.6

The signature o on a message m is computed as

r = H(kQ[D)
U= 7’_1(1 + km)S[D
ag = (kQ[D, U)

Seeing a message-signature pair (m,o), an adversary can
forge a signature ¢’ = (kK'Qrp,U’) on a new message m’
as follows:

KQrp =mm' 'kQrp
7”/ = H(k'/Q[D)
U ="

Note that U’ = r’71(1 + k'm’)Srp hence, o' = (K'Qp,U’)
is a valid signature.

H. Variant ID VI.8

The signature o on a message m is computed as

T = H(kQ[D)
U=r"'1+k)Sip
g = (kQ[D,U).

Seeing a message-signature pair (m, o), an adversary can
forge a signature o’ = (kQp,U’) on a new message m’
as follows:

7’/ = H(k‘lQ]D)
U =r""rU.

Note that U’ = r’_l(l + k)Srp hence, o/ = (kQp,U’) is a
valid signature.

V. FIXING THE VARIANTS

As mentioned in Section IV, the first type of attack can
be mounted since all terms in the signing equation are public
except Syp. Hence, seeing a message-signature pair, one can
obtain the S7p. To avoid this flaw, instead of P, we used P,
in the signing equation for the variants ID 1.7, ID 1.8, ID IV.7
and ID IV.8. Note that even P, is public, kP, is secret
since k is only known by the signer. The modified equations
for these variants are given in Table II.

The variant ID 1.7v2 is the same as the ID-Based ElGamal
signature scheme of Yi [12]. Yi proved that the scheme is
secure if the Diffie-Hellman problem is hard. The attacks
proposed in this paper do not apply to the modified variants
ID 1.8v2, ID IV.7v2, and ID IV.8v2.

For other insecure variants, ID V.3, ID VLS5, ID VI.6 and
ID VLS, the main problem is that  can be eliminated from
the signature equation with a single multiplication operation.
We can change the signature equations by multiplying !
with only one term in the signature equation. For example,
for variant ID V.3, the signature equation

U=k Y (P-Sp)
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No. T U Signature Verification
ID 1.7v2 T = H(m, kP) U= kaub - TS]D (k?P, U) e(U, P)e(Q[D, Ppub)r = e(Ppu;,, k}P)
ID1.8v2 | r = H(m,kP) U = rkPpur, — SiD (kP,U) e(U, P)e(Qrp, Ppub) = e(Ppup, kP)"
IDIVIV2 | r = H(m,kP) | U=kPp,, — r~1Srp (kP,U) e(U, P)e(Qrp, Ppub)r_1 = e(Ppup, kP)
IDIV8V2 | r=H(m,kP) | U= rilkaub —Sip (kP,U) e(U, P)e(Qrp; Ppub) = e(Ppub, kP)T_l
TABLE 11

THE MODIFIED SIGNATURE AND VERIFICATION EQUATIONS OF SOME INSECURE VARIANTS.

can be modified as
U= kil(’r‘ilpf S]D)

or
U=kYP—-r"18p).

Although this modification prevents the attack to be mounted,
the new variants are same as the variants ID IV.6 and ID IV.5,
respectively. The same modification also generates the exist-
ing variants in the table for the remaining insecure variants
ID VL5, ID V1.6, and ID VLS.

VI. CONCLUSION

In this paper, we revisited the generalized ID-based ElGamal
signature schemes of Kalkan et al. [8] and showed that some of
the proposed variants are insecure. We exploited the security
flaws by proposing simple yet effective attacks in which an ad-
versary can either obtain the private key of the signer or forge
a signature on a message he desires. We then proposed some
modifications to patch these variants. As this work shows,
security proofs are necessary for the variants obtained in the
generalization process of the ID-based signature schemes. For
future work, we will try to prove the security of the remaining
and the modified variants by using formal tools such as random
oracles and zero-knowledge techniques.
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Dijital Hak Y 6netimi1 ve Hukuksal Diizenlemeler

Caner ASCIOGLU, Riiya SAMLI

Ozet- Gelisen teknolojiler ve bu teknolojilerin hayatimz
kolaylagtiran yonleri giin gectikce artmaktadir. Ancak
yenilikler ve gelismeler pek cok soruyu ve sorunu da
beraberinde getirmektedir. internetteki medya paylasimi
ve satisi, iktisadi anlamda milyar dolarlar o6lcegine
ulasirken, hukukun bu alanda getirmis oldugu birtakim
kurallar, sirketlerin cikarlar1 ve insanlarin 6zgiirliik
anlayisiyla catisir duruma gelmistir. Bu yiizden hem
sirketler hem de insanlar alternatif yollarla sistemdeki
bosluklar1 kullanarak, sistemi kendi lehlerine ¢evirmeye
calismaktadirlar.

Sirketlerin  yiiksek kar marji ve bireylerin
karsisindakine zarar verici diizeylere ulasabilecek sanal
diinyadaki ozgiirliik talepleri arasinda sikisan hukuk,
¢6ziimii insan haklarmin temel 6zelliklerinde bulmustur.
Bu calismada elektronik ortamda yapilan bilgi paylasim
sonucunda Kkisilerin ve kurumlarin haklarimin korunmasi
anlamina gelmekte olan Dijital Hak Yonetimi konusu
incelenecektir.

Anahtar kelimeler-Dijital Hak Yonetimi, DRM, telif
haklan

I.  GIRiS

Dijital Hak Yonetimi (Digital Right Management -
DRM), temel olarak dijital ortamlar kullanilarak
paylasilan medya tizerindeki haklarin korunmasi,
kisitlanmasi olarak tanimlanabilir. Tanmimi, DRM
sistemleriyle ilgili ¢ok sayida ¢ozimiin bulunmasi
sebebiyle standartlastirillamamaistir.

DRM yazilimlart elektronik ortamdaki dosyalarin
degistirilmesini, tamamen kopyalanmasini, iceriginin
kopyalanmasini, yazicidan ¢ikti alinmasi sirasinda
degisiklige ugratilmasini, ¢ikti alinmasini, hatta ekran
goriintlistiniin alinmasini bile engelleyebilirler [1].

DRM sistemleri tiiketici haklaria ve hakli rekabete
izin vermesi ancak ayni zamanda da kullanicilarin 6zel
ve gizli bilgilerinin korunmasi agisindan islevlerin
yapilabilmesi i¢in gereken en az seviyede kullanici
bilgisi talep etmelidir.

Caner ASCIOGLU is with the Computer Engineering
Department and Faculty of Engineering Istanbul University,
Istanbul, 34320 Turkey. (e-mail : 2Hcanasci@gmail.com).

Riiva SAMLI is with the Computer Engineering Department

and Faculty of Engineering Istanbul University, Istanbul,
34320 Turkey. (e-mail : 3Hrsamli@istanbul.edu.tr).
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Ulkemizin yasalarinda, 5846 sayili Fikir ve Sanat
Eserleri Kanunu [2] ile DRM'nin hak yonetimi ve
teknolojik 6nlemler ile ilgili diizenlemeler yapilmustir.
Ancak yine de diger pek ¢ok iilkenin hukuku kadar
genis yasalar igermemektedir.

Ornegin yasalarimiza gore telif hakki 6denmeyen bir
tirtin ticarl kaygi olmaksizin dagitilirsa su¢ kapsamina
girmemektedir.

II. DIJITAL HAK YONETIMI (DIGITAL
RIGHT MANAGEMENT - DRM)

Elektronik ortamda bulunan medya artik ¢cok daha
kolay kopyalanabilir hale gelmistir. Medya trtinleri
genis banth iletisim aglar ve 6zellikle de p2p (peer to
peer) [3] yazilimlar sayesinde pek c¢ok kisiye
iletilebilmektedir. Ancak bu teknolojik paylagim
arttikca buna paralel olarak etkin bir izleme ve
kisitlama sistemi de kurulmaktadir. Bu izleme ve
kisitlama yontemlerine genel olarak dijital hak yonetim
sistemleri denmektedir.

DRM, pek ¢ok farkli teknigin bulunmasi ve
uygulamalar  arasinda gerekli standardizasyonun
saglanamamast  nedeniyle  kesin  bir  sekilde
tanimlanamamaktadir. Tanimlamadaki zorlugun sebebi
kullanilan her teknigin farkli fonksiyonlarinin mevcut
olmasi ve bu fonksiyonlarin farkli birer medya tizerinde
kullanilabilmesine imkan saglamasidir.

DRM yapisal olarak iki temelden olusur :

A. Fikri Miilkiyet Ttanimlanmasi

DRM sistemlerinin en 6nemli ve zorunlu kosulu,
dijital veriler tizerindeki fikrl miilkiyet haklarinin ve
hak sahiplerinin tanimlanmasidir. Tanimlama bilgileri,
yerlestirme yontemiyle uyumlu c¢alisan okuma
araclartyla (yazilim, donanim) yapilmaktadir.

DRM tanimlama bilgileri asgari olarak su bilgileri
igermelidir:

-Fikri miilkiyet sahiplerinin tanimlanmas,
-Eser tizerinde korunan haklarin tanimlanmasi,
-Eserin yaratilma zamaninin tanimlanmasi,
-Tanimlama  isleminde  kullanilan
tanimlanmast

yontemlerin

B. Kullanim Kisitlamalarinin Uygulanmasi
DRM'nin  fonksiyonel tarafi  olan

kisitlamalari asagidaki sekillerde olabilir :

-Icerigin tiimiine erisimi engellemek,

kullanim
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-Igerigin belirli bir boliimiine erisimin
engellenmesi,

a)Zaman bakimindan,

b)Biitiinliik bakimindan,

¢)Say1 siirlt erigim bakimindan
-Icerigin degistirilmesini engellemek,

-Igerigin kopyalanmasini engellemek
IlI. SANAL ORTAMDA DRM'NIN ONEMI

Bant genigliginin artmasi, mobil araglarin ve servis
saglayicilarin ¢ogalmasi dijital ortamdaki hizmet ve
arz-talep dongsiinii arttirmis ve bunun olusturdugu
piyasay1 bilyiitmiistiir.

Arastirmalara gore 2004 yilinda diinyada genis bant
kullanici sayist 110 milyonun {izerine ¢ikmistir.
Teknolojinin gelisme ve yayilma hizi gozoniine
alindiginda 6ntimiizdeki yillarda bu saymin ne kadar
olacagint 6ngérmek zordur. 2004 ve 2007 yilina ait
online eglence sektoriine ait veriler asagidaki tabloda
gosterilmistir [4].

Tablo 1 : Diinyadaki online eglence pazar ile ilgili iktisadi

veriler
2004 2007 Artis Yiizg
online eglencg 10 milyar $ 26 milyar $ % 160
pazari
- : =
video on deman 79 milyon $ 2,3 milyar § % 3000
online video 1,2 milyar $ 3,5 milyar $ %200
oyunlari

Tim bu istatistiksel bilgiler bile online veya mobil
diinyadaki paylasimin ne kadar yogun ve hizli arttigin
gostermeye yetmektedir. Bu verilere bakildiginda bu
biiyiik rakamlarin  dondiigii  elektronik ortamda
paylasim  konusunda  haklarmm  ve  rekabetin
korunmamasi diinyadaki kayitdist ekonominin en
O6nemli parcalarindan biri olacagi ve hak sahiplerinin esi
benzeri goriilmemis bir hak kaybina destek vermis
olacagi goriinmektedir. Bu yiizden bu durumu
engellemek i¢in ¢esitli ¢aligmalar yapilmaktadir.

IV. DRM SISTEMLERI

Uluslararast  alanda, ¢esitli DRM  sistemleri
bulunmaktadir. Bu béliimde Windows Media DRM
basta olmak {izere bu sistemlerden bazilart
incelenecektir.

A. Windows Media DRM (WMDRM)

WMDRM, bilgisayarlar, tasinabilir aygitlar ve ag
aygitlarinda, kayittan yiriitilmek tizere igerikleri
koruma ve giivenli sekilde dagitmada kendini
kanitlamis bir platformdur.

WMDRM'de bastan sona kimlik dogrulamasi igin
dijital imzalar1 temel alan standart sifreleme
protokolleri kullanilir. Ornegin, lisans sunuculart
WMDRM tabanli istemcilerin kimligini dogrulamak
icin WMDRM teknolojilerini kullanir. Bu istemciler
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kendi kisisel bilgisayarlarinda dijital sertifikalar
kullanir. Dijital sertifikalarin benzersiz ortak anahtari
ve slrim numarast istemciyi tanimlar. Lisanslar
yalnizca kimligi dogrulanan istemcilere verilir. Lisansta
bulunan dijital ortam dosyast anahtari da yalnizca
anahtarin verildigi WMDRM tabanli istemci yazilimu
tarafindan alinabilecek sekilde sifrelenir. Dijital imza
ise, kullanim kurallarmin ihlal edilmesini 6nleyen ek
koruma saglar.

WMDRM'in ¢alismasi esnasinda alict yazilimi lisans
sunucusundan igerik anahtarini saglar. Sunucu bu
anahtar1 alictya gondermeden once global olarak
onceden  belirlenmis  160-bitlik  Eliptik  Egri
Kriptografisi (ECC : Eliptic Curve Crytography) [5]
anahtariyla sifreler. Sunucu ayrica sifrelenmemis bir ID
icerik anahtarmi da gonderir. Lisansli medya igerik
anahtart ile desifre edilir.

Dolandiriciliga karsi, medya yiiriitme haklar: rastgele
iretilmis bir saymin alict ve sunucu tarafindan alici
yazilimi, alict makinesi ve sunucu yazilimi olmak tizere
ti¢ adet, oOnceden belirlenmis ECC anahtariyla
sifrelenmesi ile korunur. Ayrica anahtar degisimi, DES
block cipher, RC4 stream cipher ve SHA-1 hashing
fonksiyonlar1 kullanilir.

Temel WMDRM calismasi su sekildedir :

Paketleme: Windows Media Rights Managements
dijital ortam dosyasini paketler. Sifrelenip bir anahtarla
kilitlenmis olan dosya sifreli bir lisans i¢inde depolanir.
Lisansmn alinabilecegi URL gibi diger bilgiler dijital
ortam dosyasina eklenir. Dosya Windows Media Ses
bi¢ciminde (.wma uzantili) veya Windows Media video
biciminde (.wmv uzantili) kaydedilir.

Dagitim: Paketlenen dosya yiiklenmek tizere bir web
sitesine yerlestirilebilir, uzaktan c¢alistirilmak tizere bir
dijital ortam sunucusuna konabilir, tiiketicilere CD
icinde verilebilir veya e-posta ile gonderilebilir.
WMDRM, tiiketicilerin kopya korumali dijital ortam
dosyalarmi {giincii sahislara gondermelerine de izin
vermektedir.

Lisans  Sunucusu Belirleme: Igerik saglayicisi,
lisansla ilgili belirli haklar1 ve kurallari depolayan ve
Windows Media Rights Manager lisans hizmetlerini
yerine getiren bir lisans onay merkezi secer. Onay
merkezinin ~ gorevi, tiiketicinin  lisans  istegini
dogrulatmaktir. Dijital ortam dosyalart ve bunlarmn
lisanslar1 ayr1 olarak dagitilir ve depolanir, boylece tiim
sistemin yonetimi kolaylagir.

Lisans Alma : Tiketicinin paketlenmis bir dijital
ortam dosyasini c¢alistirabilmesi i¢in 6nce bir lisans
anahtar1 alarak dosyanin kilidini agmast gerekir.
Tiiketici paketlenmis bir dijital ortam dosyasini almayi1
denediginde, onceden dagitilan bir lisansi aldiginda
veya dosyay1 ilk kez yirittiigiinde lisans alma islemi
otomatik olarak baslar. WM Rights Manager tiiketiciye,
bilgi istenen veya odeme yapilmasini talep eden bir
kay1t sayfast gonderir ya da onay merkezinde otomatik
olarak bir lisans alir.

Dijital Ortam Dosyasini
dosyasini  ylirlitmek i¢in,

Yiiriitme:Dijital ortam
tiketicinin  WMDRM'yi
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destekleyen bir yiiriitiicliye  gereksinimi  vardir.
Tiiketici, lisansta yeralan kurallara veya haklara uygun
sekilde dosyay1r c¢alistirabilir. Lisanslar baslangig
saatleri ve tarihleri, siireler veya smirli sayida islem gibi
farkli haklar igerebilir.

B. SOFTWRAP
Yazilim  dreticilerinin = uygulamalarmi  internet
tizerinden giivenli bir sckilde dagitmalarint  ve

satmalarini sagalayan dijital bir pazarlama ve dagitim
sistemidir [6].

C. Elicense :

Viatech tarafindan saglanmakta olan sistem, igerik
sahiplerine yazilim, kitap, miizik, video gibi triinleri
yaymlama ve dagitma imkan1 saglayan e-ticaret
teknolojisidir [7].

D. CineaDRM :

Dolby Laboratories'in  bir bolimii  olup  DVD
gortinttileyicilerini koruma 6zelligi olan bir DRM
teknolojisi gelistirmistir [4].

E. OPERA :

Birden fazla DRM platformunu entegre ederek,
standardize edilmis ara ytzler uygulamakta ve bdylece
karsiliklt sorunsuz olarak gerceklestirilmektedir [4].

V. ULUSLARARASI CERCEVEDE VE
TURKIYE’DE DRM’IN HUKUKSAL DURUMU

DRM ilgili var olan hukuksal diizenlemeler genel
olarak fikri miilkiyet hukuku, tiiketicinin korunmast,
rekabetin korunmasi, mahremiyetin korunmasi, yargi
ictihadlart konularini igermektedir. Buna gére DRM ile
ilgili  hukuksal durum wuluslararast1 arenada ve
Tirkiye'de su sekilde incelenebilir :

A.Uluslararast Alanda Durum
a)Uluslararasi Alanda Calismalar

i)DRM ile Iigili Organizasyonlar

-MPEG: Hareketli gortintii uzmanlar1 grubu [8].
-OASIS: Yapilandirilmis  bilgi  standartlarmin
gelistirilmesi organizasyonu [9].

-OeB: Acik e-kitap forumu [10].

-TV-ANYTIME: Her zaman tv forumu [11].

-OMA: Agik mobil ittifaki [12].

-DMP: Dijital medya projesi [13].

-CORAL : Coral Konsorsiyumu, ara¢ ya da hizmet
saglayict fark etmeksizin, bugiinin dijital mizik ve
videolarma kolay erisim saglanmasi amaciyla karsilikli
islerlik amaglamaktadir [14].

-EC HLG-DRM : AB komisyonunun kurdugu High
Level Group'tur [15].

-ODRL: Agik dijital haklar dili tesebbiisti [16].

ii)DRM ile Igili Uluslararas: Projeler
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DRM ile ilgili gergeklestirilmekte olan pek ¢ok
uluslararasi proje vardir. Elektronik hak yonetimi
sistemlerinin gelisiminde diger projeler ve gruplara
yardim etmeyi amaclayan [17], COPEARMS, internet
ortaminda telif haklarini ihlal eden durumlarin ortadan
kaldirtlmasia yonelik c¢aligmalar hakkinda Avrupa
capmnda fikir birligi olusturulmast ve farkindaligin
gelistirilmesine ¢alisan [18] RIGHTSWATCH, daha
¢ok karma network ve platformlar arasinda medyanin
yaratilmasi, dagitimi ve tiiketilmesi problemlerinin
¢oztimii ile ilgilenen [19] TIRAMISU bunlardan
bazilaridir.

b)Uluslararasi Diizenlemeler

DRM tanimini igeren ve sadece bu konuyu kapsayan
bir uluslararasi diizenleme bulunmamakla beraber,
kismen de olsa DRM'ye iligkin konulart ve bilesenleri
diizenleyen uluslararasi bazi diizenlemeler
bulunmaktadir. Bu diizenlemelerde DRM ile ilgili yer
alan konular, DRM'iin teknik bilesenleri olarak kabul
edilebilecek olan hak yonetimi bilgileri, teknolojik
onlemlerle ilgili diizenlemeler ve elektronik ortamda
eser arzinda bulunan kisiler hakkinda uygulanabilecek
servis saglayicilara iliskin sorumluluklardir. Avrupa
Birligi'nin 2001/29 ve 2000/31 [20] say1l1 direktifleri ile
ABD Digital Millenium Copyright Act [21],
uluslararast bir diizenleme olmamalarina ragmen
uygulamayr goz  oOniinde  bulunduran  detayl
yaklagimlart ile uluslararasi kabulleri gosteren 6nemli
kaynaklar olarak kabul edilmektedirler.

WCT (WIPO Copyright Treaty — Eser Sahibinin
Haklar1 Sozlesmesi) [22] ve WPPT (WIPO Performers
and Phonograms Treaty — Icralar ve Fonogramlar
Sozlesmesi) [23], eser sahiplerinin haklar1 ve baglantili
haklar alanlarinda mevcut olan uluslararast kabullerin
yeni teknolojik gelismeler sonucu yetersiz kaldiginin ve
uluslararasi alanda yeni standartlarin kabul edilmesinin
gerekli goriilmesi tizerine Diinya Fikri Milkiyet
Teskilati — WIPO [24] tarafindan hazirlanmistir. Her iki
sozlesme de daha onceden hazirlanmis olmalarina
ragmen 2002 yilinda yiiriirliige girebilmistir.

WCT ve WPPT'de ¢ogaltma hakki, dijital ortam goz
ontine alinarak genis olarak tanimlanmis, ayrica eserin
elektronik ortamda dijital formda bulundurulmasinin
¢ogaltma olacagt kabul edilmistir.Yine her iki
sozlesmede eserin internet ortaminda bulundurulmasi
dzel bir hak kategorisi olarak diizenlenmistir. Bu husus
sozlesmelerde (WCT.m.8, WPPT.m.10,14) agik
olarak“.... eserlerinin kablolu ya da kablosuz
ortamlarda, toplum {iyelerinin kendileri tarafindan
secilen bir yer ve zamanda bu eserlerden kisisel olarak
yararlanacak bi¢imde topluma iletilmesine izin verme
hususunda inhisari bir hak sahibidir.” seklinde ifade
edilmistir. S6zlesmelerde yer alan bu inhisari nitelikteki
hak ile, kuskudan uzak, acik ve anlasilmasi kolay bir
sekilde, hak sahiplerinin, eserlerinin dijital formda
dagitilmasini yasaklama yetkisi oldugunu iddia etmesi
saglanmistir. Eser Sahibinin Haklari Anlagmasi’nin 11
ve 12’nci maddelerine, Icralar ve Fonogramlar
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Anlagmast’nin 18 ve 19. maddelerine goére s6zlesmeye
taraf olan tlkeler, eser sahiplerinin, yorumcularin ve
fonogram yapimcilarimin haklarint  korumak tizere
kullandiklar1 teknolojik 6nlemlerin ihlalini engellemek
icin gerekli yasal diizenlemeleri yapmak zorundadirlar.
Anlagmalara taraf olan tlkeler ayrica; yetkisiz olarak
elektronik hak yonetimi bilgisini kaldiran veya zarar
veren, elektronik hak yonetimi bilgisi kaldirilmig veya
zarar verilmis eserleri, icralari veya fonogramlar
dagitan, dagitilmasina yardimci olan veya ileten
kimselere karsi gerekli yaptirimlart iceren yasal
diizenlemeleri yapmak zorundadirlar.

WIPO Eser Sahibinin Haklart Anlagmasi’nin 12. (2)
maddesinde, “hak yonetimi  bilgisi”nin  tanimi
yapilmistir. Buna goére; “hak yonetimi bilgisi”; eseri,
eser sahibini, eserde herhangi bir hakki bulunan hak
sahibini ve/veya eserin kullanimiyla ilgili genel
hiikiimleri tanimlayan bilgi veya bu bilgiyi tanimlayan
numaralar veya kodlardir. WIPO Icralar ve
Fonogramlar Anlasmasi’nin 19. (2) maddesinde de
benzer sekilde “hak yonetimi bilgisi”nin tanimi
yaptlmigtir. Buna gore; “hak yonetimi bilgisi”;
yorumcuyu, yorumcunun —yorumunu, fonogram
yapimcisini, fonogrami, yorumda veya fonogramda
herhangi bir hakk: bulunan hak sahibini, yorumun veya
fonogram  kullanimiyla ilgili genel  hiikiimleri
tanimlayan bilgi veya bu bilgiyi tanimlayan numaralar
veya kodlardir. WIPO Eser Sahibinin Haklar
Anlasmas’’nin  10. maddesi ile WIPO Icralar ve
Fonogramlar ~ Anlagmast’nin 16. maddesinde
“Sinirlamalar  ve Bagisikliklar” = bashigir altindaki
hiikiimlerle Bern Soézlesmesinin {i¢ basamak testinin
(three-step test) eser sahibinin g¢ogaltma hakkinin
sinirlamalarina~ ve  istisnalarina  uygulanacagi
ongoriilmektedir. S6z konusu maddelerle akit taraflarin
Bern Sozlesmesiyle uyum saglarken ti¢ asama testini
kisitlamalarin ~ ve  istisnalarin  smirlandirmasinda
uygulayacaklari belirtilmistir. Yine ayn1 maddelerle akit
taraflar ii¢ asama testini kullanmak sartryla ulusal
mevzuat ile “eserin olagan kullanimin1 engellemeyecek
ve eser sahibinin mesru yararlarina zarar vermeyecek
bazi 6zel durumlarda” ek sinirlamalar ya da
bagisikliklar 6ngorebilecektir. Bern sozlesmesinde yer
alan ti¢ basamak testi ayn1 zamanda eser sahibinin
haklarindan cogaltma hakkinin istisnalarinin
uygulanmasinda, eserden yararlanabilmenin sinirlarini
cizmektedir, bu dogrultuda hak ihlali yaratmayan
cogaltmanin 6zel durumlarla sinirli kalma, eserin
normal kullanim o6l¢iilerini asmama ve hak sahibinin
yasal karmi engellememe oOzelliklerine sahip olmasi
gerekir. WCT’nin 1/4 maddesiyle Tiirkiye’nin de 1951
yilindan beri iiye oldugu [25] Bern S6zlesmesi’nin [26]
cogaltma hakki ve istisnalarryla ilgili hilkkmtine atif
yapilmis, akit taraflarin bu hiikiimle bagli olacaklari
belirtilmistir. Buna gére Bern S6zlesmesinde yer alan
“cogaltma hakki” ve “istisnalar1’” eserlerin dijital
sekillerinin yer aldigi dijital ortama tamamiyla
uygulanacaktir. Bir eserin dijital olarak depolanmasi
onun kopyalanmasi olarak kabul edilecektir.
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B. Tiirkiye'de Durum

Hukukumuzdaki DRM ile ilgili temel diizenleme
5846 sayili Fikir ve Sanat Eserleri Kanunu’dur. Her ne
kadar halen WIPO So6zlesmelerine taraf olunmamigsa
da 5846 sayili kanunda 2001 yilinda 4630 sayili
kanunla yapilan degisiklikle — kanun gerek¢esinde de
acikea belirtildigi tizere — WIPO Sozlesmeleri'nin temel
htktimleri hukuk sistemimize alinmistir. Yapilan
degisiklikle, c¢ogaltma hakki olduk¢a genis olarak
belirlenmis, hak sahiplerine umuma iletim hakki
taninmis ve ayrica hak yonetim bilgileri ile teknolojik
yontemler hakkinda diizenlemeler yapilmustir.

2008  yilbagindan itibaren  Tirk  Telekom,
kullanicilarina yasal miizik paylasimi imkani sunmaya
baslamistir. Bu imkan belli bir zaman araliginda belli
bir sayida sarki indirilmesini igermek gibi Dbir
siirlamaya sahip olmakla beraber yalnizeca Tiirk
Telekom miisterilerinin sahip oldugu bir imkan olmasi
acisindan ve sarkilarda telif hakkina sahip olan
sanat¢ilara emeginin 6denmesi acisindan online miizik
paylasiminda bir devrim olarak kabul edilebilir.
TTNet’in bu hizmetinde, TTNeT, MU-YAP (Miizik
Yapimcilart Meslek Birligi), MSG (Musiki Eser
Sahipleri Grubu meslek Birligi), MESAM (Miizik Eseri
Sahipleri Meslek Birligi) ve MUYORBIR (Miizik
Yorumcular1 Meslek Birligi) isbirligi icerisindedir.
Yasal olarak indirilebilen miizik pargalari, DRM ile
TTNet ADSL abonelerine 6zel olarak lisanslanmakta,
boylece sarkilarin izinsiz olarak paylasiminin 6niine
gecilmektedir [27] [28].

VI. SONUC

Internetten her tiirlii bilginin paylasimi giin gectikge
artmaktadir. Kisilerin kendilerine ait dosyalarim
paylasmalart i¢in internet bigilmis bir kaftan olmasina
karsin lisanshi film, miizik gibi multimedia araglarinin
emegi gegen ve lisansa sahip olan kisilere herhangi bir
6deme yapilmaksizin paylasilmasi konusunda maalesef
uygunsuz bir ortam olmaktadir. Bu uygunsuz durumu
engelleyebilmek i¢in bu dijital ortamdaki paylasim,
DRM ile ¢oziilmeye calisiimaktadir. Ancak ¢ok da eski
olmayan DRM sistemleri hentiz
standartlagtirtlamamistir  bu  yiizden de sorunlar
icermektedir. Farkli ilkelerin, farkli gruplarin DRM
icerisine aldigr ve kanunlastirdigi noktalar farkl
farklidir. Birinin sug olarak gordiigiinii digeri sug olarak
gormeyebilir. Bu durumda herkesin kabul edecegi ve
uygulayacagi kurallar olusturmak zorlagmaktadir.
Bununla birlikte DRM ile ilgili yapilan calismalar ve
projeler devam etmekte; farkli gruplar farkli DRM
sistemleri {izerinde ¢aligmakta ve optimum ¢oziim igin
buiytik kaynaklar ayrilmaktadir. Bu durum timit
vericidir. Sonuglar alinmaya baslandik¢a bu konuya
gelecekte daha fazla kaynak ayrilacagi ve bu sekilde
daha yaratict ve kullanishh sonucglara ulasilacagi
diistiniilmektedir. Ancak gene de DRM'in herhangi bir
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bilginin mutlak gizliligini saglamasimin miimkiin
olmadigr agiktir. Bu  gizliligi saglamak ig¢in
kanunlagsmanin ~ yaninda  ¢esitli algoritmalara,
kriptografik yontemlere basvuruluyor olsa bile bu
kriptografik yontemler ne kadar gii¢lii olursa olsun her
zaman bir acik kap1 bulunacaktir.
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Bir Sanal Noter Uygulamasinin Teknolojik ve

Hukuki Gereksinimleri
Dursun AKCESME, A.Coskun SONMEZ

Abstract— Nowadays, internet has become an inseparable part
of our lifes. Every daily activities are being modeled under the
name of e-proccess and with in the acceptance of e-sign law, e-
state projects took part of virtual environment. This progress has
arised the question wheter the public notary services can be
realised in virtual environment.

In this study how public notary services can be realized is
examined. As a result of this study, it's decided that a big part of
public notary services can be implemented in virtual
environment with in the consideration of technological and
judicial requirements.

Keywords— Digital Certificate, Digital Notarization, Digital
Signature, Private Key, Public Key, Public Key Infrastructure.

I. Giris

970’lerde entegre devrelerinin icadi ile baglayan

elektroniklesme siireci ¢ok kisa siirede hayatin her alanina
girmistir. Hi¢ stiphe yoktur ki bu siirecin en onemli gelismesi
“internet”tir. Elektronik postayla baslayan bu siire¢, internet
bankaciligi ve elektronik ticaret ile doruga ulasmistir. Bilisim
diinyasinda tim bu gelismeler ile birlikte sanal diinyada
giivenligin saglanmasi da gitgide zorlagmistir.

Miithis bir ivmeyle gelisen internet teknolojisi ile giinliik
hayatta yapilan islerin bircogu e-islem adi altinda internet
ortaminda modellenmistir. Tim bu gelismeler beklentileri
arttirmig kamu kurumlarini tek bir ¢ati altinda birlestiren e-
devlet kavrammnin dogmasina neden olmustur. E-devlet
projelerinde mutlak giivenligin saglanmasi gerekmektedir. Bu
sebeple e-devlet projelerinde veri biitiinlagi ve veri gizliligi
saglanmali, bunlarin yaninda kimlik dogrulamasi yapilabilmeli
ve yapilan islemlerin inkar edilmemesi saglanmalidir.

Yukaridaki bilgiler 1s1§inda; kamu kurumlari, isletmeler ve
bireyler ile stirekli etkilesim halinde olan noterlere de sanal
ortamda ihtiya¢ duyulmustur.

Noterlerin vermis oldugu hizmetlerin tiim@iniin sanal
ortama tasimnmast hukuki mevzuattan ve yapilacak isin
niteliginden dolayr miimkiin degildir[1]. Fakat noterlerin bazi
hizmetlerinin sanal ortama tasmnmasi, mevcut teknolojik
kosullar ve hukuki diizenlemeler ile miimkiin olabilmektedir.
Bildiri i¢eriginde, noterlerin sanal ortamda hizmet verebilmesi
icin, teknolojik gereksinimi agisindan Ag¢ik Anahtar Altyapist
tizerine kurulan sayisal imza ve hukuki gecerlilik bakimindan
da 23 Temmuz 2004'te kabul edilen 5070 Sayili Elektronik
Imza Kanunu esas alinmugtir.

D. AKCESME ve A.C. SONMEZ; Yildiz Teknik Universitesi, Bilgisayar Miihendisligi
Boliimii, Istanbul dursun.akcesme@halkbank.com.tr, acsonmez@ce.yildiz.edu.tr
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II. NOTER KURUMU

Noterler kamuya hizmet veren ¢ok onemli kurumlardir.
Toplum nazarinda giiven makami olarak bilinirler. Yaptiklart
her islemde giivenligi maksimize etmeye g¢alisirlar. Herhangi
bir noter isleminde temel olarak dort kosul yerine getirilir.
Bunlar; noter islemine konu olan belgenin igeriginin tahrif
edilemeyeceginin(veri  bitinliigli), belgenin  gizliliginin
muhafaza edileceginin(veri gizliligi), islemi yapan kisinin
niifus ciizdani, ehliyet, pasaport vb. ile kimlik tespiti
yapilacaginin(kimlik ~ dogrulama ve onaylama), inkar
edilmemesi i¢in islemi yapan kisinin 1slak imzasinin
almacagmin(inkar edememe) giivence altina alinmasidir. Tim
bu kosullar noterlerin yapmis oldugu her islemde yerine
getirilir. Goriliyor ki, bir Sanal Noter Uygulamasinin
gerceklestirilebilmesi i¢in yukarida verilen,

e  Veri Biitiinlugi

Veri Gizliligi

Kimlik Dogrulama ve Onaylama
Inkar Edememe

kosullarinin saglanmas: gerekmektedir. Aksi halde, Sanal
Noter Uygulamasindan soz edilemez.

Teknolojik olarak, A¢ik Anahtar Altyapisi tizerine kurulan
sayisal imza ile veri gizliligi disinda, veri biitinltigi, inkar

edememe, kimlik dogrulama ve onaylama
saglanabilmektedir[2]. Veri gizliligi i¢in asagida verilen
modelde  goriilecegi  gibi  kriptolojik  yontemlerden
yararlanilmaktadir.

Hukuki agidan, 5070 Sayili Elektronik Imza Kanunu,
nitelikli elektronik sertifika kullanilarak yapilan iglemleri
hukuki olarak gegerli kilmaktadir.

III. TEKNOLOJIK GEREKSINIMLER

A. Agik Anahtar Altyapisi(AAA)

Sanal Noter teknolojik altyapisi, A¢ik Anahtar Altyapisi
tizerine kurulu olan sayisal imza ile saglanmaktadir. Agik
Anahtar Altyapist’nin temel gorevi; elektronik ortamda
haberlesen, islem goren ve calisan kisiler, kurumlar ve
cihazlar arasinda  giivenilir bir  haberlesme  ortami
olusturmaktir[2]. Bu altyapi icerisinde gizlilik, biitiinliik, inkér
edememe, kimlik dogrulama ve onaylama islevleri saglanarak
sanal ortam giivenli hale getirilir.

AAA kriptoloji bilimi Uzerine kurulmus bir yapidir.
Kriptoloji bilimi gliniimiizde anahtar tabanl sifreleme {izerine
yogunlasmistir. Anahtar tabanli sifreleme iki gesittir. Bunlar
simetrik ve asimetrik sifrelemedir.

Simetrik sifreleme ve asimetrik sifreleme yontemleri
algoritma bagimsiz sifreleme yontemleridir. Algoritma
bagimli sifreleme yontemleri gliniimiizde tercih
edilmemektedir. Bunun sebebi, algoritmanin desifre olmasi
durumunda tiim sistemin giivenliginin tehlikeye girmesidir.
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En eski sifreleme yontemlerinden olan Sezar Sifreleme
algoritma bagimli sifrelemeye en gilizel Ornektir. Sezar
Sifreleme, her karakteri kendisinden sonra gelen tiglincii
karakteri alarak sifreler, desifre etmek igin de sifrelenmis
verinin her karakterinin kendisinden ©nce gelen igiincii
karakteri alarak metni desifre eder[2].

Matematiksel olarak;
E(M)=M+3)mod 29 =C D(C)=(C-3) mod 29 =M
D = Desifre Islemi

C = Sifrelenmis Metin
M = Desifre Edilmis Metin

Sifreleme iglemi
Sifrelenecek Metin
Sifrelenmis Metin

azm
|

seklinde ifade edilir. Fonksiyonda olusan verinin 29 mod
almma sebebi alfabemizde 29 harf bulunmasidir[2]. Bu
sekilde bir sifreleme yapan sistemin algoritmast mutlak suretle
gizli kalmalidir. Algoritmanin desifresi tim sistemi tehlikeye
sokar.

Simetrik sifreleme yontemlerinde metni sifreleme ve desifre
etmek i¢in bir gizli anahtar kullanilir. Kullanilan bu anahtar1
sifreli haberlesmek isteyen her iki tarafta bilmelidir. Sistemin
giivenligi gizli anahtarin biytikligii ile dogru orantilidir.
Simetrik sifreleme yonteminde, IBM tarafindan gelistirilmis
olan DES(Data Encryption Standart) algoritmasi standart
olarak kabul edilmektedir.

Asimetrik sifreleme yonteminde ise, veriyi sifrelemek ve
desifre etmek i¢in farkli anahtarlar kullanilmaktadir. Bu iki
anahtar Uretilirken aralarinda matematiksel bir bag kurularak
gretilir. Bu anahtarlar agik anahtar(public key) ve gizli
anahtar(private key) olarak isimlendirilir. Bir anahtarin
sifreledigi metni ancak ikizi olan diger anahtar desifre
edebilir. Burada, acik anahtar herkes tarafindan bilinen
anahtardir. Gizli anahtar ise sadece sahibi tarafindan bilinen
ve gizli tutulmas: gereken anahtardir. Asimetrik sifrelemede,
kullanilan algoritmanin bilinmesinin simetrik = sifrelemede
oldugu gibi hi¢bir 6nemi yoktur.

AAA asimetrik sifreleme yontemini kullanmaktadir. AAA
da sifreli haberlesmek isteyen her bireyin agik ve gizli anahtari
vardir. Bu iki anahtarin nasil kullanildigini agiklayalim. Ali
Ayse ile AAA ile haberlesmek istemektedir. Her ikisi de
birbirlerinin ag¢ik anahtarlarina erisebilmektedirler. Asama
asama AAA’nn islevlerini gérelim.

Ali Ayse’ye gizliligi saglanmis bir mesaj gondermek
istediginde; Ali gonderecegi mesaji Ayse’nin agik anahtari ile
sifreleyerek Ayse’ye gonderir. Gonderim esnasinda mesaja
erisilse dahi sifrelenmis oldugundan mesaj anlagilamaz.
Sifrelenmis mesaji alan Ayse kendi gizli anahtar1 ile sifreli
mesaji desifre eder ve mesaja ulasir. Bu 6rnekte anlasildigi
tizere AAA ile gizlilik saglanmis olur (Sekil 1).

Ali | —p PubAyse(Msg) Ayse

Sekil 1. AAA Gizlilik Tslevi

Ali Ayse’ye gizliligi ve veri biitlinliigii saglanmis mesaj
gondermek istediginde; Ali Ayse’ye mesaji gondermeden
once hash algoritmas1 (MDS5, SHA-1, SHA-2 vb.) ile mesajin
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ozetini cikartir. Bu algoritma mesajin uzunlugu ne olursa
olsun sabit uzunlukta ve mesaji ifade eden essiz bir Gzetini
cikartir. Bu oOzetten mesaji elde etmek miimkiin degildir.
Mesajin 6zeti ¢ikartildiktan sonra, mesaj ve mesajin 6zeti
Ayse’nin acik anahtart ile sifrelenir. Ayse’ye sifrelenmis
mesaj gonderilir. Sifrelenmis mesaji alan Ayse kendi gizli
anahtar ile sifreli mesaj1 desifre eder ve mesaja ulagir. Daha
sonra hash algoritmasi ile mesajin 6zetini elde eder, kendi elde
etmis oldugu deger ile gelen mesaj 6zetini karsilastirir. Her iki
6zet de ayni ise Ayse mesajin yolda degismedigini anlar. Bu
ornekte AAA ile gizlilikle beraber veri butinligi de
saglanmis olur(Sekil 2).

Ali | —» | PubAyse(Msg + Hash) Ayse

Sekil 2. AAA Veri Biitiinliigii Islevi

Ali Ayse’ye gizliligi ve biitiinliigii saglannug, kimlik
dogrulama ve onaylama yapilabilen ve inkar edilemeyen bir
mesaj gondermek istediginde; Ali  Ayse’ye mesajt
gondermeden once hash algoritmasi ile mesajin  Gzetini
cikartir. Mesaj ve ozetini kendi gizli anahtari ile sifreler, daha
sonra sifreli mesaji Ayse’nin agik anahtari ile sifreler. Son
sifrelenmis mesaji Ayse’ye gonderir. Sifrelenmis mesaj1 alan
Ayse once kendi gizli anahtar1 ile mesaji desifre eder. Veri
gizliligi bu asamada saglanmis olur. Daha sonra Ali’nin agik
anahtart ile sifrelenmis ikinci mesaj1 desifre eder. Eger Ali’nin
acik anahtar1 bu sifreli mesaji desifre ederse AAA ile kimlik
dogrulama ve onaylama saglanmis olur. Bununla beraber bu
sifreli mesaji sadece Ali’nin gizli anahtari
olusturabileceginden AAA ile inkdr edememe saglanmis olur.
Sonraki asamada da 6zet deger ile hash algoritma sonucu
karsilastirtlarak veri butiinligt de saglanmis olur(Sekil 3).

Ali | —p| PubAyse(PrvAli(Msg + Hash)) | —p{ Ayse

Sekil 3. AAA Kimlik Dogrulama ve Inkar Edememe Islevi

B. Sayisal Imza

Sayisal Imza, Sanal Noter Uygulamasmin en &nemli
bilesenidir. Baslangigta belirtildigi tizere, noter kurumunda
yapilan her islemde yerine getirilen veri biitiinliigii, inkar
edememe, kimlik dogrulama ve onaylama sayisal imza ile
yerine getirilir. Fakat sayisal imza haberlesmede gizliligi
saglamaz[2]. Bunun sebebi AAA'da  haberlesmede
gonderilecek mesaj sifrelenirken, sayisal imza yapisinda
sadece mesajin hash algoritmasindan elde edilen Ozeti
sifrelenir. Bu sifrelenmis 6zet de sayisal imzay1 olusturur.

Sayisal Imza 5070 Sayili Elektronik imza Kanunu’ndaki
tanimiyla; “bagka bir elektronik veriye eklenen veya
elektronik veriyle mantiksal baglantist bulunan ve kimlik
dogrulama amaciyla kullanilan elektronik veriyi tanimlar"
seklindedir[3].

AAA'da haberlesmek isteyen her birey ve kurumun agik ve
gizli anahtar1 vardir. Sayisal imza'da AAA {izerine kurulmus
bir yap1 oldugundan, sayisal imza ile haberlesmek isteyen her
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bireyin acgik anahtarini igeren elektronik sertifikasi ve gizli
anahtarmn1 muhafaza eden token ya da akilli kartt vardir.
Elektronik sertifikalar sahibinin sanal kimlik kartlaridir. Bu
sanal kimlik kartlarmin yo6netimini saglayan bir yapi daha
vardr.  Bu  yapida  Elektronik  Sertifika  Hizmet
Saglayicisidir(ESHS).

Ali Ayse'yle sayisal imza kullanarak haberlesmek istediginde
ilk olarak hash algoritmasini kullanarak gonderecegi mesaj
Ozetini ¢ikartir. Ondan sonra iginde gizli anahtart bulunan usb
token ya da akilli kart1 ile mesajin 6zetini sifreler ve mesajla
birlikte Ayse'ye gonderir. Mesaj1 alan Ayse ESHS dan i¢inde
Ali'nin ag¢ik anahtar1 bulunan elektronik sertifikasini alir. Daha
sonra buradaki acik anahtar ile sayisal imzay1 desifre eder.
Mesaji da hash algoritmasindan gegirerek mesajin 6zetine
ulasir. Desifre ettigi sayisal imza ile 6zet ayni ise bu mesajt
Ali'nin imzaladigini anlar(Sekil 4). Bu senaryo da elektronik
sertifikalar, inkar edilememeyi, kimlik dogrulama ve
onaylamay1 saglamaktadir. Gorililyor ki ESHS'lardan alinan
bilgi esas kabul edilmistir. Bu kabul 5070 Sayili Elektronik
Imza Kanunu ile giivence altina alinmugtir.

C. Elektronik Sertifikalar

Elektronik sertifikalar, kisinin kimlik bilgisi ile kiginin a¢ik
anahtarini birbirine baglayan elektronik kayitlardir. Elektronik
sertifikalarin  gorevi kisinin kimligini dogrulamak, inkar
edilememeyi saglamaktir. 5070 Sayili Kanun ile elektronik
sertifikalar kayitli bir ESHS tarafindan verilirse nitelikli
elektronik sertifika(NES) olarak tanimlanirlar. Bu sertifikalar
tektir, bagka bir kisiye bagli olamaz, yalnizca bagl oldugu
kimligi ifade eder.

Nitelikli elektronik sertifikalar Uluslararasi Telekom Birligi
standartlarina gére X.509 standardinda tanimlanirlar[4].
Standart bir nitelikli elektronik sertifika 6rnegi sekil 5'te
goriilmektedir.

Nitelikli elektronik sertifikalarin bir 6mrii vardir. Bu
stirenin sonunda sertifika yenilenir veya iptal edilir. Higbir
zaman hicbir ESHS tarafindan, siiresiz nitelikli elektronik
sertifika iretimi yapilamaz. Bu sertifikalarin @st sinir
iilkemizde Telekomiinikasyon Kurumu tarafindan belirlenir.
Bu siirenin sonunda yenilenmelidirler. Nitelikli elektronik
sertifika sahibi, gizli anahtarini igeren donanimini kaybetmesi
ya da benzer bir durumda nitelikli elektronik sertifikasi iptal
edilir. Sertifikalar gegersiz olsa bile, sertifikanin gecerli
oldugu donemlerde yapmis oldugu islemlerde gelecekte ihtilaf
olusmasi ihtimaline karsi, sertifikay1 tireten ESHS tarafindan
gecersiz olmasindan sonra bile arsivlenirler.
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ESHS

\Alij-sertiﬁka

Ali | — | Msg + Say-imza(Msg) | —» | Ayse
4/Kontrol
?
Msg(Hash) — | DE(Say-imza)

Sekil 4. Sayisal imza ile Haberlesme

Sertifika Seri No 59014325431
Sertifika Sahibinin
Kinalik Bilgileri Dursun Akgesme
Sertifika Gegerlilik
i 10 Subat 2008 14.00
Sertifika Gegerlilik .
Bitis TUN 10Eyliil 2009 14.00
Sertifikanin Kullanim Test Kullanumu
Amaci
Kullar.nlacak ShalRSA
Algoritma
Sertifika Sahibinin 6594 73 58 59 ef 8¢ 6f 1¢ 95 22 a7
Acik anahtar Bilgisi c9 67 2e a5 d4 ee 2¢c 1c
Yaymlayan ESHS XXXX Kurumu
: 4t 4a 31 e8 9y 3d fa 3e 0a b7 dd
ESHS Sayisallmzast | 7 2,07 51 7¢ 45 83 41 11

Sekil 5. Nitelikli Elektronik Sertifika

D. Elektronik Sertifika Hizmet Saglayici(ESHS)

ESHS’lar bireylere veya kurumlara nitelikli elektronik
sertifika veren ve vermis olduklar sertifikalarin yonetim isini
ustlenen giiven makamlandir. ESHS’lar temel olarak kayit
makami, sertifika makami ve kok sertifikadan olusur. Kayit
makamu bireyin bagvuru yaptigi, nitelikli elektronik sertifika
taleplerinin alindig1 ve ilgili kisinin kimlik dogrulamasinin
yapildig1 makamdir. Sertifika makami ise essiz bir sertifika
tanimlamasimin yapildigi ve tanimlanan sertifikayr kendi
sayisal 1imzasi ile imzalayarak yayinlayan makamdir.
ESHS’larin temel gorevleri;

e Nitelikli Sertifika Uretimi
e  Zaman Damgast Hizmeti

e Nitelikli ~ Elektronik  Sertifikalar1 bir  dizinde
yayinlama ( Ornek olarak LDAP dizini)

e SIL(CRL)(Sertifika Iptal Listesi) yayinlama

e CISDUP(OCSP)(Cevrim I¢i  Sertifika Durum

Protokolii) hizmeti

e  Sertifika Mali Sorumluluk Sigortast Yaptirma

e Kanunda belirtilen Sertifika ilkeleri(SI) ve Sertifika
Uygulama Esaslarina gore hizmet verme
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e Tiim bu hizmetlerini siirekli kilmak

Ulkemizde oldugu gibi bir iilkede nitelikli elektronik
sertifika veren birden fazla kurum olabilir. Bu durumda
sertifika makamlarinin hepsi kok sertifika’ya bagli olur. Her
sertifika makaminin elektronik sertifikasim1 da kok sertifika
imzalar. Sertifika makamlar1 kendi aralarinda c¢apraz
sertifikasyon yaparak iletigim kurarlar.

ESHS’larin hizmetlerinden en onemlilerinden biride iptal
veya bir sebepten dolayr gegersiz kilinan sertifikalarin
yaymlandigt SIL listelerini belirli araliklarla yayinlamaktir.
ESHS, yayimnladig: listeyi kendi sayisal imzasiyla imzalar.
Sertifikanin  gecerliligi  kontrol edildiginde, ESHS’in
yaymladigindan emin olmak i¢in sayisal imzalar mutlaka kok
sertifikaya ulasincaya kadar dogrulanmalidir. Gegersiz kilinan
sertifikalart anlik 6grenmek i¢in ise OCSP hizmetinden
yararlanilir, anlik olarak sertifikanin durumu hakkinda sayisal
imza ile imzalanmis sekilde sertifikanin gegerliligi hakkinda
bilgi verir. SIL listesinde oldugu gibi bu islemde de kok
sertifikaya ulasincaya kadar dogrulama yapilmalidir.

E. Sayisal Imza Donanimlar:

Sayisal imzay1 olusturabilmek i¢in kisinin gizli anahtarinin
bir donanimda tutulmast  gereklidir. ~AAA tabanl
uygulamalarda, gizli anahtar bilgisi, bir kere yazilabilen ve
donanimin igerisinden ¢ikartilamayan akilli kartlar veya usb
token'larda tutulurlar. Bu donamimlarin giivenlik seviyesi
minimum EAL—4 uluslararasi standardinda olmalidir.

Her iki donamim da PIN(sifre) bilgisi ile korunur. Islem
yapilmak istendiginde sadece sahibinin bildigi PIN bilgisi
girilerek islem yapilir. Aksi halde islem yapilmas: miimkiin
degildir. PIN bilgisi girildikten sonra gizli anahtar verisi
karmasik matematiksel fonksiyonlardan gecerek tiretilir.

F. Bir Sanal Noter Uygulamasinda Gizliligin Saglanmast

Bir Sanal Noter Uygulamasinda olmast gereken wveri
butiinligl, kimlik dogrulama ve onaylama, inkar edememe
kosullar1 yukarida ki bilgiler de goriildiigt gibi sayisal imza
kullanilarak yerine getirilebilir. Gizlilik kosulu i¢in kriptolojik
yontemlerden yararlanilir. Kriptolojik bir yodntem olan
SSL(Secure Socket Layer) bu kosulu yerine getirir.

SSL caligma prensibi; A kisisi B kisisine mesaj gondermek
istediginde sadece B kisisinin sahibi oldugu gizli bir anahtarin
esi olan agik anahtarla mesaji sifreler, dolayisiyla sadece
sifrelenmis mesaji B kisisinin sahibi oldugu gizli anahtar
acabileceginden mesaja erigilse bile desifre edilemez. Bu
kriptolojik yontem ile gizlilik saglanmus olur. Sonugta SSL ve
sayisal imza kullanilarak, sanal ortamda bir noter islemi i¢in
gerekli tiim kosullar yerine getirilmis olur.

IV. SAYISAL IMZA ILE YAPILABILECEK NOTERLIK ISLEMLER]

Daha o6ncede deginildigi gibi bir noterin tim islevlerini
sanal ortama tagimak miimkiin degildir. 5070 Sayili Elektronik
Imza Kanunu’nda yer alan “Kanunlarin resmi sekle veya 6zel
bir merasime tabi tuttugu hukuki islemler ile teminat
sozlesmeleri giivenli Elektronik Imza ile gerceklestirilemez.

Bildiriler Kitabi
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“[3] ifadesine gore noterlerin yapmis oldugu islemlerin
bazilar sayisal imza kullanilarak yapilamaz.

Sekil 6. Sayisal imza Donanimlari
Fakat, yapilacak hukuki diizenlemeler(yonetmelik, teblig,
genelge vb) ile, sayisal imza kullanilarak sanal ortamda
asagidaki noter islemleri hukuki normlara uygun, teknolojik
olarak her tiirlii bilgi giivenligi saglanmis olarak yapilabilir.

e Elektronik zaman damgas! vurma

e Kendisine gonderilen elektronik  belgelerdeki
Elektronik imza ve tarihi onaylamak

o Elektronik belgelerin saklanmasi ve istendiginde
belgelenmesi

o Ozel Kanununda hitkmii bulunmayan defterleri
onaylamak

e Tebligat Islemleri

A. Elektronik Zaman Damgast Vurma

Noterlik Kanunu’nun 60. Maddesi 4. bendi “Bu kanuna
uygun olarak disarida yazilip getirilen kagitlarin tizerindeki
imza, mihir veya herhangi bir isareti veya tarihi
onaylamak™[5] kanununa gore, noterler bir belge tizerinde
herhangi bir isareti, tarihi, imzay1 onaylayip tarih atarak
hukuki = gecerliligini saglarlar. Sayisal imza kullanilarak
imzalannmig bir elektronik belge notere ulastiginda kisinin
elektronik sertifikasiyla kimlik dogrulama yapilabilir. Bu
islemde noter belgenin igerigi ile ilgilenmeyip sadece kimlik
dogrulamasin1 yapmaktadir. Bu sonu¢ esas alinarak islemin
sanal ortamda modellenebilecegini sdyleyebiliriz, kurulacak
bir otomasyon ile onaylama islemi yapilip, sonug¢ olumlu ise
noter kendi sayisal imzasi ile elektronik belgeyi onaylar. Hali
hazirda tlkemizde bu konuda hizmet veren bir kurum
mevcuttur.

B. Kendisine Gonderilen Elektronik Belgelerdeki Elektronik
Imza ve Tarihi Onaylamak

Noterlik Kanunu’nun 90. Maddesi “Hukuki islemlerin
altindaki imzanin onaylanmasi imzayr atan sahsa ait
oldugunun bir serhle belgelendirilmesi seklinde yapilir”[5].
91. Maddesi “Onaylama, imzanin noter huzurunda atilmasi
veya kendisine ait oldugunun ilgili tarafindan kabuli ile
kabildir” seklindedir[5]. Bu maddelere gore noter bir
belgedeki imza ve tarihi kendi huzurunda ve kendisine ait
oldugunun  kabul edilmesi durumunda bir serhle
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belgelendirmektedir. Sayisal imza ile imzalanmis bir
elektronik belgede kimlik dogrulama yapilabildiginden noter
sanal ortamda gerekli dogrulama mekanizmast ile bu hizmeti
verebilir.

C. Elektronik Belgelerin ~ Saklanmasi ve Istendiginde
Belgelenmesi

Noterler yapmis olduklari islemleri 2000’li yillardan
itibaren kagit tizerinde tutmanin yaninda elektronik olarak
kay1t altma almaktadirlar. Noterlik Kanunu’'nun 94. Maddesi
“Noterler tarafindan yapilan islemlerin ornekleri, ancak
ilgililerine, kanuni mimessil veya vekillerine yahut da
mirascilarina verilir.”[5] seklindedir. Bu kanuna gore birey ya
da kurum kendisiyle ilgili bir belgeyi noterden elektronik
olarak talep edebilir. Bu durumda sanal ortamda kisi sayisal
imzasi ile bagvuruda bulunup, kimlik dogrulamasi yapilarak
kanunda 6ngoériildiigii gibi noter islemi ile ilgili ise noter islem
orneklerini, noterin sayisal imzasi ile imzalanmis olarak sanal
ortamda alabilir.

D. Ozel Kanununda
Onaylamak

Hiikmii  Bulunmayan  Defterleri

Glintimiizde ticari olsun olmasin hemen hemen tim
defterler elektronik ortamlarda tutulmaktadir. Fakat dijital
olmayan bir kopyasi, kanun geregi tahrifati 6nlemek ve kayit
altina almak i¢in belirli araliklarla noterlere onaylatilir.

Noterlik Kanunu’nun 107. Maddesi *“Ozel kanununda
hiikiim bulunmayan hallerde defter onaylamasi, defterin bas
ve son sayfasina kag¢ sayfadan ibaret oldugu yazilmak ve her
sayfasi numaralanip mihiirlenmek  suretiyle  yapilir.”
seklindedir[5]. Bu kanuna gore; noterler sanal ortamda
kurulacak bir otomasyon ile kendisine ulastirilan 6zel kanunda
hikmii bulunmayan defterleri, kendi sayisal imzasi ile
onaylayip, kayit altina alabilir.

E. Tebligat Islemleri

Noterlerin en yogun olarak yaptigi islemlerden biri de
kendisine gelen belgeleri ilgili kisiye teblig etmektir. Noterlik
Kanunu’nun 106. Maddesi “Her tiirli hukuki islemlere ait
ihtarname ve ihbarname:

I. Istemde bulunan ve diger tarafin ad ve soyadlar ile agik
adreslerini,
II. Thtar ve ihbar konusunu,
MI. Istemde bulunanin imzasini,
IV. Teblig serhini, noterin imza ve miihriinii ve tarihi (Yazi
ve rakam ile),
kapsar. [htarname ve ihbarnameler ilgili tarafindan yazilip
teblig i¢in notere  getirebilecegi  gibi, notere de
yazdirilabilir.”[5]  seklindedir. Bu islem kurulacak bir
otomasyon ile bireyin yada kurumun internet iizerinden agik
adres bilgilerini, ihtar ve ihbar konusunu elektronik belgeye
girip sayisal imzasi ile tebligat notere ulastirilir. Gerekli
kimlik dogrulamasi yapildiktan sonra tebligat ilgili kisiye
klasik noter hizmetlerinde oldugu gibi ulastirilir.
Fakat burada ihtar eden kisinin tebligat {izerinde 1slak
imzast olmamasi, hukuki normlara gére gecersiz goziikse de,

Bildiriler Kitabi
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diger yandan islak imzayla es olan sayisal imzasinin noter
tarafindan  dogrulanmis  olmasi  hukuki  gecerliligini
saglamaktadir. Bu ve benzeri durumlar da olusabilecek yorum
farkliliklarindan dolay1 Sanal Noter Uygulamasi igin Noterlik
Kanunu ve diger iligkili kanunlarda cesitli diizenlemeler
yapilmalidir.

V. HUKUKI GEREKSINIMLER

Noter iglemlerinde teknolojik altyap: kullanilarak, normal
bir noterin saglamis oldugu tiim giivenlik saglanmis olsa da
hukuki mevzuat tam anlamiyla noterlik islemleri yapmaya
uygun degildir.

5070 Sayil1 Elektronik imza Kanunu kabul edilerek, sayisal
imza ile 1slak imza belirli kisitlamalar disinda es kilinmistir.
Fakat kurumlarin yapmis oldugu islemlere sayisal imzayi
entegre edecek diizenlemeler yapilmamistir.  Oysaki
kurumlarin  birgogunun noterlerde oldugu gibi(Noterlik
Kanunu) kendi is yapisina uygun kanunlari vardir. Bu nedenle
hukuki anlamdaki temel gereksinim, sayisal imzay1
kurumlarin is yapisina uyarlamaktir.

Sayisal imza ile yapilan sozlesmeler ve islemler hukuki
olarak, adi senet statiisiindedir. Adi senet, “resmi bir makam
veya memurun katilimi olmaksizin, bizzat hukuki iliskilerin
taraflarinca  diizenlenen senetlerdir”’[17]. Hukuk Usuli
Muhakemeleri kanununda adi senetlerin ispat giicti; “Bir adi
senet, senet altinda imza tarafindan ikrar edilirse kesin delil
teskil eder”’[17] seklinde tanimlanmigtir. Bu ifadelere gore,
sayisal imza ile islem yapan taraflardan birinin noter olmasi,
yapilan islemin hukuki tanimiyla celismektedir. Ciinkii artik
taraflardan biri resmi bir makamdir. Bu durumda yapilan
islem adi senet statiisinde mi degerlendirilecektir? Burada
tizerinde durulmasi gereken konu, sayisal imza ile yapilan
islemlerinin neden adi senet olarak tanimlandigidir. Bunun
sebebi, islem taraflarindan kaynaklanan giiven zafiyeti mi,
yoksa teknolojik altyapiya olan giiven zafiyetimidir? islem
taraflarina olan giiven zafiyeti var ise bu islemi bir noter
sayisal imza ile yapmasi veya koordine edip isleme sayisal
imzasii koymast durumunda bu islemi hukuki olarak hangi
statiide degerlendirilecektir. Diger yandan teknolojik altyapiya
olan giiven zafiyeti mi, islemi hukuki olarak adi senet seklinde
tanimlamistir. Sebep bu ise, sayisal imza ile yapilan islemler,
taraflarin disinda tgiincii bir kurum olan ESHS tarafindan
teyit edilmektedir, bu sebeple adi senet tanimlamasinin sayisal
imza islemleri ile ne kadar ortistiigii degerlendirilmelidir.

Tiirkiye’de hizmet veren ESHS’larin Elektronik Imza
Kanunu’na goére “Sertifika Mali Sorumluluk Sigortasi”
yaptirmas1 gereklidir. Bu sigorta ESHS’in, Elektronik Imza
Kanunu’ndan dogan yiikiimliiliikklerini yerine getirmemesi
durumunda, nitelikli elektronik sertifika sahibi kisi veya
kuruluslarin ve tgiincii sahislarin ugrayacag zararlara iliskin
sorumlulugu, s6zlesmede belirlenen zorunlu sigorta limitlerine
kadar teminat altina alir[6]. Bu sigorta, sigortaliya karsi
yapilan talepler sonucundaki yasal giderler i¢in de teminat
verir.

Sertifika Mali Sorumluluk Sigortasi olay basina 10.000 (On
bin YTL) ve S6zlesme siiresince 1.000.000( Bir Milyon YTL)
teminat tutarlarini vermektedir[7]. Diger sigorta islemleri ile
mukayese edildiginde teminat tutarlar1 olduk¢a diistiktiir,
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birey ve kurumlara giiven vermemektedir. Sadece noter
islemleri igin degil tiim islemlerde bu teminat tutarlart daha
yukari ¢ekilmeli, toplumun sayisal imzay1 kullanmasi tesvik
edilmelidir.

Daha o6nce belirtildigi gibi, sayisal imza uygulamalarinda
islemi yapan elektronik sertifikalarin gegerli olup olmadiginin
dogrulanma siireci ¢ok onemlidir. Dogrulama siirecinde SIL
listeleri veya OCSP sorgusu kullanilabilir. OCSP anlik olarak
elektronik sertifikanin gegerliligini bize verdigi i¢in, noter
uygulamalarin  da  mutlaka her islem i¢in OCSP
kullanilmalidir. OCSP sorgusundan dénen ESHS’in sayisal
imzasin1 koydugu sonuca gore islem yapilmamali, donen
sonugtaki sayisal imza kok sertifikanin dogrulanmasina kadar
devam edilmelidir. Bu sebeple Noter uygulamalari i¢in
yapilacak yazilimlar mutlaka CWA 14167-1 standardinda
olmali ve ek olarak OCSP sorgu sartt yonetmelik ve
kanunlarla diizenlenmelidir.

Hukuki anlamda diizenleme gereken diger bir konuda, sanal
ortamda gerceklenecek bir Sanal Noter Uygulamasinin ne
sekilde ticret tahsil edecegidir. Noterlik Kanunu’na gore
noterlik hizmetleri, pesin olarak noterde tahsil edilir. Bu
durum da hukuki olarak diizenlenmelidir. Ucretlendirme icin
kontor sistemi ya da sanal poslar kullanilabilir.

VI. SONUCLAR

Ulkemizin ilk sayisal imza uygulamalarindan olan UYAP
ile baglayan siire¢, Sanayi Bakanligi, Bagbakanlik Dis Ticaret
Miistesarligi ve Turk Patent Enstitlisti’niin uygulamalar ile
devam etmistir.

Bu projelerden bir sonraki adim Sanal Noter Uygulamasi
olmalidir. Giiniimiizde bankacilik islemlerini kagit tistiinde
yuriitebiliriz demek, ne kadar imkénsiz ise, artan is yikiiyle
beraber gelecekte noter islemlerini kagit tstiinde yiiriitiiriiz
demek o kadar imkansizdir. Sanal ortamda e-ticaret hacmi
arttikca, e-sozlesme, e-fatura, e-devlet vb. uygulamalar
arttikca, Sanal Noter ihtiyaci daha da belirginlesecektir. Bu
sebeple sanal ortamda noterin islevlerini, gerekli giivenlik
saglanarak modellenmesi zorunluluk haline gelmistir.

Yapilan calismada noterlerin, sanal ortamda baz
hizmetlerinin hi¢bir kugskuya neden olmadan AAA teknolojisi
tizerine kurulmus sayisal imza ile gergeklenebilecegi agikardir.

5070 Sayili Elektronik Imza Kanunu ile beraber kurum
kanunlarinda yapilacak hukuki diizenlemeler, Sanal Noter
Uygulamasinin  hukuki dayanagint olusturur. Bu kosullar
altinda Sanal Noter Uygulamas1 hayata gecirilebilir.
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Uluslararas1 Ulke Giivenliginde
Hukuki ve Teknik Yaklasim

Koksal OZENC,Mustafa ALKAN, Tayfun ACARER

Abstract- And the risks against the security of the
information and data because of our today’s developing
technology increase too. The certain sources say that the market
on the software programs for the internet security was about
USD 4,4 bn as for the last of 1999 and also this figure amounts to
USD 8,3 bn with an increase of % 23 on average per year.
Furthermore while the overheads done for information security
in the information and communication technologies which has
great importance for EU were USD 465 million, this amount
increased up to USD 2,74 bn in 2006. Because Euro 1,4 bn in the
term of 2007/2013 has been assigned for the R&D projects in the
field of information security technologies within the context of
the 7th Framework Program which has a budget of Euro 5,3 bn.

1]

In deed while the market share of security software was USD
8,2 bn in 2006, it has been estimated that this share will be USD
9,1 bn in 2007 and the share for antivirus software USD 4,9 bn
with the increasing of 54% in 2007. Therefore it has been
understood that the financial burden to be realized for the
information security is how much important taking into account
this issue.

Keywords—Information
TEMPEST

security, Echelon, CETS,

I. GIRIS

Bilindigi tizere giiniimiiziin gerek gelisen ve gerekse de
birbirine yakinsayan teknolojileri sayesinde ses, data ve
goriinti olmak tizere her tiirli bilgi ve verilerin hizli bir
sekilde iletilmesi, alinmasi ve islenmesi biyiik 6lctide
hayatimizi  kolaylastirmakla beraber bilgi ve iletisim
teknolojilerinde “bilgi giivenligi” gibi olduk¢a 6nemli bir
hususu da giindeme getirmektedir. Zira, bilgi ve iletisim
teknolojilerinin toplum bazinda yayginlagtirilmasi, sadece
etkin ve verimli kullanimina degil ayn: zamanda sézkonusu
teknolojilerde kullanilan tiim cihaz, ekipman ve sistemlerde
bilgi giivenliginin de tam olarak saglanmasina baghdir.

Bilgi toplumu hedefine ulasilmasi ve elektronik imzaya
dayali elektronik devlet ve elektronik ticaret uygulamalarmin
yayginlagsmasi, bilgi ve iletisim teknolojilerinde giivenli bir
ortamin, acik aglarda dolasan bilginin giivenliginin ve kisisel
verilerin gizliliginin saglanmasit ile miimkiin olmaktadir. Bu
nedenle, taraflararasi iletilerde bilginin gizliligi, biitiinliigii ve her
istenilen anda erisilebilirliginin saglanmasi i¢in teknik ve hukuki
6nlemlerin alinmasi biiyiik 6nem arzetmektedir.

Bilgi Teknolojileri ve iletisim Kurumu,
kozenc@tk.gov.tr, malkan@tk.gov.tr, tacarer@tk.gov.tr

Bildiriler Kitabi

Cok ¢esitli sayida bilgi ve iletisim teknolojilerinin
glintimiizde hizla artan bir oranda kullanilir hale gelmesi
ekonomik ve sosyal hayatta karsilasilan pek ¢ok islemleri
kolaylastirdig: 6l¢iide bilgi giivenligine karsi gesitli boyutlarda
risk ve tehditleri de beraberinde getirebilmektedir. Zira yabanci
tilkelerde oldugu gibi tilkemizde de bilgisayar ve mobil iletisim
teknoloji cihaz ve sistemlerini kullanan kisiler ¢ogunlukla
bilgi giivenligine karst olusabilecek risk ve tehditlerin farkinda
degildir. Olusan bu risk ve tehditler, kisilerin ¢ogunlukla maddi
kayba ugramalarina ya da bilgilerinin degistirilmesi, silinmesi
ya da izinsiz olarak erisilmesi gibi istenmeyen bazi durumlara
neden olabilmektedir.

I1. BILGI GUVENLIGININ EKONOMIK BOYUTU

1995 yilinda sadece 20.000 olan web sitesi sayisinin
2008 yilinda 101 milyonu gectigi dikkate alindiginda
internet ve multimedya ortaminda kullanilan ses, data ve
gortintli olmak tizere her tiirlii bilgi ve verinin giivenlik
boyutunun ne kadar énemli oldugu ve buna bagl olarak
da giivenligin saglanmasi sorununun ¢6ziilmesinin de bir
o kadar karmasik ve zor oldugu ortaya ¢ikmaktadir.
Ayrica bilgi ve iletisim teknolojilerinin  6zelligi
nedeniyle veri giivenligi hususunda uluslararasi isbirligi
de ¢ok onemlidir. Zira giiniimiiziin gelisen teknolojisi
sayesinde bilisim suglart artik sinirlart agan bir boyut
kazanmustir. Ornegin, 2000 yilinda ortaya ¢ikan Love
Letter viriistiniin tiim diinyada yaklagik 7 milyar ABD
Dolan zarar verdigi tahmin edilmektedir.

Benzer sekilde 2001 yilinda Code Red Worm viriisit
ortaya c¢iktigindan itibaren ilk 14 saat iginde 359.000
adet sisteme zarar verirken, 2003 yilinda ortaya c¢ikan
Sequel Slammer viriisii ise bundan ¢ok daha hizli bir
sekilde yayilma gostererek sadece ilk 10 dakika iginde
75.000 adet sisteme zarar verdigi tahmin edilmektedir.
FBI tarafindan yapilan arastirmaya gore halen giiniimiize
kadar yaklasik 70.000 adet viriisiin tesbit edildigi ve
dinyada mevcut olan internet web server’lerinin
yaklasik %85’inin en az bir kez siber saldiriya maruz
kaldigr  dikkate alindiginda konunun ekonomik
boyutunun oldugu kadar uluslararasi iliskiler boyutunun
da ne kadar 6nemli oldugu ortaya ¢ikmaktadir.

11I. BILGI GUVENLIGINDE AB°NIN
HUKUKI YAKLASIMI
Yukarida belirtilen hususlar ¢ergevesinde istenmeyen
bu durumlarin engellenebilmesini teminen AB, hukuki
alanda asagida belirtildigi tizere bazi diizenlemeler
yapmustir. [2]
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Avrupa Birligi’ndeki bilgi giivenligi alanindaki ¢aligmalar
esas itibariyle 1987 yilinda baslamistir. 1987 yilinda
yaymnlanan Green Paper (Yesil Rapor) ile AB,
telekomiinikasyon sektdriindeki bilgi glivenliginin 6nemine
isaret etmistir. Ayrica AB, bilgi ve iletisim teknolojileri
tizerinde bilgi giivenliginin saglanmast ve mahremiyetin
korunmasi konusunda gelisen teknolojik ve sosyal ihtiyaclari
da  dikkate  alarak  telekomiinikasyon  sektoriinde
serbestlesmenin  Topluluk i¢inde 2000 yilina kadar
tamamlanmasinin hedeflendigi 1998 mevzuati ¢ercevesinde
95/46/EC ve 97/66/EC sayili AB Direktifleri diizenlenerek
yuritrliige konulmustur.

Diger taraftan AB, ozellikle 1995°li yillardan itibaren
internet ve multimedya teknolojilerinin toplum tarafindan ¢ok
buytik bir hizla kullanilir hale gelmesiyle birlikte 6zellikle
internet teknolojilerinin beraberinde getirdigi bazi kolayliklar
ve imkanlara ilaveten kiiciik ¢coguklarin internet ortamindaki
muzir yayimlardan korunmasi amaciyla “Kiiresel aglar
tizerinde zararli ve yasadigi igerikle miicadeleyle internetin
daha giivenli kullanim1” hususunda 99/276/EC sayili bir
Karar yayinlamistir.

Ayrica, 1998 tarihli mevzuat gercevesinde
telekomiinikasyon sektoriinde hedeflenen  serbestlesmeyi
tamamlayan AB, bu kez teknolojideki ve buna bagl olarak da
telekomiinikasyon sektoriinde

* ses ve veri

* telekomiinikasyon ve radyo-TV yayini

* sabit ve mobil
hizmetler olmak tizere ti¢ farkli alanda gergeklestirilen ve
toplum hayatini ve dolayist ile de telekomiinikasyon
alanindaki diizenlemeleri derinden etkileyen yakinsama
konusunu dikkate alarak 2002 tarihinde yeni bir diizenleyici
cerceve mevzuatini hazirlayarak yurtrlige koymustur.

Yukarida belirtilen hususlar cergevesinde
telekomiinikasyon, radyo-TV yayin, sabit ve mobil hizmetler,
ses ve veri hizmetleri, internet ve multimedya hizmetlerindeki
bu yakinsama nedeniyle arttk AB, 1998 tarihli ¢ergeve
mevzuatinda yer alan ve teknolojiye bagli olan diger bir
deyisle belirli bir teknolojiyi ¢agristiran “telekomiinikasyon”,
radyo-TV  yaymciligr”, “uydu hizmetleri”, “sabit ses
hizmetleri”, “mobil hizmetler”, “veri hizmetleri” gibi tanim
ve ifadeler yerine tim bunlari tek bir baslik altinda
kapsayacak sekilde ve teknoloji nétiir bir ifade olan dolayist
ile de teknolojilerin her alaninda yakinsamayi ifade eden
“elektronik haberlesme sebekeleri ve hizmetleri” seklinde
farklt bir tanimi giindeme getirmistir.

Bu kapsamda, 2002 yilinda kabul edilen ve 2003 yilinda
AB tiyesi tilkelerde yiiriirliige giren yeni ¢ergeve diizenleyici
paket kapsaminda 1998 tarihli mevzuatta yer alan
telekomiinikasyon sektoriindeki kisisel verilerin islenmesi ve
mahremiyetin korunmast konusundaki 97/66/EC sayili AB
Direktifi’nin yerine gecen elektronik haberlesme sektoriinde

mahremiyetin korunmast ve kisisel verilerin islenmesi
hususundaki  2002/58/EC  sayili  Direktifi  ylrtrliige
Bildiriler Kitabi
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koymustur. AB mevzuat uyum ¢alismalari gergevesinde
s6zkonusu Direktifin uyumlastirilmast amaciyla Kurum
tarafindan  06.02.2004 tarihinde Telekomiinikasyon
Sektoriinde Kisisel Bilgilerin islenmesi ve Gizliliginin
Korunmasi1 Hakkinda Yo6netmelik ¢ikartiimustir.

Yukarida belirtilen hususlarin yani sira, AB yukarida
sayilan direktifleri tamamlayici nitelikte olmak {iizere
asagida belirtilen bazi kararlar almistir.

- Bilgi giivenliginin saglanmasina iligkin 31 Mart
1992 tarih ve 92/242/EC say1il1 Konsey Karari,

- Sebeke ve bilgi giivenligi kiltiirine dogru
Avrupa’nin yaklasimma ilisgkin 18 Subat 2003
tarih ve 2003/48/EC sayili Konsey Karari,

- Sebeke ve bilgi giivenliginin iyilestirilmesi ve
uygulamanin yayilmas: ile ilgili e-Avrupa Eylem
Plant’nin izlenmesine iligkin 17 Kasim 2003 tarih ve
2256/2003/EC sayili Konsey Karart,

Ayrica, yukarida belirtildigi tizere kisisel verilerin ve
mahremiyetin korunmasina yonelik olarak bir ¢ok farkh
alanda diizenleme yapma ihtiyact hisseden AB,
sozkonusu diizenlemelerden 6zellikle genel anlamda ve
sektor spesifik alanda olmak {izere iki ayr1 yap1 halinde
kurumsallasmaya dogru da bir adim atmistir. Bu
cergevede kisisel verilerin ve mahremiyetin korunmasina
yonelik olarak 95/46/EC sayili Direktifte belirtilen
hususlara  kurumsal bir yap1 kazandirmak amaciyla
“Topluluk  kurumlar1 tarafindan kisisel verilerin
islenmesi, kisilerin korunmasi ve bilgilerin serbest
dolagimi™na iliskin olarak onayladigi 2001/45/EC sayil
Tuziik ile AB iginde ilk kez “Veri Koruma Gorevlisi” ve
“Avrupa Veri Koruma Denetmeni” gibi baz1 gérev ve
fonksiyonlara islerlik kazandirilmisgtir.

Benzer sekilde sektor spesifik bir alanda, sadece
telekomiinikasyon sektoriine 6zgii olmak tizere ve bu
kapsamda diizenleme amactyla yiiriirliige konulan 2002
tarihli yeni diizenleyici ¢erceve mevzuati kapsaminda
kabul edilen elektronik haberlesme sebeke ve hizmetleri
konusundaki 2002/58/EC sayili Direktif ve 99/276/EC
sayil1 Karar’a iliskin hiikiimleri de kapsayacak sekilde
AB tarafindan “Avrupa Sebeke ve Bilgi Giivenligi
Kurumu”nun  (ENISA-European ~ Network  and
Information Security Agency) kurulmasi amaciyla
2004/460/EC sayili Tiizik yayinlanmistir.

Yukarida belirtilen hususlara ilaveten AB, 6zellikle
tim diinyada 1990’11 yillardan itibaren gelisen ve
yayginlagsan elektronik ticaret ve elektronik imza
uygulamalarina 6zgii ¢ikartmig oldugu 2000/31/EC ve
99/93/EC sayili Direktifler’de de kisisel verilerin ve
mahremiyetin korunmasint saglamak {izere kriptografi
ve elektronik imza teknolojileri ¢er¢evesinde uygulanan
standartlara iligkin olarak bazi hiikkiimler getirmistir.
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Son olarak da AB tarafindan elektronik haberlesme
sebekeleri kullanilarak gerceklestirilen tim haberlesmenin
(telefon, faks, VoIP, e-posta vs.) kim tarafindan ne zaman ve
kimle yapildigina dair ve haberlesmenin igerigi de dahil
olmak tizere ileride meydana gelebilecek herhangi bir yasal
sorusturma ya da incelemede kullanilabilmesini teminen
gerekli olabilecek tiim bilgilerin 6 aydan az olmamak ve 2
yildan fazla olmamak sartiyla depolanmasi yoniinde
telekomiinikasyon sektoriindeki mobil igletmecilere, sabit
isletmecilere, MVNO ve ISP gibi diger tiim sekt6r aktorlerine
bir gorev verilmistir. Bu ¢ercevede 13.4.2006 tarihli AB
Resmi Gazetesi’nde yayimlanan 2006/24/EC sayili Direktif
geregince bu husus yasal bir zorunluluk haline getirilmistir.

IV. AVRUPA BIRLIGI’NDE GUVENLIK POLITIKASI

Bilgi toplumu hizmetlerinin gelismesiyle bilgi giivenligi, is
diinyasmnin vatandasin ve kamu sektortintin  yaptigi her
islemde vazgecilmez bir unsur olmustur. Bu nedenle, AB
biinyesinde ortak tutum, fikir ve anlayis birliginin kurulmasi
ve i¢ pazarin saglikli calismast amaciyla, AB i¢inde giivenlik
kiltirti  olusturulmast  hedeflenmistir. =~ Bu  kapsamda,
92/242/EC sayili Konsey Karari ile 2002 yili e-Avrupa Eylem
Plan1 ve 2256/2003/EC ve 2003/48/EC Sayili Konsey
Kararlar1 ile 2005 yili e-Avrupa Eylem Planlar
olusturulmustur. Bu eylem planlarinda;

- Elektronik ortamda depolanan, islenen ve iletilen bilginin
kazara veya kasith tehditlere karsi uygun sekilde
korunmasi,

- Konu ile ilgili uluslararasi standartlarm kabul edilmesi,

- Konu ile ilgili tiye devletlerde gerekli diizenlemelerin
yapilmasinin gerekliligi,

- Bilgi sistemlerinin giivenligi i¢in kullanici ve servis
saglayicilara diisen gorevlerin tanimlanmasi,

- Her kesimden kullanicinin = bilgilendirilmesi
bilin¢lendirilmesi igin bilgi ve veri giivenligi
mahremiyetin korunmasi egitimlerine 6nem verilmesi,
gerektigi vurgulanmistir.

ve
ile

V. ULUSLARARASI BILGI GUVENLIGINE ILISKIN
BAZI ORNEKLER

A. Ingiltere

Ingiltere, biyometrik giivenlik 6nlemlerini de igeren kimlik
kartlarinin vatandaslara dagitilmasi i¢in bir proje baslatmistir.
Zira kimlik bilgilerinin ¢alinarak kopyalanmasi sonucu ¢ok
sayida insan maddi ve manevi zarara ugramis bulunmaktadir.
Ingiltere’de kimlik bilgilerinin ¢alinmasma karsi miicadele
vermek tizere sivil toplum kurulusu sifatiyla kurulmus olan
Cifas’a gore 6rnegin sadece 2004 yilinda 119.000 kisinin
kimlik bilgileri kullanilarak maddi ¢ikar saglanmistir. Cifas,
Ingiltere’de 240 iiyesi ile beraber basta telekomiinikasyon
sirketleri olmak {izere bankacilik sektorii ve ¢esitli ticari
firmalardaki kisisel bilgilerin baska amaclarla kullanilmasini
onlemek ve kullanildigi takdirde bunu yetkili makamlara
ihbar etmek iizere kar amaci giitmeden c¢alisma yapan ¢ok
sayidaki sivil toplum kurulusundan birisidir. [3]
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B. Kanada’da Cocuk Pornosunun Onlenmesine Yonelik
Bir Sistem: CETS

Bilindigi tizere glniimiizde internet kullanimimin her
gegen giin artmasi, beraberinde ¢ocuklarin internet
kullanilarak istismar edilmesi ve bu g¢er¢evede c¢ocuk
pornosunun ¢ok biiyllk bir boyuta ulagmis olmasi
toplumda biiytik bir rahatsizliga neden olmaktadir. Bu
rahatsizliktan hareketle Kanada polisi, 2003 yilinda bir
¢ocuk pornosunun kullanildigi bir web sitesinin
izlenmesi ve tespit edilebilmesini teminen Microsoft
firmasindan yardim talep edilmistir. S6zkonusu talep
tizerine Microsoft tarafindan hazirlanan ve adina CETS
(Chield Exploitation Tracking System) denilen &zel bir
yazilim sayesinde tiim internet siteleri Onceden
belirlenmis olan kelime ve/veya kelime gruplari ve
belirli resimler taranarak ¢ocuk pornosunun kullanildig:
sitelerin tespit edilmesi saglanmistir. S6zkonusu projenin
maliyeti yaklasik 2,5 milyon ABD Dolar1 olup, internete
erisim yapan ¢ocuklarin yaklasik % 20’sinin pornografik
saldirtya maruz kaldigi tahmin edilmektedir. [4]

C. Carnivore

Carnivore, ABD’de FBI tarafindan 2000’li yillarin
basinda gelistirilen 6zel bir elektronik izleme sistemine
verilen isimdir. Bu sistem FBI tarafindan daha 6nceden
kullanilan ~ Omnivore adli  sistemin  gelistirilmis
versiyonudur. Carnivore sistemi, adli mercilerin izni ile
internet lizerinden gerceklestirilebilecek suglar1  ve
suclulari 6nleme ve izleme amaciyla ya internet servis
saglayicisina baglanir. Bu sayede takibe alinan kisinin e-
posta mesajlart, ICQ mesajlasmalar1 ve hangi web
sayfasinda ne kadar siire gezindigi ve ne yaptig1 gibi her
turlii islem dahil olmak {tizere internet vasitasiyla
gerceklestirmis oldugu her tirlii islem takibe alinir.
Carnivore sisteminin FBI tarafindan kullanilmast
sayesinde 25600 su¢lu yakalanmistir.

11 Eylul 2001°de ABD’de yasanan terdrist saldiri
sonucu iki adet go6kdelenin ¢6kmesi sonucu ABD
Temsilciler Meclisi tarafindan 24 Ekim 2001 tarihinde
kabul edilen ABD Vatandaglik Kanunu ile internetteki
her tirlti verilerin FBI tarafindan izlenmesi ve kayit
altina alinmasi hiikiim altina alinmustir.

Ancak her seye ragmen Carnivore sisteminin
kullanilmasmin, 2001 yilinda FBI tarafindan terk
edildigi 2005 yilinda ilan edilmistir. Bunun yerine daha
da gelistirilmis olan ve kod adi “DragonWare Suite”
olan ve ii¢ ayr1 amaca yonelik olarak hazirlanmis olan
“Carnivore”, “Packeteer” ve “CoolMiner”’dan olusan bir
sistem hizmete alinmistir. FBI bu ve buna benzer
sistemleri daha ziyade suglulari, casuslari, kacak¢ilar: ve
teroristleri takip etmek amaciyla yogun bir sekilde
kullanmustir. S6zkonusu sistemin toplam maliyetinin 6-
15 milyon ABD Dolar1 oldugu ifade edilmektedir. [5]

D. Echelon

Echelon sistemi kiiresel bir haberlesme miidahale

(COMINT - Communications Interception) sistemi olup,
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tiim diinyadaki askeri ve sivil her tiirlii haberlesme izlenmekte
ve kaydedilmektedir. Sistemin y6netimi, tamamen ABD’nin
Ulusal Giivenlik Kurumu (NSA - National Security Agency)
olup, sistemin varligi 1999 yilina kadar siirekli olarak inkar
ediliyordu. Ancak 16 Mart 1999’da Avustralya’daki Ulusal
Askeri Muhabere Merkezi (DSD - Defense Signals
Directorate) Miidiirii Martin Bradley’in bir muhabir olan Ross
Coulthart’a yazdigi mektupta ortaya ¢ikti. Bunun tizerine
Avustralya hiikiimeti, Mayis 1999°da yapilan bir agiklama ile
Echelon sisteminin bir pargasi olduklarini kabul etti.

Sistem ¢ok giicli bir yazilim ve donanim altyapisina
sahipti. Zira 1992 yilinda NSA’den emekli olan ve buranin
mudirligiinii yapmis olan Amiral William Studeman’in
yaptig1 agiklamaya gore Echelon sistemi, saatte 2 milyondan
fazla telefon, teleks, e-posta ve faks mesajini izleyebiliyor ve
kaydedebiliyordu ki bu rakam bir yilda 17,5 milyar mesaja
karsilik gelmektedir. 1992 yilindaki teknolojik imkanlar
sayesinde 2 milyon olan bu rakamin, giiniimiizde ¢ok daha
fazla bir degere ulastigi diistiniilebilir.

Echelon sayesinde yapilan tiim izleme ve kayitlar dogrudan
NSA ve CIA’ya yonlendirilmektedir. 11 Temmuz 2001
tarihinde Echelon sisteminin mevcut olup olmadig:
konusunda AB Parlamentosu tarafindan ¢ok kapsamli bir
sekilde hazirlanan ve yaymlanan rapor, Echelon sisteminin
mevcut oldugunu kanitlamistir. Ayrica sézkonusu raporda
Echelon sistemine benzer baska sistemlerin Rusya, Cin ve
Fransa gibi bazi iilkelerde de kurulu olabilecegi ifade
edilmektedir.[6]

VI. TEMPEST (TRANSIENT ELETROMAGNETIC PULSE
SURVEILLANCE STANDARD)

Bakir kablo ve monitér gibi ilave bazi donanimlardan
olusan tiim bilgisayar sistemleri, Hollanda’l1 bilim adamina
hitaben adim1 Van Eck’ten alan alicilar tarafindan alinabilen
ve kaydedilebilen elektromanyetik yaymlar1 yaymaktadir.
Tempest teknolojisi, bu yaymlarin kullanilarak ve ortamdaki
parazitlerden armndirilarak ve giiclendirilerek ilgili cihaz
tarafindan yaklasik 500 m kadar wuzaktan alinmasini
engellemeye yonelik olarak olusturulmus bir teknolojidir.

Bilgisayarin klavyesinden, ekranindan, modem kablosu gibi
cesitli yerlerden elektromayetik sinyaller klavyede basilan
tuslara, ekrandaki goriintiiye ve modemle bilgisayar arasinda
gecen bilgileri igermektedir. Yeterli donanima sahip herhangi
biri bu yayinlart bir veya iki kilometreye varabilen bir
mesafeden kaydedebilir ve ekraninizda ne goriindigiini,
klavyede ne girildigi veya modemden ne gectigi bu yayinlar
islenerek tekrar olusturabilir. [7]

Tempest’de ekranlama, filtreleme veya yayilan dalgalara
guriltic  ekleyerek  sinyali anlasilmaz  kilmak  gibi
uygulanabilecek bazi elektromanyetik glivenlik yontemleri
mevcuttur. Bu tip yontemlerde ya dogrudan kullanilan
elektronik malzemeler ekranlanir ve girig/¢ikislari filtrelenir
veya ekranli olmasi gerekmeyen aletler ekranli odalarda
(Faraday kafesi) kullanilir. Ekranlanacak odalar tamamen
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iletken bir maddeyle kaplanarak elektromanyetik
yayinlart durdurucu Faraday kafesi olusturulur. Odalarin
havalandirma girislerine dalga kiric1 yansiticilar konur.
Elektrik sebekesine olan baglantilar agikverici isaretlerin
bulunabilecegi frekanslart kesen filtreler araciligiyla
yapilir. Bu tip odalar genellikle ses yaliimima da tabi
tutulur.

VII. ISTEK DISI HABERLESME

Ulkemizin AB mevzuatma uyumlastirma siirecinde,
istek digt haberlesme konusuna 6nem verilerek bu
konuda bir an once yasal diizenleme caligmalarina
baslanmasi, bu konudaki sorumluluk ve yaptirimlarin
belirlenmesi gerekmektedir. Yapilacak yasal diizenleme
ile, abonenin Onceden r1zasi olmadan istek dis1
haberlesme yapilmasmin O6nlenmesi, gercek ve tiizel
kisilerin kendi miisterilerine c¢ikan yeni bir iiriin veya
hizmet hakkinda bilgi vermek amaciyla mesaj
gonderebilmesi, ancak mesajin iceriginde mesajt
gonderenin acik bir sekilde belirtilmesi ve alicinin
mesaji tekrar almak istememesi durumunda {icretsiz ve
kolay bir yolla reddebilme imkaninin taninmasi, mesajin
iceriginin ahlaka ve kamu diizenine aykiri olmamasi,
mesaj gonderen kisilerin sahte isim ve sasirtici konu
basligi kullanmalarmin  6nlenmesi, kiginin  rizasi
olmamasina ragmen mesajin zorla gonderilmemesi,
ahlaka ve kamu diizenine aykiri olmast durumunda cezai
miieyyidelerin konulmasi, pornografik igerikli mesajlarin
gonderimesinin yasaklanmasi saglanmalidir. Bunun yani
sira, diger AB tiyesi iilkelerde oldugu gibi kapsam igi
yontemin uygulanmasi gerekmektedir.

VIL. SONUC VE DEGERLENDIRMELER

Givenlik agisindan géz 6ntine alinmasi gereken husus,
givenlik alanlarinin ¢ok iyi tespit edilerek bilginin
ozelligine en uygun onlemlerin alinmasidir. Ancak tinli
hacker Kevin Mitnick’in ~ “Kirillamayacak  site,
sizilamayacak ag yoktur” séztinden de anlagilacagi lizere
tam olarak bilgi giivenliginden s6z etmek mumkiin
olamamaktadir. Ancak, bu konuda atilacak en Onemli
adimin etkin ve verimli bir gilivenlik kiiltiirtiniin
olusturulmasi, bilgi giivenliginin temel unsuru olan
kisisel verilerin korunmasi ile ilgili diizenlemelerin
yapilmasi ve kiiresel bir ag haline gelen bilgi ve iletigim
teknolojilerinde uluslararasi isbirligine 6nem
verilmesinin sart oldugu degerlendirilmektedir.

A. Hiikiimetin,

Tiim kesimden kullanicinin katilimini saglayacak bir
“Eylem Plam”n1 baglatmasi, bilgi sistemlerinin
giivenligi i¢in ulusal politika gelistirmesi ve diger tilkeler
ile isbirligi yapmasi, egitimler, brosiirler, internet siteleri
hazirlamasi ve danisma birimleri kurmasi, konu ile ilgili
uluslararasi standartlar1 Tiirk Standardi haline getirmesi
ve kullanimii saglamasi, tim kurumlarin, 6zel
kuruluslarin ve sivil toplum kuruluslarinin isbirligi
icinde bulunmasmi saglamasi, tlke giivenligini
saglayacak yasal diizenlemelerin  bir an  once

25026927 Aralik December 2008 ¢ Ankara / TURKIYE

Proceedings

92



3. ULUSLARARASI KATILIMLI
BiLGi GUVENLIGi VE
KRIPTOLOJi KONFERANSI

IS

yurtirlige girmesini  saglamasi, bilgi teknolojilerinin
gelisimi i¢in arastirma-gelistirmenin devlet¢e desteklenmesi,
bilgi giivenligi ve kisisel mahremiyete yonelik ihlalleri asgari
diizeye indirecek cezai Onlemlerin alinmasini saglamasi,
bilisim suglart ile ilgili birimler kurmasi, diger iilkelerde
oldugu gibi  bilgi  giivenligi  konusunda  Kkisileri
yonlendirebilecek ve olaylara miidahale edebilecek CERT
gibi kurumlar kurmasi, gereklidir. Ayrica bu konuda
uluslararast igbirliginin 6nemli olmasi nedeniyle diger
tilkelerle igbirligi kurma yoluna gitmesi gereklidir.

B. Kurum ve kuruluslarinn;

Kurumun yapisina uygun “Kurumsal Giivenlik Politikas1”
gelistirmesi,  bilgi  giivenligi  konusunda  olusturulan
standartlarin kullanimina 6zen gostermesi gereklidir.

C. Kullanicilarin,

Bilgi sistem ve aglarindaki diger kullanicilara kars: sorumlu
olduklarmin bilincinde olmasi, giincel antiviriis yazilimi ve
lisansli yazilimlar kullanmasi, Internette kisisel verilerini
nasil koruyacaklarini bilmesi, bilgasayar ve e-postalari igin
parola kullanmast ve bunlart sik sik  giincellemesi,
giivenmedikleri sitelere girmemesi ve tanimadiklari kisilerden
gelen e-postalart agmamasi gereklidir.

D. Diizenleyici otoritelerin

Giivenlik kiiltiirii olusturulmasinda her kurum, kurulus ve
bireye sorumluluk diismesi nedeniyle Telekomiinikasyon
Kurumu (TK) tarafindan “Kurumsal Bilgi Guvenligi
Politikas1” olusturulmasi, Kurum ¢aliganlarinin elektronik
ortamda tutulan ve aktarilan bilginin giivenligini saglama
hususunda uymasi gereken kural ve politikalarm belirlenmesi
gerekmektedir.

[SS’lere bilgi giivenligi ihlallerini - 6nleme yetkisi ve
yiikiimliiligii verilmelidir. 1SS’lerin aboneleri ile yaptiklari
sozlesmede kendi abonelerinin bilgi gtivenligi ihlali
yapamayacaklar1 hiikiim altina alinmali ve kendi abonesinin
ihlalinden ISS sorumlu tutulabilmelidir. Ayrica abonelerinin
hazirlamis  olduklari Internet sitelerinde &zellikle ticari
sitelerde gizlilik politikalarmin ne oldugu kisisel bilgilerin
ni¢in istendigi, bilgilerin hangi amagla kullanilacagr ve
bilgilerin giivenliginin nasil saglanacagina iliskin bilgilerin
sunulmasi saglanmalidir. Bununla birlikte siteler, “gerez”
(cookie) gonderilip gonderilmedigi konusunda kullaniciy1
bilgilendirmeli ve kullaniciya bunu reddetme imkani
taninmalidir.

TK o6nderliginde tiim sektor aktorlerinin katilimi ile
olusturulacak ve “Elektronik Haberlesme Sektoriinde
Kisisel Verilerin ve Mahremiyetinin Korunmasi
Komisyonu” olarak adlandirilabilecek bir komisyon
sayesinde abone ve kullanicilar dahil olmak {izere tiim sektor
aktorlerinin yapacagi toplantilarda karsilikli bilgi alis verisi
ve istisarelerde bulunarak kigisel verilerin ve mahremiyetin
korunmasina  yonelik olarak ilgili mevzuatin varsa
eksikliklerinin tespiti, usul ve esaslarin belirlenmesi,
mevzuatin nasil daha iyi ve saglikli olarak isletilebileceginin
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degerlendirilmesi gereklidir. Kurumun diger tilkelerdeki
diizenleyici kurumlarla ikili isbirligi gelistirerek, onlarin

telekomiinikasyon  alaninda  kisisel  verilerin = ve
mahremiyetin ~ korunmast  konusunda  yaptiklari
tecriibelerden  faydalanmasi, edindigi izlenim ve

tecriibeleri sektére aktarmasi olduk¢a biiyiik Onem
arzetmektedir.

Bilgi toplumunun olusturulmasi ve
yayginlastirilmasinda en biiyiilk engel olarak goriilen
istek dis1 haberlesmenin artmasi toplumun hemen hemen
tim kesiminin (internet kullanicilari, kamu sektort,
[SS’ler, hizmet saglayicilar) ortak kararliligi, yapilacak
isbirligi ve dayanismayla olusturulacak miicadelede
basar1 saglayabilecektir. Bu itibarla Kurum diger ilgili
kurum ve kuruluslarin isbirligi ile istek dis1 haberlesmeyi
onleme konusunda goriis, Oneri ve politikalarin
olusturulacagr forumlar diizenlemelidir. Ayrica kamu
kurum ve kuruluslarinda iilke giivenligine yonelik olarak
Bilgi Giivenligi Yonetim Sistemi’nin (ISO/IEC 27001,
COBIT vs.) kurulmast ve bu g¢ergevede imkanlar
Olgiisinde tiim bireylerin ve kamu ¢alisanlarinin bilgi
giivenligi konusunda bilgilendirilmesi ve
bilin¢lendirilmesi ¢alismalarinin bir an 6nce baslatilmasi
ve bu baglamda egitim calismalarinin yapilmasi son
derece onemlidir.

Sadece bilgi ve iletisim teknolojileri boyutunda degil,
giniimiiz kullanicilarinda oldugu kadar tretici ve
isletmeciler gibi daha bir ¢ok sektér aktorlerinin
hepsinde ortak duyulan bir endise s6zkonusudur.
“Giivenlik”. Zaten konu ile ilgili olarak ¢esitli
platformlarda halen ¢aligmalar1 yurttiilmekte olan tiim
standardizasyon faaliyetlerinin temel hedefi sistem ve
cihazlar arasinda uyumlu ¢alisabilmeyi saglamak oldugu
kadar, ~giivenlik unsuru da birinci derecede rol
oynamaktadir. Ulke giivenligi kavrami iginde kisisel ve
kurumsal bilgi giivenligi gibi temel hususlar yer almakla
birlikte, bunlarin altinda iletisim ag1 giivenligi, isletim
sistemi giivenligi, veri tabani giivenligi, internet erisim
giivenligi, terminal cihazi ve sistem giivenligi gibi
oldukca ¢nemli hususlar bulunmaktadir. Ozetle, burada
sayilanlarin hepsinin “Toplam Sistem Giivenligi” adi
altinda toplanmas1 miimkiindiir.

Yukarida  belirtilen  hususlar,  genis  bandl
teknolojilerin  toplum bazmna yaygimlastikea iilke
giivenligi ve veri giivenligi olgusunun  beraberinde
getirecegi muhtemel risklerin ve siber saldirilarin da
dogru orantili olarak artacagina isaret etmektedir.
Dolayist ile, konu sadece bilgisayar su¢larma yonelik
olarak  tlilkelerde gorevli bir Kuruma islerlik
kazandirilmasimi degil ayni zamanda yargi organlari,
sanayi, tiiketici kuruluslari, tiniversiteler ve veri koruma
kurumlart  arasinda  isbirliginin  artirilmasint  ve
gelistirilmesini gerektirmektedir. Bununla beraber, bilgi
ve iletisim teknolojilerinde veri gtivenliginin belki de en
6nemli kismini olusturan telekomiinikasyon isletmecileri
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ile erisim saglayicilariin geligsen teknoloji ¢cergevesinde tesbit
edilecek olan asgari seviyedeki giivenlik kriterlerine uymalari
da biiylk 6nem arzetmektedir. Bu baglamda “siber-sug
polisi” ve “siber-su¢ savcisi” gibi yeni tanim ve meslek
dallariin ya da diger bir deyisle bilgi ve iletisim teknolojileri
alaninda veri giivenligi konusunda hukuki ve teknik ihtisas
gerektiren yeni branglarin giindeme gelmesi bir teknolojik
zorunluluk olarak ortaya ¢ikmaktadir.

Bu ¢ergevede; bilgi ve iletisim teknolojileri alaninda bilgi
glivenligi ve mahremiyetin korunmasma yonelik olarak
AB’de halen c¢ok cesitli platformlarda mevcut c¢alismalar,
dikkate almir ise, konu sadece Ulkemizin AB'ne uyumu
acisindan degil; ayni zamanda giinlimiiz teknolojisinin
gereklerine ve ihtiyaclarina miimkiin olan en kisa siirede
uyum saglayabilme ve hatta gergeklestirilebilir ise;
Ulkemizde basta bilgi ve iletisim teknolojilerinde veri
giivenligi olmak tizere, diger teknolojik alanlarda da Devlet-
Sektor-Universite isbirliginin  gelistirilebilmesi icin,
sozkonusu ¢alismalarin miimkiin olan en kisa strede
baslatilmasimin, Ulkemiz menfaatleri agisindan dogru bir
yaklagim olacagi degerlendirilmektedir. Zira burada 6nemli
olan husus, bir ¢ok gelismis iilkede yazilim ve donanim
tirtinleri dahil olmak tzere bilisim sektoriiniin “Stratejik
Sektor” olarak ilan edildigi olgusunun gerektirdigi 6l¢tide
Ulkemizde topyekiin  bir isbirliginin = ve  eyleminin
gerektigidir.

Bu ¢ercevede iilkemizde basta Telekomiinikasyon Kurumu
olmak tizere, Ulastirma Bakanlig: gibi ilgili tiim kamu kurum
ve kuruluslarinin ve diger sektor aktorlerinin de istirakinin
saglandigi  “Bilgi  Giivenligi Ulusal Koordinasyon
Kurulu”nun kurulmas: son derece oOnem arzetmektedir.
Kurulun temel amaci, telekomiinikasyon sektoriindeki abone
ve kullanicilar dahil olmak tizere tiim sektor aktorlerinin ve
ilgili kamu kurum ve kuruluslarinin istirak edecegi
toplantilarin diizenlenmesi ve bu gergevede ilgili tiim taraflar
arasinda  bilgi, tecriibe ve dokiiman paylasiminin
yapilmasidir. Ayrica “Bilgi Giivenligi Ulusal Koordinasyon
Kurulu” tarafindan yiiriitilecek caligmalarin kapsami ise,
ilgili taraflarla karsilikli bilgi alis verisi ve istisarelerde
bulunarak bilgi giivenliginin teminine y06nelik olarak
tlkemizde ihtiya¢ analizinin yapilmasi, hazirlanacak rapor
1s1ginda  alinabilecek hukuki ve teknik tedbirlerin tespit
edilmesi ve bu kapsamda yapilabilecek Onerilerin
degerlendirilerek tilkemiz agisindan bir raporun hazirlanmasi
olarak belirlenmelidir.

KAYNAKLAR
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IGS Tabanli Yeni Bir Video—Sirortme Y ontemi

Ozdemir CETIN, Ahmet T. OZCERIT

Ozet — Bu cahsmada, algilanabilirligi diisiirebilmek icin
farkli bir yaklasima sahip yeni bir iGS (insan Gérme
Sistemi) tabanh veri gomme yontemi Onerilmistir.
Onerdigimiz yontem iki islem adimma sahiptir. ilk islem
olarak ortii video dosyasi icerisindeki veri gommeye uygun
piksellerin bulunmasi gerceklestirildikten sonra ikinci islem
olarak; gizli veri, belirlenen uygun piksellere yeni bir
kodlama teknigi ile gomiiliir. Bu ¢ahsmada, yiiksek
haberlesme giivenligi saglayabilmek i¢in sirh videodaki gizli
verinin algilanabilirligini en diisiik seviyede tutma
amaclanmistir.

Anahtar Kelimeler— Sirortme, Veri Gizleme, Sayisal
Video, Histogram, Dalgaboyu

I. Giris

Internet igin “zifiri karanlikta maymn tarlasinda
ilerlemeye c¢aligmak™ benzetmesini yapmak herhalde
yanlis bir tanim olmaz. Simirlar1 belli olmayan bu devasa
diinyada giivenligi saglamak kolay degil neredeyse
imkansizdir. Sayisal teknolojinin hizli bir sekilde
gelismesi  bilgi  hirsizligin  kolaylastirmis, Internetin
giivenlik zafiyeti de bilgi hirsizhigma iyi bir ortam
olusturmustur. Ortaya ¢ikan bu giivenlik zafiyeti, gizli
haberlesme tekniklerinin de gelismesine neden olmustur.
Bu c¢alismada, o6nemli bilgilerin  saldirganlardan
korunarak haberlesmenin gergeklestirilebilmesi i¢in yeni
bir sirortme teknigi gelistirilmistir.

Sayisal medyanin gelisen teknolojiye paralel hizla
biiytimesi sayisal damgalama, sirértme gibi veri gizleme
yontemlerinin ortaya ¢ikmasina neden olmustur. Sayisal
damgalama (watermarking) ve sirértme (steganography)
tekniklerinde kullanilan yontemler birbirlerine benzerlik
gosterse de kullanim amaglar: itibariyle farkliliklara
sahiptirler. Bir sayisal medyanin (sinema filmi, miizik
pargast vb.) illegal yollarla paylagilmasini 6nlemek i¢in
sayisal damgalama tercih edilirken bireyler veya
kurumlar aralarinda gizli haberlesme (askeri istihbarat
vb.) yapmak i¢in ise sirértmeyi kullanirlar.

Iki yontem arasindaki en biiyiik fark; sayisal damgalama
herkes tarafindan bilinen bir medya dosyasinin
korunmasinda kullanilirken, sirértme herkes tarafindan
bilinmeyen bir medya dosyas: ile gizli haberlesme
yapmak i¢in kullanilir. Bu yilizden de her iki yontemin
kargilagtigt ~ saldirilar ~ farkliliklar  gosterir.  Ciink
sirortmede kullanilan ortii dosyast bilinmeyen herhangi
bir dosya olacaktir ve saldirtya maruz kalmasi ¢ok diisiik
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bir ihtimaldir. Her iki yontemde de en 6nemli nokta, gizli
verinin algilanabilirliginin neredeyse imkansiz olmasinin
gerceklenebilmesidir.

Gizli haberlesme teknikleri ilk olarak resim dosyalari
tizerinde uygulanmig fakat yiiksek gizli veri kapasitesi
ihtiyaci ve resimlerin smirli  kapasiteleri, yapilan
aragtirmalar1 videolar {zerinde yogunlastirmistir [1].
Video dosyalarma gizli veri gommek i¢in; genelde resim
ve ses igerisine veri gizleme yontemleri beraber kullanilir.
Video igerisine veri gizlemek i¢in doniisiim—boyutu
yontemleri (Discrete Cosine Transform—DCT, Discrete
Wavelenght Transform-DWT ) kullanilir.

Videonun veri gizleme i¢in kullanilmasinin en bityiik
yararlarindan biri de ¢ok biiyiik miktarda gizli veri
kapasitesi saglamasidir. Ornegin 30 fps ve 10 saniye
siireli bir video dosyasi 300 hareketsiz resimden
olugmaktadir. Bdylece bir resim dosyasi igerisine
gizlenecek gizli veri kapasitesi, bu ornek video dosyast
icin 300 kat daha fazla olacaktir.

Video dosyalar1 {lizerinde yapilan ilk veri gizleme
calismalari ham videolar {izerine odaklanmistir. Bu
caligmalar video igerisine veri gomme yontemlerinin
temelini olusturmustur. Gunimiizde gerek ilerleyen
sikistirma teknikleri ve gerekse biiyiik kapasiteye sahip
videolarn  Internet {izerinden iletimleri sirasinda
yasanilan ~ bant  genisligi  sorunlari, ¢aligmalarin
sikistirilmig videolar tizerine kaymasina neden olmustur.

Ham video kullanilarak yapilmis ilk veri gizleme
calismasina  6rnek olarak Hartung ve Girod’un
calismasini gosterebiliriz [3]. Bu  ¢alismada
aragtirmacilar, yayili—izge haberlesmesinden
esinlenmislerdir. Hartung bir baska c¢aligmasinda resim
icerisine veri ggmme tekniklerini dogrudan ham videoya
uygulamistir  [4]. Gizli verinin geri elde edilmesi
asamasinda alic1 tarafinda ilgilesim metodu uygulanir.
Elde edilen deney sonuglarina gore gizli veri kapasitesi
50 bit/sn‘dir. Hartung ham video i¢in oOnerdigi bu
caligmasini ayrica sikistirilmig videoya da uygulamustir.
Intra-gergeve (I-frames), forward predicted cergeve (P-
frames) ve bi-directional predicted ¢ercevelerinin (B-
frames) her birisine diger yontemindeki isleyisin aynisini
uygulamigtir. Videoda her bir sikistirilmis gerceve igin
8x8 DCT katsayilarini kullanarak gizli veriyi ¢ercevelere
eklemistir. Deneylerden elde edilen sonuglara gore,
standart sinyal isleme saldirilarina karsi daha dayanikli
sonuglar vermistir.

Bir bagka c¢alisgmada ise Swanson, c¢oklu-lgek
damgalama y6ntemini dnermistir [5,6]. Bu yontemde, her
bir ¢erceveye zamansal dalgacik dontisimii uygulanarak
zamansal algak geciren ve yiiksek gegiren gergeveler elde
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edilir. Bu ¢alismada damganin geri elde edilmesi igin
orijinal video bilgisine ihtiya¢ duyulur.

Bu makalede, onceki ¢alismalardan farkli olarak ortii
videosu icindeki veri gommeye uygun pikseller IGS’ ne
duyarli yeni bir yaklasimla belirlenmistir. Ayrica yapilan
calismada veri gomme (iletisim amagli) ve damga ekleme
(gtivenlik amagli) problemleri birbirlerinden ayrilarak
sadece veri gémme iizerinde durulmustur [7]. Gizli
haberlesme siiresince tasiyict videosunun digaridan
gelebilecek saldirllara maruz kalmamasi igin gizli veri
algilanabilirliginin en disiik seviyelerde tutulmasi
calismanin asil amacidir.

II. SAYISAL VIDEO, HISTOGRAM VE
DALGABOYU KAVRAMLARI

Bir sayisal video, hareketsiz resimlerin IGS tarafindan
akict olarak algilanabilmesi igin ardisik olarak saniyede
en az 25 kez oynatilmasi ile olusmaktadir. Bu ¢alismada
sunulan yontem, sikigtirillmamis (AVI) videolar i¢in
gelistirilmigtir. Deneysel caligmalar siiresince kullanilan
‘vipmen.avi’ videosunun ¢erceve yapist Sekil 1’de
goriilmektedir.

“«— 160 piksel —

<+— 120 piksel ——»

Sekil-1. Ornek bir video cergevesi.

Sekil-1’de  verilen vipmen videosunun  rnek
gergevesinin 120x 160 boyutlarinda oldugu
goriilmektedir. Bu bilgiye dayanarak deneysel ¢calismalar
esnasinda kullanilacak olan ‘vipmen.avi® videosunun
bellekte kapladig: alan asagidaki gibi hesaplanabilir;

Video boyutu X Cerceve sayisi X Renk yogunlugu
(bayt) X Video siiresi (2)
120X 160x30%3%9,43 = 16,300,742 bayt

Elde edilen sonuca goére vipmen videosu bellekte
16,300,742 bayt yer tutar.

Calismamizda kullanilan yontemlerde bahsedilen
terimleri sirasi ile kisaca agiklayalim.

Histogram: Bir sinyalin sahip oldugu frekans
bilesenleri hakkinda bilgi veren bir gosterimdir. Sayisal
resimlerde veya videolarda histogram grafikleri resmin
renk bilesenleri hakkinda bilgi verir. 8-bit renk
yogunlugundaki bir video ¢er¢evesinin histogrami, 0-255
arast renk yogunluguna ait ka¢ tane piksel oldugu
konusunda bilgi verir.

Dalgaboyu: Bir dalga Oriintiisiiniin  tekrarlanan
kisimlarinin arasindaki mesafe olarak tanimlanabilir ve
frekans ile ters orantilidir. Goriilebilir 15181n sahip oldugu
dalgaboyu dalgalar ise iGS tarafindan
algilanamamaktadir (mordtesi, kizilotesi vb.) [8].
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400 450

dalgaboyu

Sekil-2. Goriilebilir Isik Dalgaboyu tayfi.

Elektromanyetik tayfta goriilebilir alanin dalgaboyu
degerleri Sekil-2’de de goriildiigii gibi her bir renk igin
farklidir ve alt siir1 350nm ile mor, iist sinir1 da 780nm
ile kirmiz1 temsil eder.

I1I. ONERILEN VERi GOMME ALGORITMALARI

Bu galismada IGS tabanli yeni bir veri ggmme yéntemi
gelistirilmistir [15]. Tasiyict video igerisinde veri gomme
yapilabilecek bdlgelerin belirlenmesinde daha 6nceki
yapilmis ¢alismalardan farkli olarak histogramlar ve 151k
dalgaboyu yaklagimlart kullamilmistir. Histogramlar
yontemi, video icerisindeki hareket veya renk
yogunluklarimmm fazla veya az oldugu durumlarin
belirlenmesinde kullanilan etkili bir yontemdir. Ayrica bu
yontem video bslimlendirme ¢alismalarinda da siklikla
kullanilmaktadir  [9]. Gizleme yapilabilecek uygun
piksellerin = bulunmasinda algilanabilirligi daha da
diistirmek nerdeyse imkansiz hale getirmek igin 1s1k
dalgaboyu yaklasimi da histogramlar yontemi ile birlikte
kullanilir.

Sekil-3’de yapilan ¢alismayr gosteren genel bir blok
diyagram gortilmektedir. Gizli veri, gomme yontemi
seciminden sonra Ortii dosyast igerisine gomme ve
kodlama algoritmalar1 vasitast ile gomiiliir. Ardindan
haberlesme kanalina gonderilen sirli video aliciya
gonderilir. Alier tarafta Oncelikle islem tirii olarak
gikarma yontemi secilir. Cikarma yonteminin se¢iminden
sonra gonderici tarafta kullanilan gémme algoritmasina
gore ¢ikarma algoritmasi belirlenerek gizli veri geri elde
edilir.

Gizli
Dosya
oy
Tasiyicl | | Gémme L’ Gémme | .
Video ‘L>{ Yéntemi (*‘/ Algoritmas| —»  Sirh Video _i
T |
TN\
PSS AN
/ \
Kodlama ( )
Algoritmasi \ . /
Kodlama Internet Ve
Algoritmasi (

N A ~

JU
% [
Veri Cikarma | 1| Veri Cikarma | 1 . 1
Algoritmasi "\ Yéntemi F:{ Sirlt Video 4~

Gizli
Dosya

Sekil-3. Gelistirilen sirortme yontemlerin genel blok diyagramlari.
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A. Histogramlar Yaklagimi

Histogramlar yaklasiminda; ardisik gelen her bir video
cergevesinden elde edilen histogram degerleri yorumlanir.
Icerisine veri gizlenecek videonun cerceveleri elde
edildikten sonra her bir video cer¢evesinin histogram
degerleri bulunur. Yapilan c¢aligmada, ardigik video
cergeveleri arasindaki histogram farklart her bir renk
bileseni (R, G, B) i¢in ayr1 ayri elde edildikten sonra bu
bilesenlerin ortalamasi alinarak tek bir deger elde edilir.
Elde edilen bu deger esik degeri olarak adlandirilan
sayisal bir deger ile karsilagtirilir. Esik degeri, ardisik
cerceveler arasinda bir degisim veya benzerlik
algilamasinda kullanilan, maksimum alabilecegi deger
video gergevesinin boyutu ile ifade edilen piksel sayisidir.
Ardisik g¢ergevelerin histogram degerleri esik degeri ile
karsilastirilarak veri gizlenebilecek video ¢erceveleri ve
pikselleri belirlenir. Esik degerinin {izerinde kalan
bilesenler secilirse, ardisik video ¢ercevelerinin renk
bakimindan karisik bir yapiya sahip oldugu anlasilir ki bu
yontem farkli histogramlar yontemi, esik degerinin
altinda kalan bilesenlerin secilmesi durumunda ise ardisik
video c¢ergevelerinin renk bakimindan tekdiize oldugu
anlagilir ki bu yontem de benzer histogramlar yontemi
olarak adlandirilir.

Farkli histogramlar yontemi ile hedeflenen; video
cerceveleri  arasindaki  uzamsal  algilanabilirligin
Onlenmesinin yaninda literatiirde titresim sorunu olarak
da bilinen zamansal algilanabilirlik sorununa da bir
¢coziim getirmektir. Bu yontemde; ardisik video
cerceveleri arasindaki 1GS’nin algilayamadig renk veya
hareket  gecisleri  belirlenerek  veri ~ gommede
kullanilmalar1 saglanir.

Benzer histogramlar yonteminde, video igerisindeki
ardistk ¢ercevelerin  renk ve hareket bakimindan
degismeyen Dbolgelerine veri gizlemenin yapilmasi
onerilmektedir. Ornegin renk veya hareket bakimindan
degismeyen arka plana sahip bir video veri gizleme i¢in
ideal alanlardir.

B. Dalgaboyu Yaklagimi

Dalgaboyu  yonteminde  [GS’nin  zaafindan
faydalanilarak veri gdmme islemi gergeklestirilir. Enerji
tayfindaki IGS’nin algiladig1 renk dalgaboyu araligi, yani
gortilebilir 151k alani bilgisinden faydalanarak veri
gizlenecek piksellerin belirlenmesi bu yontemin temelini
olusturmaktadir.

fcerisine veri gomiilmek istenen oOrtii videosunun
cergevelerinde goriilebilir 151k araliginin sinir dalgaboyu
degerlerine  (380nm-750nm) yakin renklere sahip
pikseller belirlenir. Bagka bir ifadeyle, morétesi ve
kizilotesi dalgaboyu degerlerine yakin renklere sahip
pikseller belirlenir. Bu sinirlara  yakin  dalgaboyu
degerlerine sahip renkler kullanilarak veri gizleme islemi
gerceklestirilir. Burada faydalanilan durum 1GS’nin
mordétesi ve kizilotesi 151k dalgalarini algilayamamasidir.

Bu yontemde, her bir video g¢ergevesindeki piksellerin
ait oldugu renk dalgaboyu degeri bulunur. Bunun i¢in
oncelikle mor ve kirmizi renkleri veren RGB renk
karigimlarinin -~ bir  tablosu olusturulur. Bu tabloyu
olusturmak i¢in herhangi bir resim isleme programindan
faydalanilabilir. Ayrica Internette kolayca bulunabilen
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renk  kodlarinin  listelerinden de  faydalanmak
miimkiindiir. Bu ¢alismada faydalanilan renklerin listesi
ve dalgaboyu degerleri Tablo 1’de verilmistir.

TABLO 1. DALGABOYU DEGERLERININ TANIMLANMASI.

. R renk G renk B renk
Dalgaboyu Degeri - - - < < <
yogunlugu yogunlugu yogunlugu
Mor renk: 380~400 97~130 0~30 97~175
Kirmizi renk: 730~750 [161~200 0~30 0~50

Yukaridaki tabloya gore, 6rnegin 100,0,105 RGB
degerine sahip bir pikselin kabul edilebilir 151k dalgaboyu
araliginda oldugu sdylenebilir. Boylelikle, veri gizleme
algoritmasi kullanilarak goriilebilir 15181n smir degerlerine
(380nm veya 750nm) yakin dalgaboyuna sahip pikseller
veri gobmme i¢in belirlenir. Belirlenen her bir pikselin veri
gomiildiikten sonra da ilk dalgaboyu degerine yakin bir
degerde kalip kalmadigi kontrol edilir. Piksel kabul
edilebilir bir 151k dalgaboyu degerinde kaliyorsa, bir
baska ifadeyle gomme islemi sonucunda pikselin sahip
oldugu ilk dalgaboyu degerinde ¢ok biiyiik bir degisim
olmuyor ise, bu piksele veri gomme yapilabilir. Sekil-
4.a’da ornek resimdeki 400nm dalgaboyu degerine sahip
mor renkli piksel, veri gomiildiikten sonra 400nm ile
410nm araliginda bir dalgaboyu degerinde kaliyorsa bu
piksele veri gomme yapilabilir (Sekil 4.b). Fakat piksel
veri gomme gerceklestirildikten sonra 420nm degerine
sahip oluyorsa bu piksel veri gomme i¢in uygun degildir
(Sekil 4.c). Tk piksel degeri ile sonraki piksel degeri
arasinda 1GS’nin algilayabilecegi derecede bir fark soz
konusudur.

(a) (b) (©)

Sekil 4. (a) 4 pikseli de 400nm dalgaboyu olan 6rnek bir blok. (b) 2
numaral pikseli 405nm dalgaboyu olan 6rnek bir blok. (¢) 2 numaral
pikseli 420nm dalgaboyu olan 6rnek bir blok.

Standart bir video ¢ergevesinin 352x288 boyutlarinda
oldugunu diistiniirsek piksel sayist 101376 olarak
hesaplanabilir. Yaklasik olarak 100 bin piksel icerisinde
Sekil 4.a’da gosterilen orijinal pikselin Sekil 4.b’deki gibi
degismesinin IGS tarafindan algilanmas1 ¢ok zor
olacaktir. Fakat Sekil 4.c’deki gibi bir degisikligin IGS
tarafindan algilanma ihtimali daha yiiksektir.

Dalga boyu yonteminde esas olan, gizli verinin
icerisine yerlestirildigi pikselin dalga boyu araliginin
sahip oldugu orijinal dalga boyu araligindan ¢ikmamasi
kistasidir ve bu sayede video gergevelerini olusturan her
bir piksele birbirinden bagimsiz olarak veri gémme islemi
gerceklestirilebilir.

Dalgaboyu yonteminin benzer ve farkli histogramlar
yontemleri ile birlikte kullanilmasi sayesinde gizli verinin
algilanabilirligi daha da dusiiriilerek haberlesme giivenligi
en Ust seviyeye ¢ikarilabilir. Fakat bu durumun gizli veri
kapasitesini onemli 6l¢iide diistirecegi unutulmamalidir.

25026927 Aralik December 2008 ¢ Ankara / TURKIYE

Proceedings

86



3.ULUSLARARASI KATILIMLI
BILGi GUVENLIGi VE TUIKey

KRIPTOLOJi KONFERANSI

IV. ONERILEN VERI GOMME KODLAMA
TEKNIGI

Goruntiide en az bozulma ve en yiiksek veri gizleme,
sirortme yontemlerinde aranan en temel kistaslardandir.
fstenilen bu kistaslar1 saglamak amactyla RGB agirlikh
kodlama teknigi gelistirilmistir [10].

RGB: (89,143,240) olarak ii¢ ana renk dagilimina sahip
olan bir pikselin R=89, G=143, B=240 agirliklarina sahip
oldugu soylenebilir. RGB agirliklarina sahip bu pikselin
igerisine “s” harfinin ASCII karsilig1 olan “115” sayisinin
gomiilme iglemi su sekilde olacaktir; Oncelikle RGB
degerinin son rakamlar1 sifirlanir. Buna gore elimizde
R=80, G=140, B=240 degerleri olur. Bir sonraki agamada
“s” karakterinin ASCII karsilig1 her basamak degeri 10
sayisindan ¢ikarilir (10-1=9, 10-1=9, 10-5=5). Elde
edilen rakamlar her bir RGB degerlerinin son
basamaklarma yerlestirilir. Son durumda ise elimizde
R=89, G=149, B=245 olan bir RGB degeri bulunur. Gizli
verinin elde edilmesi asamasinda ise; pikselin sahip
oldugu RGB degerinin son rakamlari almir (9, 9, 5). Bu
rakamlar 10 sayisindan (10-9=1, 10-9=1, 10-5 = 5)
cikarilarak tekrar “s” harfinin ASCII kodlar1 elde edilmis
olur.

V. DENEYSEL SONUCLAR

Calismanin  bu  boliminde  onerilen  sirdrtme
tekniklerinin kapasite, algilanabilirlik ve gémme stireleri
gibi parametrelere bagh basarimlart degerlendirilecektir.
Calismanin  sikistirllmamis  formattaki  videolar igin
gelistirilmis olmasindan dolayi, deneysel ¢alismalar
stiresince literatiirde siklikla kullanilan ‘vipmen’ videosu
kullanilmigtir. Vipmen videosunun g¢erceve sayist 283,
cerceve boyutlart ise 160x120 dir.

Deney sonuglarmin degerlendirilmesi agamasinda, sirh
videolarin istatistiksel kalitelerini dlgmek i¢in Tepe
Sinyal Giiriiltii Oran1 (Peak Signal to Noise Ratio-PSNR)
Olgegi kullanmilmistir. PSNR, orijinal gérinti ile sirh
goriintii arasindaki benzerlik oranint hesaplar. Hesaplama
sonucunda PSNR tek bir deger iiretir. Bu degerin ylksek
olmas1 benzerliklerinin de yiiksek oldugu anlamina
gelmektedir. Aslinda PSNR degeri, IGS ile birebir uyusan
bir sonu¢ vermemektedir. Ciinkii insanlarin renkleri ve
tonlar1 algilama davranigi tamamen birbirinden farklidir.
Bu durum goz oniine alinarak bir bagka gorsel kalite
degerlendirme kistast olan gorsel denek o6lgiim yontemi
de gelistirilen tekniklerin basarim degerlendirilmesinde
kullanilmugtir.

iki goriintii arasindaki PSNR degerini hesaplamak icin
oncelikle Ortalama Kare Hatasi (Mean Squared Error—
MSE) degeri hesaplanmalidir [11]. MSE degerinin
hesaplanmasi i¢in Denklem—3 kullanilabilir.

2

I =, ..
MSE = —Z HI(l,J)—K(L]X‘
M iz j-o veya
> [16,5)-KG,5)F
MSE =5
Mx N (3)
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Burada I ve K birbirleriyle kiyaslanan goriinttlerdir. I
orijinal goriintiiyii K ise yeniden elde edilmis goriintiiyi
ifade eder. Goriintii boyutlar1 ise mxn dir. MSE
degerinin hesaplanmasinin ardindan Denklem-4’e gore
PSNR hesaplanir [12,13].

MAX?
PSNR = IOIOgIO(Tﬂ]
“

Denklem 4’deki MAX, goriintiiye ait bir pikselin kag
bit ile ifade edildigini gosterir. Ornegin 8 — bit renk
yogunlugundaki bir goriintii icin MAX = 255 olacaktir.

Kapasite = 65 bayt

apasite = BS bayt

Kapasite = 275 bayt
T T

PSHR (db)
8 8

=

= |

200 300 0 100 200 300
Gergeve sayis! Cergeve sayis|

a)Benzer hist. ve dalgaboyu b)Farkli hist ve dalgaboyu

Sekil 5. Onerilen yontemlerden elde edilen PSNR degerleri.

Bu makalede gelistirilen yontemlerden elde edilmis
sonuclar Sekil 5’de verilmistir. Kayipli resim/video
stkistirma islemlerinden sonra elde edilen goriintiiler igin
kabul goren PSNR degerleri 30db ile 50db arasindadir
[12, 13, 14]. Calismada, gelistirilen yontemlerin PSNR
degerlerinin -yaklasik olarak 65db ile 95db arasinda
oldugu goriilmektedir ki bu da tatminkar smirlar
icerisinde kabul edilebilir.

Calisma siiresince gelistirilen gizleme yOntemlerine
uyarlanan RGB ve R agirlikli kodlama tekniklerinden
[10] elde edilen basarim degerleri Tablo 2’de, grafiksel
olarak ise Sekil 6’da gosterilmistir. Elde edilen sonuglar
1s18inda  literatiirdeki ilk veri gizleme c¢aligmalarinda
kullanilan LSB kodlama tekniginin gelistirilen yeni
tekniklere gore ¢ok zayif oldugu sdylenebilir. Deneysel
caligma siiresince ayni tasiyict video igerisine farkli
boyutlarda gizli veri gomme islemi gerceklestirilmistir.
Deneysel verilere gore RGB ve R agirlikli kodlama
tekniklerinin sirh video igerisinde meydana getirdikleri
bozulan piksel sayis1 LSB kodlama teknigine gore
yaklasik 2,5 kat daha azdur.
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TABLO 2. GOMME iSLEMi SONUNDA KODLAMA TEKNIiKLERINE GORE
GORUNTUDE BOZULAN PIiKSEL SAYISI.

Ortii Video Boyutu Gizli Veri Bozulan Piksel Sayist
(bayt) Boyutu (bayt) |LSB RGB [R
73 195 73 7
1800 4800|1800 |1800
27648 73728 |27643 |27648
15,220,624 54784 146001 |54784 |54784
103424 275798 |103424 |103424
168960 450560 |168960 | 168960

w107 Kodlama Teknidine Gare Bozulan Piksel Sayisi

T T T
— - —-LSB Kodlama i :
— — R ve RGB Kodlama | 5
4 e T . .
= : : Sl
S | O
ol RS ERSER e G R i EARERRRR 7
= ! o :
2 : S -
= D e e -
r Low ! i e
a - L g
fileorsens: L e el ]
=2 ; — i ;
% R it 1 '
L e ! :
tes ! : :
D 1 1 1
0 0.5 1 15 2
Bozulan Piksel Sayisi L 105

Sekil 6. Kodlama yontemlerine gore tasiyict video igerisinde bozulan
piksel sayisi.

Tablo 2’ye bakildiginda bozulan piksel sayisina gore
RGB ve R kodlama tekniklerinden elde edilen sonuglarin
ayni oldugu gorilmektedir. Fakat bu durum piksel
seviyesinde incelendiginde, R kodlama tekniginde
pikseldeki bozulmanin RGB kodlamaya gore daha az
oldugu goriiliir. Ciinkii RGB kodlamada; R, G ve B renk
bilesenlerine uygulanan kodlama yontemi aymidir. Bu
renk bilesenlerindeki degisimler 0-9 degerleri arasinda
olacaktir. Fakat R kodlamada ise R renk bileseni G ve B
renk bilesenlerinden farkli olarak sadece 0-2 degerleri
arasinda bozulmaya maruz kalacaktir. Bu durum video
icerisinde bozulan piksel sayisini azaltmamakta fakat
algilanabilirligi azaltmaktadir.

VI. SONUCLAR

Bu makalede sunulan aragtirmanin amaci, Internet gibi
giivenli olmayan ortamlarda giivenli haberlesme
saglayabilmek i¢in haberlesme bilgilerinin korunmasini
kapsayan yeni birtakim veri gizleme tekniklerini ortaya
koymak ve gerceklestirmektir.

Sirértme isleminde birinci ve en onemli gereksinim
algilanamazliktir. Resim, video gibi gorsel igerikli tastyict
dosyalarda algilanabilirlik kistas1 1GS’ne baghdir. Bu
durumda gelistirilmesi gereken yeni yontemin [GS
Ozelliklerine, sinirlarma hassas olmasi gerekmektedir.
Arastirmada gizli verinin video ¢ergevelerinin veri
gommeye uygun pikselleri igerisine yerlestirilmesinde
daha onceki yapilmis benzer ¢alismalarda uygulanmayan
histogram ve goriilebilir 151k  dalgaboyu yontemleri
kullanilmustir. Video dosyalarinda IGS’nin duyarli oldugu
en onemli nokta, renk gegisleri ve video igerisindeki
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hareketliliktir. Bu diistince ile tasiyict videolarin
histogram degerleri hesaplanarak renk gecis noktalari,
hareketliligin ~ bulundugu c¢ergeveler  belirlenmistir.
Algilanabilirligi daha da diistirmek igin gorilebilir 11k
dalgaboyu  yontemi  histogramlar  yontemi ile
birlestirilmistir. Burada ana fikir; tasiyict video
icerisindeki goriilebilir 1518 smirlarma  yakin olan
dalgaboyu degerlerine sahip piksellerin bulunarak veri
gommek i¢in kullanilmasimi saglamaktir. Veri gizlemek
icin kullanilacak olan piksellerin dalgaboyu degerleri
kiziltesi (750nm) veya morétesi (380nm) dalgaboyu
degerlerine ne kadar yakin olursa, algilama islemi de o
kadar imkansiz olacaktir.

Ayrica aragtirmamizda; gizli veri kapasitesini
literatiirdeki En Diisiik Degerlikli Bit (LSB) kodlama
teknigine gore 6nemli 6l¢lide artiran, resim sirértme igin
gelistirilmis RGB ve R agirlikli kodlama teknikleri video
sirortmeye uygulanmustir. Bu kodlama teknigi ile video
gorlintiisiinde en az bozulma hedeflenerek gizli veri
kapasitesi artirilmaya ¢aligilmistir.
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Verileri Nota Kullanarak Sifreleme ve Ses
Dosyasi I¢erisine Gizleme

Muhammet Hamdi YAVUZ, Oguz ERGIN

Ozet—Gizli tutulmasi gereken verilerin disariya aqk
sistemlerle aktarilmas: veriyi ilgilendiren Kisiler icin biiyiik bir
sorun teskil etmektedir. Bu caliymada veri sifrelemeye ve veri
icerisine veri saklamaya farkhi bir yaklasim getirilmistir. Once
AES sifreleme algoritmasiyla sifrelenen veriler daha sonra miizik
notalarina doniistiiriillmekte, doniistiiriillen bu notalar AES’nin
S-kutusu’nu (S-box) giincellerken aym zamanda bir ses
dosyasindaki miizigin notalarina doniistiiriillmeleri icin gerekli
olan veriler aym ses dosyas:1 icerisine secilen bir anahtar
yardimiyla gizlenmektedir. Sonucta ortaya siiphelenilmeyen
fakat gizli verileri tasiyan bir sarki cikmaktadir.

Anahtar Kelimeler—aes, giivenlik, Kriptografi, miizik, nota,
steganografi.

I. GIRIS
UNUMUZ diinyasinda gizli tutulmasi gereken bilgilerin
disaridan  erisilebilir  sistemler vasitasiyla, bilginin

kaynagindan bagka bir yere aktarilmasi, bilginin sahipleri i¢in
stiphesiz ciddi sorunlar olusturmakta ve bilginin gizli
kalmamasinin etkileyecegi kitleler igin ¢ok onemli bir tehdit
unsuru olmaktadir.

Gizli tutulan veriler internet gibi herkese agik olan bir agdan
gonderildigi zaman tglincti sahislar tarafindan erisilebilirdir.
Bu tehlikeye karg1 birgok sifreleme algoritmasi gelistirilmis ve
hala dinyanin dort bir yaninda kullanilmaktadir. Veriler
sifrelendiginde hala veri sifatindadirlar, sadece baska bir tiire
dontismiis olarak nitelendirilebilirler. Veriyi ne sekilde eski
haline doniistiirebileceklerini bilen kisiler tarafindan eski
haline dontistiiriilebilirler. Sifrelenmis verilerdeki en biiyiik
sikintilardan ~ birisi  {iglincii  sahislar  tarafindan  ele
gecirildiklerinde ortada sifrelenmis bir veri oldugunun
goriilmesidir. Yeterince zaman harcayan birisi sifrelenmis
gizli bilgilere, veriyi 6zgiin haline doniistiirerek erisebilir. Bu
durumu g6z oniinde bulunduran ve gizli veri aktarimi yapmak
isteyen bazi insanlar steganografi (veri icerisine veri gizleme)
yoluna bagvururlar. Burada aktarilan bilgiyi eline gegirmis
olan kisinin sifrelenmis bir veri oldugunu gérmemesi ve eline
gecirdigi verilerden siiphelenmemesi sifrelemeye gore avantaj
saglamaktadir [1]. Pooyan ve Delforouzi ¢aligmalarinda, bu
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stipheleri azaltmak i¢in tasiyict ses dosyasindaki en anlamsiz
bitleri saptamak suretiyle verileri bu anlamsiz bitlere
saklamanin daha iyi olacagini belirtmislerdir [2]. Gopalan ise
yapmis oldugu c¢alismada her oOrnekteki bir biti gizli
verisindeki bitler ile degistirmistir [3]. S6z konusu gizli bilgi
kisiye 6zel oldugunda, ele geg¢mesi durumunda cok kotii
sonuclar dogurmayacagi zaman sifreleme veya steganografi
yollarina basvurmak cogu zaman yeterli olacaktir ancak bu
gizli bilginin bir askeri bilgi veya devlet sirr1 oldugu ve bir
tlkenin kaderini  belirleyebilecegi  diigiintildiigiinde  bu
yontemler tek baslarina higbir zaman yeterli olmayacak ve
stirekli yeni teknikler gelistirilmeye devam edilecektir. Bu
calismada, gizli veri aktarimini daha giivenli hale getirebilmek
icin bazi bilinen teknikleri igeren yeni bir yontem ortaya
cikarilmustir.

Yapilan yeni yaklasimin ilk asamasinda AES sifreleme
yontemi kullanilmaktadir. Rijndael algoritmasi ile 128 bitlik
veri pargalar1 128, 192 veya 256 bitlik sifreleme anahtarlari ile
sifrelenmektedir [4]. Ikinci asamaya gecildiginde sifrelenen
veriler, onceden belirlenmis olan bir tabloya gore miizik
notalarina ¢evrilmekte ve ortaya, icra edildiginde kulaga hos
gelmesi tesadiifi olan bir nota dizisi ¢ikmaktadir. Gizli verinin
bir ses dosyasi igerisine gizlenerek taginmasi amaglanmistir.
Bu ses dosyasi herhangi bir sarki olabilmektedir. Son durumda
elde bulunan nota dizisinin anlamsiz bir dizi nota olma
ihtimali' ¢ok yiiksek olacaktir. Bu nota dizisi ile oncelikle
birinci agamada AES sifrelemesi i¢in kullanilan S-kutusu (S-
box) [4] glincellenir ve bir sonraki asama olan tglinci
asamaya gecilir. Uglincii asamada ise bu notalar, tasiyici ses
dosyasindaki miizigin notalarmna doniistiiriilir. Bu asamada
esas olan notayr donistiriirken eldeki nota ve hedef nota
arasindaki ti¢lincii notanin saptanmasidir. Asil tasinacak olan
veri bu iiciincii nota dizisidir. Ugiincii nota dizisi saptanarak
onceden hazirlanan tablodaki karsilig1 olan onaltilik degerine
donustiiriilmektedir. Dordiincii ve son asamada ise son
durumda elde edilen veriler tasiyici ses dosyasinin igerisine
gizlenmektedir.

Biitiin bu islemleri bir boru hatt1 tasarlayarak yaptirmak
zaman tasarrufu saglayacaktir. Ornegin ikinci asamanin
sonunda elde edilen nota dizisi S-kutusu’nu giincellerken ayni
anda t¢lincii asamanin baglamasi tasarimin verimli ¢alismast
icin ¢cok uygun olacaktir.

Doérdiincti asamanin  sonunda artik gizli bilgi, giivenle
aktarilmak icin hazir hale gelmis bulunmaktadir. Eger
aktarilan ses dosyasi liglincii sahislar tarafindan ele gegirilirse
oncelikle bu dosyanin gizli bir bilgi tasidigina dair
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stiphelenmeleri daha sonra calan miizigi notaya dokebilecek
kadar iyi seviyede miizik bilgilerinin olmasi, daha sonra biitiin
tasarimi ¢ozmeleri (nota doniistiirmede kullanilan tablolar ve
yontemler dahil) ve en sonunda karsilarina ¢ikan S-kutusu
giincellenen bir AES algoritmasint tersine ¢evirmeleri
gerekmektedir.

II. AES ALGORITMASI

DES sifreleme algoritmasimin iyi bir algoritma oldugunun

Sifrelenecek
Veri

I v

Dongl anahtan ekle

}

Bayt degistir

!

Nr-1
Satir kaydir
l dongd

Sutun kanstir

!

Déngi anah Ddngl anahtar ekle
o |
L]
Bayt degistir

}

Satir kaydir >—

l dangl

Dongi anahtar ekle

Son

D&ngis anahtan

i

Sifrelenmis
veri

Sekil 1. AES sifreleme algoritmasinin isleyisi (Nr dongii sayisini ifade
etmektedir)

kabul edilmesine ragmen diisiik dongii (round) sayisi, diisiik
sifre parca boyutu sebebiyle ve donemin meshur EFF paralel
bilgisayar1 Deep Crack’e yapilan test saldirilarinin sonucunda
DES algoritmasi yerini AES algoritmasina birakmustir [5].
AES algoritmasi, 128, 192 veya 256 bitlik sifreleme
anahtarlart ile 128 bitlik veri pargalarmi sifreleyen bir
algoritmadir. Her veri pargasi, “state” adi verilen 4x4’ liik
bayt dizilerinden olugmaktadir. Algoritmanin temel iglemleri
bu diziler tizerine uygulanmaktadir [6]. AES algoritmasi,
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“Bayt Degistirme (Sub Bytes)”, “Satir Kaydirma (Shift
Rows)”, “Siitun karigtirma (Mix Columns)” ve  “Ddngii
Anahtart Ekleme (Add Round Key)” adlar1 verilen dort temel
dontisimden olusmaktadir. Dongii sayisi, anahtar boyutuna
bagli olarak 10, 12 veya 14 olabilmektedir. Sekil. 1’de AES
sifreleme algoritmasinin isleyisi gosterilmistir.

Baglangigta dongii anahtar1 eklendikten sonra, yukarida
ifade edilen dort temel dontisiimii iceren dongii fonksiyonu
uygulanir. Son dongide situn karigtirma  dontstimi
uygulanmaz. Bayt degistirme doniisiimii, S-kutusu doniisim
tablosunu kullanarak, 4x4’lik bayt dizilerinin her birini
bagimsiz olarak, dogrusal olmayan bir sekilde doéniistiirme
islemidir. Satir kaydirma doéniigiimii, 4x4° likk bayt dizilerinin
satirlarini dairesel olarak kaydirma islemidir. Stitun karistirma
isleminde her bir siitun dort terimli birer polinom olarak
distiniilerek sabit bir polinomla ¢arpilir ve siitunlar
dontistirilmiis olur. Dongii anahtart ekleme isleminde ise;
anahtar genigletme iglemi sonucunda firetilen dongii
anahtarlarinin, her bir tekrarda diziye dzel veya (XOR) islemi
ile katilmasi s6z konusudur.

AES sifreleme algoritmasi ile sifrelenmis bir veriyi ¢ozmek
icin AES sifreleme algoritmasinda uygulanan dontsiimlerin
tersi uygulanmaktadir [4][5][6].

III. SIFRELENEN VERININ NOTAYA CEVRILMESI

Tasarimin ikinci agamasinda, ilk asamada AES sifreleme
algoritmasi ile sifrelenen verilerin miizik notalarina ¢evrilmesi
esastir.  Bu islemin yapilabilmesi i¢in Once notalarin
kullanilacak 6zellikleri tanimlanmistir.

A.  Notalar ve Kullanilacak Ozellikleri

Bati miiziginde arizali sesler (diyez ve bemol) dahil
kullanilan 12 ses bulunmaktadir. Bunlar; do, do diyez (re
bemol), re, re divez (mi bemol), mi, fa, fa diyez (sol bemol),
sol, sol divez (la bemol), la, la diyez (si bemol), ve si’dir.
Yukarida yazili her ardisik sesin arasit yarim ses olarak
tanimlanir. Ornegin; re sesi yarim ses inceltildiginde re diyez
sesi elde edilir. Sekil. 2’de notalarin miizik yazimindaki
gosterimleri sunulmustur.

BN

% B—8} ©
+

- PN

Iy (8] A ] st Azl
ve fe O o © '

do dodiyez re rediyez mi fa fadiyez sol soldiyez la
Sekil 2. Notalarin miizik yazimindaki gésterimi.

la diyez si

Muzikteki seslerin her birinin birer frekans degeri vardir.
Bir frekans degeriyle, o degerin iki kat1 veya yarist arasina bir
oktav denir. Ornegin dérdiincii oktavda a sesinin frekans1 440
Hz’dir. Buradan yola ¢ikarak herhangi bir oktavdaki nota
degerinin frekansi asagidaki formiille hesaplanabilir.

f = 2"12x 440 Hz ()

Yukaridaki formiilde “f” frekansi, “n” ise frekansi
hesaplanmak istenen nota ile dordiincii oktavdaki /a (La4)

arasindaki yarim seslerin sayisidir. Eger frekansi hesaplanmak
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istenen nota La4’ {in tizerindeyse (La4’ten inceyse) n pozitif,
altindaysa (La4’ten kalinsa) » negatiftir. Bu calismada
kullanilan notalar ikinci oktavdaki do’dan (Do2) yedinci
oktavdaki re diyez e (Re#7) kadar olan notalardir.

Miizik yaziminda her bir notanin birer uzunluk degeri
vardir. Bunlar asagidaki gibi siralanabilir:

Tam (Birlik) Nota

1/2°1ik (Yarimlik) Nota

1/4°luk (Bir Dortliik) Nota

1/8’1ik (Sekizlik) Nota

1/16’1ik (Onaltilik) Nota

1/32’lik (Otuzikilik) Nota

1/64°liik (Altmigdortliik) Nota
Birlik nota miizikte en uzun deger olup dort vurustan
ibarettir. Yarimlik nota birligin yaris1 degerindedir. Ayni
sekilde sekizlik, bir dortligin, otuzikilik onaltilign,
altmigdortlikk otuzikiligin yarisidir. Yani birlik nota, iki tane
ikilik, dort tane dortliikk, sekiz tane sekizlik, onalti tane
onaltilik, otuziki tane otuzikilik veya altmigdort tane
altmisdortliik degerindedir [7].

Bu c¢alismada notalarin yalnizca yukarida bahsedilen
ozellikleri kullanilmistir. Yani bu tasarimda esas olan notanin
hangi nota oldugu ve notanin degerinin ne oldugudur.

B. Verinin Tanmimlanmasi ve Notaya Déniistiiriilmesi

Yukarida bahsedilen 6zelliklerin sayisi diigtiniilecek olursa
nota degerleri (birlik, yarimlik, bir dortliik, sekizlik, onaltilik,
otuzikilik, altmigdértliik) 7 tanedir. Caligmanin bu agamasinda
yalnizca yarimlik, bir dortlikk, sekizlik ve onaltilik nota
degerleri kullanilacaktir. O halde bu dort deger ikilik tabanda
distintildigiinde nota degerleri iki bitle ifade edilebilir. Bu iki
bitin nota degeri karsiliklar1 Tablo 1’de sunulmustur.

TABLO
IKILIK TABANDAKI DEGERLERIN NOTA DEGERI KARSILIKLARI
ikilik deger 00 01 10 Il

Yarimlik | Bir dortlitk Sek I.

Nota degeri

Birinci asamadan gelen veriler bir baytlik paketler halinde
islenecektir. Bahsedilen sekiz bitin ilk iki biti notanin degerini,
sonraki alti bit ise notanin ne oldugunu ifade etmektedir.
Sonraki alt1 bitin ikilik tabandaki karsiliklarina gére hangi
nota oldugunun nasil Dbelirlenecegi ise Tablo 2’de
sunulmustur.

Ornegin ilk asamadaki AES sifreleme algoritmasindan
gelen sekiz bitlik bir ¢iktt 70701101 oldugu takdirde bu
verinin Tablo 1 ve Tablo 2’den yararlanilarak ilk iki bitin
sekizlik nota degerine, sonraki alti bitin ise LAS5’e denk
geldigi acikca goriilebilir. O halde, 70101101 degeri, sekizlik
ve besinci oktavdaki /a notasidir.

C. S-kutusu nun Giincellenmesi

Birinci asamada AES sifreleme algoritmasindan gelen
veriler notaya cevrilirken ayni zamanda AES algoritmasinin
temel yapitast olan S-kutusunun  giincellenmesi
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diistintilmiistiir. Bunun i¢in her notada farkli olan frekans
degerleri kullanilacaktir. Bu sebeple ilk asamadan gelen sekiz
bitlik verinin ilk iki biti ilk asamada diisiinilmemektedir.
Sonraki altt bit bir notayr ifade ettiginden Denklem 1
kullanilarak frekans kolayca hesaplanabilir. Ancak 6ncelikle

s6z konusu denklemde kullanmak iizere bir “n” degeri
hesaplanmalidir. "n” degerinin ikilik tabandaki karsiligt
asagidaki denklem yardimryla kolaylikla
hesaplanabilmektedir.

n= (V- 100001)/10 2)

Yukaridaki denklemde “V” 6 bitlik notay1 ifade etmektedir.

o ) TABLO I.I
IKILIK TABANDAKI DEGERLERIN NOTA KARSILIKLARI
Ikilik Deger Nota Ikilik Deger Nota
000000 DO2 100000 SOL#4
000001 DO#2 100001 LA4
mmo RE2 100010 LA#4
000011 RE#2 100011 Si4
0 Mi2 100100 DO5
000101 FA2 100101 DO#5
0 FA#2 100110 RES
000111 SOL2 100111 RE#5
SOL#2 101000 Mis
001001 LA2 101001 FAS
LA#2 101010 FA#5
001011 Si2 101011 SOL5
00110 101100 SOL#5
DO#3 101101 LAS
00 0 101110 LA#5
001111 RE#3 101111 Sis
010000, | M3 110000 DO6
010001 FA3 110001 DO#6
i 010010 | FA# 110010 RE6
010011 SOL3 110011 RE#6
010100 SOL#3 110100 Mi6
010101 LA3 110101 FA6
010110 LA#3 110110 FA#6
010111 Si3 110111 SOL6
011000 DO4 111000 SOL#6
011001 DO#4 111001 LA6
011010 RE4 111010 LA#%6
011011 RE#4 111011 Si6
011100 Mi4 111100 DO7
011101 FA4 111101 DO#7
011110 FA#4 111110 RE7
011111 SOL4 111111 RE#7

Bulunan » degeri Denklem 1’ de yerine yazilarak, islem
yapilan notanin frekans degeri hesaplanir. Frekans degerinin

25026927 Aralik December 2008 ¢ Ankara / TURKIYE

Proceedings

80



3. ULUSLARARASI KATILIMLI
BiLGi GUVENLIGi VE
KRIPTOLOJi KONFERANSI

tam kismi alinarak bu degerin basma iki bitlik nota degeri
eklenir ve S-kutusu’nun ilk bayt’t giincellenir. Veri akisi
devam ettikge siirekli glincellenen bir S-kutusuyla islem
yapmaya devam edilir.

IV. NOTAYA DONUSTURULEN VERININ TASIYICI
SES DOSYASINDAKI MUZIGIN NOTALARINA
DONUSTURULMESI

Ugiincii boliimde anlatilan islemler sonucunda sifrelenmis
verilerden biyiik olasilikla anlamsiz bir nota dizisi elde
edilmis olacaktir. Tasarimin temel amaci, bu notalar1 tasiyict
ses dosyasindaki miizigin notalarina ¢evirmek, daha dogrusu
cevirmek i¢in gerekli olan veriyi bu ses dosyasina gizlemektir.
S6z konusu anlamsiz nota dizisinin frekanslari Denklem 1
yardimiyla hesaplanmustir.

Oncelikle tasiyict ses dosyasindaki miizigin 6nceden
kararlagtirilmis  notalar1  belirlenir.  Ornegin — miizigin
icerisinden sadece piyano notalari esas alinarak biitiin bu
islemler gerceklestirilebilir. Notalarin yine sadece ikinci
bolimiin B baghiginda bahsedildigi 6zellikleri kullanilacaktir.
Diger tim miizikal o6zellikler ve tasiyict mizikteki farkli
notalar ihmal edilecektir.

Elde bulunan anlamsiz notalar ile tasiyict dosyadan alinan
anlamli notalar sirasiyla ve birebir dze/ veya islemine tabi
tutulur. Ozel veya isleminin yapis1 geregi, anlamsiz nota ve
anlamli nota arasinda dzel veya islemi yapildiginda anlamsiz
notay1 anlamli hale ¢evirecek veri elde edilmis olacaktir.

Ornegin {igiincii boliimde anlatilan islemler sonucu onaltiitk
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tabanda karsiign 7/010111°dir. Tastyict miizigin siradaki
notasi ise sekizlik ve dordiincii oktavdan sol notasi olsun. Bu
notanin ikilik tabanda karsiligi ise 70011111°dir. Bu iki say1
ozel veya islemine tabi tutulursa;

{11010111}®{10011111} = 01001000
elde edilir.

Anlamsiz nota dizisindeki her bir notaya bu islem
uygulandiginda elde edilen veriler, anlamsiz nota dizisini
anlamli nota dizisine g¢eviren verilerdir ve bu veriler tasiyici
ses dosyasinin i¢ine gizlenecek olan verilerdir.

V. ELDE EDILEN VERILERIN TASIYICI SES
DOSYASINA GiZLENMESI

Bu calismadaki tasarimin son asamasi dordiincii boliimde
elde edilen verilerin tasiyict ses dosyast igerisine
gizlenmesidir.

Gizleme islemi gizlenmek istenen verinin bitlerinin, tastyici
ses dosyasmmn bazi bitleri lizerine yazilmasindan ibarettir.
Verinin hangi bitlerin {izerine yazilacagi énceden belirlenmis
bir anahtar yardimiyla tespit edilmektedir.

Gizlenecek veri tastyict dosyaya sekiz bitlik paketler
halinde yazilmaktadir. Her paketin sonunda anahtarin boyutu
kadar bit atlanarak daha sonraki sekiz bit yazilmaya baglanir.
Sekil 3’te bu calisgmada Onerilen yontemin denenmesi
amaciyla C# ile tasarlanip kullanilan benzetim aracindan (daha
dnceden igerisine 01001000 verisi saklanmis olan dosyanin
iginden veri ayiklanirken) veri ayiklama ekran goriintist
sunulmustur.

ve idigiincii oktavdan si notasi elde edilmis ise bu notanim ikilik

we Motsis Sifreleme ve Ver Dizleme Bentetim Ao " —
— sk VS e e o
Shrleme | Mot igemien | Ve Gisiems
S Dosyas F O MHY banes may
Arares Dosyas FAMHYT ot
Gl
Gigeneces Yyl Gr
& Grerwosk Veryl Dosyadan A
S
Hadef Desya FAMHY brabms war Gazm
Gale

- [=lE

Ayl
o e Gonntide

01001000

Vet Kt

Sekil 3. Benzetim Araci Ekran Goriintiisii.
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Ses dosyasina sayisal isleme yapilmadigi siirece seste
kayiplar her zaman mevcut olacaktir. Ornegin bilgisayariiza
onceki bir kayittan c¢almak suretiyle ses kaydettiginizi
distnirseniz  iki  kayittaki veriler birbirini tamamiyla
tutmayacaktir. Bu sebeple gizlenmis olan veriler sonucu
yapilan denemelerde, seslerdeki fakliliklarin dikkat ¢cekmedigi
tespit edilmistir. Sekil 4’te tastyici ses dosyasinin ilk halinin
ve Sekil 5’te tasiyict dosyanin veri gizlendikten sonraki
halinin izge (spektrum) ¢6ziimlemesi sunulmustur.

210—
180 |—

150 —

2000

8000
Hz

Sekil 4. Tastyict ses dosyasinin ilk halinin izge ¢dzlimlemesi.

Yapilan izge ¢oOziimlemesi, olduk¢a fazla veri
degistirildiginde bile tasiyict dosyanin ilk haliyle veri
gizlendikten sonraki hali arasinda ¢ok biiyiik farkliliklar
olmadigint gostermektedir.

180 | —
150 —

1201 —

3000

000
H=

Sekil 5. Tastyict ses dosyasina veri gizlendikten sonraki izge ¢oziimlemesi.
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VI. GIZLENEN VERILERE ULASMA ISLEMI

Yukarida bahsedilen algoritma ile sifrelenip ses dosyasi
igerisine gizlenen verilerin ayiklanip iglenmesi islemi aslinda
anlatilan yontemin tamamen tersine ¢evrilmesinden ibarettir.

Oncelikle tastyici ses dosyasinda bulunan miizik notalara
dokiilir. Bu iglem, iki sekilde mimkiin olabilmektedir.
Birincisi tamamen insan kulagma bagli olarak notalar
saptama islemidir. fkincisi ise s6z konusu dosyanin sayisal
olarak iglenerek notalarin saptanmasidir.

Veriler ses dosyasmna gizlenirken kullanilan anahtar
¢oziimde de kullanilarak ses dosyasinin hangi bitlerine
verilerin saklandigi anlasilir ve boylece kullanilacak olan
veriler ses dosyasindan ayiklanir.

flk etapta bulunan anlamli notalarm tasarimi ilgilendiren
elemanlart (ikinci oktav do’dan yedinci oktav re diyeze kadar
yarimlik, bir dortliik, sekizlik ve onaltilik olanlar) giincii
boliimde anlatildig: gibi 8 bitlik verilere ¢evrilir.

Ulasilan bu anlamli nota verileri, tasiyict ses dosyasindan
ayiklanan veriler ile ézel veya islemine tabi tutulur ve artik
AES ile sifrelenmis anlamsiz nota olarak tanimlanan verilere
ulagilmug olunur.

Bu anlamsiz notalarin frekans degerleri tiglincii boliimde
anlatildigr gibi hesaplanir. Boylece AES’nin S-kutusu igin
yapilan giincellemeler ortaya ¢ikmis olacaktir.

Son veriden 6nce S-kutusu’na yapilan gilincellemelerin
tamami dikkate alinir. Son veriden baglamak suretiyle, S-
kutusu her adumda giincellenerek (sifreleme yapilirken yapilan
giincellemeler sirayla geri alinarak) AES ¢oziim algoritmasi
uygulanir ve gizlenen verilere ulasilir.

VII. SONUC

Bu ¢aligmada gizlenmek istenen veriler, bazi islemlerden
gegerek, dinlenildiginde hi¢ stiphe uyandirmayan sarkilar
igerisine gizlenmistir. Diger ¢aligmalardan farkli olarak, bu
¢alismada veriler oOnce AES sifreleme algoritmasi ile
sifrelenmis, daha sonra AES’den ¢ikan veriler notalara
doniistiirilmiis ve en sonunda ortaya c¢ikan anlamsiz nota
dizilerinin tastyict ses dosyasindaki miizige gore anlaml
kilinmasim saglayan veriler herhangi bir anahtar kullanilarak
tastyict ses dosyasina gizlenmistir. Gizleme iglemi yer
degistirme esastyla yapildig1 i¢in tasiyict dosyada herhangi bir
boyut degisimi s6z konusu olmamaktadir.

Icerisine farkli miktarlarda veri gizlenen ii¢ tastyici ses
dosyasi ile laboratuarda 12 kisi ile yapilan denemelerde;
yalnizca 32 bit veri tasiyan dosya i¢in ortalama fikir puani
(MOS) 5, tasiyabilecegi veri miktarinin %50’sini tasiyan
dosya icin MOS degeri 4.67, %100’tini tasiyan dosya i¢in
MOS degeri ise 4.25 olarak o&lgtlmiistir. Yukaridaki
6lgtimlerde kullanilan ses dosyast wav uzantili olup, 60
saniyelik bir klasik miizik eseri igermektedir. Dinleyicilere
once veri tasimayan dosyalar dinletilerek 5 {izerinden
puanlama yapmalar1 istenmigtir. Farkli tiir miiziklerle yapilan
calismalarda daha farkli MOS degerleri elde edilmistir.
Ornegin Rock miizikte dinleyicilerin verdigi puanlar artarken
Klasik Tiirk Miizigi’nde ise dinleyiciler hissedilen giiriiltiiniin
arttigina dair yorumlar yapmuslardir.

Ses dosyasina ne kadar az veri gizlenirse, tasiyict dosya o
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kadar giivenli olacaktir [8].

Bu islemler gergeklesirken, anlamsiz nota dizisi AES’nin S-
kutusu’nu giincellemistir. Bu, islemlerin ¢6ziimiinii biraz daha
karmasik hale getirmesine ragmen islemlerin hepsinin tersinir
olmasi, yontemi bilen ve yeterli veriye sahip bir alicinin, gizli
veriye ulasabilmesini saglamaktadir.

Son halde elde edilen sarkidan gizlenen veriyi
ayiklayabilmek i¢in, oOncelikle o sarkinin gizli bir veri
tasidigimin bilinmesi, daha sonra gok iyi bir dikte' kabiliyetine
sahip olunmasi1 ve hangi araliklarla veri gizlendigini, hangi
notalarin ve o notalarin hangi ozelliklerinin temel alindiginin
bilinmesi gereklidir. Bunlara ek olarak notalarla hangi islemin
yapildiginin, AES’nin S-kutusunun nasil gilincellendiginin
bilinmesi ve anahtarlar bilinmedigi i¢in ¢ok fazla zaman
harcanmasi gerekmektedir. Bu tasarim tek basina AES
kullanmanin veya tek basina veri icerisine veri gizlemenin bile
yeterli goriildiigii durumlarda fazladan giivenlik saglayacaktir.

Girlenecek Veri AES Sifieleme Notalara | Anlamh N
Déniigtinme | Dénistiiren
Verilerin
S-kutusu ﬂ E
giincelleme

Ses Dosyas [gerisine
© Gizleme
L —

Gizli Veriyi
Barindiran
Miaik

Sekil 6. Tasarimin akis semasi.

Omeksel (analog) yollarla bu ses dosyasindaki miizigin
aktarimi s6z konusu olursa veri kaybi olmasi kaginilmazdir.
Bahsedilen yontemin sonucunda elde edilen, igerisinde gizli
veri bulunduran ses dosyasi ancak sayisal yollarla tagindiginda
gizli verilerin tamami korunacaktir.

Siirekli gelisen uydu teknolojisiyle bu tasarimi kullanmak
mantikli olacaktir. Ornegin askeri alanda gizli bir konum
bilgisinin iletilmesi gerektigi dustnilirse, bu tasarim
kullanilarak bir ses dosyasi hazirlanabilir ve bu miizik
uydudan yayin yapan bir televizyon kanalinda o6rnegin bir
reklami arkasinda ¢alabilir.  Sayisal iletisimde veri
bozulmayacagi i¢in mesaj1 alacak olan kisi bu reklamin sesini
yine sayisal ortamda kaydederek gerekli islemleri yapip gizli
konum verisine ulasabilir. Silahli Kuvvetler biinyesinde
yetismis ve ¢ok iyi dikte' kabiliyetine sahip miizisyenler
oldugu distiniilirse, tastyict ses dosyasindaki miizigin
notalarinin baska bir yolla iletimine de gerek kalmayacaktir ve
gizli verinin ayiklanmasi bir takim ¢alismasi haline gelecektir.

Bu c¢alismadaki tasarimin akis semasit Sekil 6°da
sunulmustur.

' Dikte, duyulan sesleri kagida dokmektir. Ornegin ¢alinan bir sarkinmn
notalarini yazabilmek o sarkiy: dikte etmektir.
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Bir Steganografi Sisteminin FPGA Uzerinde
Gerceklenmesi

Betiil ELCI, Berna ORS, Volkan DALMISLI

Ozet— Bu calismada, oOncelikle steganografinin icerigi ve
uygulama alanlart incelenmistir. Ilk olarak bir kélenin sacimin
kazinllarak, bilginin déovme seklinde kélenin kafa derisine islenmesi
ve kélenin sagi yeteri kadar uzadiginda bilginin tekrar elde
edilmesi ile baslayan, veri gizleme bilimi olarak adlandirilan
steganografi, giiniimiizde teknolojik gelismelerle c¢ok ileri
boyutlara ulasmisar. Veriyi gizlerken ve veriyi tekrar elde ederken
kullanilan yontemler her gecen giin gelisme gostermektedir.
Boylece verinin en giivenli  sekilde iletimi saglanmaya
calisiimaktadr.

Bu ¢alismada incelenen ii¢ steganografi yontemi uygulanmigstir.
Bu yéontemleri gerceklerken VHDL donamm tamimlama dili
kullminugstr. Steganografi sisteminin FPGA iizerinde tasaruni ve
gerceklenmesi saglanmigtir. Gergeklenen ii¢ yontemin sonuclart
kiyaslanarak avantajlari ve dezavantajlari yorumlanmistir.

Anahtar Kelimeler—Steganografi, FPGA, VHDL

I. GIRIS

Bu caligmada, steganografi sisteminin FPGA iizerinde

tasarimi ve gergeklenmesi saglanmustir. Eski Yunancada

gizlenmis yazi anlammna gelen steganografi, bilginin
gortiniirliiginii  gizleme bilimine verilen isimdir [1].
Giintimiizde  karsilagilan  en  biiyiik  yanhis  anlama
steganografinin sifreleme ile karigtirillmasidir. Veriyi gizleme
sanati olarak bilinen bu bilimin sifrelemeye goére en biiyiik
ustiinligii bilgiyi goren bir kimsenin gordig seyin iginde
6nemli bir bilgi oldugunu fark edemiyor olmasidir, boylece
icinde bir bilgi aramaz oysa bir sifreli mesaj, ¢ézmesi zor olsa
bile, gizemi dolayisiyla ilgi ¢eker. Ciinkii bir bilginin
gizlendigi bellidir [3]. Gliniimiizde steganografi bilimi
sayesinde ses, video, resim dosyalarina, disketlere ve
haberlesme kanallarina istenilen veri gizlenebilmektedir [1].

Calismada steganografinin resim alanindaki uygulamalari
donanimsal olarak gergeklenmistir.

Steganografide resmin igine veri gizlerken en ¢ok kullanilan
yontem resmi olusturan piksellerin en anlamsiz bitlerinin
kullanildig1 uygulamalardir. Bunun nedeni en diisiik anlamli
bitte yapilan degisiklikleri insan goziintin fark edememesidir.
Yani en anlamsiz bitlere saklanan veriyi iceren resimle, esas
resim yan yana konuldugunda gozle goriiliir higbir fark yoktur.

B. Elgi Istanbul Teknik Universitesi 6grencisidir.

B. Ors Istanbul Teknik Universitesi, Elektrik-Elektronik Fakultesi,
Elektronik ve Haberlesme Muhendisligi Bolumu, 34469 Maslak, Istanbul’da
Yardimc1 Dogent Dr. olarak gérev yapmaktadir. Tel: 0212 285 36 03, Fax:
0212 285 35 65, url: www2.itu.edu.tr/~orssi.

V. Dalmusli Istanbul Teknik Universitesi 6grencisidir.

Bildiriler Kitabi

Bu durumdan yola ¢ikilarak steganografide resmin igine veri
gizlenirken ¢esitli yontemler gelistirilmigtir [1].

Bu caligmada bu yontemlerden ii¢ tanesi kullanilmistir.
Bunlardan birincisinde bir resmi olusturan tiim piksellerin son
bitleri degistirilmis ve bu degisimin bir fark yaratmadigi
anlasilmug, ikincisinde ilk pikselden baslanarak veri gizlenmis
daha sonra da ayni sekilde c¢oziimlenmesi yapilmistir. Son
yontemde ise verinin hangi piksellere gizlenecegini belirten bir
steganografik anahtar kullanilarak veri gizlenmis ve tekrar elde
edilmistir.

II. STEGANOGRAFI

Steganografi veriyi gizlemenin ve zararsiz tasiyicilarla veriyi
tagimanin sanatidir [1]. Kelime anlami olarak kokleri
ve ypadew’ye ait olmakta ve Yunan alfabesinden gelmekte
olup kaplanmig yazi anlamma gelmektedir. Yunanca steganos
sozcugl gizli, sakli ve grafi sozciigli ¢izim ya da yazim
demektir. Bu sanat var olan veriyi gizlemede bir¢ok gizli
haberlesme teknigi kullanmaktadir. Steganografi eski bir el
sanat1 olmasmna ragmen giiniimiizde bilgisayar teknolojisiyle
yeni bir icerik kazanmustir. Bilgisayar tabanli steganografi
teknikleriyle veriyi yeni gizleme teknikleri gelistirilmistir.

Bilgiler metin formunda, sayisal 1 ve 0 olarak ya da baska
¢esitlerde iletime gecerken verinin kime ait oldugunu belirten
bir ¢esit parmak izi birakirlar. Steganografi bir ¢esit kriptografi
yotemi gibi disiiniilebilir. Her ikisi de haberlesme sirasinda
kaydedilmis veriye bilgi ekleyerek c¢alisirlar. Kriptografi
teknikleri bilgiyi belirli algoritmalara dayanarak sifreleyip
giivenli bir Ortii yaratmayr amaglar. Steganografi ise
kriptografiden farkli olarak veriyi Orterek gizlemeyi saglar.
kriptografide sifreli metin olarak adlandirdigimz ortiilic yap1
dikkat c¢ekebilirken steganografide kendini gizlediginden
dikkat cekmemeyi saglar. Bu da verinin giivenli bir sekilde
tasinmast  agisindan  6nemli ve yararli bir durum
olusturmaktadir [7].

III. STEGANOGRAFI UYGULAMASI

Guintimiizde  resim  alaninda  yapilan  steganografi
uygulamalarinda  ¢esitli  algoritmalar ve  yontemler
kullanilmaktadir. Bunlardan en yaygin olani resmi olusturan
piksellerin en diisiik anlamli bitinde yapilan degisiklikleri
kapsar. Bu calismam kapsaminda bu yontemlerden tii¢ tanesi
yer almaktadir.
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A. Uygulamada Kullanilan Yontemler

Calismada resmi olusturulan piksellerin son bitinde yapilan
degisikliklerle ii¢ yontem gergeklenmistir. Gergeklenme
asamasindan sonra elde edilen resimlerle esas resimlerle
kiyaslandiginda gergekten gozle goriilir bir fark olmadig
ortaya c¢ikmistir. Calisma esnasinda en yiiksek verim
almabilmesi i¢in resimler i¢in kayipsiz bir sikigtirma
algoritmasi olan bitmap formati secilmistir.

1) En Diisiik Anlaml Bitlerin Tiimiiniin Degistirilmesi
Yontemi

Bu yontemle steganografinin kapsaminda anlatilanlari
gergekleyerek gercekten kullanilan ve degisen resimler
arasinda fark olmadigmi goriilmesi saglanmustir. Oncelikle
resimler piksellerden olustugu ve matris halinde bu pikseller
dizildigi i¢in bir metin dosyasina aktarim islemi yapilmasi
gerekiyordu. Bunun i¢cin wnbrowse editorii ile Sekil 1°deki
resmin hex formatinda goriilmesi saglanmustir.

Sekil 1 F15 Ugak Resmi [4]

Olusan 205x138’lik resim iginde sadece hex formatinda
pikseller igeren bir yapi olusmustur. Sekil 2’de bu matrisin
sadece ilk 10 x 10’luk kismi alinmustir.

Burada 8 bitlik yapilardan yani baytlardan olusmus bir
matris goriilmektedir. Bu matriste her satir ve stitun 10 bayttan
olusmaktadir.

8 bitlik bu yapiya resimde piksel adi verilmektedir. Resmin
boyutu degistikce matris boyutu da dolayisiyla resmi olusturan
piksel sayisi1 da degismektedir [2].

42 4D 76 30 05 00 00 00 00 00
00 00 9A 01 00 00 14 01 00 00
00 00 00 00 00 00 C4 OE 00 00
00 00 00 00 00 00 CO 86 48 C4
8 49 C1 84 46 C2 8 49 Cl1 85
47 Cl1 8 4B Cl1 84 46 C4 84 46
Cl 8 46 C3 86 45 CoO 8 48 (C2
89 44 C4 87 43 (3 8 45 C3 85
49 C4 87 45 C2 88 47 C5 8A 49
C2 8 4A C4 B84 46 C2 87 47 CO
82 45 BF 81 46 BD 8 47 (C2 87

Sekil 2 Orijinal resmin ilk 10x10’lik kisminin heksadesimal formatinda
Gortinimi

Steganografideki en yaygin yontem olan en diisiik anlaml
bitin  degistirilerek  uygulanmasint  burada  matriste
gergeklenmesi saglanmistir. Yontemde belirtilen yapiya gore
bir resmi olusturan piksellerin her birinin son bitlerini
degistirilirse yani 0 ise 1, 1 ise 0 yapilirsa yeni olusan resimle

Bildiriler Kitabi

WITH INTERNATIONAL PARTICIPATION

eskisi kiyaslanirsa arada gozle goriiliir bir fakin olmayacagidir
[71.

Sekil 2’deki kaynak resmin ilk 10x10’luk kisminin
piksellerine bakacak olursak her pikselin son biti 1 ise 0, 0 ise
1 yapilarak yontem gergeklenmistir. Bunun igin her hex yapisi
ikilik diizende distiniilmistiir. Bu islemin resimdeki her
piksele uygulanmasi saglanmistir ve Sekil 3’deki matris elde
edilmistir.

43 4C 77 31 04 01 01 01 O 01
01 o1 9B 00 O1 O1 15 00 01 01
0r o1 o01 01 01 01 C5 OF 01 o0l
0r o1 o01 o01 01 01 C1 87 49 C5
87 48 CO 8 47 C3 84 48 CO 84
46 CO 87 4A CO 8 47 C5 8 47
Cco 87 47 C2 87 44 Cl1 87 49 (3
88 45 C5 86 42 (C2 87 44 C2 84
48 C5 8 44 C3 8 46 C4 8B 48
C3 8 4B C5 8 47 C3 8 46 Cl1
83 44 BE 80 47 BC 84 46 C3 86

Sekil 3 Son Bitleri Degismis Resmin ilk 10x10’luk Kisminin Gortiiniimii

Sadece son bit degistirilmesi i¢in kombinezonsal bir devre
tasarimi yapilmistir. Bundan sonra gereken islem 205x138
formatindaki piksellerden resim elde etmektir. Ancak bu
sekilde bitleri degistirilmeden o6nceki resimle farkinin olup
olmadigt karsilastirabilmektedir [2].

Bu agamada tasarlanan devrenin benzetimi devreye Sekil
1’deki resmin piksel degerleri giris olarak verilerek
yapilnugtir. Sonugta tiim piksellerin son bitleri degismis haliyle
elde edilen resim Sekil 4’deki gibidir.

Sekil 4 F15 Ugak Resmi

Bu iki resimde burada da goriildiigii gibi gozle goriiliir
hicbir fark yoktur.
2) Bir Veriyi En Diisiik Anlamli Bitlere Gomme ve Elde
Etme Yontemi
Bir resmi olusturan tiim piksellerin son bitlerinin degisimi
resimde fark edilir bir ayrim yaratmadigindan ilerleyen
steganografik ¢alismalarda bu en diisiik anlamli bitlerle veri
gommeye baslanmistir. Bu konuda ¢esitli algoritmalar
gelistirilmistir [3]. Bu ¢alismada resmin i¢ine veri gizlenmis ve
daha sonra bu resim iletilmistir. Resmi alan kullanici resmin
icine gomiildiigii gibi veriyi ¢ikartmis ve boylece haberlesme
saglanmistir. Bu yontemde veriyi gomme islemi Algoritma
1’de gosterildigi gibidir.
Bu yontemde 6nceki yontem gibi resmin wnbrowse editori
gibi bir arag ile hex formatinda gosterimi saglanir ve bir metin
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dosyasina kaydedilir. Elde edilen bu esas resim cover olarak
ifade edilir. Esas resmin baytlar ¢; olarak ifade edilmektedir.
Steganografik tanim olarak steganografik anahtar ifadesi s;
olarak belirtilmistir. Resmin igine gémiilmek istenen verinin
bitlerini ifade etmek i¢in m; kullanilmistir. Bu algoritmaya
gore veri gizlenirken resmi olusturan ilk baytin son bitinde
degisiklik yapilarak veri gomiilmeye baslanir. Yani veriyi
gomme islemi ilk baytin en diisiik anlamli bitinden baslanarak
sirayla hangi baytin en dusiik anlamli bitine kadar gidiyorsa
yapilir. Bu c¢alismada, veri gizlenirken alfabedeki harflerin
ikilik diizende karsiliklar1 seklinde bir dontisiim kullanilmasi
gerekmektedir. Bunu  saglamak icin ascii  karakter
kodlamasindan yararlanilmistir [2]. Kars1 taraf veriyi elde
ettiginde ikilik diizenin karsiligini alfabede bulunan 29 harfin
karsilig1 olarak elde etmesi iginse Matlab programinda yazilan
kod pargast kullanilmistir. Ornek bir uygulama olarak olarak
itu sozcugini gizlemeye calistigimizda ilk olarak yapilan
islem itu kelimesinin ascii karakter kodlamasinda karsiligini
bulmak olacaktir.

WITH INTERNATIONAL PARTICIPATION

Burada algoritmada da belirtildigi gibi resmin bitlerini
kontrol eden bir yap1 yoktur. Yani i karakterinin ilk biti 0, ayn1
zamanda resmin ilk baytinin da son biti 0 diyen bir kontrol
mekanizmasina gerek yoktur. Saklamak istedigimiz bilgi ne ise
onu olusturan bitleri teker teker piksellerin son bitlerine
yazdirmak yeterlidir [2].

Veriyi gdmme islemi bittikten sonra tekrar Matlab programi
kullanarak bu matrisi bitmap formatinda resme doniistlirtiriiz.
Yeni olusan resimle eskisi kiyaslandiginda goézle goriliir bir
fark olmamaktadir.

Bu icinde veri gomilii resim iletilmek istenen kisiye
iletildiginde o kisinin bu bilgiye ulasmasi i¢in tekrar o bilgiyi
elde etmesi gerekir. Bunun i¢in kullanilan algoritma asagidaki
gibidir.

Algoritma 1

Girisg: ¢ = (clc2 ---cn) m= (mlmz---m,)2

3
Cikis: s = (5152"‘3,1)8
fori=1,---,/

S, < ¢

Sig <M,

fori=[+1,---,n
Sl.(—Cl.

Algoritma 2

Giris: s = (s,sz---sn )8
Cikis: m = (mlm2 ceemy )2
fori=1,--,/

m; < S

itu kelimesinin ascii karakter kodlamasimdaki karsiligt
bulunur. Buna gore i = 69, t = 74, u = 75 seklinde belirlenir.
Burada 69, 74 ve 75 seklinde gordugiimiiz sayilar hex
formatinda yapilardir. Veriyi resmin son bitlerine gizlemek
icin ikilik diizendeki ifadesine ihtiyacimiz var. Bu nedenle itu
sozcuginiin ikilik diizendeki karsiliklar1 i = 0110 1001, t =
0111 0100, u=0111 0101 seklinde belirlenir. Bundan sonraki
islemi bu bitleri verinin gizlenecegi resme ilk baytin son
bitlerinden baslayarak sirayla gogmmektir. Alfabede bulunan ti¢
harfi gizlemek i¢in her bir harfin 8 bitlik karsilig1 oldugundan
24 bite ihtiyag vardir. Bu da resmimizin ilk baytindan
baslanarak sirayla 24 baytin son bitlerine veriyi gizlemek
anlamma gelmektedir. F15 ugak resminin ilk 10x10’luk
kismindaki ilk bayt, 42 idi. Yani 0100 0010 seklinde ikilik
diizende ifadesi vardir. Gizlemek istedigimiz “itu” sézctgiiniin
ise ilk karakteri i= 0110 1001 seklinde ifade edilmisti. Demek
ki ilk baytin son bitine yani 42 in son bitine / karakterinin ilk
biti gomiilmelidir. 42 = 0100 0010 oldugundan son bit 0’dir. i
= 0110 1001 oldugundan ilk bit 0’dir. Demek ki kaynak
resmin ilk baytinda bir degisiklik olmayacaktir. Yine 0 olarak
kalacaktir. Bu sekilde bu durum sirayla devam edecektir. Daha
sonraki asama i karakterinin ikinci biti olan 1’1 ana resmin
ikinci baytinin son bitine gommek olacaktir. Gommek istenilen
24 bit resmin ilk baytindan baglanarak 24 baytin en diisiik
anlamli bitlerine yerlestirilecektir.

Bildiriler Kitabi

Igine veri gizlenmis olan resim iletilmek istenen kisinin
eline gectiginde veriyi gonderenden gerekli bilgileri 6nceden
aldigindan, veriye ulagsmak i¢in Algoritma 2’nin kullanilmasi
yeterlidir. Bu gerekli bilgi verinin alfabetik olarak ya da bit
sayis1 olarak uzunlugunu icermektedir.

Veri uzunlugunu bilen kullanici, verinin icerdigi bit sayisi
kadar matrisi olusturan baytlardan bastan baslayarak alir.
Aldig bu baytlarn son bitlerini bir metin dosyasina ¢ikartir ve
ascii karakter kodlamasina gore her baytin karsiligini
alfabedeki harfler olarak elde etmelidir [2]. Bunun igin de
Matlab programinda her harfin ascii karakter kodlamasini
iceren bir kod pargasi kullanarak bunun elde edilmesi saglanir.

Giintimiizde steganografinin ¢ok fazla gelisme imkani
bulmasiyla buna kars1 gelistirilen atak tiirlerinde de gelisme
olmugtur. Bu nedenle bdyle bir veri rnegin internet ortaminda
dolasirken ¢ok da fazla giivenli olmaz. Clinkii resmin i¢inde
veri var m1 diye bakan analiz yapmak isteyen kisi ilk baytin
son bitlerinden baslayarak bir ¢éziimleme yapmaya ¢alisabilir.
Bu da verinin giivenligini énemli ol¢iide tehdit eden bir yap1
olusturur. Bu nedenle steganografinin resim alanindaki birgok
calismasinda bu yontem kullanilsa da saldiri ve analiz
tekniklerinin de gelistirilmesiyle veriyi gomme - ¢ikarma
alaninda yeni algoritmalar gelistirilmistir [2,3].

Sekil 5 Veri gomiilmeden 6nce
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Sekil 6 Veri gomiildiikten sonra

Gortldugu gibi ifu s6zciigh gomiilmeden 6nce Sekil 6’daki
resimle, gomiildiikten sonraki halini yani Sekil 7°deki resmi
yan yana koydugumuzda gézle goriilemeyecek kadar degisim
olustugundan fark edilememektedir.

3) Rastgele Aralik Yontemi

Bir 6nceki yontemin zayif yani iletilmek istenilen verinin
baskalar1 tarafindan ele gegirilme durumunun olmasiydi. Bu
ihtimali azaltmak i¢in gelistirilen algoritmalardan birisi
“Rastgele Aralik Yontemi” dir. Bu yontemin bir onceki
yontemden farki gizlenecek verinin bitlerinin ilk bayttan
baslanarak sirayla en diisiik anlamli bitlere yiiklenmeyecek
olmasindandir. Rastgele Aralik Yontemi’nde hangi piksellere
verinin  gizleyecegi belirli denklemlere baghdir [2]. Bu
yontemde kullanilan algoritma asagidaki gibidir.

Algoritma 3

Giris: ¢ = (clcz---cn)g, m = (mlmz---m,)2
Cikis: 5 = (Sls2 s, )8
fori=1,--,n
s, < ¢,
Rastgele 1<k, <n olmak iizere [/ adet k degeri
belirlenir.
Ji=k
fori=1,---,/
Ji=Jia Tt ki mod n
for i=j,,,J,
Sig < m,

Bu yontemin en oOnemli Ozelligi veri gizlenirken bir
steganografik anahtarin kullanilmasidir. Steganografik anahtar
verinin rastgele olarak hangi piksellerin en diisiik anlamli
bitlerne gizlenecegini belirtir. Burada énemli olan hem veriyi
gonderen hem veriyi alan kisi icin steganografik anahtardir. Tki
taraf da aymi steganografik anahtar olmadan veri iletimini
saglayamazlar [2].

Caligma sirasinda steganografik anahtar belirleme de cesitli
yontemler arastirilmistir.  Bu  yontem dahilinde Matlab
programi ile rastgele sayilar {retilmistir. Bu sayilarin
steganografik anahtar olmasmna karar verilmistir. Matlab
programi kullanilarak bu anahtari tretilme sebebi bunun
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gercekten diger algoritmalardan daha hizli ve kolay bir yol
olmasidir.

Rastgele aralik yontemine dayali olarak steganografik
anahtarm uzunlugu gizlenmek istenen verinin uzunlugu ile
ayni olmalidir. Bu yontemde veriyi gdmme islemine bir 6nceki
yontemdeki gibi baglanir [2].

Burada gizlenmek istenen verinin bitleri yine resmin
piksellerinin en son bitlerine gomiilecektir. Yalniz bu
yontemde ilk bayttan baslanarak sirayla gomme islemi yapmak
yerine hangi baytlara verinin gizlenecegini gosteren bir
steganografik anahtarin kullanildigi denklem yer almaktadir
[2]. Burada saklamak istedigimiz bilgi toplam 24 bitten
olusmaktadir. Bu da olusturmamiz gereken anahtarin 24 bit
uzunlugunda olmasi gerektigini belirtir. Bu steganografik
anahtar belirlendikten sonra yonteme dayali olarak veriyi
resmin hangi baytlara saklanildigini belirtildigi denklem 4
kullanilir.

h=k @)
Ji = Ji Tk, mod n
Bu denklemde j,
anahtart buna bagli olarak 4 denklemini kullanarak resmin
hangi baytlarina verinin gizlenecegini belirten bir indistir [2].
Ornegin Matlab programim kullanarak ifu sozcitigiin i harfini

gizlemek igin 8 tane rastgele sayr yani 4 denklemindeki A
degerlerini belirlensin. Bu sayilar 1, 3, 12, 56, 9, 10, 18, 22

seklinde belirlendi. Buradan anlasildigi gibi & degerleri
sirastyla rastgele belirlenen 8 degerden olusmaktadir.

rastgele belirlenmis steganografik

k  degerlerinden yararlanarak  verinin

gizlenecegi j degerleri 4 denklemine gore belirlenir.

e oy |

Belirlenen bu

ky=3 = j,=j, +k,=4
k=12 - j,=j, + k,=16
k,=56 = j,=j, +k,=72
k=9 — j,=j, + k,=81
k=10 > j,=j; + k=91
k,=18 = j.,=j, +k,=109
k=22 — j,=j, + k=131

Belirlenen & dolayisiyla j  de@erleri resmin bayt

numaralarint  gostermis oldu. Buradan ¢ikarilmas: gereken
sonug / harfini gizleme isleminin, resmin 1, 4, 16, 72, 81, 91,
109 ve 131 numarali baytlarinda gerceklesmesi gerektigidir.
Numarast belirtilmis baytlarm en dasiik anlamli bitlerine
sirastyla 0110 1001 bitleri gomiiliir. Aymi islemler diger
karakterler i¢in de steganografik anahtar ve verilen denklem
yardimiyla hangi baytlara gémme isleminin yapilacagi
belirlenerek uygulanir. Gomme islemi rastgele aralik
yéntemine gore gerceklenmistir. Icine veri gomiilen resim
iletilmek istenen yere ulastiginda bu veriyi tekrar elde etmek
icin de bu yontem dahilinde bir algoritma vardir.

Burada unutulmamalidir ki hem veriyi gonderen hem veriyi
alan kisilerde ayni1 steganografik anahtar bulunmaktadir [2].
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Steganografik anahtarin her iki tarafta da oldugu kabul
edilen bu yontem geregi veriyi resimden ¢ikartma algoritmast
asagidaki gibidir.

Algoritma 4

Giris: S=(s]s2---sn)8, k],kz’...,kl
Cikis: mZ(I’I/lln/lz---m,)2
Ji =k
fori=1,---,/
Ji=J. +k modn
for i = j, -, J,
m, <_Si8

Algoritma 4’de ifade edildigi gibi gémiilmiis veriyi tekrar
elde ederken oncelikle hangi baytlara verinin gizlenmis
oldugunun bulunmasi gerekir. Bu nedenle elinde steganografik

anahtar degerleri olan kisi denklem 4 geregi j, degerlerini

yani hangi baytlara veri gizlendigini belirler.

Sekil 7 Veri gizlenmeden nce

Sekil 8 Veri gizlendikten sonra

Daha sonra belirlenen baytlarin en disiik anlamli bitleri yan
yana getirilerek gizlenmis olan veri elde edilmis olur [2].
Burada yapilmasi gereken son islem elde ettigimiz veriyi
alfabe diizenine geg¢irmektir. Bunun i¢in de bir 6nceki yontem
de oldugu gibi Matlab programi yardimiyla gerekli doniisim
yapilir ve alfabetik karsiliklar elde edilir. Sekil 7 ve Sekil 8’de
gortildiigi gibi algoritma gergeklendikten sonra resmin igine
veri gomildugiinde gozle goriiliir bir fark olmamistir.

IV. SONUC

ilk yontem gerceklendiginde resmi olusturan baytlarin en
diisiik anlaml biti degistirildiginde ve yeni yap1 tekrar resim
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haline getirildiginde resimde gozle goriiliir bir fark olmadigi
goriilmiistiir. Resmi olusturan piksellerin en anlamsiz bitine bir
veri gomiiliip tekrar elde etme iglemi yapildi. Yani bir yerden
bir yere verinin resim araciligiyla giivenli bir sekilde
taginabilecegi  ve  verinin  tekrar = gomuldigi  gibi
cikarilabilecegi gosterildi ve FPGA tizerinde gergeklendi.

Yapilan arastirmalar sonucunda steganografi teknikleri ve
bu alanda kullanilan algoritmalar gelistikge stegoanaliz
tekniklerinin de zamanla gelistigi gortilmistir. Bu nedenle bu
algoritmanin aslinda zayif bir yanin oldugu belirtilmelidir. Bu
zayif yan veri gomiilme islemi sirasinda ilk baytin en diisiik
anlaml bitinden baslanarak sirayla verinin gomiilme isleminin
uygulanmasindandir. Bu nedenle steganografi alaninda
kullanilan baska yontemler de arastirilmis ve gerceklenem icin
rastgele aralik yontemi seg¢ilmisti. Bu yodntemde veri
gizlenirken giivenligi saglamak adina steganografik bir anahtar
kullanilir. Kullanilan bu anahtar sayesinde algoritmaya bagl
olarak verinin hangi baytlarin en anlamsiz bitine gizlenecegi
belirlenir. Bu sayede elinde steganografik anahtar olmayan
birinin veriyi ele ge¢irmesi ¢ok giigtiir.

Yukarida anlatilan her {i¢ steganografi yontemi VHDL
tanimlama dili kullarularak tasarlandi ve FPGA iizerinde
ger¢eklendi. Benzetimleri yapilarak sonuglarin beklendigi gibi
oldugu gortlda.
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Dogruluk Orani lyilestirilmis (2, n) Olasilikli
Gorsel Sir Paylasma Semasi

Vasif V. NABIYEV, Mustafa ULUTAS, Giizin ULUTAS

Ozet— Garsel Sir Paylasma (GSP), gizli bir goriintiiniin giiriil-
tii benzeri paylara kodlanmasidir. GSP yontemlerinde, gizli go-
riintiideki bir pikselin paylarda m pikselle kodlamyor olmas1 bii-
yiime oramt problemini beraberinde getirmistir. Bu problemin
giderilmesi icin, 7 degerini 1 olarak belirleyen ve Olasihikh Gor-
sel Sir Paylasma (OGSP) olarak adlandirilan yeni bir yontem
onerilmistir. Geleneksel GSP ve OGSP yontemlerinde gizli goriin-
tiiniin ortaya cikarilmasi icin insan gorme sistemi yeterli olmak-
tadir. 2007 yihnda Wang, insan gorme sistemini kullanmayan ve
yalmizca mantiksal islemlere dayanan yeni bir (2, n) OGSP yén-
temi onermistir. Yontem siyah pikselleri 1, beyaz pikselleri ise 2
olasilikla dogru olarak koruyabilmektedir. Bu yayinda, Wang’in
yonteminde kullamlan rasgele B matrislerinin iceriklerinin belir-
lenmesinde kullanilacak olan yeni bir yontem onerilmistir. Bu
sayede yapilandirilan resimdeki beyaz piksellerin dogruluk oram
yiikselmistir. Test sonuc¢larinda, yapilandirilan goriintiiniin sahip
olabilecegi maksimum PSNR degeri, Wang’in onerdigi yontemle
elde edilen degerden daha yiiksek cikmustir. Boylelikle Wang’in
yonteminin, GSP semalarmmin degerlendirilmesinde onemli bir
parametre olan, dogruluk oram iyilestirilmistir.

Anahtar Kelimeler —GSP, OGSP, PSNR.

I. Giris

Slr Paylagma (SP) semast olarak adlandirilan yontem ilk

olarak Blakley ve Shamir tarafindan 1979 yilinda oneril-
mistir [1, 2]. (k, n) esik semasi olarak da adlandirilan bu yon-
tem, verinin giivenligini n tane pargaya bolerek saglar. Her bir
parga “pay” olarak adlandirilir. Olusturulan » tane pay » tane
kisiye dagitilir. Sir1 paylagan her bir kisinin elinde yalniz bir
pay vardir. Gizli veri, ancak bu paylardan en az k tanesi bir
araya getirildiginde ortaya ¢ikacaktir. k adetten az paymn bir
araya getirilmesi, gizli veri hakkinda higbir bilgi agiga
¢ikarmaz.

SP yontemini temel alan ve daha yeni bir yontem olan
“Gorsel Sir Paylasimi” (GSP) Naor ve Shamir tarafindan 1994
yilinda onerilmistir [3]. Bu sema igin paylasilan sir gizli bir
gortintiidiir (el yazisi notlari, yazict ¢iktilari, resimler gibi). Bu
yeni sir paylasim tekniginin en onemli 6zelligi, baska bir he-
saplamaya ihtiyag duymaksizin insan gorme sistemini, gizli
veriyi ortaya ¢ikarmada kullanmasidir. Geleneksel sifreleme
tekniklerinin, sifre ¢ozme igin gerektirdigi kompleks hesapla-
malar bu yeni alanda yer almamaktadir. (k, n) GSP semasi igin,

V. NABIYEV, Karadeniz Teknik Universitesi
M. ULUTAS, G. ULUTAS , Ondokuz May1s Universitesi
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sir sahibi olan kisi, gizli gérintiiden gorsel sifreleme teknikle-
rini kullanarak » tane anlamsiz pay olusturur ve sir1 paylasaca-
g1 guruptaki alicilarin her birine bir adet pay gonderir. Paylar;
aslinda anlam ifade etmeyen giriiltii benzeri goriintiilerdir.
Gizli goriintiiniin ortaya ¢ikarilabilmesi i¢in en az k adet kisi-
nin kendi paylarini slayt tizerine basmalar1 ve bu slaytlari tam
olarak iist iiste getirmeleri gerekmektedir. Gizli veri, gorsel
sifreleme teknikleri kullanilarak paylara dagitildigi i¢in, kota
amacl kisiler herhangi tek bir paydan gizli goriintiiyii elde
edemeyecektir.

Naor ve Shamir tarafindan 6nerilen bu semay1 gelistirmek
amaci ile gesitli yaklagimlar nerilmistir. Bazi ¢caligsmalar, pay-
lagilacak olan goriintiiniin yalnizca siyah beyaz resim olmak
yerine, gri seviye veya renkli resim olabilecegini gostermistir
[4-6]. Paylasilacak olan sir sayisinin artirilmasi ise ilgi ¢eken
diger bir konudur [7-9]. Gorsel sifrelemenin dogasi geregi
olusan kontrast problemlerinin giderilmesi ise ¢dziilmeye ¢ali-
silan problemlerden biridir [10]. Tanim1 geregi gorsel sifrele-
mede, sir olarak paylagilacak olan goriintiideki bir piksel, pay-
larda birden ¢ok alt piksel ile temsil edilmektedir. Boyle bir
kodlama teknigi ise gortntii boyutlarinin belirli bir oranda
geniglemesine neden olmaktadir. Genisleme faktorii olarak
adlandirilan bu biiylime orani, bellekte saklama agisindan ihti-
ya¢ duyulan kapasitenin artmasi ile sonu¢lanmaktadir. Yapilan
bir¢ok ¢alisma ile bu oranin kiigtiltiilmesi amaglanmusgtir.

(k, n) GSP semalarinin basarimini test etmekte kullanilan
dort parametre mevcuttur. Bu parametrelerden ilki giivenliktir.
k adetten az payin bir araya getirilmesi sir hakkinda higbir bilgi
ortaya gikarmamalidir. Tkinci parametre dogruluktur. En az k
adet payn bir araya gelmesi ile ortaya ¢ikarilan sirin, orijinali-
ne olan benzerligidir. Diger bir kriter ise hesaplama karmasik-
ligidir: paylan tiretmede gereken islem sayisi ile dlgiiliir. Son
kriter ise gizli gorintiideki bir pikselin paylarda kag¢ piksel ile
kodlandigina bagli olarak degisen biiyiime oranidir.

Biiytime orani kriterini iyilestirmeye calisan bazi ¢alisma-
lar “olasilikli gorsel sir paylasma” (OGSP) semalarini §nermis-
lerdir [11-14]. Bu g¢alismalarda, sir olarak paylasilacak olan
gortintiideki her bir piksel paylarda tek piksel kullanilarak kod-
lanir. Boylelikle paylarin boyutu orijinal goriintiiniin boyutu ile
ayni kalir. Orijinal gortntiideki piksellerin, yeniden yapilandi-
rilan goriintiide ayn1 olarak elde edilebilmesi belirli bir olasilik

25026027 Aralik December 2008 » Ankara / TURKIYE

Proceedings

67



BiLGi GUVENLIGi VE

CRYPTOLOGY CONFERENCE

3. ULUSLARARASI KATILIMLI 3 INFORMATION SECURITY &
TUrkey

KRIPTOLOJi KONFERANSI

dahilindedir. Gizli goriintideki pikseller, yeniden yapilandi-
rilma igleminden sonra bire bir ayn1 kalmaz. Fakat bolgesel
olarak bakildiginda resmin, orijinal gortntiistini korudugu
gozlemlenebilir. Her ne kadar OGSP teknikleri, hesaplama
karmasikligini ve biiylime oranini azaltsa da, dogrulukta kayip-
lara sebep olmaktadir.

2007 yilinda Wang, mantiksal iglemlere dayali yeni bir (2,
n) OGSP semasi ileri stirmiistiir [14]. Bu sema XOR ve AND
islemlerini kullanarak siyah beyaz resimleri rastlantisal bir
teknikle kodlar. Geleneksel OGSP’ den farkli olarak, yeniden
yapilandirma islemi igin insanin gérme sistemi yeterli degildir.
Elde etmis oldugu sonuglarin karsitlik acisindan geleneksel
tekniklerden daha iyi oldugunu deneysel sonuglarla gostermis-
tir.

Bu makalede, Wang tarafindan onerilen teknigin kontrast
degerini iyilestirerek, yeniden yapilandirilan resimlerin dogru-
luk degerinin yiikseltilmesi saglanmistir. Onerilen teknigin
Wang’in ¢alismasindan iistiin oldugu, yeniden yapilandirilan
resimlerin PSNR degerlerinin test edilmesi ile gosterilmistir.

Yayinin geri kalan1 su sekilde diizenlenmistir. Ikinci ki-
simda GSP ve OGSP semalarinin ayrintilarindan bahsedilmis-
tir. Ugiincii kisimda ise Wang’in &nermis oldugu (2, n) semasi
aciklanarak onermis oldugumuz yontem, ayrintilart ile veril-
mistir. Son olarak onerilen teknik ile elde edilen test gorintii-
leri verilmis ve sonuglar yorumlanmustir.

I1. GSP VE OGSP Y ONTEMLERI

A. Gorsel Swr Paylagma (GSP)

(k, n) GSP semasinda orijinal goriintiiniin siyah ve beyaz
piksellerden olustugu varsayilmistir. Orijinal goriintiideki her
bir piksel, paylarda m adet alt piksel olarak kodlanir. GSP se-
mas1 nxm biytikligiindeki mantiksal S matrisi (S = lsi/.J) tara-

findan tamimlanir. Stitun sayisini gosteren m degeri, gizli go-
riintiideki tek bir pikselin paylarda kag pikselle temsil edecegi-
ni gosterir. Eger i paydaki j. alt piksel siyah ises, =1, aksi
takdirde s; = 0°dur. i, i,,..., i, ile gdsterilen paylar, alt piksel-
leri uygun bir sekilde ortiisecek sekilde iist tiste getirildiklerin-
de sir ortaya ¢ikacaktir. S matrisindeki satirlara OR mantiksal
isleminin uygulanmasi sonucu olusan vektoriin Hamming agir-
l1g1, ilgili pikselin insan gérme sistemi tarafindan nasil algila-
nacagini gostermektedir. Siyah ve beyazi ayirt etmek icin sabit
bir esik degeri olsun ve d (1<d <m) ile gosterilsin. Resmin
goriinebilirligi agisindan, « ile gosterilen kontrastin sifirdan
biiyitk olmast gerekir. Ilgili piksel i¢in belirlenen S matrisinin
satirlarinin OR’lanmasi sonucu olusan [/ xm lik vektor V ile
gosterilsin. Bu durumda eger H (V)Z d ise, yeniden yapilandi-

rilan piksel insan gorme sistemi tarafindan siyah, eger
H (V) < d — am ise beyaz olarak algilanacaktir.

Tamm 1. (k, n) GSP semasi, B, ve B, ile gosterilen nxm bii-

yiikligiindeki mantiksal matrislerden olusan iki kiime ile tem-
sil edilebilir. Beyaz bir piksel paylasilacagi zaman kisi
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B, mantiksal matrisinin satirlarindan birini rastgele olarak se-
cer ve ilgili paya yerlestirir. Siyah bir piksel paylasilacaginda
ise B, matrisinden segilen rastgele bir satir ilgili pay1 kodlama-
da kullanilacaktir. B, veya B, matris kiimelerinden rasgele seci-

len bir matris, » tane paydaki m adet alt pikselin gri seviyesini
belirlemeye yardimer olacaktir. Naor ve Shamir’in tanimi ge-
regi, bir GSP semas1 ancak asagidaki kosullar1 sagladig: tak-
dirde gegerli olacaktir.

1. B,veya B, kiimelerinden secilen herhangi bir matrisin, n

tane satiriin herhangi k tanesinin OR’lanmas1 sonucu olusan
vektoriin (V), segildigi kiimeye bagh olarak; B,’dan secilen
bir matris igin H (V)S d—am veya B, ’den se¢ilen bir matris
igin H(V) > d olmalidur.
2.{1,2,...,n | 'nin

ri {il,iz,...,iq }(q(k) i¢in, B, ve B, matrislerinin igermis ol-

herhangi alt kiimele-

dugu matrislerin siklig1 esit olmalidir.

Ik parametre kontrast olarak adlandirilirken, ikinci para-
metre semanin giivenligini garanti eder. ikinci kosul sayesinde,
k adetten az sayida payn ist iiste getirilmesi ile sirin elde edi-
lemeyecegi garanti edilir.

(k, n) GSP semalarinin nasil kurulabilecegini gostermek a-

mactyla, (2, 2) durumu bir 6rnek ile agiklanacaktir. B, ve B,
matrisleri asagidaki sekilde tanimlanabilir.
B {kolonlarzn permiitasyonu ile (1
=
1

elde edilen tiim matrisler

—_ O oS O
—_ =
oS O
N—
—_—

_ {kolonlarln permiitasyonu ile [1
=
0

B, ve B, kimelerini olusturan matrislerin satirlarmin gortin-

elde edilen tiim matrisler

me olasiliklar1 birbirlerine esittir. Bu da belirli bir oriintiiniin
belirli bir renge ait oldugu bilgisinin gizli goriintityii ele gegir-
meye ¢alisan saldirganlar tarafindan ¢ikarilmasia engel ola-
caktir. Permiitasyon isleminin gergeklestirilecegi matrislerden
de anlasilacag: tizere, B, kiimesini olusturan herhangi bir mat-

risin  satirlarmin - OR’lanmasi  sonucu olusan vektoriin

Hamming uzaklhig1 2 iken (beyaz pikseli temsil eder), B, kii-
mesindeki bir matris i¢in hesaplanan Hamming uzaklig1 4 ola-
caktir. Aradaki fark, insan goziiniin siyah ve beyaz arasinda
ayrim yapmasini saglayacak karsitligi olusturmaktadir.
Kodlama islemi esnasinda, gizli goriintiideki beyaz pikselin
kodlanmasi i¢in B, kiimesinden rasgele bir matris segilecektir

(R,). Birinci payda kars1 diisen alt piksel grubunun igerigi
R,’m birinci satir1 tarafindan belirlenirken, ikinci payin kars

diisen piksel grubu ikinci satir tarafindan belirlenecektir. Ben-
zer sekilde siyah pikselin kodlanmasi i¢in kullanilacak olan
matris ise B, kiimesindeki matrisler arasindan segilecektir.
Gorintiideki tim siyah ve beyaz pikseller i¢in bahsedilen kod-
lama gerceklestirildiginde, sirr1 paylasacak olan kisilere dagiti-
lacak olan paylar olugturulmus olmaktadir. A¢iklanan kodlama
islemine iligkin bir 6rnek Tablo 1’de verilmektedir.
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Tablo 1. (2,2) semas! igin siyah ve beyaz piksellerin kodlanmasi.

B Pﬁ Pﬁ S PaEI PaﬁZ Sonug

Sonu

O

w""x] BI*™[E |

R H&A

w"I"u] BI""[E un
HHE

M 5 N

Gizli gortuntiideki her bir pikselin, paylarda kag alt piksel ile
temsil edilecegi GSP semalarinin olusturulmasindaki paramet-
relerden biridir. Verilen ornekte bu deger 2 olarak secilebile-
cegi halde resmin en boy oraninda bozulmaya neden olmamasi
i¢in her iki dogrultuda da 2 olacak sekilde, yani 4 olarak belir-
lenmigtir. Semanin karsitligini belirten « degeri, kodlanmis
beyaz piksel ile siyah pikselin Hamming uzakliklar1 arasindaki
farktir. & degerinin biiylik olmasi, tekrar yapilandirilan resmin
karsitligini, bir bagka deyisle goriinebilirligini iyilestirecektir.
Verilen bu 6rnekte o degeri ikidir.

B. Olasilikly Gorsel Swr Paylagma (OGSP)

2004 yilinda Yang tarafindan olasilikli gorsel sir paylagsma
olarak adlandirilan yeni bir yontem Onerilmigtir. Yeni yonte-
min drettigi paylarin buytikligi, geleneksel yontemlerden fark-
It olarak, paylasilacak olan gizli goriintii ile ayni kalmaktadir.
Uretilen paylarm boyutlarinin, gizli goriintii ile aym kalmast,
bellekte saklama kapasitesi agisindan 6nemli 6lgtide kazanglart
da beraberinde getirmektedir. Yeni sema beyaz piksellerin
siyah ve beyaz bolgede goriinme sikligini, insan goziiniin siyah
ve beyazi ayirt etmesini saglayacak sekilde kullanmaktadir.
Yang, yayminda vermis oldugu tanim bagintilari ile (2, 2), (2,
n), (k, k) ve (k, n) semalarmin nasil olusturulabilecegini gos-
termistir.

Olasilikl1 yontemi geleneksel yontemden ayiran en nemli
fark, kodlanacak olan gorintiideki pikseli birden ¢ok alt pik-
selle paylarda temsil etmek yerine tek bir piksel ile kodlamasi-
dir. Orijinal goriintiiniin yeniden yapilandirilmasi i¢in gereken
yalnizca gerekli ((k, n) lik bir sema i¢in en az k adet payn tist
iste getirilmesidir. Bu da geleneksel yontemdeki OR’lanma
islemine kars1 dismektedir. Geleneksel yontem beyaz pikseli
temsil etmek i¢in x,By,S ( x,adet beyaz, y, adet siyah), siyah

pikseli temsil etmek i¢in ise x,By,S kullamr. Bir pikselin kag

alt pikselle temsil edildigi m ile gosterilecek olursa,
X, + ¥, = X, + y, = molacaktir. OGSP semalarinda ise m degeri

1’e esit olacaktir. Geleneksel yontemde kullanilan, nxm bi-
yukliigiindeki B, ve B, matrislerinin yerini, nx1 biiyiikliigiinde-
ki B,ve B matrisleri alacaktir. Beyaz piksellerin kodlanmasi
esnasinda, B kiimesinden rasgele bir matris secildikten sonra,

rasgele secilen satirlardaki degerler paylara dagitilacaktir. Si-
yah piksellerin kodlanmasi esnasinda kullanilacak olan mat-
ris B, matrisleri arasindan segilecektir. Yeniden yapilandirilma

esnasinda olusacak goriintiiyti, tist tiste getirilen paylarin, pik-
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sel diizeyinde olusturduklar1 Hamming agirliklari belirleyecek-
tir. Siyah ve beyaz bolgelerdeki beyaz sikligi, yeniden yapi-
landirilan resmin, insan gozii tarafindan ayirt edilebilmesini
saglayacaktir. p,, yeniden yapilandirilan resmin beyaz bolge-

sinde beyaz pikselin goériinme olasiligimi temsil eder. p, ise,

siyah bolgede beyaz goriinme olasiligini verecektir. Beyaz ve
siyahin ayirt edilmesini belirleyecek parametrelerden biri olan
degismez esik olasilig1 p,, ile gosterilsin.

(k, n) OGSP semas: ancak asagidaki {i¢ durumu sagliyorsa
gegerlidir:

1. B, ve B kiimelerindeki her bir matrisin herhangi k satirla-

rinin olusturdugu siitun vektorii ¥ ile gosterilsin. L(V) ise ilgili
vektoriin satirlarinin OR’lanmast sonucu elde edilen deger
olsun. B kiimesinden elde edilen L(V) degerleri A kiimesi-

ni, B, den elde edilen degerler ise y kiimesini olustursun.

2. A ve y kiimeleri, (p0 Zp,, ) ve (p1 <Py - a)kosullarlnl
saglayacaktir.

3. { 1,2,...,n } ‘nin herhangi alt kiimelerinde {il,iz,...,iq }
(g(k), pyve p;degerleri esit olacaktir.

Boyle bir semanin nasil yapilandirilacagint gosterebilmek
amaciyla , (2, 2) OGSP semasinin [14]’de verilen tanim bagin-
tis1 kullanilacaktir. £, , Hamming agirligi i olan biitiin nx/ 'lik

kolon matrislerini temsil eder. j indisi ise, matrisin B, ve-
yaB,’e ait oldugunu gosterecektir, ;e {0, 1}. Ornegin n=3

iken, 1, (kiimesine ait matrisler asagidaki sekildedir.

O] (1)1
Moo =11 1}10}|1
L|{1]]0

Tamm 2. B, =\, oy} Ve B, =1{u, | B,ve B, (2, 2)

OGSP nin olusturulmasi igin gerekli 2x/ lik matrislerin kiime-
sidir. Bu durumda B, ve B, ait matrisler asagidaki sekilde veri-
lebilir.

e N EEE NI
D)
A

A ve y ’da pikselin beyaz olma olasilig1 olan p, ve p, sirayla

0.5 ve 0’dir. Bu nedenle bu semaya ait esik olasilig1 olan
Py = 0.5 ve karsithk o = 0.5 *dir.

III. (2,N) OLASILIKLI GORSEL SIR PAYLASMA YONTEMI

Bu bolimde o6ncelikle Wang tarafindan o6nerilen (2, n)
OGSP semasmin tanimi verilecek daha sonra ise yayin kapsa-
minda Onerilen yontemden bahsedilecektir.
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A. Wang’in (2, n) OGSP semasi

Wang tarafindan onerilen bu sema XOR ve AND gibi man-
tiksal islemlerin kullanimma dayanir [14]. Gizli goriintiiniin
ortaya ¢ikarilmasi sirasinda insan gérme sistemi yerine, ozel
bir yazilim gerektirmeden goriintileme yazilimlarinin olanak-
lar1 kullamlabilmektedir. Onerilen yontem, orijinal goriintiide-
ki siyah pikselleri kesin dogrulukla yeniden yapilandirabilir-
ken, beyaz pikselleri dogru olarak yapilandirma olasilig
0.5°dir. Onerilen semanin paylar1 olusturmak i¢in gerceklestir-
digi adimlar asagidaki sekilde verilebilir.

Girigler: » ile ifade edilen bir tamsay1 degeri (n>2)
ve 4 ile gosterilen gizli goriintii.
Adm 1: B, B,,..., B

n+l

ile gosterilen (n+1)adet matris tiret.

Adm 2:C,C,,...,C,ile gosterilen n adet ara matrisi

C, =B, & 4,i=1,2,...,n denklemini kullanarak hesapla.

Adm 3.4, 4,,...,4,ile

4 =C ®B
Gizli gortintiiniin (4 ") olusturulmas: igin gergeklestirilecek

olan yapilandirma iglemi Denklem 1’de verilmektedir.

gosterilen n  adet  pa-

i=1,2,...,ndenklemini kullanarak hesapla.

n+l>

A=A,®4, i jell, 2, njvei=j 1)

A (s,7)basitge 4, olarak gosterilsin. Yukarida bahsedilen
yapilandirma adimlar1 g6z oniine alindiginda A4 ile gosterilen
gizli goriintiideki herhangi bir siyah pikselin i ile gosterilen
paya kodlanmas1 esnasinda C; = B; & 0 = 0 olacaktir. Buradan
@®0=58, ,0-
lacaktir. Boylece gizli goriintiiniin yeniden yapilandiriimasi
esnasinda 4'=4,® 4, =B,,, ® B,,, =0olacaktir. Buradan da
kodlanan siyah piksellerin yeniden yapilandirma esnasinda
kesin dogrulukla olusturulacagini gostermektedir.

A’daki  beyaz (‘1°) piksel i¢in  C,=B, &l1=B;ve

A4, =B,,, ® B,olacaktir. Boylece gizli gorintiiniin yeniden

n+l

da i ile gosterilen paydaki piksel degeri 4, = B,

n+l

n+l

yapilandirilmast i¢in i ve j ile gosterilen paylarin bir araya geti-
rilmesi sonucu (2) deki ifade elde edilecektir.
A'=B

®B,®B,, ®B, =B ®B, )

n+l n+l

Yukaridaki ifadeden de goriilecegi gibi, beyaz bir pikselin
dogru olarak kodlanma olasilig1 %’dir. Bu olasilik ayni za-
manda XOR fonksiyonunun sonucunda / goriilme olasiligini
temsil etmektedir.

Wang tarafindan 6nerilen (2, n) OGSP semasi, gizli goriintii
A ile yeniden yapilandirilan goriintii 4’ arasinda 0 bitlerini
ayni tutmayi basarirken, / bitlerini dogru kodlayabilme olasili-
g1 Y2’dir. Bu nedenle de bu semaya iligkin « degeri ile gosteri-
len kontrast degeri '4’dir. Olasiliksal bir yéntem olan bu sema-
nin kontrast degerinin dl¢timiinde (3) bagntis1 kullanilmustir.

a= p() _p] (3)
1+ p,
Bildiriler Kitabi
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B. Onerilen (2, n) OGSP semasi

2007 yilinda Wang tarafindan onerilen yontemde, orijinal
gizli goriintiideki beyaz piksellerin yeniden dogru bir sekilde
yapilandirma olasiligit XOR fonksiyonuna giris olarak verilen
iki rasgele matrisin ( B; veya B, ) karsilikli piksellerin degerle-

rine baghdir. (2, n) GSP semasi i¢in olusturulmasi gereken
rasgele B matrisi sayis1 #n+/ dir. Son matris hari¢ (B, ) geri

kalan matrisler, beyaz piksellerin dogru bir sekilde yeniden
yapilandirilmasinda rol oynayacaktir. Makalede onerilen yon-
temde, tiim bu matrisler birbirlerinden bagimsiz olarak rasgele
anlamda tiretilmektedir. N tane matrisin herhangi ikisinin kar-
siliklt elemanlarmimn XOR sonucunun / verme olasilig1 % dir.
Yeniden yapilandirma sonucunda olusan goriintiiniin dogruluk
oranini yiikseltebilmek, algoritmanin beyaz pikselleri yeniden
uretmedeki bagari oranmni yiikselterek gerceklesecektir. Bu
nedenle B matrisleri birbirlerinden bagimsiz olarak tiretilmek
yerine, n adet matrisin karsilik diisen piksellerine yerlestirile-
cek degerler se¢ilirken, XOR sonucunun farklilik durumunda /
verdigi goz oniine almmalidir. # boyutlu bir diziden se¢ilen
ikili kombinasyonlarmn XOR sonug¢larinin / verme olasiligini
yiikseltmek, yontemin basarisint yiikseltmekle esdegerdir.
n=13 ve n=1I4 elemanl bir vektoriin sahip olabilecegi farkli
Hamming agirliklarina bagli olarak, iki elemanli kombinasyon-
larin XOR sonuglarinin 7/ verdigi durumlarin sayisina ait grafik
Sekil 1°de verilmistir. Alinan ikili kombinasyonlarin en ¢ok
sayida bir verdigi durum, simetri nedeni ile n degerinin ¢ift
veya tek olmasma gore degismektedir. Toplam pay sayisini
gosteren n degerinin ¢ift oldugu durumlarda tek bir maksimum
deger varken, tek oldugu durumlarda iki maksimum deger var-
dir.

=
5 _ 50
2 2 40 —t—
= 3
S 230 / -\\
5520 ol N
2
3'204/\e
%3 01 2 3 4 5 6 7 8 9 1011 12 13
=

Hamming agirhig
=
559
> 2
St
TS M
-
S 220
2 o0l
2 g 012 3 456 7 8 9 10 11 12 13 14
>

Hamming agirlig:
Sekil 1. Sirastyla n=13 ve n=14 i¢in farkli hamming agirlikli vektorlerin,
kendi ele-manlarinin ikili kombinasyonlarinin XOR sonuglarinin degerlen-
dirilmesi.

B matrislerindeki karsilikli pikselleri n boyutlu vektorler o-
lusturmaktadir. Matrislerin Wang tarafindan 6nerildigi sekilde
ayrik olarak olusturulmasi yerine, karsilikli elemanlarmin olus-
turdugu vektorlerin sinirlt bir rasgelelik kullanilarak segilmesi
yeniden yapilandirilan resmin dogrulugunu artiracaktir. B mat-
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rislerini olugturmak i¢in 6nerilen yontem Sekil 2°de verilmek-
tedir. Orijinal gériintiiniin NxM boyutlarinda oldugu varsayil-
mistir.

Gosterimde B matrislerinin karsilikli elemanlarina yerlestiri-
lecek olan degerleri iceren vektor v ile gosterilmektedir. V'
vektoriiniin igerigi £ ile gosterilen vektér uzayindan segilen
rasgele bir vektoriin icerigi olacaktir. £ uzaymin olusturulmast
esnasinda toplam pay sayisinin ¢ift veya tek olmasi durumu
g6z Oniine alinmaktadir. Cift olmasi durumunda deger atamada
kullanilacak vektorler kiimesi elemanlarinin Hamming agirlik-
lari, toplam pay sayisinin yarisina  esittir. x4, , ifadesi,

Hamming agirhgin/2 olanlxn boyutundaki vektorleri temsil

etmektedir. Bu durumda tek say1 olan bir n deger i¢in, £ ki-
mesi 4,5 | » M,/ )1 degerlerinden olugacaktir. Uygun bir sekil-

de olusturulan E kiimesinden rasgele segilen bir vektor degeri-
ni tastyan v vektoriiniin igerigi, B matrislerinin o an islem
gérmekte olan karsilikli piksellerinin igerigini olusturacaktir. B
matrislerinin, j ve k ile gosterilen koordinatlarindaki piksel
degerleri v vektoriiniin igerigine uygun olarak doldurulur. Boy-
lelikle gizli gorintiiniin yeniden yapilandirilmasi asamasinda n
pay igerisinden secilecek rasgele iki payin / tiretme olasilig
yiikseltilmis olacaktir.

Fno2—
E:{:Un/z }
K:C:/Z

vz{v"|v"eE,ie{l,z,...,K}}
vi:{v;l je{l,Z,...,n}}
if no2==1
E= {ﬂLn/zj > Mininln }
K=+ Clapu
v:{v,|vieE,ie{1,2,..., K}}
vi:{vi.l je{l,Z,...,n}}
B={B'|ie{1,2,..,n}}
B ={B,| jell2,...N} kel{l,2,...,M}}
B;.k:v,.’", ie{l,Z,...,n},m:(randx(K—l))-t-l

Sekil 2. B matrislerini olusturmak i¢in 6nerilen yontem.

E kiimesi aslinda OGSP yo6nteminin (2, n) semalar igin
siyah pikselleri kodlamada kullanmis oldugu kiime bagmntisi ile
es degerdir. Bu nedenle, aslinda onerilen yontem sonucunda
olusan B matrislerinin igerigi, tiimiiyle siyah piksellerden olus-
tugu varsayilan gizli bir goriintii tizerinde (2, n) OGSP yontemi
kullanilarak tiretilen paylarla esdegerdir.

IV. SONUCLAR

Onerilen yoéntemin, Wang’m yonteminden {istiinliigiinii gos-
terebilmek amaci ile yapilan testlerde Sekil 3’de verilen
256x256 boyutlarindaki renksiz “Lena” goriintiisii Floyd-

Bildiriler Kitabi

374 INFORMATION SECURITY &
TLl[Key CRYPTOLOGY CONFERENCE

WITH INTERNATIONAL PARTICIPATION

Steinberg yontemi ile yalniz siyah ve beyaz piksellerden olu-
san gorlintiiye doniistiiriilerek kullanilmistir. Her iki yontem de
Matlab 7.0 ortaminda programlanmustir. Testler, Intel® Core 2
Duo 1.66 GHz islemcili ve 1 GB RAM’i olan tasinabilir bir
bilgisayar tizerinde gerceklestirilmistir. Isletim sistemi olarak
Windows XP Professional kullanilmugtir.

Sekil 3. 256x256 biiyiikliigiindeki test goriintiisit

Degerlendirme i¢in her iki yontem tarafindan yeniden yapi-
landirilan resimlerin dogruluk orani dikkate alinmistir. Dogru-
luk oranimi belirleyebilmek i¢in PSNR degerleri hesaplanmis-
tir. Sabit bir n degeri igin, yeniden yapilandirma asamasinda

olusabilecek Cj farkli durum g6z oniine alinmistir. Kombinas-

yonlarin XOR’lanmas1 sonucu elde edilen goriintiilerin, oriji-
nal goriintiiden farki dogruluk orami hakkinda yorum yapila-
bilmesini saglamistir. PSNR degerlerinin hesaplanmasi igin
kullanilan ifade Denklem 4’de verilmistir.

2
PSNR = 101og,, 2455~ 4
MSE

1 N M 2
NxMZZ(X” —a,/.)

i=l j=1

“
MSE =

Maks, gorintiideki piksellerin sahip olabilecegi parlaklik
degeri araliginin st sinirini gosterir. Makalede islenilen go-
rintiiniin siyah beyaz olmasi sebebi ile bu deger 1 olarak alin-
mustir. Verilen ifadede, PSNR degeri, NxM boyutlarindaki X
ile gosterilen gizli goriintlniin, A ile gosterilen orijinal goriin-
tiden ne kadar farkli oldugunun bir 6l¢iitidiir. Daha yiiksek
PSNR’ye sahip yeniden yapilandirma sonucu olusan goriinti

orijinale daha ¢ok benzemektedir. x; vea, , sirasiyla test ve

i
orijinal goriintiiniin (7, j) koordinatlarindaki piksel degerlerini
gostermektedir.

Sekil 4’de n=6 degeri i¢in 6nerilen yontemle olusturulan 6
farkli payin aralarinda olusturabilecek oldugu 15 farkli kombi-
nasyonun, iiretecek oldugu yeniden yapilanmis resimlere ilis-
kin PSNR degerleri verilmektedir. Sekilden de goriildiigii gibi,
Wang tarafindan Onerilen yontemin yeniden yapilandirdigi
gortintiilerin PSNR degerleri 6.1dB diizeyinde olmasina karsi-
lik 6nerilen yontemle 6.8 dB diizeyine yiikselmistir. Gosterilen
serilerde maksimum deger olusumu saglayan pay kombinas-
yonlarmin iretmis oldugu sonug¢ gériintiiler Sekil 5.a ve Sekil
5.b’de gosterilmektedir.
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O Wang (2, n) B Onerilen Yontem

Sekil 4. PSNR degerleri ile yontemlerin karsilagtirma sonuglari.

(a)

V.DEGERLENDIRME
Yapilan ¢alismada 2007 yilinda Wang tarafindan 6neril-

mis olan teknigin tiretmis oldugu yeniden yapilandirilan g6-
rintiiniin PSNR degerinin iyilestirilmesi amag¢lanmigtic. Bu
kapsamda yontem tarafindan kullanilan rastgele matrislerin
iretimi igin yeni bir yontem 6nerilmistir. Sonuclar kisminda
da vurgulandigi gibi, her iki yontemin yeniden yapilandirdi-
&1 resimler arasinda sayisal ve gorsel bir farklilik mevcuttur.
ilerleyen calismalarda, ilgili yontemin (k, n) semasina genel-

lestirilmesi amaglanmustir.

[
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Policy Negotiation System based on

Privacy Preference
In Joo JANG, Wenbo SHI, Hyeong Seon YOO

Abstract— In this paper, we consider a problem of monopolistic
information management technologies. Most service providers
have an access to any information. Even though the information is
really a personal data, service providers can access to it merely
with the user’s first subscription.

In order to limit the disclosure and avoid the misuse of personal
data, this paper discusses an architectural proposal for a policy
negotiation system. This proposed architecture mediates among
the three actors: the users, the service providers and the law. The
central unit of the proposed architecture is a policy negotiation
engine. A negotiation engine undertakes the enforcement of user’s
privacy preference, by matching the service provider’s disclosure
policy and user’s privacy policy. Several additional components
assigned with supporting functional tasks complement the
architecture, while the formal definition of personal data type and
services type.

This architecture provides more powerful right to each user.
Finally, this paper discusses the formalization how users can
express their privacy preferences and how regulations can be
expressed in this system.

Keywords — Privacy, Information management

I. INTRODUCTION

All Every software application domain should provide and
ensure security issues. Especially, as countries around the
world transition from paper-based to electronic information
record infrastructures, compliance with these data protection
laws will require sophisticated information management
technologies [1,2,3,4]. Technical and policy challenges
concerning the widespread adoption of electronic information
records systems have been discussed, for example, in [1] and
[2].

In addition to, there are different aspects between the users
and the service providers. Most users want to disclosure only
least privacy data, while the service providers request at most
personal information. Under this environment, if most right of
information management comes up to the service providers, it
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In Joo Jang is with Computer Engineering Department,
INHA University, Incheon, Korea, (corresponding author to provide phone:
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Hyeong Seon Yoo is with Computer Engineering Department,
INHA University, Incheon, Korea, (e-mail: hsyoo@inha.ac.kr).
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provides the unfair position to the users. It is the problem of
monopolistic information management technologies. As a
solution of this problem, we introduce the policy negotiation
system for privacy protection in this paper.

Security issues usually are derived from laws such as data
protection acts or general security rules stemming from the
domain itself. However, the laws and rules are given as plain
texts and lack a common formalism. This may make it
impossible to predict unambiguous privacy regulation and
privacy guidelines [5,6,7,8]. Knowledge is not only a form of
property governed by intellectual property law, but also an
individual attribute, and as part of the personality, it may be
governed by privacy law [5].

During the last years ontology has been used as formalism to
describe laws and rules on common  bases
[9,10,11,12,16,17,18,19]. As sets of concepts in a specific
domain, ontologies have proven to be a useful tool in the areas
of the semantic web and personalized information management.
By using ontologies, we can provide a common description for
any type of policy, rule, and law, independently from the
specifics of the system implementation.

Intellectual Property
Law Ontology

Privacy Law
Ontology
l:refer to Ty yeferto ¥

Policy Creation
Engine

Policy Negotiation
Engine

T ‘pegotiation
! i esults
I'to create policy

.

Application Service

— :should happen

= =P may happen
Fig. 1 Policy based privacy management system architecture

A policy negotiation system (PNS) is suggested to satisfy
the requirement. In this architecture, each user provides ones
own privacy policy by using a policy creation interface, as in
Fig.1. The privacy policy could be represented as the set of
privacy concept.

This interface also makes the specific privacy policy
ontology for the each user. Each individual stores the encrypted
privacy policy in his/her potable storages or in his/her computer.
And then they can use it as new authentication certification.
The policy negotiation engine performs collaborative process
with the certain service’s data disclosure policy. The concept is
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shown in figure 1. Each engine refers to law ontologies for
reflecting current legislation.

When the privacy policy makes agreement with the data
disclosure policy, policy negotiation engine sends the
encrypted results to application services. The result is used as a
consensual privacy policy and also can used a kind of
certification for legal user.

II. RELATED WORKS

A. Web service policies in OWL-DL

Kolovski et al. proposed a mapping of WS-Policy to the
description logic fragment species of the Web Ontology
Language (OWL-DL) [11,12,13] and claimed that OWL
reasoners could be used as policy processing tools. They
describe how standard OWL-DL reasoners can be used to
check policy conformance and perform several policy analysis
tasks. Since OWL-DL is much more expressive than
WS-Policy, it provides a framework for exploring richer policy
languages.

B.  Hippocratic databases [14]

R. Agrawal et al. defined a set of standards in terms of data
access and protection that would comprise the Hippocratic
Database (HDB). Here it is advocated that future databases
should include responsibility for the privacy of the data that
they manage. In addition to the existing capabilities of
databases today, such as the ability to manage persistent data
and the ability to access a large amount of data efficiently, data
repositories in future would also need to ensure that they adhere
to a certain set of standards in terms of data access and
protection. These privacy principles, also borrowing from the
OECD guidelines (see http://www.oeed.org), include diverse
terms such as; broadly purpose specification, consent, limited
collection, limited use, limited disclosure, limited retention,
accuracy, safety, openness and compliance. A privacy
constraint validates checks whether the privacy policy of the
enterprise is acceptable to the user, before actually receiving
any data from the user. While recording the data, the purpose
for which the user is sharing it is also recorded. In HDB, when a
user submits the query to the system, she also submits the
intended purpose for requesting the data. The system validates
the identity of the user and then checks whether the user is
allowed to access the requested data for a given purpose. The
HDB system returns only those data records whose purpose

attribute includes the query’ s purpose attribute.

C. XACML framework

XACML is an initiative to provide a standard for access
control and authorization systems, which is generic, distributed,
and powerful [13,15]. In contrast, most of the current systems
implement access control and authorization in a proprietary
manner.

XACML provides an XML based access control policy
language together with an access control decision
request/response language. Applications and systems can use
these to fulfill their access control needs. The XACML
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specification just deals with the framework and leaves the exact
implementation details of the access control engine for the
actual implementation. Besides the objective to create a
portable and standard way of describing access control entities
and their attributes, XACML aims at providing a mechanism
that offers much finer granular access control than simply
denying or granting access

III. PoLICY NEGOTIATION SYSTEM ARCHITECTURE

The complete PNS solution is comprised of three stages —
policy creation stage, policy negotiation stage and application
service retrieval as in Fig.2.

A.  Policy creation stage

In the policy creation stage (step la, 1b in Fig.2), there are
two parts of the policy - the data disclosure policy and the
privacy policy.

The user creates his/her own privacy policy by using the
policy creation engine. The privacy policy would be
represented as the set of privacy concepts to express their
privacy preference.

- o,
Policy Negotiation Engine

User Privacy Policy
2a

pra— e
Negotiation and
Matching

P [ b | /
(SERVICE Tr— :
'\_I_i'lu\ddet i IZ!

= | Application Service

- v —

[
Data Disclosure Information Record
Palicy Database

Fig. 2 Policy negotiation system architecture

The policy creation engine provides the keyword-Set to users
and service providers. The users select some or more keywords
to express their privacy preference.

1) Definition 3.1 : Keyword-Set (KeyS)

A Keyword, denoted by k;, is a tuple <keyword,, C;>
Keyword-Set(KeyS) describes the set of all possible keywords
used describe concept C;.

Y k; € KeyS

k; = <keyword,,..., keyword,, C;>

2) Definition 3.2 : Privacy Concept (PCS)
A Privacy Concept, denoted by PCS;, is a tuple < k;, k;, op> A
privacy concept contains a set of that together result in a
privacy breach.
Vv PCS; € PCS
PCS;= <k;, k;, op>

op-operation (ex. A, V, <, = > )
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3) Example I :

A user doesn’t want to expose to others his social security
number, birth date, and address on the ID-card. Also, he wants
to keep his employee-ID and his telephone number as a privacy
information.

In this case, we could express the user’s privacy concept as
follows.

k; = <sociallD, BirthDay,Addr, C;>,
C, : a certificate of residence

K, = <employeelD, Telphone, C,>,
C,: a certificate of employee

PCS]Z (k],kg, V>

Privacy is a very subjective notion. Some users may create a
specific concept; say age, as private, whereas others may not.
Because of it, the encrypted PCS would be used as an
authentication for the disclosure of his/her personal
information, also according to the category of information
feature, the purpose of the request, and the intended recipient.
We’ll develop it in depth for future work.

The policy governs the access privileges for each role

according to the category of information feature, the purpose of

request, and the intended recipient of results.

User/System

Policy Creation Engine \\ B

Policy
Creation
Interface

Policy Creator
o 4
Encrypted privacy
policy

Fig. 3 Policy Creation Engine

Ontology
Interpreter

The policy creation engine has three main components such
as a policy creation interface, an ontology interpreter, and a
policy creator. First the policy creation interface supports users
easily define their privacy policy without the expertise. The
ontology interpreter imports the privacy law ontology and the
intellectual property law ontology. Policy creator provides
encrypted privacy policy after integrates the rules from
ontologies.

B.  Policy negotiation stage

In the policy negotiation stage (step 2a, 2b in Fig.2), the user
is notified of the system organization’ s policies concerning
data use and disclosure, advised of any disagreement with ones
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own privacy and security preferences. This fully automated
process is completed before the user provides any personal data
to the organization. The user first uses the policy creation
engine to express his personal policy concerning the use and
disclosure of his personal data. This information is specified in
a preference language [14] and matched with the system
organization’ s privacy and security policies to identify any
conflicts. The user is advised of these conflicts and given an
opportunity to resolve them or terminate the process.

Lastly, the user should modify the policy regarding whether
his data may be disclosed to third parties or used for a different
purpose than for which it was collected. This changing
information are recorded as a result of policy negotiation in the
application service database and factored in at the time of
service processing. A successful policy negotiation confirms
agreement between the privacy policy and the data disclosure
policy concerning the processing of the personal data.

The policy negotiation engine has mainly four components
such as a policy reader, a policy analyzer, negotiation processor,
and result creator, as in Fig.4.

e
Pollcy Negotiation Engine

Policy Reader

Policy Analyzer

Negotl ation processor

Result Creator

Fig. 4 Policy Negotiation Engine

The reader imports the privacy policy and the data disclosure
policy. The analyzer matches for each item of the policies. If
there are some disagreements, the negotiation processor
provides a disagreement-report and sends it to user and service
provider. After the processor get a reply from user and service
provider, the result creator makes an agreement result. The
result could be a policy agreement between the policies.

C' Policy Neaotiation ‘\?
Engine

User Privacy Policy /
Service Data Disclosure

[ Policy Matching ]
,,.I-__
i e ¥
<2 Policy S
s |

N E /
/ Result
Policy Negotiation (A Witton Corsoat) /
: Negotiatbn Results

Fig. 5 Negotiation Flow
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The figure 5 shows the policy negotiation flow. The
negotiation engine performs this fully automated process
before the user provides any personal data to the organization.
A successful policy negotiation confirms agreement between
the privacy policy and the data disclosure policy concerning the
processing of the personal data. This agreement could be used a
personal certification to access a certain service

C. Application service stage

In the application service retrieval stage (step 3 in Fig.2), the
application system controls accesses based upon the user’s role,
purpose, and intended recipient.

During service, the service system use the result of
negotiation as a user’s information, a kind of user’s

certification and a agreement between service provider and user.

This system already installed the result of policy negotiation
between the privacy policy and the data disclosure policy. This
PNS can be integrated into existing environments through a
database interface.

D. Active enforcement scenario

Alice wants to access several e-services such as e-market,
e-learning, and online service of a hospital. In this case, Alice
can access to the services with her own privacy policy by using
the system based on the PNS architecture.

1) Policy creation In this stage, Alice can make her own
privacy policy by using the policy creation engine. This engine
makes privacy policy ontology for Alice according to the
privacy law and the intellectual property law. She can store it in
her portable memory or in her computer. Therefore the privacy
policy can also be used a kind of authentication certification.

The application service providers already make their data
disclosure policy by using the policy creation engine or their
service-programming engine.

2) Policy negotiation As Alice registers to use services, the
policy negotiation engine requests the Alice’s privacy policy
and the data disclosure policy of the each service. And then, the
result is installed in the application service database. If the
result is not adoptable, that means Alice’s privacy policy does
not agreement with the data disclosure policy. At that time, the
policy negotiation engine provides a message to Alice to make
an agreement.

3) Application services The each application service installs
the result of policy negotiation in its database. The each service
provider realizes the results as a legal user-list. The service
checks the installed data whenever Alice accesses the each
service. The encrypted negotiation-result is used as a
certification for the user.

1V. CONCLUSION

Considering the problem of monopolistic information
management, we proposed new information management
system - PNS. In this system architecture, before access to
services, the policy negotiation is performed. By using the
policy negotiation, PNS provides powerful right for users to
handle their confidential data. Service systems can access the
personal data if only if they get the policy agreement. This
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agreement is a result of the negotiation between the privacy
policy and the data disclosure policy. That means the service
provider cannot monotonically control the privacy data without
user’s strong agreement. It will be a new model of the e-service
system architecture.

The PNS can fulfill efficient management, sharing, and
processing of sensitive data in compliance with the principles
of the data protection laws.

In addition to, the encrypted privacy policy will be used as a
new way for authentication certification.

V. REFERENCES

[1] B.Humphreys, “Electronic health record meets digital library”, Journal of
the American Medical Information Association, Vol. 7, no 5, 2000, pp.
444-452.

[2] I Iakovidis, "Towards personal health record: current situation, obstacles
and trends in implementation of electronic healthcare record in Europe",
International Journal of Medical Information, vol. 52, no. 1, 1998, pp.
105-115.

[3] D. Gritzalis, C. Lambrinoudakis, “A security architecture for
interconnecting health information systems”, International Journal of
Medlical Information, Vol 73, no 3, 2004, pp.305-309.

[4] R.E.Scott, P. Jennett, et al., “Access and authorization in a Global
e-Health Policy context”, International Journal of Medical Information,
Vol. 73, no. 3, 2004, pp259-266.

[5] A. Dulipovici, R. Baskerville, “Conflicts between privacy and property:
The discourse in personal and organizational knowledge”, J. Strategic
Information System Vol.16, 2007, pp.187-213.

[6] M. Pulkkinen, A. Naumenko, et al., “Managing information security in a
business network of machinery maintenance services business —
Enterprise architecture as a coordination tool”, The Journal of Systems
and Software, Vol. 80, 2007, pp. 1607-1620.

[7]1 Editorial, “Some issues in privacy data management”, Data & Knowledge
Engineering Vol. 63, pp.591-596, 2007.

[8] Ji-Won Byun, et al., “Purpose Based Access Control of Complex Data for
Privacy Protection”, Proc. of 10th ACM Symposium on Access Control
Models and Techologies, Stockholm (Sweden), June 1-3, 2005,

[91 D.F Ferraiolo, D.R. Kuhn, et al., “Role-Based Access Control”, Artech
House, 2003.

[10] R.Agrawal, C. Johnson, “Securing electronic health r ecords without
impeding the flow of information”, International Journal of Medical
Information, vol. 76, 2007, pp. 471-479.

[11] Jun Choe, Sun K. Yoo, “Web-based secure access from multiple patient
repositories”, International Journal of Medical Information, 2007.

[12] S. Berlik et al., “An Ontology-Based Approach for Managing and
Maintaining Privacy in Information Systems”, LNCS 4275, 2006, pp982
—994.

[13] D. Geneiatakis, C. Lambrinoudakis, “An ontology description for SIP
security flaws”, Computer Communications, Vol. 30, 2007, pp.

1367-1374.

[14] R. Agrawal, et al., “Hippocratic Databases”, the 28" VLDB Conference,
2002.

[15] M.Verma, “XML Security: Control information access with XACML,”
[Online] Available:

http://www-128.ibm.com/developerworks/library/x-xacml/, 2005

[16] A. Katifori, C. Halatsis, “Ontology Visualization Methods-A Survay”,
ACM Computing Servays, Vol.39, no. 4, 2007.

[17] M. Thinyane, L. Dalvit, H. Slay, et al., “An ontology-based, multi-modal
platform for the inclusion of marginalized rural communities into the
knowledge society”, ACM Int. Conf. Proceeding series, Vol.226, 2007,

pp.143-151.

[18] InJoo Jang, et al. “ Collaborative Privacy Management System,”
International Conf. On Information Security and Assurance No.2, 2008,
pp52-56.

[19] Yolanda B.F, et. al., “A flexible semantic inference methodology to
reason about user preferences in knowledge-based recommended systems,
“Knowledge-Based Systems, 21, 2008, pp305-320.

25026927 Aralik December 2008 ¢ Ankara / TURKIYE

Proceedings

66



3. ULUSLARARASI KATILIMLI
BiLGi GUVENLIGi VE
KRIPTOLOJi KONFERANSI

ISCre

39 INFORMATION SECURITY &
CRYPTOLOGY CONFERENCE
WITH INTERNATIONAL PARTICIPATION

Partially Opened Data and Its Security

Hidema TANAKA

Abstract—We discuss a method of disclosing data which
includes secret information. In general, such method is called
sanitizable signature and context extraction signature and many
schemes are proposed. In the previous schemes, we can make an
opened data (covered data) after signed the data which includes
secret information. And maker of covered data and signer are
another person. We assume that the person who knows the secret
information is only signer and maker of covered data and signer
are the same person. We analyze security requirements for such
purpose and develop a proposal method. We show a security
analysis of our proposal protocol and its applications. We also
show that our proposal protocol is a method that can be used
for not only the data concerning to national security and digital
forensics but also the secure network construction.

Keywords —Digital forensics, EIGamal encryption method,
secure protocol, Partially opened data, Content Extraction Sig-
nature

[. INTRODUCTION
A. Background

E have demands for disclosing information partially

while concealing the confidential information. For ex-
ample, though all information can be opened at X-day, it is
necessary to open it partially for one’s innocence at the court
before the day. Figure 1 shows the methods of disclosing
printed data which includes secret information. There are two
types of solution, TYPE-1 and TYPE-2. TYPE-1 is a method
of painting out the secret information. This is a popular solu-
tion and they are founded in several place such as confidential
documents of government which are allowed to be open under
some condition, some indictment documents, X-Files and so
on. TYPE-2 is a method of cutting off a secret information. It
is well adopted to audio and video data than printed data. It is a
technique for keeping the secret by removing an inconvenient
part from the original data. In this paper, we discuss how
such a method is applied to digital data. The necessity of
this technology grows up greatly with an increase in the use
of digital data. For instance, the Sarbanes - Oxley act [21]
is enforced as for an economic activity, and management
and disclosing digital data are the important problems for
corporations. Moreover, it is necessary to treat as evidence of
the criminal case. In the politics of Japan, assembly member
Nagata’s fake email in 2006 is famous [15]. He tried to open
the main text without the informations of sender and he printed
email and eliminated such information, then submitted as the
evidence with his declare that all information is opened later.
Fortunately his fake was solved by another matter, however,
the case where digital data is treated as a legal evidence will
increase.

H.Tanaka is with the National Institute of Information and Communications
Technology, Japan, 4-2-1, Nukui-Kitamachi, Koganei, Tokyo 184-8795, Japan.
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Fig. 1. Method of disclosing printed data including secret information

B. Previous woiks

If the data which includes secret information has already
been signed, some methods have already been proposed [2],
[10] and so on. They are applications of hash functions
and aggregate signature scheme with pairing techniques [4].
The validity of the data (ciphertext) is guaranteed by the
signature. So they do not consider the attack and injustice
act of malicious signer by using unopened data which does
not have been signed yet. The proposers assume the signer of
the data and the maker of covered data (sanitized data) are
another person. Therefore the maker can know the confident
information. We assume that the person who know the secret
information is only the signer, it is not suitable method for
our purpose. Of course their methods can be improved to
achieve our requirement, the weakness against attack using
collision search of hash functions remains. An outline of
previous proposal scheme is that it calculates the hash value
at every the subblock of data, and calculates the signature of
it. Then the signed subblock of data concatenated to another
subblock of data and repeated above procedure. From such
mechanism and procedure, they are categorized into TYPE-1
in Figure 1. From such a mechanism, estimating the secret
information, we can determine the secret information using
hash value and signature, so the essential security of the
method depends on the difficulty of collision search of the
hash function. The influence on the weakness of some concrete
applications when the assumption of computational difficulty
of collision search of hash function collapses is shown in
[16] and [20]. The previous methods are not required to open
the secret information later. In addition, it is needed for the
maker of covered data to have anonymity and the method
needs to prevent injustice act by them. These points are not
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corresponding to our purpose. Especially, because we assume
maker of covered data to be the same person with the signer,
the discussion of anonymity of maker of covered data is
omitted in this paper.

C. Our purpose

First of all, we assume that the secret information should
be open to public later and the person who knows the secret
is only the signer before the day. The signer and the maker
of covered data are the same person. Therefore, we develop
the method which can be applied to the data which has not
been signed yet. We assume that the secret information is con-
cerning to national security and digital forensics such as legal
evidences. So the security and consistency of data are higher
level than previous proposal schemes are required. Since the
signer and the maker of covered data are the same person, the
injustice act and attack of signer is needed to be prevented.
Similarly, the signer should show that any injustice act is not
done before X-day. The differences of purpose and condition
between previous methods and our method are summarized
as Table 1. In Section 2 we discuss the security requirements
for our purpose. In the section, we summarize the property of
security and analyze their purpose in details. In Section 3, we
show our proposal method. It is based on ElGamal encryption
method. Our proposal method is categorized into TYPE-2. In
Section 4, we show a security analysis of our proposal method
according to the security requirements in Section 2. In Section
5, we propose another application of our method. We assume
that the secret data is concerning to high secret important data
such as national security. However, when the small size data
is used, some applications are considered.

II. SECURITY REQUIREMENTS

Suppose that Alice has a digital data A which contains
secret information. After X-day, she can open all of M,
however, she wants to open a part of M which contains no
secret information before the day. Let M’ be a part of M
which can be open to Public. We call M’ “partially opened
data”. Authority who does not know M, authenticates that M’
is a part of M and guarantees that M can not be changed after
M’ is open. We assume that Authority is a trusted person and
we can believe that he does not do any injustice acts. Table 2
shows the variables and their roles in the protocol.

Then we faces the following security requirements.

[R1] It is impossible to calculate M using open data in the
protocol.

First of all, it is necessary to prevent to re-caliculation
of the secret part of M using partially opened data A’
In addition, the protocol opens some data for verification
and authentication which are generated from M and Alice’s
secret information. As the results, the attacker can use many
open information (For examples, see Table 4). This is the
fundamental requirement for the protocol. Therefore if the
term when M is kept secret long, it is necessary to choose
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the parameters of cryptographic primitives considering the
evolution of computer and cryptanalysis techniques. This is
a requirement concerning Alice’s secrecy.

[R2] It is possible to verify that M’ is a part of M without
opening M.

It is necessary to verify that the partially opened data M’
is a part of M. We assumed that M is kept secret, the
verification are done without opening M. Blind signature
scheme [3] and partially signature scheme [10] seems to have
same purpose. Both of them can verify the ciphertext without
opening plaintext to verifier. However they can not decrypt a
part of ciphertext. And they can not prove the relation between
partially opened data and its ciphertext. For the methods using
hash functions, the calculation of hash value of a part of data
is done at the same time as the data creation. Therefore it
is not secure to apply such method to the data which was
made in the past. It is because the change in the content by
attack using collision search of hash function. The attacks of
X.509 certificates [20] and pdf files [16] are well known as the
advanced attack using collision search of hash function. Such
attack method can be applied to previous methods for unsigned
data. To solve these problem, we show a proposal protocol in
Section 3. We should show that the partially opened data can
not be generated by another data. Or when forgery data M is
open, It is necessary for us to find out the injustice act. This is
a requirement concerning authentication of data M and M’.

[R3] It is impossible to change M after M’ is opened.

To hold this requirement, it is necessary to show that it is
secure against following two types of attack; one is an injustice
attack of Alice and another is forgery attack of malicious
people who can get open data. This is a requirement con-
cerning consistency of data M and M’. Though these attack
techniques are essentially the same, Alice has advantageous
condition because she can prepare forgery data beforehand.
Thus it is necessary for us to find out her injustice. Detailed
security analysis for our proposal protocol is shown in Section
4.

[R4] It is possible to verify that Alice did no injustice act
before X-day.

When Alice opens the all of data M, it is necessary to be
proven that she did no injustice act for M and M’. This is
a requirement concerning integrity of data M and M’. It is
considered that this requirement is held if the R1, R2 and R3
are held.

III. PROPOSAL SCHEME
A. Protocol flow

Our proposal scheme is as follows. Table 3 shows variables
used in the protocol. The protocol is based on ElGamal
encryption method [7]. Figure 2 shows the diagram of the
protocol.
<Proposal protocol for secure partially opened data>
Step 1 Alice sends the size of data M to Authority.
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TABLE 1
DIFFERENCE OF PURPOSE AND CONDITION

| [[ maker of covered data

[ secret information

| category in Figure 1 |

[ Previous method [[ another person of signer [ not required to be open ‘ TYPE-1 ‘
[ Our method |[ same person of signer | required to open after X-day | TYPE-2 |
TABLE II
VARIABLES AND THEIR ROLES
Alice A holder of data M. She wants to open a part of M.
Authority || Trusted party such as organizations of government or court.
M Secret data of Alice.

M’ Partially opened data. Disclosable part of M.
X-day The day when Alice can open all of M.
Public People who want to know M. Before X-day, they want to get information as much as possible .
TABLE 111
VARIABLES
G A multi-plicate cyclic group of order g K A public key of Alice, K = gFs
q A prime number M A secret data of Alice, M € G
g A generator of G M’ Partially opened data of Alice, M € G
r A random number chosen from {0,...,q — 1} |X] || The size of X
ks || A secret key of Alice chosen from {0,...,q — 1}

Step 2 According the size, Authority chooses G, ¢ and ¢
whose size is larger than M. Then he open to public GG, ¢ and
g. Authority chooses a random number 7 from {0,...,q—1}
then he sends ¢ to Alice.

Step 3 Alice converts her data into elements of G. Next she
chooses a secret key ks from {0,...,¢— 1} and calculate her
public key K = ¢*s and K~ which is an inverse of K. She
calculates M - g57, gM and g9 "' and then sends them to
Authority. Note that public key K is kept secret before X-day.
Step 4 Authority calculates a = (gM)9" x (g)M'gKT and

B = (g9" IH)M'QKT, If & = (3, he can fix the message M
without opening it. He guarantees g™/,

Step 5 Alice makes a partial open data M’ from M. Then she
opens M’ and ¢™—M" to Public.

Step 6 Public can know M’ and verify g™’ x g
Step 7 After X-day, Alice opens M and kg and Authority
opens 7.

M-M' M

B. Characteristic of our protocol

Our proposal protocol is an application of ElGamal encryp-
tion method. Therefore the security of protocol depends on
the security of ElGamal. The main feature of this protocol is
that the validity of A’ is guaranteed by ciphertext M - g%,
g™ and gM*M/. To keep secret M and K, we uses the data
g9 “+1. By using it, Authority and Public can verify M. The
detailed security analysis is shown in Section 4.

There is difficulty in implementation. Our proposal protocol
uses many times of multi-plicate calculation. We assume
M is the data concerning to the very important data such
as national security or digital forensics, so it is not a dis-
advantageous problem the necessity of a large computing
time. However in the case of huge size of M, it becomes
impossible to calculate. For such a case, it is necessary to
reduce M beforehand. Let M = (mq||mz||ms) be a huge
size data and we assume that Alice want to open a part of mq

Bildiriler Kitabi

which includes secret information. Alice makes a shrunken
data M = (hash(m,)||mz||hash(ms)) and opens hash(M)
(where hash(-) denotes a secure hash function). Then Alice
starts the protocol with M. Alice also open m; and ms.

IV. SECURITY ANALYSIS

We analyze the security of our proposal protocol according
to the security requirements shown in section 2. Table 4
shows the variables which appear in the protocol. From the
purpose of the protocol, all variables are opened after X-day.
Adding the analysis for security requirements, we analyze the
security against malicious Public in “[RX] Attack of malicious
Public”.

[R1] 1t is impossible to calculate M using open data in the
protocol.

In Step 3 and Step 4, the attacker can get some information
which generated from M, that is M - ¢g%", g™ and pair
of (M’ gM _M/). The attack scenarios are follows (in the
following (given information)—target).

[Casel] (g,9™) — M

[Case2] (g,9", M - g*7) — M

[Case3] (g, M', g™, gM~M') — M
It is easy to see that the attack condition of [Casel] and
[Case3] are equivalent to the discrete logarithm problem.
Therefore the attacker can not get no information on M
in the cases. In the same way, it is easy to see that the
condition of [Case2] is equivalent to the attack of ElGamal
encryption method. Therefore the security of M depends on
the security of ElGamal encryption method. As a result, it can
be concluded that requirement [R1] has been achieved.

It is well known that ElGamal encryption method is un-
conditionally malleable and therefore it is not secure against
chosen ciphertext attack. So the attacker can easily construct a
valid ciphertext 2M - g%" and g™ for the data 2. However,
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Alice Authority
|M]
G.g.0.q" ref{0,..,q—1}
b) b) b)
ks € {27 g = 1} G.9,0.9"
K s -
g M- gk g™ go" "
a=(g")7 x (oM
K141 Kr
B=(g )M

ok. ifa =7

M/ ngM'

b)
M. gM—]VI/
X-day Public
M,k T
Fig. 2. Diagram of proposal protocol
TABLE 1V
VARIABLES IN PROTOCOL
Public information G, q,9 setup of procol
g opened by Authority

—K =y
o e -

contains secret information M and secret key K

M

Alice’s open information

Secret Information || M ks, K

[ Alice’s secret information |

=

| Authority’s secret information |

in Step 5, Alice opens (M’, g™ ~M") then we can find out that
such attack is done. In this attack scenario, there are no benefit
for Alice and Authority and such attack is easy to find.

[R2] It is possible to verify that M' is a part of M without
opening M.

To analyze this security requirement, it is necessary to show
that g™ is generated from M without opening M. In Ste
4, Authority and Public can check o = (¢g™)9" x (g)M9""
and 8= (g9 “+1)M¢"" We should check that ov and 3 can
be calculated from M and K uniquely. Therefore the attack
scenario is summarized as follows. Note that the size of M
equals to M.

[Cased] (9, M, M(# M),g",K) — (g")" x
()M = (g™)o" x (g)Ma™"
As mentioned above, we can casily make M which holds M -

gK" = M - g5, However, for malicious Public who does not
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know M, it is impossible to find M which can hold gM = gM
at the same time because this problem is based on the discrete
logarithm problem. And for malicious Alice who knows M, it
is impossible to find out M whose size is equals to ¢. On the
other hand, if [M| > | M|, malicious Alice can make M as
M+nq where n = 1,2, .... because of g? = 1. But in this case,
the size of M becomes larger than the size of ¢, Authority
and Public can easy to find out the malicious Alice’s injustice
after X-day. Considering the purpose of this protocol, we can
conclude that there are no benefit for Alice in such attack.
Under the assumption that we can verify that ¢* is gen-
erated from M without opening M by the method in Step 4,
we analyze the requirement by the following attack scenario.
[CaseS] (g, M, g™, gM=M") — N which holds
gM s gM' = gM
A malicious Alice can find out such M but there are no benefit
for Alice because M has been already fixed. As the result, we
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can verify that M’ is a part of M without opening M by the
method in Step 5 and Step 6.

[R3] It is impossible to change M after M' is opened.

From the analysis of security requirement [R2], under the
assumption of using same key K, it is obvious that it is
impossible to rewrite M after M’ is opened.

There is another attack scenario.

[Case6] (M;, Ky, Ms, K3) where M; # My and
K 7& Ky — Ml _1gK1r — ]\42 _ngr’ gM1 — glvlz

Kl Ko
and g9 ' 7Y

Under the condition of |M;| = |Ms|, from the result of
analysis of [R2], it is impossible to do the attack according
to this scenario. Under the condition of | K| # |K2|, we can
find pair of (K1, K,) which holds ¢51 +1 = ¢Kz'+1, go
the attacker can execute the above scenario for |M;]| # | Ma|.
Therefore if malicious Alice prepared such pairs of (M, K1)
and (Ms, K3), she can success the attack in this scenario.
Of course, after X-day, the unnatural setting of size of G is
found in this scheme. Therefore Public will have a doubt in
the validity of M and Alice. However, the countermeasure
against this attack is easy by using hash functions or time
stamp protocol. For example, in Step 3, Alice opens the hash
value of M with the time stamp protocol. In that case, the
validity of M depends on the security of hash function and
time stamp protocol. We assume that our proposal protocol is
used for long term validity of partial opened data M’. In this
case, the security requirement of hash function becomes high
performance. Such discussion is found in [9].

[R4] It is possible to verify that Alice did no injustice act
before X-day.

In Step 7, Alice opens M and her secret key k, and
Authority opens his random number . So Public can calculate
K = g"s and decrypt M - g%". In Step 3, Alice opens
ggh *1. Public can not verify that it is generated by k,
without knowing its value. This is an open problem of our
protocol. However, as mentioned above, some attack and
injustice activity are discovered as an unnatural setting of G.

[RX] Attack of malicious Public

We analyze the attack of malicious Public who want to ruin
Alice’s confidence. In this section, we assume an active attack
to the protocol.

Man-in-the-middle-attack : In place of Alice, malicious
Public opens another M’ or M. In Step 3 and Step 5,
malicious Public can changes Alice’s data. So, if there are
no authentication protocol between Alice and Authority, the
attack successes. Before Step 1, Alice and Authority must
make a secure channel by using PKI and so on.

Forgery attack : At X-day, malicious Public opens forgery
data M. As mentioned above, if |M| = |M], it is impossible
to do such attack. If [ M| # | M|, the attack is discovered by
another Public and Authority.

Basically, the attack which Alice can not execute, can not be
done by malicious Public. Therefore the protocol which holds
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security requirements shown in Section 2, is secure against
malicious Public.

We confirmed the security of our proposal protocol for the
requirements shown in Section 2. As a results, we conclude
that our protocol holds the security requirements.

V. APPLICATIONS

A. Incident analysis

CERT and IRT analyze the incident which caused by
malicious software (Malware), illegal access, DoS attack and
so on . They collect data concerning attacks or incidents from
user who are in trouble. Such data has often includes privacy
information which should be kept secret. On the other hand,
CERT and IRT need to confirm the report of attacks is the
true. The difference exists in information that the user can
show and information that CERT and IRT need. Today they
solve this problem by making NDA each other. Because it is
such a situation, the information from general user is difficult
to collect. Additionally, if it can, there will be a possibility that
information from general user contains lies and mistakes. By
using proposal protocol, CERT and IRT get more information
from general users. As mentioned above, user’s privacy is
protected and CERT and IRT know the details of attacks and
incidents. And CERT and IRT can check the information is
true or false. It is expected that our proposal can be applied
effectively to such use.

B. Encryption Email

Some email servers such as in the corporation, the en-
cryption email to the address that has not been permitted is
prohibited. Though it is because of prevention of information
leakage, it limits the activity of staff. Such a problem can
be solved by submitting the partially opened data which
is generated by our protocol. Our protocol can verify the
ciphertext and partially opened data, so if the information is
leaked by encryption email, we can find the malicious user.

C. Traceable network and incident detection

It is well known that the attack to the network using
encrypted IP packet. Since the router, the server, and the ad-
ministrator can not analyze the content, encrypted IP packet is
an effective attack method. As the countermeasure against such
problem, our proposed protocol can be used. For example, the
router issues ID to the sender. The sender writes ID in his
IP packet, then he encrypts it. (Of course, plaintext IP packet
should be written ID, too.) Next he make partially opened data
which open only ID and sends encrypted IP packet, ID, g* and
gM~'®_ The router checks ID and stores ID, g™ and ¢g™~'P.
In the same way as the case of Section 5.2, the administrator
can find the packet which makes incident or troubles and the
sender. In this system, the router, the server and client PCs
need to do the large number of calculation for huge number
of IP packets. It is a problem of implementation of our protocol
and it is hard to solve at once.
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VI. CONCLUSION

In this paper, we propose a protocol which generates par-
tially opened data. The security requirements are shown in
Section 2 and proposal protocol is shown in Section 3.

In Section 4, we analyze the security of our proposal
protocol. Note that we did not discuss whether forgery data
M was possible to have semantic meaning which is effective
for attack. Suppose text data M, it is very hard to find some
meaning in M =M+ nq. Therefore we conclude that the
successful attack in Section 4 has no sense for real data. In
addition, even if most successful attack, since the evidence
was left Alice gets disadvantageous. As a result, we conclude
that our proposal protocol is secure enough for semantic data.

In Section 5, we show an application of our protocol whose
purpose is other than national security and digital forensics.
For the usage for national security and digital forensics,
necessity of huge computational cost does not become a fatal
problem. For the general usage, it becomes important problem
to be solved.

Analysis of security concerning 997K+1 and improvement
of protocol is our next research topics. It is a disadvantageous
not to be able to verify ¢¢ " +! until X-day. Our proposal
protocol uses transmission of a huge amount of data and it has
some redundant steps. The optimization of the data transfer is
our next theme.
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Project TWOVAULT —
Secure and Selectively Deniable Data Storage

Markku-Juhani O. SAARINEN, Member IEEE

Abstract—We introduce TWOVAULT, a cryptographic data
storage mechanism with novel features that has been designed
primarily for securing removable memory devices and Solid State
Disks. The design is organization-centric and therefore suitable
for large corporations and governmental organizations that wish
to control the access and flow of sensitive information.

In TWOVAULT, data confidentiality and integrity protection
are achieved with Envaulting, a standards-based cryptographic
mechanism for securing stored data with keyless access control.
Envaulted removable devices can be remotely disabled if the
device is stolen or lost. Furthermore TWOVAULT makes attempts
to access envaulted data traceable by its owners.

In Envaulting, cryptographically diffused data is split into
two parts of unequal size. The larger portion is stored in a
container (e.g. a USB Flash Drive), while the smaller portion,
together with keying information, is stored in a separate fragment
database, the FragmentVault Server. After establishing a secure
connection with FragmentVault, the user sees files stored in the
data container as part of the regular file system, making the
system transparent and easy to use.

Encrypted blocks in the data containers are indexed by a
FragmentVault server using a mechanism that gives it a high
degree of deniability; TWOVAULT is a deniable steganographic
filesystem. The total amount of information stored on a device
remains unknown to an adeversary even if portions of it has to
be revealed due to legal or extralegal pressure.

The Content-Addressed Storage (CAS) mechanism of
TWOVAULT often eliminates block duplicate writes on the con-
tainer (removable storage device), speeding up common opera-
tions, increasing capacity and device lifetime. The indexing sys-
tem also allows “undo” operations; recovery of earlier snapshot
views the filesystem.

A fully operational prototype of TWOVAULT has been imple-
mented for the Linux operating system.

Keywords— Data storage, protocol, analysis

[. INTRODUCTION

We shall first introduce the concepts and motivational ob-
servations behind TWOVAULT.

One of the motivating observations in the design of
TWOVAULT is the widely predicted and already occurring
transition from spinning magnetic disks to solid state storage.
Filesystems have traditionally been designed to optimize the
storage of files onto continuous blocks on disks to enable
fast retrieval. One of the main differentiating characteristics
of Flash and Solid State Drive (hereafter simply SSD) stor-
age solutions is near-zero latency and seek time. Usage of
defragmentation tools on SSDs makes little sense as blocks
on these drives can be accessed in random order. We note that
NAND flash memory does not behave exactly like RAM; the
underlying technology often necessitates that information is

M.-J. O. Saarinen can be reached at ENVAULT CORPORATION, Tekno-
bulevardi 3-5, 01530 Vantaa, Finland. E-Mail: mjos @envaultcorp.com
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erased one allocation block at a time, thus making byte-level
random access slow.

Another major difference between traditional disk systems
and SSD systems is that the latter may only offer a limited
number number of erase/write cycles. Some vendors only
guarantee 10000 writes before errors may occur. We address
this problem by randomizing the use of a disk across the
entire physical drive space. TWOVAULT has near-optimal
wear-leveling characteristics, thus increasing drive lifetime.

A. Envaulting

The essential feature of the Envaulting concept is that
some a priori knowledge of complete plaintext contents is
required to decrypt a block of data — even if the secret key is
known. The entropy of a message is split into two halves of
unequal size; the larger portion can be stored or transmitted
on high-capacity medium, and the much smaller portion on
low-bandwidth secure channel. Both portions are required to
reconstruct the original message and can be used to verify its
integrity.

In the TWOVAULT instantiation of Envaulting the high-
capacity medium is a SSD and the low-bandwidth secure
channel is an online connection to a “FragmentVault” Server.
Other instantiations might use a fast internet connection or
shared disk space as the insecure channel and a quantum link
or a smart card as the secure low-bandwidth channel.

There are many ways to perform Envaulting, but in the
present work we use a cryptographic hash function and a
tweakable block cipher mode of operation as the Envaulting
construction (see Figure 1). The Envaulting operation is dis-
cussed in detail in Section II-B.

The theoretical background of Envaulting can be traced to
Claude Shannon’s 1948 work on information theory; in some
ways the low-capacity channel acts as an Error Correcting
Code that allows decoding of the data in the high-capacity
medium (see Section 12 in [1]). However, due to use of
a cryptographic diffusion layer, no partial information about
plaintext is leaked unless both portions, together with a third
element, a symmetric cryptographic key, are fully available.

B. Resistance to Key Disclosure

Most traditional encryption systems encrypt the entire
protected volume with a single key that is derived from
a passphrase or password in some way. Dictionary attacks
against the passphrase cannot be mounted against envaulted
volumes.

Recent research has found many (if not most) disk en-
cryption systems vulnerable to so-called cold-boot attacks
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Fig. 1. Envaulting and devaulting using a hash function. Use of a hash
function as a tweak guarantees that the ciphertext is fully diffused. Decryption
of a block is not possible without the hash value h, even if the secret
encryption key is known to the adversary.

[2]. Cold-boot attacks are based on the observation that the
contents of system memory degrade slower than previously
thought, allowing attackers to remove physical memory and
copy passwords and encryption keys from system memory.

Even a full snapshot disclosure of encryption keys and Frag-
ment Vault contents does not allow decryption of modifications
performed after the snapshot has been made. Envaulted storage
therefore has forward secrecy properties, as applicable to static
storage.

C. Content-Addressed Storage and Version Control

TWOVAULT implements a CAS (Content-Addressed Stor-
age) scheme. If two bulk data blocks (of size that is equal
to allocation unit, typically 4096 bytes) contain exactly the
same data, they are stored on the medium only once. This is
achieved using a collision-resistant hash function (see Chapter
9 of [3]).

We utilize a simple queuing mechanism for block allocation
which guarantees that blocks are not immediately reused.
Therefore previous snapshot views of the entire filesystem
can be recovered by simply altering the virtual block indexing
system.
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D. Selective Deniability

TWOVAULT introduces information hiding with an imple-
mentation of an highly efficient steganographic storage system
based on ideas of Anderson, Shamir, Needham and others [4],
[5]. This feature can be used to hide not only the plaintext
contents, but the very existence and amount of information
stored on a disk. Multiple hidden filesystem containers can
exist on a single removable media. Even if an adversary
obtains access to one such container, it does not reveal any
information about additional information stored on the device.
Proving that the storage device holder has not provided access
to all information contained in the storage device can be shown
to be impossible.

E. Organizational Remote Control

With TWOVAULT, each read and write operation must be
individually authenticated. In our implementation, an authen-
ticated SSL/TLS connection to a trusted server is required
to store and retrieve deniability, confidentiality and integrity
information. Each individual block read and write operation
can be logged on a trusted secure server. This allows access
to memory devices to be centrally controlled, and dictionary
attacks can be proactively prevented. A lost, stolen, or decom-
misioned memory device can be simply remotely disabled.
Any attempt to access it, with or without the authentication
keys, can be detected and even traced.

1I. IMPLEMENTATION

TWOVAULT utilizes a client-server model where bulk data is
stored on a SSD memory device by the TWOVAULT client, and
indexing, authentication, and integrity validation information
on a remote server, FragmentVault. The communication link
between a TWOVAULT client and FragmentVault is secured
using the SSLv3 or TLS protocol [6].

In the prototype Linux version of TWOVAULT, the client
side is implemented as a user-level process that listens to
incoming Network Block Device (NBD) connections on a
local socket. This allows installation without modifications to
current stock Linux Kernel. This is illustrated in Figure 2.

A. Binary Protocol

We currently use a very light-weight binary protocol over
SSL/TLS. The OpenSSL library [7] is used to implement AES,
RIPEMD-160 and TLS/SSL. The “https” port 443 is used
by default as typical firewall configurations allow outgoing
traffic through this port. FragmentVault is authenticated using
a trusted site X.509 certificate. The TWOVAULT client may use
any authentication mechanism allowed by the local OpenSSL
installation, including password authentication, (smart card)
certificate authentication, and various two-factor authentication
schemes.

The binary protocol is not used to transmit data blocks
stored on the bulk memory device, but rather their mes-
sage digests (hashes) and indexing information. Even if the
communication link is somehow breached, there is no actual
confidential data leakage. Figure 3 illustrates the messages in
the current binary protocol.
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KERNEL
EXT2 / NTFS / VFAT
drivers

A

local | socket

Y
TWOVAULT

user level

Fragment
Vault
remote

Container | USB
Flash Drive

block device

server

Fig. 2. Kernel file systems communicate with TWOVAULT via a local NBD
socket. TWOVAULT encrypts and stores data on a bulk data device (here a
USB flash drive) while communicating with FragmentVault.

TWOVAULT FragmentVault

20 B "E200", 128-bit Identifier

52B| "size", block size, virtual size, key

12 B "Read", virtual offset »
28 B | "RAAt", virtual offset, phys. offset, hash
28 B "Wrte", virtual offset, hash i
20 B |either: "wWrAt", virtual offset, phys. offset
12B| or: "NoWr" virtual offset

Fig. 3. Illustration of the current version of the binary protocol, which is

encapsulated inside an authenticated TLS connection. All sizes and offsets are
64-bits in size, hashes are 128 bits, key is 256 bits and big-endian (network)
byte order is used for numbers.

B. Confidentiality and Integrity Mechanism

TWOVAULT confidentiality protection (encryption) is based
on the standardized Advanced Encryption Standard (AES)
algorithm in the XTS mode of operation, as specified in FIPS
197 and IEEE P1619 standards [8], [9]. The XTS mode tweak
is specified as the XOR of the cryptographic hash of the
plaintext block and physical block index.

RIPE-MD160 [10] hash function is used due to reported
problems with security of MD5 and SHA hashes. After NIST
completes its SHA-3 selection process, we plan to migrate to
the chosen SHA-3 algorithm [11].

We use the following symbols and variables in the descrip-
tion of the Envaulting encryption mode used in TWOVAULT:

& Bitwise XOR operation.
® Multiplication in the finite field GF(2'2®) defined by the
polynomial 2% + 27 + 22 + x + 1.
H Collision-resistant hash function RIPEMD-160.
Ej, AES Encryption with key k.
. AES Decryption with key k.
K Secret key. Split into two halves: K = K; | K2.
¢ Physical block index.
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7 Index within the block. For 4096-byte blocks, 0 < j <
255.

a Generator in GF(2!28) i.e. .

P; 128-bit plaintext block.

C; 128-bit ciphertext block.

Encryption and decryption is always performed on full
filesystem allocation unit blocks, typically 4096 bytes in size.
To encrypt a block, the following steps are required.

1. Compute the cryptographic hash of the message.

h=H(Py| Py | | Pu-1)

2. Find its physical index on device as discussed in Section
II-C. Encryption and write operations can be avoided if
the data contents are already stored on the device.

i = find_write_loc (h);
3. Compute the tweak mask 7.
T = Eg,(h ®1).
4.. Encrypt each 128-bit block ¢ = 0,1, ...
Ci=FEx,(Pe(Ted)e(Tea)

The finite field multiplication is very fast; only one shift
and conditional XOR by a 128-bit mask value is required for
computation of T ® ' if T ®a’~! is known. XTS encryption
is illustrated in Figure 4.

,n— 1.

- — — — — — —— <

J >, For each 128-bit
i B | P P encryption block j
: | within disk block.
| | L, s~ N
: : LAl P
i H ! i
I ) |
PR SWre LV SEV: O
I I
: i = Ey, - 0
I I
ANS|I 1 ! ! v
Computed once for each : Ey, :
4096-byte disk block 7. | )
Y
: Wyl
| >~
I I
: Yo
I I
\ A
N 7/

~N e -~

Fig. 4. The IEEE 1619 XTS mode is “tweaked” with the hash of the plaintext.

For decryption operation to work, the i value must be
available — it is obtained from the FragmentVault and also
used to verify the integrity of the plaintext. Encryption and
decryption processes are the same, except for the last step 4:
44. Decrypt each 128-bit block ¢ = 0,1, ..
Integrity is verified by computing the hash of the resulting
decrypted plaintext and comparing that to the h value used in
decryption.

Using a standardized cipher and a mode of operation that
has been specifically standardized for protection of data on
storage devices, rather than a proprietary system, allows data
to be recovered even in distant future when the software tools
and platform that were used to store data are no longer easily
available. The P1619 standard has a XML-based mechanism

,n— 1.
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for storing secret keys and tweaks. TWOVAULT can be made
to support this mechanism for permanent storage.

Another feature of the XTS mode of operation when com-
pared to more classical modes of operation is its inherent
parallelism. Encryption using the CBC mode requires the
ciphertext of the previous block in order to encrypt the
next one, thus breaking parallelism. We envision standardized
hardware components that use AES in XTS mode of operation.
For discussion about the security of XTS mode of operation,
see section IV-A.

C. Indexing of Blocks by FragmentVault

Data blocks are indexed by a map based on the hash of the
data content of the block. Each unique block is only stored
once; if a block of data with given contents already exists
on disk, it is unnecessary to write an another copy of it. It
is sufficient to simply update tables that map virtual block
indexes to physical block indexes.

Indexing is based on RIPEMD-160 [10] truncated to 128
bits due to storage considerations. By birthday paradox, colli-
sions are not likely to occur before 264 ~ 1.845 % 1012 blocks
have been written on disk. This, together with 64-bit sector
addressing, allows the current solution to be comfortably
expanded up to exabyte range. [3]

The mapping of virtual block positions to physical block
positions is performed via two tables, hmap and pmap. The
array hmap is a table of hashes (type md_t) corresponding
to each virtual block. The pmap table maps physical indexes
and maintains information that is used for hash searches and
allocation of physical disk blocks. Figure 5 illustrates how
these data structures are used.

The pmap structure is internally defined as:

typedef struct {
md_t md;
uint64_t pcnt;
uint64_t scnt;
uint64_t ploc;
} pmap_t;

// hash of a block
// block usage count
// for hash search
// location on disk

We will now briefly describe the hash table algorithms used.
All of these algorithms have O(1) speed, therefore being faster
than e.g. O(logn) binary search algorithms. No sorting is
required.

1) Block allocation / deallocation: A ring queue rngqg of n
elements is used for physical block allocation and deallocation.
The ring queue is initialized with the indices of all blocks
contained in the particular volume; they can be in random
order. Also, n doesn’t have to correspond to physical disk
size in blocks. The deniability (information hiding) feature
of TWOVAULT (see [4]) relies on this property. Two index
variables, rgt op and rgend maintain the top and bottom of
the queue, in wrap-around fashion. New blocks are obtained
from the top of the queue with

new_block = rnggl[rgtop++];
if (rgtop >= n) // wraparound
rgtop = O;

Unused ones can be freed by inserting them at the queue
end:

rngg[rgend++] = old_block;
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if (rgend >= n)
rgend = 0;

// wraparound

We chose a queue mechanism rather than a stack mechanism
to facilitate the “undo” feature; recently overwritten blocks are
not immediately reused. Undo is achieved by simply reversing
changes caused by write operations in the FragmentVault by
using a write log, This also acts as a wear-leveling mechanism.

2) Finding a block of data by hash: Cryptographic hashes
are uniformly distributed regardless of input. We linearly scale
the hash result range onto the size of pmap to get the initial
probe location as follows: The first eight bytes of the hash
are converted into a 64-bit integer x, which is the divided
with a constant d. The pmap structure therefore has [2%4/d]
entries. In the current implementation the constant is chosen

as d = |2%4/(1.2n)], where n is the size of the physical disk.

The initial index ¢ = |x/d] is called the “slot” of the hash
h. When the physical disk fills up, the pmap table also fills up
and two or more hashes try to use up the same slot ¢. The count
of hashes in each slot is maintained in pmap [i] .scnt.

uint64_t slot (h) {
return *((uint64_t *) h) / d;
}

Pseudocode for the algorithm find by hash () for find-
ing the entry in pmap that corresponds to hash h is given by.

sh=0sllot\(h) // our slot
c = pmap[s].scnt; // number of entries
SRSl // index
while (¢ > 0) {
if (h == pmap[i].md)

return 1i;
// same slot? decrease count

if (slot(pmap[i].md) == s)
==

if (++i >= pmapsiz) // wrap
= O}

}
return NOT_FOUND

3) Reading a Block: When TWOVAULT receives a request
to read from virtual location 4, it simplys translates it into a
physical location p using the FragmentVault connection and
performs a actual read operation. In FragmentVault:

p = find_by_hash (hmap[i]);
return pmap|[p].ploc;

Note that if nothing has been written to block ¢ yet, its ht ab
entry is zero. In such a case FragmentVault simply returns
“Not Available” and TWOVAULT writes a block of zeros to
the bulk store.

4) Writing a Block: Write operation is slightly more com-
plicated than the read operation. To write a block of data given
by *block at virtual location i we do the following

h = hash (block); // hash it
if (hmap[i] != NOT_USED) {
if (h == hmap[i])
return; // NOP!

j = find_by_hash (hmap[i]);

// do we need to free this one?

if (--pmap[j].pcnt == 0) {
pmap[slot (hmap[]J])].scnt——;
rngg[rgend++] = omap[]j].ploc;
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pmap
(Physical Map)
hmap Hash  |Slot fill| Count | Block disk
(Hash Map) md scnt | pent | ploc (Actual Storage)

Virtual| Hash of FBBSF1.. 0 1 Phys. | 4096-byte
index contents 1AAOAE.. 1 1 8 index | data block
0 CBCD94.. - 0 0 - 0 000000..
1 B65F3B.. 3709BA4.. 1 2 0 1 63FFFO..
2 1AAQAE.. 414A25.. 1 1 1 2 D227FD..
3 414A25.. 5D55D1.. 0 1 6 3 FB3F89..
4 8F7223.. - 0 0 - 4 A99DD6..
5 DFE44C.. - 1 0 - 5 BAES54C..
6 B7346D.. 8F7223.. 0 1 2 6 646BA9..
7 DAA366.. - 0 0 - 7 36EF8D..
8 5D55D1.. - 2 0 - 8 304FAO0..
9 FBB5F1.. B65F3B.. 0 1 4 9 ED8868..
10 3709BA4.. B7346D.. 2 1 3 ///’ 10 122447..
11 3709BA4.. CBCDY94.. 0 1 11 = 11 CFO02A1..

Y DFE44cC.. 0 1

DAA366.. 0 1

Fig. 5.

An example of mapping a virtual block index into physical index via hmap and pmap inside the FragmentVault, also illustrating the hash table

mechanism used. Blocks with the same content (10 and 11) are mapped to the same physical sector O in the picture.

if (rgend >= n) // wrap
rgend = 0;
}
}
hmap[i] = h; // set it

§ = find_by_hash (h);

if (j != NOT_FOUND) {
pmap[j].pcnt++; // counter
return; // done!

}

s = slot (h); // our slot

pmap[s].scnt++; // new

j = s;

while (pmap[j].pcnt > 0) {

if (++3 >= pmapsiz) // wrap
J=0;
}
pmap[j].md = h; // set the hash

pmap[j]l.pcnt = 1; // usage=1
// do NOT touch scnt!
pmap[j].rngglrgtop++];

if (rgtop >= n) // wrap

rgtop = 0;

III. PERFORMANCE ANALYSIS

In FragmentVault, the read operation is a simple table
lookup and causes minimal effect on performance. The write
operation involves a hash function computation and an O(1)
insertion algorithm. Since the algorithm eliminates a large
proportion of media I/O required in the typical usage, there
are significant speedups in write operations, especially with
storage devices with relatively slow write speeds. The commu-
nication bandwidth required is minimal (less than 1 %) when

Bildiriler Kitabi

compared to device I/O or protocols suchs as the Network File
System [12].

To estimate the storage requirements in FragmentVault, we
give the ratio of the additional data structures to the actual
stored data in our prototype implementation:

hmap 16 Bytes
pmap.md 16 Bytes
pmap.pcnt 8 Bytes
pmap.scnt 8 Bytes
pmap.ploc 8 Bytes
pmap total 40 Bytes
rngq 8 Bytes
. 1641.2x40+48 .
Fraction LOELECA0EE ~ 1.758%

However, probability that search count should exceed c
when pmap expansion factor 1.2 is used is given by 1.27°.
Hence only one byte is sufficient for scnt storage on essen-
tially any future system as 1.272°6 ~ 2767 By using 16k
blocks and 32-bit addressing (max capacity 64 TB), and 72-
bit hashes, the fraction can be reduced to 0.207%; 2.1 MB
of tables in FragmentVault per each GigaByte stored on the
removable device.

IV. SECURITY ANALYSIS

Finally, we will present short security arguments for
TWOVAULT. These can be extended into security proofs in
many realistic security models.
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A. Confidentiality

In [13] Rogaway develops a tight security proof for
XEX/XTS showing that if the underlying AES block cipher
is secure against a powerful chosen plaintext/ciphertext adver-
sary, so is the resulting XEX/XTS mode of operation. We note
that AES has been approved by NSA to carry data up to Top
Secret level in Governmental Use. We apply the XTS mode
using the hash of the plaintext message as part of the tweak.
This extra layer of protection increases the diffusion from the
input bits across the entire allocation unit “block™.

B. Integrity

Our solution provides strong integrity protection for stored
data using the RIPEMD-160 cryptographic hash. Most of the
traditional disk encryption systems do not provide any integrity
protection; random manipulation of ciphertext will not be
detected, but simply be visiple as corrupted “nonsense” when
decrypted.

C. Access Control

In traditional encrypted filesystems the access to data is
dependent only on a single user-specified key. In our solution
on-line authentication is required to access each sector of
envaulted data. Therefore off-line dictionary attacks are simply
not feasible. Advanced access control mechanisms such as
security tokens or smart cards can be used to authenticate the
SSL/TLS connection, and all access to the device is traceable
by the FragmentVault’s audit trail.

D. Selective Deniability

The TWOVAULT system provides selective deniability, even
in forensic analysis. It can be seen that it is possible to hide
data on the drive in a way that prevents the very existence of
certain hidden volumes to be revealed even if FragmentVault
authentication is successful. However, the data is not deniable
to the organization that controls FragmentVault and owns
the device. This was one of the original design criteria of
TWOVAULT.
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CMS Tabanli Kiitiiphane Kullanarak ETSI
Uyumlu Elektronik Imza Modiilii Gelistirmek

Hasan GOLLE, Seref SAGIROGLU

Ozet—Dijital  imzamin  matematiksel  altyapisi  iyi
tanimlanmistir ve acik anahtar altyapisinin  sagladign
kriptografik metodlar, gizlilik, biitiinliik, inkar edememezlik
ve kimlik dogrulamada etkin olarak kullamlabilmektedir. Veri
nesnelerine uygulanan dijital imza icin tamimh genel
standartlar (PKCS#7 veya CMS gibi) varsa da imzalanacak
verinin formatini, imza formatim ve elektronik belge formatim
tanimlayan bir standarda gereksinim vardir. Yalnizca uzun
donemli elektronik imza gecerliligini destekleyen bir standart,
farklh  kullamer  ortamlarda c¢alisan elektronik imza
¢oziimlerinin birbirleri ile uyumlu cahsabilmelerine olanak
saglar. Bu noktada Telekomiinikasyon Kurumu, atilan
imzalarm ETSI TS 101 733 standartina uygun olmasini tavsiye

etmektedir. Bu bildiride CMS tabanh MS CryptoApi
kiitiiphanesinin  sagladigi  temel kriptografik metodlar
kullanllarak  ETSI  uyumlu elektronik imzamin nasil

olusturulacag aciklanmistir.

Anahtar kelimeler—elektronik imza, CMS, ETSI, imzalama
sertifikasi.

Abstract—The mathematical aspects related to the
calculation of digital signatures are well defined and the
cryptographic methods, provided by public key cryptography,
are effective in achieving scalable confidentiality, integrity,
authentication and non-repudiation services. Even though
there have been defined so far general standards for defining
digital signature applied on data objects, like PKCS#7 or CMS,
there still exist the need for a standard entirely defining the
format of the data that is to be signed, the format of the
signature and the format of the electronic documents. Only the
existence of a widely accepted standard for the format of
electronic signature that could remain valid over long periods
could avoid the appearance of incompatible specifications and
solutions for electronic signatures in different user
environments. At this time, telecommunication institute advices
generating electronic signatures compatible with ETSI TS 101
733. In this paper, it is explained that how to generate ETSI
compatible electronic signature by using basic criptographic
methods provided from CMS based MS CryptoAPI .

Keywords—electronic CMS, ETSI,
certificate.

signature, signing

1. GIRIS
MS CryptoAPI [12] ile PKCS#7 / CMS standardi
kullanilarak elektronik imza olusturulmaktadir. Tirkiyede
Tiibitak’in gelistirmis oldugu imzager (java ve .net ) e-imza
kitiiphaneleri  [1]  ETSI  uyumlu e-imza  iretip
dogrulamaktadirlar.

H. GOLLE, TUBITAK, Ankara
S. SAGIROGLU, Gazi Universitrsi, Miihendislik Mimarlik Fakiiltesi,
Bilgisayar Miihendisligi Béliimii, Ankara
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ETSI TS 101 733 [2] de belirtilen BES (basic electronik
signature ) formatinin PKCS#7 / CMS formatindan farkli
olarak sahip oldugu ek imza nitelikleri nedeniyle Ms Crypto
API nin trettigi elektronik imza, Tubitak imza kiitiiphanesi
tarafindan dogrulanamamaktadir.

ETSI TS 101 733, Cryptographic Message Syntax (CMS)
tizerine yazilmig bir standartdir. CMS'min  giincel
RFC'si RFC 3852’dir. ETSI ise RFC 3369'u kullanmuistir.
CMS [3] standartinda, atilan imzalara "Attribute" olarak
adlandirilan ¢esitli nitelikler eklemek miimkiindiir. ETSI
101 733, attribute'larla ilgili cesitli kisitlar koyarak 9 farkli
imza formati tanimlamaktadir. Bunlardan en basiti
BES(Basic Elektronic Signature) yani Temel Elektronik
Imzadir, BES imzasi icinde bulunmasi zorunlu olan 3
attribute  vardir.  Bunlar CMS'de  tanimli Content-
type, Message-digest attribute’lar1 ve RFC 2634'te  [4]
taniml signing-certificate ve other-signing-
certificate attribute’larindan biri olmalidir.

MS CryptoAPI ile ETSI uyumlu imza atamamadaki
problem de bu noktada ortaya ¢ikmaktadir. MS CryptoAPI,
BES yapisi i¢ine konmasi gereken 3 attribute'tan ilk ikisini
imza igine koymasina ragmen, Uglincii olarak konmasi
gereken signing-certificate veya other-signing
certificate attribute’larinin ikisini de koymamaktadir. Bu
nedenle MS CryptoAPI icinde bu atribute'lar1 direkt olarak
tanimlamak miimkin degil. Fakat Microsoft, imza yapisina
bir attribute eklemek i¢in gerekli alt yapiy1 olusturmustur ve
eger encoding’i de dahil olmak iizere attribute'u olusturup
MS CryptoAPI ye verilirse istenen attribute'un eklenmesi
miimkiindiir.

II. PKCS#7 / CMS

En onemli kriptografik standartlardan biri, RSA veri
giivenliginin ¢ikardigi PKCS#7 dir. Bu standart, S/MIME
[5] eposta giivenligi, kredi karti 6demeleri i¢in (Secure
Electronic Specification Transaction-SET) standarti yada
gizli anahtar ve sertifikanin giivenli tasimasinda kullanilan
PKCS#12 standardi gibi mekanizmalarda genis kabul
gormis ve temel alinmuigtir.

PKCS#7 standarti, (Internet Engineering Task Force-
IETF)’un S/MIME ¢aligma grubunun {irettigi ve siradan bir
mesajin dijital imzalanmasi, dzetinin alinmasi, dogrulanmasi
yada sifrelenmesi amaciyla kullanilan Kriptografik Mesaj
Sozdizimi  (Cryptographic Message Syntax- CMS)
standardinin evrimlesmis halidir. Temelde PKCS#7 /CMS,
elektronik  verilere dijital imza gibi kriptografik
diizenlemeler eklemek i¢in farkli kullanisli  bigimler
onermektedir. Standart, imzalama zamani, mesaj igerigi ile
birlikte dogrulanabilme, ¢oklu imza gibi niteliklere izin
verir. Standart, PKIX ¢alisma grubunun [6] tanimladig:
X.509 tabanli PKI gibi farkli sertifika tabanli mimarilere
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destek verecek sekilde tasarlanmustir. Tim veri tipleri
ASN.1 sozdizimine uygun olarak agike¢a tanimlanmistir ve
sifreleme kurallar1 (DER ve/veya BER sifreleme nerede ve
ne zaman kullanilir gibi.) da ayrica belirlenmistir.

Herhangi bir icerige dijital imza eklenmesi gerektiginde
PKCS#7/CMS standardinda bulunan imzali veri (signed-
data) icerik tipini paralel olarak ¢ok sayida imzaci
kullanabilir. Imzalanan veri formati blobdur. PKCS#7/CMS
de belge eklerine dijital imza desteklenmemistir. Mesaj
kendi i¢inde imza dogrulama icin gerekli sertifikalar1 ve
sertifika iptal listelerini (CRL) [7] igerebilir. Standartla
ortaya ¢ikabilecek olumsuz bir durum da igerikte imzalayan
olmadig1 durumda sertifikalar ve CRL’ ler anlamsizlasabilir.
Dahasi veri ve imzasmin signed-data igerik tipi iginde
birarada gruplanmadigi ayrik imzalar da ortaya ¢ikabilir. Bu
son durumda imza dogrulama islemi uygulama bagimlidir.
Ornegin S/MIME’da tanimli imzali belgeler i¢in tanimli iki
format  application/pkcs7-mime — with ~ SignedData  ve
multipart/signed’dir. Sonug olarak ya multipart/signed
MIME igerik tipi[8] kullanarak ayrik imza olusturulabilir ya
da  application/pkcs7-mime — with  SignedData[5]  tipi
kullanarak tek CMS nesnesi olusturulabilir.

III. ETSI ELEKTRONIK IMZA STANDARDI (CADES)

Elektronik imza, imzalayanla dogrulayan arasinda uzun
yillar sonra bile olusabilecek anlagmazliklarda kullanilabilir.
Bu standartta elektronik imza {iretmede agik anahtar
altyapist baz alinmistir. Standartta ileri elektronik imza i¢in
kullanilan format olarak ASN.1 (Abstract syntax notation 1)
belirtilmistir. Bu format CMS (Cryptographic message
syntax ) tabanlt olup RFC 3852 [3] de tanimhdir. Elektronik
imzalar bu nedenle CadES “CMS Advanced electonic
signature” olarak adlandirilir. Sekil 1 de temel elektronik
imza formati goriilmektedir.

Standartta CMS (RFC 3852[3]) tabanli Elektronik imza
formatlar1 tanimlanmigtir. Bu baglamda temel olarak su
tanimlara yer verilmistir:

e Imzalayan
e Dogrulayan
e  Giivenilir servis saglayici (trusted service

providers)
e Hakem
Glivenilir  servis saglayicilar  (TSPs), imzalayanla

dogrulayan arasinda giiven iliskisi saglamaya yarayan
varliklardir. Bu giiven iligkisini su hizmetleri strdiirerek
saglarlar:
e Kullanicr sertifikalari
e  Capraz sertifikalar, zaman damgasi tokenlari
e CRL[7] ve OCSP[11] sorgular1
Bu hizmetler asagidaki giivenilir servis saglayicilari
vasitasiyla stirdtrtiliir:
e Sertifika makami
Kay1t makami
CRL yayinlayici
OCSP sunucu
Iptal makami
Zaman damgas1 makami
Time-marking makami
Imza politikas1 yayinlayict
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Cades-BES yapisi su sekildedir:

 Elektronik imza (CadES -BES)

Dijttal
ImIa

Imzah
nitelikler

Imzact
belges:

Sekil 1: Elektronik imza (Cades -BES) formati

Cades-BES, Avrupa elektronik imza yoOnergesi yasal
gereksinimlerini  karsilar. Temel kimlik dogrulama ve
biitiinlitk denetimi saglar.

IV. CADES-BES DE BULUNMASI ZORUNLU
NITELIKLER

Asagidaki niteliklerin imzali belgede bulunmasi zorunludur.
A Icerik tipi (Content-type)

Content-type niteligi imzali igerigin tipini belirtir.
Content-type niteliginin s6zdizimi CMS (RFC 3852 [3]) de
tanimhidir.  Content-type  niteligi, signed-data yada
authenticated-data i¢indeki ContentInfo’nun igerik tipini
gosterir. Content-type niteligi imzali-veride (signed-data)
imzali  nitelikler  varsa  yada  dogrulanmis-veride
(authenticated-data) dogrulanmis nitelikler varsa mutlaka
bulunmahdir. Content-type niteligi imzali-veride ya da

dogrulanmis  verideki encapContentlnfo eContentType
degeriyle uyusmalidir.  Content-type niteligi  imzali
olmalidir.

Su nesne belirteci content-type niteligini belirtir:

id-contentType OBJECT IDENTIFIER ::= { iso(1)
member-body(2)
us(840) rsadsi(113549) pkes(1) pkes9(9) 3 }

ContentType ::= OBJECT IDENTIFIER
B Mesaj ozeti (message-digest)

Mesaj 6zeti (Message-digest) niteliginin s6zdizimi CMS
(RFC 3852 [3]) de tanimlidir. Mesaj-ozeti (message-digest)
niteligi  imzali-veride  (signed-data) imzalanacak
encapContentInfo eContent OCTET STRING verisinin
Ozetini gosterir. Imzali-veri igin mesaj-6zeti, imzalayanin
mesaj Ozeti algoritmasi ile hesaplanir. Imzali-veride imzali
niteliklerin bulunmasi durumunda mutlaka mesaj Ozeti
niteligi de bulunmalidir. Mesaj Ozeti mutlaka imzali
olmalidir.
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Su nesne belirteci content-type niteligini belirtir:
id-messageDigest OBJECT IDENTIFIER := {
iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes9(9) 4 }

MessageDigest ::= OCTET STRING
C Imzalama sertifikas (signing-certificate) niteligi

Imzalama sertifikas1 (signing-certificate) niteligi, ESS
imzalama-sertifikas1 (ESS signing-certificate) yada ESS
imzalama-sertifikasi-v2 (ESS signing-certificate-v2) ile
desteklenmektedir. Bu niteliklerde imzalayan sertifikasina
referans bulunmalidir ve bu nitelikler yerine koyma ve
yeniden yayinlama saldirilarma karsi koyan ve imza
dogrulamada kisith sayida sertifikaya izin veren yapida
tasarlanmalidir. Tam bir sertifikadan daha yogun ve kiigiik
bir yapidadirlar ve kolayca ayirdedilebilirler.

e Imzalama sertifikast (ESS signing certificate)
niteligi (Enhanced Security Services -ESS) RFC
2634 [4] de tanimlanmistir ve Ozet algoritmasi
olarak yalnizca SHA-1 e izin verir.

e Imzalama sertifikasi-V2 (ESS signing certificate-
V2) niteligi ise (ESS update: Adding CertID
algorithm agility) RFC 5035 [9] de tanimlanmistir

ve diger Ozet algoritmalar1 kullanildiginda
kullanilmalidir.
Imza dogrulamada kullanilacak sertifika, sertifika

zincirinde bulunmalidir ve sertifika zinciri de bos
olmamalidir. Signing-certificate RFC 2634 [4] (Enhanced
Security Services for SYMIME) i¢inde soyle tanimlaniyor:

SigningCertificate ::= SEQUENCE {

certs SEQUENCE OF ESSCertID,

policies SEQUENCE OF  Policylnformation
OPTIONAL

H

id-aa-signingCertificate OBJECT IDENTIFIER ::= { iso(1)
member-body(2) us(840) rsadsi(113549) pkes(1)
pkes9(9)
smime(16) id-aa(2) 12 }

ESSCertID ::= SEQUENCE {
certHash Hash,
issuerSerial IssuerSerial OPTIONAL

i

Hash ::== OCTET STRING -- SHA1 hash of entire certificate

IssuerSerial ::= SEQUENCE {
issuer GeneralNames,
serialNumber CertificateSerialNumber

Sertifika zincirindeki ilk sertifika
sertifikast  olmalidir. Bu  sertifika i¢in  EssCertID
kodlamasinda issuerSerial alani mutlaka bulunmalidir.
Boylece imzayi atan kiginin sertifikasina ulagsmak mimkiin

imza dogrulama

Bildiriler Kitabi
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olabilir. TmzalamaSertifikas1 (SigningCertificate) niteligi
mutlaka imzali olmalidir.

V. ASN1 ENCODE

Bu yapiy1 encode edebilmek i¢in DER encode fonksiyonlari
hazirlamak gereklidir. Bu fonksiyonlar MS CryptoAPI’de
[12] tanimli bir veri yapisi
olan CRYPT _ATTR BLOB iizerinde islem yapmaktalar.
Programda  kullanilan ~ EncodeLen, MakeTLV  ve
BasaTagEkle metodlar1 oncelikle olusturulmustur. TLV,
Tag, Length, Value kelimelerinin bag harflerinden
olusmaktadir. Der kodlamasi bdyle bir yap1 kullanmaktadir.

VI. ETSIUYUMLU ELEKTRONIK 1MZA
OLUSTURMAK iCIN KULLANILAN ALGORITMA

Ms CryptoApi’nin[12] sagladigi en temel kriptografik
medodlar kullanilarak su islem adimlari ile ETSI uyumlu
elektronik imza gergeklestirilebilir. Sekil 2 de bu islem
adimlar1 gosterilmektedir.

Degiskenleri tanitip ilk deger atadikdan sonra kullaniciya
sertifika sectirilir.

e Sertifika store agmak i¢in CertOpenSystemStore

kullanilir.
e Store'daki sertifikalar1 liste halinde gosterip
kullanicinin ~ se¢mesine  imkan tanimak i¢in

CryptUIDIgSelectCertificateFromStore kullanilir.

Secilen sertifika icin iptal kontrolii yapilir. Sertifika
gecerliyse devam edilir.
Microsoft’un ekleyemedigi signingCertificate attribute
olusturulur. Bu attribute RFC 2634°de [4] tanimlidir.
e Sertifika icinden blob olarak issuer'i ve serial'i

alinir.

e Blob halindeki issuerdan GeneralNames yapisi
olusturulur.

e Blob halindeki serial'dan
CertificateSerialNumber=INTEGER yapisi
olusturulur.

e IssuerSerial yapisi olusturulur.

e Hash'i hesaplamak ve Hash yapisini olusturmak
icin  CryptAcquireContext,  CryptCreateHash,
CryptHashData, CryptGetHashParam,
CryptDestroyHash, CryptReleaseContext metodlari
kullanilir.

e Hash ve IssuerSerial kullanarak ESSCertID yapisi
olusturulur.

o SigningCertificate yapisi elde edilir.

Imza sonucunun ka¢ byte oldugunu belirlemek icin
CryptSignMessage kullanilir.
e CryptSignMessage(&SigParams,false,1,MessageAr
ray, MessageSizeArray, NULL, &DataSize)

Imzay1 atmak igin CryptSignMessage kullanilir.
e  CryptSignMessage(&SigParams,false,1,MessageAr
ray,MessageSizeArray,sonuc->pbData,&DataSize))

Her iki islem i¢in CryptSignMessage metodu kullaniliyor

fakat girilen parametreler nedeniyle birinde imza biiytikltigi
alinirken digerinde imza atilyor.
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Kullanici imza
sertifikasi seger

v

Sertifikanin
iptal durumunu
kontrol et

Evet

Sertifika Sertifikadan issuer

ve serial al

v

basaTagEkle Issuer ile General

metodu Names yapisini
olustur

basaTagEkle Serialdan

CertificateSerialNumber=INTEGER
vapisini olustur

:

IssuerSerial yapisim
olustur ve 6zetini
(hash) bul

v

ESSCertID yapistni
olustur

SigningCertificate
clde edildi

SigningCertificale
kullanarak ETST e-
imza olustur

metodu

makeTLV
metodu

makeTLV
metodu

B

Sekil 2: ETSI uyumlu imzada kullanilmak tzere SigningCertificate
attribute olusturulmasi

VIL SONUC

Yukarda islem adimlarini gergeklestirerek olusturdugum
elektronik imza modili, dll uzantili bir kiitiiphane
programidir. Microsoft .Net C++ ortaminda, Ms CryptoAPI
kullanilarak hazirlanmistir. Bu kiitiiphane kullanilarak ETSI
uyumlu elektronik imza olusturulabilir ve olusturulan
imzalarin iptal kontrolleri yapilabilir. Masatistii ve web
tabanli kullanic1 araytizii yazilimlarinda ve uygulama
yazilimlarinda bu kiitliphanenin disaridan  kullanilmasi
(import edilmesi) yeterlidir. Uygulama gelistiren kisinin
karmasik kriptografik algoritmalar1 bilmesi ve kullanmasi
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gerekmeden  giivenli  elektronik  imza  uygulamasi
gelistirebilir. Sonugta elde edilen imzal1 dosyalar Tiibitak’m
dagittigi Imzager MIM [10] ile acilmig ve imzalarin
dogrulandigt  ve ETSI standardina uygun oldugu
goriilmistiir. Sekil 3 de bu programin ekran goriinimi
verilmistir.

Sekil 3. Elektronik imzali belgeler Tiibitak Imzager programu ile basarili

olarak dogrulanmustir.
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A Survey of Related-Key Attacks on AES

Ali DOGANAKSOY, Aslh DARBUKA, Dilek OZBERK, Nese OZTOP, Fatih SULAK

Abstract—In this paper, a survey of the related-key attacks on
AES is given. In related-key attack model, attacker is assumed
to know the relations between the keys which are related to
each other. Since this model is stronger than normal attack
scenarios, the complexities are better. In this survey, related-key
impossible differential attack, related-key square attack, related-
key rectangle attack and related-key differential-linear attack are
covered. None of the attacks is a real threat to AES and can only
break reduced round versions of AES. Also, all complexities of
the mentioned attacks are tabulated.

Keywords —AES, cryptanalysis, related-key attacks.

I. INTRODUCTION

Rijndael, also known as Advanced Encryption Standard
(AES), is the most widely used block cipher in the world.
It is designed by Rijmen and Daemen in 2000. It has a block
length of 128 bits and key lengths of 128, 192 and 256 bits
(corresponding versions are called AES-128, AES-192, and
AES-256, respectively).

AES is a very simple substitution-permutation network
(SPN) type block cipher. It operates on bytes. S-box which is
based on the inverse operation in GF(2 ) is the only nonlinear
part of AES and for diffusion, shift row and mix column
operations are used. Despite its simple structure, it is secure
against the known attacks.

In this paper, we deal with the related-key attacks on
AES. In section 2, related-key impossible differential attack is
presented. Related-key square attack and related-key rectangle
attack are given in section 3 and section 4. In section 35,
related-key differential-linear attack is covered and finally we
conclude the paper and give all the complexities in Table II.

Notation: Let JZLI denote the input of the it" round, ;Lf s ycf“,
M and € denote the intermediate values after the operations
SubBytes (SB), ShiftRows (SR), MixColumns (MC), and
AddRoundKey (AR) of the i** round, respectively and KS
denote the Key Schedule.

Let K; denote the subkey in the i" round, and the initial
whitening subkey is /{,,. In some cases, the order of the Mix-
Columns and the AddRoundKey operation in the same round is
changed, so the subkey K is changed with W; = MC~ (K;)
and in this case, va denotes the intermediate value after the
operation AddRoundKey before the MixColumn.

Let (2;)co; 1 denote the k" column of z;, where k=0,1,2,3
and (z;); the j'" byte of z; (j=0.1....,15). Here, Column(0)
includes bytes 0, 1, 2, 3 and Column(1) includes bytes 4, 5,6, 7
etc.

Ali Doganaksoy, Asli Darbuka, Dilek Ozberk, Nese Oztop and Fatih Sulak
are with the Department of Cryptography, Middle East Technical University,
Ankara, Turkiye e-mail: {aldoks, aslid, dilek, noztop, sulak} @metu.edu.tr.
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II. RELATED-KEY IMPOSSIBLE DIFFERENTIAL
CRYPTANALYSIS OF REDUCED-ROUND AES

In related-key attacks, the attacker observes possible weak-

nesses of the encryption function and the key schedule al-
gorithms, then chooses a relation between keys to derive
information about the unknown keys. Related-key differential
attacks exploit the propagation of differences between two
encryptions under two related keys. Impossible differential
attacks use differential relations which hold with probability
0 to eliminate wrong keys leaving the right key candidate.
The attack which combines these two techniques is called the
related-key impossible differential attack.
The security of AES-192 against related key attacks has
inspired much research because of being more susceptible
to related key attacks than other key variants. The reason
is that AES-192 has longer related key differentials since
the diffusion of the key schedule is slower than in other
versions. More specifically, if the expanded keys are thought
as a sequence of words, then the key schedule of AES-192
applies a non-linear transformation once every six words,
while the key schedules of AES-128 and AES-256 apply non-
linear transformations once every four words. Therefore, in
recent years, several related key attacks on AES have been
presented. In 2003, Jakimoski and Desmedt proposed related
key impossible differential attacks on 7 and 8-round AES-
192 [1]. In 2006, Biham et al. mounted attacks on again
7 and 8-round AES-192 [2] following the work in [1] but
with an improvement of the data and time complexities. In
[3], Zhang et al. presented related-key impossible differential
attacks different from the ones in [1] and [2], by choosing
another key difference between the two related keys and
starting the attack from the first round which improved the
data and time complexities. Moreover, Zhang et al. made a
security analysis of AES-256 against related-key impossible
differential attack [4] and they introduced an attack on 7-
round AES-256 and four attacks on 8-round AES-256. All of
these attacks were built on a 5.5-round impossible differential.
Therefore, we begin by giving this impossible differential in
detail.

A. A 5.5-Round Related Key Impossible Differential of AES-
192

A 5.5-round related-key impossible differential can be con-
structed as combining a 4.5-round related-key differential
(with probability 1) with a 1-round related key differential
(with probability 1) in opposite direction where the interme-
diate differences give rise to a contradiction.

Choose the difference between two related keys K and K*
as ((a,0,0,0), (0,0,0,0), (a,0,0,0), (0,0,0,0), (0,0,0,0), (0,0,0,0)).
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TABLE 1
SUBKEY DIFFERENCES

1SC~-

Round(i)  AK; coi0)  AKicoin) AKicouz) AKicos)
0 (,0,0,0) (0,0,0,0) (a,0,0,0) (0,0,0,0)
1 (0,0,0,0) (0,0,0,0) (a,0,0,0) (a,0,0,0)
2 (0,0,0,0) (0,0,0,0) (0,0,0,0) (0,0,0,0)
3 (a,0,0,0) (0,0,0,0) (0,0,0,0) (0,0,0,0)
4 (0,0,0,0) (0,0,0,0) (a,0,0,0) (a,0,0,0)
5 (a,0,0,0) (a,0,0,0) (a,0,0,0) (a,0,0,0)
6 (a,0,0,b) (0,0,0,b) (a,0,0,b) (0,0,0,b)
7 (a,0,0,b) (0,0,0,b) (a,0,c,b) (a,0,¢,0)
8 (0,0,c,b) (0,0,¢,0) (a,0,¢c,b) (a,0,¢,0)

Then, propagation of the subkey differences is given in Table 1.

The first 4.5-round differential is built as follows: The input

difference Am{‘/[ is cancelled by AR of the first round, so the
difference in all bytes of Az becomes zero. This is preserved
through SB, SR and MC of the second and the third rounds
until adding the subkey difference AK;. Then, we get a non-
zero value in the first byte of Arz:fl. After MC of round 4, this
difference diffuses to all column. Finally, after MC and AR of
the fourth round, there will be non-zero differences in bytes
(1,2,3,5,6,7).
The second differential ends after the sixth round with output
difference Ax§ as shown in figure 1. Applying AR, MO~ 1,
SR ! and SB ! to this difference, we find out that bytes
(1,6) of Azl have zero difference while Az¢ has non-zero
differences in these bytes, this is a contradiction.

sl
Round 1: ’
Ak
. 8B SB @
Round 2: oo AR SR AR
Round 3: ¢ AKy MC AKa -
. SB [N N ala|sB |N|n|2[2 NEI R
Round 4: SR [N AR SR [N[n[a]2 AR NTR[E] 7
i 8 — —
Round 5: e |M AKs N MLICER s NIN]%] 2
N N NIN|2|2 N{N|=|2
G .Conlrm:li::lic:m!....................................A.r
2172 7| 2|2 rd B ?2|?|?
sr' M AR
212|2 21212 212 2 71712
Round 6: «+— S — | ——— «— = = -
? 7|2 alz2l2]? 21?2 27| 2
5B AKg
2? ? 2121 2 2122 217121b
a,b: any non-zero byte, N: a non-zero value, ?: any value, D: zero
Fig. 1. 5.5-Round Related-Key Impossible Differential

B. A 7-Round Related-Key Impossible Differential Attack on
AES-192

Main idea of this attack is applying the 5.5-round related
key impossible differential given in figure 1 between the
differences Az and Axg, guessing some key bytes of the
first and the last round for partial decryption, then eliminate
all wrong keys using impossible differentials.

The attack procedure is as follows:

Bildiriler Kitabi
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o Generate two sets S; and Sy of m plaintexts such that
for each plaintext pair P, € Sy and P, € Sy, P, & P, =
((a,?,7,0),(0,0,7,7),(7,0,0,7),(7,7,0,0)).

o Encrypt the set S; under key K and S5 under key K*
and get the ciphertexts C and Cl.

e Store all the ciphertexts C; and C; = Cy &
((07 Oa 07 0)/ (0, 07 Oa 0)7 (0/ 07 07 0)’ (a7 07 07 0)) in a hash
table indexed by bytes 6,9,12.

o Guess the value of the subkey byte (K7)3 and decrypt
the byte (2¢)3 in all the ciphertexts to get the outputs of
MC in the sixth round. Check for every Cy, C5 whether
the difference in the corresponding byte is zero. If not,
discard the pair C4, C5.

« For every remaining pair C;, C3, consider their plaintexts
and use the precomputed hash table and the list of all 264
possible values of the bytes (1,2,6,7,8,11,12,13) of Kj to
eliminate the wrong keys.

a 2] 2]+
AR
AP = 2 7 #
77 717 —
AKy
) BE
'l B d 2?1 ? ajla
Round 1 : 3 ? sa, 2l Mc. s e _—
i SR vl
3|2 HE
HEE
AR -
i I§ {1 21?1 ?
....5.5- round impossible differential......... ‘ ?17(7 ”
21?17
AKg |=——
HEED

ARE P 1 ) N e B i
Round 7: : L : 3 il i 225 P 5 I
2 K 2|2 AK; ? 2|2
BEI B ?l2]7|? Tlelel?

a b any non-zero byte, 7: any value, [_] : zero
Fig. 2. 7-Round Related-Key Impossible Differential

Data complexity of this attack is 2°? chosen plaintexts, time
complexity is 2%° encryptions, and the required memory is 26
bytes.

For more details of the attack and the complexity analysis, we
refer the reader to [3].

C. Extending 7-Round Attack to an 8-Round Attack

7-round attack can be extended to an 8-round attack as
follows:

« Guess some bytes of the last round subkey Kg.

o Partially decrypt these bytes in the last round so that we

can obtain Ax{.

o Check the difference in particular bytes of Az{. If that

difference is not satisfied, discard the ciphertext pairs.

o For the remaining ciphertext pairs, apply the inverse of

MC and guess some bytes of Wy.

o Continue partial decryption and get Ax§.

o Discard the wrong key guesses as in the 7-round attack.
In order to guess less subkey bytes, we interchange the order
of MC and AR in the seventh round, so we change K, with
Wi.

In this attack, a data-time trade off can be performed by
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guessing less bytes of the last round subkey Kg which results
in a decrease in the time complexity and an increase in the
data complexity.

III. A 9-ROUND RELATED-KEY SQUARE ATTACK OF
AES-256

A related-key square attack is a type of square attack that
uses keys which are active in some particular bytes [5]. In [6],
a related-key square attack on 9-round AES-256 is presented.
The slowness of the diffusion of the key shedule helps to
follow all the differences in round keys. In order to create a key
difference pattern, any base key, denoted by L, is chosen first.
Then, a set of 256 related keys, denoted by Lg, L1, ..., Lass
are constructed such that the difference L, ® L takes a nonzero
value a in bytes 21, 25 and zero elsewhere. A total of 66 key
bytes are computed by guessing just 27 bytes of the key. The
key difference pattern is illustrated in figure 3. The dark grey
bytes are the 27 bytes that will be guessed. The light grey
bytes are the bytes that can be obtained by using the guessed
bytes and the recurrence relationship between the expanded
key bytes.

dgb

Fig. 3. Difference and Guessing Pattern in the Key of the 9-Round Attack

The b,c,d,e, f,g values mark outputs of non-linear S-box and
all are known values for each given value of a. These values
can be found gently using the key shedule. After guessing key,
a plaintext is encrypted under each key and these plaintexts are
chosen such that the corresponding states of them after the first
round are all equal. It is observed that a single byte difference
at the end of round 3 takes each value exactly once after 256
encryptions. This ensures that each byte of the output state of
MC in round five takes all possible values. The key difference
is a in bytes 5, 9 and 13 and zero elsewhere in the fifth round.
So, the output of the fifth round takes all 256 values in every
byte except the bytes 5, 9 and 13. The sixth round key takes
value b in bytes 0,4,8 and 12. After computations, it is found
that the sums of the values in bytes 13, 14 and 15 of the output
in the sixth round over 256 values are zero. This is illustrated
in figure 4. In figure 4, A denotes the bytes which are active,
namely the bytes taking all values exactly once, ? denotes the
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bytes that have unknown values and Z denotes the byte whose
xor over all its values is zero.

MCAAAA AlA[A A
alalalal A [al=]2 17
RoUNG-E  wreormorssssmmimss iz nsrnsvns e Bl
AlAIAIAl K, |A[A]A A
alalala Alalaa
AJALA A AlALALA AlJALA A (P2 |Z G il sl B
2|2 [2] 8B 22121 sR [2]2]7 MC [2 [ [ AR ST Tm (2
Round6 |~ 2) S0 falzlele| 53 2lele |AfMC le)ele 2| 2o (9
alalala alala]a alalala 772 |z| ke [7[7]7 ]2
AJALA LA Alalala Alala A vllrlz AR E
b]b[bb
where  K;= LE LG and K=

Fig. 4. Rounds 5-6 of the Attack

The attack is actualized at the end of the sixth round. At
round 8, MC and AR are switched, so an equivalent key
instead of the eighth round key is used in this round. The ninth
round key is known because of the guesses of key bytes that is
made before. Therefore, the output of AR in eighth round can
be found by decrypting the ciphertexts. Then, the decryption
is maintained by guessing 4 bytes of the equivalent key. Note
that, several bytes of the original key bytes of the eighth round
is known and this can be used to find the concerned key bytes
of the equivalent key for the attack, because equivalent key
is just result of an inverse MC on the original key. Now,
investigating figures 4 and 5, the value of 13" byte shown
as grey byte in figure 4 can be found.

End of
Round-&

e
SB

SR

MC

AR K8'=

Ll
-

SR

AR 44— Ko=

¥

ciphertexts

Fig. 5. Rounds 7-9 of the Attack

Finally, values of this byte are xored and checked whether
the result is zero. If it is not zero, then the guesses are wrong.
The complexity of the attack is 224 and the number of chosen
plaintexts used is 272.

A. An Improvement of the Attack

In order to improve this related-key square attack, the new
technique so called “partial sums” which is described in the
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previous sections of [6] is used. No guesses for the key are
made in the first round, instead, all 264 plaintexts are used
for each of the keys and xored over all 272 encryptions. The
number of chosen plaintexts is increased to 277, namely 32
structures of 272 texts, to identify the correct key uniquely.
However, the complexity is reduced to 5-2224 where multipli-
cation with five is due to the fact that five of these structures
are needed.

IV. RELATED-KEY RECTANGLE ATTACK ON REDUCED
VERSIONS OF AES-192 AND AES-256

Up to now, related-key rectangle attacks have been applied

to three versions of reduced round AES. The first attempt was
made by J. Kim et al. and they attacked on 8-round AES-
192 with four related keys. The attack given in [8] has 286-3
data and 2865 time complexities. Then, a better attack was
presented by Biham et al. [9] which is applied to 9-round
AES-192 with 256 related-keys. This attack is different from
the one given in [8] in a way that it uses more than one key
difference in the differentials to make much better attacks. The
attack needs 287 related-key chosen plaintexts and has running
time of 2!25 encryptions. Furthermore, they attacked 10-round
AES-256 with 21149 related-key chosen plaintexts encrypted
under 256 related keys and 2'7!-® time complexity.
In 2007, the best known related-key rectangle attack was
presented by J. Kim et al. [10]. Their attack reduces the
complexity of the attacks [8] and [9]: for reduced AES-
256 with 9 rounds, at the expense of decreasing number of
attacked rounds from 10 to 9, they reduced the time and data
complexities and the number of related keys required from 256
to 4. They also realized that the 9-round attack to AES-192
presented by Biham et al. has flaw in key guessing step and
corrected time complexity as 28!, Moreover, they attacked
on 10-round AES-192 using 256 related keys with 2125 data
complexity and 2'82 time complexity and using 56 keys they
made a data-time trade-off which reduces the data complexity
to 2124 and increases the time complexity to 283, They also
attacked to 9-round AES-256 and 10-round AES-256 with 4
and 64 related keys, respectively.

A. The Related-Key Rectangle Attack

The related-key rectangle attack introduced by J. Kim et al.
[7] is a chosen plaintext attack based on two short related-
key differentials with relatively high probabilities. The attack
treats the cipher F as a cascade of two sub-ciphers £° and
E', that is £ = E' o EY. Assume that we have a related-key
differential o« — 3 of EY with probability p and a related-
key differential ¥ — § of E'! with probability g. Using two
related-key differentials, the related-key distinguisher can be
described as follows:

o Take two randomly chosen plaintexts P and P’ and obtain
their corresponding ciphertexts C = Ex(P) and C' =
Ex/(P).

e Form P* = P ® « and P™* = P’ & « and obtain their
corresponding ciphertexts C* = E~(P*) and C™* =
EK’* ( Pl*)’

where K* = K & AK,K' = K ® AK’ and K'* =
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K & AK ® AK' for known key differences AK and
AK'.

e Check C® C' =6 and C* ¢ C"™* = 6.

If a plaintext quartet (P, P*, P’, P'*) satisfies the last § test,
we call such a quartet a right quartet. The probability P of
the related-key distiguisher can be computed as follows: the
probability that I & I* = I' @ I'* = /3 is about p?> where | =
EY.(P), I* = EY..(P*), I' = E%,(P') and EY,. (P"). Since
we choose P and P’ randomly, the probability of I & I’ =~
is expected to be 27", These two above conditions imply the
probability of I* @ I"”* = ~ is 1. Moreover, the probability
that T I’ =~ and I* @ I'™* =~ goes to C & C' = ¢ and
C* @ C"* = § is ¢%. Therefore, the total probability becomes

S P27 > =p"-¢*- 27", where p= /> ;5p? and
5 — 2
G=/>,4

Note that for a random permutation, the probability that
J test holds is 272", If the related-key distinguisher satisfies
P2 G%-27" > 272 thatis p- ¢ > 27"/2, it can be used to
distinguish E from a random cipher.

B. The Related-Key Rectangle Attack on 10-Round AES-192

8-Round Related-Key Rectangle Distinguisher:

The following two related-key truncated differentials as

shown in figure 6 are consructed by exploiting the weakness of
the key schedule of AES-192. The key scheduling algorithm
of AES-192 propagates key differences slowly since the key
schedule of AES-192 applies non-linear transformations once
every six words which makes possible to find longer and better
truncated differentials.
Let £ = E°0 E°0 BE' o EY denote the 10 rounds of AES-192
where E° is round 0 including the whitening addition key step
and excluding the key addition step of round 0, E° is rounds
1-4 including the key addition step of round 0, E' is rounds
5-8 and E7 is round 9. Also in figure 6, the first related-key
truncated differential is E° and the second one is E', a is a
fixed nonzero byte value, b and c¢ are the output differences
of S-box for the fixed nonzero input a and * is a variable and
unknown byte.

To construct an 8-round related-key rectangle distinguisher
by using two related-key truncated differentials, the following
three assumptions are made:

1) The key quartet (K, K*, K', K'*) satisfies K & K* =

KaeK*=AK,and K K' = K*® K™ = AK'.

2) A plaintext quartet (P, P*, P’, P'*) satisfies P & P*,
P & P™* € AP.

3) EY%(P)® EY%.(P*) = E%,(P") @ E%,.(P"™) = AKj.

The probability of the 8-round related-key rectangle distin-
guisher is 27231 and the computation of the probability is as
follows:

o The probability of x5 @ z5*7 = 5’7 ®xs™ is about
(2732 . 277)2 . (27 _ 2) .932 4 (2732 ) 276)2 .932 oy 939
where @l = EV(E 'k (P)), at! = B0 (EY. (P¥)),
{L'gl = EOK/ (EbK/ (P/)) and ZE?I = EOKI* (Eer»« (P/*))

« The probability of 2 & 24 and 23’ & 25" € Az is
about 27%4 if the condition 2 @ z5*! = x5’ x5! is
satisfied.
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Round before the differential
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| Round after the differential

Fig. 6. The first figure is the first related-key truncated differential and the
second figure is the second related-key truncated differential

o Let E5 be the encryption function of round 5, the
probability of E% (z1) @ F° g/ (xl) = 0 is 27%* and the
probability of 3. (z1) @ E.,. (x81) = 0 is 27 if the
condition zf @ % and 23! @ 25" € Aul is satisfied.

o Therefore, the probability of EL{wxs!) @ EL (x.).

El.(23)) ® EL.. (24™) € Azg'T ig 27394 2764 =64 .
2764 — 27231.

C. Key Recovery Attack on 10-round AES-192

The aim of the attack is to capture 8 bytes of the whitening
key quartet (K, K, K, ,K/*) and 6 bytes of the subkey
quartet (Ko, K, K}, K§*). These bytes correspond to * on
AP and Az'}. This attack needs 256 related keys to construct
the difference AK' depicted in figure 6.

The attack algorithm can be summarized as follows:

e Choose 2°* structures of plaintexts which have fixed
values in eight bytes, namely 0, 3,4,5,9, 10,14, 15 and
obtain the corresponding ciphertexts under under K.
Then, form another structures by XORing difference a in
byte 9 with these plaintexts and get their corresponding
ciphertexts under K*.

o Take 2°* structures of plaintexts which have fixed eight
bytes listed in the previous step and encrypt them to get
the corresponding ciphertexts under K’ by guessing AK”.
Then, construct another structures by XORing difference
a in byte 9 with these plaintexts and encrypt them under
K.
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o Guess bytes, for the byte positions marked as *, of
(kw, k%, K., ki¥) and use third assumption and the dif-
ference Az} by making partial decryptions and encryp-
tions, eliminate some wrong plaintext-ciphertext quartets
which do not satisfy these two conditions.

o Guess 6 bytes of subkey quartet of round 9 and partially
decrypt them one round to compare difference with Az
and ignore plaintext-ciphertext quartets that do not satisfy
desired differences.

o If the remaning number of plaintext is more 16 then the
guessed key quartet is the actual key quartet,if not, run
all steps for the another key quartets.

This attack can be mounted with 2'?° related-key chosen
plaintexts and a running time of 2'%2 encryptions and with a
succes rate of 0.99. For further details of the attack algorithm
one can see [10].

Furthermore, the attackers decrease the number of related
keys from 256 to 64 by making a data-time trade-off that
decrease the required number of plaintexts-ciphertexts to 2124
and increase the required time to 2!83 encryptions.

V. RELATED-KEY DIFFERENTIAL-LINEAR
CRYPTANALYSIS OF REDUCED-ROUND AES

Differential-linear cryptanalysis technique was first intro-
duced by Langford and Hellman [11] which makes use of
both differential and linear cryptanalysis. They have combined
these two cryptanalysis methods in such a way that the
differential part creates a linear approximation with probability
1. Then differential-linear cryptanalysis is unified with the
idea of related-key which exploits the weaknesses of the key
scheduling algorithm to mount better attacks. Related key
impossible differential attacks and related key rectangle attacks
are the most popular attacks on AES that have been presented
recently. However, there was not any research result on the
securtiy of AES against differential-linear attack. In 2007,
Zhang et al. proposed a related key differential-linear attack
on reduced round AES-192 [12]. Since this attack was the first
attempt using this technique, the results of the attacks are not
better than the other related key attacks but improvements of
these attacks can be made to get more desirable results. They
have presented two daifferent attacks on 7-round AES-192 and
one attack on 8-round AES-192 using a 5-round related key
differential-linear distinguisher. Now, we begin by giving this
S-round distinguisher.

A. A 5-Round Related Key Differential-Linear Distinguisher

A 5-round related key differential-linear distinguisher is
constructed as combining a 4-round related-key differential
with a 1-round related-key linear approximation where the dif-
ferential part creates the linear approximation with probability
1. The fact that the equality of the coefficients in two bytes
of one column of the MDS matrix constitutes the main point
in using this distinguisher.

Choose the difference between two related keys K and K*
as ((0,0,0,0), (0,0,0,0), (a,0,0,0), (a,0,0,0), (0,0,0,0), (0,0,0,0)).

The  first  4-round  differential is  built as
follows: Choosing the plaintext difference
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((0,0,0,0),(0,0,0,0),(a,0,0,0), (a,0,0,0)), the input
difference  Az! is cancelled by the whitening subkey
difference, so the difference in all bytes of Aaz{ becomes
zero. This is preserved through SB, SR and MC in the first
and the second rounds until adding the subkey difference
AK,. Then, we get a non-zero value in the first byte of
Az{;. After the MC in round 3, this difference diffuses to
all column. Let’s call the non-zero byte position zero of the
fourth round as . Then, after MC, the first column will be
(02 - 4,6,0,03 - 0). Finally, applying the key addition, we
get equal differences in byte 1 and 2 of Axf. Therefore,
A(z)1 = A(z)2 # 0 holds with probability 1.

In the following SB in the fifth round, a linear approximation
is used. We have

(@)1 @ (@191 = (@) ® (¢°)2 # 0
For every possible 8-bit linear mask )\, the equation
A A @ (@59)1 @ (25)2 @ (23%)2} = 0

is satisfied with a bias of 279.

Since the value of the subkeys keep unchanged in the attacks,
after SR and AR in the fifth round, finally we obtain the
following 5-round differential-linear distinguisher with a bias
of 279

A {A(Igv)ls @A(gi)w} =0

B. A 7-Round Related Key Differential-Linear Attack on AES-
192

Main idea of this attack is applying the 5-round related-
key differential-linear distinguisher given above starting from
the first round, guessing some key bytes of the sixth and
the seventh round for partial decryption, then using the linear
approximation to find the key.

The attack procedure is as follows:

« Construct m plaintext pairs (P, P*) such that P @ P* =
((0,0,0,0),(0,0,0,0), (a,0,0,0), (a,0,0,0)).

o Encrypt the plaintexts P’s under key K and P*’s under
key K™ and get the ciphertexts.

o Initialize an array of 260 counters to zeros.

o Guess bytes in positions 8,9,12,15 of Ws and all bytes
of K. Then, for each ciphertext pair, decrypt to get
two bytes (21)10 and (2)13 and check whether A,
A AT )10 @ Al )13} = 0 is satisfied, where A
is fixed. If this equation holds, increment the counter of
the array.

o If |Thhaxe — m/2| > |Tinin —m/2|, then adopt the key
candidate corresponding to 7,4, where T,,,. is the
highest entry. Otherwise, adopt the key candidate cor-
responding to 75,,;, Where T),;, is the lowest entry.

Data complexity of this attack is 222 chosen plaintexts and

the time complexity is 2'87 encryptions.

VI. CONCLUSION

In this paper, we try to cover all related-key attacks on
AES. In this attack scenario, the attacker is assumed to
choose keys which are related to each other. Because of
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this strong assumption, the number of rounds for which an
academic attack is possible is larger than normal attacks. The
complexities of the attacks are given in Table II. None of the
attacks given in this paper is a real threat to full round AES.

TABLE II
COMPARISON OF ATTACK COMPLEXITIES
AES  Paper Rou Type Data Time Memory
192 [2] 7 RK-ImpDif 256 294 269
[12] 7 RK-DifLin 222 2187 -
[3] 7 RK-ImpDif 252 280 269
[8] 8 RK-Rect 286.5 286.5 -
[12] 8 RK-DifLin 2118 2165 -
[3] 8 RK-ImpDif 2645 2177 269
[9] 9* RK-Rect 285 2182 -
[10] 10 RK-Rect 2125 2182 -
[10] 10 RK-Rect 2124 2183 -
[13] 8 RK-ImpBoo 21224 2160 -
256 [4] 8 RK-ImpDif 2112 2143 -
[6] 9 RK-Squ 285 2224 -
[9] 9 RK-Rect 299 2120 -
[13] 9 RK-ImpBoo ~ 2122:8 92425
[10] 10 RK-Rect o113.9  9172.8
*corrected complexity
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A Survey of the Attacks on AES

Ali DOGANAKSOY, Aslh DARBUKA, Dilek OZBERK, Nese OZTOP, Fatih SULAK

Abstract—In this paper, a survey of the attacks on AES is given.
The aim of the paper is to make a collection of the academic
cryptanalysis of 3 different variants of AES. In this survey, side-
channel attacks and related-key attacks are not covered. Most
efficient attacks such as square attack, impossible differential
attack, boomerang attack, algebraic attack and meet in the
middle attack are given. All attacks can only break reduced
variants of AES. Also, complexities of the mentioned attacks are
tabulated.

Keywords —AES, cryptanalysis, square attack, impossible
differential attack, boomerang attack, algebraic attack, meet in
the middle attack.

1. INTRODUCTION

After the cryptanalysis of Data Encryption Standard (DES),
NIST made a competition for the new standard for block
ciphers. Rijndael, a block cipher designed by Rijmen and
Daemen, won the competition and was adopted as Advanced
Encryption Standard (AES) in 2000. It is the most widely used
block cipher in the world.

AES has a block length of 128 bits and 3 different key
sizes; 128 bits (AES-128), 192 bits (AES-192) and 256 bits
(AES-256). Since the most powerful attacks for block ciphers
are differential and linear cryptanalysis, AES is designed to
be provably secure against these attacks.

AES is a very simple substitution permutation network
(SPN) type block cipher and operates on bytes. S-box which is
based on the inverse operation in GF(2 ) is the only nonlinear
part of AES and for diffusion, shift row and mix column
operations are used. Despite its simple structure, it is secure
against known attacks.

In this paper, we collect all important attacks on AES. All
of the attacks are for reduced round versions of AES and
complexities are not realistic. Due to space limitations, we
omit the description of AES. In section 2, square attack is
given, in section 3, impossible differential attack on AES is
presented. Boomerang attack is presented in section 4. Section
5 is for algebraic attack and in section 6, meet in the middle
attack is given. After that, we conclude the paper and give all
the complexities in Table I.

Notation: Let SB, SR, MC and AR denote the operations
SubBytes, ShiftRows, MixColumns, and AddRoundKey, re-
spectively.

Let K; denote the subkey in the it" round, and K,, denote
the initial whitening subkey. In some cases, the order of
the MixColumns and the AddRoundKey operations in the
same round is changed so, the subkey K is changed with

Ali Doganaksoy, Asli Darbuka, Dilek Ozberk, Nese Oztop and Fatih Sulak
are with the Department of Cryptography, Middle East Technical University,
Ankara, Turkiye e-mail: {aldoks, aslid, dilek, noztop, sulak } @metu.edu.tr.
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Let (2;)o0 , denote the k" column of z;, where k=0,1,2,3
and (z;); is the j** byte of z; (j=0.1....,15). Here, Column(0)
includes bytes 0,1,2,3 and Column(1) includes bytes 4,5,6,7
etc.

II. SQUARE ATTACK ON REDUCED-ROUND AES

Square attack is a chosen plaintext attack invented by Lars
Knudsen particularly for breaking substitution-permutation
network cryptosystems. It was originally applied to the block
cipher Square [1], so named as Square attack. The attacker
uses complete sets of carefully chosen plaintexts and the
concept of multisets, where a multiset is a group of values
which can appear more than once. In the original proposal of
AES [2], a square attack on 4-round AES-128 and its extension
up to 6 rounds are presented. Then, this attack is applied to
AES-192 and AES-256. Moreover, a 7-round attack on AES
for all key sizes is introduced. However, exhaustive search is
much faster than the 7-round attacks on AES-128 and AES-
192 [3]. So, they are impractical. Lastly, the attacks presented
in [2] and [3] are further improved and 8-round attacks on
AES-192 and AES-256 are given in [4].

A. A 3-Round Distinguisher of AES-128

To build a 3-round distinguisher, a A-set, which is defined
as a collection of 256 states that differ in only one byte and
equal in all the other bytes is constructed. The byte which
takes all 256 values is called an active byte. To see the attack
in a more clear way, consider a A-set in which only the first
byte is active and all the other bytes take a constant value.
One should understand the effects of round transformations
on the sets of bytes to follow the steps of the attack. In the
first round, the input of MC is again a A-set. Since SB is
bijective, it leaves the types of sets of bytes unchanged. Also
note that SR does not have an effect on the values of bits in
the bytes. So, it does not change the type of the sets of bytes.
Then, MC converts all the bytes of the first column into active
bytes and hence, after one round encryption, the bytes in the
first column take all 256 values, while the other 12 bytes take
constant values. In the second round, the active bytes in the
first column are diffused by SR so that all columns include
one active byte. Then, the active bytes of these columns spread
over all the bytes of the state by MC. Therefore, each byte of
the input of the third round is active and this is also the case
after the SB and SR of this round. Now, the sum of all bytes is
zero because they take all 256 encryptions. Since MC and AR
are linear transformations, the sum of each byte at the end of
round three is zero. So, a 3-round distinguisher is constructed.
These are illustrated in figure 1. A denotes the active bytes, C
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AlC|C|C| sB |A|CICIC| sr [AlC|CiC] me [AlC|C|C| ar |Aalc|c|ce
Round-1 clelejc| — [clele|ec| — [c|efc|c]| —|alc|c|e| —[alc]c]c
clelelc clclcle clclcle alclelc alclclc
clclcc clclc|c clclelc alclc]c alclcle
alclclec| sa [alc|clc| sg [alc]elc| we (alalala]l ar [a]a]ala
Round-2 AlCic|C|—> |a|ClC|C|—> |C|C|C|A|—> [AA|A Al —» |A|a]a A
alclele alclele clclale Alala]a alalala
alcle]e alcle]e clalc]c alalala AlAlA A
afalalal se [Alalalal sg (Aalalalal we [z]z]z]z] ar [2]2]2]z
Round-3 alalalal —> [alafala)l —= [alala]a| — [Z]Z]z [Z| —|Z]Z]z [Z
AlA|AlA AlAIA A AlAA A Z|zZ|zZ|zZ Z|z|z|Z
AlAlA A AJAJA (A AAJA|A zZ\zlz|Z zZ\|zZ)|z |z
Fig. 1. A 3-round distinguisher for AES-128

denotes the bytes that take all constant values and Z denotes
the bytes whose sum over all 256 encryptions is zero.

B. The Basic 4-Round Attack on Reduced-Round AES-128

The 4-round attack in [2] is based on the 3-round distin-

guisher which is described in the previous section and goes as
follows:
For the attack, it is desired to compute a particular byte at the
end of round 3. So, start decryption from round 4 by guessing
a key byte corresponding to that particular byte. Then, add
this key byte to the corresponding byte of the 256 ciphertexts
one by one. Note that the last round, namely the fourth round,
does not include MC and SR does not have an effect on the
sum of the bytes. Therefore, continue with going backwards
through the S-box. Then, check if the sum of all the decrypted
values of this byte which corresponds to the output of the third
round equals to zero or not. If it is not zero, then conclude
that the guessed key byte is wrong. This can be achieved for
finding other bytes of the key. This 4-round attack uses 2°
plaintexts and their corresponding ciphertexts. The memory
used is negligible.

C. A 6-Round Attack on AES-128

The 4-round attack is extended by first adding one round to
the end of the cipher. The ciphertexts are partially decrypted
up to end of round three by guessing the value of four bytes
of the fifth round key and one byte of the fourth round key.
Then, as in the previous attack, the values of the particular byte
are summed together to check if the sum is zero. Number of
required plaintexts is 2!! and number of ciphertext executions
is 240 since 40 key bits are guessed. Then, add one more round
to the beginning. The output of this additional round should
be a A-set in order to apply the basic 4-round attack after the
first round. So, the output of MC in the first round has one
active byte. This byte depends on four bytes of the plaintext
and four bytes of the round key. A set of 232 plaintexts are
constructed by taking all possibilities of the four bytes which
affect the active byte of the input of the second round. Then,
a set of 256 plaintexts can be selected which result in a A-set
in the second round by using the 232 plaintexts and making
an assumption for the value of the 4 relevant bytes of the first
round key. This 6-round attack requires 23 plaintexts and uses
272 ciphertext executions. The memory used is 252,
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D. Improvements of the 6-Round Attack

The 6-round attack presented in the original proposal is
improved in [3] and [4]. First, the 6-round attack is adapted to
AES-192 and AES-256 [3]. The writer takes the advantage of
changing the order of round transformations and dependencies
between the expanded key bytes. The key addition is achieved
before SR. In this addition, a key which is equivalent to the
actual round key is used. This attack uses 232 chosen plaintexts
and the time complexity is 289, In [4], an improved Square
attack on 6-round AES suitable for all key sizes is described.
Different from the previous attacks, this attack uses a new
technique called “partial sum’ and all the 232 chosen plaintexts,
guesses just five bytes of the round keys at the last two rounds
instead of guessing four round key bytes at the beginning. 232
ciphertexts are partially decrypted two rounds by guessing one
byte of the fifth round and four bytes of the sixth round. Then,
the single byte determined at the end of decryption is summed
over all ciphertexts. Now, this sum can be written in this way:

Z S~ [So[ci 0®ko]® S [ci1 k1)@ Sa[ci 2Dha]®S3[c: 3Dks3]]

where S;, @ € {0,1,2,3}, are bijective S-boxes such that each
one is composed of an inverse AES S-box which is followed
by a multiplication with a field element from the inverse MDS
matrix, ¢; ; is the j** attacked byte of the ! ciphertext, and
ki, i € {0,1,2,3} denote the five guessed key bytes.

This sum is organised by introducing the ‘partial sum’ in a
more effective way. For each k, a partial sum is defined as;

o= Y50 Sile; @ k]

here the subscript i of ¢; ; is not used since it is not considered
about a particular text. The desired sum is computed by using
the map (cg, c1,¢2,¢3) — (g, Cpt1,--., ¢3) Which is obtained
from the partial sum and counting on some particular images
of that map by guessing the stated key bytes. The complexity
for this' 6-round attack is 2** which shows the attack was
improved vigorously.

E. 7-Round and 8-Round Attacks on AES-192 and AES-256

The 6-round attack presented in the proposal can be ex-
tended to 7-round AES-192 and AES-256 [3]. It is similar to 6-
round attack, but this time the attacker simply starts decryption
from the seventh round by guessing all bytes of the last round
key. Naively, this causes guessing 128 more key bits. However,
since there are dependencies between the expanded key bytes,
the complexity of the attack is 2'70 for AES-192 and 292
for AES-256. In [4], two improvements are made for this 7-
round attack. First improvement uses the new technique partial
sum. This new technique helps to save work if there are more
ciphertexts than possible values for the intermediate result.
For AES-192, the guesses of the last round key give four key
bytes in round 6 and one key byte in round 5. Then, using the
partial sum technique, each structure is reduced to 224 counters
after guessing the last round key. This can be done for each
of the 128 key bits guesses in about 232 memory lookups by
using some precomputed tables. Overall cost of the attack is
in order of 2'63 S-box lookups because there are three phases
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each of which costs 2169, This overall cost is approximated
with 2155 trial encryptions. For AES-256, knowing the last
round key does not provide any information about the sixth
round key but gives most of the fifth round key. After guessing
the last round key, the four bytes are computed for each of
the 232 texts for a total cost of 2190 lookups. Each of the
next phases has cost of 2176, So, the cost per structure is
2178 Jookups, namely about 2'7° trial encryptions. Since five
structures are used, the overall complexity is 2'72. Then, a
second improvement is made by introducing a new concept,
“herd”. The attacker focuses on a particular byte in round 1
after MC and fixes a value on this byte. Then, a set of 2120
encryptions are made. This set consists of a list of 23% packs
where each pack contains 224 groups of 2% encryptions varying
in a single byte of the output of MC in round 2. This structure
of 2120 encryptions is called a herd. Using this concept and
some properties of the cipher, a second improvement for the 7-
round attack can be made. By this improvement, one can break
all key sizes with lower overall complexity but this requires
the entire codebook of texts. Using these improvements, an
8-round attack can be mounted faster than exhaustive search.
For AES-256, 22°% and for AES-192, 288 work is needed.
However, since again one needs the entire codebook of texts
(2128 — 2119 texts) , the attack is impractical.

III. IMPOSSIBLE DIFFERENTIAL CRYPTANALYSIS OF
REDUCED-ROUND AES

Impossible differential cryptanalysis exploits differentials
that hold with probability O (impossible differentials) to elim-
inate the wrong keys and leave the right key candidate. Up to
now, several impossible differential attacks on AES have been
proposed. In 2000, Biham and Keller presented an attack on 5-
round AES-128 using a 4-round impossible differential which
is the first impossible differential attack on AES [5]. The attack
eliminates wrong keys of the first round by showing that the
impossible differential property holds in the last four rounds.
In [6], this impossible differential attack was expanded to
six rounds by using the same 4-round impossible differential.
They put this impossible differential in the middle of six
rounds and covered some bits of the first and last round’s
subkeys. Both in [5] and [6], the attacks were applied to
AES-128 and based on the weaknesses which results from
the characteristic of the optimal linear layer. These attacks
are chosen plaintext attacks and they are independent of
the specific choice of S-box, the multiplication polynomial
of MC and the key schedule. Therefore, the same attacks
in [5] and [6] can also be applied to AES-192 and AES-
256. However, in [9], R.C.-W.Phan proposed an impossible
differential attack on 7-round AES-192 and AES-256 which
works by exploiting the weaknesses in the AES key schedule
and improves the data and time complexities significantly. In
2007, Zhang et al. presented some new results on impossible
differential cryptanalysis of AES. They introduced new attacks
on 6-round AES whose complexity is much lower than that in
[6]. Moreover, they extended the attack to both 7-round (which
can be applied to all key variants of AES) and 8-round AES-
256 and made an improvement of the 7-round attack on AES-
192 which was given in [9]. Also again in 2007, Chen et al.
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presented two methods of impossible differential cryptanalysis
of 7-round AES-192 and 8-round AES-256 combined with
time-memory trade off by exploiting weaknesses in their key
schedule [12]. Complexities of their attacks are slightly better
than that of [10]. However, since the attacks given by Zhang
et al. [10] can be applicable to all key variants of AES and we
do not want to go into the details of the AES key schedule,
in this paper we will deal with the attacks given in [10].

In [7], Phan and Siddiqi proved that there exists no impossible
differential greater than four rounds that can be constructed
with the miss-in-the-middle technique. In all of the above
attacks, the same impossible differential property is used, so it
is better to give these 4-round impossible differentials at first.

A. 4-Round Impossible Differentials of AES

Round 1:
N N N N N
SB SR MC Iy AR [
> — T — .
N N
N N N[N|N[N N|N|N[N
Round 2 il i ey 1 1 e V] 1 G
PURC:Y N N N[N[N[N NN|N[N
N N N[N |[N|[N N|N|[N[N
| ....Contradiction!........... TR T
12171 [ [z ... T2]2]= HEE
sa 7 717 SR ?217?]? MC 71?1 ? AR 21?17
Round 3: <«— - “ ——«— - —«— |+
2|7 7 2|22 2]2]2 2|22
HEE AEE 2] 2] AEE
o 3 E - 2|22 2022
8B 22l 2 SR 2| 2|2 AR 2| 2|2
Round 4:  +— -— -«
21712 712 > 7|7 7
21717 7 2|2 v 212

N a non-zero value, ?: any value, |:|: zero
Fig. 2. A 4-Round Impossible Differential of AES

4-round impossible differentials are constructed as combin-
ing two 2-round probability-1 differentials in opposite direc-
tion where the interimediate differences induce a contradiction.
This 4-round impossible differential states that given a pair
of plaintexts which are equal in all bytes except one, then
the ciphertexts after four rounds can not be equal in any
of the following combination of impossible byte positions:
(0,7,10,13), (1,4,11,14), (2,5,8,15) nor (3,6,9,12). This can be
explained as follows: The difference before the first MC is in
one byte, it diffuses to one column after MC. In the second
round, after SR, every column has a difference in different
bytes; when the second MC applied, the data differs in all
bytes. On the other hand, if the ciphertexts are equal in one
of the four impossible combinations of bytes, then before SR
in the fourth round, the data is equal in one column and so
is after SR in the third round. When SR™! and then SB~!
are performed, the data is equal in four different bytes. This
contradicts with the fact that the data differs in all bytes after
the second MC.

B. An Impossible Differential Attack on 6-Round AES

Main idea of this attack is applying the 4-round impossible
differential given in figure 2 between the second and the fifth
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round, guessing some key bytes of the first and the last round
for partial decryption, then eliminating all wrong keys by using
impossible differentials. Illustration of the 6-round attack in
which the prob. means that the probability is different from 1,
is given in figure 3.

The attack procedure is as follows:

e Choose a set of 232 plaintexts which have all different
values in bytes (0,5,10,15). Generate n such structures.

o Choose the plaintext pairs whose ciphertext pairs have
zero difference in all but the two bytes (3,6).

o Guess the value of the subkey bytes (Kg)3, (Kg)g and
partially decrypt these ciphertext pairs in order to get the
outputs of the fifth round.

o Check whether the difference in at least one of the four
4-byte sets is zero where the four sets are (0,7,10,13),
(1,4,11,14), (2,5,8,15) and (3,6,9,12). If not, discard the
pairs.

« For every remaining ciphertext pair, consider their plain-
texts and using the precomputed hash table and the list
of all 232 possible values of the bytes (0,5,10,15) of K
get rid of the wrong keys.

[ N
T AR 1
AP = N B 5
N = N
N N
N N N N
E—— o SB [x MC AR
ound 1: e —» — o
N SR prob
[ N
7 MC M
Round 5 ...4- round impossible differential .« - -«
2| prob N
2 H
sg” AR
Round 6: 2 -«
N SR N N
N N ]
N: & non-zero value, 7: any value. [ zerc
Fig. 3. Impossible Differential Cryptanalysis of 6-round AES

Data complexity of this attack is 214 chosen plaintexts,
time complexity is 2°° encryptions, and the required memory
is 21° bytes. In this attack, a data-time trade off can be done
by guessing more bytes of subkey K¢ so that after partial
decryption the number of nonzero bytes in the output of the
fifth round reach the most possible. This trade-off reduces the
data complexity to 277> chosen plaintexts and increases the
time complexity to 204 encryptions.

C. Extending 6-round attack to 7-round

The above attack can be improved to attack 7-round AES.
The main idea is guessing some bytes of the last round subkey
K5, decrypt the last round and apply the 6-round attack as
described above. In this extension, different from the 6-round
attack, the order of MC and AR in the fifth and sixth rounds
is changed in order to guess less key material and the subkeys
K5 and K are replaced with equivalent subkeys.

Data complexity of this attack is 211°-° chosen plaintexts, time
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complexity is 2''® encryptions, and the required memory is
2% bytes.

Note that, these two attacks are applicable to all key variants
of AES and can be improved to attack 8-round AES-256.

IV. THE BOOMERANG ATTACK ON 5 AND 6-ROUND
REDUCED AES-128

A. Overview of the Boomerang Attack

The Boomerang attack introduced in 1999 by Wagner [13]
is a chosen plaintext-adaptive chosen ciphertext attack based
on differential cryptanalysis. The attack treats the block cipher
as a cascade of two sub-ciphers which have short, high
probability differentials and combines these two differentials
to make a successful attack on the given cipher. However, the
boomerang attack has a strong assumption states that in order
to attack a cipher, the attacker should have decryption box
of the cipher besides the encryption box and this assumption
makes this attack unrealistic. Furthermore, the boomerang
attack can also be performed by using truncated differentials
instead of using conventional differentials.

B. The Boomerang Attack on 5 and 6-Round Reduced AES-
128

The attack presented by A. Biryukov [14] is a generic
method to attack 5 and 6-round substitution-permutation net-
works (SPNs). In this study, the boomerang distinguisher is
constructed by exploiting incomplete diffusion property of
SPNs (including AES), not the properties of S-boxes or other
components of the cipher. This attack is better than square
attack in terms of speed, however, it has much more data
complexity than square attack.

C. Attacking to 5-Round AES-128

N ]
PEI Y IR SN ‘:‘},:.‘F’r 1
1 le__l“l”ll l‘fh]‘__l [TTTT] 4,0
i ’/z"\‘_\‘ /‘-—,_______R-:_._:___‘___‘_:h
“SS=u ass wams |
— — — .
l‘leI | SIE 1 S { [l l-.u.rl LLITT 2
\'\‘:‘::H e = 1 : ‘:m/ ’_,',.7' i
i 0 i B PR T

Fig. 4. The Boomerang Quartet for AES Reduced to 5-Rounds

Truncated differerentials are used in the construction of
the boomerang distinguisher. (For further details about the
construction of the boomerang distinguisher, see [14]). The
probability of the above boomerang distinguisher is 2722 -
9-32  9-13.5 _ 9—6T.5_

The attack algorithm goes as follows:
o Choose a pool of 232 plaintexts P; which have all possible
values in the four bytes depicted in figure 4 and find their

corresponding ciphertexts C;.
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o Construct a pool of ciphertexts C;° which have A dif-
ference between C;, i.e C = C; @ A ,A is a one-byte
difference, and find their corresponding plaintexts P;".

o Choose the pairs ;" and P} which have non-zero differ-
ences in eight bytes.

o For each quartet P;, P;,P; and Pj* that pass third stage,
guess 32-bit of the first round subkey corresponds to non-
constant bytes.

The attack needs 2° pools of plaintexts, that is, in total
238 chosen plaintexts and adaptively chosen ciphertexts. It
necessitates 23° running time of encryptions and 236 bytes
for the memory required.

In addition, by using the same boomerang distinguisher, this
attack can be extented by adding one round at the bottom
to attack 6-round reduced AES-128. In this way, by guessing
extra 32-bit of the sixth round subkey, the attack on 6-round
reduced AES-128 can be mounted with 27! data and time
complexities.

V. ALGEBRAIC ATTACK

Algebraic attack uses the algebraic structure of the cipher.
In most of the block ciphers only nonlinear part is S-box.
Algebraic attack uses this property and writes S-box as
a Boolean function. If the degree of this function is low
(2 for example), then one can rename the quadratic terms
as other unknowns and try to solve this huge number of
linear equations using mathematical methods, such as Gauss
elimination. Actually algebraic attacks depends on algebraic
structure of S-boxes, not the structure of the cipher. AES
also has only nonlinear part as its S-box. However, since
this S-box is based on inverse operation, algebraic degree is
254 in GF(2®). Assume that S-box has input x;,as,...,2g
and output y1,ys,...,ys. y; has high algebraic degree in
the x;, but there are other implicit multivariate equations of
the form P(x1,...,zs,y1,...,ys) that are for low algebraic
degree d < 2. Assume that the number of such equations
is 7 and ¢ is the number of monomials that appear in these
equations. In general, ¢ is around (fi) If ¢ is very low, then
we say that the equations are sparse. Also, if » = s, then
equations give enough information about the S-box. However,
if » >> s, then we say that the system is overdefined. In
[16], a method for representing AES-128 with 8000 quadratic
equations and 1600 variables is presented. The problem is
solving multivariate quadratic equations which is known to
be NP-hard. The most obvious way is to use linearization and
eXtended Linearization (XL) with Gauss elimination. Using
this method these equations can be solved in 233° time. In [16],
the authors show that if the MQ is sparse it is easy to solve and
present a new method called eXtended Sparse Linearization
(XSL). In normal XL method, all equations are multiplied by
all possible monomials of some degree D —2, but in XSL only
carefully chosen monomials are multiplied. However, for AES
no results better than 2256 is found. Still, algebraic analysis
of AES is a hot topic and researchers are trying to combine
algebraic attacks with different type of attacks.
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VI. MEET IN THE MIDDLE ATTACK ON REDUCED ROUND
OF AES

In square attack, using 3-round distinguisher, one can attack
to four rounds then, extend this attack to six rounds. Due to
the special structure of AES, searching for more square like
properties is essential.

A. 4-Round Distinguisher

In [15], Gilbert and Minier presented a 4-round distin-
guisher. By considering how plaintext changes over four
rounds, they observed that in a set of 256 plaintexts with only
the first byte is active (takes all possible values) and other bytes
are passive, after four rounds the first byte is determined by
nine fixed 1-byte parameters.

Gilbert and Minier also observed that four of these constant
bytes depend on the values in the first column, but four of
them are independent of these values. Using this information
they form a pool of 216 plaintexts where the values are given
randomly to the first column and the other columns are fixed.
Using birthday paradox, a collision will be found with high
probability and this distinguishing property is used to attack
AES up to seven rounds.

B. 5-Round Distinguisher

Demirci and Selcuk improved this attack [17]. They ex-
panded the attack one more round and under the same as-
sumptions of [15], they observed that after five rounds, the
first byte depends on 25 fixed 1-byte parameters instead of
36. In order to make an exhaustive search on these bytes, 2200
time complexity is needed. Therefore, this distinguisher can
only work for AES-256.

C. A Meet in the Middle Attack on 7-Round AES

Attack on AES-256 can be summarized as follows:

o Considering 5-round AES as a function, first, all possible
functions from the first byte before encryption to the first
byte after five rounds is precomputed.

o Similar to the other attacks, one round is added before
and after the distinguisher.

o The subkey blocks in both of the new rounds are guessed.

o By using the guessed subkeys, plaintext and ciphertext
pairs are encrypted and decrypted one round, respectively.

o Using precomputed tables, keys are checked whether the
distinguishing property is satisfied or not.

The attack needs 2%° chosen plaintext-ciphertext pairs which
is not so many, but the critical part of the complexity is
the precomputation part which is 22!, Time and memory
complexities are 289 and 22!8 respectively.

D. Extension to 8-Round

By guessing the last round key, 8-round AES can be broken
with 2200 time complexity since the time complexity on 7-
round attack is only 289, The attack described here can not be
applied to AES-192. Demirci and Selcuk also present a time
memory trade off approach in [17]. Since the complexity is
dominated by the precomputation phase, this approach can be
effectively applied. The results are given in Table I.
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VII. CONCLUSION

In this paper, we try to cover all attacks on AES. The
complexities of the attacks are given in Table I. None of the
attacks is a real threat to AES, but these are used to understand
the security margin of the number of the rounds used. The best
attack for AES is time memory trade off attacks, however since
they are applicable to all block ciphers we did not cover it. We
plan to study deeply meet in the middle attack and algebraic
attack as a future work.

TABLE 1
COMPARISON OF ATTACK COMPLEXITIES

ISCre

AES  Paper Rou Type Data Time Memory
128 [2] 4 Squ 29 29 B
[2] 5 Squ 911 240 R
[2] 5 Squ 232 240 232
[14] 5 Boo 239 239 933
[2] 6 Squ 232 272 932
[3] 6 Squ 232 280 932
[4] 6 Squ 6. 232 944 _
[14] 6 Boo pical 271 933
[10] 6 ImpDif gILED 250 945
[18] 6 ImpBoo 9l12.2 9112.3 .
[3] 7 Squ 932 9208 .
[10] 7 ImpDif 2115.5 2119 945
nsr 7 ImpDif 2115.5 2119 ;
192 3] 7 Squ 232 oTST 532
[4] 7 Squ 19 - 232 9155 .
[9] 7 ImpDif 292 2186 9157
[10] 7 ImpDif 292 2162 \
[18] 7 ImpDif 291.2 9145.5 E
[12] 7 ImpDif 994.5 9157 9129
[17] 7 MitM 232 280 9217
[17] 7 MitM-TM 233+n 9824n  9217-n
[4] 8 Squ 9128 _ 9119 9188 B
256 [3] 7 Squ 232 5200 532
[4] 7 Squ 19 .932 9172 .
[17] 7 MitM 232 980 9218
[17] 7 MitM-TM 234kn, 982+4n 9218—n
[4] 8 Squ 2128 _ 9119 9204 =
[18] 7 ImpBoo 9112.8 2186.9 =
[10] 8 ImpDif 2166.5 9247.5 P
[18] 8 ImpDif 289 9247.5 }
[17] 8 MitM 232 2208 9216
[17] 8  MitM-TM 234+n 92104n  9216—n
[12] 8 ImpDif 9101 9228 9201
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Algebraic Cryptanalysis of Reduced AES

Ameneh FARHADIAN, M.R. AREF

Abstract—Algebraic attack on AES was proposed, recently. It
was called XSL attack. The suggested computational complexity
of this attack on AES is not dependent on the number of cipher
rounds, roughly. So the implementation of attack is not practical
even for the low number of AES round. In addition, the estimate
given for the number of linearly independent equations
generated by XSL technique has not been proved exactly and it
can not be checked even for reduced AES, because the mentioned
reason. But there is a question: weather it may be possible to
have another equation system expressing the AES that enable the
algebraic attack on reduced AES with computational complexity
proportional to the number of rounds. In this paper a new
equation system for AES is proposed that results in new
algebraic attack on reduced AES up to 5 rounds. Solving this
equation system even by worst method like guessing the
unknowns is faster than the brute force attack.

Keywords — Algebraic cryptanalysis, AES, Closed form
representation, Ground idea.

[. INTRODUCTION

lgebraic attack on ciphers has gained more and more

attention in cryptography[1]-[6]. The idea of algebraic

attack is to express a cipher by a system of equations
whose solution revels the secret key. So the differences in the
way of generating the equation system or in the methods of
solving the equation may result in different algebraic attacks.
The algebraic attack on AES [7] was proposed by Courtois
and Pieprzyk in [1], it was called XSL attack. The
computational complexity of this attack has not been proved,
perfectly. Because the estimates given for the number of
linearly independent equations generated by the XSL
technique, appears to be inaccurate. Murphy and Robshaw
have improved this attack by rewriting the equations in
GF(2*) instead of GF(2)[2]. They argue that it should be
possible to break 128-bit AES with an effort equivalent to
2'% AES encryption, of course if the estimates for XSL
technique are valid.
In [8], a simple closed form of AES was presented. But
solving this equation or using it in cryptanalysis has remained
as an open problem, until now. In this paper we use solving
such closed form of equation by some difference to

Manuscript received November 9, 2008. This work was supported in part
by ITRC under Grant T500/5990.

A.Farhadian received the B.S., and M.S. degrees, in Electrical Engineering,
from Sharif University of Technology of Iran. (Phone: +98-21-44990823; e-
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M.R. AREFis with the Electrical Engineering Department, Sharif University
of Technology. (phone: +98-21-66165935; e-mail: aref@sharif.ir).
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cryptanalysis reduced AES. The obtained equation system
could be solved faster than brute force attack even by
guessing the unknowns.

The equation system is established in the next section. The
Section 3 deals with solving discussion of the obtained
equation. An improved attack is presented in Section 4.
Finally we summarized the paper in the Section 5.

II. GENERATING THE EQUATION SYSTEM

In algebraic cryptanalysis of block cipher, usually a big
equation system with large number of equations and
unknowns is established. But here, only one equation is
written to describe the cipher and cryptanalysis is done by
solving this equation for some chosen plaintexts.

In AES encryption, all the operations can be expressed in
GF(2°%) field. So every intermediate byte or output byte can

be expressed in closed form of input bytes, easily. In [4],
Ferguson et al. derived a closed formula for AES (rijndael)
that can be seen as a generalization of continued fractions. We
use such closed form equation by some modifications. Before
generating the equation, let define the notation that will be
used. We refer to FIPS 197 [7] for a full description of the
cipher.

D;; One byte of plaintext which is placed in i-th row and j-th

column of block.
¢, . One byte of ciphertext which is placed in i-th row and j-

Ly
th column of block.
S(x) S-box function by input byte x.
p,”) The input byte of r-th round which is placed in i-th row

and j-th column of block.
a,, B, .y, Coefficients of the mix column operation.

A, Coefficients of the mix column inversion operation.
k i(f/) One byte of subkey in r-th round, which is placed in i-th

row and j-th column of block.

Using the defined notation and description of the cipher, the
p.’l, one input byte of the third round can be written as
pr(ns,)n = af (z B.S (p[,_c e +k[,.(, e )+k/(11.3c| )
)Tk

+azS (Zﬂz,es (Pfh,.,/z_(, +kiu e

(M

+a,S (z BS (P,';‘e g T ki“,/‘“ )+ k;}],)k} )

U] (2)
Jae )+ kk4114) + kpvq

+Ol4S (Zﬂ4,eS (Pi“,,/” +ki” N
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Now we want to simplify this equation. For this reason, we
choose only plaintexts which are identical in all bytes except
one, say p, . . We call it “active byte”. Choosing plaintexts

in this way enables us to summarize the equation. Now, we
have some constant components in the equation for this set of
chosen plaintexts. We summarize these constant parts in
equation by assigning a new simple constant parameter. One
constant part in the (1) within such chosen plaintexts are
shown by underling. Using this idea, equation (1) is rewritten
to

pfj?ﬂ = aS(pS (pi._.,f” +k,M.”)+const1)+const2 )

In (2), const,is equal to the part that is underlined in (1).
As we see, the number of unknowns are reduced in (2),
notably. If we consider the reduced 4-round AES, the p,°
byte can be expressed by ciphertext bytes, too. The
expression of pl.(f; according to ciphertext bytes is
S =ky+ > A8 etk ) B)

1<y <4

Please note that k'

. 18 the subkey that is obtained after
transposition of two linear operations in 3-th round. “Add
round key” operation and “Mix column” operation are
transported together. Since both of them are linear, this
transposition doesn’t have any effect on cipher. Just, we
should notice that replacing these two operations requires
changing the corresponding subkey. (By performing the mix
column inversion operation on corresponding subkey)
Combining (2) and (3), we have

S(a1S (IBIS (pi1.1~.f|.1 +ki|.|v,/1,1
=k Y A8 ey k) Y

1<y <4

) +const, ) +const,)

Now, we could find a relation between plaintext bytes and
ciphertext bytes for 4-round AES. Let develop this equation to
5-round AES. We know that each output byte of mix column

operation in 3-th round is a linear combination of S (p ,(3!)) .

thus

b = 1SN+ S PN+ S I +rS@) (6)

And Substituting (5) into (4), it gives

b)(n},)n = 7S@S(BS (P, + kw.I )+const, ) +const, )
+7.8(a,S(BS (p, ;, +k, ;) +const, ,)+const, ,) 6
+ 758 (S (B,S (p,,;, +k, ;) +const, y)+const, ;)
+7.8(,S(BS(p, ; +k, ;) +const, ) +const, )

In other hand, b;:; can be represented by ciphertext bytes as

follows
by =S+ D S ey, Ak, DR, ()

m.n m,n
1<y <4

Combining [6] and [7] results in
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ST+ 2 A8 ey, + kD, DK, =

1<y <4
nS(@S(BS(p, ; +k, ;) +const,,)+const,,)
+ 7,5 (a,S (B,S (pw.I +kw.1 )+const,,)+const,,) (8)
+ 758 (S (B,S (p[]'jI + kw1 )+const, ;) +const, ;)
+7.8(a,S(BS(p, ;, +k, ;) +const,,)+const,,)

The resulted equation is very interesting. We could find an
equation that relates the plaintext bytes and cipher text bytes
together, with low number of unknown variables. The number
of unknown variables in this equation is only 15.

After generating the equation for 4-round and 5-round
AES, let's investigate the solving strategy. In the next section
we deal with the strategy of solving.

III. SOLVING THE EQUATIONS

Since the number of unknowns in the equations is low, the
first way that appears to solve the equation is to guess the
unknowns. The equation corresponding to 4-round AES has 8
unknowns. And other equation corresponding to 5-round AES
has 15 unknowns.

The second way is to substitute the S(x) relation in the
equation. From [7], we know that
S(x)="63+"'05"x > +'09'x > +'£9'x ¥ 4+125'x ©

+1 4% 01 P b5 x " 8
Substituting S(x) relation in original Equation results in a
multivariate polynomial over GF(2*) with maximum possible
degree. Solving the resulted multivariate polynomial seems to
be very difficult. We don’t have any proper tool to solve such
equation.

Another way is to use xy =1 relation for nonlinear part of

s-box. This idea was used in establishing the equation system
for XSL attack on AES. According to [1], it is possible to
have 23 implicit quadratic equations with 80 distinct terms for
each s-box. We define new variables and expand the equation
to be possible to use such above-mentioned implicit equation
system for s-box. Each s-box should be assigned to a new
defined variable like as follows for 4-round AES equation
S(eyS(BS(p,, an kn..J... )+const,) +const,)
N

Y1

Ya

‘ (10)
=k D A8 e, R

1<j<4d Y—m— 2——

j

Thus
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v =8 i, Tk )
Y, =850,
Y3 =80,),
z, :S’l(cwl +k1§?.)11)
Z, :Sil(ckl.l2 +k1f»?12)
Z, :S_l(ck]w,] +k:j?,3)
z, :S"(ck‘.,q +kk(j?14)
Y=k D+ Az + Az, + Az + A2,
In above equation system, there are 10 equations over

GF(2*). Each equation over GF(2%) is equal to 8 equation

over GF(2). We have 7 s-box relations that each of them can
generate 23 implicit quadratic equations. Therefore this
equation system is equal to an equation system over GF(2)

v, =By, +const,

v, =a,y, +const,

(an

with 185 (7x 23 implicit quadratic +3x 8 linear) equations
and 136 unknown bits and nearly 591 distinct terms. The
number of equations is more than the number of unknowns by
49, so the XL method can be successful to solve the system.
But it seems that the work load will be more than to be
acceptable. In future, may be, one can solve this equation
system better.

Let come back to first way, guessing the unknowns. In the
equation corresponding to 4-round AES, there are 8 unknown
bytes, so the search space has (2°)° elements. Fach element

should be tested by computing the equation and check the
equality for it. To overcome the answers by chance, we should
iterate the test at least 8 times for 8 different chosen plaintexts.
Because the probability that equality holds by chance is 2°°.
The computation of equation takes 1/8 of work load taken for
one 4-round AES encryption. Therefore the work load of this
attack is 2% .

There are 15 unknown bytes in 5-round expressing
equation. So, 15 bytes should be guessed. To overcome the
answers by chance, we should iterate the test at least 15 times
for 15 different chosen plaintexts. Finally, the work load will
be2"”'"*. This is lower than exhaustive search by factor of
265 .

In the next section we will improve this attack.

IV. THE ATTACK IMPROVEMENT

As we saw in the previous section, the resulted equation can
be solved by guessing the unknowns with computational
complexity lower than exhaustive key search attack. Here, we
want to improve the prior attack.

Equation (4) can be rewritten as follows

k) =S(aS(BS (p,, . +k, . )+const))+const,)
+ 2 A8y, R
I<y<4 i
We see that the left hand side of the above equation is a byte
of subkey and is constant for every plaintext. Therefore it

doesn’t need to guess the k° . It is sufficient to compute the

(12)
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right hand side of the equation and to check if the computed
values for right hand side are identical for all chosen
plaintexts. If they are the same, the guessed values for
unknowns can be correct. So it is sufficient to guess only 7
bytes and to compute the right hand side. By means of this
idea, the number of unknown is reduced. The number of
chosen plaintexts that the right hand side is computed for them
should be enough to overcome the answers by chance. The
probability that n bytes take the same value by chance is

2%/(2%)". And the search space for 7 unknown bytes has
(2% elements. Thus n should be at least 8 to overcome the
wrong solutions. In this case, the computational complexity
would be 2% . It shows that the attack is improved by factor of
2% to prior attack.

We define the k/® term as “Ground” of the equation [9].

Since it is constant within all chosen plaintexts and can be
considered as a ground for our computations.
Now we want to use the “Ground” idea to improve the 5-

round AES cryptanalysis, too. In (8), k) can be taken as a

“Ground*. Thus

Ground =k,(:‘)n =

Sil(k;:fj‘; N z /?'ySA(Ck‘ A +k1§f),1t_ )
1<y <4

+ 7S (S (5S 279 +kim )+const, ) +const, ) (13)

+1.8 (S (BS (p, ,, +k, ;) +const ,)+const,,)
+ 78 (S (B,S (p,, ;, tk, ;) +const y)+const, ;)
+7.8(a,S(BS(p, ,, +k, ;) +const ,)+const,,)

Now, there are 14 unknowns, which should be guessed, to
compute the “Ground” value. Since the search space has
(2%)'* elements, we should compute the Ground parameter for

at least 14 chosen plaintexts to escape from accidental wrong
outcomes. If the guessed variables are correct, the computed
Ground for all chosen plaintexts will be the same. In this case,
the computational complexity is 2'"* that is improved by
factor of 2° rather prior attack. It is better than brute force
attack by factor of 2'°.

V. CONCLUSION

In this paper, a new algebraic attack on reduced AES is
proposed. It was shown that for the reduced AES up to 5
rounds, it is possible to write an equation that relates the
plaintext and ciphertext bytes together. Solving this equation
even by guessing the unknown is faster than brute force
attack. The attack was improved by the Ground idea. The
proposed algebraic Ground attack could break 4-round and 5-
round AES by respectively 2°° and 2'?computational
complexity. The number of required chosen plaintexts for
cryptanalysis the 4-round and 5-round AES is 8 and 15,
respectively.

Although, some more efficient structural attacks such as
square attack [10], impossible differential attack [11] and
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collision attack [12] were proposed on reduced AES before,
but the new proposed attack in this paper is the first successful
algebraic attack on reduced AES. It seems to be hard to extend
the attack to more than 5 rounds. But may be, one can do it
some years ago.

(1

[2]

B3]

[4]

[

(6]
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Cryptanalysis of Strengthened Magenta

Orhun KARA

Abstract—In this paper we mount a reflection attack on a
modified version of Magenta. Magenta was one of the block
ciphers submitted for the AES contest. Indeed, Magenta has
been already broken during the AES contest and hence has been
disqualified. We first strengthen Magenta by double encryption
and by adding two more rounds. We call this new cipher as
MagentaP2. We claim that MagentaP2 is strong against any
attack including the attack mounted on Magenta, except refection
type attacks.

One prevalent adoption in crypto community is that increasing
the number of rounds of a block cipher enhances the security
level. In fact, we give a counter example against this adoption.
Magenta stands well against reflection attacks whereas Magen-
taP2 is vulnerable to reflection attacks even though its number of
rounds is more than twice the number of original Magenta. The
workloads of our attack are 2°°, 213 and 2!%° encryptions with
at most 2°¢ known plaintexts for 128-bit, 192-bit and 256-bit key
lengths, respectively.

Keywords —Block Cipher, Round Function, Round Key, Key
Schedule, Cryptanalysis, Self-similarity.

[. INTRODUCTION

In this paper we mount a reflection attack on a fortified
version of Magenta by means of increasing its round numbers
and double encryption. The reflection attack is a new type
of self-similarity attack and the attack idea has been first
appeared in [13]. The first applications with extensions have
been presented in FSE 2007 [14] and in INDOCRYPT 2008
[12].

Apart from reflection attacks, there are two more generic
attack types exploiting some degree of self-similarity among
round functions: One of them is the slide attack [5], [6]. The
typical slide attack can be applied if the sequence of round
keys has a short period. The other attack type is the related-
key attacks proposed by Biham [1]. Unlike slide attacks and
related-key attacks, reflection attack exploits similarities of
some round functions of encryption process with those of
decryption. This is the main difference from the previous
self-similarity attacks, which exploit the similarities among
round functions only in encryption process. Consequently,
some ciphers resistant to related-key attacks or slide attacks
can be vulnerable to reflection attacks.

Magenta was one of the candidate algorithm for AES during
NIST-AES contest and has been broken immediately after the
commencement of the contest [2]. The major pitfall of the
algorithm was not a weakness of the round function but was

The author is supported in part by the European Commission through the
project FP-7 ICE under the project grant number 206546.

0. KARA , TUBITAK UEKAE

National Research Institute of Electronics and Cryptology, Gebze 41470
Kocaeli/Turkey, orhun@uekae.tubitak.gov.tr
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its extremely simple key-schedule algorithm. We strengthen
Magenta by double encryption and by adding two more rounds
in order to foil the attack in [2]. It is also interesting that slide
attacks and related-key attacks are probably not applicable
to the strengthened version. On the other hand, we mount a
reflection attack on the strengthened version.

It is quite unusual that increasing the number of rounds
may cause weaknesses in terms of reflection analysis in some
cases. Magenta is strong against reflection analysis. However,
reflection attack works quite well on MagentaP2, having more
rounds. The attack exploits extremely large number of the fixed
points produced by the encryption function of Magenta. The
workloads are 26°, 2!3! and 2'9% encryptions with at most 266
known plaintexts for 128-bit, 192-bit and 256-bit key lengths,
respectively.

Organization. We give a brief description of the algorithm
Magenta in section II and then describe the modified version
MagentaP2 in the forthcoming section. After giving prelimi-
nary results for the attack in Section IV, we explain the attack
in Section V. Then, we conclude the paper.

I1. A BRIEF DESCRIPTION OF MAGENTA

Magenta is a block cipher submitted for the AES contest by
Deutsche Telekom AG [10]. It is a Feistel cipher with 128 bit
block size and 128, 192 or 256 bit key sizes. In this section
we give a high level description of Magenta and construct
a distinguisher for the whole cipher. This distinguisher does
not assist key recovering. We modify Magenta and call it
MagentaP2 (meaning Magenta Plus 2). MagentaP2 is double
encryption of Magenta plus two more rounds. The modified
Magenta is expected to be more secure than Magenta against
most of the attack methods including the attack in [2] on
Magenta. However, it is surprising that MagentaP2 is weaker
than Magenta itself in terms of reflection attacks.

We give a short description of Magenta. We do not enter
into details of round function since we do not exploit it in
cryptanalysis. Magenta is a Feistel network where the last
swap operation is included unlike DES. When the key length
of Magenta is of 128, 192 or 256 bits then it is divided into
two, three or four equal parts as (K, K2), (K1, Ko, K3) or
(K1, Ky, K3, Ky4), respectively. The encryption functions are

F12<1FI2{2F1,2(1 if key size is 128,
FKlFK2F12<3FK2FK1 if key size is 192,
FKIFKQFK3F§4FK3FK2FK1 1fkey size is 256.

Ex =

25026927 Aralik December 2008 ¢ Ankara / TURKIYE

Proceedings

27



3. ULUSLARARASI KATILIMLI
BiLGi GUVENLIGi VE
KRIPTOLOJi KONFERANSI

Each round function FY, is defined as
Fg,: GF(2)'® — GF(2)'8
Fr:(w,y) = (v, Ri.(y) ® ) M

where @ is the “XOR” operation.

Magenta was cryptanalyzed during the AES conferences
by Biham et. al. [2] and hence eliminated. The attack is a
divide and conquer type attack. One can extract the outer keys,
independently from the inner key. The complexity is 2" 3!
encryptions for a known plaintext attack where my, is the key
length.

ITI. DESCRIPTION OF MAGENTAP2
The modified Magenta, which we call MagentaP2, is a
double encryption of Magenta including two more rounds. Let
E%\I) and F/ Ig P2) denote the encryption functions of Magenta
and MagentaP2, respectively. Then, MagentaP2 encryption is
defined as

EXP (@) = Fieay EXVERD Fr, () ()

where F' is the round function of Magenta and

Ky if key size is 128,
K; = Ko ® K3 if key size is 192,
Ky ® K3 @ Ky if key size is 256.

<, 1s cyclic rotation to left by m bits where m can be chosen
any positive integer less than 64. The new cipher depends on
m, but we call all the ciphers simply as “MagentaP2” by abuse
of terminology.

IV. PRELIMINARY WORK FOR THE ATTACK

We give a general framework of the reflection attack on
Feistel networks as a preliminary section for the next section
where the attack is described. The extensions of the statements
in this section can be found in [12].

Let a plaintext @ € GF(2)" be given as z =
(x0,21); 20,21 € GF(2)"/2. The Feistel structure can be
stated as a recursive function defined as z; = Ry, , (vi=1) &
x;—o with the initial conditions given by = = (xg,x1). The
function R : GF(2)"/? — GF(2)"? is the encryption
function. The i-th round operation is defined as

(i, @i1) = Fr(wiz1, 23) = (24, Ry, (25) ® x5-1) 3)

for ¢ < r. In general, the swap operation is excluded in the
last round and (.11, x,.) is the corresponding ciphertext. With
some abuse of terminology, R is also called the round function.
We call the stream xg, 21, ..., &y, 41 the encryption stream
of x = (x¢, z1) with respect to K.

Proposition 1: For a given natural number m < r, assume
that Ky, —; = kg, Vi1 <i<min{r—m,m—1}. Letz =
(20, 1) be encrypted and ¢, 21, ..., T, 41 be its encryption
stream. If Ry, (2,,) = 0, then z,,—; = Ty, Vi @ 1 <
i < min{r — m,m — 1}. Conversely, if x,,—; = z,+; and
Tm—it1 = Tmyi—1 for some ¢, then Ry, (x,,) = 0.

Proposition 1 has already been known during the studies on
cycle structures of DES (see [8], [19]). Hence, the notion of the
fixed points of the weak keys of DES is well known. However,
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the studies were focused on algebraic properties of DES per-
mutations and their short cycles rather than developing a key
recovery attack [8], [19], [11], [18]. The following corollary
points out the opposite direction of this old phenomenon.

Corollary 1: Assume that each round key k; determines a
round function Ry, randomly. Let x = (20, z1) be encrypted
and zg, 21, ..., T;, Tr41 be its encryption stream. Assume that
the round number r is even, r = 2r' > 4, and k. _; = k4
Vi:1 < i < r'. Let s,» be the cardinality of the pre-image
set, B, ' (0). Then, Pr(zg =z,) =27 % (s + 1 —27% - 5,)
and

Syt

S,«/-|-1—277zi ‘Sr/.

Pr(Ry,, (z) = 0]z = 2,) =

Proof: Assume that the round function is random. Then,
the probability that xg = x, is given as

. 27n/2 + 2771/2(1 — s 2771/2)

= 273 (sp+l—s-277)

Pr(zog = z,) = s

since it is equal to
Pr(zo = x| Ry, (z,) = O0)Pr(Ry,(z,)=0)+
Pr(CEO = Ty ‘ Rk,,./ (-TT’) 7é 0) Pr(Rkw (l’r/) 7é 0)
Note that Pr(zo = z, | Ry, (z,7) # 0) = 27"/2 since r > 4.
On the other hand, Pr(zo = x| Ry (z~) = 0) = 1 by
Proposition 1. Hence, we conclude that
Pr(Biy () = 0] 20 = 2,) =
PI‘(ZEO = Iy | RkT/ (Ir’) = 0) . Pr(RkT/ (mr') = O)
Pr(zo = z,)

Syt
S,«/—|—1—2_% ~3T/'

|
The following theorem illustrates the property exploited to
mount an attack on a Feistel network with palindromic round
keys.
Theorem 1: Assumptions are as in Corollary 1. Then the
equality z( = x,- implies that the equation

z1 = Ry, (Tr) D Lpg1. 4

is true with probability
Syt
ST/+1*2_% ‘ST/.

Proof: Assume that o = x,. Then by Corollary 1, we
have Ry, (x,+) = 0 with probability
Spr
o t1-2% 5.

Thus the equality z; = x,_; is true with probability
Syt
S+ 1—-27% 5,

by Proposition 1. On the other hand z, 11 = Ry, (2,) ®zy_1.
Thus, the probability that 21 = Ry, (z,) ® 2,41 18
Syt
Sp+1—2"% 5
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V. THE ATTACK

Define an intermediate function
I, : GF(2)'* — GF(2)'%

The function Ig, is indeed two rounds of encryption with
key K; such that the second swap is ignored. That is, I, is
Fi, F, without the last swap. We use this function as the
intermediate function. It has many fixed points:
Lemma 1: The function If;, has 264 fixed points.
Proof: The fixed points of the function I, are those
(z,y) € GF(2)'%® such that

v =R, (Ri,(y) ©x) ®y and y = R, (y) &z (6)

These are the same equations and the points (R, (y) & v, y)
are fixed points of I, Yy € GF(2)%%.
|
The intermediate function of MagentaP2 chosen as

IKl (xy) = (RK1 (RK1(y)®x)@vaK1(y)®w) @)

also has 204 fixed points by Lemma 1. If the first half
of a plaintext is equal to second half of its corresponding
ciphertext through encryption of Magenta, then the remaining
other halves are also equal with probability nearly one half by
Corollary 1. This distinguisher does not depend on the number
of Magenta encryptions.

The reflection attack on MagentaP2 is to get an equation
similar to Equation 4 and solve it to extract the subkey
K. The following proposition leads to a reflection attack on
MagentaP2.

Theorem 2: Assume that Magenta is a random function. Let
a plaintext © = (x, 1) be encrypted by MagentaP2 and the
ciphertext y = (yo,y1) be produced. Assume that z; = yg.
Then x and y satisfy the equation

Rk, (71) ® Rk, ., (Y0) = 0 ® 1. ®
with probability .
2 — 264"

Proof: Observe that the equations Ry,(z1) @
Ry, (o) = 20 ® y1 and 1 = yo together come
from a fixed point (Rg, (z1) @ xo, 1) of double encryption
Magenta function Eﬁ{M)EE(M) without the last swap. We have
the equality of probabilities:

Pr(Fg,(z) is fixed point | =z =y1) =
Pr(Fk,(x) is fixed point)
Pr(xl = yl)

since Pr(z1 = y1 | Fi, () is fixed point) = 1. On the other
hand, Pr(z; = y1) = 2793 — 27128 by Theorem 1 and the
result follows.
]
Equation 8 in Theorem 2 leads to a divide and conquer
type attack that can be mounted on MagentaP2. Encrypt a
plaintext x = (¢, z1) and obtain the corresponding ciphertext
y = (yo,y1). If 1 = yo then Equation 8 is satisfied for z
and y with probability nearly one half by Theorem 2. Solve
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the equation and extract the subkey K; and then recover the
remaining key bits by searching exhaustively. Let the key
length be 64 -4 for i = 2, 3, 4. Then, by using i - 264 plaintexts
we obtain approximately 2¢ equations of the form Equation
8 and expect half of them to be correct by Proposition 2.
By collecting the subsets of i equations and solving them
we obtain a unique solution for K;. Note that false alarm
probability is almost zero since the probability that a false
key is a solution of all the i equations is 2754, The time
complexity of recovering K, is (QZ)M where 7 is the
number of rounds, namely 14 or 18 depending on the key
size. The remaining key material (i.e., K1) can be deduced
by exhaustive search. As a result, one can recover the key by
904.78 91311 4nd 2196.96 encryptions using 207, 26558 and 200
known plaintexts for 128 bit, 192 bit and 256 bit key lengths,
respectively.

VI. CONCLUSION AND DISCUSSION

The algorithm Magenta is doubled in the modified ver-
sion. Indeed, the number of Magenta encryption does not
affect the attack complexity. Therefore, one may use triple
or more Magenta encryptions. Still, the attack will work. It
is also interesting that other self-similarity attack methods
whose complexities are independent of round number, such
as related key attacks or slide attacks probably do not work
for MagentaP2.

One design criterion introduced in [13] is the self similarity
degree of functions. It is expected that the round functions
of a block ciphers should not be similar of high degree with
high probability. Indeed, the Magenta round functions are even
same with probability one. This property results from the key
schedule of Magenta and is exploited in the attack.
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Security of Critical Information Infrastructures:
E-Governance and Standardization

Serap ATAY, Marcelo MASERA

Abstract— Critical Information Infrastructure - CII is a key
enabler of e-Governance. This infrastructure is composed of the
Information and Communication Technologies -ICT-
underpinning the higher level services to end users, and
encompasses the Internet, fixed and mobile telecommunications
and other systems. The gap between security solutions and
security risks is continuously growing due to evolution of the ICT.
Each new technology and application can include many flaws.
Each flaw may pave the way to unauthorized users to accessing
critical data and/or may mistakenly provide them with the ability
to perform some harmful action. Nowadays, the CII is in a
conversion phase towards the so-called Next Generation
Networks — NGNs. With this development, all telecommunication
services will be built upon IP based networks. Naturally, these
developments force the standardization bodies to adapt their rules
and policies and thus to meet the security needs of these new CII
components. E-government services such as administration,
health, education etc. either create new services or replace
existing manual procedural systems. These new services should
offer higher availability, security and reliability with respect to
current operations due to their increasing criticality. This
criticality should be managed in innovative e-Governance
arrangements among public and private actors: mainly the
authorities and the operators of the CIIL, but also including all
relevant stakeholders. In the meantime, the governments should
be prepared for this new paradigm of e-Governance. The aim of
this paper is to summarize the benefits and security risks of NGNs
and emphasize the basis and requirements for that e-Governance.

Keywords — Communication system security, Goverment
information systems, Internet, Security.

1. INTRODUCTION

The aim of this paper is to define the importance of Critical
Information Infrastructure — CII and the developments of
NGNs for the availability, security, and reliability of the e-
governance services.

First of all, the difference between e-government and e-
governance should be explained. E-government refers to the
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use of Internet technologies for expediting the links of the
government  (executive, legislative, judiciary, local
administration) with citizens and the private sector. It
integrates the interactions and the interrelations between and
among government and citizens, companies, customers, and
public intuitions through the application of modern
information and communication technologies. E-governance
refers to the process of using information technology for
facilitating the joint operations of government, nonprofit, and
private-sector entities, as well as the interactions with citizens,
other authorities and organizations [1]. The main distinction is
that in E-Governance all participants are part of a network,
while in E-Government the main actor is the government.

E-governance is understood as a powerful tool to overcome
existing barriers for development of countries with the
following properties;

= automation and citizen centric service delivery,

=  accessing to these services from anywhere and anytime,

=  increasing accountability and

= in order to achieve much more citizen participation.

Therefore, e-governance can be accepted as a new culture
for governments for dealing with problems where the actors
are multiple and where the government is not the only,
privileged participant.

E-governance services create new services or replaces
manual procedural systems for aforementioned objectives. For
the usability of e-governance services, the confidentiality,
integrity,  authentication, non-repudiation, availability,
reliability, responsiveness and assurance should also be
created. Also, these properties should be supported by laws.

The governments tend to maintain e-governance services for
many critical infrastructures - CI such as transportation, water,
energy, finance, justice, health etc. However, all these Cls use
another common critical infrastructure which is called as
Critical Information Infrastructure — CII. Consequently, these
infrastructures are interrelated or interdependent through CII.
Therefore, the Critical Information Infrastructure Protection —
CIIP is so important for the governments. The Fig. 1 depicts
these relations.
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elecommunicatio

Critical Information Infrastructure and
ICT

Cross-border
Services

Other Critical
or
Non-Critical
Infrastructures

Fig. 1. The critical and non-critical infrastructures have an
information infrastructure which uses the common
information and communication technologies.

CII can be easily affected by the any changing or
development of Information and Communication technologies
such as communication, hardware or software technologies. In
the mean time these technologies are very fast changing and
improving. These improvements, changes and new
interconnections between infrastructures may be causes new
vulnerabilities, threats or attacks through directly or indirectly.

According to survey report is prepared by Secure
Computing; ‘when asked about the interconnection of control
networks and corporate networks, over 60% of the Secure
Computing survey respondents said their networks were
already interconnected and 98% said that interconnection
increased their security risks’'. Survey data of this report had
collected from attendees at the Process Control Systems
Industry Conference held August 26-28, 2008 in La Jolla,
California; attendees at the 1st Annual Cyber Security
Conference held September 8-9 in Calgary, Alberta; and an
online survey of critical infrastructure cybersecurity experts in
Europe, the Middle East, and Africa during September 10-25,
2008. A total of 199 respondents had completed the survey.

Additionally U.S. Department of defence -DoD reported the
number of incidents of malicious cyber attacks in May 20,
2008. As shown from the Fig. 2 the rate of attacks is increasing
%31 between 2006 and 2007.

Nowadays, the telecommunication infrastructure is in a
conversion phase for the Next Generation Networks — NGNs.
Naturally, these developments will come with lots of unknown
vulnerabilities, threats, and security risks.

According to aforementioned reports and the definition of
the high consequence risks facing the UK in the report of
Centre for the Protection of National Infrastructure — CPNI
[13]; the interconnectivity among networks is expanding and
the probabilities and impacts of attacks with NGN reach higher
values as illustrated in Fig. 3.

' Critical Infrastructure Cybersecurity: Survey Findings and Analysis

Whitepaper Sponsored by: Secure Computing, Rick Nicholson, November
2008.
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Fig. 2. U.S. Department of Defence (DoD) Reported
Incidents of Malicious Cyber Activity [14].
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Fig. 3 An illustration of the high consequence risks
with NGNs.acing
This situation forces the research institutes and

standardization bodies adapt their rules and policies to meet
the security needs of the new CII. Currently, the governments
are planning to improve the ICT and the e-governance services
and for that, they should do some preparations for the security
of e-governance and NGNs.

This paper is organized with the following sections; the
section 2 includes information about the NGNs and their
benefits for the e-governance and CII. The section 3 defines
the security risks of CII and e-governance services. The
section 4 defines the standardization studies for NGNs.
Section 5 concentrates on the definitions of requirements of e-
governance and security with a proposed solution list. Section
6 presents the conclusions of this study.
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II. NEXT GENERATION NETWORKS AND BENEFITS OF E-
GOVERNANCE

The requirement of ICT is growing for e-governance, global
market, industry, education, health and multimedia services
etc. These requirements expand the digital traffic and costs.
Therefore, the telecommunication sector has a plan about the
convergence and optimization of traditional networks.

The aim of telecommunication sector with the NGN is
collection of existing networks (such as fixed, mobile,
broadcast, data, internet etc.) into unitary network architecture.
This new architecture is to be a packet-based network and will
be using multiple broadband technologies. As shown in Fig. 4.
the idea of NGN is to have an infrastructure a reusable and
services centralized and avoid discrete networks overlaid on
existing network for each new service.

Service Layer

Service
Functions

Application
Functions

Fig. 4. NGNs transform communication technologies to
service-centric unitary network architecture.

NGN are being developed by using a number of different
technologies, including wireless and mobile, fiber and cable,
or by upgrades to existing copper lines. The service-related
functions in NGNs are independent of transport technologies
when providing telecommunication services to users. So, from
a more technical point of view, NGN is defined by the
International Telecommunication Union—ITU as a “packet
based network able to provide services including
telecommunication services and able to make use of multiple
broadband, quality of service - QoS enabled transport
technologies and in which service related functions are
independent from underlying transport-related technologies.”2

According to ITU report “Trends in Telecommunication
Reform: the Road to NGN” published in September 2007, it is
predicted that full implementation of NGN in fixed line
networks in developed countries will be deployed by 2012 and
in mobile networks by 2020. Developing countries are also
seeking to deploy NGN technology, although not necessarily
following the same path as developed countries [3].

2 ITU-T Recommendation Y.2001, approved in December 2004, available
at http://www.itu.int/ITU-T/studygroups/com13/past-results.html
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Benefits of NGNs for e-Governance

One of the objectives of the NGN is to establish higher
quality communication infrastructure for everyone and from
everywhere.

= The ICT supports all economic sectors, is crucial to the

national and international exchange of goods and
services and economic interrelationships through
related services. As a result, it has become a key
economic and social infrastructure for all countries and
citizens with this property.

The unitary and completely IP based infrastructure will
decrease usage costs for the communication infrastructure.
But, first investments of NGN and NGN access are high for
the operators [4]. The aim of the NGNs is to have an access
for every place with higher bandwidth.

= In this case, the e-governance services can be reachable

from the rural places. This property helps to the
availability of e-governance services.

= High speed networks with NGN will increasingly help

to resolve ongoing social concerns in areas such as the
environinent, healthcare, education and are increasingly
playing a role in social networking (facebook etc.).

In the mean time. this innovative technology is expected to
bring about greater energy efficiency than legacy networks. By
improving the energy efficiency of Information and
Communication Technologies (ICTs), NGN can potentially
make a significant contribution in the battle against global
warming [3].

III. THE SECURITY RISKS OF CII AND E-GOVERNANCE

The formal definition of Critical Infrastructure-CI for the
European Countries is ‘critical infrastructures which disruption
or destruction would significantly affect two or more Member
States or a single Member State if the critical infrastructure is
located in anothér Member State””. Now, this includes effects
resulting from cross-sector dependencies on other types of
infrastructure therefore for the potential of NGNs, some
services required closed to the national or universal coverage.

The Supervisory Control and Data Acquisition — SCADA
networks can be taken as a good example to show the risks.
The system monitoring, control, and status data gathering in
most CI are now automated processes with reduced reliance on
human effort. These processes rely on SCADA networks and
these are closed networks. So security was not addressed in
great depth compared to conventional ICT systems.
Unfortunately, today many corporate network and their leased
lines are parts of SCADA network. These parts provide direct
or indirect connectivity points to the internet and other
networks. So, many examples exist about security
vulnerabilities of SCADA network. For instance; in January
2003 the Slammer worm disrupted SCADA traffic causing
operators to temporarily lose some degree of control of the

3 European Commission 2006a, p. 15
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Davis-Besse nuclear power plant in Ohio USA. As a result,
there is now increased acknowledgment of the possibility of
external attacks on SCADA networks by CI owners and
notable surge in interest in SCADA systems by terrorist
groups.*

The physical cross-borders between governments are
removed by ICT. Many e-governance services will be
deployed over national borders. See for instance the offer of e-
health to international tourists. Interconnection across borders
means that attacks can come from anywhere and anytime,
infiltrating the public (governmental) and private sections of
the CII. This risk is coming from ‘multi-party cross-border’
relations of the governments and the risks become to have
unpredictable dimensions with NGNs. The Fig. 5 depicts the
multi-party cross-border relation for the security risks. This
highlights the need for developing international approaches for
the protection of the CII, and the prevention and management

of related incidents.
National Cll on NGN M National Cll on NGN iGovernance;

Region 1 (Company 1 Region 1 Cnmpany‘ [Company 2 ...
-~

[Region 2] [Companw [Companyz]

|

[Regionz] [Company1 iCompany 2| ...

@

Cross-Border
Fig. 5. NGNs have unique communication
infrastructure and its affect on national CIIs is ‘multi-
party cross-border’.

Each new ICT technology inevitably includes new
vulnerabilities. Threats are either to exploit these
vulnerabilities directly or indirectly to create an attack.
Therefore, many vulnerability, threat and risk analysis should
be done for NGNs - and these should also include
infrastructures and multy-party situations. Typical ICT security
assessment approaches do not contemplate these situations,
and new methodologies are needed. The most important part
of this process is that the results of these analyses should be
employed for reshaping the related security standards and
common criteria.

IV. STANDARDIZATION STUDIES FOR NGNS

Standardization is a consensus-driven activity and an
important mean for achieving and establishing trust between
the parties involved. It is based on openness and transparency
within independent organizations. Some of the important
objectives of standardization are the establishment of
compatibility and interoperability, the removal of barriers
through harmonization, and the safety and health of citizens.
As a consequence, the three groups of stakeholders primarily

4 Critical Infrastructure Protection in the Baltic Sea Regions, chapter 3,
2007.
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benefiting from standardization processes are
consumers and governments.

Telecommunication services are created on IP networks in
NGNs. This creates a demand on standardization bodies to
adapt and meet the needs of these emerging networks. The
goal is to develop specifications that are ready for an assurance
audit and, using the common criteria for security evaluation as
well [7]. International Standard Development Organizations -
SDOs such as ITU, ETSI, ISO, IETF, and 2GPP/3GPP2 are
working to integrate security into the definition of NGN
standards and protocols, in order to appropriately address
security in the design phase of the new generation of networks.

ITU has ITU Global Cybersecurity Agenda — GCA which is
an ITU framework for international cooperation aimed at
proposing strategies for solutions to enhance confidence and
security in the information society. It will build on existing
national and regional initiatives to avoid duplication of work
and encourage collaboration amongst all relevant partners.

At ITU-T, the international standardization of NGNs is
underway as part of the NGN Global Standards Initiative® -
NGN-GSI. involving various standards organizations. The
NGN-GSI focuses on developing the detailed standards
necessary for NGN deployment so that service providers can
offer the wide range of services expected from NGN.

ETSI TISPAN (Telecommunications and Internet
converged Services and Protocols for Advanced Networking)
has been the key standardization body in creating the NGN
specifications since its creation in 2003. NGN Release #1 was
finalized in December 2005, provided the robust and open
standards that industry required for the development, testing
and implementation of the first generation of NGN systems.
NGN Release #2 was finalized in early 2008, and added key
element to the NGN such as [P Multimedia Subsystem - IMS
and non IMS based IPTV, Home Networks and devices, as
well as NGN interconnect with Corporate Networks.

A major part of any security specification and of a security
product is the measure of assurance it provides with respect to
the security it offers. The Common Criteria as identified in
ISO/MEC 15408. This is the best known tool for evaluation of
security [6].

industry,

V. REQUIREMENTS OF E-GOVERNANCE SERVICES AND
SECURITY

This section discusses the definition of security
requirements for e-governance. Firstly the objectives of the
governments, other related service providers and the
expectations of the end users should be clearly defined. The e-
governance services may cover the many type of users such as;
from inside of the government, civilization (from cities, rural
areas or from other countries), military forces, justice
departments, national security units and some services from
other governments etc.

The services of e-governance and its requirements have to

3 http://www.itu.int/ITU-T/ngn/
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establish the availability, reliability and privacy from the point
of view of the users, which can be classified according to
different categories. Therefore,

= The security standards and policies are to be used by

the all involved parties in the governments and industry.
As presented in section 1, all critical and non-critical
information infrastructures use the common CII.

= The governments should have incident response

systems and policies for the emergency cases. Private
actors should be involved, always in respect of business
confidentiality and fair market rules. Specific e-
Governance arrangements for security should be put in
place.

= The public and private suppliers and users of e-

government and e-governance services should be aware
about the related security risks. The training for
everybody is important requirement for the security,
reliability and availability of e-governance services.

= The governments are doing investments to build e-

governance services and its technological infrastructure,
so the usage rates of these services are very important.
To improve the usage rates, the training of the end users
is an important aspect. Education system and methods
should be evaluated for all level from first school to
universities and for the public by the government.
Dedicated e-Inclusion policies (for the elders, people
with temporary or permanent disabilities, etc.) should
be studied.

= ICT will give important possibilities to access all

people to educate them. All citizens should be
empowered from the functional and security
viewpoints. Education can and should continue for the
whole life-span of the people.

The security professionals, research and accreditation
centers, service companies and organizations are necessary for
the secure systems design, detection of vulnerabilities, threats
and risks. For this objective;

= The universities and their departments and curriculums

should be evaluated and updated. Security studies
should be recognized as a key component of all relevant
curricula — and not only the particular computer science
department.

=  Global research activities about ICT should be closely

followed. The specific organizations, research centers
and universities should join to global standardization
organizations and follow the developments; since the
earlier experiences are so valuable at the beginning of

transformation to NGNs infrastructure and e-
governance.

o There are some early NGN implementations in

UK and Japon. Their early NGN

implementations -including field trials- were
established in 2006 such incumbent operators
as BT in the UK, NTT in Japan, and AT&T in
the US. By the end of 2008, NTT expects to
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offer complete NGN services on a full scale,
and BT has announced that it expects half of
its customer base to have migrated by 2008,
and the migration to be "substantially
complete" by the end of the decade[3].

= To use the same internationally approved terminology,

concepts and security standards are other important
facilitators of the e-governance.

The governments should reorganize the civil and
governmental policies and should update the laws to support e-
governance services and establish the security requirements as
harmonized with inside and outside of the government
regulations. So, the governments should sign all relevant
international agreements for tracing criminals, and cyber
warriors across borders.

VI. CONCLUSIONS

Standards and common criteria agreed at the international
level should be accepted and be used globally in a harmonized
structure. This requires a change in mentality in governments;
since they have their own national traditions, institutional
structures, policies and strategies, vocabulary, technical and
methodological approaches.

In addition, e-governance requires the close interaction of
public and private actors, and a shared approach to security. In
an e-governance setting, governments had to take into
consideration the opinions, concerns and positions of private
actors. In the field of NGN, the security of the resulting critical
infrastructure will depend on the convergence of positions
among public and private actors.

Typically countries prefer not to publish their research
results about vulnerabilities and threats as they might affect
their national security, but to detect all vulnerabilities and
threats is impossible for each individual country. Therefore,
there is the need to develop the right arrangements for sharing
their experiences in a global environment. The sharing of these
information and usage should be regulated by international
agreements and rules.

The CII security problem will never be solved completely,
because the nature of the problem is NP-complete [8]. The
governments therefore should:

1. Recognise that the security problem should be
approached by complementing the best available
science and technology with heuristic methods, as it is a
NP-complete problem. So, as Einstein said that “The
significant problems we have cannot be solved at the
same level of thinking with which we created them”,
then we will do much more research on the problem
with the new technologies which will have the heuristic
abilities except Turing computational model.

2. Recognise that the security of CII and e-governance
needs urgent solutions. The governments should
support standardization research, other security-related
research, and security education. New regulations,
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standards should be created to force minimal level
security goals for all ICT solutions. And, the
governments should have an action plan and should do
some investments to establish the requirements which
are presented in section 5.
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Tiirkiye’de Siber Giivenlik Yonetimine Y 6nelik

Kurumsal Bir Yapilanma Onerisi
Tiirksel KAYA BENSGHIR, Sema ONAL ALTINSOY

Ozet-Bu bildiride, bilisim uygulamalar1 onde olan baz
iilkelerde bilgi ve iletisim sistemleri ile bu sistemler iizerindeki
bilgilerin gizliliginin, biitiinliigiiniin ve erisilebilirliginin
saglanmasi olarak tarif edilen siber giivenligin yonetiminde
yer alan kuruluslar ve bu kuruluslarin etkinlikleri incelenmis
ve ozellikle 2000°1i yillarda bilisim uygulamalar1 hiz kazanan
iilkemiz icin, siber giivenligin yonetimden sorumlu kurumsal
bir yapilanma modeli 6nerilmistir.

Anahtar Kelimeler—Siber giivenlik, bilgi, giivenlik yonetimi,
orgiitsel yap, Tiirkiye.

Abstract—In this paper, it is examined the applications of
some countries in cyber security management and
organizational structures. A cyber security organizational
structure model is proposed for Turkey.

Keywords—Cyber security, information,
management, organizational structure, Turkey.

security

I. GIRIS

Bilgi ve iletisim teknolojilerindeki (BIT) gelismeler,
bilgiye dayali ekonomiyi ve bilgi toplumuna doéntistimii
tetiklemistir. BIT lerin yaygm kullanimi, diinya izerinde
fiziksel mesafelerin 6nemini kaybetmesini saglayarak farkli
cografi konumlarda yasayan bireyler ve topluluklar
arasindaki etkilesimi artirmistir. Teknolojik gelismeler ve
giderek artan kiiresellesme olgusu ile birlikte dinyada,
giivenlik yonetiminde de koklii degisim giindeme gelmistir.
Daha oOnce toprak bitiinliigii ve rejim giivenligi
baglamindaki milli giivenlik tanimi yeterli sayilirken;
gliniimiizde bu tanim, devletin anayasal diizeninin, milli
varligmm ve biitiinligiiniin uluslararas: alanda her tiirli i¢
ve dis tehditlere karsi korunmasi ve kollanmasi seklinde
genigletilmistir. Devletlerin sahip olduklar bilginin de i¢ ve
dis tehditlere karsi korunmasi, giivenliginin saglanmasi
ihtiyact dogmustur.

Bilgi toplumunda uluslarin diger giivenlik alanlarinda
oldugu gibi, bilgi giivenligi yoénetiminde de tek baglarina
etkili olamayacaklar1 olgusu giderek daha yogun bir sekilde
hissedilmektedir. Ulusal ve uluslararasi arenada “karsiliki
bagimhilik” ilkesi geregi, ancak zincirin tiim halkalarmin
giivenliginin saglanmast durumunda basarili bir giivenlik
yonetimi, kabul gormiis bir yaklasim olarak dikkat
cekmektedir. Bu baglamda, 90’l1 yillarda yogun olarak
bilgi giivenligi kavrami kullanilirken, 2000’li yillarin
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baslarindan itibaren sadece bilginin degil bilginin tizerinde
tutuldugu, islem gordiigd, iletildigi tiim ortamlarin(kiiresel)
giivenligini anlatmaya yonelik sistemin tamamini temsil
edecek sekilde, siber giivenlik kavrami kullanilmaya
baslanmistir. Siber giivenlik, bilginin {izerinde tutuldugu,
iletildigi, islem gordiigt bilgi ve iletisim sistemlerinin ve
bu sistemler tizerindeki bilgilerin erisilebilirlik, gizlilik,
biitiinliik ilkelerine uygun bir sekilde korunmasi olarak
tanimlanmaktadir.

Diinya tizerinde bilgi ekonomisi hiz kazanirken gerek
uluslararas1 kuruluslar gerekse iilkeler siber giivenligin
saglanmasinda yeni yol ve yontem arayisina girmekte ve
yonetilmesi oldukca zor olan bu alan i¢in farkli kurumsal
yapilar ortaya koymaktadirlar.

Bu bildiride, bilgi toplumu i¢inde agirlikli yer edinen ve
bilisim uygulamalar1 agisindan 6nde olan kimi iilkelerin
mevcut kurumsal yapilar1 ve uygulamalari incelenmistir.
Ulkemizde siber giivenlik alaninda bu giine kadar yapilan
calismalar degerlendirilerek siber giivenlik yonetiminden
sorumlu bir kurumsal yap1 6nerisi ortaya konulmustur.

II. YONTEM

Bildiri kapsaminda gerek ulusal gerek uluslararasi
alanda yapilan caligmalara ulagsmak i¢in ayrintili yazin

taramas1  yapilmistir. Bu kapsamda guvenlik, bilgi
teknolojileri literatiiri taranmis, raporlar ve strateji
belgeleri incelenmistir. Internet tizerinden arastirma

yapilirken 6ncelikle tilkelerin resmi, kurumsal sayfalarina;
strateji ~ gelistirme  merkezlerinin, web  sayfalarina
erisilmistir.  Giincel = bilgileri kullanabilmek amaci ile
dokiimanlarin yakin donemde hazirlanmis olmasina dikkat
edilmistir.  Agirlikli olarak 2000-2008 yillar1 arasindaki
donemi kapsayan kaynaklar kullantlmistir. Ulkemize
yonelik 6neri gelistirme agamasinda alanda uzman kisilerle
yapilan goriismelerden elde edilen bilgiler de dikkate
alinmustir.

1. BAZI ULKELERIN SIBER GUVENLIK
KURUMLARI

Bildiri kapsaminda ABD, Finlandiya, Fransa, Ingiltere
ve Japonya'nin ozellikle 2000-2008 yillar1 arasindaki
donemde siber giivenlige iliskin kamu teskilatlar
incelenmistir. Bu iilkelerin neden inceleme kapsamina

alindiginin gerekgelerini soyle 6zetleyebiliriz:
e ABD, tek kutuplu diinya diizeninde

uygulamalarinda lider konumda oldugu,

bilisim

e Finlandiya, ozellikle iletisim sektoriindeki oncii
Iskandinav {ilkelerinden biri oldugu,

e Fransa, iilkemizin mevcut kamu
yapilanmasi ile benzerlik gosterdigi,

yonetimi
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e Ingiltere, Tiirkiye’deki e-devlet yapilanmasinda
ornek iilke olarak alindigy,

e Japonya ise 20. yiizyilda bilim ve teknoloji
alaninda  gergeklestirdigi ilerlemelerle dikkat
¢ektigi i¢in aragtirma kapsamina alinmustir.

Bu iilkelerin siber giivenlikle ilgili kuruluslar,
kuruluslarin bagh oldugu iist birimler ve temel gorevleri
EK’de sunulan Tablo-1"de 6zetlenmistir.

Ulkelerin siber giivenlik stratejilerinde kamu, ozel
sektor, sivil toplum orgiitleri, vatandas vb. tiim aktérlerin
katihm ile gergeklestirilecek ortak calismalar ile siber
giivenligin  daha saghklh yiiriitiilebilecegi iizerinde
durulmaktadir. Bu belgelerde uluslararasi kuruluslar ile
birlikte ¢alismanin da 6nemine de deginilmektedir.

Bu iilkelerin hemen tiimiinde;

e Teknolojik gelismelere parelel olarak siber
giivenlikle ilgili kurumlarda siirekli bir yeniden
yapilanma ¢aligmasina gidildigi;

e Siber giivenlie iliskin politika ve stratejileri
belirleyen, uygulanmasim takip eden, yonetime
rapor sunup gerektiinde stratejiyi giincelleyen
birer kurul oldugu;

e Siber giivenlige iliskin yapilan ¢alismalarin diger
kamu kurum ve kuruluslari, 6zel sektor, sivil
toplum orgiitleri, tiniversiteler vb. ile koordine
edilerek yiiriitiildiigii ve bunlar1 koordine eden
birimler kuruldugu,

e Konu ile ilgili uluslararasi kuruluslarla iliskiyi
saglayacak birimlerin teskil edildigi,

e Kamu ve ozel sektére yardimer olmak iizere
bilgisayar acil durum miidahale ekiplerinin
olusturuldugu,

e Emniyet teskilatlan iginde ileri teknoloji suglari
ile miicadele amagh teknolojiyi takip eden
birimlerin kuruldugu goriilmiigtiir.

IV. TURKIYE'DE SiBER GUVENLIK YONETIMi

Ulkemizde bilgi giivenligi konusuna Yedinci Bes Yillik
Kalkinma Plani’ndan itibaren her gegen dénem artan bir
sekilde yer verilmeye baglanmistir[1]. Ancak kavram
olarak siber giivenlik, son dénemde konusulmaya
baglanmugtir.

Tiirkiye’de yalmzca siber giivenlikten sorumlu ve
gorevli bir kamu kurumu bulunmamaktadir. 1999 yilinda
yaymlanan TUENA Sonu¢ Raporunda[2], Bilgi Toplumu
Bakanhgi, Bilgi Teknolojileri Konseyi, Diizenleyici
Kurulug ve Bilgi Toplumu Kurumu’nun olusturulmasi,
giivenlik hizmetinin de Bilgi Toplumu Kurumu gérevleri
arasinda yer almasi onerilmektedir. Yine bu rapor iginde
Giiven Calisma Grubu[3] tarafindan 6nerilen Ulusal Bilgi
Giivenligi Ust Kurulu ve Bilgi Giivenligi Kurumu teskiline
iliskin teklif [4] degerlendirilmektedir. Kanun tasarisinda
tammlanan gérevlerin tamammnin yapilmasinin  zorunlu
oldugu belirtilmekte ancak bilgi altyapisina yonelik
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yapilanmanin daha oncelikli oldugu wvurgulanmaktadir.
TUENA Projesi Sonu¢ Raporu uygulamaya konulmadig:
igin bilgi altyapisina yonelik bir teskilatlanma yoluna da
gidilmemistir. Kritik
tesislerin belirlenmesi ve bu tesislerin g¢evresinde ozel
giivenlik bdlgesi tesis edilmesine yonelik ¢alismalarda,
ilgili kurumlar arast koordinasyonu, MGK Genel
Sekreterligi birimleri ger¢eklestirmektedir.

2003 yilindan itibaren uygulamasina gegilen e-Déniisiim
Tiirkiye Projesinde siber giivenligi saglamak iizere sorumlu
ya da ilgili kurulus olarak tammlanan kurumsal yapilara
iliskin bilgiler, EK’de sunulan Tablo-2’da 6zetlenmistir.

Bu c¢alismada  edinilen  bilgiler 1s18inda
iilkemizdeki mevcut durumun ana  hatlan  soyle
ozetlenebilir:

e Tirkiye’de &zel

bulunmamakla

bir siber giivenlik politikasi

birlikte,  kritik  altyapilarin
korunmast ve e-Doniisiim Tiirkiye Projesi
kapsaminda konu ile ilgili faaliyetler icra
edilmektedir. Ancak bu faaliyetler, tiim kurum ve
kuruluslardaki bilgi ve iletisim sistemlerinin
glivenligini saglayacak nitelikte, temel politikalarin
olusturulmasindan, takibinden, ilgili kurumlar arasi
koordinasyonu basarih bir sekilde gergeklestirecek
uzun vadeli politikalardan uzak olup; daha gok kisa
stireli, giinliik ¢oziimlere yoneliktir.

e Tirkiye’de sadece siber giivenlikten sorumlu,
politikalar ve stratejiler iireten, bunlar takip eden
bir kurum bulunmamaktadir. DPT Biinyesinde
gbrev yapmakta olan Bilgi Toplumu Dairesi
tarafindan koordine edilmekte olan Bilgi Toplumu
Stratejisi kapsaminda konuya ydnelik eylemler
tammlanmistir. Her eylem igin sorumlu ve ilgili
kamu  kurum kuruluslar1 belirlenmistir. Ancak
belirlenen bu kurumlarin temel gorevleri siber
giivenligi saglamak degildir ve tiimiiniin uymasi
gereken bir siber glivenlik stratejisi
bulunmamaktadir. Bilgi Toplumu Dairesinin
ilgilendigi konularin ¢oklugu ve yogunlugu, buna
karsilik personel sayisimin kisitlihgi nedenleri ile
bilgi giivenligine yonelik eylemlerin takip ve
koordinasyonunu saglikh bir sekilde
gerceklestiremedigi, bu alanda 6nemli boslugun
ortaya ¢iktigi gdzlenmektedir.

e Ulusal Bilgi Giivenligi Yonetimine iliskin Ulusal
Bilgi Giivenligi Teskilatimin Tesisi Kanun Tasarisi,
1997 yilindan bu yana iizerinde ¢alisiliyor olmasina
ragmen heniiz kanunlasmamstir. Bu  siireg
igerisinde, diinyadaki siber giivenlik kurumlarinin
teskilatlanmasinda degisiklikler olmus, iilkemizde
de bu kanun tasarisi ile olusturulmasi planlanan
Ulusal Bilgi Giivenligi Kurumu tarafindan
gergeklestirilmesi  ongorillen  gorevlerin - bilyiik
¢ogunlugu TUBITAK UEKAE, TURKSAT, TK,
TSE gibi mevcut baska kurumlar tarafindan
gerceklestirilmeye baglanmistir.
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e Ulusal siber alan miidahale ve alarm sistemi
calismalar, TUBITAK UEKAE[5] sorumlulugunda

yakin zamanda kurulan Bilgisayar Olaylan
Miidahale  Ekibi  (BOME)[6] tarafindan
yiiriitiilmektedir. Siber giivenlige iligkin risk
yonetimi, damsmanhk hizmeti verecek

profesyonellerin 6zel olarak egitilmesi, tiim siber
alan kullameilant igin  farkindahk ve egitim
programlarnin  hazirlanmasi; bilgi sistemleri ve
giivenlik planlari ile uyumlu rehber uygulamalarin
ve referanslarin gelistirilmesi gibi ¢alismalar
TUBITAK UEKAE tarafindan yiiriitiilmektedir.
Yeni diinya diizeni iginde gii¢lii devletler arasina
girebilmek igin bilgi ve iletisim teknolojilerinin
sadece kullanicis1 degil aym zamanda direticisi ve
gelistiricisi de olmak gerekmektedir. Bu hedefe
yonelik olarak gerekli arastirmalarnn yapmak,
teknolojik tiriinleri gelistirmek tizere TUBITAK,
siber alanin giivenligine yonelik teknolojiyi
gelistirme ana hedefi ile de UEKAE kurulmustur.
Siber giivenlik yonetiminde TUBITAK UEKAE
onemli aktdrlerden birisidir. Ancak, baska kurumsal
yapilar tarafindan vyiiriitiilebilecek gorevler de bu
kuruma yiiklenerek kendi gorevlerini yapamaz ya
da geciktirir duruma getirilmemelidir.

Devletin siber alamimin giivenlikli hale getirilmesi ve
giivenilirliginin artirllmas1 konusunda TURKSAT A.S.[7]
gorevlendirilmis olmakla birlikte bu gérevlendirmenin
sadece e-devlet kapis1 kapsaminda oldugu, bu proje disinda
kalan kamu bilgi ve iletisim sistemlerinin giivenli kullanimi
igin Tiirkiye’de biitiinlesik bir yapilanmanin bulunmadigi
gbzlenmektedir.

fletisim sektoriinde  serbestlesme  ve  rekabetin
korunmasina yonelik c¢aligmalar yapmak tizere kurulan
Telekomiinikasyon Kurumu([8], kendi gorev alanmi
kapsayacak sekilde e-imzaya iliskin diizenlemeleri yapmis
olup uluslararast kuruluslar ile isbirligi ¢alismalarina
agirhik vermektedir. Ancak bu kurumun kurulus amaci
farkli oldugu i¢in dogrudan siber giivenlik konusu ile ilgili
¢ahismalar bulunmamaktadir.

Tiirk Standartlar Enstitiisii[9], diger standartlarin yam
sira bilgi giivenligine yonelik uluslararasi kuruluglarin
gelistirdigi  standartlan  da  Tiirkge'ye  gevirerek
yaymlamakta, konu ile ilgili farkindalik yaratici ¢alismalar
gergeklestirmektedir. Kamu ve 6zel sektdr kurumlan igin
Bilgi Giivenligi Yonetim Sistemi(BGYS) kurulum
denetimini de yapmaktadir. Ancak tiim kamu kurumlarina
yonelik bir ¢er¢eve plan ve bu planin uygulanmasi takip
edecek sorumlu bir kurumsal yap1 bulunmadig: igin BGYS
kurulumlar verimli bir sekilde ger¢eklestirilememektedir.

Emniyet Genel Miidiirliigii’niin siber suglarla miicadele
ve adli analiz konularinda son dénemde kayda deger
yapilanma iginde oldugu ve personelin bu yénde egitiminde
dnemli mesafeler kaydettigi gézlenmektedir.

Siber giivenligi saglamak {izere kamu, Ozel sektor,
tiniversiteler, sivil toplum orgiitleri vb. ile diger iilkeler ve
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uluslararasi kuruluglarla bélgesel ve uluslararas: isbirligini
gelistirecek sorumlu bir kurulug bulunmamaktadir.

Siber giivenligin ihlal edildigi durumlar sonrasinda
normale doniis uygulamalarim kapsayan kriz yonetimi,
Basbakanlik  Kriz ~ Yoénetim  Merkezi  tarafindan
gergeklestirilmekte olan genel tatbikatlarda kisith bir
sekilde alt konu bashklarindan biri olarak ele alinmaktadir.
Ancak bu alanda asil sorumlu kurum belli degildir.

V. ULKEMIZDE SiBER GUVENLIK YONETIMINE
ILISKIN KURUMSAL YAPI ONERISI

Ulkemizde siber giivenlik yonetiminde kurumsal
yapilanma modeli diger iilke uygulamalarinda oldugu gibi
tiim aktorlerin katiimim saglayacak sekilde yonetisim
yaklasim ile gelistirilebilir. Bu baglamda oncelikle ulusal
diizeyde siber giivenlik strateji ve politikalar1 gelistirmekle
sorumlu bir Siber Giivenlik Kurul'u olusturulmahdir.
(Cizim 1, Bkz EK) Bu kurul, yaptinmer etkisinin gii¢lii
kilinmas1 i¢in Basbakan tarafindan gorevlendirilecek bir
Devlet Bakam baskanliginda, ilgili Bakanliklarm, Milli
Giivenlik Kurulu Genel Sekreterligi, TSK, Milli istihbarat
Teskilati Miistesarhigi, Tiirkiye Bilimsel ve Teknik
Arastirma Kurumu Bagkanlhigi ve konu ile ilgili diger
kurumlarin en iist diizey yoneticilerinden olusturulmahdr.

Siber Giivenlik Kurulunun sekretarya hizmetlerini
yiiriitecek; konu ile ilgili kurumlararas1 koordinasyonu
gergeklestirecek; iist diizey politikanin ve stratejinin ilgili
tiim paydaglarin katilimi ile hazirlanmasim saglayacak; bu
politika ve strateji dogrultusunda tiim kamu kurumlar
tarafindan uygulanacak ger¢eve planlan hazirlayacak ve bu
planlarin uygulanmasimi takip ve koordine edecek bir
kurumsal yapiya ihtiya¢ bulunmaktadir.

Boyle bir kurumsal yapi, Ulusal Bilgi Giivenligi
Teskilatimn Tesisi Kanun Tasarist Taslagi kapsaminda
tamimlanan sekilde, gorev alaninda bazi kisitlamalara
gidilerek gergeklestirilebilecegi gibi mevcut kurumlardan
birine de bu gorev verilerek gergeklestirilebilir. Bu gorev,
halihazirda Basbakan’a dogrudan bagh ya da
Basbakanliga[10] bagh olarak gorev yapmakta olan,
giivenlik isleri ile ilgili politikalar iireten, ¢alismalar yapan
bir kurumsal yapr altinda olusturulacak Siber Giivenlik
Birimi'ne de verilebilir.

Siber Giivenlik Birimi’nde, bilisim teknolojilerinin
kullanim1 ve siber giivenlik konularinda uzmanlasmis, aym
zamanda kamu yonetimi alanminda da egitimli, yeni kamu
yonetimi yapisina uygun ¢aligmalar i¢inde bulunabilecek
gorevliler ile hukuk ve uluslararas: iligkiler konularinda
deneyimli, yeniliklere ag¢ik uzmanlarin olusturdugu
¢ekirdek bir kadro yapisi kurulmalidir.

Siber Giivenlik Kurulu, daha once belirlenen giindeme
uygun olarak belli periyotlarla toplantilar yapmahdir.
Toplantilara sorumlu Devlet Bakani, onun olmadig
durumlarda Siber Giivenlik Biriminin bagh oldugu
kurumun en {iist diizey yOneticisi baskanhk etmelidir.
Ihtiyag duyulmasi halinde bu toplantilara, konu ile ilgili
ozel sektor kuruluslari, sanayi temsilcileri, sivil toplum
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orgiitlerinin  temsilcileri de davet edilebilmelidir.
Toplantilarda aliman  kararlar dogrultusunda, Siber
Giivenlik Biriminin koordinasyonu ile katilimer kurumlarin
temsilcilerinden Calisma Gruplan teskil edilmelidir.

Temel olarak kamu kurumlar tarafindan uygulanacak
ancak, dzel sektor, iiniversiteler, STK, kullamecilar vb. tiim
paydaslar i¢in de yol gosterici olacak sekilde, Siber
Giivenlik Stratejisi ile uyumlu gergeve planlar hazirlanmal
ve uygulamalar izlenmelidir. Ayrica siber giivenlik ile ilgili
farkindahigin artirlmasi,  personelinin  egitilmesi,
uluslararast kuruluslarca kabul gormiis siber giivenlik
standartlarin  benimsenmesi, giivenlik risk analizlerinin
yapilarak gerekli énlemlerin alinmasi gibi konular kamu
kurumlarinin Strateji Gelistirme birimlerinde tesis edilecek
siber giivenlik birimlerinin sorumlulugunda olmaldir.
Uygulamanin ~ takibi, bu  birimlerden  alinacak
geribildirimler  kullamlarak  Siber Giivenlik  Birimi
tarafindan yapilmalhidir.

Siber alamin giivenligine yonelik Bilgisayar Olaylan
Miidahale Ekibi'nin TUBITAK biinyesi yerine, normal
duruma doniis ¢alismalarim da kapsayan kriz yénetimi
gorevini de lstlenecek sekilde Tiirkiye Acil Durum
Yonetimi Genel Miidiirliigii biinyesinde kurulmasi, ancak
TUBITAK UEKAE ile ¢ok siki isbirligi i¢inde galismasi
diistiniilebilir. Bu birimin edindigi tecriibelerin diger tiim
kurumlarla paylasiimasinin da, Siber Giivenlik Birimi
tarafindan saglanmasi yerinde olacaktir,

Kamu kurumlarina yonelik siber giivenlik standartlarina
uygun risk yonetiminin ilgili kurumlarin Strateji Gelistirme
Birimleri tarafindan yapilmasi ya da yaptirilmasi,
uygulamanin takibinin ise Siber Giivenlik Birimi tarafindan
gergeklestirilmesi  yoluna gidilebilir. Siber giivenlik
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alaninda profesyonellerin egitimi, yine TUBITAK UEKAE
tarafindan  verilmeye devem  edilmelidir. Kamu
kurumlarindaki  siber  giivenligin  saglanmas1 ile
gorevlendirilen Strateji Gelistirme Birimleri kapsamindaki
calisanlarin konu ile ilgili egitimi, yine Siber Giivenlik
Birimi tarafindan yapilacak ¢alismalar sonucu hazirlanan
gergeve planlar dogrultusunda, bu birimin koordinasyonu
ile TODAIE tarafindan verilmesi diisiiniilebilir. Kamu
kurumlarindaki son kullanicilarin egitimi ve farkindalik
yaratilmas1 islemi de yine kurumlarin Strateji Gelistirme
Birimleri tarafindan, Siber Giivenlik Birimi’nin koordinesi
ile calisma gruplan tarafindan hazirlanmis olan gerceve
planlar dahilinde gergeklestirilmelidir.

Devlet, tiim vatandaslarinin bilgilerinin giivenliginden
de sorumlu oldugu i¢in siber alan kullanicisi tiim
vatandaglara yonelik ¢dziimleri kapsayan ¢ergeve planlarin
hazirlanmas1 da Siber Giivenlik Birimi'nin ¢alisma alam
iginde olmahdir.

VI. SONUC

Bilgi ¢aginda, diinyanin 6nde gelen iilkeleri arasinda yer
almay1 hedefleyen Tiirkiye'nin basarili bir siber giivenlik
politikas1 uygulayabilmesi ig¢in, yoOnetsel diizeyde siber
giivenlik politikalarmi  olusturacak bir Siber Giivenlik
Kurulu ile bu kurulun sekretarya hizmetlerini yiiriitecek,
belirlenen politikalarn takibini ve ilgili ulusal-uluslararas:
kuruluglarm koordinasyonunu gergeklestirecek bir Siber
Giivenlik Birimi’nin gérevlendirilmesi i¢in gerekli yasal
cerceve ivedilikle hazirlanmalidir,
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EKLER

Cizim-1:Tiirkiye I¢in Siber Giivenlik Yénetimi Kurumsal Yap1 Onerisi:

Devlet Bakam

Siber Giivenlik Kurulu

Bagkanhginda, [gili
Bakanliklar, kurum
kuruluglarin iist diizey
yoneticileri

Basbakan/Basbakanhk

Siber Giivenlik Birimi

Sekretarya/Koordinasyon

Koordinasyon

Koordinasyon

Calisma Gruplar

I

Sivil Toplum

! Orgiitleri
I )
. 1
Kamu Strateji Gelistirme ve Koordinasyon '
Bilgi islem Birimleri '
Low=
— Ozel Sektor
[
Tablo 1: incelenen Ulkelerde Siber Giivenlik Kuruluslari
Ulke Ust Birim Kurulus Gorevleri
I¢ Giivenlik Danigma Konseyi D TS e
Ulusal Altyapi Danigma Konseyi[11] y
Kritik Altyapi Ortaklifi Danigma
Komitesi [12]
Politika Ofisi [13] Damsmanlik ve Koordinasy
Ulusal Koruma ve Programlar Direktorligii Koordinasyon
e e o o [|g4] Ulusal Siber Alan Miidahale Sistemi
a ¥ Siber risk yonetimi
Standart Belirleme
Ulusal Koruma ve Programlar i
i¢ Giivenlik Bakanh: Direktrligi Krluk_a.?'lyap[vari‘sklan!'lm kol'ul:lmasl
" Onleyici tedbirlerin belirlenmesi
Altyapr Koruma Ofisi [15] 3
Koordinasyon
U!usal Koruma.ve Programlar Devletin tiim birimleri igin savunma,
Direktorligi
R Farkindalik yaratma
Yénetim Birimleri Arasi Programlar +
OFisi 116 Koordinasyon
ABD isi [16]
II-_)I:ru::tlU};i:I;uuma Ve Progrimlas Ulusal seviyede risk ytinetimi standartlart ve metriklerinin belidenmesi
Risk Analizi ve Yénetimi Ofisi [17) Risk analizi ve degerlendirmesinin yapilmasi
Bilgisayar Olaylan Acil Durum Operas}:ur{el §|i?er tehditleri ve zafiyetleri azaltmak, analiz etmek,
Midahale Ekibi [18] Uyan bilgilerini yayinlamak,
Olay mildahale etkinliklerinin koordinesi
Gemeklg?en Tehdl{_ler.‘Slber Giivenlik ve Bilim Danigmanlik
ABD Kongresi Teknoloji Alt Komitesi [19]
Devlet Saymanlik Ofisi [20] Denetleme
Devlet Sistemlerinin bilgi glivenliginin saglanmasi
- e Kriptoloji egitimi
e
Rasbalcanlik Hhisal Gvenlile Ajansr [21] Siber tehditlerin arasurilmasi, raporlanmasi
Kriptografik kod geligtirme
Bakanligin ulusal stratejisinin geligtirilmesi,
Bilgisayar Suglan ve Fikri Biligim suglarimn énlenmesi,
Adalet Bakanligs Milkiyet Bolimi [22 Tetkik ve kovugturma igleminin tiim kamu kurumlan ile koordineli bir
sekilde gergeklestirilmesi
Bildiriler Kitabi 2526027 Aralik December 2008 ¢ Ankara / TURKIYE
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Farkindalig artirmak,
Bilgi Teknolojileri Béliimii Ilgi ve iletigim sistemleri giivenliginin saglanmasi
Ty Aglar ve Giivenlik Bolimii Tehditlerin raporlanmas:
lletisimi Dazenleme Uluslararasi iligkilerin saglanmasi
Otoritesi (FICORA) =t o :
(23] Tiim diinyadaki bilgi giivenligi olaylarini takip etmek,
Bilgisayar Olaylart Acil Durum Kilavuzlar yayinlamak,
Miidahale Ekibi(CERT-FI) [24] Problem ¢ézitmiine destek,
i i Ihlalleri énleme amagh bilgi yaynlamal
. . -
g?:;zillgcmﬂ Ulusal Acil Durum Destek Ajansi (NESA) [25] | Kritik altyapilara yonelik tehdit ve risklerin yonetimi.
< Kamu Bilgi Giivenligi Yénetim Komitesi
Maliye Bakanlif (VAHTI) [26] Kullamm kilavuzlarinin yayinlanmasi
Basbakanhk e L s Ulusal Bilgi Giivenligi Stratejisinin uygulanmasi etkinliklerinin
Ulusal Bilgi Giivenligi Damsma Kurulu [27] kisordsaisyon ve takibi
Basbakanhk Ulusal Savunma Genel Sekreterligi Bilgi BS giivenlik politikalan hakkindaki hiikiimet kararlannin hazirlanmasi,
¥ Sistemleri Giivenligi Merkez Y&netimi [28] koordinasyonu, uygulanmas: ve takibinde Bagbakan’a damgmanhk
Ulusal Savunma Genel | Bilgisayar Acil Durum Miidahale Takimlari [29]
Sekreterligi Bilgi CERT-Renater BG bilgilerini toplama, uyarilar, miidahale ve 6nleme konularinda
Sistemleri Gilvenligi CERT-A damismanhk
Merkez Ydnetimi CERT-IST
F =
ransa BT Stratejik Danismanlik Kurulu [30] SOpnRaO: . .. :
S Eylem énceliklerinin belirlenmesi
(Kamu Ozel Sektér Yoneticileri) R :
Kritik bilgi altyapilannin korunmasinda uygulamay: takip
Bagbakanhk — - - —
Fransa Giivenilirlik Enstitiisii [31] Proje gelistirme
Otomotiv,askeri, uzay sanayi, profesyonel 6rgiit | Uluslararas: temsil
temsilcileri, sanayi temsilcileri Forum diizenleme
P {leri Teknoloji Suglan ile Savas Yasal sorusturmalara destek, yargilama
Iigleri Bekanhity Merkez Ofisi [32] (emniyet-jandarma-interpol)
- Koordinasyon
Ulusal Altyapr Giivenligi
Bagbakanlik KoordinasygiiMeksyzi 23] SI.IdI."rI alarmlan yayinlamak
(Kamu ve Ozel Sektsr Temsilcileri) [ et armgtumas:
Ciddi saldinlara cevap vermede destek
Birlestirilmig Olay Raporlama ve Kamu kurumlan ve kritik ulusal altyap: isleri yapan firmalara ulusal
Alarm Grubu (UNIRAS) [34] teknik destek
{letisim-Elektronik Giivenlik Grubu BG politikasini yayinlama,
(CESG) [35] Risk degerlendirmesinde teknik dneriler
¥ . IS0 17799y geligtirme,
g:.‘t?:;l‘i‘:iwapt SaspE Migaret Bakanlig! [36] Kiigiik ve orta dlgekli isletmeler igin BG sistemi kurulmasi
Koordinasyon Merkezi| Icisleri Bakanlig [37) Yiinetim Kurulu'na bagkanhk etme, Basin merkezi hizmeti
ingiltere
. Savunma Bakanhi [38] Teknik aragtirmalara katki
Polis Tegkilati (Ulusal Yiiksek Teknoloji Sug Sug dnleme,
Birimi } [39] Saldin tespit
Givenlik Servisi (Ulusal Giivenlik . - a1t .
Dam lakei) Tehdit, sorgulama, istihbarat, koruyucu glivenlik igin teknik destek
(Bakanlar Kurulu) Ulusal Ileri Teknoloji Sug Birimi [40] Polis teskilati alunda, e-sug dnleme, raporlama, sorgulama
]I:;LELSJ;;::;:E‘ Igisleri Bakanlig: [41] Kritik ulusal altyapilarin korunmasina yinelik faaliyetler
(CSIA) iletigim Elektronik Giivenlik Grubu [42] Kamu iglerinin giivenirligini sailamak {izere dnerilerde bulunmak.
Brsbakanhik Kriz Degerlendirme ve Takip Sekreteryas: [43] | Mukavemeti artirmak
Kamu-dzel sektir koordinasyonu
Temel strateji belirleme
Ulusal Bilgi Givenligi Merkezi Cergeve plan olugturma
(NISC) [44] Miidahale kapasitesi
Bagbakanlik K'ritil.c bilgi altyapt‘s_.lmq k(_)runmasx
U strateji gelistirme
Bilgi Giivenligi Politika Konseyi (Bagbakan, Temel strateji geligtirme
Devlet Bakanlan, Igigleri ve lletigim Bakani, Politikanin uygulanmasinin takibi
Ozel Sektor temsilcileri, Ulusal Kamu Giivenligi| Kilavuz yayinlama
Komisyon Bagkani) [45] Acil durum miidahale
Japonya
Ekonomi, Ticaret ve T T BG stratejisinin uygulanmasi, olay mildahale ve degerlendirme sistemi
Endiistri Bakanhi Bilgx Politkaian Boliert (46] siber saldinlara kars: dzel sektdr ve kullameilara bilgi saglama
Ulusal Polis Ajansi (Ileri Teknoloji z e T
Suglart Onleme Bolimi) [47] Siber teriristeri yakalama, etkilerini azaltma, farkindalik yaratma
Bakanlar Kurulu - -
Ulusal Bilgi Olaylan Miidahal Gilve.nllk olaylarini {nc{elemek
Ekibi (48] Teknik énlemler geligtirmek
Danismanlik
Bilgisayar Olaylan Acil Durum Giivenlik olaylan ve zafiyetlere iligkin bilgi toplamak
Miidahale Ekibi Koordinasyon Merkezi Uyarilar yayinlamak
Bildiriler Kitabi 25026427 Aralik December 2008 » Ankara / TURKIYE
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Tablo 2: Tiirkiye nin Siber Giivenlik Kurumlan

Baglvilgili/iliskili Oldugu Kurum Siber Giivenlik Kurumu Amaci
e-Déniisim Tiirkiye lera Kurulu (Devlet Bakani,
Basbak Milli Egitim Bakam, Ulastirma Bakani, Sanayi ve | BT Stratejisinin uygul slirecinde en {ist diizey politika
iyodiin Ticaret Bakani, Basbakanlik Miistesari, DPT belirleme, karar alma, degerlendirme, yonlendirme

Miistesan, Basbakanhk Bagmiisaviri

e-Déniisiim Tiirkiye Projesinin koordinasyonu ve BT Stratejilerinin

Laliel
belir

Basbakanlik DPT Bilgi Toplumu Dairesi Bagkanli

BG, haberlesme ve ileri elektronik alanlarinda yeni teknolojilerin
Basbakanhk TUBITAK UEKAE gelistirilmesine dnetilitk eden uluslararas: bilim teknoloji {iretim
merkezi olmak

Kamu giivenli agi kurulmasi, BSleri olaganiistii durum merkezi

Ulastirma Bakanligt TURKSAT A.S. e iase
e-imza yapilanmasina iligkin tiim kamu kurum ve kuruluglanmn
Ulagtmoa Bakealix T aym kurumsal sertifika yapisi altinda toplanmasimin saglanmas.
Sanayi ve Ticaret Bakanbi TSE Kamu ve E.izel se‘:ktﬁr kuruluglar igin BGY‘; ve On:tak Kriterler
Belgelendirmesi ve kurulumun denetimini
Basbakanhk DTM e-Ticaret giivenlik altyapisinin saglanmasi
Biligim suglan hakkinda bilgi toplamak, degerlendirmek ve bu
Igigleri Bakanhg EGM faaliyetleri éinlemek amaciyla gerekli tedbirleri almak ve operasyonlar
diizenlemek.
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Ozet— Kiiresellesme ile gelen hizh degisim icerisindeki
diinyada bilgi tabanhh ekonomi hem o6zel sektéor hem de kamu
sektoriine bazi  zorluklarin yam sira bazi firsatlar da
sunmaktadir. Bu makalede bilgi ve haberlesme teknolojilerinin
kamu sektoriinde yarattigi reform olarak kabul edebilecegimiz
Elektronik Devlet ya da kisaca “e-devlet” konusunun gelisimi
irdelenmis, e-devlet sistemleri icin arttirilmis giivenlik cercevesi
kapsaminda E-Devlet Giivenlik Riskleri ve Risk Yonetimi
Prosediirleri incelenmistir.

Anahtar Kelimeler—E-devlet, giivenlik cercevesi, giivenlik
hedefleri, giivenlik politikalari

I. GIRIS
Cagimizda tiim diinyada gergeklesen teknolojik gelismeler

kamu sektoriinde bilgi ve haberlesme teknolojiletinin
kullanilmasinin ~ yayginlasmast  ile  yent  bir  gesit
rasyonalizasyonun dogmasmma yol agmustir. Bilgi ve

haberlesme teknolojileri araglarinin kullaninu kamu politikasi,
islemleri ve fonksiyonlarinda doniisimsel kaymalara yol
acmistir.  Bilginin  yOnetimi  belirli bir stireden beri
hiikiimetlerin ana gorevlerinden birisi olmustur.

“e-Devlet” kavrami, vatandaslarin ve ayni zamanda &zel
kurum ve kuruluslarin kamu kurumlart ile olan mal, hizmet ve
bilgi aligverisi seklindeki iligki ve islemlerinin bilgi ve iletisim
teknolojilerinin yardimryla elektronik ortamda
gergeklestirilmesidir [1].

E-Devlet sadece vatandaglar igin hizmetler saglamakla
kalmayip, kamu sektoriiniin de hikiimet fonksiyonlarinda
seffaflik ve hesap verilebilirligin saglanmasi, hiikiimet
yonetiminde masraflarin azaltilmasinin saglanmasi v.b. gibi
verimlilik amaglarinin gergeklestirilmesini saglamaktadir [2].

Bu makalenin 1. Boélimiinde E-Devlet olusumunun
asamalarina deginilmis, E-devlete hazirhk gostergeleri
kapsaminda diinya geneli ve tilkemizdeki duruma ait bazi
istatistiksel veriler sunulmustur. II. Boéliimde E-Devlet i¢in
Arttirllmis  Giivenlik  Cergevesi  konusu incelenmis, III.
Bolimde E-Devlet Giivenlik Riskleri ve Risk Yonetim
Prosediirlerine  deginilmistir. IV. Bolimde ise Sistem
Giivenligi Altyapist konusu irdelenmistir.

Bilgi Teknolojileri ve iletisim Kurumu, Maltepe, Ankara
ainaloz@tk.gov.tr, munver@tk.gov.tr, malkan@tk.gov.tr
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1. E-DEVLETIN GELISIiMi

Endiistrilesmis tilkelerin popiilasyonunun biiyiik bir yiizdesi
web’e dayali ekonomi ile i¢ ice yasamaktadir. 2007 yilinda
Avrupa  Birligi  popiilasyonunun %55’ ve  ABD
popiilasyonunun %71°1 internet erisimine sahiptir. Aralik
2007 sonu itibariyle ABD popiilasyonunun % 78’i diinya
popiilasyonunun ise %69 ‘unun elektronik posta kullandig
bildirilmektedir [2]. Bilgi ve haberlesme teknolojilerinin
kullaninminin ~ artmasi  e-devlet olusumunun gelisimini
hizlandirmaktadir.

E-Devlet Olusumu asagida Sekil I’de gosterilen bes ana
asamadan meydana gelmektedir.

SEKIL 1
E-DEVLET OLUSUMU

BAGLANTILI

ISLEMSEL

INTERAKTIF

ORTAYA CIKIS

I.Asama: Ortaya Cikis

Hikiimetin ¢evrimi¢i varligit bir web sayfasi ya da
Bakanliklar, egitim enstitiileri, saglik, sosyal yardim, is ve
finans kuruluslarina baglantilart da igeren resmi bir web
sayfasindan olugmaktadir. Bilgilerin ¢ogu statiktir ve
vatandaglar ile etkilegim azdir.

II. Asama: Gelistirilmis

Huktimetler kamu politikast ve yonetisimle ilgili pek cok
bilgi saglarlar. Vatandaslar i¢cin dokiimanlar, formlar, raporlar,
yasa ve diizenlemeler ve gazeteler v.b. gibi arsivlenmis
bilgilere erisme imkani saglarlar.

1. Asama: Interaktif

Hiikiimetler hizmetlerini vergi 6demeleri ve lisans yenileme
uygulamalar1 i¢in indirilebilir formlar v.b. gibi g¢evrimigi
sunarlar. Buna ek olarak interaktif portalin ya da web
sitesinin  baslangict vatandaslarin rahat etmesini saglamaya
yoneliktir.
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IV. Asama: Islemsel

Hiikimetler kendileri ve vatandas arasmnda iki yonlil
etkilesim saglaya baslarlar. Buna vergileri 6deme secenegi,
sayisal kimlik basvurusu, niifus kagidi, pasaport bagvurusu
dahil olmak iizere bu hizmetlere vatandaslarin 7/24 ¢evrimigi
olarak ulagmasini saglamaktadir. Tim islemler g¢evrimigi
yapilir.

V. Asama: Baglantili

Hiikiimetler kendilerini vatandaglarmin tiim ihtiyaglarina
karsilik veren baglantili bir varlik olarak goriirler. Bu e-devlet
girisimlerinin en sofistike asamasidir ve asagida yer alan
baglantilara sahiptir.

1.Yatay baglantilar (Hiikiimet kuruluslari arasinda)

2.Dikey baglantilar (Merkezi ve bolgesel hiikiimet kuruluslar
arasinda)

3.Altyap1 baglantilar1 (Birlikte ¢alisabilirlik konulart)

4. Hiktimetler ve vatandaglar arasindaki baglantilar
5.Paydaslar (Hukiimet, 6zel sektor, akademik enstitiler ve
sivil toplum orgiitleri) arasindaki baglantilar [3]

Birlesmis Milletlerin 2008 y1l1 E-Devlet Arastirmasi [3] 192
iye ilkenin daha iyi kalitede hizmet ve {irlin almasi igin
vatandaslarinin, isletmelerinin ihtiyaglarina iligkin cevaplarini
icermektedir.

TABLO I
Ulkelerin Sundugu Interaktif Hizmetler

Ulke Sayist Yiizde (%)

GSM Telefonlara Mesaj Gonderimi 14 7
WAP PDA Erigimi 19 10
Giivenli Baglanti 33 17
Giincellemeler Icin E-Posta Kayit

. 58 30
Opsiyonu
Hiiktimetlerin kayitlarin gizli

- . L 29 15

kalacagina ait garantisi
Elektronik Tmza 19 10

Ulkemiz E-Devlet Hazirlik Gostergesi 2008°de 76 ne1 sirada
yer almaktadir (Bknz. Tablo II). Ulkemiz E-Devlet Kullanim
kapasitesi agisindan %33- % 66 lik Grupta yer almaktadir
(Bknz. Tablo III).

TABLO II
E-DEVLET HAZIRLIK GOSTERGESI
Ulke Gosterge
1 Isveg 0.9157
2 Danimarka 0.9134
3 Norveg 0.8921
4 ABD 0.8644
5 Hollanda 0.8631
Kore
6 Cumbhuriyeti 0.8317
7 Kanada 0.8172
8 Avusturalya 0.8108
9 Fransa 0.8038
10 ingiltere 0.7872
76 Tiirkiye 0.4834
Bildiriler Kitabi

TABLO III
E-DEVLET KULLANIM KAPASITESI

Kullanim Yiizdesi
1 11 111 v \
Ulke o -
@ “ _ —

< | = g = =

g 2 |2 |2 |2 |&

= [5) = — m

o ]
% 34-%66 Kullanim Oranma Sahip Ulkeler- Kullanim Orani (%)
Malta 100 92 63 40 44 65
Birlesik
Arap 88 68 68 60 37 64
Emirligi
Meksika 100 86 65 38 41 63
Ispanya 100 79 68 39 41 62
Malezya 100 84 65 35 26 60
Avusturya 100 85 60 38 22 59
Israil 88 82 56 43 44 59
Portekiz 100 84 53 32 4 53
El Salvador | 100 75 56 21 33 52
Almanya 100 75 56 20 30 51
Peru 100 82 58 11 19 50
Bolivya 100 78 50 11 19 47
Bahreyn 88 70 44 27 26 46
Tralya 100 79 48 2 37 46
Filipinler 100 72 49 14 22 46
Cin 100 76 52 4 26 45
Venezuella 88 60 52 5 37 42
Sl 100 58 |53 |8 19 |41
Arabistan
Izlanda 75 74 46 8 0 41
Letonya 100 70 48 1 7 40
Mogolistan 88 73 33 7 19 38
Tiirkiye 63 59 37 17 26 38
Yunanistan 100 74 35 4 4 37
Kuveyt 0 60 40 14 26 37
Panama 88 65 36 7 22 37

1L E-DEVLET ICIN ARTTIRILMIS GUVENLIK
CERCEVESI

Hiikimetlerin ~ ¢ogu  vatandaslari  ve  isletmelerinin
ihtiya¢larint kargilamaya yonelik sunmus olduklart hizmetleri

kendilerine uygun olan giivenli yer ve zamanlarda
vermektedirler. E-Devlet internetin en dnemli
basarilarindan  biridir.  E-Devlet  giivenligi, e-Devlet

olusumunun ileri asamalarina ulasilmasini saglayan ¢ok
o6nemli faktorlerden biridir.  E-Devletin basarili olarak
uygulanmasi islemlerde yer alan tiim taraflar {izerinde bir
giivenlik seviyesini gerektirmektedir. E-Ticaret kapsaminda
gelistirilmis olan baz1 giivenlik teknikleri ve araclari
bulunmaktadir. Ancak gtivenli e-devlet sistemleri proje yasam
dongtisiinden itibaren yiirtirliige konulabilecek olan kapsamli
bir model gerektirmektedir. Bu makalede e-devlet sistemleri
icin arttirilmis giivenlik gergevesi modeli sunulmaktadir. Bu
tip bir glivenlik ¢ergevesi karar alicilar ve e-devlet sistemlerini
dizayn edenler tarafindan kullanilacak olan temel bir aragtir.
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E-Devlet icin arttirnlmig giivenlik ¢ergevesi giivenlik
sartlarmin en st diizeyde ifade edildigi ve e-devlet giivenlik
beyanlarina uzanan bir dokiimandir. Bu ¢ergevenin amaci e-
devlet hizmetleri ve islemlerinin giivenligini saglamak olup
hiikimet kurum ve kuruluslar1 ve isletmeler tarafindan
kullanilan bir kilavuzdur. S6zkonusu g¢ergeve e-devlet web
sitelerinin giivenlik seviyesini 6l¢mede de kullanilabilir.

SEKIL II E-DEVLET GUVENLIK CERCEVESININ ANA BILESENLERI

E-Devlet Gilvenlik Cerevesi

'

E-Devlet Glivenlik Politikalari

'

E-Devlet Glivenlik Sartlar

!

E-Devlet Glivenlik Sistemi

v
v Y v

Insanlar Islemler Teknoloji
Kimlik Denetimi Gizliik Glivenli Gllvenli Glvenli
Sebekeler | Haberlesme | |Uygulamalar
r Y
Gliven Teminat

“Insanlar” bileseni e-Devleti kullanan = insanlar temsil
etmektedir. Hiikiimetler tarafindan e-devlet kullanicilarinin
glivenlik problemleri ve sonuglarindan haberdar olmasini
saglayacak farkindalik programlarmin uygulanmasina ihtiyag
vardir.

“Islemler” bileseni E-Devlet kullanimim1 saglayan giivenlik
politikas1 ve prosediirleri tarafindan yonetilen uygulamalardir.

Teknoloji  E-Devlet giivenligini kuvvetlendirmek igin
kullanilir ancak en zayif halka kadar iyidir. Giivenligi
arttirmak i¢in kullanilacak teknoloji ¢ok katmanli olmali ve
her seviyede uygun sekilde uygulanmalidir [3].

Teknolojinin Sekil ‘de yer alan altbilesenlerine asagida
kisaca deginilmektedir.

1. Kimlik Denetimi: Sadece yetkilendirilmis kisiler sisteme
erisebilmelidir.

Bildiriler Kitabi

WITH INTERNATIONAL PARTICIPATION

2. Gizlilik: Sadece yetkilendirilmis kisiler sisteme erigebilir.
Bilgi giivenli olarak depolanir ve yetkisiz kisi ya da
islemlere kapalidir.

3. Giivenli Uygulamalar: E-Devlet hizmet ve uygulamalarimnin
saglam ve giivenli bir bi¢imde dizayn edilip gelistirilmesi
ve uygulanmasidir.

4. Giivenli Sebeke: Bilgi ve islemlerin her tiirli saldiridan
korunmasidir.

5. Giivenli Haberlesme: Islemdeki bilginin tahrif ve ifsa
edilmeden korunmasi

6. Giiven: Islemlerin yetkilendirilmis kisilerce izlenebilir ve
hesap verilebilir olmast ve daha sonradan inkar
edilememesi

7. Teminat: Glivenlik bilesenlerinin uygulanmasinda giivenin
de dahil edilmesi

Sekilde II’de sunulmus olan E-Devlet giivenlik cercevesi
kullanicilart dizerinde giiven ve itimat kazanmak isteyen
hizmet saglayicilari i¢in anahtar bir kilavuz mahiyetindedir.

Ote yandan herhangi bir E-devlet sisteminin giivenlik
sartlar1  kargilagilabilecek tehdit ve saldirilart da analiz
etmelidir. Bu ise modern bir yazilim risk analiz metodolojisini
kullanan giivenli uygulama gelistirme ile biitiinlesmistir.

IV. E-DEVLET GUVENLIK RiSKLERI

Internete  dayali E-devlet’in gelisimi ile sebekenin
kompleksligi ve agiklar1 sebebiyle oOnemli giivenlik
problemleri ile karsilasiimaktadir.

E-devletin = karsilastign  giivenlik  riskleri  asagida
siralanmaktadir:

1. Bilginin Yolunun Kesilmesi (Durdurulmasi): flgili e-
devlet kullanicilarmm ya da saldirganlarin bilgileri
kullanicilardan ya da devletten calmalari ya da ele
gecirmeleridir.

2. Bilginin Tahrifatr: Internet saldirganlarinin  bilgi
butiinliigiiniin tahrip edilmesi amaciyla orijinal bilgiyi
cesitli metotlar vasitasiyla tahrif etmesi, bilgiye ekleme
ya da ¢ikartma yapmasidir.

3. Hizmetlerin Inkar Edilmesi: Sebeke sisteminin yada
sistemdeki sunucularin belirli bir periyot zarfinda
tamamen hiikiimsiiz kilmmasidir. Cogunlukla hacker
saldirilart ya da viriis ya da insan yapimu yikici araglar
vasitasiyla gergeklestirilen saldirilardir.

4. Sistem Kaynaklarimin  Calinmasi:  Sebeke — sistemi

cevresinde sistem kaynaklarinin ¢alinmasi sik rastlanir
bir durumdur.
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5. Bilginin  Taklidi:  saldirganlarin ~ sebeke  bilgisi
icerisindeki veri kurallarini bilmesi ya da e-devlet
bilgisinin kodunu ¢ozdiikten sonra yasal kullanici gibi
davranmasi ya da diger kullanicilar1 aldatmak i¢in yanlig
bilgi vermesidir. ~ Ana formlar kullanicilarin yasal
olmayan sertifikalari, yaniltict e-postalari almasimi da
icerir [5].

A. Risk Yo6netimi Prosediirleri

Risk yonetimi riskleri tanimlamak, analiz etmek ve risk
yonetimi planlarint hazirlamayi iceren bir siiregtir. E-devlet
giivenlik risk yonetimi prosediirleri ti¢c adimdan olusmaktadir.
Risk tanimlanmasi, Risk Analizi ve Risk Kontrolii

A.1.Risk Tammlamasi: 1lgili cesitli tehditlerin  ve
¢Oziimlerinin toplanmasina ve e-devlet sistemindeki muhtemel
riskleri ve tehditlerin tanimlanmasina dayanmaktadir.

Risklerin  belirlenmesini  saglayan  c¢esitli ~ metotlar
bulunmaktadir. Risklerin belirlenmesinin amaci sebeke
icindeki, veri ya da veri aligverisindeki var olan riskleri
tanimlamaktir.

Risklerin belirlenmesi tiim e-devlet sistemi risklerinin
belirlenmesini saglayamaz. Risk belirlenmesi halihazirda
bilinen ya da bilinen risklerden kaynaklanabilecek muhtemel
riskleri bulabilir.

Risk analizi ve risk kontrolii bilinmeyen riskleri azaltmak ya
da ¢6zmek icin kullantlir.

A.2. Risk Analizi: Analiz, karsilastirma ve degerlendirme
gibi c¢esitli nicel ve nitel yontemler vasitasiyla e-devlet
risklerinin her faktoriiniin 6nemine karar vermek ve e-devlet

sistemi i¢in muhtemel sonuglarini degerlendirmektir.

Tehdit kaynaklari insan, doga v.b. her tiirlii ¢evre olabilir.

TABLO IV CESITLI TEHDIT KAYNAKLARI

Tehdit Muhtemel Kaynak

Kasith Tehditler Teroristler

Organizasyondan memnun olmayan,
akil saglig1 yerinde olmayan insanlar
Suglular

Yabanci digmanlarla isbirligi yapan

isbirlikeiler

Kasitli olmayan Tehditler Sistem kullanicilarinin yanlig iglemleri
Sistem koruyucularinin ya da

sorumlularinin yanlig islemleri

Dogal Tehditler Deprem
Volkanik Patlama
Hortum

Sel

Yildirim Diigmesi

Dolu

Giivenlik agiklart hakkindaki bilgilere mevki aragtirmast,
personel arastirmasi, penetrasyon testi, ilgili dokiimanlarin
analizi ve diger acik bilgi kaynaklarindan ulasilabilir.

Bildiriler Kitabi
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A.3. Risk Kontrolii

Risk kontrolii baz1 risk kontrol metotlarin1 segerek riskin
kabul edilebilir bir seviyeye azaltilmasinin saglanmasidir.
Risk kontrolii risk yonetiminin en 6nemli adimidir. E-Devlet
giivenlik risk kontroliiniin amaci e-devlet projelerinin maruz
kalacagi risk derecesini azaltmaktir.

iki cesit risk kontrolii metodu bulunmaktadir.

Birincisi risk azaltimi, kaginma ya da transfer etme ve kayip
yonetimi gibi risk kontrolii dlgtileridir.

Ikincisi risk telafisi i¢in sigorta ya da riski kendilerinin
ustlenmesi gibi fon 6nlemleridir. E-devlet giivenlik risk

yonetiminde idareciler sigorta ya da riski kendilerinin
ustlenmesine  dair hangi oOnlemi alacaklarma karar
vermelidirler.

V. SISTEM GUVENLIGI ALTYAPISI

Kamu perspektifinden bakildiginda hiikiimet bir kurulug
olarak kabul edilebilir. Bir devlet kurulusunda olusacak olan
bir giivenlik problemi tiim hiikiimet igslemlerinin basarisizlig
olarak goriilebilir. Bu bakimdan tim kamu kurum ve
kuruluslarinda bilgi giivenliginin saglanmasi ve korunmasi bir
ana proje olarak kabul edilebilir [6].

BILGI GUVENLIGI YONETIM SISTEMI (BGYS)

Kurum ve Kuruluslarin hassas bilgilerini yonetebilmek
amaciyla benimsenen sistematik bir yaklasim olan Bilgi
Giivenligi Yonetim Sistemi’nin  (BGYS) amaci sistem
caliganlari, is siire¢lerini ve bilgi teknolojileri (BT)
sistemlerini kapsayan hassas bilgilerin korunmasidir.

Kurum ve Kuruluslarin fiziksel alan giivenligi, veri
giivenligi, donanim-yazilim giivenligi ve giivenilirligi ile
personel giivenilirliginin saglanmasi i¢in tehditlerden ve/veya
zafiyetlerden kaynaklanan risklerin bertaraf edilmesi veya
azaltilmasina  yonelik  kullanilan ~ bazi  standartlar
bulunmaktadir.

Bilgi giivenligi yonetimi konusunda en yaygin olarak
kullanilan standart, “ISO/IEC 27002:2005 Bilgi Giivenligi
Yonetimi I¢in Uygulama Prensipleri” standardidir. Bu
standart, isletmeler igerisinde bilgi gilivenligi yoOnetimini
baglatmak, gerceklestirmek, siirdiirmek ve iyilestirmek igin
genel prensipleri ve yonlendirici bilgileri ortaya koyar.
ISO/IEC 27002:2005 rehber edinilerek kurulan BGYS’nin
belgelendirmesi i¢in “ISO/IEC 27001:2005 Bilgi Giivenligi
Yonetim Sistemleri—Gereksinimler” standardi
kullanilmaktadir [7]. Bu standart, dokiimante edilmis bir
BGYS’ni kurumun tim is riskleri baglaminda kurmak,
gergeklestirmek, izlemek, gézden gegirmek, sitirdiirmek ve
iyilestirmek icin gereksinimleri kapsamaktadir. Is risklerini
karsilamak amaciyla ISO/IEC 27002:2005°te ortaya konan
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kontrol hedeflerinin kurum igerisinde nasil uygulanacagi ve
denetlenecegi ISO/IEC 27001:2005 te belirlenmektedir [8].

Her iki standardin Tiirk¢e hali TSE tarafindan sirasiyla TS
ISO/IEC 17799:2005 ve TS ISO/IEC 27001:2005 isimleri ile
yaymlanmistir.

Pratik Uygulamalar:

Bilgi Teknolojileri ve iletisim Kurumu tarafindan hazirlanan
20 Temmuz 2008 tarih ve 26942 sayili Resmi Gazetede
yaymlanan ELEKTRONIK HABERLESME GUVENLIGI
YONETMELIGI ile elektronik haberlesme giivenligine iliskin
usul ve esaslar diizenlenmektedir.

Bu Yonetmelik, isletmecilerin fiziksel alan giivenligi, veri
gtivenligi, donanim-yazilim giivenligi ve giivenilirligi ile
personel giivenilirliginin saglanmasi i¢in tehditlerden ve/veya
zafiyetlerden kaynaklanan risklerin bertaraf edilmesi veya
azaltilmasina iligkin olarak alacaklari tedbirlere yonelik usul
ve esaslart kapsamaktadir. Yetkilendirilen  isletmeciler
yetkilendirme tarihinden itibaren bir yil igerisinde Elektronik
haberlesme giivenligini saglama kapsaminda TS ISO/IEC

27001 veya ISO/IEC 27001 standardina uygunlugu
saglamakla yiikiimlii kilinmislardir.
27001 Bilgi Guvenligi sertifikas1 kapsaminda; bilgi

envanterinin hazirlanmast ve bilgilerin siniflandirilmasi,
Zaafiyet — Sizma Test ve Analizlerinin yapilmasi, Risk
Analizinin yapilmasi ve Giivenlik Onlemlerinin tespit
edilmesi, Bilgi Giivenligi Politika, Prosediir, Talimat ve

Formlarimin  Olusturulmasi, TS ISO/IEC 27001 Ek
dokiimanlarinin ~ hazirlanmas;, TS  ISO/IEC 27001
Sertifikasyonu  kapsaminda  degerlendirilmesi  gereken
konulardir.

Ayrica ISO  bunyesinde ISO/IEC 27012 —  Bilgi
Teknolojileri-Glivenlik ~ Teknikleri-E-Devlet  icin  Bilgi

Giivenligi  Yonetim Sistemleri Kilavuzu’nun hazirlanmasi
caligmalari stirdiiriilmektedir. ISO/IEC 27012’nin ilk taslagi
Ocak 2009 tarihinde yaymnlanacak olup Nisan 2009 tarihine
kadar kamuoyu goriislerine agilacaktir [9].

VI. SONUC

Internet giiniimiizde hem bilgi hem de tehditlerin kaynag
durumuna gelmektedir. Bu makalede giivenli e-devlet hizmet
ve uygulamalarinin ana bilesenlerini adresleyen kapsamli bir
glivenlik ¢ercevesi ortaya konulmustur. Bu c¢ergeve
hiikkiimetlerin giivenligi e-Devlet sistemlerine tiim anahtar
giivenlik bilesenlerini goz ontinde bulundurarak etkin bir
sekilde dahil etmelerinde yardimeci olacaktir.  E-devletin
karsilagtign  giivenlik riskleri risk yonetimi prosediirleri
yardimiyla azaltilabilir.  Etkin ve elverigli risk kontroli
metotlarindan biri riski azaltmak tizere biitiinciil bir giivenlik
plan1 hazirlamak, giivenlik garantisi olarak bazi temel
teknolojilere hakim olmak ve 6zel giivenlik kazalar
oldugunda  htukiimetin  kabul  edebilecegi  ¢oziimler
hazirlamaktir.

Bildiriler Kitabi

WITH INTERNATIONAL PARTICIPATION

Ulkemiz E-Devlet Hazirlik Gostergesi 2008°de 192 iilke
arasinda 76 nci sirada yer almakta ve E-Devlet Kullanim
kapasitesi olarak %34- %66 kullanim oranina sahip iilkeler
sinifinda bulunmaktadir. E-Devlet giivenliginin saglanmast,
makalenin I inci boliimiinde kapsamlica anlatilan e-Devlet
olusumunun ileri asamalarina ulagilmasini saglayan en 6nemli
faktorlerin basinda gelmektedir. Bu baglamda tilkemizdeki e-
Devlet olusumunun ileri agamalara ulasabilmesi i¢in E-Devlet
Giivenliginin saglanmasina 6zel bir 6nem verilmesi yerinde
olacaktir. Bu baglamda makalenin II inci bdolimiinde
vurgulanan E-Devlet Giivenlik ¢ercevesinin belirlenerek,
E-Devlet Giivenlik politikalar1  ve giivenlik  sartlart
olusturulmasi, kullanicilar, islemler ve teknolojiyi bir arada
goz Oninde bulunduran bir E-Devlet Guivenlik sistemi
kurulmasi yerinde olacaktir. E-Devlet Giivenlik sisteminin

kurulmasinin  en onemli sathasim  kamu kurum ve
kuruluglarmin  hassas  bilgilerini  yonetebilmesi,  bilgi
giivenliginin saglanmast ve korunmasi olusturmaktadir.

Kamu Kurum Kuruluslarinin kendi Bilgi Giivenligi Yonetim
Sistemlerini kurmalar1 ve bu konuyla ilgili olarak Elektronik
Haberlesme Giivenligi  Yonetmeligi ile yetkilendirilen
isletmecilerin halihazirda uygunlugu saglamakla yiikiimli
kilindiklart TS ISO/IEC 27001 veya ISO/IEC 27001
sertifikasyonlarini almalar1 devlet biinyesinde bir sistematigin
olusturulmasini saglayacaktir. Ayrica ISO biinyesinde
sirdiiriilen ISO/IEC 27012 — Bilgi Teknolojileri-Giivenlik
Teknikleri-E-Devlet i¢in Bilgi Giivenligi Yonetim Sistemleri
Kilavuzu’nun hazirlanmasi faaliyetlerinin  dikkatle takip
edilmesi, Ulkemiz E-Devlet Giivenlik sistemi kurulmasi
caligmalarinda katki saglayacaktir.
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