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2. GUN / DAY-2
19 EKiM PERSEMBE 2023 / THURSDAY, OCTOBER 19, 2023

SALON / ROOM 1 (6. KAT/6™FLOOR)

AKADEMIK OTURUMLAR / ACADEMIC SESSIONS
09:00 AG GUVENLIGi / NETWORK SECURITY:
Oturum Baskani / Session Chair: Prof. Dr. Ali Aydin Selcuk (TOBB ETU)

Developing Explainable Intrusion Detection Systems for Internet of Things. Ahmet Furkan
Celik (Gazi Universitesi); Bedirhan Saglam (Gazi Universitesi); Sedef Demirci (Gazi
Universitesi)

Implementation of IP Multicast Network Specific Attacks on GNS3. Goksel Uctu (Gazi
Universitesi); Mustafa Alkan (Gazi Universitesi)

Enhancing Critical Infrastructure Security through a Digital Twin-based Intrusion
Detection System. Mehmet Bozdal (Abdullah Giil Universitesi)

Comparison of ML-based One-Stage and Two-Stage NIDS Models. Onur Firat Oztiirk
(Tetra Bilisim); Kazim Yildiz (Marmara Universitesi)

10:30 CAY & KAHVE ARASI / TEA & COFFEE BREAK

11:00 DAGITIK SISTEMLER VE BLOKZINCIR / DISTRIBUTED SYSTEMS AND BLOCKCHAIN
Oturum Baskani / Session Chair: Dog. Dr. Oguz Yayla (ODTU)

Towards More Secure Virtual Reality Authentication for the Metaverse: A Decentralized
Method Proposal. Pinar Kiirtiinltioglu (Mugla Sitki Kogman Universitesi); Beste Akdik
(Mugla Sitki Kogman Universitesi); Reyhan Duygu (Mugla Sitki Kogman Universitesi); Enis
Karaarslan (Mugla Sitki Kocman Universitesi)

A Blockchain Based Decentralized Identity, Access Management, and Trust Evaluation
Framework for loT. Bugrahan Saim Oztiirk (ASELSAN); Murat Aydos (Hacettepe
Universitesi)

Comparison of Top 10 Well-Known Blockchain Consensus Algorithms. Hasan Ozkul
(Hacettepe Universitesi); Enes Celiker (Hacettepe Universitesi); Murat Aydos (Hacettepe
Universitesi); Adnan Ozsoy (Hacettepe Universitesi)

TBNS: A Novel Tool for Simulating and Analyzing Bursty User Requests in Large-scale
Networks. Ahmet Sansli (Sakarya Universitesi); Tugrul Tasci (Sakarya Universitesi)
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12:30 OGLE ARASI / LUNCH BREAK

14:00 KRIPTOGRAFi / CRYPTOGRAPHY
Oturum Baskani / Session Chair: Dog. Dr. Cihangir Tezcan (ODTU)

Faster Secure Matrix Multiplication with the BGV Algorithm. Dilek Oner Simsek (ODTU);
Murat Cenk (ODTU)

Methods for Masking CRYSTALS-Kyber Against Side-Channel Attacks. Sila Ozeren (ODTU);
Oguz Yayla (ODTU)

An Unrolled and Pipelined Architecture for SHA2 Family of Hash Functions on FPGA. Onur
Berkay Gamgam (ASELSAN)

Differential and Linear Cryptanalysis of IVLBC via MILP Modeling. Murat Burhan ilter
(ODTU); Ali Aydin Selguk (TOBB ETU)

15:30 CAY & KAHVE ARASI / TEA & COFFEE BREAK

16:00 UYGULAMA GUVENLIGi / APPLICATION SECURITY

Oturum Baskani / Session Chair: Prof. Dr. Seref Sagiroglu (Gazi Universitesi)

POXIEM: An ELK Integrated SDN Controller Proposal for Improved Control Plane Forensic
Visibility and Incident Response. Mevliit Serkan Tok (Gazi Universitesi); Mehmet Demirci
(Gazi Universitesi)

QRAuth: A Secure and Accessible Web Authentication Alternative to FIDO2. Ahmet Drobi
(iTO); Kemal Bigakgi (iTU)

Mel Spektogram ile Ses Sahteciligi Tespiti Yontemi (Audio Forgery Detection Method
with Mel Spectrogram). Hatice Kiibra Gii¢ (KTU); Beste Ustiboglu (KTU); Arda Ustiboglu
(Trabzon Universitesi); Giizin Ulutas (KTU)

Adaptation of n-out-of-n secret sharing scheme into loT network. Tugberk Kocatekin
(istanbul Arel Universitesi); Cafer Caliskan (Antalya Bilim Universitesi)
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2.GUN / DAY-2
19 EKIM / OCTOBER 2023 PERSEMBE/THURSDAY

ANA SALON / MAIN ROOM

09:30 OGRENCi PROJE OTURUMU 1 / STUDENT PROJECT SESSION 1
Oturum Baskani: Eren Hasipek, SSB Siber Kiime Egitim Uzmani

Proje 1: Oguzhan Karasu, Atatiirk Universitesi

- Cyberorbit Uygulamali web sizma egitimi platformu

Proje 2: Yavuz Burak Kutluca, Hacettepe Universitesi

- Kurumsal Siber Glivenlik Farkindaligi ve Phishing Similasyonu Platformu
Proje 3: Fatih Purtas, TED Universitesi

- EduSec - Egitim kurumlarinin kapsamli giivenligi
10:40 CAY & KAHVE ARASI / TEA & COFFEE BREAK

11:00 OGRENCi PROJE OTURUMU 2 / STUDENT PROJECT SESSION 2

Oturum Baskani: Eren Hasipek, SSB Siber Kiime Egitim Uzmani

Proje 4: Sarp Dora Yénden, Ankara Universitesi

- Sinameki Hunter - Gelismis, Araylzli Agik Kaynak Web Uygulama Guvenligi Araci
Proje 5: Sakir Simsek, Orta Dogu Teknik Universitesi

- Siber Atmaca - Siber glivenlik takimlasma projesi

Proje 6: Tolga Demirel ve Ali Ozen, Gazi Universitesi

- Gazi Universitesi Ogrenci Projeleri

12:00 OGLE ARASI / LUNCH BREAK

SiBER GUVENLIK EGITIMLERi / CYBER SECURITY TRAINING

13:30 EGiTiM OTURUMU 1 / TRAINING SESSION 1: Picus Security
13:30 Fidye Yazilimi Saldirilari 101 / Ransomware Attacks 101

Dr. Siileyman Ozarslan, PICUS, Kurucu Ortak, Picus Labs Yéneticisi / Co-founder, VP of
Picus Labs
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14:30 Fidye Yazihmlarinin Kullandigi Taktik, Teknik ve Prosedurler / Tactic, Technique and
Procedures (TTPs) Used by Ransomware

Huseyin Can Yiiceel, PICUS, Guvenlik Arastirma Mihendisi / Security Research Engineer

15:30 CAY & KAHVE ARASI / TEA & COFFEE BREAK
16:00 EGITIM OTURUMU 2 /TRAINING SESSION 2: PICUS SECURITY
16:00 MITRE ATT&CK ile Siber Tehdit istihbarati / Cyber Threat Intelligence with MITRE

ATT&CK
Huseyin Can Yiiceel, PICUS, Glvenlik Arastirma Mihendisi / Security Research Engineer

16:45 Acik Kaynak Platformlar ile Tehdit istihbarati / CTI with Open Source Platforms
Baris Utku Mutan, PICUS, Guvenlik Yazilim Mihendisi / Security Software Engineer

17:30 KAPANIS VE DEGERLENDIRMELER / CLOSING CEREMONY



