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Employing a Secure Cipher Does not Guarantee the
Security of RFID Protocols
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Abstract—It is a common practice to employ encryption
functions to provide security for an application. On the other
hand, it is well known that a bad usage of even a very
strong cryptographic primitive can destroy the security of an
application/scheme. Several RFID protocols have recently been
proposed whose security reside on encryption primitives. Among
these works we pay attention on the following ones: 1) Khan and
Moessner proposed a new RFID authentication protocol [5]; 2)
Kapoor and Piramuthu presented a single-tag and single-owner
ownership transfer protocol [3] ; 3) Kapoor et al. proposed a
multi-tag and multi-owner ownership transfer scheme in supply
chains [4]; and 4) Zhou et al. presented multi-level RFID tag
ownership and transfer in health-care environments [8]. In these
four proposals the authors state that their schemes are secure
against de-synchronization attacks. Nevertheless, in this article
we present efficient de-synchronization attacks against the above
mentioned protocols. Our attacks are based on the inappropriate
use of the encryption function. The success probability of all the
proposed attacks is almost one while the complexity is just one
execution of the protocol.

Index Terms—IEEEtran, journal, IYIEX, paper, template.
RFID, Cryptanalysis, Authentication, Protocol, De-
synchronization Attacks, Man-In-The-Middle.

I. INTRODUCTION

common RFID system includes three parties: tags,
Areaders and a back-end database. The tag, which can
be accessed by authorized readers, is attached to an item
(i.e., person, animal, or object) and includes some information
linked to the tag holder. The back-end database may be used
to provide some extra storage or computational capabilities to
the reader and also keeps a high level information related to
the tag holder.

In an RFID system authentication protocols are used by
readers and tags in order to authenticate each other. It com-
monly is a game-playing argument between both entities. In
such game, one of the principals in the protocol sends a(some)
challenge(s) to the other principal and then it verifies the
response(s) received. The majority of RFID authentication
protocols require the authentication process on both sides.
This sort of protocols are named as mutual authentication
protocols. However, in certain applications only one party is
authenticated [5].

On the other hand, nowadays, RFID tags are increasingly
being used to identify, track and sense ambient conditions
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of tagged items [3]. Most of these applications impose that
at various moments during the tag life, the owner of a tag
can change. Therefore we need a mechanism to transfer the
ownership of tagged objects from the current owner to a
new owner. This kind of mechanisms are known as own-
ership transfer schemes. Attempting to provide the required
security in a RFID system, strong (or regrettably weak)
mutual authentication and ownership transfer protocols, which
rely on encryption or cryptographic hash functions, have
appeared in the literature. In this research direction, Khan
and Moessner [5] recently proposed a lightweight mutual
authentication protocol, Kapoor and Piramuthu [3] presented
a single-tag and single-owner ownership transfer scheme,
Kapoor et al. [4] generalized the above proposal for multi-
tag and multi-owner ownership transfer scheme and Zhou et
al. [8] proposed a multi-level RFID tag ownership and transfer
in health-care environments. The just mentioned schemes use
encryption functions to offer an appropriate security level.
Furthermore the protocol designers claim optimal security
for their proposed protocols —including protection against de-
synchronization states. Nevertheless, in this paper we present
efficient de-synchronization attacks against these four proto-
cols. The success probability of the proposed attacks is almost
one and only requires one execution of the protocol.

The proposed attacks mainly exploit that an encrypted
message is accepted by an entity without any validation of
its origin and/or without any checking of its integrity. Hence,
in a man-in-the-middle attack whether the adversary changes
either the key K wused in the encryption function or the
cipher-text C' (in the RFID context this second strategy is the
simplest one since messages passed through the insecure radio
channel), then the receiver will decrypt that altered message
and thus the extracted plain-text P’ would be incorrect. It
must be noted that any change on K or C' will not affect
the proper working of the decryption function, but the output
P’ value would be a random value (in comparison to the
correct P). In Table I we provide some encryption examples
of same/related Ps with same/related K's for the AES block
cipher. As shown, any modification on any of the inputs (/&
or P) makes the output (C) —and consequently the decrypted
plain-text (P')— random and unpredictable.

Paper Organization: We introduce Khan and Moessner
protocol in Section II, explain its security analysis concerning
the mutual authentication protocol, and finally show a de-
synchronization attack. In Section III we present our security
analysis of Kapoor and Piramuthu ownership transfer protocol
and then the security of the enhancement scheme proposed by
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SAMPLE ENCRYPTIONS WITH AES [1].

Plain text (in hex)

Key (in hex)

Cipher text (in hex)

00000000000000000000000000000000

00000000000000000000000000000000

66e94bd4ef8a2c3b884cfa59ca342b2e

00000000000000000000000000000001

00000000000000000000000000000000

58e2fccefa7e3061367f1d57a4e7455a

00000000000000000000000000000000

00000000000000000000000000000001

0545aad56da2a97¢3663d1432a3d1c84

140f0f1011b5223d79587717ffd9ec3a

00000000000000000000000000000000

00000000000000000000000000000000

6¢c5a75d8a41802ad5a35818dd5abfddce

00000000000000000000000000000000

00000000000000000000000000000001

140f0f1011b5223d79587717ffd9ec3a

00000000000000000000000000000001

9e909d68c4c95f750feaf3f47934a69a
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Kapoor et al. is also scrutinized in Section I'V. In Section V we
present the security analysis of Zhou et al. ownership transfer
protocol. After this, in Section VI we present a discussion
about the principles for designing secure cryptographic pro-
tocols and its non-conformity in the four protocols examined
through this paper. Finally, Section VII concludes the paper.

II. DESYNCHRONIZATION ATTACK AGAINTS KHAN AND
MOESSNER’S AUTHENTICATION PROTOCOL

Recently Khan and Moessner [5] have proposed a mutual
authentication protocol for RFID systems, hence forth denoted
by KM-protocol. A description of KM-protocol is depicted in
Fig. 1. In this protocol (Key.1, Key.2) is a pair of keys for
tags belonging to the same class and K. represents the class
key. ID = ID;||IDy, is the unique identifier of a tag (lower
and higher half respectively) and ‘||’ denotes concatenation.
T. symbolizes the authentication counter in the tag side and
T....... denotes its corresponding record in the server. The
authors state that h(a,b) is a cipher or alternatively a hash
function [5, Sec. III]. In the protocol calculation, they use
h~1(a,b) but it is not possible to compute the inverse of a
hash function and thus h(a, b) must be an encryption function.

We present a roughly description of the protocol but details
can be checked in the original paper. In KM-protocol, the
tag is authenticated by the following exchanged of mes-
sages. First, the reader generates a random number R, and
sends m; = R, to the tag. Upon receiving m;, the tag
generates a random number R, increments 7., computes
hi = h((R;|R:) ® ID, Key.1) and he = h((R,]|0) ®
(R¢||Ry)®IDPT,, Key.s), and finally sends mo = k.||h1 | ha
to the reader. Then, the reader forwards R, ||mz to the server.
The server follows the following procedure: 1) it fetches the
key pair that belongs to k.; 2) it decrypts hy; and ho with
keys Key.1 and Key.o respectively; 3) it reveals the upper
part of ID as IDy, = h™'(h1, Key.) @ (R.0); 4) it
looks up ID; and T,  _, from its database and reveals R; as
Ry = h7Y(hy, Keyer) ® (R.]|0) ® (IDy||ID)); 5) it reveals
the tag counter as T, = h =1 (ha, Keye)®(R||R:)D(R,-]|0)D
(IDp|IDy); 6) If (T > Te,,....), it sets m3 = Authentic.
Otherwise m3 = Not Authentic. Finally, the server sends
mg to the reader.

A. De-synchronization Attack

Generally, in a de-synchronization attack the adversary
forces the tag and the reader to update their shared values
such that both entities will not be able to authenticate each
other hence forth.
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In KM-protocol each query sent to a target tag, either by a
legitimate reader or an adversary, increments its counter 7.
Khan and Moessner [5] state that it would be possible to de-
synchronize the tag and the reader if the adversary swamps
the tag with many queries until its counter starts from zero
again. To overcome this drawback, the authors assume that
the authentication counter has a length [ greater or equal to 32
bits (i.e., |T.| > 32). Nevertheless, in this section, we present
a different de-synchronization attack, which does not need to
restart the counter to a zero value but forces the reader to set
its counter to a value far ahead from the counter value in the
tag side. The main observation is that the server only verifies
the correctness of h; and does not verify the correctness of
the received hs. Hence the adversary could replace hy by any
arbitrary value and it would be accepted by the server.

Our adversary, A, is a man in the middle adversary which
stays in the public radio channel between the tag and the
reader and has the ability to eavesdrop, block or modify the
messages exchanged between the reader and the tag, and vice
versa. In this attack, when the tag sends mo = k.|/hy|lh2 to
the reader, A intercepts mo, generates a random number and
assigns it to ho, denoted by hj. Then A sends mb = k.| hy||h
to the reader, and finally the reader forwards R,|m} to the
server. Upon the reception of that message, the server: 1)
fetches the key pair that belongs to k.; 2) decrypts hy and hj
with Key.; and Key. respectively; 3) discloses the upper
part of ID as IDy, = h™'(h1, Keyc1) ® (R,]|0); 4) looks
up ID; and T¢_, ., from its database and reveals R; as
Ry =h7Y(h1, Keye1)® (R.-]|0)D (IDy||IDy); 5) it discloses
the tag counter as 7. = h=1(h}, Keye) ® (Ri||R¢) ®
(R:||0) @ (IDy||IDy); 6) If (T, > T.,,..,) the server sets
mg = Authentic and T, , = T,. Finally the server sends
mg to the reader.

After conducting the above described attack, the tag can not
be authenticated by the reader in future sessions as explained
below. Assuming that the tag has not been employed for a
long time, T, would be a small value (i.e., T, << 2l—1
where [ is the bit length of T,. As consequence of sending
a random hj, the expected value for the revealed value of T
(step 5 in the previous paragraph) is 2!=!, where |T| = I.
Hence, the server authenticates the tag (i.e., 7. > T._,. ..)
and updates 7., ., = T. ~ 2'=1 while the T, in the tag
side is not so bigger value — if the adversary is not so lucky
and T) < T,_,...,, she simply has to repeat the attack and try
with another h}, random value. Therefore, the adversary could
force the server to set its T¢_, ., to a value far advance from
the value of 7, in the tag side. Hence forth, the server would
not authenticate the tag since (1), < T,,,,,.,). For instance,
assuming ! = 64, which satisfies the designer criteria regarding
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Tag

m1 = Re | Generate: R,

| M2 = k‘cthth

Increment: T,

Compute:
hy = h((R,||R;) & ID, Key,)
ha = h((R.]|0) @ (R.||Re) ® ID & T, Key,)

Server Reader
Fetch key pair that belongs to k..
Ry [|mo
Decrypt hy and hy with Key,, and [
Keye,.- m3 |
Reveal upper part of ID by: T
1Dy = hil(hviCZ/m) @ (R,HO)
Look up lower part of ID and T, ,
and reveal Ry:
R, = h7Y(h,Key.,) © (R.|0) &
(IDy|[1Dy)
Reveal value of tag counter:
T. = h7'(ho,Keye,) & (Ri||R:) &
(R[10) & (IDp||1Dy)
IF (T > Te,pprea):
mz = Authentic
update database T, ., = T.
ELSE:
mg = Not Authentic
ENDIF
Fig. 1. The KM-protocol description [5].
!
Np,
f(r2$N;3)(82 D 72)
Ry fr ()| TTP , Ry
T
71,81 ti,Tj,8i Hry(52@ Np) 72,82
Nz,
NP, finpot;@s) (52) H,@Np)(s2® Np)
Nry, fiy(NRy)
Tagi N&‘vHN;eBsQ(NIQ & s2)
ti,S1,82
Fig. 2. The KP-protocol description [5].

the length of the counter (I > 32), we expect that after
executing the proposed attack, T, ., is updated to a value
around 253, For this, we can fairly state that the tag would not
be authenticated by the reader in the next-legitimate sessions
as result of the unsynchronized counters (i.e., 1, >>T0).

stored

ITI. DE-SYNCHRONIZATION ATTACK AGAINTS KAPOOR
AND PIRAMUTHU’S OWNERSHIP TRANSFER PROTOCOL

Ownership transfer protocols are designed with the purpose
of transferring ownership of an item that is RFID labelled.
Kapoor and Piramuthu [3] have recently proposed an Owner-
ship Transfer Protocol (OTP) with Trusted Third Party (TTP),
hence forth denoted by KP-protocol. The protocol is depicted
in Fig. 2, but for more details we urge the reader to consult the
original paper [3, Sec. IIT]. Note that fj(.) and f;(.) denote
keyed (with key k) encryption functions.

In this protocol, upon receiving an ownership transfer (OT)
request, the TTP generates a random nonce Np and a secret
key so which will be shared between the tag and the new
owner (R3). It then computes f(/NPeati@sl)(SQ) and sends the
tuple (Np, f(np ot @s:)(52)) to the tag, where s, is the secret
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shared between the tag and the current owner (R;) and ¢; is
the secret shared between the tag and TTP. Upon receiving
that message, the tag extracts so from the encrypted message
and replaces the current secret key s; by the new key so.
In addition, the tag acknowledges by generating a random
nonce N7 and sending the pair (N7, H(y,en.) (52 © Np)).
Then, TTP informs R; that his privileges on this tag are
being revoked. It simply sends a revoke message and a keyed
encryption token f,, (s1). Next, TTP grants new owners (Ry)
full permissions along with the privileges for the tag. The
rest of the protocol can be followed from Fig. 2 but it is not
relevant for our attack.

A. De-synchronization Attack

As described previously, once the tag updates its secret key
from s; (old owner R;) to so (new owner R»), it will not be
accessible by R; any more, otherwise it would be vulnerable
to a window attack in which for a fraction time both current
and new owners could access to the tag [9]. On the other
hand, the new secret sy is derived from the message X =
fiNpetos)(52) sent by TTP (ie., sy = f&j@ti@gl)(X)).
Nevertheless, the protocol does not include any checking
mechanism to verify the origin (source) and correctness of
the extracted so value. That is, any value obtained from the
tag calculations —decryption of X— is accepted without further
checking and it is used as the new secret shared with the new
owner. An adversary can exploit this fault to render a tag in
a de-synchronized state and consequently the OT system. The
procedure of the proposed attack is described below.

An adversary intercepts the pair (Np, f(’ Npotios:) (52)) sent
from TTP to the tag and replaces it by any desired pair (z,y)
such that (z,y) # (Np,f(/NP@tiéle)(Sg)). The tag is thus
cheated to update its current secret to s = f(’;éti@sl)(y).
This new key s/, does not match any of the TTP records (new
so and old s;). The probability of success in the proposed
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attack is 1 — 27712, where n is the bit length of s;. Hence,
following this attack, the tag updates its secret key to a value
that neither new owners nor TTP has knowledge of it and
prevents its access in future-legitimate communications —that
is, the tag is render inaccessible. The success probability of
the given attack is almost one and the complexity is negligible.

In the above attack, one may argue that the message sent
from the tag to TTP (N1, H(n, 1) (s5® Np))) would not be
accepted by TTP because the adversary previously altered the
tuple sent from TTP to the tag — in consequence it provoked an
incorrect key derived by the tag — and the acknowledge tuple
generated by the tag would not be valid with high probability.
Although it gives the TTP the ability to discover potential
attacks, however, it cannot react. In fact, to contact with the
tag, TTP needs the tag’s secret, which was just updated to s}
due to the attack, and it does not know it. Hence, the tag is
de-synchronized forever and neither TTP nor the owners can
access it any more.

IV. DESYNCHRONIZATION ATTACK AGAINTS KAPOOR et
al.’s OWNERSHIP TRANSFER PROTOCOL

While in the previous Section we have analysed the security
of a protocol which transfers the ownership of a single tag to a
new owner reader, it is not uncommon scenarios in which the
tag ownership is shared among multiple owners, and its dual,
the case of an object labelled with multiple tags. Motivating
by this kind of scenarios, Kapoor et al. [4] proposed a shared
ownership transfer protocol (multiple-owners) and a protocol
for inclusion and exclusion of tags in a multiple-tagged object.
The scheme, called KZP-protocol in short, is the object of
our security analysis. We sketch the protocol in Fig. 3 and
interested readers can consult the original paper for details [4,
Sec. 3.1].

Similarly to the KP-protocol, in this protocol upon receiving
an ownership transfer (OT) request, the TTP generates a
random nonce Np and a new key so. This new secret key
will be shared between the tag and the new owner Ry (or a
group of owners Ra1, Roa, ..., Ropr). Finally, TTP computes
fiNp@t;os0) (52) and sends the pair (Np, f(n, ot 05, (52)) 1
the tag, where s is the secret shared between the tag and the
current owner Ry (or the group Rii, Ris,...,Rip) and t;
is the secret shared between the tag and the TTP. Once that
message is received, the tag extracts s, from the encrypted
message and updates its secret key by replacing the current
key s; by the new secret key so. The tag then acknowledges
the server by generating a random nonce N7 and sending
the token (N7, H(n,at,)(52 D Np)). After that, TTP informs
the current owners Ry1, R12, ..., R1ps that their privileges on
this tag were revoked. It sends both a revoke message and
a cryptographic token f, ,(s1) to each of the owners in the
group, where rq; is a secret shared between Rq; and TTP.
Next, TTP grants the new owners (Ra1, Rao, ..., Rops) full
permissions along with any privileges for the tag. The rest of
the protocol can be followed from Fig. 3, but this part has not
influence on our attack.
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Tag;
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ti, 51,82

Fig. 3. The KZP-protocol description [4].
Owner; |
secret: [s', K', k;)
Owner; o < {013
ocret: [s K . o,
“"‘;(i [5‘){1‘}"&171] 0, foms (K ||Ki—1) P fp(Ixs’(l\"HpJ l/yww(p&—: k;)
- folo® ki) secret: {ST;;I‘IIT' K' kr
TPL Provider; s fiy (ki ® p) kL k';fl.,‘k,] ’
secret: [k, k)
m :
1 {01} 1, fioky (ki)
Tag -
 Jrepop(killkica || K7 0,1}m
seret: (K, K", ks 1, s, b s frrap(kil ki1 || K7) p {01}
t+ {0,1}™

t, froky (K')

Fig. 4. The ZYP-protocol description [8].

A. De-synchronization Attack

In KZP-protocol, as occurred in KP-protocol, once the tag
executes the updating of its secret key from s; to so, Ry
cannot gain access to the tag any more, otherwise it will be
vulnerable to window attack [9]. As an important drawback
in the design of the protocol, the new key s, is exclusively
derived from the messages that was supposedly sent by the
OTP. Let assume that OTP sends X = f( ;. 4,)(52), then
the key would be obtained by decrypting the received message
S9 = f(’X“l) © ti@sl)(X ). Nevertheless, the receiver (tag) can not
check neither the correctness of the new key nor the source of
this message — it incorrectly assumes that all messages come
from a honest OTP. These bad properties can be exploited by
an attacker against the protocol as explained below.

Simply, and due to the resemblance with the KP-protocol,
the adversary could follow the same strategy. She intercepts
the tuple (NP>f(/Np@t,;@sl)(52)) sent by a honest TTP and
changes this by a random pair z,y completely different to
the values intercepted.(i.e., (z,y) # (NP7f(/Np.®ti€le)(52)))‘
As consequence of this, the tag would update its secret key
(s = f(’;é ¢ ele)(y)) with the key sent by the supplanted TTP
— the attacker. So, there would not be a match between s
and the records (so, s1) kept by the TTP. The probability of
success in this attack is almost one (1—27"12), being n the bit
length of s;, and it renders the tag inaccessible to the honest
TTP in future communications.

V. DE-SYNCHRONIZATION ATTACK AGAINTS ZHOU et al.’S
OWNERSHIP TRANSFER PROTOCOL

Zhou, Yoon and Piramuthu [8] have considered a case
that includes third party logistics providers and their role in
temporary ownership transfer of items in a distributed health-
care supply chain environment. Hence forth this protocol is
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denoted by ZYP-protocol. In this protocol, the authors consider
the simultaneous RF access of an RFID-tagged object by the
object’s owner and a temporary owner which could be the
Third Party Logistics (TPL) provider. The protocol counts with
two keys to access the tag, a main key (X) for the owner and
a sub-key (k;) for the TPL provider. The protocol is depicted
in Fig. 4, but for more details we urge the reader to consult
the original paper [8, Sec. 2.4]. Note that fi(.) denotes keyed
(with key k) encryption functions and TPL provider is assumed
to be the one who transport the item between the two owners.

This protocol, includes four loops. The first loop occurs
between the current owner and the TTP . This is used by
the current owner to inform the TTP of the status change in
the RFID-tagged object with the main key K and the sub-key
k;—1 (i.e., this tagged object either changes ownership or goes
through a provider or both). The second loop includes the TTP
and the next owner, where the TTP generates a new main key
(K’) and informs the latter of that new key. In response, the
new owner generates a new sub-key k; and sends it to TT P
in an encrypted token (i.e., fsqo(p @ k;) where p is a random
number generated by 7T P, o is a random number generated
by the new owner and s denotes the shared key between the
TTP and the new owner). The third and fourth loops are used
by the TTP to inform the TPL provider and tag respectively
of the new key(s) for the tag. It must be noted, that the first
loop closed at the end of protocol.

To access the tag in the above mentioned protocol, the
it" owner is enforced to have knowledge of both main-key
and sub-key for communicating with the tag, which can be
replaced by the composite key, which might be obtained by
computing the bitwise XOR of both values: K @ k; [8, Lats
Para. Sec. 2.4].

A. De-synchronization Attack

As described previously, once the tag updates its secret key
from k;_1 (old owner R;_1) to k; ( new owner R;), it will
not be accessible by R; any more, otherwise it would be
vulnerable to a window attack in which for a fraction time
both current and new owners could access to the tag [9].
On the other hand, the new secret k; is derived from the
message X = feqo(p @ k;) sent by R; (ie., k; = fs_ealo(X)).
Nevertheless, the protocol does not include any checking
mechanism to verify the origin and correctness of the extracted
k; value. That is, any value obtained from the TTP calculations
—decryption of X— is accepted without further checking and
used as the new secret, which is expected to have been shared
with R;. An adversary could exploit this fault to render a tag
in a de-synchronized state and consequently the OT system.
The procedure is described below.

An adversary intercepts the pair (o, fsgo(p@®k;)) sent from
the i*” owner to the TTP and replaces it by any chosen pair
(x,y) such that (z,y) # (0, fspo(p @ k;)). For this, the TTP
is deceived to force the tag to update its current sub-key into
ki = fia,(y). This new key &/ does not match any of the
owners’ sub-keys related to this tag (new k; and old k;_1). The
probability of success in this proposed attack is 1 — 2772,
where n represents the bit length of k. Therefore, following
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this attack, the tag would update its secret key to a value
that neither new owners nor old owner would have knowledge
of it and would render it inoperative for future-legitimate
communications. The success probability of the given attack
is almost one and the attack only requires the intervention in
one protocol execution. We emphasize here that TTP has the
knowledge of the new sub-key &/ = f,.l (y) and it could
update the tag sub-key. Nevertheless, it is not clear whether
it is viable for some of the owners to convince the TTP to
change the tag sub-key while she can not prove her privilege
over the tag — the supposed owner does not have knowledge
of the mentioned sub-key. Note that the main-key and the sub-
key are mandatory for communicating with the tag. Even in
the case that the TTP accepts to restart the whole protocol
under the above assumption, it would be a serious pitfall for
the protocol due to the lack of knowledge about one of the
keys is disregarded, which contradicts the initial assumptions
of the protocol and its claimed security properties.

VI. DISCUSSION

RFID protocols are prone to security pitfalls of every
kind. Among theses, de-synchronization attacks are the
most extended and commonly the first reported against new
proposals. Nevertheless, the attacks presented in this article
could have been prevented whether well-known principals
and guidelines for the design of cryptographic protocols
would have been followed. For instance, in 1996 Abadi and
Needham already introduced principles and guidelines for
designing secure cryptographic protocols [2]. More precisely,
they state eleven principles that we summarize bellow:

o Principle 1: Every message should say what it means.

« Principle 2: The conditions applicable to a message have
to be clearly set out in order its acceptability or not can
be evaluated by an external reviewer.

o Principle 3: If the identity of a principal is essential to
the meaning of a message, it should be included in the
message.

o Principle 4: Be clear about why encryption is being
done. Encryption is not cheap and is not synonymous
with security.

e Principle 5: When a principal signs a token that has
already been encrypted, it should not be inferred that the
principal knows the content of the message. Contrary to
this, we can infer that the principal knows the content of
the message when a principal signs a message and then
encrypts it.

o Principle 6: Be clear about what properties you are
assuming about nonces.

o Principle 7: If a predictable quantity (e.g., counter) is
used, it should be protect to avoid attacks such as replay
attacks.

e Principle 8: If timestamps are used, the differences
between clocks at various entities must be much less than
the allowable age of a message deemed to be valid.

o Principle 9: Recent use of a key does not guarantee to
be enough fresh neither its security.
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o Principle 10: The encoding mechanism has to be public
and well-known.

o Principle 11: The protocol designer should know which
trust relations her protocols depends on, and why the
dependence is necessary.

Among them, appropriate consideration of Principle 3 can
help to guarantee the integrity of the received message. On the
other hand, it is well known that encryption by itself does not
guarantee the integrity of the received message [7]. A good
example of that could be One-Time-Pad (OTP), an encryption
system with perfect security. In OTP if you change any bit
of the output, a bit of the retrieved plain text will change,
and the recipient has no way to detect this. As shown in
previous sections, the four analyzed protocols miss the above
mention considerations being susceptible to desynchronization
attacks. Taking into consideration Principle 3, suggested by
Abadi and Needham, could have avoided the problem. More
precisely, describing the original protocols in general terms
and assuming that two entities (A and B) share two keys (K3
and K., the following message would be exchanged for the
ownership transfer:

A = B:X=fx (Kpew)
B: K= Kpew

where f symbolizes an encryption function.

Nevertheless, the sending of X message neither guarantees
its origin nor its integrity. Essentially, under this design
assumption, the receiver would be forced to accept as valid
all the messages received. This fault has been exploited in the
proposed attacks.

Taking into account the considerations of Principle 3, the
attacks could have been prevented by adding the sender
signature at the end of the message in order to guarantee the
source of the message and also provide the message integrity
checking:

A — B:X=fk,(Kpew)||Y = HMAC(K1, Knew)
B: K= Kpew

where HM AC' symbolizes a Hash-based Message Au-
thentication Code and || represents the concatenation oper-
ation. When A sends this message, B can discover K¢y,
know that A signed the message and check the integrity of
K ew- Assuming H M AC' complaints with the RFC 2104 (i.e.
HMAC(K,text) = H(K ®opad, H(K ®ipad, text), where
H and K denote a cryptographic hash function and a secret
key respectively (please review [6] for more details), it means
that B is certain that A knows K, cq.

Summarizing, the attacks presented in this article can be
prevented with minor changes in the initial designs. The design
of a new cryptographic protocol is quite challenging and
the designers should check its conformance with well-known
principles of design — formal methods are also useful tools.
These principles are neither necessary nor sufficient but are
very helpful to prevent straightforward errors.

Remark 1: Tt must be noted that just using the message
signature to fix the vulnerability of the analysed protocols
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would not be enough. For instance, with only including
signature of the message in the revised protocol, it would
be possible to mount a desynchronization attack as described
below:

1) When A sends to B  message
frey (Knew) |HMAC(K1, Kpew), the
logs the message and blocks it.

Since the ownership transfer has not been finished
successfully, A sends to B a new message X’
le (K’;LE’LU) ‘HMAC(KD K7IL
Adversary  intercepts the new message X'
and replaces it by the logged message
X = .le (Knew)HHMAC(Kh Knew)~

B receives X and updates K7 to K., while A expects
K/

new:*

X
adversary

2)

ew)'

3)

4)

The same attack is applicable to the original version of
KP, KZP and ZYP protocols. The complexity of this attack
over these schemes is two protocol executions and the success
probability is also almost 1. A solution could be keeping the
new key fixed but randomizing sessions by nonces contributed
by both protocol parties.

VII. CONCLUSION

In this article we analyze the security of four protocols that
have been recently proposed for RFID systems and whose
authors claim to be secure against common RFID attacks —
including expressly desynchronization attacks. Nevertheless,
we show efficient desynchronization attacks against this range
of schemes, having high success probability (~ 1) and negligi-
ble complexity (one protocol execution). As shown in Section
VI, the authors missed well-know principles for designing
cryptographic protocols. Therefore, new security protocols
should be checked from an informal (using well-established
principles and guidelines) and a formal perspective (e.g., BAN
logic).
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Cats and Dogs

An Integrity for

Voting Systems

Based on Paper Ballots

Thsan H. Akin

Abstract—Voting systems based on paper ballots has a long
history with various problems. Vote-selling and correct outcome
are two major problems among many. In this work, we propose
a new solution to these problems by using UltraViolet (UV)
fiber paper Physical Unclonable Function (PUF). When applied
this solution not only prevents vote-selling but also ensures the
correctness of the outcome. With these two problems eliminated,
the voting systems based on paper ballots will have complete
integrity.

Index Terms—Paper ballot, Voting Integrity, Vote-selling, Pa-
per PUF

mds

July 28, 2014

I. INTRODUCTION

OTING plays a crucial role in the democracy, and it is a

necessary part of it. Though there are various needs for
voting, representative, presidential, and mayor elections are
main voting reasons. They have a big impact on the future
of a country. In the digitized age, although many e-voting
systems are proposed, implemented, produced, and used [1]-
[4], the tides are strongly back to voting system using the
paper ballots [5], [6].

In this work, our attention is on the voting systems using
paper ballots. The verifiability and correct outcome of the
voting process are the two main requirements. In elections with
little voters, these two requirements are easy to achieve. The
voters can wait to the end of voting process and join/observe
the counting process from the opening of the ballot box. When
the number of voters are overwhelming, the election system
may become quite complex, and may differ according to the
country or the region. There are various groups involved in the
voting process. When considering the integrity of the voting
process, many groups such as; the officers, the tally, the parties
(or the candidates), the Voting Management Center (VMC),
and even the voters can be malicious.

Considering these malicious parties in the voting process,
the integrity of the voting is a crucial problem. The ballot
box rooms may be filled with malicious people to change the
results. The votes can be easily changed during the counting
process. In the case that the VMC collects all of the ballots
after the local counting process, the undecided ballots are
subject to modification. Another interesting case is the vote-
selling, in which a voter agrees with a party to cast his ballot

I. H. Akin is with Department of Computer Engineering, Fatih Univer-
sity, Istanbul, Turkey, e-mail: ihakin@fatih.edu.tr. This work is granted by
TUBITAK-2219
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as they required in exchange for money. This action, of course,
requires a validation for the vote buying party of the casted
vote.

In this work, we concentrate on these two problems, vote-
stealing (integrity) and vote-selling of the voting system
based on paper ballots. Our solution is based on the works
of Bulens, Standaerty, and Quisquater [7]. They proposed
to pour ultra-violet fibers into the paper mixture to create
identities for papers. In our solution, we propose a highly
controlled ballot distribution, where each party; the VMC, the
political parties, and judges, calculates the identity of each
ballot and agrees on the identities. Once the agreement is
done for the required amount of ballots, the ballots with these
identities are assigned and distributed among each ballot box,
and these information is made publicly available on the cloud.
Under these assumptions, the proposed solution prevents vote-
stealing and provides the integrity, with high probability. The
cost of successful malicious actions are extremely increased.

This paper consist of 6 sections. In Section II, we talk about
the previous works on voting systems based on paper ballots.
In Section III , we model a base voting system and discuss
the integrity and vote-stealing problems over the model. In
Section IV, the model is extended with the UV paper PUF,
and honest judges. In Section V, the analysis of the proposed
solution is performed. We conclude this work in the Section
VL

II. PREVIOUS WORKS

The problems with the US presidential elections in 2000 in-
creased the awareness towards the problems of the current US
voting system. The California Institute of Technology and the
Massachusetts Institute of Technology set up a collaborative
project to assess the magnitude of the problems of the voting
processes, their main causes, and see how technology can
scale them down [8]. As of today, 125 works has been listed
on their site on various aspect of the voting systems. Jardi-
Cedo et al. studied poll-site voting systems under a proposed
framework [9]. Among the proposed solutions in the literature
4 of them are notable for us.

1) Prét a Voter : is an end-to-end (e2e) verifiable Vote
Verification System (VVS), introduced by Chaum et
al. [10], Ryan et al. [11], and Ryan [12]. It uses a
detachable ballot. The left side contains randomized list
of candidates and the right side contains the selection
and the encrypted information for the randomized list
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Voters

ballots
=
Distribute

1254

8354

Produce ballots and
ballot boxes

Vote casting

Fig. 1. The Base model for paper based voting process

of the candidates. The encryption is performed with
with shared secret key. The voter marks his selection,
detaches the left side, and takes a copy of the right side
as a receipt before casting. This receipt may be stamped
by the officials to become a proof. The voter can check
his receipt at the public bulletin boards. Ryan extended
this idea with Paillier encryption [13].

Punchscan : is also an e2e voting system, introduced
by Fisher et al. [14]. Punchscan is designed to offer
integrity, privacy, and transparency. Punch Scan’s ballots
has two pages to form two layers. In the ballots, the
orders of the candidates are pseudo-randomly generated.
The vote is marked by an ink dauber larger than the
holes. The pages, when viewed alone, gives no informa-
tion. One layer is destroyed and other layer is scanned
and kept as receipt, and can be used to check at the
public bulletin boards.

Scantegrity-II : is evolved from Scantegrity by Chaum
et al. [15], [16]. It has permuted ballots not to have
a connection between the ballot and the receipt. The
ballots have unique identification. The verification based
on special ink that reveals the verification code. The
code, after some minutes, disappears. The ballot id and
verification code can be used as an e2e verification.
Scratch and Vote : is developed by Adiada and
Rivest [17]. In Scracth and Vote, an encrypted 2D-
barcode stores the orders of the candidates. There is also
a scratch surface that can be used to verify the orders
of the candidates or that can be left it intact to cast as a
vote. The left side of the vote must be destroyed as in
Prét a Voter and Punchscan.

2)

3)

4)

All of the briefly described solutions above are e2e verifi-
able VVSs. Our proposed solution is not €2e verifiable, the
voters cannot verify the ballots easily. The verification of the
ballots is performed by the parties.

III. THE MODEL AND THE PROBLEMS

In this section, we model an election system based on paper
ballots. In our model, local counting is valid and official;
however the model is a centralized model and is very different
form the other models.

A. The Base Model

In this work, the punching and stamping types are in
consideration. In the punching type ballots are punched via
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Officals, Tally VMC

>
_ﬂ_ﬂ Casting ends % Collect % %
1254 % %

Central counting

Local counting and objections

a machine, whereas in the stamping, ballots are stamped with
an officially designed stamp. In our model, 6 different main
groups, see Figure 1, are participating in the voting system;
« Voting Management Center (VMC): The voting process
and organization, the printing, the distribution of the
ballots, and ballot boxes are managed by the VMC. For
each ballot box, the voters are assigned so that each voter
can only cast one vote in a pre-determined ballot box.
The votes are counted locally at the end of the voting
process in the ballot boxes’ room where the ballot boxes
reside. During the counting, observing is encouraged for
the voters. After the counting, the ballot and the local
results are collected by the VMC. In this system, the VMC
is assumed malicious.

« Political Parties (PP): PP’s (or political individuals)
are entering the election to acquire political power. The
PP’s are also assumed to be malicious. PP and their
members, by any means possible, try to have advantage
over the other PPs. They are allowed to observe any stage
of the voting process.

o Voters : Voters are casting their vote in favor of the PP
they supported. They are also considered as malicious.
They can try to steal votes or purchase other voters’ votes
to favor the PP they are supported.

o Officers : The officers are assigned to the ballot boxes’
rooms by the VMC to organize the casting and the
counting stages of the voting process. They are also
assumed to be malicious.

o Tally : Tallies are unofficial private observers of the
counting process. They are also assumed to be malicious.

o Judges: Judges are honest party in the voting process.
They have the final judgment in any conflict between
parties.

B. The Two Problems

Integrity (Cats): In the base model, each party can act
maliciously to gain advantage. Besides, a malicious PP, can
purchase the officials, tally, voters, or the VMC. As a result,
the PP can modify the results during the counting, collecting
and post-election audit in favor of itself. A good example of
such an action can be performed during an bogus electricity
shortage [18], [19]

Vote-Selling (Dogs): A malicious party can print ballots and
pre-stamp (or pre-punch) them for vote purchasing purposes.
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Fig. 2. An imprinted ballot with UV fiber paper PUF. The fibers are made visible for this figure.

The malicious party can purchase a vote from a voter simply
by asking the voter to cast the pre-stamped ballot and bring
an original ballot back to them. !

In next section, we will talk about paper ballots which are
designed by the UV fiber paper PUF. We will also talk about
the new process. In the section fallowing next section we look
at provided integrity for the proposed voting system.

IV. INTEGRATED MODEL

In this section, we describe the suggested ballot and the
voting process based on the UV fiber paper PUF ballot. The
integrity of our voting system is based on the UV fiber paper
PUF, which is suggested and analyzed by Bulens, Standaert,
and Quisquater [7].

RowID BallotID BoxID iSign
721 0x55E30731A7D | 7361 0xB78431A
722 0xF57823D0845 9811 0x7561AA1
723 0xAD693CE13D3 | 2139 0x6DB821E

TABLE I: A ballot identification table

A. The Paper PUF Ballot

In their work, Bulens et al. used fuzzy extractors to build the
identifiers of the UV fiber PUF papers. They have extracted
128-bit strings from the UV fiber PUF with a 96-bit entropy
that provides 72-bit identifiers with applied ECC. Finding a
collusion will require much effort for malicious actions. We
will discuss this in our analysis. They also noted that more

A very similar scenario can be applied to receipt based digital ballots.

ey

Pour uv fiber
into mixture

Fig. 3. Ballot preparation and distribution process
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—> Form paper roll —— Form ballot—>

randomness, robustness, and unclonability can be achieved
with the same technology with an additional cost.

In our integrated model, the ballot is formed with the UV
fiber PUF technique. We do not consider putting a signature
into the ballots like Bulens et al. proposed. See the next section
for the details.

B. The Voting Process

Our voting system consists of 7 main steps: the ballot for-
mation; the identification of the ballots by the PPs, VMC, and
the judges where they must reach a consensus; the distribution
of the ballots; the casting of the ballots by the voters; the local
counting in the ballot box rooms; the collection of the results
and the ballots by the VMC; and the investigation if necessary.

o The Ballot Formation : The ballot papers are mixed
with the UV fiber during the paper preparation process,
see Figure 3. The papers are printed and cut to form the
ballots. The order of the candidate PPs in the ballots are
randomly arranged.

o The Ballot Identification and the Consensus: In the
identification step, the VMC, the PPs, and the judges (
in short we call all of them as identifiers) have different
but open source and public system to identify the ballots.
They extract the features, identify the ballots and have a
consensus on each paper ballot.

Once the identifiers have a consensus on a ballot, it
is assigned to a ballot box by the VMC. With this
assignment, the identifiers insert the ballot’s information
into a cloud database. Each of the identifiers has a unique
table, and public and private keys. They sign their tables

(—]ﬁﬁ

/
L 7.) /¢7/ \
T ) iy <

Identify and . Distribute
Assign to
aggree —> ballots and
ballot boxes
on ballots boxes
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Purchaser @% Voter
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Fig. 4. An example of Dogs action. Left side is before casting and the right site after the vote casted

by their private keys, and integrate the tables, see Table
I

In Table I, the iSign column that stores the incremen-
tal signature is a simplified approach of Narasimha et
al. [20]. The signature can be calculated as

1S1gNrow; = Signsk (RowID || BallotID
|| BoxID | iSigni—1),

where i = 2,...,n, iSigng = 0, and SK is the secret key
of the identifiers. The last iSigns are published at the web
site with the public keys. The judges keep a copy of the
last signatures of each table. The database administrator
on the cloud can be malicious, and his malicious actions
can be easily detected by the provided signatures.

o The Ballot distribution : The distribution of the ballots
can be performed by the traditional ways. The only con-
cern is that the ballots must be secured against tampering
so that the voting takes place as planned.

+ The Vote casting : In the casting stage, the voters cast
their votes by stamping or punching. In the punching
case, the punching area must be outside of the identi-
fication region of the ballots. In our system, the voters
don’t have an e2e verification for their votes; however,
they can join the local counting process as observes. At
the end of the vote casting, the unused ballots must be
stamped with a “not casted” stamp in the presence of the
observers.

o The Local counting : In the local counting stage, the
ballot boxes’ seals are opened, and the officers and the
tallies count the casted votes in the presence of the
observers.

o The Collection of the Results: In this stage, the counted
results are sent back to the VMC with the ballots. The
result of each ballot box is publicly announced.

o The Investigation : This stage can be on demand or
required. If it is on demand and the voters or the PPs
are not satisfied with the counted results of the ballot
boxes, they can require investigation. In this process, the
ballots in the ballot boxes that are under investigation
are re-identified and compared to the old identifications.
More discussion on this topic is in the next section.
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V. THE INTEGRITY OF THE VOTING SYSTEM

In this section, with some games, we analyze what kind of
integrity our voting system is providing. We deeply look at
the actions of the cats and the dogs on our system. Also, we
discuss the success probabilities of these actions.

Game 1 : The Dogs: Single Vote-Purchasing

o A dog approaches a voter outside the ballot box room
before the voter casts his vote.

o The dog offers some money to the voter to cast a pre-
stamped ballot and return an original ballot from the
ballot box room.

« The voter agrees, takes the money, inserts the pre-stamped
ballot into his pocket, goes to the casting room, takes an
original one, inserts it into his pocket, and casts the pre-
stamped ballot.

o He returns back to the dog, gives the original ballot, and
the agreement finishes.

o The output of Game 1 is a success, if this malicious action
is not revealed in the investigation step. Otherwise, the
output is a failure.

To calculate the successfulness of Game 1, we assume that
each ballot have 70-bit identification, i.e. there are 27° different
paper ballots that can be created. As noted by Bulens at al.
identification space can be increased on demand. We, however,
continue our analyze on 70-bit identification. Also, we assume
that each ballot box contains exactly 2'° assigned voters, and
there are 220 ballot boxes. To be successful in Game 1, the
malicious party must produce at least 1 ballot with the same
identity as the ballots for the targeted ballot box, B;.

The probability that a ballot produced by the malicious party
is in the set of real ballots for B is given by;

210 1
= 5%

Pr(Game 1 = Success) = 57 = (D)

The malicious party must spend a lot of time and money
to prepare an original ballot. Even if they are successful in
producing a valid ballot for the target Bj, there are two
problems. First, the voters cannot identify the ballots. Second,
they cannot get any ballot as they wanted. As as result, for
a success in Game 1, there is an additional 2% probability,
which makes the probability for Game 1 to be successful 2%

In the next game, the dogs try to purchase all of the ballots
for a specific ballot box, Bs.

Game 2 : The Dogs: Whole Ballot Box Vote-Purchasing
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o Step 1: A dog approaches a voter outside the ballot box
room before a voter casts his vote.

o The dog offers some money to the voter to cast a pre-
stamped ballot and return an original ballot from the
ballot box room.

« The voter agrees, takes the money, inserts the pre-stamped
ballot into his pocket, goes to the casting room, takes an
original one, inserts it into his pocket, and casts the pre-
stamped ballot.

« He returns back to the dog, gives the original ballot, and
the agreement finishes.

o Return to the Step 1, until all the voters’ votes are
purchased.

o The output of Game 2 is a success, if this malicious action
is not revealed in the investigation step. Otherwise, the
output is a failure.

The probability of successfully producing 2!° ballots that
match the ballots for the ballot box B> can be given by;

o 1
(270)210 7 962914°

as seen from the Equation 2, producing 2'° ballots with
matching identity is very improbable. Also, note that the votes
that are not casted can be a huge problem for the dogs. For
simplicity, we assumed that all of the votes are casted. Even
a single voter, who has not casted his vote, can create an
additional problem for the dogs.

Game 3 : The Cats: Whole Vote-Stealing from a Ballot
Box

Pr(Game 2 = Success) =

2)

o Immediately after a ballot box’s seal is just opened, a cat
performs a magical operation 2.

« During this magical operation, the cat changes the casted
ballots with the pre-stamped ballots.

o Output of Game 3 is success, if in the investigation step,
this malicious action is not revealed. Otherwise the output
is failure.

Assuming that every voter casted their vote, the success
probability of Game 3 is equal to Game 2. If there are some
voters that have not casted their votes, the success probability
success is much less than Game 2.

In the investigation step, even in the case that the malicious
action is successful, there is another approach to identify a
malicious action; the fingerprints and DNA [21], [22]. The
ballots, in total, at least must contain 2'° different fingerprints.
Actually, the fingerprints on the ballots can help to identify
the voter’s selection! Recently, governments have started to
take fingerprints of the citizens and the aliens in their country.
Malicious groups within governments can use this database to
identify the selection of the voters. Actually, this is a common
problem for every paper based voting systems [11], [17], [23].

The next game is a very realistic malicious action on the
paper ballots. During the local counting of the ballots, some
of the votes are discarded due to bad stamping (or punching).
Due to very close results, some parties request re-counting for
some ballot boxes at the VMC and, occasionally, the results

2Malicious ballot box room or performing during bogus electricity shortage.
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change after re-counting. By using this knowledge, the cats
can play on these badly casted votes.
Game 4 : The Cats: Single Vote-Stealing

o A malicious party A request a new counting from the
VMC for a ballot box.

o The VMC accepts this request and announce the date of
the counting.

« Before the counting date, the cats look at the votes and
notice a discarded vote.

o The cat replaces this ballot with a new one.

o Output of the game is success, if in the investigation step,
this malicious action is not revealed. Otherwise the output
is failure.

The successfulness of Game 4, same as Game 1. The cats,
however, may be able to identify the ballot’s PUF. With this,
they have only 2% probability to construct a valid ballot. This
game can also be played for as many times as there are badly
stamped ballots.

In the next game, although it is not realistic, we will look at
the probability that a malicious party somehow steals all the
casted votes before counting. For simplicity, we assume that
all the votes are casted.

Game 4 : The Cats: Whole Vote-Stealing

« Just before the counting process after the ballot boxes are
opened, the cats perform magical operations.

e During this magical operation, the cats changes the
casted ballots with pre-stamped ballots.

o Output success if in the investigation step, this malicious
action is not revealed, else output failure.

The probability of successfully producing 230 ballots can
be given by;

200 1
(270)2%0 ™ 962914”

Pr(Game 4 = Success) = 3)

VI. CONCLUSION

In this work, we have approached the integrity and vote-
selling problems of paper based voting systems by deploying
paper PUF constructed with UV fibers. Our proposed solution
requires only a group of honest judges The remaining parties
can be malicious. The integrity and vote-selling problems can
be solved with a high probability. The cost of malicious action
within the voting process becomes very improbable for any
malicious party. With the increase of the identification space,
the proposed solution will provide have better security.
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Siber Giivenlik Ekonomisi Uzerine
Literatiir Incelemesi

H. Sentiirk, C.Z. Cil ve S. Sagiroglu

Ozet— Teknolojik karmasikhg ve yol actigi ekonomik
zararlar giin gectikce artan siber saldirilar ile ¢ok sayida siber
giivenlik teknolojilerinin yatirnm opsiyonu olarak bulundugu
giivenlik sektorii, siber giivenligin ekonomik boyutu iizerine
diisiinmeyi gerekli kilmaktadir. Bu ¢alismada; siber giivenligin
ekonomik boyutu alaninda son onbes yillda yapilan akademik
calismalar incelenmis, literatiirdeki bosluklar ortaya konularak
sonraki arastirmalara yon verilmesi amaclanmstir.

Anahtar Kelimeler—Siber giivenlik
yatirimi, giivenlik yatirnminin geri doniisii.

ekonomisi, giivenlik

Abstract— The technological complexity and increasing losses
incurred by the cyber attacks as well as booming cyber security
sector offering variety of tools as investment options necessitate
consideration of cyber security economics. This study evaluates
the academic literature on cyber security economics for the last
fifteen years and aims to provide research directions by
pinpointing literature gaps.

Keywords—Cyber security economy, investment,
return on security investment.

security

. GIRIS

UNUMUZ teknolojisinin getirdigi ve IEEE standardi

olan “nesnelerin interneti-internet of things” ve “her seyin
interneti- Internet of Everything” konseptleri, basta
bilgisayarlar ve akilli telefonlar olmak tizere mutfagimizdaki
bulasik makinesinden arabaya, evdeki klimadan saksiya kadar
etrafimizdaki hemen her seyin internet iizerinden birbirine
baglantisini ongdrmektedir. Diger taraftan 1990'lu yillarin
basit virlis yazilimlariyla baslayan siber saldirilarin,
giinimiizde hedef odakli gelismis saldirilar da denilen APT
(Advanced Persistent Threat) orneginde goriildiigi gibi
karmasikligini ve ekonomik etkisini artirdigi bilinmektedir. Bu
durumun getirdigi en bilyiik zorluk, bu altyapinin giivenliginin
saglanmasi, bunun ekonomik yansimasi ise giivenlik icin
gerekli  optimum yatirrm maliyetlerinin  belirlenmesi
ihtiyacidir. Bu amagtan yola c¢ikarak, bu calismada siber
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giivenligin ekonomik boyutu iizerine alanda yapilan akademik
calismalar incelenmistir.

Siber giivenligin ekonomik boyutunun biiyiikligiini
aciklayict olmasi acgisindan birkag Ornek vermek yerinde
olacaktir.

Code Red solucan yazilimi, Temmuz 2001°de ilk ortaya
ciktiginda kendini her 37 dakikada c¢ogaltarak toplamda 2
milyar ABD dolar1 zarara yol agmustir. Agustos 2003’te ¢ikan
Blaster solucani ise ilk haftasinda yarim milyon bilgisayara
bulagmis, isletme basmna 475 bin dolar maddi kayip verdigi
aciklanmugtir [1].

I Love You ve Love Bug viriislerinin, diinya ¢apinda 10
milyar dolar, My Doom isimli truva atimin 4.8 milyar dolar,
Nimda solucan yazilimimnin ise yaklasik 3 milyar dolar maddi
zarara yol actig1 tahmin edilmektedir [2].

2005 yilinda Bilgisayar Giivenligi Enstitiisi  (CSI)
tarafindan yapilan arastirmada, katilan 639 isletmenin 2005
yili igin sizmalardan kaynaklanan maddi kaybinin 130 milyon
dolar oldugu agiklanmustir [3].

2010 yilinda Symantec ve Ponemon Enstitiisii tarafindan
hazirlanan ve 15 farkli sektérden 51 farkli firmanin katildig:
sizma maliyetleri raporunda firmalarin 2010 yili yillik
ortalama kayip tutarmin 7,24 milyon dolar oldugu rapor
edilmistir [4].

HP Ponemon Enstitiisii tarafindan 2012 yilinda yapilan
calismada ise, son ii¢ yilda haftalik basarili siber saldir1 sayist
ortalamasimmin 50’den 102’ye ¢iktig1, ortalama saldirilardan
kurtarma siiresinin 14’den 24 giine ¢iktig1, yillik ortalama
kayip maliyetinin ise 6,5 milyondan 8,9 milyon dolara ¢iktig1
belirtilmigtir [5].

Yukarida belirtilen sayilardan da goriilecegi tizere, siber
giivenligi elektronik ve bilgisayar bilimi yaninda ekonomik
acidan da ele almak gerekmektedir. Héalihazirda bu alandaki
mevcut calismalar yetersiz kalmaktadir [6]. Bu ¢aligmanin
amaci; siber giivenligin ekonomik boyutu alaninda son on bes
yilda diinyada yapilan akademik g¢aligmalarin incelenmesi ve
siber giivenlik ekonomisi alaninda yiiksek lisans ve doktora
seviyesinde arastirma  yapilabilecek  konulara  dikkat
¢ekilmesidir.
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II. ALANA GENEL BAKIS

Siber giivenlik ekonomisi alaninda yapilan ¢aligsmalar, temel
olarak agagidaki ii¢ konuyu ele almaktadir [7]:

o Giivenlik saldirilarinin/sizmalarin - gergeklesme sikligt:
Saldirilarm sikligini olusturan gostergelerin belirlenmesi.

o Giivenlik saldirilarimin/sizmalarin maliyeti: Bir saldirinin
maliyetinin tahmin edilebilmesine yonelik problemin ¢dziimii.

eSiber giivenlik teknolojilerine yapilan yatirimlar:
Belirlenen giivenlik sistemlerinin tedarik edilmesi, kurulumu,
bakim ve idamesi ile kullanilmasina yonelik harcama
diizeyinin belirlenmesi.

Benzer sekilde Su, siber giivenlik ekonomisi alanindaki
mevcut literatiir ¢alismalarim1  asagidaki {i¢ kategoride
toplamistir [3]:

o Giivenlik saldirilarinin maliyet ve etkilerinin dl¢iilmesi

o Giivenlik teknolojilerinin fayda ve etkilerinin 6l¢iilmesi

» Giivenlik yatirimlarinin
belirlenmesi.

optimum seviyesinin

Bu calismada, yukarida belirtilen {i¢ kategoride Su'nun
calismasindan sonra yapilmis giincel akademik c¢aligmalara
ilave olarak siber giivenligin bir risk yonetimi disiplini oldugu
diistincesinden [8] yola ¢ikarak, “giivenlik risklerinin
belirlenmesi  ve  Olgiilmesi”  konusundaki  akademik
¢aligmalarinin durumu da dahil olmak {izere toplam dort temel
alanda inceleme yapilmistir.

II. RISKLERIN BELIRLENMESI VE OLCULMESI

Isletmelerin giivenlik risklerinin belirlenerek olciilmesi
amaciyla farkl kalitatif ve kantitatif teknikler kullanilmaktadir.

Kalitatif tekniklerden en yayginlari, ileriki bdliimde
aciklanacak olan Yillik Kayip Beklentisi metrigi, Courtney,
Livermore Risk Analizi Metodolojisi (LRAM), Stokastik
Baskinlik teknikleridir [9]. Bu tekniklerin giiglii yam
isletmelere zafiyet altinda olan varliklarm1 ve degerlerini
belirlemeye ve bu varliklar1 korumak igin gerekli olan
tedbirleri almaya zorlamasidir. Zayif yani ise bu degerlerin
hesaplanmasindaki fazla zaman, isgiicii almasi vb. zorluklar ve
belirsizliklerdir [6].

Risk analizinde kullanilan kantitatif teknikler ise, senaryo
analizi, beyin firtinasi, hata agaci analizi, bulanik metrikler ve
uzman gorlislerine bagvurulan goriisme ve anket yontemleridir
[6,10]. Bu yontemlerin zayif yanmi uzman personelinin &znel
gorlslerinden faydalanilarak belirlenen risklerin genellikle
diisiik, orta, yiiksek vb. sayisal olmayan degerlendirmeler
icermesidir.
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Belirlenen risklerin sayisallastirilmasi amactyla kullanilan
teknikler Tablo 1.de gosterilmistir:

TABLO 1.
RISK SAYISALLASTIRMA TEKNIKLERI [11].

Sureg Yaklagimi Faktor Yaklagimi Aktiieryal Yaklagim
Sebep-Sonug Risk gostergeleri Ampirik kayip
Bayesian Inang Adlan dagihimlan

Bulanik Mantik Sermaye Varlik | Gecmis  veri  tabani
Istatistik Kalite Kontrol | fiyatlandirma modeli | bilgileri lullanilan
ve Guveniliik Analizi (Capital Asset Pricing | parametrik dagiimiar

model —-CAPM)
Tahminsel modeller

Baglant
Sistemn Dinamikleri

Asin-Deder Teorisi

Siber giivenlik risk yonetimi, bilgi varliklarinin biitiinliik,
gizlilik ve erisilebilirlik niteliklerini tehdit eden risklerin
gerceklesme olasiligimin ortadan kaldirilmas: veya azaltilmasi
siirecidir. Bu siireg, seceneklerin belirlenmesi, secilmesi ve
uygulamasi olmak {izere ii¢ adimdan olusur. Her bir bilgi
varhigina yonelik riskin Ol¢iilmesinden sonra kabullenmek,
riski transfer etmek, indirgemek ve oOnlemek alternatifleri
arasindan biri se¢ilerek uygulanir. Gergeklesme olasiligt ve
ekonomik degeri diisiik bilgi varligi riskleri igin riskin
kabullenilmesi segilebilecegi gibi, bazi durumlarda riskin
transferi, diger bir deyigle, isletme disinda bir unsurla
paylasilmasi (6rnegin siber giivenlik sigortasi yaptirmak) soz
konusu olabilir.

ABD’de 2008’¢ kadar olan son on yillik dénemde siber
giivenlik sigortalilarin yillik prim 6demeleri 450-500 milyon
ABD dolarin1 bulmustur [12]. Riskin transferi amaciyla siber
giivenlik sigortas1 kullanilmasiin, hem akademisyenler hem
de uygulayicilar tarafindan oOnerildigi, sigorta primlerinin
hesaplanabilmesine yonelik ise farkli yaklagimlar tavsiye
edildigi goriilmektedir [11,13,14,15].

Herath ve digerleri, Tablo 1.de goriilen aktiieryal bir
yaklagim ile copula tabanli bir siber sigorta risk modeli ve
fiyatlandirmas1 yontemi Onermislerdir [13]. Gegmis yillarin
viriis maliyetleri kullanilarak olusturulan modelin zay1f tarafi,
yazarlarca da belirtildigi iizere, istatistiki olarak ge¢mis saldiri
ve maliyet bilgilerinin kullanilmasina olan baglhiliktir ki, bu tiir
bilgilerin bulunmasindaki zorluklar pek ¢ok calismada dile
getirilmigtir [13,16,27,55].

Bandyopadhyay, doktora tezinde siber giivenlik risklerinin
indirgeme ve transferi amaciyla siber sigorta kullanimini

incelemis, sonraki ¢aligmalar icin ampirik analizlerin
yapilmasini dnermistir [17].
Siber  giivenlik  yatiimlarimin  getirecegi  risklerin

indirgenmesine bagli olan fayda, aslinda bir yetkisiz sizma
durumunda beklenen kaybin azaltilmas1 olacaktir. Dolayisiyla,
bu tiir bir yatirim, isletmeye dogrudan bir kar getirmeyecek,
ancak bir yetkisiz sizmanin gergeklesmesi durumunda
olabilecek maddi kaybin azaltilmasin1 saglayacaktir. Bu
nedenle, yatinmin degerlendirilmesindeki 6lgiit, uygulanacak
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sistem ¢ozlimiiniin maliyetine ek olarak, isletmeye saglayacagi
beklenen maddi kaybin azaltilmasi yoniindeki marjinal fayda
olacaktir [7].

Doktora tezinde Jourdan, bilgi giivenligi uzmanlariyla
yaptig1 goriigsmelerden faydalanarak bilgi glivenligi risk analizi
stireclerini incelemis, sonug¢ olarak risk analiz siireclerinin
dinamiklerini daha iyi anlamak ve uygulamalarini iyilestirmek
yoniindeki akademik ¢aligmalarin devamini 6nermistir [10].

Claunch ve McMillan, son yillarda siber saldirilardan
kaynaklanan kayip maliyetlerinin, tip sektdrii i¢in 2010-2011
doneminde %10 olan genel sektdr ortalamasinin %32 oraninda
artis gosterdigi istatistifine dikkat cekerek, Wyoming Tip
Merkezi’'nde gergeklestirdikleri vaka ¢aligmasinda isletmenin
tiim varliklarini kapsayan bir risk analizi yaklagimiyla, ilgili tip
merkezinin optimum siber giivenlik yatirnmiyla, giivenlik
seviyesini onemli derecede artirabildigini belirtmistir [18].

IV. GUVENLIK SALDIRILARININ MALIYET VE
ETKILERININ OLCULMESI

Giivenlik saldirilarinin isletmeye olan maliyet ve etkileri
finansal, operasyonel, miisteriler ve ¢alisanlar ile ilgili somut
ya da soyut etkilere yonelik dogrudan dolayli ya da firsat
maliyetlerini kapsamaktadir [3,19,20].

Risklerin 6l¢iilmesinde bulunan problemler gibi, giivenlik
saldirilarina iligkin, rakamlarla ifade edilemeyen etkilerin
belirlenmesi genellikle Oznel degerlendirmelerle
yapilabilmekte = ancak  bunlarin = rakamsal  degerlere
doniistiiriilmesinde problemler yasanmaktadir [21]. Dolayl
maliyetlerin belirlenmesine yonelik ¢aligmalar, genellikle
saldirt agiklanma bilgileri ile hisse senedi degerleri arasindaki
iligkilerin incelemesi iizerine olmaktadir.

Cavusoglu ve digerleri, pazar degerleme tabanli Dbir
yaklagimla, sizmaya maruz kalan isletmelerin piyasa degerinin
aciklanmasinin ilk iki giini iginde ortalama % 2.1 kayba
ugradigi, buna paralel olarak da bilgi giivenligi firmalarinin ise
aynt donemde ortalama % 1.36 deger kazandigimi
gbzlemlemislerdir [22].

Hovav ve D’Arcy, viriis ve hizmet dis1 birakma saldirilarina
maruz kalan isletmelerin hisse senetlerinin borsadaki
durumunu incelemis, olaylarin agiklanmasinin ardindan bahse
konu isletmelerin borsa senetlerinin deger kaybina ugradigini
gozlemlemislerdir [2,23]. Ayrica, saldirilarn tiiriine gore
etkilerin de farkli oldugu goriilmektedir. Campbell ve
digerleri, yaptiklar1 ampirik c¢aligmada, halka agiklanan
sizmalardan gizli bilginin ifsas1 s6z konusu olanlarin,
isletmenin piyasa degerine negatif etkisini tespit ederken, yine
halka agiklanan ancak gizli bilginin ifsa edilmedigi sizmalara
borsanin ve piyasamin aym negatif etkiyi vermedigini
gozlemlemislerdir [24].
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Telang ve Wattal, yazilim sektdriinde faaliyet gosteren
retici sirketler lizerine yaptig1 calismada, yazilim zafiyetlerine
iligkin haberlerin medyada c¢iktig1 giin, sirketlerin piyasa
degerlerinin %0.63 diistiigiinii, yazilim zafiyetinin tiiriine gore
etkinin de farkli oldugunu tespit etmislerdir [25].

Wang, iic makaleden olusan doktora tezinde, medyada ¢ikan
sizma haberleriyle isletmelerin hisse senedi degerleri
arasindaki iligkiyi incelemig, Campbell’in ¢aligmasinin
sonuglariyla uyumlu olarak genel saldir1 ve sizma haberlerinin
farkli etkilere yol agtigi, ancak gizli bilgi ihtiva eden spesifik
sizma haberlerinin piyasada firmanin gelecekteki basarisi
tizerinde daha negatif etkiye yol agtigini tespit etmistir. [26].

Literatiirdeki pek ¢ok ¢aligmanin 6zellikle ABD’de diizenli
olarak yapilmakta olan ve cesitli sektorlerden cok sayida
isletmenin katildigi veri toplama ¢alisma sonuglarindan
faydalanildigr goriilmiistiir. Gergeklesen sizmalarin  kayip
maliyetlerine yonelik istatistiki veri saglayan bu tiir
caligmalarin en yaygin Ornekleri, CSI/FBI, Ponemon
Enstitiileri ile Verizon’un y1llik raporlaridir.

Isletmelerin  genel egilimi, koti reklam olabilecegi,
sektordeki konumuna zarar verebilecegi diisiincesiyle maruz
kaldiklar1 siber giivenlik saldirilar1 ve beraberinde gerceklesen
kayiplara iligkin bilgileri paylasmama yoniindedir. Hatta
isletmelerin, olast saldirilar sonucu olugan veri kayiplarinda,
miisteriler tarafindan agilan davalarda igletme aleyhinde delil
olarak  bagvurulabilecegi  gerekgesiyle istatistik  kayit
tutmayabildikleri bilinmektedir [27].

Conrad, zafiyetler, sizma sikligi, kayip maliyet tahminleri
gibi giivenlik modeli parametreleri kapsamina belirsizligi de
katabilmek igin Monte Carlo simiilasyonu yontemini
kullanmugtir [3,28].

Soo Hoo, sizma olaylarinin siklig1 ve sonuglarin etkilerinin
saglikl sekilde dl¢iilmesi amactyla sonraki ¢aligmalar igin;

- Risk yonetimi faaliyetini destekleyici bilgi giivenligi
istatistiklerinin toplanmasina yo6nelik metrik ve araglarin
gelistirilmesi,

- Saldir1 paternlerinin ve saldirganlarin davraniglarinin
gozlemlenmesi amaciyla bilgisayar aglarinin simiile edildigi
yazilim araglarimin gelistirilmesi gerektigini 6nermistir [27].

V. GUVENLIK TEKNOLOJILERININ ETKINLIGININ

OLCULMESI
Normal sartlarda, giivenlik teknolojilerinin fayda ve
etkinligi, fayda-maliyet analizi ile OoOlgiilebilir. Faydalari,

koruduklari bilgi varliklarinin degerleri ve indirgedikleri riskin
derecesi ile, maliyetleri ise yazilim/teghizatin tedarik maliyeti,
kurulum, egitim ve bakim-idame maliyetleri ile olgiilebilir.
Ancak, secilen giivenlik teknolojilerinin etkinliginin 6l¢iilmesi
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konusunda problemler mevcuttur [20]. Kullanilan giivenlik
teknolojilerini etkinlikleri a¢isindan birbirleriyle kiyaslamak
icin mevcut formal bir metodoloji de bulunmamaktadir.
Zorluklar, saldirgan profilinin ve igletmenin givenlik
politikasina uyum  durumunun tahmin  edilmesindeki
belirsizliklerin 6l¢lilememesinden kaynaklanmaktadir [3].

Giivenlik teknolojilerinin etkinligi, o teknolojinin ilgili riski
ne kadar azaltmakta oldugunun degerlendirilmesi ile Slgiiliir
[3,27]. Riskin azaltilmasi ise, riskin tamamen onlenmesi veya
gergeklesme olasiligmin azaltilmasidir. Giivenlik
teknolojilerinin etkinliginin degerlendirilmesinde, mevcut
olmast durumunda test ortamlarinda gergeklestirilen {iriin
deneme caligma sonuglari ve gegmiste gerceklesen olaylara ait
istatistiki veriler kullanilabilir, bu tiir tarihi verinin mevcut
olmamasi durumunda ise giivenlik teknolojilerinin etkinliginin
tahmin edilmesi i¢in uzman gorislerinden, isletmenin bilgi
giivenligi uzman personelinden faydalanilabilir. Butler, uzman
goriiglerinin varsayim ve tahminlerinin, alinan kararlara ne
kadar duyarli oldugunun belirlenebilmesi i¢in duyarlilik analizi
yapilmasimin dogru yaklasim oldugunu belirtmistir [29].

Diger bir konu ise, birden fazla giivenlik teknolojisinin
kullanilmas1 durumundaki etkilesimin 6l¢iilmesidir. Belirlenen
risk i¢in kullanilacak birden fazla teknolojinin riski ne kadar
azaltacagi, toplam faydanm, ilgili teknolojinin tek tek
kullanildiginda alinacak faydadan biiylik olup olmayacagi
konularinin da incelenmesi gerekmektedir [3,29].

Yatirim  yapilan  giivenlik  teknolojileri  kullanilarak
olusturulan giivenlik sistemi altyapisinin teknik agidan
etkinliginin degerlendirilmesi amaciyla ise zafiyet tarama,
sizma testleri vb. amaglh ¢ok sayida iriin rafta hazir sekilde
bulunmaktadir. Ayrica bu amagla isletmeler, gerek ig
denetimler gerekse de dis kaynak kullanimiyla danigman
sirketlerin denetlemesi yontemine de basvurmaktadirlar ancak
bu yaklagim sistemin geneline iliskin degerlendirme olup, siber
giivenlik teknolojilerinin bireysel olarak degerlendirilmesi
konusunda yardimci olamamaktadirlar.

Gordon ve digerleri, siber giivenlik denetimlerinin arttigina
isaret ederek, denetimlerin  siber giivenlik risklerinin
indirgenmesinde ve yatinm kararlarinda iyilestirmeler
yapilabildigini belirtmistir [30].

VI. GUVENLIK YATIRIMLARININ OPTIMUM
SEVIYESININ BELIRLENMESI

Crume, bilgi giivenliginin ilk kuralinin, bir varlig1 korumak
icin degerinden fazla yatinm yapmama gerekliligi olarak
tammlamistir [31]. Bu nedenle, yapilmasi gereken yatirim
seviyesinin belirlenebilmesi i¢in isletmenin sahip oldugu bilgi
varliklarinin degerlerinin belirlenmesi gerekmektedir. Poore,
bilgi varliklariin degerlerinin belirlenmesi asamasinda rehber
olarak kullanilabilecek dneriler sunmustur. [32].
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Giivenlik yatirimlarinin optimum seviyesinin belirlenmesi
icin Onceki bolumlerde belirtilen edilen risk, saldirn ve
teknoloji etkinlik 6l¢iimlerinin sonuglarindan faydalanilarak
yatirim kararlar1 alinir. Literatiirde bu alanda kullanilan ii¢
genel yaklasim bulunmaktadir [3].

e Karar Analizi Cergevesi
e Oyun Teorisi
o Reel Opsiyonlar Teorisi

A. Karar Analizi Cercevesi:

Bu yaklasgimin temelleri 1980°li yillarin ortasinda ABD
Ulusal Standartlar Biirosu ve ABD Ulusal Bilgisayar Giivenlik
Merkezi’'nin Onderliginde gergeklestirilen bir dizi bilgi
giivenligi risk yonetim modelleme calistayina dayanmakta
olup, ortaya ¢ikan birinci nesil siber gilivenlik risk yonetim
modellerinin en temeli Sekil 1.de goriilen Ortak Cergeve
olmustur [27].

g - ( Kabul
(Gereksinimler '| Edilebilirlik ‘
Testi
Varlik Degerleri Analiz Risk Olgiimii iglemler
Endigeler
Tehdit Analizi
Tehditler

—» Zafiyet Analizi
Senaryo Analizi

Koruma yontemi
Koruma Etkinligi Sonug Siddeti segimi

Zafiyetler

Sekil 1. Ortak Cergeve Siire¢ Diyagrami [27].

Ortak Cergeve; Gereksinimler, Varliklar, Giivenlik
Endiseleri, Tehditler, Koruma Yontemleri, Zafiyetler ve
Sonuglar olmak tiizere yedi temel bilesenin tekrarlamali bir
siire¢ icerisinde analizini Onermektedir. Ortak c¢ercevenin
uygulama karmagikligi ve kaliteli verinin bulunamamasi
zorluklarinin agilabilmesi amaciyla, Entegre Is Risk Yonetim
Cergevesi, Degerleme-tabanli metodolojiler, Senaryo Analizi
Yaklasimlar1 ve En lyi Uygulamalar olmak iizere dort genel
baglik altinda ikinci nesil siber giivenlik risk yonetim modelleri
ortaya c¢ikmistir. Bu yaklasimlar, her ne kadar veriye
bagimlilik problemini kismen agmug olsalar da daha ¢ok is
siireclerine ve organizasyonel dinamiklere yogunlagmus,
ozellikle belirsizlik problemlerini asamamugtir. 2000°li
yillardan itibaren yapilan pek ¢ok ¢alismada atifta bulunulan
Soo Hoo, doktora tezinde belirsizlikleri de i¢ine alan karar
analizi ve risk yoOnetimi tabanli bir model onerisinde
bulunmugtur [27].

Gordon ve Loeb, optimum yatirim seviyesinin belirlenmesi
amacityla yapilan yatirimin marjinal faydasimin  marjinal
maliyete esitlenme prensibine dayali bir ekonomik model
Onermis, bir isletmenin sahip oldugu varliklarin degerinin
%36,8’inin optimum yatirim seviyesi oldugu sonucuna
varmiglardir [33]. Willemson ise, Gordon ve Loeb tarafindan
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onerilen model iizerinde diizeltmeler yapilarak yapilan
hesaplamalarda optimum seviyenin varlik degerlerinin
%50’sine ¢ikmasi gerekebildigini iddia etmistir [34].

Fayda maliyet analizinin, agik anahtar kriptografisi, ag
sizma tespit sistemleri vb. sistemlerin degerlendirilmesinde
kullanilabildigi belirtilmistir [35]. Xie ve Mead, fayda-maliyet
analizi yontemiyle kiiciik isletmelerin bilgi giivenliklerinin
gelistirilmesine ~ yardime1  olacak  tahmin  metodolojisi
geligtirmigtir [36]. Bodin ve digerleri tarafindan, Analitik
Hiyerarsi Prosesi kullamlarak ¢ok kriterli bir karar verme
modeli  oOnerisi  yapilmig [37], ancak karar seg¢imi
alternatiflerinin belirlenmesi tizerinde durulmamustir. Rue ve
digerleri tarafindan ise farkli siber giivenlik yatirim modellerin
analiz edilerek karsilagildigi bir ¢ergeve model Onerisi
yapilmigtir, sonraki caligmalara igin, istatistiki verilerin
Onerilen karar modelinde uygulanan degerlendirme siirecine
dahil edilmesini 6nermislerdir [20]. Ionnidis ve digerleri,
fayda teorisini kullanarak siber giivenlik yatirimlarinin dogru
zamanlamasinin belirlenmesi konusunda ¢alismuglardir [38].
Chai ve digerleri, giivenlik teknolojilerinin dolayli getirisinin
belirlenmesi kapsaminda 1997-2006 yillar1 arasindaki ABD
borsa wverilerini temel alarak yaptiklart ¢aligmada, siber
giivenlik yatirimi yaptiklarmma dair medyada cikan haberler
sonrasinda isletmelerin borsa degerlerinde asir1 yiikselme
oldugunu kaydetmislerdir [39].

B. Oyun Teorisi:

Oyun teorisinin siber  giivenlik  yatirimlarinin
degerlendirilmesindeki uygulamalart kapsaminda;
saldirganlarin  stratejileri arasindaki etkilesim ve sizma

basarisinin artirilmasi, karsi tarafta ise isletmenin kazancinin
maksimize edilmesi amaciyla yapilan yatirimlarin sonucu
saldirilarin engellenmesi, sistemdeki zafiyetlerin azaltilmasi ile
saldirganlar  iizerinde caydiricilik  etkisi  vb. etkiler
incelenmektedir [40].

Cavusoglu, oyun teorisi tabanli bir yaklasim kullanarak
giivenlik yatirimlarini  degerlendirme ve farkli faktorlerin
yatirimlar {izerindeki etkisini inceleme amagli bir model
Onermiglerdir [41].

Grossklags, doktora tezinde, toplam g¢aba, en zayif link, en
iyi savunma, en zayif hedef tiplerinden olusan giivenlik
oyunlartyla siber gilivenlik ve yatinm tiirleri ligkilerinin
ekonomik analizini yapmustir [42].

Huan, doktora tezinde oyun teorisi ile dgrenme teorisini
birlestirmis, oyun teorisinde genellikle ele alinmadigini iddia
ettigi zaman unsurunu da dikkate alan stokastik bir oyun
modeli 6nererek yatirimlarin optimum seviyesinin belirlenmesi
konusunda ¢alismigtir [43]. Zeshuang ve Jing, oyun teorisi ile
isletmelerin siber glivenlik yatirim kararlarini incelemistir [40].
Liu ve digerleri, bu yaklasimla, iki isletmenin bilgi giivenligine
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iliskin bilgi paylasimi ve yatirim kararlaria iliskin egilimlerini
incelemistir [44]. Gao ve digerleri, oyun teorisi kullanarak
tilketim modellerinden Cournot ve Bertrans modellerini siber
giivenlik yatirim kararlarinin analizi amacryla kiyaslamigtir
[45]. Ashok ve digerleri, enerji sektoriine yonelik kritik
altyapilarin genis alan aginda izleme, koruma ve kontroliiniin
saglanmas1 amaciyla siber giivenliginin belirlenmesinde oyun
teorisi yaklasimini kullanmiglardir [46].

C. Reel Opsiyonlar Teorisi:

Isletme varliklarmin degerlendirilmesinde kullanilan bu
teorinin [47] 6nemli faydas: stratejik kararlarin degerini yani
esnekligi degerleme siirecine dahil etmesidir [48]. Gordon ve
digerleri, siber giivenlik yatirimlart i¢in uygulanan bekle-gor
politikasin1 ve saldirilarin gergeklesme sayisinin artmasiyla
orantili olarak siber giivenlige daha fazla yatirim yapildigt
diigiinceyi bu yaklagimi kullanarak agiklamiglardir [49].
Daneva ise onerdigi karar destek modelinde, belirledigi reel
opsiyonlarin karar verme siirecinde gerekli esnekligi
sagladigini iddia etmistir [50]. Herath ve Herath, y1gin e-posta
tizerine gergek verilerin kullanildigi ¢alismalarinda reel
opsiyonlar teorisi ile Bayes teoremi istatistikleri ve analizler
sonras1 6grenmeyi igeren bir model 6nermislerdir [51].

C.Kullanilan Metrikler

Bu boliimde, siber giivenlik yatirim kararlarinin verilmesine
yonelik kullanilan metrikler incelenecektir.

Yillik Kayip Beklentisi (Annual Loss Expectancy- ALE)

1979 yilinda ABD Ulusal Standartlar Biirosu, “Otomatik
Veri Isleme Risk Analizi Rehberi” isimli 65 numarali Federal
Bilgi Isleme Standardim yayimlayarak bilgisayar-tabanh
risklerin 6l¢iimiinde kullanilmasi amaciyla asagida agiklanan
ALE metrigini 6nermistir[27]:

ALE= Zn: I(Oi)Fi )
i=l1

Yukaridaki formiilde;

{04, ... On} = Maddi zararla sonuglanan saldir1 olay seti
1(O) =i olaymin ABD dolari cinsinden etkisi
Fi =i olaymnin ger¢eklesme siklig

Avrupa Ag ve Bilgi Giivenligi Ajansi (European Network
and Information Security Agency-ENISA) ise, ALE'yi benzer
sekilde, Yilik Gergeklesme Orant (Annual Rate of
Occurrence-ARO) ile Bir Olaymm Kayip Beklentisi (Single
Loss Expectancy-SLE)  degerlerinin  ¢arpimu  olarak
tanimlamusgtir [52].

ALE metriginin ilgi ¢ekici yani, riske yonelik olasilik ve
sonug niteliklerini tek bir rakamla ifade edebilme yetenegidir.
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Zayif yan ise, ylksek sikliga sahip diisiik etkili olaylar ile
diisiik siklikl1 yiiksek etkili olaylar1 birbirinden ayiramamasidir
[27]. Diger bir elestirilen tarafi, sadece dogrudan maliyetleri
ele almasi, 6rnegin liretimin aksamasindan kaynaklanan dolaylt
maliyetlerin diistiniilmemesidir [53].

Isletmelerin siber giivenlik yatirimlarimi analiz etmek
amaciyla Giivenlik Yatirimimin Geri Doniisii, Net Bugiinki
Deger ve I¢ Verim Oram metrikleri kullanilmaktadir
[3,33,54,56].

Giivenlik Yatirnminin Geri Doniisii (Return on Security
Investment-ROSI) :

En basit anlamda bir yatirmmin geri donisii, asagidaki
formiilin [53] saginda goriildiigii lizere, yapilan yatirnrmdan
elde edilen faydanin yapilan yatirim tutarina boliinmesiyle
hesaplanir. Bu basit anlatimda, siber giivenlik yatirimu tutari,
somut bir sayiy1 ifade eder, ancak siber giivenlik yatiriminin
faydasinin hesaplanmasi kolay olmamaktadir, ¢linkii 6rnegin
tedarik edilen bir giivenlik duvarinin isletmeye dogrudan
getirisi olmadigindan, risklerden kaynaklanabilecek kayip
maliyetlerini indirgeme ya da farkli tamimlamalarla
kullanilabilmektedir.

ROSI :R—ALE :S;T

Yukaridaki formiilde; R (recovery), bir yilda gerceklesen
saldirilarin sebep oldugu kayiplardan kurtarma maliyeti; S
(savings), yatirrm yapildiginda 6nlenen kayiplardan tasarruf
maliyeti; T (tool), giivenlik teknolojisinin maliyeti; ALE ise
daha 6nce de agiklandig gibi yillik kayip beklentisidir.

O]

Asagidaki formiilde ise ROSI, risk indirgeme orani ile
iligkilendirilerek hesaplanmaktadir [55].

ROSI = ((Risk tutar1 x Indirgenen risk yiizdesi) — Giivenlik
¢Ozlimiintin maliyeti)) / Giivenlik ¢6ziimiiniin maliyeti

Net Bugiinkii Deger (Net Present Value-NPV)

ROSI metriginin 6znel zayifligina ilave olarak zaman
ozelligi de problem teskil etmekte, bu zayifliklar nedeniyle
isletmeler, ROI ile NPV metriklerinin kullanimina
yonelmektedirler. NPV, ilgili yatirnm ¢oziimiiniin getirdigi
para akisint bulmak ve bu rakami mevcut zamanin para
degerine doniistiirmek suretiyle ¢alisir. Para akisi, hesaplanan
tahmini  maliyetler, maliyet tasarruflari ve karlardan
olugmaktadir [3].
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¢ Verim Oram (Internal Rate of Return-IRR)

Bu metrik de, NPV metrigine benzer sekilde para akiginin
hesaplanmasina odaklanir, ancak NPV’den farki IRR’nin
maliyet ve fayda arasindaki baga-bag noktasinin bulunmasidir

[3].

Gordon ve Loeb, isletme i¢i yatirmlarin faydalarini,
isletmenin diger yatirimlarindan ve faaliyetlerinden ayird
etmenin zorluguna deginerek, gerceklesen maliyet tasarruflar
ile beklenen maliyet tasarruflarinin karsilastirildigi gerek NPV
gerekse de IRR  metriklerinin  yetersiz ~ kaldiklarmi
belirtmislerdir [33]. ROSI metriginde oldugu gibi, NPV ve
IRR metriklerinin hesaplanmasinda da yatirim ve maliyetlere
iliskin faiz ve vergi unsurunun dikkate alinmamasimin gercek
hayata uygun olmadigi, elde edilen degerlerin tam olarak
gercegi yansitmayacagi belirtilmektedir [56].

VII. SONUC

Bu c¢aligmada, siber giivenlik ekonomisi alaninda risklerin
belirlenmesi ve Ol¢iilmesi, giivenlik saldirilarinin maliyet ve
etkisinin Ol¢lilmesi, giivenlik teknolojilerinin etkinliginin
Olgiilmesi ve giivenlik yatirimlarinin optimum seviyesinin
belirlenmesi olmak iizere dort ayr1 kategoride literatiir
incelemesi yapilmis, isletmelerin siber giivenlik yatirim
kararlarini vermeleri igin gerekli olan adimlara yonelik agagida
belirtilen bosluklar tespit edilmistir.

- Guvenlik olaylar ile ilgili olarak risklerin belirlenerek
Olgiilebilecegi “standart”, genel kabul gormiis bir model
bulunmamaktadir.

- Yatinm yapilan giivenlik teknolojilerinin, riskleri ne
oranda indirgediginin, risk yonetimi agisindan ne kadar etkili
olduklariin belirlenmesine yonelik “standart”, genel kabul
gbrmiis bir yontem bulunmamaktadir.

- Siber saldirilarin kayip maliyet hesaplamalari ile, yapilan
giivenlik yatirimlarinin isletmeye finansal agidan faydalarinin
hesaplanmasinda “standart”, genel kabul gérmiis bir yontem
bulunmamaktadir.

- Kullanilan finansal metriklerin farkli yazarlar tarafindan
farkli formiillerle siber giivenlige uygulandigi goriilmekte,
dolayistyla bu konuda da iizerinde uzlasilmig, genel kabul
g6rmils bir yontem ortaya konulamadig1 anlagilmaktadir.

- Kaliteli veriye bagimlilik nedeniyle ¢alismada incelenen
dort kategoride de ampirik ¢aligmalara ihtiyag oldugu
goriilmektedir.

Sonug olarak, siber giivenlik ekonomisi alaninda yapilan
calismalar farkli yaklasgimlar izlemekte, kaliteli verinin
eksikligi ve farkli veri setleri kullandigindan ayni durum igin
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farkli sonuglar iretebilmekte ve sonugta biitiin bu bulgular,
siber giivenlik yatirim kararlarinin verilmesine yonelik bilimsel

calismalarin  artarak devam etmesi gerektigine isaret
etmektedir.
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A Block Size Analysis for Blocked Discrete Wavelet
Watermarking

Ahmet Senol?, Ersin Elbagi1?, Kivang Dinger!, Hayri Sever!

Abstract—Image watermarking has been an important
discipline for claiming ownership, ensuring genuineness of
images and fingerprinting of images. An important part of the
work in this field is performed in discrete wavelet transform
(DWT) domain. The watermark is embedded in coefficient values
in one or all of LL, LH, HL, HH bands of first level or higher
level (DWT) decompositions. In previous works, a host image is
taken as a whole and firstly DWT of the whole image is found
and then further level decompositions are obtained, if needed. In
this paper, instead of taking DWT of the whole image, we
implement the known DWT watermarking algorithm by first
dividing host image into smaller blocks, namely 64x64, 32x32,
16x16, 8x8, and then taking DWT of each block independently. In
addition, we divide the corresponding watermark into the
same/matching number of blocks as the original image blocks.
We then embed the corresponding watermark block into bands
(LL, LH, HL, HH) of DWT transform of original image blocks.
When we analyze the fidelity of watermarked images and
similarity values of extracted watermarks for different types of
block sizes and attacks, we observed that we get better results in
our implementation than the known algorithm for some attack
types and the results improve with smaller size blocks.

Index Terms— Block Size, Discrete Wavelet Transform, Image
Watermarking, Robust Non-blind Watermarking.

I. INTRODUCTION

Millions of files are downloaded and uploaded every day on
the Internet. Majority of the files exchanged on the Internet are
image and video files. The ease of access to digital content on
the Internet has increased all sorts of misuse including
violating copyrights and tampering data without owner’s
permission [1]. Content owners are continuously seeking new
ways for protecting their copyrighted files.

One of the main methods of protecting copyrighted content
is watermarking. Image watermarking is embedding some
data, called “watermark”, into the image that does not affect
the quality of the image in visually detectable extent, and the
watermark is extracted when necessary.
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Although a visible image watermark such as a logo can
declare the identity of its producer, most watermarks in use are
invisible. Image watermarking is commonly used for proving
ownership, keeping track of advertisement broadcasts, putting
metadata right into the image for indexing/searching and
making sure that the image is not changed or disturbed
(tamper detection).

There is the term “fragile watermarking”, which is used for
proving the image is genuine. The watermark is embedded in
such a way that the watermark is lost when the watermarked
image is changed to some extent.

A successful watermark algorithm must satisfy following
conditions [2]:

Fidelity: Fidelity is a criterion that the watermarked image
looks like the original image, i.e. embedded watermark is not
perceptible in the watermarked image. You see the original
image and watermarked image in Fig.l and Fig.2,
respectively.

Fig. 1. Original Image Fig. 2. Watermarked Image

Robustness: Robustness is the extent of durability of the
watermark embedded in the original image after intentional or
unintentional image processing attacks such as compression,
cropping, noise, blur or filter. If the purpose is tamper
detection, a fragile watermark is needed; i.e., with a slightest
change in the watermarked image, watermark must
deteriorate. Robustness is directly dependent on the
watermarking method and domain. You see a binary image
(visual) watermark in Fig.3 to be embedded in the image, and
in Fig.4 you see the watermark extracted from a watermarked
and attacked image. As seen, the watermark is easily

recognizable regardless of the attack.
Fig. 4. Watermark

Fig. 3. Binary extracted from

B ‘ Image watermarked and
Watermark attacked document
embedded
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Data Load Capacity: The amount of data that can be
represented by the embedded watermark is named as “data
load capacity.” Watermark detection type of watermark
embedding methods help you to decide whether the watermark
is present in the image or not. For example, if the watermark
data load capacity is one bit: 1 indicates watermark is present,
0 otherwise. One can put much more data in images, such as
binary images, or metadata images. If, for example, you put
64x64 binary logo image watermark in a 512x512 image, the
data load capacity becomes 64x64. You can put 64x64
different binary images in the original image.

In all watermarking algorithms, there are two basic steps.
1) “watermark embedding” 2) “watermark
detection/extraction” 3) An optional extra step named
“watermark generation” [3].

If the original image is used in the detection/extraction
phase of the algorithm then the algorithm is called non-blind
algorithm. If only the original watermark is used in
detection/extraction phase, it is called semi-blind, and if none
of the two is used; it is called blind type watermarking
algorithm.

Earliest forms of embedding watermarks in images were in
the spatial domain. In spatial domain watermarking,
watermark is embedded in least significant bits of an image
[4]. In a typical grayscale image, 8 bits are used for one pixel
that holds the luminance value of that pixel. When you change
the least significant bits, overall appearance of the image
doesn’t change much. One can use 1 to 4 bits in each pixel of
the image to hide another image or watermark.

In transform domain watermarking, the image is transferred
to other domains, such as Discrete Cosine Transform (DCT),
Discrete Fourier Transform (DFT), and Discrete Wavelet
Transform (DWT). In transform domain, image is transferred
to corresponding frequency domain. The watermark is first
multiplied by watermark weight values and then added to
frequency values. After changing some of the frequency
values, image is retransferred to spatial domain by applying
reverse transform operation.

After the watermark is embedded in the image, there might
be intentional or unintentional attacks that may disturb the
watermark. A person that has legally obtained the image may
want to resize the image, or may apply a blur filter on the
image. In an air TV broadcasting, some noise may be added to
image frames while they are transferred in the air. On the
other hand, the person using the image without permission
(pirate) intentionally tries to destroy the watermark by
applying some kind of attacks.

Some of the major types of attacks against image
watermarks are lossy image compression which affects
watermark embedded in high frequency/textured image areas,
blurring, sharpening, cropping, rotation, scaling, re-
watermarking with attacker’s own watermark to claim his
ownership instead of the true owner, transfer operation which
shifts the image left, right, down or upwards.

There are studies in the literature to avoid these types of
attacks [6].
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Il. PREVIOUS WORK IN LITERATURE

Image watermarking began to develop in the spatial
domain. Tirkel, Schyndel, and Osborne embedded watermarks
of m-sequence to the least significant bit of a 8 bit gray scale
image[4]. That spatial domain algorithm had a data load
capacity of one bit; that is: the watermark is present or not.

Frequency domain or transform domain methods emerged
to replace LSB based methods in the following studies. In
1997 Cox, Kilian, Leighton, and Shamoon [7] used the
method of “spread spectrum communication” in which
frequency band is very large, the message to be transmitted is
spread along the frequency scale such that the signal is very
weak in each frequency so that it could not be detected by
hostile attacks. They made the analogy with the frequency
spectra with the image transformed to frequency domain by
DCT, and analogy with watermark and transmitted signal. To
place a watermark of length n to an NxN image, firstly NxN
DCT of the image is computed and the watermark is put in n
highest magnitude coefficients of the transform matrix except
the DC (lowest) component. Watermark embedding and
detection processes are shown in Fig.5 and Fig.6.

Watermark Embedding Process

. Transmit Attack
Original Image | pct | peT() | inverse et _| Watermarked | .
Image | transform transform Image )

| Watermark W ‘

Fig. 5. Cox et al. Watermark Embedding Phase

Watermark Detection Process

Distorted
Watermarked
Image I*

DCT _| Extracted
Watermark W*

transform

oy
transform

!

Fig. 6. Cox et al. Watermark Detection

Piva, Barni, Bartolini and Capellini used a similar method
[8]. They also embedded the watermark in DCT domain where
watermark is a pseudo random sequence of real numbers
(PSRN) having mean 0 and variance 1. They differ from work
of Cox et al. in that, instead of embedding the watermark in
first 1000 DCT coefficients, they skip the first L coefficients
and embed the watermark in the following M coefficients. The
algorithm is semi-blind so the original image is not used in
watermark detection phase. The authors skip the first L
coefficients for the watermark to be not affected by high-pass
filters such as histogram equalization, gamma correction. In
the paper, they used L=25000, M=16000, where M is also the
watermark size. The watermark is embedded in middle
frequencies so that algorithm is more robust to low-pass and
high-pass filters.

Correlation between the original and extracted watermark is
computed as:

Z: Correlation = (W * V*)/ M = %Z?& WiV @)
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where W is original watermark, V" is the extracted
watermark and M is the watermark size.

If Z> Tz , where Tz is correlation threshold value, then it is
decided that watermark is present. Tz is calculated as:

Tz—i

M

(4) where o= 0.2 in the paper
Nikolaidis & Pitas claim that correlation detector is not
optimal since data distributions of transform coefficients do
not have Gaussian probability density function(pdf); instead,
generalized Gaussian (GG) pdf is observed in DCT/DWT
transform values[9]. They proposed a new watermark
detection scheme that uses the parameter values of this pdf
and pdf’s parameters which are calculated from watermarked
data itself. Rahman, Ahmad & Swamy propose to use pdf
based on Gauss-Hermit expansion in detection of watermarks
embedded in DWT sub band coefficients [10]. They claim that
their detection method gives better results because this new
pdf statistically matches better to the exact pdf since number
of parameters calculated from higher order moments of image
coefficients is more than GG or other type of pdf’s.

Tao and Eskicioglu proposed a non-blind Discrete Wavelet
Transform (DWT) based watermarking method[6]. In discrete
wavelet transform, image is decomposed into four bands, each
of which is half sized in both row and column size, which
makes it a quarter of original size. Upper left band is called LL
band, in which a coarser version of the original image is
placed. The other bands are: on upper right band HL
(horizontal detail), on lower left band LH (vertical detail), and
lower right band LL (diagonal detail) high pass bands. The LL
band in decomposition can be further decomposed to obtain
another four bands of a lower level.

A binary image logo watermark is embedded in each four of
the decomposition levels of the original image. After applying
DWT transform to the image, in each of the bands (LL, LH,
HL, HH), watermark embedding is done as in Eg.(5) and
extraction is done as in Eq(6).

I: original 2Nx2N image
W: NxN binary logo watermark image
Vii: DWT coefficients in the corresponding band
V7’ watermarked DWT coefficients
V*k; . watermarked and possibly attacked images DWT
coefficients in band k, where k in{1,2,3,4}.
W*: extracted binary watermark image
V¥ = VK oW (5)
W*i= (V€% - V& )/ a (6)

Since magnitudes of DWT coefficients are larger in LL
band, watermark strength constant o is a larger value than
those of LH, HL, HH bands.
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Visual quality of the watermarked and attacked images is
measured using Peak-Signal-to-Noise-Ratio (PSNR) values.

PSNR = 20 l0g:0(255/RMSE) ~ (7)

RMSE is square root of mean squared error between original
and distorted images

RMSE = sqrt( (Xi; (I - 15)?) / (NxN))  (8)

Many DWT-based watermarking schemes were developed
thereafter[11]-[14]. Dugad, Ratakonda and Narendra proposed
[11] a method similar to that of Tao and Eskicioglu’s work[6].
Proposed work was also semi-blind DWT-based watermarking
method, in which watermark is a binary image of the same
size as the original image, watermark is embedded in LH, HL
and HH bands. The watermark is embedded in only the
coefficients higher than a given threshold T1. Adding
watermark only to higher-level coefficients means embedding
watermark in only the edges in an image. In the watermark
detection phase, coefficients that are above a second threshold
T2, where T2 is far above T1, are chosen. Also while
calculating the correlation threshold that is used to decide
whether watermark is present or not, value is divided by 2M
instead of 3M of Piva et al.’s work[8]. Authors state that since
higher level coefficients are preserved despite much
degradation, correlation value will be higher than that of [8].
This could give their method more fidelity by increasing
deciding threshold value.

oC
Tz=—
2M

e APR C)
Lai & Tsai embedded watermark into the singular values of
the singular value decomposition (SVD) that is applied to the

DWT bands of the original image[15].

Proposed Work: The proposed work pursues the method of
Tao and Eskicioglu [6] that it is a DWT-based non-blind
algorithm that embeds the watermark in all bands (LL, LH,
HL, HH) of DWT transform. The difference is that, instead of
taking DWT of whole image and embedding the whole
watermark in first level decomposition bands, the original
image is split into 64x64 blocks, and DWT of each block is
taken separately. Watermark binary image is also split into
32x32 blocks, and this 32x32 part of watermark is embedded
in first level DWT decomposition bands of 64x64 original
image block. In each image block, a watermark block that is
half size both in length and width of image block is embedded
in first level decomposition LL, LH, HL, HH bands.

Similarly, the algorithm is run with the original image split
into 32x32, 16x16, 8x8 blocks, obtained watermarked images
and their PSNR values, also saved the extracted watermarks
and their quality ratios.
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PSNR values between the original image and watermarked
image are calculated to compute the fidelity performance of
the algorithm which measures to what extent the watermarked
image looks like the original one. PSNR is described in Eq (7).
Similarity ratio (SR) values are calculated between extracted
watermark and embedded watermark. SR is calculated as in
Eq (10).

SR=S/(S+D)  (10)

S: number of matching pixels in compared images
D: number of different pixels in compared images

Watermark Embedding and Extraction Algorithm for 64x64
image blocks is given below. In the same way, algorithm can
be run for 32x32, 16x16, 8x8 sized blocks by changing block
size values.

Watermark Embedding Algorithm:

1. Divide Original Image in 64x64 equal parts, Ipo
2. Divide watermark binary image W into 32x32 parts Wp
3. For each 64x64 part of original image block Ipo

a. (Ipt_LL, Ipt_LH, Ipt_HL, Ipt_HH) = DWT(Ipo),
transform

b. Embed 32x32 corresponding watermark part Wp into

each of Ipt_LL, Ipt_ LH, Ipt HL, Ipt_ HH
i) Ipt LL’j=Ipt_LLj+aWpj where a=8 for LL

band, a=2 for other bands

c. [pw=IDWT(Ipt LL’, Ipt LH’, Ipt HL’, Ipt HH” ),
Obtain watermarked image part Ipw

d. Combine watermarked image blocks Ipw’s to obtain
watermarked image Iw

Watermark Extraction Algorithm:

1. Divide watermarked and possibly attacked Image in 64x64

equal parts, Ip*

2. Divide original Image in 64x64 equal parts, Ipo

3. Take (Ipt_LL*, Ipt_LH*, Ipt_HL*, Ipt. HH*) = DWT(Ip*)
(Ipt_LL, Ipt_LH, Ipt_HL, Ipt_HH) = DWT(Ipo)

4. For each 64x64 block of watermarked and original image
block Ip*, Ipo

Wp_LL* = (Ipt_LL*- Ipo_LL)/coll; where Wp_LL*:
Extracted Watermark part values in LL band, coll=8 for LL
band.

Wp_LLb*=Wp_LL* > 0.5; where Wp_LLb*: Extracted
Watermark part as binary image in LL band

Wp_LH* = (Ipt_LH*- Ipo_LH)/coll; coll=2 for HL
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Wp_LHb*=Wp_LH*>0.5;
Wp_HL* = (Ipt_HL*- Ipo_HL)/coll; coll=2 for HL
Wp_HLb*=Wp_HL* > 0.5;

Wp_HH* = (Ipt_HH*- Ipo_HH)/coll;  coll=2 for HH

Wp_HHb*= Wp_HH* > 0.5;

5. Combine extracted watermark parts Wp*’s to obtain
extracted watermark W* for each band LL, LH, HL, HH.

Since DWT coefficient values are larger in LL bands than
in other three bands, watermark strength a is 8 for LL band, 2
for the other three bands.

I1l. EXPERIMENTS

The algorithm was run by dividing the image into
512x512(whole image), 64x64, 32x32, 16x16, 8x8 image
blocks, taking DWT of each block separately and embedding
the watermark part into each of the first level DWT
decomposition bands LL, LH, HL, HH. Watermarked images
were saved for each case. Then most common attacks were
applied to watermarked images. Those attacks were: Jpeg
compression by %75, %50, %25 image quality, 3x3 blur filter,
Gaussian noise attack with mean zero and variance 0.001,
scale-rescale by 0.5 and 2, histogram equalization, intensity
adjustment from range [0 0.8] to [0 1], gamma correction, re-
watermarking. The original image used is seen in Fig.1. The
binary watermark logo image is an image that has letters BC
next to each other as seen in Fig.3. The second watermark
embedded for attacking is seen in Fig.7. Watermarked and
attacked images were also saved. The watermarked and
attacked images and their corresponding PSNR values are
seen in Fig.8 for the case when original image is divided into
8x8 image blocks. Only the watermarked images that are
subjected to compression attacks are given.

Fig. 7. Second binary watermark image, namely the capital
letter A, the same size as BC watermark

The watermark extraction phase is run for each image block
size case. The extracted watermarks and their similarity ratios
are given in Fig.9. Again, only watermarks extracted from LL
and LH bands for compression, rotate, scale, crop and re-
watermark attacks are given. For each type of attacked image,
extracted watermark from first DWT decomposition band of
that attacked image is listed in the same column, as rows
correspond to 64x64, 32x32, 16x16, 8x8 block size cases as
seen in Fig.9. The extracted watermark’s similarity ratio
(extracted watermark quality) increases as the image is
divided into smaller size blocks before embedding the
watermark. The coarser watermarks are extracted when the
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image is divided into 64x64 parts, and the best results are
obtained when the image is divided into 8x8 parts. The
similarity ratios for each type of attack and for each size of
blocks can be seen in the tabular form in Table I. Tao &
Eskicioglu results are given as columns in Table I next to 8x8
block size result column. In this work we applied the same
algorithm where Tao applied using same cover image and
watermark. Experimental results show that our blocked
watermarking method gives better results in embedding and in
extraction phases after some common attacks than Tao
algorithm. We do not compare directly with Tao's numerical
results because we do not know some parameters such as
scaling factor.

When we look at the algorithm in image fidelity aspect,
although algorithm applied with smaller blocks gives much
better extracted watermarks, it has no drawbacks compared to
ones with larger blocks in fidelity aspect. PSNR values are all
the same for every different block size. The only type of attack
that PSNR values differ is the Gaussian Noise attack. This is
because every time Gaussian attack is called, a noise that is
formed by completely different values is applied on the
watermarked image; so different PSNR values are reasonable.

We reached better results when we increased watermark
strength a =12 for LL band, o =5 for LH, HL, HH bands, but
inserted watermark began to be noticeable and image began to
deteriorate. Also instead of comparing extracted watermark
values with 0.5 when transforming it to binary image, we can
compare with 0.45 or 0.4 to get a better-extracted image.

We must also mention a drawback that although the best
results are obtained with 8x8 block size, only one level of
DWT decomposition is possible for this block size. The
second drawback is the extra CPU time needed as smaller
block sizes are chosen. CPU time vs. block size graphs are
given in fig.10 for embedding and extraction phases. For real
time systems, execution time may be a problem but it could be
tolerable in other type of systems.

IV. CONCLUSION

In Tao paper [6], binary pattern has been embedded in four
bands of Discrete Wavelet Transform (LL, LH, HL and HH).
Test results show that embedding the watermark in lower
frequencies is robust to a group of attacks, and embedding the
watermark in higher frequencies is robust to another set of
attacks. Only for re-watermarking and collusion attacks, the
watermarks extracted from all four bands are identical.

In this research work instead of using Tao’s algorithm, we
divided cover image into 512x512, 64x64, 32x32, 16x16 and
8x8 pixel blocks. We embedded binary watermark into each
block using first level decomposition of DWT. Experimental
results show that our method blocked watermarking gives
better results in embedding and in extraction phases after some
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common attacks than Tao’s algorithm. The drawback of using
smaller blocks is that computational overhead increases
compared to using larger image sub blocks. We conclude that,
blocked watermarking can be used successfully in cases where
one can tolerate computational overhead.
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Mobile Operating Systems and Security
Vulnerabilities

M. Alkan,

ABSTRACT

In this study the Mobile Operating Systems have been
examined, security vulnerabilities have been investigated and
mobile operating systems security levels have been explained
by comparison. The security weaknesses are explained by
examining the condensation and the level of safety between
the versions of the operating systems. Mobile security issues
to be kept in mind by users, risks, threats, forward measures to
be taken are explained.

Key Words : Information security,
system, security vulnerabilities

mobile operating

[. INTRODUCTION

Operating systems are the system software that are
responsible for running the basic system and application
programs which built upon managing and controlling the
hardware. Mobile operating systems are the operating system
used in mobile devices such as the smart phone, tablet, PDAs.
Currently mobile operating systems used to provide personal
computer performance and enriched features such as phone
capability, touch screen, Bluetooth, Wi-Fi, GPS, photography,
audio and video recording for mobile devices.

The development of mobile operating systems is one of the
important stages of development of mobile devices. The first
cell phone was developed in 1973. Until 1992, embedded
systems were used for control operations of mobile phones.
IBM Simon (1993), combined mobile phone and PDA with
the touch screen and e-mail features; was the first smart phone
that we use. Palm Company in 1996 realized Palm OS
operating system for the PDA branded Palm Pilot 1000 PDA.
In 2000; Symbian has been developed as first modern mobile
operating system for the mobile phones. In 2007, 10S
operating system with Apple IPhone phones and in 2008 with
a version of Android 1.0; Android operating system is released
[1].

RIM Blackberry and Windows Mobile operating systems,
which was developed before the I0S and Android operating
systems has continued the activity for a while. Over time the
use of IOS and the Android operating system has increased
and today have become the most widely used mobile operating
systems. According to the data obtained by IDC (International
Data Corporation), on the first quarter of 2014 the market
share of mobile operating systems are as shown in the
following graphs and tables [2].
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S. K. Senol, G. Ugtu

Period Android i0S Windows Phone BlackBerry 0S Others

Q12014 811% 15.2% 27% 05%

Q12013 75.3% 17.1% 32% 2.9% 1.5%

Q12012 59.2% 23.0% 2.0% 6.3% 9.5%

Q12011 36.1% 18.3% 12% 13.6% 30.8%

Source: IDC, 2014 Q1

Fig.1. The mobile operating system market share between
the years 2011-2014
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Fig.2. The graphic of mobile operating system market share
between the years 2011-2014

In the last four years, the percentage of the use of the
Android operating system increased more than double, while
the percentage of iOS and Windows Phone maintained
approximately, there was a decrease in BlackBerry OS and
other operating systems. According to IDC reports percent
market share, the most preferred mobile operating system
Android OS, while Apple i0S is following him. In this study,
four operating system in the chart above, will be discussed.

II. DEVELOPMENT OF MOBILE OPERATING SYSTEMS

A. Android Operating System

On 6 November 2007, under the leadership of Google, with
the participation of 47 technology companies, such as HTC,
Sony, T-Mobile, Texas Instruments, the Open Handset
Alliance (OHA) was established [3]. The aim is to develop
royalty-free technology which is based on open standards for
mobile devices. Android operating system is an open source
operating system, developed by Google and the OHA for
mobile devices, based on the Linux operating system. It was
developed in the Java language. This version includes features
such as, camera support, Wi-Fi, Bluetooth, folders, web
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browser, YouTube, alarm clock, voice dialing and alerts. The
android operating system versions developed till this day are
as follows [4].

e Android 1.1 Astro 9 February, 2009; It is designed for
mobile phones only. Aims the system error correction of
previous version and develop the API.

¢ Android 1.5 Cupcake, 30 April 2009; Ability to customize
the widgets, animated screen and keyboard that can predict the
text features were added.

e Android 1.6 Donut, 16 September 2009; screen resolution
has been increased. Making accurate translation, advanced
android market, multiple deletions in the gallery, voice dialing
features are added.

e Android 2.0 / 2.1 Eclair, 29 October 2009; HTML 5 and
Bluetooth 2.1 support have been added. Virtual keyboard,
moving wallpapers, and digital zoom features have been
added.

* Android 2.2, 20 May 2010; 720p screen resolution, USB
connectivity, Wi-Fi feature of the browser, Flash Player 10.1
support was added.

* Android 2.3 Gingerbread on 6 December 2010; multi-
camera and multi-touch support, video calling feature has been
added. 7

* Android 3.0 / 3.1 / 3.2 Honeycomb February 2011; was
developed only for tablets, android operating system was
made compatible with the tablets.

* Android 4.0 Ice Cream Sandwich, 19 October 2011; face
detection and file sharing with NFC features added.

* Android 4.1 Jelly Bean, 9 July 2012; The ability to open
two applications at the same time, smooth sliding screen
feature has been added. Energy efficiency was achieved.

e Android 4.2 Jelly Bean Plus, 29 October 2012; added
features for multi-user and capturing 360-degree panoramic
photo.

* Jelly Bean Android 4.2.2 Plus, 11 February 2013; heating
and freezing problems have been fixed.

* Android 4.3 Jelly Bean, 24 July 2013; parental control,
smart Bluetooth and Wi-Fi technology added. With this
release application permissions could be controlled

* Android 4.4 KitKat, 31 October 2013; So many changes
have been made on visual interface.

B. IPhone Operating System (10S)

IOS is a mobile operating system designed for Apple's
iPhone, which is also used later for iPod touch and iPad. 10S
is a closed source operating system based on MacOS X
operating system and has been developed in C language.

On 9 January 2007, first iPhone was announced and the first
version was released on 29 June 2007. After this date, the IOS
versions have been developed as follows [5]:

* IOS 1.x; On 29 June 2007 i0OS 1.0 was released, then has
been updated 8 times (1.0.1, 1.0.2, 1.1, 1.1.1, 1.1.2, 1.1.3,
1.1.4, 1.1.5). With those updates new features have been
added, such as safari security improvement, the recycling of
elements deleted from the phone, custom ring tones, high
audio quality, EDGE and GPRS support, new encryption
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system. With the last update on July 15, 2008 the Ipod Touch
security update has been realized.

+i0S 2.x; Was released on 11 July 2008. Later, 2.0.1, 2.0.2,
2.1, 2.2.1 update was carried out in the form of 5 pieces. With
this update, vulnerabilities of the old versions are closed.

+ i0S 3.x; On 9 June 2009 was launched along with the
iPhone 3GS version and 7 updates (3.0.1, 3.1, 3.1.2, 3.1.3, 3.2,
3.2.1, 3.2.2) was carried out. In this release, copy-and-paste
feature and MMS support has been added. Also WebKit
support has been added and security errors are fixed. iPad
support is provided with 3.2 update.

* i0S 4.x; has been introduced on 21 June 2010. It is the
first 10S version, supporting all apple devices. 16 updates are
made as 4.0.1, 4.0.2, 4.1,4.2,42.1,42.2,423,424,42)5,
4.2.6,42.7,42.8,43,43.1,43.2,433

* i0S 5.x; Presentation was made on 6 June 2011 and was
released on 21 October 2011. On this version iCloud cloud
database system features have been added. 2 updates were
performed as 5.0.1 and 5.1.1.

* 10S 6.x; Presentation was made on 11 June 2012 and was
released on 29 September 2012. As 6.0.1, 6.0.2, 6.1, 6.1.1,
6.1.2,6.1.3,6.1.4,6.1.5, 6.1.6 9 updates were performed.

* 10S 7.x; Was released on 10 June 2013 and was released
on 18 September 2013. As 7.0.1, 7.0.2, 7.0.3, 7.0.4, 7.0.5,
7.0.6,7.1,7.1.1, 7.1.2 9 updates were performed.

* 10S 8.x; Presentation was made on 2 June 2014, and was
released on 17 September 2014.

C. Windows Mobile Operating System

Windows mobile operating system is a mobile operating
system developed by Microsoft Corporation for mobile
devices. It is based on Windows CE and has been developed
in C ++.

The first version of Windows mobile operating system
which designed for mobile computers was Pocket PC 2000
operating system and launched in April of 2000. Despite
having limited functions; it was a preferred choice for pocket
PCs. Its functions enriched and made compatible with mobile
phones harmonized with Pocket PCs and 2002 version has
been released in 2001 October. In June of 2003 for Pocket PC,
Windows Mobile name had been used instead, and giving
more weight to the mobile phones as a mobile operating
system has continued on his way. With the name of the
Windows Mobile operating system released versions are as
follows [6].

* Windows Mobile 2003 June 2003

* Windows Mobile 2003 SE, March 2004; some of the
vulnerabilities of Windows Mobile 2003 version have been
fixed and ActiveSync feature added

* Windows Mobile 5, May 2005; With this release, a new
system has been enhanced, also persistent memory support is
provided.

* Windows Mobile 6, February 2007; Windows Live
Messenger has been added.

* Windows Mobile 6.5, May 2009; was developed to fix the
old version errors.
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Microsoft Company began to face some problems and
receive criticism with the current versions. Received so many
complaints about being useless, development difficulties and
the distribution channels. To eliminate this problem, Microsoft
Corporation has developed Windows Phone. The user
interface and application architecture was redesigned [7].
Hardware changes made to this new operating system,
prevented to resume compatibility with the Windows mobile
operating system applications. The versions of the Windows
Phone operating system are as follows [8].

* Windows Phone 7, 29 October 2010;

* Windows Phone 7.5, Mango, 27 September 2011; The
mobile version of Internet Explorer 9, multitasking support for
third-party applications are added.

* Windows Phone 7.5, Tango, 28 June 2012; Errors fixed,
low-equipped device configuration has been developed.

» Windows Phone 7.8, 1 February 2013

On June 20, 2012, Microsoft Corporation announced that
they changed the mobile operating system to the Windows
NT, rather than to Windows CE kernel. This modification was
to ensure compatibility between Windows 8 and Windows
Phone.

* Windows Phone 8, 29 October 2012; It is compatible with
Windows 8. High screen resolutions are supported. The Start
screen is renovated.

* Windows Phone 8.1, 14 April 2014; Word Flower
keyboard also supports Turkish, notification area, display
buttons are added features.

D. Blackberry Operating System

BlackBerry operating system is the java-based mobile
operating system produced by RIM (Research in Motion) for
BlackBerry mobile devices. Versions developed as follows

[].

* BlackBerry 1.0, February 1999; has been released with
BlackBerry 580 pager. Include features: To be able to send
and receive mail, telephone and messaging.

* BlackBerry 3.6, March 2002; was released with
BlackBerry 5810 smartphone.

* BlackBerry 5.0, 4 August 2008; was released with the
BlackBerry Bold smartphone, then began to be used also in
other BlackBerry devices.

* BlackBerry 6.0, April 2010; includes WebKit-based
browser.

 BlackBerry 7.0, August 2011; there is no compatibility
with previous versions. Previous versions of BlackBerry
devices with version 7.0 cannot be updated.

* BlackBerry 7.1, 2012; version 7.0 update with innovations
like calling over Wi-Fi and Wi-Fi hotspot features.

* BlackBerry 10, it was announced in 30 January 2013.
BlackBerry 10 mobile operating system developed for use in
next-generation BlackBerry devices, QNX-based operating
system is designed.
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III. MOBILE OPERATING SYSTEM SECURITY

The operating system, armed with one of the main roles in
mobile communications, has important functions at the point
to provide mobile security. Mobile operating systems also
contain similar security activities. However, these application
methods vary. In general, the security measures used in
operating system, 'sandbox' function allowing you to work
independently of each files and an approval mechanism, the
'digital signature' is a function. However, some of these
received measures to create a more secure system, has
prepared the ground for the emergence of security weaknesses.
as the 'Jailbreaking' in IOS and abuse of the permit system in
Android OS.

A. Sandboxing

Sandboxing process is separation of each software package
by the core on the application level. Thus application access to
sensitive information stored units, the private area of another
application, hardware such as camera and GPS has become
controlled [10].

As 10S, sandboxing process is accomplished by layered
IOS architecture. 3rd party applications and system resources
are operated in different layers. Thus, access to system
resources of the application software is restricted [11].
Applications can be accessed to the protected resources using
registered APIs. Application developers are submitted for
Apple’s approval before releasing their applications. Deemed
appropriate applications are approved by Apple and allowed to
access protected resources using registered API's.
Applications not approved by Apple rejected .Approved
applications are dealt via the Apple's official app store, Apple
Store.

Sandboxing in Android operating system is provided with
particular virtual machine process called Dalvik [12]. Android
runtime layer is the layer that 3rd Party applications are
written [13]. Developed applications in this layer are added to
the virtual machine and each single user as if the virtual
machine is operated separately. Thus sorting of developed
applications other system resources are provided [11].
Application's access to system resources that needed to be
interact, built on permissions in order to fulfill their functions.
Application developers, prepares a description that
applications needs to access which system resources to fulfill
their function and seek permission from users for access.
These permissions must be approved by the user before
installing applications on mobile devices. As the Android
operating system does not process any approval, distribution
of application is carried out more freely. Application
developers are free to share applications on the platform they
want.

Sandboxing function is also performed by the virtual
machine on the BlackBerry operating system. Applications
can be distributed with 3rd party channels without approval.
However, only approved applications can be distributed on the
official app store 'App World'".
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B. Digital Signature

Digital signature application is a system which is a security
measure and an approval mechanism, just like sandboxing,
exists in the operating system but used in different situations.

In the Android operating system, developers assigns
signature. The goal here is not to give corporate approval to
application, but provide continuity of updates. Signature
system is used to determine who developed the application
and confirm that updates made by the same developer.

In the process of 10S, Apple makes signing itself. When
proper Applications that are submitted by the developers for
approval and received the approval by Apple and signed; both
they were allowed access to system resources and distribution
is made. Unsigned applications will not be distributed.

On BlackBerry operating system, the signature application
is used to keep track of restricted APIs. With BlackBerry
operating system certain APIs are limited. Users should
purchase signing key from RIM if they need to use limited
APIs. Unique keys are created for each user [11].

C. Jailbreaking

Apple's goal of providing a more secure operating system
and taken around the IOS with thick walls, have been
exceeded by malicious attackers, as well as iOS users. Apple
follows a rigid policy about distributing the applications via
the official store. Some iOS users executing jailbreak process
to achieve a freer life beyond this conservative approach.

Jailbreaking allows descending the operating system roots
and provides the opportunity to make changes here with the
patches and changes in the operating system [14], so it is a
rooting process. Thus, by removing restrictions on the
installation of unapproved applications, the operating system
will become freer but more vulnerable. I0S's approval
mechanism is a kind of 'chain of trust' which allows to run
only safe and competent programs [15]. However, the
jailbroken devices can undermine the trust chain. And make
the device clear to every application that is authorized or
unauthorized, malicious or not.

By the jailbreaking process performed in the IOS;

* Provides access to the operating system

* Obtain the opportunity to install applications and themes
not approved by Apple

* Limitations on the mobile device are removed.

Rooting, operation down to the roots of the system,
although not as intense as in IOS, is a condition encountered
also on Android operating system. By the rooting process on
Android operating system;

* obtain access opportunity to the Flash memory chip

* Applications to run faster

* The device or carrier applications can be changed

* The device can be converted to Wi-Fi hotspot

In some versions of the BlackBerry operating system, a
jailbreak tool called 'Dingleberry' can be used for rooting
process, but BlackBerry 10 does not allow jailbreaking [16].

D. Permission System

Basic security system used in Android operating system is
permission application. In theory, it is a very robust security
method, but it is weakened by users and application
developers who abuses system [17].

Application developers as they have developed their
practices when determining what permissions you need,
sometimes unconsciously permissions are not needed, can add
to the list. Selected extra permissions without required
examination or using the same permission list of another
application causes weakness in the system [18]. Request of
permissions not necessary for the development of the
application program, can be done in a conscious way by
malicious people, with evil intentions, hiding behind innocent
application to perform malicious activities . In both cases,
consciously or unconsciously, causes a security weakness.

Literally the creation of a safe permitting system based on
users. Because these systems, users are in the decision making
process. Users needed to carefully review the allow lists and
make a decision required by them. These permissions in the
Android operating system can be handled in three categories
(19]

* Normal: Low-risk permits. It can be annoying but they are
not harmful to the user. For example, 'set wallpaper'
permission, gives you to change the background image on the
mobile device.

» Dangerous: Access to private information, or lead to
financial losses are allowed. For example, permission to send
SMS/MMS messages or access e-mail accounts.

* Signature/system: The most dangerous are the permissions
that are required to arrange access. For example, delete
application permissions. Those are more difficult to obtain.

In order to make accurate decisions, users must have a
minimum knowledge about the permissions and which
category they belong. Also they are required to have much
interest to examine the permissions before downloading the
application. Otherwise, by accepting all the permissions
requested, without passing through an assessment, they by-
pass the security system and has made devices become open to
any attack.

IV. CONCLUSION

Since the first developments of Mobil operating systems,
the development of new versions and updates are done to get
more functional and safer operating system. At this point, the
mobile operating systems try to provide a balance between
security and usability according to their corporate principles.

On the one hand, the iOS operating system draws clear
boundaries with red lines trying to achieve a more robust
security system, on the other side, Android operating system,
based on freedom and leave the security option and
responsibility to the users. Users are the ones who will make
the choice. In addition, users have the opportunity to use the
secure platform in a possible free form thanks to their
technical skills, security perceptions and awareness. Also they
can use the platform that removes many limitations, as safest
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as possible. Both platforms can provide the ideal conditions
for this infrastructure.

REFERENCES

www.wikipedia.org/wiki/mobile-operating-system

(1]

Professor in 1998. He was Deputy Chairman of The Information and
Communication Technologies Authority between 2001 and 2012. Became a
proffesor in 2012. Prof. Alkan has been serving as Head of Department on
Gazi University, Technology Faculty, Electric-Electronic division.

He had more than 100 works published in the field of electronics and IT in
national an international journals. He got project studies on Information

[2] www.idc.com/prodserv/smartphone-os-market-share.jsp Security, Cryptography, Internct Domain Names, IPv6, Cyber Security,
[3] www.wikipedia.org/wiki/open Handset Alliance Electronic Slgnatur.es, Reglstergd Electronlc Mall Systems. He has cameq out

. . o —. T . . tasks such as National Coordination Committee of the World Summit on
[4] www.wikipedia.org/wiki/Android_(isletim-sistemi) Information Society and Electronic Signature Coordination Committee. He is

[5] www.wikipedia.org/wiki/IOS version_history co-chair of several National and International Conferences in the field of ICT.
[6] mobilisletimsistemleri.wikispace.com Si KAVRUK SENOL

. . iimeyra
[71 P. Grundstrom, “Mobile Development for Iphone and Y

Android”, B.S. thesis, Sweden, 2010.

[8] en.wikipedia.org/wiki/Windows Phone version history

[9] www.wikipedia.org/wiki/BlackBerry OS

[10]T. Vidas, D. Votipka, N. Christin, “All Your Droid Are
Belong To Us: A Survey of Current Android Attacks”,
Carnegie Mellon University, 2011.

[11]D. Barrera, P Van Oorschot “Secure Software
Installation on Smartphones”, Carleton University, 2010.

[12]J. Joseph, “Mobile OS-Comparative Study”, Journal of
Engineering Computers & Applied Sciences (JEC&AS),
2013.

[13]1. Thakur, GS. Jain, “Countermeasures for Security
Vulnerability in Android”, International Journal of
Innovative Technology and Exploring Engineering
(IJITEE), June. 2013.

[14]S. Salerno, A. Sanzgiri, S. Upadhyaya, ‘Exploration of
Attacks on Current Generation Smartphones’, Procedia
Computer Science, 2011.

[15]Grimes, Galen A. “Are Apple’s Security Measures
Sufficient to Protect Its Mobile Devices?”, Wireless
Telecommunications Symposium (WTS), 2012. 1EEE,
2012.

[16]A. Antuk, “BlackBerry Z10 Research Primer”. SEC
Consult Vulnerability Lab, Vienna, May. 2013.

[17]1S. Mansfield-Devine, ‘Android architecture: attacking
the weak points’, Network Security 2012.10 (2012):
pp-5-12,2012.

[18]Z. Fang, W. Han, Y. Li, “Permission Based Android
Security:Issues and Countermeasures”, Computers &
Security 43 (2014):pp.205-218, 2014.

[19]AP. Felt, E. Chin, S. Hanna, D. Song, D. Wagner,
“Android Permissions Demystified”. Proceedings of the
18th ACM conference on Computer and communications
security. ACM, 2011.

Mustafa ALKAN
R |

|

Graduated from Erciyes University, Faculty of Engineering, Department of
Electronic Engineering. Studied as research assistant at the same university.
He recieved the Master and PhD Degree in Erciyes University. He served as
head of Electonic Departmen from 1994 to 2001. Became an Associate

ISCTurkey 2014
Proceedings/Bildiriler Kitab1

She was born in Ankara in 1980, graduated from the Malatya Inonu
University. Faculty of Engineering, Department of Electrical and Electronic
Engineering in 2002. She recieved the Master Degree at Malatya Inonu
University, Electrical and Electronic Engineering. Worked for a private
company for a while. Started her PhD on Gazi University, Technology
Faculty in 2013.

Giksel UCTU

He was born in Mersin in 1989. He received the Electronical and Electronics
Engineer degree from TOBB ETU in 2011 and master of science degree from
Middle East Technical University (METU) Telecommunicaion option in
2014. He is currently working towards his Ph.D. degree in the Electrical and
Computer Engineering Department at TOBB ETU in Ankara and research
assistant at Gazi University, Faculty of Technology. His research interests
include green communication, energy harvesting, energy efficiency, convex
optimization and software defined radio.

231



7th International Conference on Information Security and Cryptology
7. Uluslararas1 Bilgi Giivenligi ve Kriptoloji Konferansi

GUVENLI INTERNET

5Gre

Giivenli Internet

S. Ozeren

Ozet — Bu calismada Tiirkiye’de yiiriitiilmekte olan Giivenli
internet uygulamalarimn kapsam ve etkinligi incelenmistir.
internet ortamindaki risk ve tehdit unsurlarim tammlayan
kavramlarin agiklanmasinin ardindan Tiirkiye’de uygulanan
siber giivenlik politikalar1 incelenmis ve giivenli Internet
uygulamalari, diger iilkelerdeki uygulamalarla kiyaslanmistir.
Giivenli internet konusunda Avrupa Birligi mevzuati ve
uluslararas1 sozlesmeler cercevesinde Tiirkiye’nin bulundugu
konum degerlendirilmistir.

Anahtar Sozciikler — Bilgi Giivenligi, Siber Giivenlik, Giivenli
internet, internet Giivenligi.

Summary — In this study, the scope and effectiveness of secure
Internet applications have been investigated that is being
conducted in Turkey. After the announcement of the notions
identify the risks and threats in the Internet environment, the
Cyber Security policies implemented in Turkey are examined and
Internet applications have been compared with the practices in
other countries. The location of Turkey was evaluated within the
framework of the European Union legislation and international
conventions about the Internet Safety.

Keywords - Information Security, Cyber Security, Internet
Safety, Internet Security.

I. GIRIS
ILISIM ve mobil iletisim teknolojileri gelistikce giinliik
yasantimizdaki  siiregler Internet ortamma entegre
olmaktadir. Gilinlimiizde vatandaslar, firmalar ve devletler
arasindaki pek cok iliski Internet teknolojileri iizerinden
yiriitiilmektedir.  Akilli  telefonlarin  yaygin kullanimiyla
birlikte niifusun bliyiik bir c¢ogunlugu 24 saat kesintisiz

Internet baglantisina sahip olmustur.

Internet teknolojilerinin yaygm kullaniminin  dogal bir
sonucu olarak devletler &zellikle ¢ocuk istismarlarini
engellemek ve ¢ocuklar1 zararli igeriklerden korumak amaciyla
uluslararast sozlesmelere taraf olmaya ve ulusal Internet
politikalar1 gelistirmeye baslamistir.

S. Ozeren TEDER ve Internet Gelistirme Kurulu Baskamdir. (Tel:
3124660411; Faks: 31246604 18; e-Posta: serhat.ozeren@teder.org.tr).

II. INTERNET TEKNOLOJISI

Internet, diinya genelindeki bilgisayar aglarin1 ve kurumsal
bilgisayar sistemlerini birbirine baglayan elektronik iletigim
agidir [1]. Tiirk Dil Kurumu, Internet sozciigiine karsilik
olarak “genel ag” ifadesini 6nermistir. Internet, cok protokollii
bir ag olup birbirine baglh bilgisayar aglarinin tiimii olarak da
tanimlanabilir. Binlerce akademik ve ticari agla devlet ve
serbest bilgisayar agmin birbirine baglanmasiyla olusmustur.
Bilgisayarlar arasinda bilgi TCP/IP protokolleri araciligiyla
transfer edilmektedir.

Internet'in kokeni, kesintisiz, saglam ve 6zel bir bilgisayar
agl kurmak isteyen Amerika Birlesik Devletleri hiikiimeti
tarafindan 1960 yilinda baslatilan arastirmalara
dayanmaktadir.

1980'lerde Ulusal Bilim Vakfi tarafindan yeni bir ABD
omurgasiin finansmani i¢in toplanan &zel fonlar, diinya
capinda katilim ve birgok 6zel agin birlesmesini saglamistir.

1990'larda uluslararasi bir agin yayginlagmast ile internet,
modern insan hayatinin temelinde yer almustir. Giiniimiizde
giinliik yasantidaki pek ¢ok siireg Internet {izerinden
yiiriitilmektedir.

Internet {izerinden ag sayesinde iletisim kuran bilgisayar
sistemleri olan askeri iletisim sistemi Semi-Automatic Ground
Environment (SAGE) ve ticari havayolu rezervasyon sistemi
olan Semi-Automatic Business Research Environment
(SABRE) 1950'lerin basinda calismaya baslamistir. 1960’larda
ise ‘the Advanced Research Projects Agency (ARPA)’,
ABD’nin savunma sistemi i¢in ‘the Advanced Research
Projects Agency Network (ARPANET)’iin tasarim finansmani
olmaya bagladi. 1960'larda olusturulan projeler sayesinde
1969'da Internet o doénemin zirvesine ulasnustir. Bu tarihten
sonra da ARPANET bildigimiz modern INTERNET olarak
hayatimizdaki yerini aldi. 1970'li yillarin baginda Amerikan
universitelerine bu projeden yararlanma imkani verilmesinin
ardindan e-posta (SMTP) ve NNTP uygulamalar1 yayginlik
kazanmaya baslamistir. Bu uygulamalar1 FTP ve HTTP
protokolleri izlemistir [2].

Internet iletisimi TCP/IP (Transmission Control Protocol /
Internet Protocol) adi verilen bir protokol kiimesi kullanilarak
saglanmaktadir. Bu protokollere Ornek olarak, dosya
alma/gonderme protokolii (FTP, File Transfer Protocol),
elektronik posta iletisim protokolii (SMTP Simple Mail
Transfer Protocol), TELNET protokolii verilebilir. Web
sayfalarina baglanmak i¢in kullanilan protokol ise Hyper Text
Transfer Protocol (HTTP) olarak adlandirilmaktadir. TCP/IP
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protokolii ayn1 zamanda, diger iletisim aglarinda da
kullanilabilir. Ozellikle pek ¢ok farkl: tipte bilgisayar1 veya is
istasyonlarini  birbirine baglayan yerel aglarda (LAN)
kullanim1 yaygindir [3].

II. SIBER GUVENLIK

Siber giivenlik, siber ortamda kurum, kurulus ve
kullanicilarin varliklarini korumak amaciyla kullanilan araglar,
politikalar, gilivenlik kavramlari, giivenlik teminatlari,
kilavuzlar, risk yonetimi yaklagimlari, faaliyetler, egitimler, en
iyl uygulamalar ve teknolojiler biitiinidiir. Kurum, kurulus ve
kullanicilarin varliklari, bilgi islem donanmimlari, personeli,
altyapilari, uygulamalari, hizmetleri, telekomiinikasyon
sistemlerini ve siber ortamda iletilen ve/veya saklanan
bilgilerin tiimiinii kapsamaktadir.

Siber giivenlik, kurum, kurulus ve kullanicilarin varliklarina
ait giivenlik &zelliklerinin siber ortamda bulunan giivenlik
risklerine karg1 koyabilecek sekilde olusturulmasini ve idame
edilmesini saglamay: amaglamaktadir. Siber giivenligin temel
hedefleri erigilebilirlik, biitiinlik ve gizliliktir. (ITU — T
X.1205 sayili Tavsiye Kararinda yer alan ve uluslararasi
alanda kabul goren tanimdir) [4].

A. Siber Giivenlik Konusunda Bakanliklar Diizeyindeki

Calismalar

Ulastirma, Denizcilik ve Haberlesme Bakanligi (UDHB) ile
Tirkiye Bilimsel ve Teknolojik Arastima Kurumu
(TUBITAK) arasinda Siber Giivenlik konusunda 3 Mayis
2012 tarihli bir protokol imzalanmigtir.

Ulastirma, Denizcilik ve Haberlesme Bakanligi ile Bilim
Sanayi ve Teknoloji Bakanligi arasinda Siber Giivenlik
konusunda 14 Agustos 2012 tarihli bir protokol imzalanmustir.

Ulastirma, Denizcilik ve Haberlesme Bakanligi ile
TUBITAK arasinda Ulusal Siber Giivenlik Teknoloji
Gelistirme Programi Konusunda 14 Agustos 2012 tarihli bir
“Danigsmanlik Hizmetleri Alimi S6zlesmesi” imzalanmusgtir.

Bakanlar Kurulu’nun, Ulusal Siber Giivenlik Caligmalarinin
Yiiriitilmesi, Yonetilmesi ve Koordinasyonuna iliskin
Bakanlar Kurulu Karari, 20 Ekim 2012 tarihli Resmi
Gazete’de yayimlanmustir.

Ulusal Siber Giivenlik Stratejisi ve 2013-2014 Eylem Plani,
Siber Giivenlik Kurulu’nun 1’inci toplantisinda 20 Aralik 2012
tarihinde onaylanmustir.

Ulusal Siber Giivenlik Stratejisi ve 2013-2014 Eylem Plani,
Bakanlar Kurulu tarafindan 20 Haziran 2013 tarihinde kabul
edilmistir.

Siber Olaylara Miidahale Ekiplerinin (SOME) Kurulus,
Gorev ve Calismalarina Dair Usul ve Esaslar Hakkinda Teblig,
11 Kasim 2013 tarihli Resmi Gazete’de yayimlanmustir.

655 sayili KHK, 5809 sayili Elektronik Haberlegsme
Kanunu ve 5651 sayili Kanun’la ilgili degisiklikler 02 Aralik
2013 tarihli Bakanlar Kurulu toplantisinda goriigiilmiistiir.
Degisiklik talepleri Siber Giivenlik Caligsmalari ve Siber
Giivenlik Kurulu'nun varligi ve isleyisi, yer saglayicilara
yonelik  hapis cezasi uygulamasimin  kaldirilmasi, yer
saglayicilarin siniflandirilmasi ve tesviki, yer saglayicilar icin
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faaliyet belgesi yerine bildirim usulii getirilmesi basliklarinda
degerlendirilmistir.

Adalet Bakanligi Siber Giivenlik Kanun Taslag: ilgili
kurumlarin goriislerine gonderilmistir [5].

Milli  Savunma Bakanligi  Genelkurmay Muhabere
Elektronik ve Bilgi Sistemleri Baskanligi tarafindan konuya
iliskin olarak, Ekim 2012 tarihinde baslatilan siire¢ igerisinde
ilgili makamlar ile koordine edilerek s6z konusu mutabakat
muhtirasi hazirlanmigtir. 20 Haziran 2013 tarihinde Ulastirma,
Denizcilik ve Haberlesme Bakanligi’nda icra edilen 2’nci
Siber Giivenlik Kurulu’'nda alinan karar dogrultusunda,
Tiirkiye Cumhuriyeti Hiikiimeti ile NATO Siber Savunma
Yonetim Kurulu arasinda siber savunma alaninda isbirligine
yonelik olarak hazirlanan “NATO Siber Savunma Mutabakat
Muhtirasi”n1 imzalamaya, Tirkiye Cumhuriyeti adina Milli
Savunma Bakanligi yetkilendirilmistir. Bu kapsamda; 12
Temmuz 2013 tarihinde Disisleri Bakanligi’nda, 22 Kasim
2013 ve 27 Kasim 2013 tarihlerinde Milll Savunma
Bakanligi’'nda; Genelkurmay Baskanligi, Disigleri Bakanligi,
Ulastirma, Denizcilik ve Haberlesme Bakanlhigi ve TUBITAK
katilimi ile icra edilen toplantilar neticesinde sdz konusu
mutabakat muhtirasi giincellenerek uzlagsma ile nihai hale
getirilmistir. “NATO Siber ~ Savunma  Mutabakat
Mubhtirasi”’nin, Tiirkiye Cumhuriyeti Hilkimeti ile NATO
Siber Savunma Yo6netim Kurulu arasinda imzalanmasi igin
gerekli islemlerin ve siirecin baglatilmasi agsamasina gelinmistir

[6].

IV. GUVENLI INTERNET

Giivenli Internet, teknik giivenlik ve igerik giivenligi olarak
iki agidan degerlendirilmektedir. ingilizcede teknik giivenlik
“security” kavramiyla, icerik giivenligi ise “safety” kavamiyla
tamimlanmaktadir. Giivenli Internet terimi Tiirkiye’deki
mevzuat cercevesinde “Internet Safety” teriminin Tiirkce
karsilig1 olarak kullanilmaktadir.

V. TURKIYE’DE GUVENLI INTERNET HIZMETI

Giivenli Internet Hizmeti, altyapisi erisim saglayicilar
tarafindan olusturulan iicretsiz, talebe bagli ve alternatif bir
Internet erisim hizmetidir.

Giivenli Internet Hizmeti’ne iliskin ¢aligmalar, Anayasa’nin
“Ailenin korunmasi ve ¢ocuk haklar1” baslikli 41. Maddesi ve
“Gengligin  korunmas1”  kenar bashklt 58. Maddesi
hiikiimlerine dayanmaktadir. Ayrica bu Anayasal hiikiimlerin
yaninda Elektronik Haberlesme Kanunu’nun Tiiketici ve Son
Kullanic1 haklarini  diizenleyen hiikiimleri ile bu kanun
uyarinca  ¢ikartlan  Tiiketici Haklar1  Yonetmeligi’nin
“Internetin  Giivenli Kullanimi” baslikli 10. maddesi de
uygulamanin kapsamini belirlemistir. Y 6netmelik,
Isletmecilere Internetin Giivenli Kullanimma yénelik iicretsiz
alternatif hizmeti sunma yiikimliliigi getirmistir.

Bu hizmet kullanicilarin bireysel tercihlerine dayali olarak
talep etmeleri halinde alabilecekleri ve kullandiklar1 profiller
arasinda her an gecis yapabilecekleri ve Giivenli Internet
Hizmeti digina ¢ikabilecekleri bir isleyisi ongérmektedir.
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Giivenli Internet hizmetiyle aileler Internetin olumsuz
iceriklerinden olan pornografik sitelerden, uyusturucu ticareti
yapan sitelerden, siddet igeren sitelerden, irkcilik ve nefret
suglar1 lizerine yaymn yapan sitelerden, su¢ islemeyi anlatan
sitelerden, terdr propagandasi yapan sitelerden talebe bagli ve
iicretsiz olarak korunma imkanina kavusmaktadir.

Mevcut  filtreleme  hizmetlerinden  faydalanamayan
kullanicilarin  kolayca kullanabilecegi bir hizmettir. Cocuk
veya Aile profilden birini tercih eden kullanici karsilastig:
sorunu yine kullanmakta oldugu profil ile ilgili olarak geri
bildirimde bulunma ve bu g¢ercevede tedbir alinmasini talep
etme hakkina sahip olmaktadir.

Giivenli Internet Hizmeti siireci ile 5651 sayili Kanun
cergevesindeki erisim engelleme tedbir kararlari birbirinden
bagimsiz konulardir. 2012 yili Mayis ay1 verilerine gore
Giivenli Internet Hizmetini kullanan abone sayisi yaklasik 1
milyon, bu aboneler arasinda g¢ocuk profilini kullananlarin
orani ise %14 olarak hesaplanmistir [7].

VI. AVRUPA ULKELERINDE GUVENLI INTERNET

Giivenli internet hizmetinin etik anlayigin temel gergevesini,
Avrupa Konseyi Siber Su¢ Sozlesmesi’nin resit olmayanlara
iliskin diizenlemesi, Cocuklarmn Cinsel Somiirii ve Istismara
Kars1 Korunmasina Yonelik 201 sayili Sozlesmesi’nin ilgili

hiikimleri ve BM Cocuk Haklarina Dair Soézlesme
olusturmaktadir. [8].
Diinyadaki Internet icerik diizenlemelerine kiyasla

Avrupa’da yapilan internet filtreleme, Avrupa’nin demokratik
gelenegi ve Ozgiir ifade i¢in verdigi miicadele goz Oniinde
bulunduruldugunda dikkat ¢ekici olmaktadir.

Filtreleme; devlet tarafindan emredilen, {ilke igerisinde
barmndirilan  yasadisi igerigin  kaldirilmas:  (uyar-kaldir),
yurtdisinda barindirilan igerige erisimin kisitlanmasi, yasadisi
igerige yonelik arama motorlarinda sonuglarin filtrelenmesi
gibi ¢esitli sekiller alabilmektedir. Birgok durumda, Internet
Servis Saglayicilari, arama motoru veya igerik saglayici
tarafindan yapilan filtreleme “goniilli” olarak adlandirilmakta
ancak kamu otoritelerinin bu alanda yasama yapmaksizin
olusturduklar1t baskilar ile “zorunlu goniillii” olarak sistem
isletilmektedir.

Filtre edilen yasadis: igerigin kapsami genel olarak ¢ocuk
pornografisi, irkcilik, nefreti ve terdrii besleyen materyaller,
telif haklar1 ve kumar sitelerinden olusmaktadir. Bununla
birlikte gercek hayatta su¢ olan fiiller ¢gevrimigi ortamda da sug
sayilldigi i¢in basvurular iizerine mahkemelerce farkli
konularda da filtreleme kararlar1 alinabilmektedir.

AB diizeyinde, Internet kullanimmin izlenmesi konusunda

Internet Servis Saglayicilarm genel bir yiikiimliiliikleri
olmadigr gibi, yasadisi igerigin sorumlulugundan da
korunmaktadirlar.  Ancak, kendilerine bu tiir igerik

bildirildiginde filtreleme yapmak zorundadirlar. Bu nedenle,
iye ilkelerdeki filtrelemenin derecesi, hiikiimetlerin, kolluk
kuvvetlerinin, sivil toplum kuruluslarinin, yasadist igerigi
tanima ve rapor etme yoniindeki kamuoyu bilincine gore
degismektedir.
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Gegen on bes yilda, AB diizeyinde Internet diizenleme
konusunda ortak politikalar ve uygulamalar ortaya koyma
calismalar1 devam etmektedir. Bunlar bolgesel ticaretin ve
rekabetin gelismesi, Internet suglarmin ve terdrizm ile
miicadelenin bir geregi olarak goriilmiistiir. Diger taraftan,
yasadigt icerik hususunda Internet Servis Saglayicilarm
sorumlulugu ve verilerin korunmasi hususunda yiikiimliiliikleri
one ¢ikmigtir.

Avrupa’da bolgesel diizenlemeye iliskin yaklagim ilk olarak
Avrupa Konseyi’'nin, Komisyon’dan, 1 Nisan 1996’da
“Internetin hizl1 gelisiminin neden oldugu problemlere iliskin
bir 6zet” istemesi ile baslamistir.

Bu talebe Komisyon, “Internette Yasadisi ve Zararli
Igerikler” baslikli bir rapor ve “Gorsel-isitsel hizmetlerde
kiigiiklerin ve insan onurunun korunmasi” baglikli bir bilimsel
calisma ile cevap vermistir. Bu belgelere dayanilarak, Ocak
1999 — Aralik 2002 arasinda uygulamaya konulan “Internetin
Guivenli  Kullammminin  Desteklenmesi Harekat Planinda
(Action Plan on Promoting Safe Use of the Internet) ifadesini
bulan “AB diizeyinde Internetin kendi kendine diizenlenmesi
i¢in ortak cat1” taslagi hazirlanmigtir. Safer Internet Action
Plan, diizenleme gerektirmeyen insiyatifleri destekleyerek
gerceklestirmeyi amaglamaktadir.

Bu kapsamda hem endiistriyi hem de internet kullanicilarini,
uygun, Oz denetim sistemlerini uygulamak noktasinda
cesaretlendirmek, teknik c¢oziimleri hareketlendirmek, aileleri
ve Ogretmenleri internet {lizerinden zararli ve yasadisi
iceriklerle ilgili bilgilendirmek ve deneyimleri paylasmak
hedeflenmektedir.

Bu hedefler igin dort hareket noktasi belirlenmistir.

1. Daha emniyetli bir ortam olusturmak

- Avrupa Ihbar Merkezleri ag1 olusturmak (INHOPE)

- Gonillii diizenleme ve Prensip Kararlarmi (Code of

Conduct) tesvik etmek

2. Filtreleme ve izleme programlarini gelistirmek

- Filtreleme ve izlemenin faydalarini gostermek

- Izleme programlarina dair uluslararasi

kolaylastirmak.

3. Bilinglendirme Aktivitelerini cesaretlendirmek

- Bilinglendirme Aktiviteleri i¢in yer saglama

- Genis ¢apli Bilinglendirme Aktivitelerini cesaretlendirme

4. Destek faaliyetleri

- Yasal suglamalara deger vermek

- Benzer uluslararasi insiyatiflerle isbirligi yapmak

Internet Action Plan ilk defa tasarlandigi 1999 yilindan bu
giine kadar yasadisi ve zararli icerikten korunmayi yasal ve
diizenleyici bir ¢ergeveye oturtmaya yonelik bir dizi girigimler
ve gelismeler yasanmustir. Avrupa Konseyi’nin daha sonraki
kararlar1 ile Giivenli Internet Programlar uzatilmis ve
halihazirda 2009-2013 yillarim1 kapsayan (A multi-annual
community programme on protecting children using the
Internet and other communication technologies: Internet ve
Diger Iletisim Teknolojilerini Kullanan Cocuklar1 Korumaya
fligkin Yillara Sari Topluluk Programi) devam etmektedir.

anlagmalar1
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A. Ingiletere’de Giivenli Internet Calismalar:

Miistehcen igerigi diizenleme hareketi AB diizeyinden 6nce
iilkeler diizeyinde ve Internet Servis Saglayicilarca goniillii
uygulanacak filtre uygulamalar1 ile baslamistir. Bu
uygulamada en belirgin model, Ingiltere’deki uygulama
olmustur. ingiltere’deki en biiyiik Internet Servis Saglayic
olan BT, Haziran 2004 de Igisleri Bakanlig1 isbirligi icerisinde
“Cleanfeed” projesini uygulamaya koymustur.

Projeye gore BT, diinyanin herhangi bir yerinde barindirilan
gocuk istismart (1978 tarihli Cocuklarin Korunmasi
Kanununda belirtildigi sekliyle) goriintiisii tastyan Internet
icerigini filtrelemektedir. Bu igerikler, bir sivil toplum orgiitii
olan Internet Watch Foundation (IWF) tarafindan bir liste
halinde derlenmektedir. Ust diizey yoneticileri, emekli polis
teskilati mensuplarindan olusan ve biinyesinde hukukgu
barindirmayan IWF, Sexual Offences Act 2003’de yer alan
diizenlemeler ve Ingiltere’deki 52 polis teskilat1 ile imzalanus
olduklar1 iyi niyet anlagsmalar1 sayesinde, ¢ocuklarin cinsel
istismarma ydnelik yaymlar1 inceleyip islem siirecini
tetikleyebilmektedir. IWF tarafindan olusturulan kara liste,
Internet Servis Saglayicilara, mobil operatorlere, igerik
saglayicilara ve arama motorlarina verilmektedir. Bu igeriklere
ulagilmak istenildiginde bir hata mesaj1 ile karsilagilmaktadir.

Ingiltere dahilinde barindirilan igerik icin ise uyar kaldir
yontemi ile erisim saglayicilardan ve igerik saglayicilardan
kaldirilmasi istenmektedir.

Her ne kadar bu sistemin esas1 “goniillii” ise de Ingiltere
hiikiimeti tarafindan 2007 yilinin sonuna kadar biitiin Internet
Servis Saglayicilarin benzer bir sistem uygulamasi istenmistir.

Isveg, Norveg, Danimarka, Finlandiya ve Italya gibi diger
iilkelerde de benzer programlar uygulanmaktadir.

B. Norve¢’de Giivenli Internet Calismalar

Eyliil 2004'de, engelleme sistemi farkli bir tlirde goniillii
olarak Telenor ISS tarafindan Norveg'te hayata gecirilmistir.
Kullanilan engelleme yontemi de DNS zehirlenme olarak
bilinen DNS kara listesidir. DNS kara listeyi kullanarak, belirli
bir web sayfasini veya site igerisindeki alt alan sayfalarini
engellemek miimkiin degildir. Sitenin (domain) tamamina
erisim engellenmektedir.

C. Danimarka’da Giivenli Internet Calismalar

29 Ocak 2008 tarihinde Danimarka’da bir mahkeme
tarafindan Danimarka’daki Internet servis saglayicilara
popiiler bir dosya paylasim servisi olan Pirate Bay sitesi i¢in
erisim engelleme karar1 gonderilmistir. Kamuoyunda genis
capl tartismalara neden olan bu kararin ardindan Danimarka
yargisi, s0z konusu sitenin sahibi hakkinda ceza davasi
a¢cmustir.

Danimarka Giivenli Internet Merkezi, {ic bagimsiz
organizasyonun igbirligi ile ¢alismalarini yiriitmektedir.
Cyberhus isimli bir yardim hatt1 araciligiyla ¢ocuk ve gengler
i¢in danismanlik hizmeti verilmektedir. Red Barnet isimli bir
diger hat lizerinden ise yasadisi igerik sikayetleri alinmaktadir.
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2012 yilinin ilk aymda 2 bin 522 adet ihbar alinmis ve iilke
genelinde 506 Internet sitesi hakkinda yasal islem
baglatilmigtir.

D. Diger Avrupa Ulkelerinde Giivenli Internet Calismalart

Isvec, Finlandiya, Hollanda ve Isvicre gibi iilkelerde
ozellikle ¢ocuk cinsel istismari objelerine yonelik benzer
tedbirler alinmuig, bazi kara listeler hazirlanmis ve bazi
iilkelerde DNS engelleme yoluna gidilmistir.

IIk filtreleme calismalar1 cocuk pornosu gibi simirl alanlarda
kalirken bu gilinlerde yetiskin pornografisi, online kumar,
bahis, 1rkcilik, kamu otoritelerine hakaret, saldirgan icerikler
gibi alanlar i¢cin de filtreleme uygulamalar1 oldugu
gbzlenmektedir.

E. Avusturalya’da Giivenli Internet Calismalart

Avrupa disindaki iilkelerden Avusturalya’da 31 Mart 2010
tarihi itibariyle, Internet Servis Saglayicilar web sayfalarina

erisimin  engellenmesinde  filtreleme  sunucu  diizeyini
uygulamak i¢in kanun veya baska bir yonteme bagl kalmadan
gerceklestirmeye  baslamuslardir.  Bu  Internet  Servis

Saglayicilardan bazilar1 bu filtreleme islemini birkag yildir
goniillii olarak uygulamaktadir.

Biitiin bu uygulamalara ragmen 2007 Kasim ayinda segilen
Avustralya Federal Is¢i Hiikiimeti yapilanlar1 yetersiz
bulmustur. Bu konuda hiikiimet, sunucu tabanli filtreleme
sistemi ile bir devlet kurumu tarafindan hazirlanacak bir kara
liste ile erisim engellenmesi yolunu tiim Internet Servis
Saglayicilara uygulatma konusunda bir plan olusturmaktadir.

F. Kanada’da Giivenli Internet Calismalart

Kanada’da 23 Kasim 2006 tarihinde 8 Internet Servis
Saglayict ¢evrimigi ¢ocuk cinsel istismarina karsit yeni bir
goniilli girisim baglatmistir. Bu tarihlerde engellenen site
sayisinin 500-800 arasinda oldugu bildirilmistir.

VII. NEFRET IFADELERINE ILISKIN DUZENLEMELER

AB genelinde politik karsitlik sebebiyle yapilmis olan bir
filtreleme s6z konusu olmamakla birlikte ulusal kimligi ve
resmi kurumlarin saygmligini korumaya yonelik filtrelemelere
rastlamlmaktadir. 2002 yilinda Isve¢’te, Isve¢ Mahkemelerini
siddetle elestiren ABD’de barindirilan 3 adet web sitesine
erisimin engellenmesi istenmis, tepki gosteren Internet Servis
Saglayici yetkilileri hakkinda yasal sorusturma baglatilmustir.

Avrupa tlkeleri, etik politikalarini internete de uyarlayarak
nefret ifadelerine karsi harekete gecmislerdir. 2000 yilinda
Fransa’da, iki Anti Semitist STK tarafindan mahkemeye
taginan bir davada, mahkeme Yahoo’yu, Nazi hatiralari ihtiva
eden bir acik artirma sitesine erisim sagladigi i¢in sorumlu
tutmus, ya bu siteye Fransa’dan erisimin imkansiz kilmasi ya
da ceza ile karsi karsiya kalinacagini bildirmistir. Yahoo,
davay1, Fransiz yargi kararlarinin ABD’de gecersiz oldugu
iddiastyla ABD bdlge mahkemesine tasimis, mahkeme 2001
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Kasim ayinda Yahoo lehinde karar vermis, devam eden siirecte
Ocak 2006’da dava diigmiistiir.

Benzer sekilde, yine Aralik 2000’de, Alman Federal
Mahkemesi, Nazileri 6ven bir materyalin nerede
barindirilldigma  bakilmaksizin  Alman kanunlarina gore
sansiirlenmesi gerektigine karar vermis, 2002 yilinda 78
Internet Servis Saglayicitya Neo-Nazi igerik tagtyan iki yabanci
sitenin yayinlariin durdurulmasi talimati1 verilmistir.

Diger Avrupa ilkelerinde de 1rksal nefreti besleyen
materyalleri yasaklayan mevzuat bulunmakta olup bu mevzuat,
Avrupa Konseyi’'nin Siber Su¢ Sozlesmesi ile senkronize
edilmistir. Bu duruma gore, yasadisi icerik s6z konusu
oldugunda, uyar1 verilmesi durumunda, sitenin yurt i¢i veya
disinda barmdirildigina gére, Internet Servis Saglayicilar ya
ilgili icerigi kaldiracak ya da siteyi kapatacaklardir.

AB iiyesi iilkeler, Internet ve diger -elektronik aglar
iizerinden medya veya diger yayinlar tarafindan yapilacak
hakaret veya iftira durumunda uygulanacak basitlestirilmis bir
catinin gerekliligini ifade etmektedirler. Bu gereklilik Subat
2007°de Avrupa Parlamentosu’nda tekrar ifade edilmistir.

Ulkeler diizeyinde ise o6zellikle Ingiltere’de, “Hakaret”in
web sitesi kapatma nedeni olusturmasi elestirilere sebep
olmaktadir.

VIII. FiKRI HAKLARA ILISKIN DUZENLEMELER

Fikri haklar konusunda ise iki direktif bulunmaktadir. Bu
direktifler 9 Nisan 2001°de kabul edilmis olan “Bilgi
Toplumunda Telif Haklar1 ve Ilgili Haklar” ve 8 Haziran
2000’de kabul edilmis olan “2000/31/EC sayili Elektronik
Ticaret Direktifi”dir. Yasama konusunda ortak bir platform
olusturma cabalari, liye iilkelerin kiiltiirel yapilarina ve mevcut
mevzuatina verilen dnemden &tiirli yavas bir yol izlemektedir.

Pek ¢ok Avrupa diilkesi, telif haklar1 ihlallerine karsi,
ABD’de uygulanan uyar kaldir yontemine benzer internet
filtreleme yontemleri kullanmaktadir. Avrupa’da telif haklari
ihlallerine kars1 Internet Servis Saglayicilar ve arama motorlar
temsilcilerinin  sorumlu tutularak gozaltina alindigi, para
cezasma carptirildigi veya sitelerinin kapatildigi 6rnekler
bulunmaktadir.

IX. SONUC
Tiirkiye’de  vyiiriirlilkte ~ bulunan  Giivenli  Internet
uygulamalar,  diger iilkelerindeki  giivenli  Internet

caligmalariyla ayni etik cergeveye sahipti. ABD ve AB
tilkeleri basta olmak iizere biitiin devletlerde ¢ocuklarin zararl
iceriklerden  korunmasi amaciyla ¢esitli  diizenlemeler
yapilmaktadir. Tiirkiye’de yiiriirliikte bulunan giivenli Internet
uygulamalarmin ve giivenli Internet hizmetinin istege bagli ve
dicretsiz  olusu, kullanim kolaylhigi, aktif geribildirim
kanallarmin bulunmasi ve o6zellikle kullanicilar1 banka hesap
bilgileri ve sifreleri calmaya yonelik zararl Internet
sitelerinden uzak tutma konusundaki gii¢lii yonleri, sistemi
emsallerinden daha avantajli duruma getirmektedir. Ayrica
giivenli Internet hizmeti kullanic1 sayisindaki artis trendi,
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Giivenli Internet kullanimi konusunda kullanicilardaki biling
diizeyinin gelismekte oldugunun 6nemli bir gostergesidir.
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Siber Giivenlik Kurulu, Ulastirma Denizcilik ve Haberlesme Bakanligi
3. Raporu.

Siber Giivenlik Kurulu, Milli Savunma Bakanlig1 3. Raporu

Cocuk ve Aile Profil Kriterleri Caligma Kurulu 4. Raporu

Cocuk ve Aile Profil Kriterleri Caligma Kurulu 1. Raporu

S. Ozeren iTU’de Ugak Miihendisligi egitimi alan Serhat Ozeren, yiiksek
lisansint GYTE de elektronik bilim uzmani olarak yapmaktadir. Techno
Tower isimli konsorsiyumun, Erenet ve Eresoft'un kurucularindan olan
Ozeren, ayni1 zamanda TEDER ve internet Gelistirme Kurulu’nun Bagkanidir.

1989 yilinda is hayatina baslayan Ozeren 1993 yilinda Erenet ad1 altinda
Bilgi Teknolojileri alaninda faaliyet gostermeye basladi. 2002 yilinda
TEDER’i kuran Ozeren o yildan bu yana TEDER’in Yénetim Kurulu
Bagkanligin yiiriitmektedir. TEDER Yénetim Kurulu Bagkani Serhat Ozeren
12 Subat 2008 tarihinde Devlet Planlama Teskilati’'nda gerceklestirilen
segimde e-Doniisim Tiirkiye Danisma Kurulu Bagkani secilmistir. Yine
Telekomiinikasyon sektoriiniin 6nde gelen derneklerinden TUTED’in de
Yonetim Kurulu Baskan Yardimciligi gorevini yiiriitmektedir. Ayni zamanda
ITU Gelistime Vakfi Okullart yonetim kurulu Bagkani ve ITU Gelistirme
Vakfi miitevelli heyeti tiyeidir.

MOBISAD ve TUBISAD iiyesi olan Ozeren, Tiirkiye Kurumsal Yénetim
Dernegi tiyesi ve C5 Elektronik Yoénetim Kurulu iiyeligi de yapmaktadir.
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Mobil Yasamda Siber Gilivenlik Yaklasimi

K. G. Gokcee, E. Sahinaslan, S. Dincel

Ozet— Bilisim teknolojilerinin ve ozellikle internetin
hayatimizdaki 6nemi her gecen giin artmaktadir. Sosyal aglarin
kullaniminin yayginlasmasi, hemen hemen her seyin internet
iizerinden yapilmasi ve bilgiye kolay erisimin artik liiks degil bir
ihtiya¢c olmasi1 mobil cihazlarin kullammim da hizla artirmstir.
Bilgiye tek bir tikla erisilmesi ve mobil teknolojilerle bir¢cok
islemin daha hizh ve Kkolay gerceklesmesi hem kullanicilarin
beklentilerini degistirmis hem de kurumlarin hizmet anlayisinin
teknolojik olarak farkhlasmasmna neden olmustur. Klasik ve
geleneksel yontemlerin yerini artik globallesen diinyada mobil
cihazlar ve mobil uygulamalar almaya baslamistir. Mobil
cihazlarin internet erisimi icin kullammmin hizla artmasina
paralel olarak bu cihazlar1 hedef alan siber saldir1 ve tehditlerde
artmaktadir.

Bu cahymada giderek artan mobil yasam sonucu ortaya ¢ikan
siber giivenlik sorunlari ve alinabilecek 6nlemler belirlenecektir.

Anahtar Kelimeler - mobil cihaz, mobil giivenlik, siber giivenlik,
siber tehdit ve saldir1

Abstract— The importance of information technologies and
especcially the internet is increasing in our lives each and every
day. The usage of mobile devices is increasing rapidly with the
spread of social networks usage , almost everything done over the
internet and the need of easy access to the information that is no
longer be a luxury. One click access to information and many
process done faster and easier with mobile technologies are the
reason for change both user expectations and techological
differentiation in instution’s services offered. Classic and
traditional method are replaced with mobil devices and mobile
applications in globalizing world. The cyber attacks and threats
for mobile devices targeted have been increasing with rapidly
increasing usage of them for internet connection.

In this study, the cyber security issues resulting from increasing
mobile life and actions need to be taken are determined.

Key Words- cyber threat and attack, cyber security, mobile
device, mobile security

I. GIRIS

Dijital aglarin giderek yayginlagmast ve birbiri ile

baglantili hale gelmesiyle birlikte globallesen diinyamizda
teknoloji her alanda hizla yerini almaya devam etmektedir.
Sanayiden sagliga, kamu ve 6zel sektoérde bir¢ok kurum ve
kurulus hizmet ve iriinlerini internet {izerinden sunmaktadir.
Sosyal aglarmn, bulut bilisimin, mobil cihazlarin kullaniminin
hizla artmasi, hayatimizda vazgecilmez hale gelmesi bilgilere
hizli ve kolay erisimi saglamaktadir. Giiniimiizde bu hizli ve
kolay iletisimi saglama noktasinda hem kullanicilar hem de

kurumlar tarafindan en yaygin kullanilan teknoloji mobil
cihazlardir.

Istatistiklere bakildiginda, diinya niifusunun yaklasik %35’i
internet kullanicist iken %?26’sinin ise sosyal aglarda hesabi
bulunmaktadir. Mobil cihaz kullanicilarinin sayisi ise oldukca
yiksek olup %93°liik bir orana sahiptir. Mobil cihazlarin
kullanim yag1 diiserken bir yandan da kisi bagina diisen mobil
cihaz sayist artmaktadir. Tiirkiye’deki kullanim oranina
bakildiginda ise niifusun %84’iinlin mobil cihaz kullanicisi
oldugu goriilmektedir [2].

Bu gelismelere bakarak bilisim hizmetlerinin hizla mobil
cihazlara kaydgimi sdyleyebiliriz. Internete erisim i¢in daha
birka¢ yil oncesine kadar agirlikli olarak kullanilmakta olan
kisisel bilgisayarlara (diziistii, masaiisti Dbilgisayar) olan
egilim giderek azalmaktadir. Tablo 1°deki verilere
bakildiginda 3 yil icinde mobil telefon sayisinin, bilgisayar ve
tablet sayisindan oldukca fazla oldugu goriilmektedir. 2015
yilinda ise bilgisayar sayisinda diisiis yasanirken tablet ve
mobil telefon sayisinda artis olmaktadir. Bu da ilerleyen
zaman i¢inde mobillesmenin artacagini, geleneksel diziistli ve
masaiistii bilgisayar kullaniminin ise azalacagim agikca
gostermektedir.

TABLOT
SEGMENTLERE GORE DUNYA CAPINDAKI CIHAZ SEVKIYATI
(MILYON TURUNDE) [1]

Istanbul, Turkey/Tiirkiye
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Cihaz Tipi 2013 2014 2015
Geleneksel Bilgisayarlar
(Diziistii, Masaiistii) 296.1 276.7 263.0
Tablet 195.4 270.7 349.1
Mobil Telefonlar 1,807.0 1,895.1 1,952.9
Diger Ultramobil Cihazlar
(Hybrid ve Clamshell) 211 372 62.0
Toplam 2,319.6 2,479.8 2,627.0

Mobil cihazlar hem sektérel olarak finastan sagliga birgok
alanda yaygin olarak kullanilmakta hem de uygulama olarak
artirilmis gerceklikten video konferans 6zelligine kadar genis
capta hizmet sunmaktadir. Bu 6zelliklerin yaninda mobilitenin
glinlik yasamimizda yaygin olarak kullanimi g6z Oniine
alindiginda kurum ve sirketlerin i¢ ve dis uygulamalarini,
misteriye sundugu hizmetleri mobil platforma tasimalari
kagmilmaz olmustur. Mobil cihaz ve uygulamalar vasitasi ile
kisisel ve kurumsal verilere kolaylikla erisilebiliyor olunmasi
da bu cihazlar1 ¢ok cesitli siber giivenlik tehditlerinin hedefi
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haline getirmistir. Mobil cihazlar bir yandan hayati
kolaylastirirken diger yandan da giivenlikle ilgili birgok
kaygiy1 da dogal olarak ortaya ¢ikmaktadir [3].

Internete erisim icin mobil cihazlarm kullaniminin artmasiyla
birlikte mobil cihazlara ve cihazlarin kullanicilarma yonelik
siber saldirilarda artmaktadir. Koétli amagli mobil yazilim
sayisinda giderek yiikselen bir artis oldugu bilinmektedir.
Cihazlara yerlesen bu kotiimciil yazilimlar, bilgi ¢almak veya
farkli siber saldirt yontemleri ile kisi ve kurumlara biiyik
capta zarar vermek, itibar kaybma ugratmak amaci ile
kullanilmaktadir.

Sadece bilginin degil ayn1 zamanda dijital ortamlarin, elektrik,
elektronik ve bilsim sistemlerinin gizlilik, biitiinlik ve
erisebilirlik bilesenlerinin korunmasi amaciyla olusturan siber
giivenlik yaklagimimin mobil cihazlar i¢in neler sundugu
ilerleyen boliimlerde ayrintili olarak incelenecektir.

II. SIBER GUVENLIK

Siber giivenlik tanim olarak su sekilde ifade edilmektedir;
siber ortamda kurum, kurulus ve kullanicilarin varliklarini
korumak amaciyla kullanilan araglar, politikalar, giivenlik
kavramlari, giivenlik teminatlari, kilavuzlar, risk yonetimi
yaklasimlari, faaliyetler, egitimler, en iyi uygulamalar ve
teknolojiler biitiinidiir [5].

Kurum, kurulus ve kullanicilarin varliklarinin  korunmasi
konusunda bilgi giivenligindeki 3 temel unsur olan gizlilik,
biitiinliik, erisebilirlik bilesenlerine dikkat edilmelidir.
Gizlilik, varligr sadece is ihtiyact i¢in ilgili olan kisilerin
gormesi, kullanmasi anlamima gelmektedir. Yapilacak
herhangi bir siber saldirida bilginin yetkisiz kisilerin eline
gecmesi varhigm gizliliginin de ihlali anlamina gelmektedir.
Bilginin biitiinliigliniin korunmasindaki amag ise herhangi bir
bilisim sistemleri vasitasiyla saklanan verinin yetkisiz kisiler
tarafindan degistirilmesini veya bozulmasini Onlemektir.
Varligin bilgi giivenligi bilesenlerinden biri olan erisebilirlik
ile de kast edilen bilgiye ihtiya¢ duyuldugunda
erisebilinmesidir [5]. Meydana gelebilecek olan siber saldirilar
sonucu bilgiye, veriye olan erisim engellenebilmekte kisi,
kurum ve kuruluslar1 zor duruma diisebilmektedir.

Siber saldir1 gesitleri cok fazla sayida olmakla beraber siirekli
yeni saldir1 tiirlerinin meydana gelmesi de kaginilmazdir.
Siber saldir1 tlirleri genel hatlar1 ile 5 bashk altinda
toplanabilir[7]:

1. Servis Dist Birakma Saldirilar1 (DDOS, DOS)
Zararlt Yazilimlar

i) Bilgisayar Viriisleri
ii) Solucan

iif) Truva at1

iv) Tus kaydedici

v) Reklam yazilimlar
vi) Casus Yazilimlar
Oltalama

Istenmeyen E-Posta

5. Trafigin Dinlenmesi

W
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Siber giivenlik konusunda yeterli olmasada giin gegtikge daha
fazla calisma yapilmaktadir. Kurumlar siber saldirilarin hedefi
olmamak ve bu saldirilar1 onceden tespit edebilmek igin
onemli yatirimlar yapmaktadirlar. Yine de diinya tizerinde
onemli birgok 6zel kurum ve devlet kurumu ¢ok ciddi siber
saldirilara maruz kalabilmektedir. Asagidaki grafikte kaynak
IP adresine gore kendisinden en fazla saldir1 gergeklesen
iilkeler gosterilmistir. Arastirmaya gore siber saldirilarin
%41°’i Cin kaynakli olup, Tirkiye %1,7 ile 9.sirada yer
almaktadir. Siber saldirilara ev sahipligi yapmasi agisindan
Turkiye'nin durumu maalesef pek parlak gorinmemektedir

[6].

Oth

Romania, 1.6%
South Korea, 1.6%
Turkey, 1.7%
India, 2.6%
Russia,
Brazil,
Taiwan, 3.
Indonesia, 6.8%

-

—a

7
_—

Sekil 1. Internet Saldirilarinin Kaynagi Olan Ulkelerin Yiizdesel Dagilimi [6]

Yine ayn1 aragtirmaya gore, DDoS saldirilarin sektorel olarak
dagilimina bakildiginda ticaretten, medya&eglence sektoriine
birgok alanda yaygmn olarak siber saldirilarn yapildig
goriilebilmektedir. Grafige gore en fazla saldir1 yatirim
sektoriine diizenlenirken en az saldirlar ileri teknoloji ile ilgili
calisma yapan sektorlere diizenlenmektedir [6].

a 8
Entertainment {45)
16%

Enterprise (81)
28%

High Tech (25)
9%

Sekil 2. 2014 Yilindaki DDOS Saldirilarinin Sektérlere Gore Dagilimi [6]

Kurumlarda siber giivenligi saglamanin ilk sartt olarak en
istten en alta kadar tim ¢alisanlarin bilgi giivenligi
farkindaliginin yiiksek seviyede olmasi ve siber giivenliginin
saglanabilmesi i¢in zaman, kaynak, biitge konusunda iist
yonetimin gerekli destegi saglamasi gerekir. Ozellikle
giiniimiizde tiim sektorlerde teknolojinin, internet altyapisinin
yogun olarak kullanilmasi herbir sektér ve kurumu siber
saldirilar konusunda agik hedef haline getirmektedir.

Siber saldirilar1 diger saldirilardan ayiran en 6nemli fark, siber
silahlarin ucuz maliyetlerle tahmin edilemeyecek boyutlarda
zararlara yol acmasidir. Hacker olarak adlandirilan siber
savascilar bir bilgisayar ve bir e-posta ile hedefteki sistemi
rahatlikla ele gegirebilmektedir. Siber saldirilar1 tespit etmek
ve sistemi eski haline doniistiirmenin maliyeti ise oldukca
yiiksektir.
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Sekil 3° de belirtildigi tizere 2014 yilinda yapilan bir
arastirmaya gore 10 farkli lilkede yer alan sirketler i¢in siber
saldirt sonucu olusan veri kayiplarimin ortalama toplam
organizasyonel maliyeti asagida gosterilmistir. 5.85 milyon
dolar ile Amerika birinci siray1 alirken, 4.74 milyon dolarlik
bir maliyetle Almanya takip etmektedir. En az ortalama olarak
toplam maliyete sahip olan sirketler ise sirasiyla Brazilya ve
Hindsitan iilkelerine aittir. Maliyetlerin yiiksek olmasi siber
giivenlik konusunda alinmasi gereken 6nlemelerin artirilmasi
gerektigini agik¢a gostermektedir.

he average total organizational cost of data breach over two years
Measured in US$ ($000,000 omitted)

us $5.40

$5.85

$5.09

oE 5474

$3.97

R $4.19

$3.40

b s3.68

AT

$3.12

 ——
$2.69

$2.52
$2.59

 —
I $2.38

 —r
——

(s

AU

$1.61

E—— 51.00
——— A

£ $1.00 $2.00
= Total average cost 2013

$4.00 $6.00 $7.00

= Total avera: ge cost 2014

$3.00

* Data not available for FY 2013

Sekil 3. Iki Yil Icindeki Ortalama Toplam Organizasyonel Veri Ihlal
Maliyetleri [8]

III. MOBIL GUVENLIK TEHDITLERI

Mobillesme bilgi teknolojilerinin gelismesiyle birlikte giderek
yayginlagsmis, kurumsal hizmet ve siiregleri kolaylagtirmasi
ile de her alanda hizla yayilmaya baglamistir.

Mobil ¢oéziimlerden daha iyi bir sekilde yararlanabilmek i¢in
son zamanlarda bir¢ok inovasyon ortaya ¢ikmistir. Donanim
alaninda Apple’m ipad cihazlari, isletim sistemlerinde
Google’in Android yazilimi, sosyal iletisim alaninda Skype
gibi yazilimlar ve 4G, LTE gibi ag teknolojleri bu inovatif
teknolojik gelisimlere 6rnek olarak verilebilir. [9]

Kisi ve kurumlar siirekli gelisen ve degisen mobil
teknolojilere hizla adapte olup mobil cihazlarin kullanimi
yayginlagirken mobil cihazlardaki giivenlik riskleri kisi ve
kurumlarin en biiylik endigeleri arasinda yerini almaktadir.

Mobil cihazlardaki bluetooth, kiziltesi, wi-fi gibi kolay
erigebilirligi saglayan bircok 6zellik, saldirganlar icin mobil
cihazlar1 masaiistii ve diziistii bilgisayarlara gore daha cazip
hale getirmistir. Mobil cihazlara ait asagidaki ozelliklerde
herhangi bir agiklik olmasi durumunda mobil cihazlar siber
saldirtya maruz kalabilir: [10]

- SMS

- Wi-fi

- Bluetooth

- Kiuzilotesi (Infra-red)
- USB

- Ag tarayici
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- Email sunucusu

- Third party applications
- TIsletim sistemi acikliklar1
- Fiziksel erisim

Mobil cihazlar kiigiik boyutlarina ragmen birgok o6zelligi
icinde barmdirdigindan bazi fiziksel ya da teknolojik
acikliklara sahiptirler.

A. Fiziksel Mobil A¢ikliklar

Mobil cihazlarin boyut olarak ufak olmas1t ve kolay
taginabilmesi, cihazlarin kolaylikla c¢alisnmasina ya da
kaybolmasina sebebiyet vermektedir [4,8]. Boyle bir durumun
meydana gelmesi cihaz igindeki kritik verileri tehlikeye
atmaktadir. Ozellikle boyle bir durumda olusabilecek zarar1 en
az seviyeye indirebilmek i¢in is amacglh kullanilan kurumsal
telefonlarin uzaktan yonetilebiliniyor olmasi, otorizasyon ve
sifreleme kurallarina dikkat edilmesi 6nemlidir.

Telefonlarin kimlik numarasi niteliginde olan IMEI numarasi
biliniyor ise herhangi bir sebeple calinan ya da kaybolan
telefon kolaylikla acilabilinmektedir. IMEI numaralarinin
giivenli bir sekilde giicli erisim kontrol mekanizmalar ile
saklanmasi ise mobil operatorlerin sorumlugundadir [11].

Ayrica disiridayken Ornegin  bir yerde sira beklerken
arkamizda bekleyen kisi telefona girdigimiz sifreyi ya da
telefondan baktigimiz gizli igerikteki bilgileri rahatlikla
gorebilir [4]. Boyle bir zaafiyeti engellemenin tek yolu,
kullanicilarin farkindalik seviyesini artirmak, onlari bilgilerin
korunmasi noktasinda bilin¢lendirmektir.

B. Teknolojik Mobil A¢ikliklar

Telefonun teknolojik 6zellikleri (SMS, Bluetooth, GPS gibi)
kullanilarak ~ yapilabilecek  saldirilara  6rnek  olarak
bahsedersek, hacker telefonun

SMS, E-mail: Saldirgan, sms veya e-mail 6zelligini kullanarak
mesajlart kendine yonlendirebilir, kritik bir bilgiyi 6grenmek
icin mesajlari, e-mail hesabini inceleyebilir [4,10]

Isletim sistemi zaafiyetleri: Mobil cihazlarin isletim
sistemindeki agikliklar konugmalarin saldirgan tarafindan
dinlenmesine, kaydedilmesine neden olabilmektedir [4, 10].

Lokasyon bilgisi: Glinlimiizde birgok akilli cihaz GPS 6zelligi
sayesinde lokasyon bilgisini ulasilabilir hale getirmektedir [8].
Hacker denilen kisiler bu bilgiyi kullanarak cihazin lokasyon
bilgisini rahatlikla dgrenebilmekte, bagka kaynaklardan elde
ettigi bilgi ile iliskilendirebilmektedir [4].

C. Mobil Uygulama A¢ikliklar

Farkli amaglar i¢in kullanilan bircok uygulama kolaylikla
erisebilmek amaciyla mobil cihaz tizerine kullanicilar
tarafindan indrilmektedir. Bu uygulamalarin ¢ogu ¢ok fazla
sayida giivenlik riski ve mobil ajan igermektedir [4,11]. Bazi
isletim sistemleri uygulamalari magazalarinda uygulamalar:
yaymlamadan once giivenlik agikliklarini kontrol ederken

bazilarinda ise bdyle bir kontrol bulunmamaktadir. Bu
durumda kullanicilarin - uygulamalar1 mobil cihazindan
indirirken daha dikkatli olmas1 gerekmektedir.
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D. Giivenli Olmayan Aglarim Kullanilmasi

Mobil cihazlar {izerinden internet erisimi igin giivenilir
olmayan aglarin kullanilmas1 bir¢cok saldiriya davetiye
¢ikarmaktadir. Mobil cihazlar ile kablosuz erisimi saglayan
cihaz arasindaki verilerin dinlemenebilmesi saldirganlar icin
oldukea kolay olmaktadir [4,11].

VPN gibi giiglii sifreleme teknolojileri  kullanilarak
giivenilmeyen aglarin sebep olabilecegi riskler azaltilarak,
verinin  gizlilik,  bitiinliik, erisebilirlik  bilesenlerinin
korunmasi saglanabilir [4].

E. Sosyal Medyanin Kullaniimasi

Sosyal medya erisim ve kullanim ag¢isindan pek ¢ok giivenlik
riski icermektedir. Ozellikle mobil cihazlar iizerinden sosyal
medya uygulamalarina erisildiginde genel olarak cihazlarin
givenlik  ayarlarimin  kullanicilarin -~ kigisel ~ verilerini
paylasmaya yonelik olarak ayarlandigi bilinmektedir [12].
Sosyal medya iizerinde gezinitken ya da herhangi bir
paylagimda bulunulurken Wi-fi ve GPS araciligi ile konum
bilgileri kolaylikla baskalar: ile paylasilabilmektedir. Ayrica
sosyal ag uygulamalart mobil cihazin iizerinde siirekli olarak
acik bulundugundan bazi zararl uygulamalar sosyal aglardaki
verilerinizi kolaylikla ele gegirebilmektedir [13].

Mobil cihazlarda sosyal medya giivenliginin saglanabilmesi
icin yapilmasi gereken en Onemli 2 madde su sekilde
siralanabilir [10]:

- Wi-Fi, GPS, Bluetooth, hiicresel veri gibi fonksiyonlar
sadece ihtiya¢ aninda aktif hale getirilip sonrasinda
pasif edilmeli. Boylece mobil cihazimiz1i siirekli bir
hedef haline getirmekten kurtarabiliriz.

- Mobil cihaz iizerine indirilen sosyal ag uygulamalari
konum bilgisi ya da fotograflarimiza siirekli erigsmek
istediginde izin verilmemeli, yine ihtiya¢ oldugunda
aktif hale getirilmelidir.

F. Zararl Yazilimlar

Internetten indirilen dosyalar, mesajlasma servisleri, bluetooth
gibi iletisim kaynaklart mobil cihazlara zarali yazilim ya da
viriis bulagma riskini artirmaktadir [11].

McAffe Labs tarafindan yapilan arastirmaya gore Sekil 4’teki
grafige bakildiginda 2012°den 2014’e kadarki siiregte zararl
mobil yazilimlarin sayist giderek artmistir. Bu artistaki en
o6nemli etmenler arasinda mobil cihaz kullanim sayisinin
artmasi ve internete erisim i¢in kablosuz erisimin
kullanilmasinin yayginlagmasi sayilabilir [14].

durumunda
sekilde

Zararl1  yazilmlarim  cihazlara  bulagmasi
yapilabilecek  potansiyel saldirilar  asagidaki
siralanabilir [15]:
- Yerine ge¢me: Zararli yazilim sayesinde cihaz lizerinde
adeta uzak masa istii erisimi saglanarak mobil cihaz
iizerinden bilgiler alinabilir.

- Veri akisin1 kesme: Cihaza dogru olan her tiirlii veri
akisi kesilebilir.
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- Bilgi hirsizligi: Cihaza yerlesen zararli yazilim tiim
bilgileri toplayarak cihazdan disar1 génderebilir.

- Arka kapt (Backdoor): Zararli yazilim cihazda
korunmasiz bir arka kap1 olusturarak diger ataklara agik
hale getirir.

- Servisi kotiiye kullanma: Cihaza yerlesmis yazilim,
servisi ¢ok amagli kullanarak, kullanicinin fazla tcret
6demesine yol agar.

- Erisilebilirlik: Cihaz {izerindeki zararli yazilim diger
cihazlarla etkilesimi saglayarak farkli verilere erisim
saglayabilir.

- Sebekeye giris: Cihaz iizerindeki zararli yazilim farkli
bir kimlik dogrulamaya gerek kalmaksizin sebekeye
erisebilir.

- Solucan (Wormable): Cihaz {izerindeki zararli yazilim,
son derece rahat ¢ogalan solucanlar olabilir ve diger

cihazlara dogru hizla yayilir.

2014

TOTAL MALWARE

250,000,000
200,000,000

150,000,000

Q1 Qz Q3 Qa Q1 Qz Q3 Qa
2012 2013

9
&
&

50,000,000

Sekil 4. 2012 Yihndan 2014 Yilmin ilk Ceyregine Kadar Mobil Zararh
Yazilimlarin Toplam Sayis: [14]

G. Kurumlar i¢in Yeni Endise: Kendi Cihazint Getir
(BYOD (Bring Your Own Device))

Mobil cihazlarin kullaniminin artmasiyla birlikte is hayatinda
da yeni ihtiyaglar ortaya ¢ikmaktadir. Eskiden mobil cihazlar
kurumlarda sadece e-maillere erisme, acil c¢agrilara cevap
verme gibi temel is ihtiyaclari icin kullanilmaktaydi. Fakat
giiniimiizde mobil cihazlarin kullanimimnin artmas: ve kolay
taginabilmesi ile birlikte bu cihazlarin kisisel bilgisayarlarin
sundugu nerdeyse tiim hizmetleri saglamasi akilli telefonlarin
ve tabletlerin kurumsal amagl kullanim istegini artirmaktadir.
Calisanlarin  kurum tarafindan verilen yeni bir cihazi
kullanmak yerine kendi akilli cihazini ayn1 zamanda is igin
kullanmak istemesi “Kendi Cihazim1 Getir (BYOD)”
konseptini giindeme getirmistir [16]. “Kendi Cihazin1 Getir”
yeni bir teknoloji degildir, sadece bir kurum politikas1 olarak
ifade edilebilir. Bazi sirketler bunu yasaklama yoluna
giderken, bazilari ise veri giivenligi politikast izleyerek
calisanlarin kendi cihazlariyla kurumsal aga baglanmasina izin
veriyor.

Bu uygulamanin avantajlari oldugu gibi pek ¢ok giivenlik riski
de bulunmaktadir. En biiyiik risk, her tiirlii saldirrya acgik olan
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mobil cihazlar kurumsal agin i¢ine dahil edildiginde kurumsal
verilerin giivenliginin saglanmasinin ¢ok kolay olmamasidir.

Erisim politikalarinin tiim rol ve sorumluluklar i¢in agikca
belirlenmesi, kurumsal veri  gilivenliginin  korunmasi
konusunda c¢alisanlarin farkindaliginin artirilmasi, antivirtis,
VPN gibi teknik olarak alinmasi gereken oOnelemlerin
almmasi, “Kendi cihazini getir” uygulamasinin basarili bir
sekilde hayata gegcmesi i¢in kurumlarm almasi gereken
giivenlik Onlemleri arasinda siralanabilir. Ayrica kurumlar
mobil cihazlar1 uzaktan kontrol edebilmek ve c¢alinma,
kaybolma durumlarinda cihaza uzaktan miidahale ederek
verilere erisilmesini Onleyebilmek i¢in Mobile Device
Management (MDM) teknolojisinden de yararlanabilirler.
Ayni zamanda MDM sayesinde mobil cihazlara sadece
giivenirliliginden emin olunan uygulamalarin yiiklenmesine
izin verilmektedir. Boylece kurumlar hem kendi yerel aglarini
ve verilerini hem de ¢alisanlarinin ve miisterilerinin verilerini
korumus olurlar.

H. Mobil Iletisim Operatérlerinden Kaynaklanan Kisitlar

Mobil operatdrler hiicresel mobil telefon haberlesmesi igin
gerekli sistemi saglarlar. Abonelere ait son derece kritik
verilerin iletimi, saklanmasi mobil operatorlerin
sorumlulugunda oldugu icin operatorler birgok ulusal ve
uluslarasi kurulug tarafindan iletisim giivenliginin saglanmasi
konusunda diizenleme ve denetimlere tabi tutulmaktadirlar.
Mobil operatorlerden kaynaklanabilecek muhtemel tehditler
asagidaki sekilde siralanabilir [17]:

- Sebeke kaynaklarinin ve verinin tahrip edilmesi

- Suistimal, sisteme izinsiz giris ve miidahale

- Hursizlik, veri veya diger kaynaklarin ¢alinmasi veya
kayb1

- Yetkisiz erigim

- Sebekelere erisimin engellenmesi, kesinti

Yukarida bahsedilen zaafiyetlerin Online ge¢mek igin
operatorler, kisisel verilerin islenmesine, saklanmasina ve
iletimine iliskin giivenlik gerekliliklerini belirlemeli ve
sunduklart  hizmetin gilivenirliligini saglanmaya yoOnelik
tedbirleri almalidir [20].

IV. MOBIL GUVENLIK ICIN YAPILMASI
GEREKENLER

Kullanicilarin almasi gereken 6nlemleri ve kurumlarin mobil
giivenlik konusunda izlemesi gereken politikalar ayr1 basliklar
altinda incelenecektir.

A. Kullanicilarin Dikkat Etmesi Gereken Kurallar

Kisisel mobil cihazlarin siber tehditlere karst korunabilmesi
icin yapilmasi gerekenler asagidaki gibi siralanabilir [17]:

- Mobil cihaza erisebilmek ve kullanmak igin sifre
olusturulmali, cihaz belirli bir siire kullanilmadigi
durumlarda otomatik olarak kilitlenecek sekilde limit
siiresi ayarlanmali. Bu sekilde yetkisiz kisilerin mobil
cihazdaki kisisel verilere erisimi engellenebilir.
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- Cihazt  herhangi bir saldin ve bozulmadan
koruyabilmek i¢in igletim sisteminin ve yiiklenen
uygulamalara ait yazilimlar glincel tutulmali.

- Stpheli e-mail ya da sms yoluyla gelen linklere
tiklanmamali. Bu linkler zararli yazilimlarin cihaza
yiiklenmesine sebep olabilir.

- Web sitelerinde telefon numarasi istenildiginde ilgili
kurum tarafindan istenildigine ve giivenilir olarak
saklanacagma emin olunmadigr siirece telefon
numarast  yazilmamali. Saldirganlar  kullandiklar
zararli yazilimlar sayesinde telefon numaralarini web
sitelerinden toplayarak bu numaralara karsi saldirt
diizenleyebilmektedir.

- Truva ati ya da zararli kod igeren uygulamalardan
korunabilmek i¢in mobil cihaz iizerine gilivenilirligine
emin olunan uygulamalar yiiklenmelidir.

- Mobil cihazlar icin 0zel gelistirilmis antiviriisler
kullanilarak zararli yazilimlara karsi mobil cihazlardaki
verilerin korunmasi saglanabilir.

- Wi-fi, bluetooth, kizilotesi gibi fonksiyonlar sadece
ihtiya¢ aninda aktif hale getirilmeli. Boylelikle bu
ozellikler kullanilarak yapilan saldirilardan korunma
saglanabilir.

- Giivenilmeyen
baglanilmamali.

- Cihazda bluetooth teknolojisinin kullanilmasi halinde
acik ve kesfedilir 6zelligi devre dis1 birakilmamali. Bu
ozellik kullanilarak yapilabilecek saldirlar bu sekilde
engellenebilir.

- Sosyal ag uygulamalart kullanilirken dikkatli olunmali,
bilinmeyen uygulamalarin konum bilgisine ve
fotograflara erisimine izin verilmemeli.

- Cihazinizda jailbreak (yazilim kirma) veya root (sistem
tim yetkilerini kullanacak hale getirme) ozellikleri
aktif hale getirildiginde normalde izin verilmeyen
zararli yazilim iceren uygulamalarda dahil olmak tizere
istenilen programlari yiikleme, silme gibi bir¢ok hakka
sahip olmaktasmiz. Ozellikle yetkin olmayan, bilgi
giivenligi konusunda farkindaligi diisiik kullanicilar
tarafindan bu o6zelliklerin aktif hale getirilmesi koti
niyetli =~ yazilimlara  karst  korumay:  ortadan
kaldirmaktadir.

- Cihazimzin ¢alinma ve kaybolmalara karst Find My
Phone ya da benzer ayarlamalar yapilmali. Boylelikle
cihazin harita {izerinde konumu ve ¢alinma/kaybolma
durumu kolaylikla 6grenilebilir.

- Calinma, yagmalanma, kaybolma veya her ne suretle
olursa olsun, mobil cihazlarin sahibinin rizas: disinda
elden ¢ikmasit durumlarinda tiiketiciler telefonla Bilgi
Teknolojileri ve Iletisim Kurumunun Bilgi ve Ihbar
Merkezine ihbarda bulunarak cihazlarinin elektronik
haberlesme sebekesinden hizmet almasini
engellenmesini saglayabilir [19].

kablosuz aglarla internete

B.  Kurumlarin Yapmasi: Gerekenler

Kurumsal verilere kisisel ya da kurum cihaziyla erisilmesine
izin verildiginde i¢ ve dis tehditlere karsi alinmasi gereken
onlemler asagidaki gibi siralanabilir:

- Mobil cihaz ve uygulamalara erisim igin kurum sifre
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politikalart baz alinarak giiglii sifre  kullanimi
saglanmali, kullanicilarin diizenli araliklarla sifre
degistirmesini saglamak i¢in gerekli ayarlamalar
yapilmalidir.

- llgili tiim birimlerin goriisii almarak mobil cihazlar
vasitast ile erisilen kurumsal veriler ve uygulamalar is
gereksinimleri dogrultusunda belirlenmeli. Bdoylece
yetkisiz kisilerin ihtiyac1 olmayan veriye erismesi
engellenebilir.

- Her bir rol ve sorumluluk i¢in erisim yetkileri, kullanict
haklari agik¢a belirlenmeli ve yazili hale getirilmelidir.

- Mobil cihazlarin tagiabilirlik 6zelligi sebebiyle kurum
disginda kullanilmast  durumunda  birgok giivenlik
zaafiyeti  olusabilmektedir. ~ Kullanici  kaynakl
zaafiyetleri  azaltabilmek i¢in mobil  cihaz
kullanicilarinin uymasl gereken kurallar
belirlenmelidir.

- Mobil cihaz vasitasi ile kurumsal verilere erisen
calisanlara gizlilik ve giivenlik sdzlesmesi imzalatilarak
gizli verilerin yetkisiz bir sekilde kullanilmasi
engellenebilir.

- Kullanicilarin  giivenlik  konusundaki farkindaligini
yiikseltmek amaciyla diizenli olarak egitimler
verilmelidir. Bu sayede calisanlarin dikkatsizligi ya da
bilgi eksikliginden kaynaklanan veri kaybimin
onlenmesi saglanabilir.

- Mobil cihaz ve uygulamalara erigim ile ilgili kurallar
belirlenirken sadece BT birimlerinin degil, kurumdaki
ilgili tiim birimlerin goriisii alinmalidir.

- Kotii niyetli yazilimlarin kurum verilerine ve kurum
agina verecegi zararit onleyebilmek i¢in mobil araglar
lizerine tgclincli parti imzasiz, gilivenilir olmayan
yazilimlarin yiiklenmesine izin verilmemeli.

- Zararh yazilim ve virlisler mobil cihazlara bulagarak
kurumsal verilerin gizlilik, bitiinliik, erigebilirlik
bilesenlerini bozabilir. Bu durumu &nleyebilmek ig¢in
uygun antiviriis yazilimlart kullanilmali ve siirekli
giincellenmelidir.

- Mobil cihazin yeni ¢ikan agikliklara  karsi
korunabilmesi i¢in isletim sisteminin diizenli olarak
giincellendiginden emin olunmali.

- Mobil cihaz kurum agina baglanirken iletisim
giivenliginin saglanmasi adina kurum ag ile operatdr
ag1 arasinda sanal Ozel ag olusturulabilir ya da
uygulamaya erismeden dnce mobil cihaz kurum agina
sanal ozel ag ile baglanabilir [11].

- Mobil cihazlar vasitasiyla  erisilen  kurumsal
uygulamalarda yapilan islemlerin denetim izleri
almmali, kritik islem ve uygulamalara ait izler diizenli
olarak rapolanip incelenmelidir.

- Cihazlarm kaybolmasi, ¢alinmasi durumunda ya da
verilerin giivenliginin tehlikeye girdigi durumlarda
cihaza kolaylikla miidahale edebilmek i¢in merkezi bir
yonetim konsolu uygulanmalidir. Bdylece lokasyon
izleme, veri temizleme, sifre/PIN degistirme ve giiclii
kullanic1 yetkilendirmesi gibi fonksiyonlar uzaktan
kontrollii bir sekilde yapilabilir.
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V. SONUC

Hemen hemen herkesin bir veya daha fazla mobil cihazinin
oldugu ve bu cihazlarin insanlarin hayatinda vazgegilmez bir
parga haline doniistiigii bilinmektedir. Artik ¢cogumuz en kritik
bilgilerimizi kisisel bilgisayarlardan ¢ok, akilli telefon ve
tabletlerde tagimaktayiz. Sadece kisisel veriler degil en
mahrem kurumsal verilere bile mobil cihazlar vasitasiyla tek
bir tikla kolaylikla erisebilmemiz alinmasi gereken giivenlik
onlemleri i¢in daha fazla arastirma yapilmasi gerektigini
acikca gostermektedir.

Mobil cihazlarin kolay tagnabilme, erisilebilme 06zelligi ve
icerdigi bazi teknolojilerin dogru kullanilmadig: takdirde bir
takim giivenlik zaafiyetlerine sebebiyet vermesi mobil
cihazlar1 saldirganlar i¢in hedef haline getirmistir. Gittikge
daha fazla zarara sebep olan siber tehditler mobil cihazlari
bilgisayarlardan bile daha yiiksek oranda etkilenmektedir [14].

Bilinen tiim giivenlik agikliklarina ragmen kisi ve kurumlar
mobil cihazlarin sagladigi avantajlardan dolayr bu cihazlar
kullanmaktan vazgegememektedir. Mobil cihazlar1 etkileyen
siber saldirilarin sayisinin artmasi kullanicilarin - giivenlik
konusundaki farkindaligini da artirmasina sebep olmustur.
Vazgecilemeyen ve gittikge hayatimiza daha fazla dahil olan
cihazlar1 giivenli bir sekilde kullanabilmek i¢in tiim glivenlik
riskleri, i¢ ve dis tehditler, kullanic1 dikkatsizlikleri belirlenip
her bir risk i¢in ayr1 bir aksiyon ve Onlem plan
olusturulmalidir.

Kullanict ve kurumlarin almasi gereken giivenlik dnlemlerinin
yani sira mobil iletisim operatorlerine de mobil giivenligin
saglanmasi konusunda ¢ok biiyiik gorevler diigmektedir. Veri,
kurumsal agdan ¢iktiktan sonra kontrol operatorlerin
sorumlulugunda oldugundan erisim ve iletisim altyapi
hizmetleri ve uygulamalara ait tiim risk ve tehditler operatdrler
tarafindan belirlenmeli, gerekli kontroller saglanmalidir.
Haberlesme  giivenliginin  saglanmasi, verinin  gizlilik,
biitiinliik, erigebilirlik bilesenlerinin tam olarak korundugunun
garanti edilmesi, erisim kontrolii ve kimlik denetimi gibi
tedbirlerin alinmasi olusabilecek giivenlik agikliklarinin dniine
gecilmesi i¢in hayati O6nem arz etmektedir. Abone ve
kullanicilara ait iletisim bilgileri, trafik verileri, konum bilgisi
gibi gizli verilerin saklanmasi, korunmasi, imhasi ile ilgili
kurallar AB Mevzuati Veri Koruma Direktifi’nde de agikca
belirtilmistir. Veri Koruma Direktifi'ne gore operatorler
tarafindan saklanan verilerinn kaybolmasi, degistirilmesi,
depolanmasi, iglenmesi, ifsa edilmesi, belirtilen verilere
erisilmesine karsi uygun teknik ve idari tedbirler alinmasi
gerektigi belirtilmistir. Yine mobil operatorlerin  diizenli
denetimi ve teftisi ile ilgili c¢aligmalar tilkemizde Bilgi
Teknolojileri Kurumu kontroliinde ger¢geklesmektedir [21].

Mobillesmenin her alanda yayginlasmasiyla birlikte pazarlama
stratejisi olarak mobil iletisimin kullanilmasi igletmeciler i¢in
olmustur.

kagimilmaz SMS gibi haberlesme vasitalar
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sayesinde bir anda ¢ok sayida miisteriye ulasabilme imkani
cok cazip goriilmekle birlikte miisterileri rahatsiz etmemek ve
istemedikleri siirece onlara mesaj yollamamak gerekmektedir.
Bunlarin yami sira milyonlarca kisinin iletisim bilgilerini
elinde bulunduran mobil operatorlerin bu bilgileri miisterinin
bilgisi ve izni olmadan kullanmasi, ii¢iincii kisilere ifsa etmesi
ve bu yollarla haksiz kazan¢ elde etmesi ise hukuka ve
diriistliik kurallarina aykiridir [21].

Son zamanlarda iilkemizde ve diinya genelinde yaygin olarak
goriilen telefon dinlemelerinin ifsasinda veri gizliligini
saglamakla ylikiimlii olan operatdrlerin ve diger kurumlarin
gorevlerini yerine getirmedigi ve gizli olarak korumalari
gereken bilgilerin disar1 sizmasina sebebiyet verdikleri ortaya
cikmistir. Yasal olmayan yollarla usulsuz bir sekilde yapilan
telefon dinlemeleri ile ilgili operatorlerin herhangi bir
zaafiyetinin olup olmadiginin tespiti ile ilgili sorusturmalarin
acilmasindaki sorumluluk iilkemizde Bilgi Teknolojileri
Kurumu’na aittir. Kurallara uymayan ve zaafiyete sebebiyet
veren mobil operatorlerin cezalandirilmasi ile ilgili 6rnekler
ise gecmis zamanlarda meydana gelmistir [21].

Bazi 6zel yasal takip durumlarinda ilgili yargi kararlari ve
yetkilendirmeler ile telefon dinleme hakkina sahip olan
istihbarat birimlerinin yetkileri de belli kurallar gercevesinde
belirlenmis olup, yetki sorumsuzlugu gibi bir durum séz
konusu degildir. Ulkemizde Milli Istihbarat Birimi gérev ve
sorumlulularinin diginda hareket eden kisilerle ilgili olarak
konuyu agikca su sekilde ifade etmistir: “Teknik takip
sirasinda elde ettigi bilgileri sahsi amaclarla kullanmaya
kalkan veya teskilatin disina ¢ikaran personel teskilat yasasi
geregi devlet sirrini ifsa etmekten yargilanir ve yapilabilecek
suistimallere karsi kurulan kontrol sistemi sayesinde bilgi
sizdiran mutlaka yakalanir.” [22]. Yine Alman Federal
Anayasa Mahkemesi, istihbarat birimlerinin teknik araglar
yoluyla yaptiklar1 yetkisiz ~erisimleri ve dinlemeleri
yasaklamistir [21]. Ulusal ve uluslararasi bir¢cok yasa ile
kisilere ait verilerin korunmasi diizenlenmis olsa bile hem
yetkisini farkli amaglar i¢in kullanan personeller ve kurumlar
hem de saldirganlar tarafindan giderek artan teknolojik
imkanlar kullanilarak kullanicilarin dinlemesinin ve bunun
servis edilmesinin Oniine ge¢gmek maalesef ¢ok kolay
goriinmiiyor. Ozellikle son zamanlarda Wikileaks belgelerinin
ortaya ¢ikmasi ve birgcok NATO iilkesinin birbirini dinledigi
gercegi siber giivenlikle ilgili uluslarasi gegerliligi olan, daha
ciddi ve yaptirimi yiiksek onlemler alinmasi gerektiginin bir
zorunluluk oldugunu agik¢a gostermistir.

Mobil yasamda siber giivenligin saglanabilmesi i¢in ilgili tim
taraflarin hem hizmet alan hem hizmet veren kurumlarla
birlikte denetleyici, diizenleyici kurumlarin koordineli olarak
caligsmast onemlidir. Mobil giivenlikle ilgili yetki ve sinirlarin
net olarak cizilmesi, zaafiyet durumlarindaki ceza ve
yaptirimlarin artirilmasi da olusmasi muhtemel siber saldirilar
i¢in caydirici olabilir.

Bu ¢alismada kisilerin mobil cihazlar {izerinde yer alan hem
kendilerine ait 6zel bilgileri hem de kurumlara ait bilgileri
korumast konusunda yapmasi gerekenlerden bahsedildi.

5Gre

Ayrica mobil cihazlar vasitast ile kurumsal verilere
erisilmesine izin veren kurumlarin almasi gereken dnlemler ve
yapilmasi gereken kontroller agikca belirtilmistir.
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Cok Katmanli Gortlintii Steganografi

E. Avci, T.Tuncer, F.Ertam

Ozet—Bir steganografik metodu degerledirebilmek icin ortii
verideki degisim ve ortii verinin tagima kapasite ele alinmahdir.
Steganografik metotlarda en temel amac¢ kapasiteyi arttirmak ve
ortii verideki degisimi azaltmaktir. Ancak Kkapasiteyle ortii
verisindeki degisim ters orantili oldugu icin bu iki ama¢ ayn1 anda
gerceklesemez. Ortii verisindeki degisimi sabit tutup kapasiteyi
arttirmak icin ¢ok katmanh steganografi kullamlmaktadir. Bu
caliymada cok katmanh goriintii steganografi ele alinacak ve ¢ok
katmanh olmayan metotlarla karsilastirilacaktir.

Anahtar Kelimeler—Goriintii Steganografi, Bilgi Giivenligi,
Cok katmanh steganografi, Veri Gizleme

Multi-Layered Image Steganography

Abstract— Change of the cover object and capacity of the cover
object should be addressed in order to appreciate a
steganographic method. The main purpose of steganographic
methods is increasing capacity and reduce the changes of cover
object. However, capacity is inversely proportional to the change
in cover object, these two goals cannot be realized simultaneously.
Multi-layer steganography is used for change of the cover object
was kept constant in order to increase capacity. In this study, a
multi-layered image steganography will be discussed and this
method will be compared with non-multi-layered methods.

Keywords—Image Steganography, Information Security,
Multi-Layer Steganography, Information Hiding

I. Giris
ilgi gizleme teknikleri eski ¢aglardan giiniimiize kadar
kullanilan tekniklerdir. Bu tekniklerin temel amaci,
gonderilecek verileri giivenilir bir kanal olusturup o kanal
vasitasiyla aktarabilmektir.  Giiniimiiz dijital diinyasinda
bircok bilgi gizleme teknigi gelistirilmistir ve gelistirilmeye
devam edilmektedir [1]. Bilgi gizlemenin en 6nemli alt
dallarindan biri olan steganografi dijital medya verilerinin
korunmasi i¢in kullanilmaktadir. Steganografi; hem bilimsel
olarak bilgi gizlemenin alt dali hem de bilgiyi saklama sanati
olarak adlandirilir [8]. Steganaliz ise gizli iletisim kanallari
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dinleyip, yapilan iletisimi ele gecirmek icin yapilan saldirilar
ve analizleri igermektedir.

Bir  steganografik sistem farkli bakis  acilartyla
degerlendirilmektedir. Bunlar bilgi gizlenen 6rtii verisi (cover
object) ne kadar degistigi, bilgi saklama kapasitesinin ne kadar
oldugu ve sistemin dayanikliliginin ne kadar oldugudur [2].
Bir steganografik sistemin basarimini degerlendirmek i¢in bu
tic kritere bakilmasi gerekmektedir. Bu kriterleri steganografi
ve steganaliz alaninda ¢aligmalar1 olan bilim insani Jessica

Fridrich ortaya atmustir ve Fridrich {iggeni sekil 1’de
belirtilmistir.
Kapasite
Dayaniklilik Tasiyicidaki Degisim

Sekil 1. Fridrich Uggeni

Giliniimiizde birgok steganografik metot vardir ve bu
metotlarn  bagarmminin  Olgiilmesi  i¢in  yukaridaki {iggen
referans alinmalidir.

Her steganografik yontem algoritmik olarak farkl
metotlar izledigi i¢in farkli analiz metotlar1 gelistirilmistir.
Bundan dolayr her metodun kendine 6zgii bir steganaliz
metodu bulunmaktadir [4].

Bu makalede c¢ok katmanli goriintii steganografiden
bahsedilecektir. Temel amag¢ goriintiinlin igerisine veri ve o
verinin igerisinede ayni algoritmayla veri gizlemektir. Veri
gizleme ve ¢ikarma iglemleri ilerleye boliimlerde ayrintili bir
sekilde anlatilacaktir.

Calismanin 2. Boliimiinde goriintii steganografi, iiclincii
bolimde ¢ok seviyeli katmanli steganografi, dordiincii
boliimde gelistirilen uygulama ve 5. ve son bdliimde sonug ve
oOneriler yer alacaktir.
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II. GORUNTU STEGANOGRAFI

Steganografi tekniginin en sik uygulandigi medya
formatlar1 goriintii formatlaridir ve giinimiizde yaygin sekilde
kullanilmaktadir. Yaygimn kullanilmasinin en 6nemli sebeplerin
biri ise kapasitedir.

Dijital goriintiilerin dagitimi kolay ve internette hemen
hemen her sayfada bulunduklart i¢in steganografik iletisim
acisinda sikca kullanilabilecek dosyalardir.

Goriintii dosyalarina steganografinin uygulanabilmesi i¢in
On sart resmin dijitallestirilmesidir. Piksel degerleri alindiktan
sonra hangi gizleme fonksiyonun kullanilacagi se¢ilir. Gizleme
fonksiyonu secildikten sonra gémiilecek verinin boyutu, tipi ve
Ortli nesnesinin neresine gomiilecegi hakkindaki bilgiler
almarak Steganografi anahtar olusturulmalidir. Anahtar
istenilirse ~ sifrelenir. Ardindan gomiilecek veri gizleme
fonksiyonu kullanilarak ortii nesnesine gizlenir ve Stego resmi
veya steganogram olusturulur.

Orti verisi
(cover-data)

Stego-nesnesi
(stego-object)

Gizlenmis
Veriyi Tekrar
Elde Etme
Foksiyonu

Gizleme
Foksiyonu

|

010011010100010
101010010010010
000100000101000
Elde Edilmis 01001000001......
mesaj

010011010100010
101010010010010
000100000101000
01001000001......

I

Gizlenecek veri

Sekil 2.Goriintiiler i¢in kullanilan steganografik sistem diyagrami

Herhangi bir steganografik sistemin kabul edilebilmesi i¢in
Fridrich tiggeninde gosterilen iic temel sartt saglamasi
gerekmektedir.  Bunlar  algilanabilirlik, saglamlik  ve
kapasitedir. Algilanabilirlik; tasiyict nesnenin (Stego-object)
icerisinde bilgi olup olmadiginin sezilmesidir. Eger bir
sistemde bilgi varlig1 ne kadar az sezilirse o sistem o kadar
giivenilirdir. Saglamlik kosulunda ise gizli verinin ne kadarlik
kismu iletim hattinda bozulmadan alic1 tarafa iletilebildiginin
Olgiitiidiir.  Gizli veri iletisim kanalindaki giiriilti  ve
saldirilardan ne kadar az etkilenmigse sistem o kadar
saglamdir. Kapasite ise Ortii verisinin (cover data) ne kadarlik
bilgi tasiyabilecegiyle ilgilidir. Ortii verisi ne kadar ¢ok bilgi
tasirsa o kadarlik kapasiteye sahip demektir. Ornegin
steganografin  elinde here piksele bir bitlik bilgi
saklayabilecegi bir gizleme fonksiyonu olsun ve anahtar resme
gomiilmesin, boyle bir steganografik sistemin kapasitesi
asagidaki gibi gosterilmistir.

5 = mnk
(D
B =8b
(2
_3
k= 8
(3)

S resmin piksel sayis1 veya ka¢ byte’ tan olustugu temsil
etmektedir. m satir sayisi, n siitun sayisi ve k katman sayilarini
sembolize etmektedir. Her pikselin bir baytlik bilgi tasidig:
diistiniilecek olursa formiil 1 resmin kag bytelik resim oldugu

G

bilgisini vermektedir. Eger resim RGB formatinda ise k 3
degerini alacaktir, gri seviyeli bir resim ise k degeri 1
olacaktir. 1 baytin 8 bit oldugu formiil 2’ te gdsterilmistir.
Gizleme fonksiyonun o&zelligi ve eldeki bilgilerden yola
¢ikilarak formiil 3’ deki kapasite denklemi elde edilmis olur.

Kusursuz bir steganografik sistemin olusturulmasi igin
algilanabilirlik, saglamlik ve kapasite Olgiitlerinin maksimize
edilmesi gerekmektedir fakat tasiyicinin kapasitesi arttikca
algilanabilirligi artmakta ve algilanabilen bir sistem kabul
edilmez bir hal almaktadir. Ayn1 zamanda kapasitesi arttirilan
bir steganografik sistemde saglamliktan bahsetmekte zor
olacaktir. Ciinkii tagman veri iletim kanalinda gergeklesen
kayp ve saldirilardan dogrudan etkilenecektir. Bu 3 dlgiitii
mitkemmel kullanabilen bir saklama fonksiyonu halen
gelistirilememistir ve bu sebepten dolay1 ol¢iitlerde kabul
edilebilir  kistaslar  konularak  gizleme  fonksiyonlar
degerlendirilmeye caligilmaktadir. Bu Olgiitlerin - en iyi
saglandig1 veriler goriintii verileri (resim ve videolar) oldugu
i¢in GOoriintii Steganografi ¢cok sik kullanilmaktadir[S].

Goriintli  steganografide en sik kullanilan metotlar ise
asagida verilmistir

En 6nemsiz bit degistirme

Maskeleme ve filtreleme

Algoritmalar ve doniistimler [2]

III. Cok KATMANLI STEGANOGRAFI

Cok  katmanli  steganografik  yoOntemler tastyicinin
kapasitesini ve giivenligi arttrmak amacryla ortaya
atilmistir[6]. Ornegin tasima kapasitesi 10 Kb olan bir ortii
verisinin kapasitesini 12 Kb’ e ¢ikarilmak amaglanmistir. Cok
katmanli steganografinin bir diger avantaji ise kapasiteyi
artirirken tastyicidaki degisim yok denecek sekilde artmaktadir
veya hi¢ artmamaktadir[7]. Cok katmanli steganografinin

matematiksel modelli asagidaki gibidir.
5= Euglrg} (MNK)

4
C= z (“"Rj (5)
n=1 r%}
(6)
C-Cr
K = =2-100
(7
c
r=——100 (8)

s seviye sayisini, b piksel degerlerinin ka¢ bitle ifade
edildigini, e bir piksele gdmiilecek bit sayisini, M resimdeki
satir sayisini,N slitun sayisini, k katman sayisini, C’ tek
katmanli steganografi kullanilarak yapilan gizlemede ortii
verisinin kapasitesini, C ¢ok katmanli steganografi kullanilarak
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yapilan gizlemede Ortii verisinin kapasitesini, K kazanct ve r

5Gre

TABLO II. PSNR degerleri
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ise gizlenmig verinin Ortii verisine olan oranmi ifade
etmektedir. Gorinti LSB (%100 LSB (%114 4 katmanh
Kapasite- 1 Kapasite , gOriintii
TABLO I. Tek Seviyeli ve Cok Seviyeli (Sogan) Steganografi bpp) 1.14 bpp) steganografi
Veri Gizleme Kapasiteleri (LSB Teknigi, b=8, e=1) (%114
Kapasite)
Cok Katmanl Steganografi Kullamilarak Elde Edilen Kazanglar (LSB ~ rice 48.3568 44.8572 48.3648
Teknigi, b=8, e=1, 1 bpp) adam 48.1875 36.7469 48.1263
Boyut 64X64 256X256 512X512 1536X1536 cameraman 483374 44.6697 48.3600
Seviye 4 > 6 ’ football 48.3126 36.7448 48.3356
Kazang 14.2578 14.2822 14.2853 14.2857
(%) Tablo 2° de goriildiigii gibi PSNR sonuglar1 birbirine ¢ok
yakindir. Ortalama PSNR degisim miktar1 %0.059 olarak
Yukaridaki tabloda LSB tekniginin ¢ok katmanli  gergeklesmistir. Bu oran ise ¢ok kiigiik bir orandir ve bu oran

uygulamasinin kazang degerleri verilmistir. Sadece 2 seviyeli
steganografi de dahi bant genigligindeki artis %12.5 olarak
gerceklesmistir. Cok katmanli steganografi daha karmagik
olmasina ragmen, kapasiteyi ciddi sekilde arttirmaktadir.

Cok katmanli goriintii steganografi yonteminin en biiyiik
avantajlarindan biride bant genisligi artmasmna ragmen,
resimdeki degismenin hemen hemen ayn1 kalmasidir.

Resimlerin bozulma oran1 PSNR (Peak Signal Noise Rate)
ve MSE (Mean Square Error) metrikleriyle hesaplanmaktadir.
PSNR’ nin yiiksek ¢ikmasi resimdeki bozulmanin az oldugunu
gostermektedir [9].

1 —
MSE = ——> (P, — Pi;)* ©
N Z/‘,( ) )
Max(F?,)
PSNR =10.log . ———%/~
MSE

(10)

adam cameraman Football

Sekil 3. Karsilastirma I¢in Kullanilacak Resimler

Sekil 3’ teki resimlere once klasik LSB yontemi kullanilarak
veri gomiilmiistiir, ardindan COK KATMANLI GORUNTU
STEGANOGRAFI kullamlarak veri gémiilmiis ve kapasitesi
(bant genisligi ) arttirlmustir. iki seviyeli COK KATMANLI
GORUNTU STEGANOGRAFI yapist kullanilmistir ve bant
genisligi %12.5 arttirilip PSNR sonuglar1 asagidaki tabloda
verilmigtir.

ISCTurkey 2014
Proceedings/Bildiriler Kitab1

ihmal edilebilir.

Yukaridaki verilerden yola ¢ikacak olursak, ¢cok katmanli
goriintli  steganografi  yontemiyle gergeklestirilen  veri
gizlemelerde ortii verisinin kalitesi bozulmadan bant genisligi
(kapasite) arttirilmustir.

Fakat klasik yontemler kullanilarak tastyict kapasitesi
artirilmaya calisildiginda, PSNR degisim miktar1 ortalama
%15.6275 olarak gerceklesmistir. Klasik yontemlerle kapasite
artirildikca, tasiyict resmin kalitesi diismektedir. Klasik
yontemlerde, resmin kalitesi ile kapasite arasinda negatif
korelasyon vardir. Ciinkii yukarida ki uygulamada resmin
kapasitesi %14 arttirildi fakat resmin kalite metrigi olan PSNR
ise %15 deger kaybetmistir.

IV. SoNuC

Bu c¢alismada ¢ok katmanli steganografiden bahsedilmis
olup, tek katmanli steganografiye gore avantajlarindan
bahsedilmistir. Ozellikle bant genisligini tasiyic1 kapasitesini
arttirmasi 6nemli bir 6zellik olarak goriilmiistiir.

Omegin  tek katmanhi steganografik bir modelin
karmagikligini O(n) olarak kabul edersek, aym1 modelin 2
katmanli uygulamasinin  karmasikligit  O(nlogn) olarak
karsimiza ¢ikacaktir. Ancak kapasite arttik¢a ortii verisindeki
bozulma artmaktadir. Cok Katmanli metotlar kullanilarak ortii
verisinde ki degisim sabit tutularak kapasite arttirilabilir.

Bu yontem &zellikle onion routing (sogan ydnlendirme) ve
¢ok seviyeli giivenlik uygulamalarinda da kullanilabilir. Sogan
yonlendirme de tasiyict (sogan) birden fazla mesaj
tagimaktadir ve bu mesajlar ¢esitli anahtarlarla sifrelenmistir.
Tlgili anahtara sahip olan kullanici sogam desifre ederek ilgili
mesaj1 elde edebilmektedir. Soganin olusturulabilmesi i¢in ¢ok
katmanli steganografi kullanilabilir. Ortii verinin altinda
gizlenecek alt ortli veriler sayesinde, birden fazla mesaj
tasiabilir. Ayrica ¢ok seviyeli giivenlik uygulamalarinda da
bu metot kullanilabilir.

Modelin performansimi arttirmak i¢in paralel programlama
metotlarina  basvurulabilir. Ornegin threadler kullanilarak
modelin perfomansi arttirilabilir. Ayrica gomiilii sistemlerde
uygulamasi yapilarak analiz edilebilir.
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USE OF MASSIVELY MULTIPLAYER ONLINE GAMES FOR INTELLIGENCE GATHERING...

Use of Massively Multiplayer Online Games for
Intelligence Gathering, Recruitment, and
Training Purposes

B. Korkmaz, M. E. Tuzcu, and S. Sozer

Abstract—Game has always been an indispensable part of
human life. Since the early days of mankind, different types of
games evolved hand in hand with civilization. The advent of
personal computers in the 1970s, the spread of the internet in the
1990s, and the emergence of broadband connections as of the
2000s, brought about a revolution in the game industry in the
form of what is called Massively Multiplayer Online Games
(MMOGs). In this paper, it will be attempted to emphasize the
importance of MMOGs in the light of the opportunities they
provide for non-gaming purposes like intelligence gathering,
recruitment, and training by states or non-state actors.

Index Terms—intelligence, Massively Multiplayer Online
Game, recruitment, terrorism, training

I. INTRODUCTION

INCE the beginning of civilization, power and security have

been inseparable and vital elements for the equation of
human existence. Situations of power maximization appear to
be the most secure moments in political history. Power has
been defined in various ways by different scholars, strategists
and politicians throughout history. However, Morgenthau
seems to have made the most accurate definition for today’s
cyber-driven world [1]. He defines power as the ability to
control other people’s minds and actions. Accordingly, in
today’s world, individuals, institutions or states, should asses
all plausible scenarios concerning the factors that shape the
mindsets of people they interact with, in order to prevent
breaches in their defensive structures. This indicates a new
security paradigm based on a broader definition of warfare.

In 1989, near the end of the Cold War, William S. Lind and
several other military experts proposed the concept of “fourth
generation warfare” in an attempt to explain the new security
environment [2]. While the first three generations of warfare
were centered on military doctrines, the fourth generation’s
focus has shifted towards the non-military aspects of power
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struggle, they argue. In this type of warfare, opponents aim to
exert force through mostly indirect means such as propaganda,
financial manipulation, provocation, or other sorts of
subversive activity. When military conflict is unavoidable, it
usually happens in an asymmetric fashion, where proxies such
as insurgent groups and terrorist organizations are employed
against military and/or civilian targets.

Arguably, the most crucial factor that brought about this
qualitative shift towards a more inclusive conception of
warfare has been the spread of the internet. With its pervasive
impact, the internet has been transforming societies across
national borders in every aspect, unifying and diversifying
people in unpredictable ways so that they become a “network
society,” whose dynamics and actions cannot be effectively
controlled by local authorities [3].

With its diffuse and non-hierarchical structure, the internet
constitutes an invaluable platform for real time economic and
social interaction on a global scale. However, the same
platform can be used for both legal and illegal activities. In the
last two decades, it has been understood that “cybercrimes”
such as hacking, identity theft, and denial-of-service attacks
are only a small fraction of what the internet provides for
actors with criminal intent. Today, it is known that cyberspace
is being effectively used by terrorists, drug traffickers, money
launderers etc., for communication or other purposes.

Moreover, even perfectly legal use of internet-based social
media platforms may have a drastic impact on national
security, as has been recently seen in massive protests and
uprisings around the world. In 2011, during the Egyptian
revolt, a protester in Cairo was quoted as saying, “we use
Facebook to schedule the protests, Twitter to coordinate, and
YouTube to tell the world,” effectively summing up internet’s
function in a fourth generation “battlefield” [4]. As
Kendircioglu et al. emphasize, “interdependent and
interconnected networks and devices using information and
communication technology, [offer] perfect tools for irregular
actors to gain or erode popular support and question the
legitimacy of the opponent” [5]. Hence, the effects of
widespread internet use among their citizens, have become a
major concern for nation-states.

Recently, in addition to all that has been said above, yet
another way of exploiting the internet for political and/or
criminal purposes has come to the forefront, but in a rather
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unexpected medium: Massively Multiplayer Online Games
(MMOGs), where millions of people from around the world
meet and interact in Virtual Worlds (VWs), using identities of
their choosing. This topic drew much attention when, in 2013,
Edward Snowden leaked secret documents concerning NSA’s
and GCHQ’s activities in two popular MMOGs. However, as
early as 2008, it was already known that American intelligence
was about to start a program that aims to collect intelligence
from such games [6].

As counter-intuitive as it may seem at first, MMOGs may
have a substantial value from a national security perspective in
today’s world of fourth generation warfare, both as sources of
opportunities and threats, depending on who utilizes them, and
how. In this paper, it will be attempted to emphasize the
importance of this subject matter in the light of relevant
technical and scientific knowledge. It will be shown that
MMOGs constitute a fertile ground for gathering intelligence
on individual or groups of players, for finding and engaging
potential recruits, and for indoctrinating and training them.

II. THE CONCEPT OF GAME FROM A FUNCTIONALIST
PERSPECTIVE

A. Definition of Game

Regarding “game” merely as a pastime carries the risk of
mistakenly putting it in contrast with what count as “serious”
activities. As a matter of fact, “game” is such a significant part
of life that philosophers had to put a great effort to understand
and define it. Since Ludwig Wittgenstein, many thinkers have
come up with their own definitions of “game,” and the
discussion still continues today. Arguably, even a predator that
plays with its prey can be considered as involved in a game,
hence the expression “cat-and-mouse game.” In that broader
sense, game can be said to exist everywhere in nature, where
there is intelligent life. The more intelligent the animal is, the
more complex the games become. Therefore, man-made games
are much more complex than others found in the animal world.

The complexity of man-made games is a function of game
rules. In fact, without rules, it is not possible to talk about a
sensible game. Thus, for Bernard H. Suits, “to play a game is
to engage in activity directed towards bringing about a specific
state of affairs, using only means permitted by rules, where the
rules prohibit more efficient in favor of less efficient means,
and where such rules are accepted just because they make
possible such activity” [7]. As such, games can be categorized
in several ways as to their structures and tools required for
playing. There are games of chance, competitive games, board
games, video games, role playing games, single or multiplayer
games, turn-based or real time games etc. Despite their
differences, all such games are based on certain rules, which
makes having rules a defining characteristic of “game.”

Jane McGonigal identifies three more traits shared by all
games: a goal, a feedback system, and voluntary participation
[8]. Players need a goal to find a sense of purpose in playing
the game. In cases of losing one’s purpose in real life, the
sense of purpose in games can become a plausible substitute,

which may partially explain why some games are dangerously
addictive for certain populations, as will be explained below.
Secondly, the feedback system, in the form of scores, levels,
points etc., keeps players on track by motivating them towards
the goal, and enabling them to assess their success rate. This
trait also makes it possible to gain experience by trial and
error. Finally, voluntary participation entails that all players
are fully aware of, and willing to accept the goal, the rules and
the feedback system of the game. Being able to take the
challenge intentionally, and to quit at any time, differentiates
the game from real life, as a safe and enjoyable activity.

B. Functions of Game

The prevalence of games among intelligent life forms can be
explained by their multiple functions. First and foremost,
games serve as a practice ground before facing real life
challenges. Chasing after a drifting leaf prepares the cheetah
cub for a real hunt. Wrestling with siblings helps a young wolf
understand what to do when confronted by a true rival in the
future. Clearly, the same principle applies when a fighter pilot
tests his/her skills in a flight simulator, before taking off for a
real dogfight. This simulative function of games is especially
evident when “game” is defined as “a system in which players
engage in an artificial conflict, defined by rules, that results in
a quantifiable outcome” [9]. Games also provide a medium for
communication and conflict resolution, which is especially
important for social animals like humans. In-game behavior
usually reflects specific character traits such as
competitiveness, honesty, courage etc., helping players know
each other better, thus reducing the conflict potential in real
life. When conflicts occur, once agreed upon a certain set of
rules and regulations, games can bring real-life opponents
together in a peaceful setting, and help them translate their
hostilities into nonviolent competition. Therefore, although not
enough to solve the actual problems between parties directly,
games provide an opportunity to vent negative emotions that
may pose an obstacle to reaching a reasonable agreement.

C. Evolution of Game

Because of such functional benefits, games of all kind have
been an indispensable part of human life throughout history.
Some authors even went as far as to suggest that civilization
owes its very existence to the concept of game [10]. That
aside, it is a known fact that games have evolved hand in hand
with civilization. What started as simple races and primitive
board games, grew in sophistication as different cultures came
up with different sets of rules and developed a variety of new
tools. New games emerged as others disappeared, and some
games were combined to create advanced game designs.

This evolutionary process took a dramatic turn in the last
quarter of the 20" century, as the advent of personal computers
in the 1970s was soon followed by the rise of the internet in
the 90s. The exponential growth rate of processing power
paved the way for realistic graphics rendering, and rapid
advances in artificial intelligence. This enabled the creation of
sophisticated computer games in many different genres, which
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can be played by one or more players using the same
computer. Finally, in the 2000s, as dial-up internet steadily
gave way to high-speed, broadband connections, a new era of
gaming has begun with the creation of advanced VWs, which
provide a “play-ground” for many kinds of MMOGs.

IIT. A PSYCHOLOGICAL ASSESSMENT OF VIRTUAL WORLDS

VWs are defined as immersive 3D environments in which
many users are able to interact with each other via the internet
[10]. Increasing number of users are engaged in VWs on a
regular basis for different purposes from gaming to socializing.
In all these worlds, users are able to project themselves into an
online setting via an avatar, a 3D body whose appearance and
behaviors can be controlled and tailored by the user.

In this virtual space, though the avatars, users can be
anonymous or present themselves as a character in which they
can play a role as they choose either close to or far away from
their ‘real selves’ [11]. In other words, VWs create a new
environment that enables the construction and reconstruction
of the self [11]. Beyond that, the self can not only be modified
but also be multiplied without any limits. Different cultures for
different characters can coexist and interact with each other.

Virtual space engagement provides many opportunities to
have ‘second chances’ for adults in which they can shape and
reshape their lives, work through unsolved identity issues [11]
and create a virtual life that they can succeed as they wished
to. The users, especially with lower psychological well-being
perceive their virtual characters as more favorable than their
true personality [12]. In the end, it is a very powerful fantasy
knowing that ‘I am not limited with my history and able to
create and recreate myself and my life’.

Through character and environment building, control and
mastery feelings are established much easier than the real life.
Game players are engaged in economic activities, involved in
hunting or combat, build friendships, form communities which
in the end promise the sense of belongingness [13] and
achievement. In that sense, virtual world and the real world are
very similar by providing a space that people carry out their
everyday activities and experience the feelings like sorrow,
happiness,  success, satisfaction, surprise, ambition,
belongingness, and so on.

There are different ways of manifesting the self in virtual
world. Players may reflect their lifestyles, values and attitudes
into the virtual space at different levels. Studies show that
every game player develops a distinctive lifestyle in virtual
environment [14]. They usually act similar to or in parallel
with their real value system. Most of the behavior patterns
show common properties with the ones in real world.

The relationship between the behavior manifestations of
virtual and the real worlds has been a great interest for many
researchers, government institutions and radical groups like
organized criminals. Among those behaviors, aggression
stands out dramatically for many interest groups, especially for
the ones that wish to explore the players that they can recruit
for their own causes.
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Proceedings/Bildiriler Kitab1

Expression of aggression like character attack or
‘illegitimate’ Player Killing and manifestations of gender
identity in the online game world might be important clues of
the real lifestyles of the players [15].

VWs also provide an environment in which people can
communicate with each other by using their avatars. This
system allows strangers to establish relationships and get to
know each other better through the virtual reflections of
themselves [16]. Millions of online players from very different
parts of the world are able to communicate through their ‘ideal
selves’ in their artificial ‘ideal world.” This might create an
emotional bond and attachment that could be very dangerous
with the exploitation of the psychologically disordered people
by terrorist groups.

An essential function of VWs is to create a sense of security
for its users, which makes them feel free from the constraints
imposed upon them by the society in real life. In that sense, a
VW constitutes what is called a “magic circle,” a “shield of
sorts, protecting the fantasy world from the outside world”
[17]. However, that does not mean that VWs are chaotic
environments. There are rules to follow, but these are not
determined by the outside world. Instead, different MMOG
designs come up with their own rules and limitations to be
applied in the VWs. In other words, the same relation that
exists between the real world and real life, could be said to
exist also between VWs and MMOGs.

IV. MASSIVELY MULTIPLAYER ONLINE GAMES

Online gaming industry with its 400 million active users is a
rapidly growing market. According to a report by Gartner, a
US based global information technology research and advisory
company, online gaming economy would reach approximately
30 billion dollars in 2015 [18]. Credit Cards and e-Wallets are
preferred as payment methods by MMOG customers [19].
Market researches point out that, more than 60% of the
MMOG players are older than 21 years, and approximately
80% of them are males younger than 35 years [20].

Although many genres, types or categorizations are
available on the MMOG market, MMOGSs can be examined
under three basic categories in terms of their content: First
Person Shooter Games (FPSGs), Fantasy Role Playing Games
(FRPGs) and Real Life Simulations (RLSs).

FPSGs are played mostly in urban warfare settings and on
several maps for different missions, such as neutralizing the
enemy, capturing or protecting the base, liquidating
individuals, and destroying or maintaining control of a
designated area, vehicle, or machinery. Missions with
asymmetric warfare themes are held by operators mostly in or
around urban areas. FPSGs highly depend on tactical and
operational level decision making under duress.

Secondly, FRPGs stay in touch with well-known tabletop
games and fantasy literature. Urban spaces and aspects of
modern city life become a less popular theme around FRP
circles. Abilities are developed by FRP characters throughout
their virtual careers. Unlike the reflexive, repetitive, and
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normative nature of FPSGs, FRP environment is highly
anarchic and depends on operational and strategic decision
making.

Thirdly, games defined as RLSs, propose a different
experience to their audiences. RLS experience covers most of
the civic and civil aspects of human life, including pregnancy
and even birth of so-called children. Unlike heavily militarized
FPSGs or adventure oriented FRPGs, and their tactical,
operational and strategic points of view, RLSs are almost as
inclusive as real life as to their in-game dynamics.

V. METHODS OF USING MASSIVELY MULTIPLAYER ONLINE
GAMES FOR NONGAMING PURPOSES

The aforementioned characteristics of MMOGs make them
not only a valuable medium for research in many fields from
sociology [21] to transportation engineering [22], but also a
useful tool for gathering intelligence, recruitment, and training,
no matter who uses them for such purposes, be it government
agencies or criminal organizations. In various ways, it is
indeed possible to break into the “magic circle,” and build
bridges of information and interaction between the VWs and
the outside world. The most benign and nonintrusive way is to
take part in the MMOGs as a player. If, for instance, a certain
avatar in an MMOG is known to be used by an identified real
person, that person can be approached in the VWs by using
another avatar. This method is identical to a classic HUMINT
operation in the real world, but for one difference: avatars are
used instead of real life masks.

More advanced methods can be examined under three
categories with increasing levels of efficiency: intrusive use of
existing MMOG infrastructures, setting up private MMOG
servers, and creating specialized MMOGs.

A. Intrusive Use of Existing MMOG Infrastructures

The technical infrastructure of MMOGs comprises mainly
two elements: servers, and players’ computers. The gaming
experience is the product of a continuous and massive
information flow between the two elements. Theoretically, it is
possible to illegally break into an MMOG infrastructure
through either of those elements. Hacking into the computers
of players or reaching MMOG server data by either technical
or nontechnical means, enables the intruder to collect
information on players’ activities in the VW, which can then
be used for intelligence purposes. The downsides of this
method are that it carries the risk of facing criminal charges if
caught, and that it requires advanced technical knowledge,
skills, and tools.

B. Setting Up Private MMOG Servers

Controlling an MMOG server makes it possible to log all
data flowing through that server. Therefore, setting up a
private MMOG server enables its owner to record all
dialogues and actions occurring in the game. This method does
not require as much technical capability as the one above, yet
it still carries the risk of being sued by MMOG companies for
copyright infringement and other such offenses [23].

C. Creating Specialized MMOGs

The most effective method of using MMOGs is creating an
MMOG that is specifically designed to serve one or more of
the aforementioned purposes. As will be seen, different genres
of MMOGs lend themselves to either of those purposes in
different degrees. Therefore, being the designer of an MMOG
and controlling its servers gives the game owner the best
opportunities to use it for nongaming purposes. However, the
costs of such an operation are so high that it is virtually
unaffordable for all but the very wealthy actors.

VI. INTELLIGENCE GATHERING, RECRUITMENT, AND
TRAINING THROUGH MASSIVELY MULTIPLAYER ONLINE
GAMES

A. MMOG as an Intelligence Gathering Environment

Despite their differences, all genres of MMOGs can be
utilized for intelligence gathering purposes to certain extents.
In one instance, a virtual epidemic spread among the avatars in
one of the most popular FRPGs [24]. Soon, what was initially
started by the game administrators as a challenge for powerful
avatars, unexpectedly turned into a pandemic that began to kill
scores of avatars indiscriminately. Unable to solve the crisis in
any other way, the administrators had to reboot the VW to
save the game. Named after the virtual disease that caused the
crisis, the “Corrupted Blood incident” became a research topic
for both epidemiologists [25]-[26], and counter-terrorism
officials [27], who suggested that the spread of the disease,
and the response pattern of avatars bore a close resemblance to
real life epidemics.

FPSGs of an ideological leaning can also give valuable
information about their owners and players. It is known that in
recent years, Hezbollah designed two sequential FPSGs with
anti-Israel themes. Neither of them can be regarded as an
MMOG: the first one does not have a multi-player mode, and
the second one lacks a “persistent world,” that is, a VW that
continues to exist independent of the players. Nevertheless, in
spite of their rather primitive nature, they do constitute
valuable platforms for intelligence, both for Hezbollah and its
enemies. The definition given for the second game by a
Hezbollah member makes the point: “It is not only a game, it is
an education and culture and it is part of the confrontation
because the American and the Western companies created
games featuring us as terrorists and it is widespread on the
market. This achievement is an addition to the tools of
resistance and confrontation” [28]. A sequential third game in
the form of an MMOG would surely provide an even better
tool for intelligence gathering.

However, arguably, RLSs with their comprehensive
contents and non-fantastic settings are better suited to
intelligence gathering purposes. Phylis Johnson describes one
such RLS: “[For] many members, [it] is not an escape from the
real world, but an extension of it, particularly when it comes to
responding to news reports of world conflict” [29]. The author
informs that the RLS servers had to be temporarily shut down
because of the influx of pro-Palestinian protesters after the real
world violence in Gaza, in early 2009 [29]. The US
presidential campaigns are known to be held in RLSs too,
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including all the activism in the form of protests, rallies, and
discussions [30]-[31]. Thus, in addition to the personal
information about players that can be collected from RLSs, it
is also possible to gather intelligence about their political
inclinations and actions.

B. MMOG as a Recruitment Medium

A 2012 report, prepared by the UN, explains how the
internet can be used for recruitment purposes: “The Internet
may be used not only as a means to publish extremist rhetoric
and videos, but also a way to develop relationships with, and
solicit support from, those most responsive to targeted
propaganda.  Terrorist organizations increasingly use
propaganda distributed via platforms such as password-
protected websites and restricted access Internet chat groups as
a means of clandestine recruitment” [32]. The rising popularity
of MMOGs among young males, who are usually more prone
to rebellious and aggressive behavior, makes MMOGs suitable
mediums to find potential candidates for organized violence.

MMOGs are environments where players compete for self-
realization through their avatars. This competition and the
related gratification/frustration cycle may become dangerously
addictive for those who are not content with themselves in the
real world. Acting upon the same principle employed by Hasan
Sabbah as he promised a false paradise to his desperate
followers, such people in search for a more satisfactory and
meaningful life can be easily lured into militancy.

Not only terrorist organizations but states, too, are using
online video games for recruitment. The US government
developed a game called America’s Army for contacting
potential recruits, and released it for free on July 4, 2002.
Although not exactly a MMOG, since it lacks a “permanent
world,” this online FPSG was so successful that it “had made a
more positive impression than all the Army’s other recruiting
initiatives combined” [33].

C. MMOG as a Training Tool

Population researches reveal that 53% of the human
population is living in urban areas [34]. It is expected that
urban population will be increasing to 6.25 billion by 2050 and
approximately 80% of that population will originate from the
less developed regions of the world [35]. Experiences of
Somalia, Fallujah, 9/11 and perpetual street clashes of the
Middle East, display that all actors in the power play should be
well prepared for an urban warfare environment.

Although some scholars suggest that the violence element of
the MMOG experience would not cause a substantial increase
in real world aggression [36], it does not mean that MMOGs
are not valuable in terms of training for aggressive purposes.
Real life disputes about religious, ethnical, or ideological
matters are known to generate soft spots in societies. Thus,
although aggression may not be a direct outcome of MMOGs,
once the psychologically prone individuals are identified and
approached in VWs, their aggressive tendencies may be put
into action through political indoctrination and/or systematic
radicalization. The value of the internet as a medium for
propaganda has already been known for some time. As Nico
Prucha mentions, a laptop is more than enough for that
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purpose [37]. The MMOGSs can be regarded as just a new and
more effective tool for using the internet in that manner.

However, the use of MMOG:s as training tools is not limited
to ideological and psychological domains. There are several
studies that show the positive effects of playing video games
on motor skills such as increased eye-hand coordination, better
reaction time, spatial visualization, mental rotation, visual
attention etc., and the simulative aspects of gaming “can
potentially lead to acquisition of complex real-life skills, such
as driving, flying airplanes, and even playing golf” [38].
MMOGs with their interactive VWs that require players to
develop their organizational skills in addition to their motor
skills, adds a new dimension to the enumerated positive effects
of video games.

The FPSG genre of the MMOG:s is especially relevant for
military purposes. Armed forces personnel, first responders,
operators, case officers or insurgents are trained by state and
non-state actors with different intentions. Preparing an asset
on a specific mission requires scientific method which depends
on preparing, testing, evaluation and feedback cycle. On the
field, the protocol is simple; an operation is a zero-sum game.
In that sense, real time battle simulations against real operators
in a FPSG environment would bring invaluable experience to
the table. Moreover, Weapons of Mass Destruction (WMD)
and concerns about their use for terrorist purposes generate
another field for MMOGs. There are studies about using
MMOG:s as a training tool against WMD’s, done by officers at
Naval Postgraduate School (NPS) at 2004 [39] and 2012 [40].

Going beyond the initial purpose of recruitment, more
advanced versions of the aforementioned game, America’s
Army, have been effectively used for training purposes, as well
[41]-[42]-[43]. Yet another project taken by the US
government is an advanced MMOG called Asymmetric
Warfare Environment, which is specifically designed for
training the military personnel, and is not released to the public
[44]. Tt is reasonable to argue that this trend towards virtual
training will continue exponentially, as new technological
advances pave the way for more daring projects.

VII. CONCLUSION

As shown in this paper, in today’s fourth generation warfare
environment, MMOGs provide a medium that can be
effectively used by state and non-state actors for nongaming
purposes such as intelligence gathering, recruitment, and
training.

At this point, it is important to emphasize that the MMOG
industry is a nascent phenomenon that emerged only around a
decade ago. Therefore, today’s popular MMOGs are still very
limited by the present-day technologies. For instance, there is
still a big trade-off between realistic graphics and game play
sophistication, because the current processing powers and
connection speeds do not allow for a better option.

Another limitation of MMOGs that could be mentioned here
is the non-random representation of the real life population in
VWs. Considering that the average profile of MMOG players
significantly differs from the real world population as to their
ethnic background, gender, age, and annual income, MMOGs
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do not lend themselves perfectly to the concerning nongaming
purposes.

Finally, it is also worth noting that there are, and probably
will always be, some essential differences between VWs and
the real world. No matter how much investment is made in an
avatar in terms of time, effort, and virtual currencies, the
tragedy of losing an avatar in an MMOG will not be
comparable to a loss of human life in the real world.

However, as new technologies emerge and the current ones
are developed, the distinction between the real and virtual
worlds is expected to blur further. Moreover, globalization
dynamics in combination with cheaper technologies could lead
to a better representation of real world populations in VWs.
Therefore, the aforementioned limitations of MMOGs could
be expected to decrease in importance as time goes by.

All in all, MMOGs appear to be a promising venue of
investment for those who aspire to compete as powerful actors
in tomorrow’s world.

REFERENCES

[11 H. Morgenthau, Politics Among Nations: The Struggle for Power and
Peace. Kenneth Thompson (ed.), New York: McGraw Hill, 1985, p. 57.

[2] W.S. Lind, K. Nightengale, J. F. Schmitt, J. W. Sutton, and G. L.
Wilson, “The Changing Face of War: Into the Fourth Generation,”
Marine Corps Gazette, October 1989, pp. 22-26.

[3] M. Castells, The Information Age: Economy, Society, and Culture, Vol.
I: The Rise of the Network Society. 2" Edition, United Kingdom:
Wiley-Blackwell, 2010.

[4] P. N. Howard, “The Arab Spring’s Cascading Effects,” Pacific
Standard [Online], February 23, 2011. Available:
http://www.psmag.com/navigation/politics-and-law/the-cascading-
effects-of-the-arab-spring-28575/

[5] H. Kendircioglu, T. Kaymazli, A. A. Eker, “Irregular Warfare with
Cyber Means,” ISCTurkey 2013 Proceedings, pp. 274-277, September
2013, p. 276.

[6] R. Singel, “U.S. Spies Want to Find Terrorists in World of Warcraft”,
Wired [Online], February 22, 2008. Available:
http://www.wired.com/2008/02/nations-spies-w/

[71 B. H. Suits, The Grasshopper: Games, Life and Utopia. Toronto
Buffalo: University of Toronto Press, 1978, p. 34.

[8] J. McGonigal, Reality Is Broken: Why Games Make Us Better and How
They Can Change the World. New York: Penguin Press, 2011, p. 21.

[91 K. Salen and E. Zimmerman, Rules of Play: Game Design
Fundamentals. MIT Press, 2004, p.80.

[10] J. Huizinga, Homo Ludens. London: Routledge & Kegan Paul, 1949.

[11] N. Ducheneaut, M.-H. Wen, N. Yee, G. Wadley, “Body and mind: a
study of avatar personalization in three virtual worlds,” CHI 2009, pp.
1151-1160, April 4-9, 2009.

[12] S. Turkle, “Constructions and reconstructions of self in virtual reality:
Playing in the MUDs,” Mind, Culture and Activity, 1(3), pp. 158-167.

[13] K. Bessiere, A. Seay, and S. Kiesler, “The ideal elf: Identity exploration
in World of Warcraft,” Cyber Psychology & Behavior, 10(4), pp. 530-
535.

[14] S.-M. L. Whang and G. Chang, “Psychological analysis of online game
users,” Proceedings of Human Computer Interaction, 2, pp. 81-90,
2002.

[15] S.-M. L. Whang and G. Chang, “Lifestyles of virtual world residents:
Living in the online game ‘Lineage’,” Cyber Psychology & Behavior,
7(5), pp- 592-600, 2004.

[16] K.-K. R. Choo and R. Smith, “Criminal exploitation of online systems
by organised crime groups,” Asian Criminology, 3, pp. 37-59, 2008.

[17] E. Castronova, Synthetic Worlds: The Business and Culture of Online
Games. Chicago and London: University of Chicago Press, 2005, p.
147.

ISCTurkey 2014
Proceedings/Bildiriler Kitab1

(18]

[19]

[20

=

[21]

[22]

[23

[t}

—
[\
N

=

[25]

[26

[}

[27

—

—
[N}
oo

[t}

[29]

[30

=

[31

—

[32

—

(33

—

[34]

[35

=

[36]

[37]

[38]

[39

[}

[40]

Gartner News Release, “Gartner Says Spending on Gaming to Exceed
$74 Billion in 2011, July 5, 2011. Available:
http://www.gartner.com/newsroom/id/1737414

Global Collect Research Report, “The Global MMO Games Market:
Payments, intelligence and Trends,” July 2, 2013. Available:
http://info.globalcollect.com/Portals/141744/docs/GlobalCollect_Global
_MMO_Games_Market_report_03.pdf

Newzoo Market Research Report, “MMO Trend Report”, November 25,
2011. Available:  http://www.newzoo.com/trend-reports/mmo-trend-
report/

V. C. Gazis, “Video gaming: the sociology of a lifeworld,” published
PhD thesis, 2012.

R. B. Chen, H. S. Mahmassani, H. Yun, N. Contractor, D. Williams,
“Travel and activity behaviors in virtual world environments,” TRB 89
Annual Meeting Compendium of Papers DVD, 2010.

K. Graft, “Blizzard Wins $88M Judgment Against WoW Private Server
Owner,” Gamasutra [Online], August 16, 2010. Available:
http://www.gamasutra.com/view/news/29936/Blizzard Wins_88M_Jud
gment_Against WoW_Private Server Owner.php

“Online gamers rehearse real-world epidemics,” Sydney Morning
Herald [Online], August 21, 2007. Available:
http://www.smh.com.au/news/Technology/Online-gamers-rehearse-
realworld-epidemics/2007/08/21/1187462217489.html

R. D. Balicer, “Modeling infectious diseases dissemination through
online role-playing games,” Epidemiology, 18(2), pp. 260-261, March
2007.

E. T. Lofgren and N. H. Fefferman, “The untapped potential of virtual
game worlds to shed light on real world epidemics,” The Lancet
Infectious Diseases, 7, pp. 625-629, 2007.

D. Thier, “World of Warcraft Shines Light on Terror Tactics,” Wired
[Online], March 20, 2008. Available:
http://archive.wired.com/gaming/virtualworlds/news/2008/03/wow_terr
or

“Children play Israeli-killers in bloody new computer game,” Daily
Mail [Online], August 17, 2007. Auvailable:
http://www.dailymail.co.uk/news/article-475966/Children-play-Israeli-
killers-bloody-new-game.html

P. Johnson, Second Life, Media, and the Other Society. New York:
Peter Lang Publishing, 2010, p. 185.

A. J. Wharton. (2009, August). Shaping the ‘public sphere’ in Second
Life: Architectures of the 2008 U.S. Presidential Election. Journal of
Virtual Worlds Research [Online]. 2(2). Available:
https://journals.tdl.org/jvwr/index.php/jvwr/article/view/411

C. Kohler, “John Edwards’ Second Life Vandalized,” Wired [Online],
March 01, 2007. Available:
http://www.wired.com/2007/03/john_edwards_se/

The Use of the Internet for Terrorist Purposes, United Nations Office
on Drugs and Crime, New York, 2012.

S. Zeller, “Training Games,” Government Executive [Online], January
01, 2005. Available:
http://www.govexec.com/magazine/features/2005/01/training-

games/18341/
World Bank Data on Urban Development, 2013. Available:

http://data.worldbank.org/topic/urban-development

United Nations Department of Economic and Social Affairs, “World
Urbanization Prospects The 2011 Revesion”, 2012. Available:
http://esa.un.org/unup/pdf/WUP2011_Highlights.pdf

D. Williams and M. Skoric, “Internet Fantasy Violence: A Test of
Aggression in an Online Game,” Communication Monographs, 2005,
217-233, p. 228.

N. Prucha, “Online Jihad versus Gaming Industry: A Comparative Look
at Two Cultural Sub-Groups Online Ventures,” SIAK-Journal, 2010,
70-80, p. 75.

J. C. Rosser, Jr, P. J. Lynch, L. Cuddihy, D. A. Gentile, J. Klonsky, R.
Merrell, “The Impact of Video Games on Training Surgeons in the 21%
Century,” Arch Surg., 142, 181-186, p. 182.

T. J. Richardson, “First Responder Weapons Of Mass Destruction
Training Using Massively Multiplayer On-Line Gaming,” Naval
Postgraduate School, California, 2004. Auvailable:
http://www.ntis.gov/search/product.aspx?abbr=ADA425028

C. M. Gorman, “Getting Serious About Games-Using Video Game-
Based Learning to Enhance Nuclear Terrorism Preparedness,” Naval

201



7th International Conference on Information Security and Cryptology IS@ Istanbul, Turkey/Tiirkiye
7. Uluslararasi Bilgi Giivenligi ve Kriptoloji Konferansi ey 17-18 Oct/Ekim 2014
USE OF MASSIVELY MULTIPLAYER ONLINE GAMES FOR INTELLIGENCE GATHERING...

Postgraduate School, California, 2012. Available:
http://www.hsdl.org/?abstract&did=710287

[41] G. Jean, “Game Branches Out Into Real Combat Training,”
NationalDefense [Online], February 2006. Available:
http://www.nationaldefensemagazine.org/archive/2006/February/Pages/
games_brance3042.aspx

[42] N. Ungerleider, “Army Tweaks Recruitment Video Game to Train
Soldiers for Real ‘Hurt Locker’ Situations,” Fast Company [Online],
August 03, 2011. Available:
http://www.fastcompany.com/1771044/army-tweaks-recruitment-video-
game-train-soldiers-real-hurt-locker-situations

[43] C. Boyd, “US army cuts teeth on video game,” BBC [Online],
November 25, 2005. Available:
http://news.bbc.co.uk/2/hi/technology/4460082.stm

[44] “Spot On: The US Army’s There-based simulation,” GameSpot
[Online], April 21, 2004. Available:
http://www.gamespot.com/articles/spot-on-the-us-armys-there-based-
simulation/1100-6093860/

ISCTurkey 2014 202

Proceedings/Bildiriler Kitab1




7th International Conference on Information Security and Cryptology
7. Uluslararas1 Bilgi Giivenligi ve Kriptoloji Konferansi

SGre

VOIP GUVENLIGI KAPSAMINDA DoS SALDIRILARININ INCELENMESI, ORNEK SENARYO.....

VoIP Giivenligi Kapsaminda DoS Saldirilarinin
Incelenmesi, Ornek Senaryo Gergeklestirme ve
Giivenlik Politikas1 Gelistirme

K. Sencar, M. T. Sakalls, I. M. Tas

Ozet— VolIP (Voice over Internet Protocol), internet iizerinden
veri paketlerinin iletilmesini saglayan bir teknolojidir. VoIP’nin,
SIP (Session Initiation Protocol) teknolojileri ile birlikte
kullanilmaya baslanmas ile VoIP teknolojisi, yeni nesil telekom
diinyasinda popiiler hale gelmeye baslamustir. Bu popiilerligin
artmasi1 ve kullanim oranlarinin yiikselmesi ile VoIP/SIP
teknolojilerinde  giivenlik  sorunlar1  ile  karsilasiimaya
baslanmistir. VoIP/SIP teknolojisi, IP ad iizerinden hizmet veren
bir servistir ve IP ag iizerinden hizmet veren diger servisler gibi
Servis Reddi (Denial of Service, DoS) saldirilarindan
etkilenmektedir. Bu calismada VolP giivenliginin saglanabilmesi
icin VoIP sistemlerde, gerceklestirilmesi en kolay ancak
engellenmesi en zor saldir1 tiirleri, DoS saldirilari ve bu
saldirilara  karst  gelistirilen onlemler ve teknolojiler
incelenmektedir. Buna ek olarak, bir VoIP giivenlik test
laboratuvar ortamm kurularak bu ortamda VolP sistemine cesitli
DoS saldirilar1 diizenlenmis ve elde edilen bulgular yardimiyla
VoIP sistemleri icin DoS saldirllarma karst  giivenlik
iyilestirmeleri elde edilerek bu iyilestirmeler, giivenlik tavsiyeleri
olarak verilmistir.
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Abstract—VolP (Voice over Internet Protocol) is a technology
allowing data packets to be transmitted over the Internet. VolP
technology, together with the use of SIP (Session Initiation
Protocol), has started to become more popular in the new
generation telecom world. This increase in popularity and usage
rates rise began to be faced with security problems in VoIP/SIP
technology. VoIP/SIP technology is a service serving over an IP
network. Therefore, it is affected by DoS (Denial of Service)
attacks like the other services serving over an IP network. In this
paper, DoS attacks, the easiest to be realized but the hardest to
prevent in VolP systems, are analyzed. The technologies and
policies developed to prevent these types of attacks are discussed.
Moreover, the security enhancements for VoIP system against
DoS attacks are obtained by using the findings of applied DoS
attacks on a VoIP system constructed in a VoIP security test
laboratory. These security enhancements are presented as
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recommendations to strengthen the security of VoIP systems
against DoS attacks.

Index Terms— DoS attacks, developing the security policy,
VolP, VoIP security

I. GIRIS

V OIP (Voice over Internet Protocol), IP iizerinden ses

iletim teknigidir.  Bu teknoloji sayesinde ses, veri

paketleri halinde IP (Internet Protocol) {izerinden
gonderilebilmektedir. IP {izerinden sesi iletmek, internete
ulagilabilen her yerde, birkac¢ cihaz ve hatta yalniz yazilimlar
yardim ile sesli goriisme yapabilmek anlamina gelmektedir.
VoIP teknolojisinde iletim IP {izerinden yapildig1 igin
internette olusan biitiin sorunlar ve giivenlik tehditleri bu
teknoloji i¢in de gecgerli olmaktadir. Sistemde tehdit hedefi
olabilecek unsurlar; kullanilan protokoller, VoIP istemci ve
sunucu bilesenleri, agdaki diger sistemler ile etkilesimini
saglayan ¢esitli yazilimlar gibi farkli parametrelerden
olusabilmektedir. Bunlarin sonucunda VolIP trafigi kotii niyetli
kisiler tarafindan kesilebilir, kopyalanabilir, engellenebilir,
yavaglatilabilir veya degistirilebilir. Bu sorunlar karsisinda
gelistirilen sistemler, VoIP goriismelerini daha giivenilir hale
getirmeyi hedeflemektedir [1].

VoIP giivenliginin saglanabilmesi ve VolP goriismelerinin
daha giivenilir bir hale getirilebilmesi i¢in VoIP sistemlerde,
¢ok sik rastladigimiz DoS (Denial of Service) saldirilarina
kars1  VoIP  sistemlerinin  zafiyetlerinin  incelenmesi
gerekmektedir. Boylece diisiik maliyet, etkili bant kullanimi ve
telefon servislerine yeni internet servislerinin (IPTV-Internet
Protocol television-, video, konferans, ...) eklenme kolaylig
gibi oOzellikleri ile hem bireysel kullanicilar hem de kurumsal
kullanicilar i¢in popiiler hale gelen VoIP tekonolojisinin, DoS
saldirilarindan minimum diizeyde etkilenmesi amaglanmustir.

Bu calisgmada, VoIP teknolojilerine karsi gerceklestirilen
saldirilardan stk olarak  rastlanan, DoS  saldirilar
incelenmektedir. VoIP giivenligi kapsaminda, SIP tabanli
sistemlerin = DoS  saldirilarina  karst  duyarliliklar  test
edilmektedir. Testten elde edilen sonuglar ile DoS saldirilarina
kars1 daha giivenli iiriinlerin gelistirilmesi icin fikir verilmekte,
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II. VoIP DoS SALDIRILARI

Bu boliimde VoIP mimarisinde karsilasilan saldirilardan,
gerceklestirilmesi en kolay ancak engellenmesi en zor saldiri
tlirlerinden olan, DoS saldirilar1 incelenmektedir.

VoIP teknolojisinde giivenli protokoller, destekleyici
servisler ve cihazlar kullanilmasi durumunda bile VoIP
mimarisinde servis engellemeye yonelik giivenlik aciklart
olugabilir. Bu durum VoIP mimarisinde tam bir koruma
saglanmasi Onler.

DoS saldirisi, IP temelli aglar1 hedef alir. Bu saldirilar,
sistemin ¢aligmasina kiiciik etkiler olusturabilecegi gibi,
sistemi tamamen kullanilamaz hale de getirebilir. DoS
saldirilar1, farkli harici kaynaklardan ¢ok sayida veri paketi
gonderilerek, sistemin tiim cagrilar1 karsilayamamasi esasina
dayanir. Bu saldirilarda, servisin etkisiz hale getirilmesi igin
bant genisligi ve CPU hedef alinir.

Sekil 1°de DoS saldirisina maruz kalan bir sistem
gosterilmektedir. Seklin ilk bdliimiinde normal bir trafik akisi,
ikinci boliimiinde ise saldirganlar tarafindan olusturulan
trafigin kullanicilari nasil etkiledigi gosterilmektedir.

Sekil 1. DoS Saldirist [1]

DoS saldirilarina karsi korunmak zordur. Ciinkii VoIP, IP
ag1 lzerinden hizmet veren bir servistir ve IP lizerinden hizmet
veren diger servisler gibi DoS saldirilarindan etkilenirler. Buna
ek olarak DoS saldirilar1 6zellikle VoIP gibi gercek zamanl
veri akisinin gergeklestigi servislerde etkili olurlar. Cilinkii bu
servisler, agin anlik durumuna karsi daha hassastir.

Glnimiizde DoS  saldirilarmi  gergeklestirmek  igin
kullanilan araglarm kullanimlarinda iyilistirmeler yapilarak, bu
araglarin kullanimlar1 basitlestirilmistir. Bu basitlestirme ile
DoS saldirilarin1 - gergeklestirmek i¢in kullanilan araglar,
popiiler hale gelmeye baslamstir. Araglardaki popiilerligin
artmast ile Flood tabanli DoS saldirilar1 daha sik goriilmeye
baglanmustir.

DoS saldirilarinin bir tiirii olan Flood tabanli saldirilar,
VoIP ag1 igerisindeki c¢esitli Dbilesenlerin etkisiz hale
getirilmesini  amaglar. Bu saldirida, ¢ok sayida paket
gonderilerek kullanicilarin hizmet almast zorlastirilir veya
tamamen  engellenebilir. Bu  saldirlarda  saldirgan,
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kullanilabilir olan tim ag1 ya da sistem kaynaklarini (bant
genisligi, CPU, vb.) tikketmeye ¢alisir. Flood tabanl saldirilar
hedeflerine bagl olarak VoIP uygulamalarini farkli sekillerde
etkileyebilmektedir. Asagida Flood tabanli DoS saldirilarinin
tirleri gosterilmektedir.

e UDP (User Datagram Protocol) Flood Saldirilari,

e TCP (Transport Control Protocol) SYN (Synchronize)
Flood Saldirilari,

e [CMP (Internet  Control
Flood/Smurf Saldirilari.

Message  Protocol)

A. UDP Flooding Saldrilar:

UDP kaynak adresleri saldirganlar tarafindan kolayca taklit
edilebilmektedir. Bu nedenle Flood saldirilart iginde tercih
edilen bir tirdiir. UDP Flooding saldirisi, uzaktaki bir
bilgisayarin portlarina ¢ok sayida rastgele UDP paketi
gonderilerek baslatilmaktadir. Boyle bir durumda saldiriya
ugrayan makine;

e Portu dinleyen bir uygulama var mi diye kontrol eder,
e Hicbir uygulamanin portu dinlemedigini gortir,
e ICMP “Hedefe ulasamiyor” paketi ile cevap verir.

Bu nedenle, ¢ok sayida UDP paketi gonderilmesi
durumunda, kurban sistem de yanit olarak ¢ok sayida ICMP
paketi gondermeye zorlanir. Bu da kurban sistemin diger
istemciler tarafindan erisilemez hale gelmesine yol agmaktadir.
Saldirgan paketlerinde, sahte IP adresleri olabilir, bu durum
geri donen ICMP paketlerinin saldirgana ulasmamasini saglar
ve saldirganin baglanti konumunu anonimlestirir [8].

B.SYN Flood Saldirilari:

SYN Flood saldirisi DoS saldirilarindan en bilineni, en sik
karsilasilant ve en kolay gerceklestirilenidir. Bu saldirida, bir
saldirgan sistemin yasal trafigini isteklere cevap veremeyecek
duruma getirmek igin yeterli sunucu kaynaklarmi tiiketme
girisiminde bulunarak, hedef alinan sisteme ardistk SYN
istekleri gondermektedir.

Normalde bir istemci, sunucuya TCP baglantis1 baslatma
isteginde bulundugunda, sunucu ve istemci arasinda bir dizi
mesaj degis-tokusu yasanmaktadir. Buna TCP iglii el
stkigsmasi denir ve standart bir TCP {iglii el sikismasinin igerigi
asagidaki gibidir.

e TCP istemcisi sunucuya bir SYN paketi gonderir.
e Sunucu, bu istegi bir SYN-ACK paketi ile cevaplar.
e Istemci, sunucuya bir ACK paketi gonderir.

Sekil 2’ de istemci, normal bir TCP baglantisi baslatma
isteginde bulundugunda gerceklesen TCP iicli el sikigmasi
gosterilmektedir.
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Sekil 2. Normal bir TCP baglantisi

SYN Flood saldirisinda, saldirgan internet iizerinden
kullanilmayan IP adreslerini kullanarak bircok SYN paketini
hedef makineye yollar. Hedef makine, alinan her SYN paketi
icin kaynak ayirir ve bir onay paketini (SYN-ACK), SYN
paketinin geldigi IP adresine yollar. Hedef makine, sahte
kaynaktan ACK mesaji almak igin bir siire bekler. Bu
saldirmin doniim noktasidir ¢iinkii sahte IP adresinden hedef
makineye hicbir zaman ACK paketi gonderilmeyecektir. Hedef
makine, kullanilmayan IP adresinden yanit alamayacag: icin
SYN-ACK paketini defalarca tekrarlar. Saldirgan bu yontemi
iist iiste tekrarladiginda mevcut tiim kaynaklar tiiketilir ve
hedef makine yeni bir baglantiy1 daha kaldiramaz hale gelir.
Bu nedenle diger istemciler makineye baglanamaz [5].

Sekil 3’te kendini gizlemek icin sahte IP adresi kullanan bir
saldirganin hedef sisteme, kapasitesinden fazla gonderdigi
ile

SYN  paketleri flood  saldirisi

gosterilmektedir.

gerceklestirilen

N

—_—
;\ ) | E:_g_j’ )
: Ban S :
P - -

Sekil 3. SYN Flood Saldirist

Bu saldiri, baglanan istemcilerin herhangi bir kimlik
denetimi mekanizmasindan gegmemesinden kaynaklanir. SYN
paketlerini alan hedef makine, paketleri gonderen istemci taraf
onaylanmadan kaynak ayririr. Bu da mevcut tiim kaynaklarin
tikenmesine ve hedef makineye diger istemcilerin
baglanamamasina neden olur [5].

C.ICMP Flood/Smurf Saldirilari:

Smurf saldirisinda, saldirgan agda kurban olarak sectigi
bilgisayarin IP adresini taklit ederek, agdaki diger
bilgisayarlardan ping isteginde bulunur. Bu ping paketi,
kurban makinenin IP’sinden geliyormus gibi goriinecek sekilde
hazirlanmistir. Bu durumda ag {izerindeki biitlin makineler,
kurban makineye ping atar. Hedef makine bu trafigi
karsilayamaz ve baglant1 kesilir.
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Saldirgan belirledigi cok sayida makineye ping komutu
gondermektedir. Ancak saldirgan, “IP Spoofing” yontemi ile
istek gonderen kaynak adreslerini, hedef makinenin IP adresi
olarak degistirir ve istek gonderilen tiim agdaki makineler
istegin hedef makineden geldigini diisiinerek bu makineye
cevap donerler. Bu durumda c¢ok sayida makine, hedef
makineye ayni anda c¢ok sayida cevap gonderir ve hedef
makine kilitlenerek normal hizmet vermemeye baslar.

FLOOD TABANLI DoS SALDIRILARI iLE ILGILI
CALISMALAR

Bu bolimde, VoIP Pentest laboratuvar ortami kuralarak,
giivenlik zafiyet testlerinin uygulanmasi i¢in DoS saldirilari
diizenlenmistir. Tim c¢agri, dogrulama ve giivenlik testleri
Trixbox IP-PBX sistemi iizerinde ile gergeklestirilmektedir.
Sanallagtirma ¢6ziimii i¢in Oracle Virtual Box {irlini
kullanilmigtir. Giivenlik testleri sirasinda Backtrack Linux
dagitim igerisindeki VoIP giivenligi ile ilgili ¢esitli yardimei
araglar ve kiitliphanelerden yararlanilmistir. Ag trafik ve
protokol analizi i¢in Wireshark tiriini kullanmilmistir. Hping
araci kullanilarak istenen TCP ve ICMP paketleri IP spoofing
(yaniltma) oOzelligi kullanilarak DoS saldirilarinin = simiile
edilmesi kullanilmustir.

II1.

Flood tabanli DoS saldirilarinda, saldirgan kullanilabilir
olan tim ag1 ya da kaynak sistemlerini tiilketmeye calisir.
Sistemlerin  Flood tabanli DoS saldirilarindan minimum
diizeyde etkilenmesi igin gereken giivenlik politikasinin
olusturulabilmesi i¢in bu saldirilarin detayli bir gekilde
incelenmesi gerekmektedir. Bu ¢alismada, TCP SYN Flood ve
ICMP Flood/Smurt DoS saldirilari iizerinde durulmaktadir:

A. TCP SYN Flood Saldirilari:

SYN Flood saldirisinin amaci, hedef sisteme kapasitesinden
fazla SYN paketi gondererek, sistem kaynaklarmni hizmet
veremez hale getirmektir. Saldirgan sistemin trafigini isteklere
cevap veremeyecek duruma getirmek i¢in sunucu kaynaklarini
tilketme girisiminde bulunarak, hedef alinan sisteme ardisik
SYN istekleri gonderir.

SYN Flood saldirist TCP protokoliinii kullanmaktadir.
Hping3 aracinda ger¢ek IP adresleri kullanarak SYN Flood
saldirist  gergeklestirmek i¢in < hping3 --flood —p 80
192.168.0.123 —S” komut satir1 kullanilmaktadir.

Sekil 4°te gergek IP adresleri kullanilarak, hedef makinenin
80 numarali portuna, “-S” parametresi ile SYN bayrakli TCP
paketlerinin gonderilmesi gosterilmektedir.

Sekil 4. Hping3 aracinda gercek IP adresleri ile SYN Flood saldirisi
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Sekil 5’te Hping3 aracinda gercek IP adresleri kullanilarak
gergeklestirilen SYN Flood saldirisinin Wireshark programu ile
izlenmesi gosterilmektedir.

Mon May 1
eshark 1.8.1 (SVN Rev Unknown from unknown)]

x Capturing from ethl

Protocol | Length lnfo
TCP 60 http > 21140

Source D
71970(192. 16

260497 293.5074460(192.168.60.123
260498 293.5074550(192.168.6.

260499 293.5074630(192.
260500 293.5074690(192.
260501 293.5074770(192.
260502 293.5074830(192.

660 http > 21141

60 http > 21142
54 21142 > http
60 http > 21143
54 21143 > http

168.0.123
168.0.137

260504 293.5076356(192.168.60.123 192.168.0.137

60 http > 21144

+ Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface @
+| Ethernet II, Src: Novell2e f1:f5:13 (52:54:4c:f1:f5:13), Dst: Broadcast (ff:ff:ff:ff:ff:f1
+| Address Resolution Protocol (request)

Sekil 5. Gergek IP adresleri kullanilarak gergeklestirilen SYN Flood
saldirisinin izlenmesi

Hping3 aracinda sahte IP adresleri kullanarak TCP SYN
Flood saldiris1 ger¢eklestirmek i¢in “ hping3 --flood —p 80

192.168.0.123 -S -a  192.168.0.50” komut satiri
kullanilmaktadir.

Sekil 6°da  “-a” parametresi ile taklit edilen kaynak IP
adresi  ile  gerceklestirilen = SYN  Flood  saldirisi
gosterilmektedir. Bu sekildeki 192.168.0.50 IP adresi, sahte
IP adresidir.

File Edit View Terminal

Help

HPING 192.16 + 0 dat

et, 40 headers

Sekil 6. Hping3 aracinda sahte IP adresleri ile SYN Flood saldirist

Sekil 7°de Hping3 aracinda sahte IP adresleri kullanilarak
gergeklestirilen SYN Flood saldirisinin Wireshark programi ile
izlenmesi gosterilmektedir.

% Capturing from ethl [Wireshark 1.8.1 (SVN Rev Unknown from unknown)]

Fi g Gl I .

i [ expressic B0y

No. Time Source Destination Protocol Length Info P
— >

+| Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0 \
+| Ethernet II, Src: Novell2e f1:f5:13 (52:54:4c:f1:f5:13), Dst: Broadcast (ff:ff:ff:ff:ff: ff),
+ Address Resolution Protocol (request) ‘

Sekil 7. Sahte IP adresleri kullanilarak gergeklestirilen SYN Flood saldirisinin
izlenmesi

Hping3 aracinda random sahte IP adresleri kullanarak TCP
SYN Flood saldirist gergeklestirmek i¢in ““ hping3 --flood —p

80 192.168.0.123 —-S --rand-source” komut satir1
kullanilmaktadir.
Sekil 8’de “--rand-source” parametresi ile her biri farkli

sahte IP adresleri ile SYN Flood saldiris1 gosterilmektedir. Bu
sekildeki 192.168.0.50 IP adresi, sahte IP adresidir.

Sekil 8. Hping3 aracinda random sahte IP adresleri ile SYN Flood saldirisi

Sekil 9’da Hping3 aracinda rastgele sahte IP adresleri
kullanilarak gerceklestirilen SYN Flood saldirisinin Wireshark
programit ile izlenmesi gosterilmektedir.

x Capturing from ethl [Wireshark

(SVN Rev Unknown from unknown)]

(e [+ Diepressionss e,

No. Time Source Destination Protocol Length Info &
108173 188.5544910(89.1605.96.43 192.168.0.123 TCP 54 63723 > http
108174 188.5545260(125.27.99.167 192.168.0.123 TCP 54 63724 > http
108175 188.5545580(54.183.167.19 192.168.60.123 TCP 54 63725 > http
108176 188.5545890(43.171.141.184 192.168.60.123 TCP 54 63726 > http
108177 188.5546200(111.7.44.99 192.168.0.123 TCP 54 63727 > http
108178 188.5546510(57.74.141.97 192.168.0.123 TCP 54 63728 > http
108179 188.5546840(132.56.58.72 192.168.0.123 TCP 54 63729 > http
108180 188.5548200(62.143.58.122 192.168.60.123 TCP 54 63730 > http
108181 188.5548530(2.141.91.41 192.168.0.123 TCP 54 63731 > http
108182 188.5549260(27.7.10.90 192.168.0.123 TCP 54 63732 > http
108183 188.5549590(99.34.180.252 192.168.0.123 TCP 54 63733 > http D
108184 188.5619720163.224.63.57 192.168.60.123 TCP 54 63803 > http

—_— >

+| Frame 1: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface 0

+| Ethernet II, Src: Novell2 f1:5:1b (52:54:4c:fl:f5:1b), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
+| Address Resolution Protocol (request) |

Sekil 9. Random sahte IP adresleri kullanilarak gerceklestirilen SYN Flood
saldirisinin izlenmesi

Tablo 1°de, SYN Flood saldiris1 gergeklestirilirken CPU
kullanim oranindaki artis gosterilmektedir. Bu saldirimin daha
uzun siireli uygulanmasi sonucunda kaynak tiiketimi kiimiilatif
olarak artmigtir. Kullaniciya yapilan ¢agrilar isleyebilmek i¢in
yeterli kaynak kalmayasiya kadar uygulandiginda sistem yeni
taleplere cevap verememis ve servis dig1 kalmigtir.

TABLO 1
SYN Flood saldirist esnasinda CPU kullanim oran1

CPU Kullanm Orani
1-2 dakika %2
34 dakika %9
4-5 dakika %13

B. ICMP Flood/Smurf Saldirilari:

Smurf saldirisinda saldirgan, “IP Spoofing” yontemi ile
istek gonderen kaynak adreslerini, hedef makinenin IP adresi
olarak degistirir. Boylece hedef bilgisayarin IP adresinden,
agm broadcast adresine ICMP istegi gonderilir ve ag
iizerindeki tiim bilgisayarlardan hedef bilgisayara yanit
gonderilmesi saglanir.
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Backtrack’de ~ Smurf  saldirist  Hping3  aracinda
gerceklestirilmektedir. Hping3 aracinda Smurf saldirisini
gergeklestirmek i¢in “ hping3 -1 —i u10000 -a 192.168.0.123
192.168.0.255” komut satir1 kullanilmaktadir.

Sekil 10°da “-a” parametresi ile taklit edilen IP adresinden

“-1”  parametresi ile olusturulan ICMP  paketleri
gonderilerilerek  gergeklestirilen ICMP  Flood saldirist
gosterilmektedir.

% root@bt: ~

Sekil 10. Hping3 aracinda Smurf saldiris

Sekil 11°de Hping3 aracinda gergeklestirilen ICMP Flood
saldirisinin Wireshark programi ile izlenmesi gosterilmektedir.

Time Source
9011 259.0915676(192.168.0.123
9012 259.0957376(192.168.0.201
9013 259.1038910(192.168.0.123
9014 259.1165970(192.168.6.123
9015 259.1207140(192.168.0.201
9016 259.1208210(192.168.6.201
9017 259.1284580(192.168.0.123
9018 259.1366410(192.168.6.201
9019 259.1398130(192.168.0.123
9620 259.14449160(192.168.0.201 192.168.60.123
9021 259.1504470(192.168.0.123 192.168.0.255
9022 259.1531100(192.168.6.201 192.168.0.123
—_—
+| Frame 1: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface ©
+| Ethernet II, Src: Novell2e f1:f5:1b (52:54:4c:fl1:f5:1b), Dst: Broadcast (ff:ff:ff:ff:ff:ff]
+/ Address Resolution Protocol (request)

192.168.0.255
192.168.0.123
192.168.0.255
192.168.0.255
192.168.0.123
192.168.0.123
192.168.0.255
192.168.0.123
192.168.0.255

IcMP
IcMp
ICMP
IcMp
ICMP
IcMP
ICMP
ICcHP
IcHP
Icmp
ICcMP
IcMP

42 Echo (ping) r
60 Echo (ping) r
42 Echo (ping) r
42 Echo (ping) r
60 Echo (ping) r
60 Echo (ping) r
42 Echo (ping) r
60 Echo (ping) r
42 Echo (ping) r
60 Echo (ping) r
42 Echo (ping) r
60 Echo (ping) r

Sekil 11. Wireshark ile random Smurf saldirisinin izlenmesi

Tablo 2’de, ICMP Flood saldiris1 gergeklestirilirken CPU
kullanim oraninda artig goriilmektedir. Bu saldirinin daha uzun
stireli uygulanmasi sonucunda kaynak tiiketimi kiimiilatif
olarak artmistir. Kullaniciya yapilan ¢agrilari igleyebilmek i¢in
yeterli kaynak kalmayasiya kadar uygulandiginda sistem yeni
taleplere cevap verememis ve servis dist kalmustir.

TABLO I
ICMP Flood saldirist esnasinda CPU kullanim orani

CPU Kullanm Orant
1-2 dakika %2
34 dakika %9
4-5 dakika %13

IV. VoIP TEKNOLOJILERININ FLOOD TABANLI DoS
SALDIRILARINA KARSI GUCLENDIRILMESI

kullanilarak kaynak sistemlerinin tiiketimini engellemek i¢in
alinabilecek dnlemler verilmektedir.

A. TCP-SYN Flood Saldirilar: I¢in Onlemler:

Asagida TCP-SYN Flood saldirilarini engellemek ve
kaynak sistemlerin tiiketimini engellemek i¢in alinabilecek
onlemler gosterilmektedir.

e TCP servisleri oniine gilivenlik duvarlarinin konulmasi
gerekmektedir.

e SYN Cookies (Cerez) oOzelliginin kullanilmasi
gerekmektedir. SYN Cookie ozelligi aktif edilmis bir
sistemde, gelen SYN paketi i¢in sistemden bir kaynak
ayrilmamaktadir. SYN paketine donecek cevaptaki
ISN numaras1 6zel olarak hesaplanmaktadir. Bu
hesaplama “kaynak.ip + kaynak.port + hedef.ip +
hedef.port + x degeri” seklinde hesaplanir ve hedefe
gonderilir. Hedef son paket olan ACK paketini
gonderdiginde ISN hesaplama islemi tekrarlanir ve
eger ISN numaras1 uygunsa baglanti tekrar kurulur.
ISN numarasi uygun degilse baglanti kurulmaz.
Boylece taklit edilmis binlerce IP adresinden gelen
SYN paketleri i¢in sistemde bellek tiiketilmemis olur.
Bu sayede sistemin SYN flood saldirilarina karsi daha
dayanakli hale gelmesi beklenmektedir.

e SYN Cache (Onbellek) o6zelliginin = kullaniimasi
gerekmektedir. Dinleme modundaki port, gelen SYN
paketlerine belirli boyutlarda bir alan ayirmaktadir.
SYN Cache 6zelligi FreeBSD sistemlerde, gelen SYN
paketleri i¢cin TCB degerinden daha az yer kaplayan
bagka bir veri yapist kullanmay1 6nermektedir. Boylece
sisteme gelen SYN paketlerinde daha az bellek alani
harcandigi gozlemlenmektedir. (Normalde 700 Byte
civart bellek alani kullanilirken, SynCache ile 160 Byte
civari bellek kullanilir.). Ancak yogun bir SYN Flood
saldirist gergeklesirken SYN Cache ozelligi de yeterli
olmayacaktir. SYN Cache 6zelligi tek basina etkili bir
koruma saglamamaktadir. Bu nedenle SYN Cookie
ozelligi ile birlikte kullanilmaktadir. SYN Cookie ve
SYN Cache ozelliklerinin  beraber  kullanildig:
sistemlerde SYN Cache ozelligi aktif edilmektedir.
SynCache belirli bir degerin tstiinde SYN paketleri
almaya bagladiginda SYN Cookie devreye girdigi ve
sistemin koruma moduna gectigi gdzlemlenmektedir.

e SYN Proxy (Vekil) 6zelliginin kullanilmasi gerektigi
gozlemlenmektedir. SYN Proxy, sadece oturum
kurulmus TCP baglantilarint  sunucuya gegirir.
Giivenlik duvarlarinda ve Syn Cookie 06zelliginde
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Bolim 3’te gosterildigi gibi VoIP sistemlerine karsi sorun . yasand}gl durumlarda rahathk{a
gergeklestirilen SYN  Flood saldirillarinda  ve ICMP k.ullanllabllmektedm SYN_. Proxy, korumaya aldg%
Flood/Smurf saldirilarinda, saldirgan bant genisligini ya da sistemlere gelece% . tim  SYN  paketlerini
CPU’yu tiikketmeyi hedeflemektedir. Bu boliimde, yapilan kargilamaktadir ve }1(;1u el sikisma tamaml_andlktan
calismalar sonucunda elde edilen bilgi birikimi ve tecriibeler sonra pakeftlen korudugu sistemlere

yonlendirmektedir.
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e Rate Limiting yonteminin kullanilmas1 gerekmektedir.
Bir IP adresinden 500°den fazla SYN istegi
geldiginde, istegin geldi IP adresi engellenecekler
listesine eklenmektedir ve o IP adresine ait oturum
tablolar1 bosaltilmalidir.

e Ulkelerin IP bloklarma gére erigim izninin verilmesi
gerekmektedir. Saldir1 esnasinda TCP portunun, tim
diinyaya kapatilip sadece bulunulan ilkenin IP
bloklarma agilmast gerekmektedir. Bdylece saldir
sirasinda yalnizca random IP adresleri iiretiliyorsa, bu
yontemin saldiriyt %75-%90 etkisiz hale getirdigi
gozlemlenmektedir.

B. ICMP Flood/Smurf Saldirilar: I¢in Onlemler:

ICMP Flood/Smurf saldirilari1 ve kaynak sistemlerin
tiketimini  engellemek i¢in  ydnlendirici ve isletim
sistemlerinin, broadcast adreslerine gelen ICMP paketlerine
cevap vermesi engellenmelidir.

V.SONUCLAR

VolIP teknolojisi giiniimiizde popiiler bir teknolojidir. Diisiik
maliyet, etkili bant kullanimi ve telefon servislerine yeni
internet servislerinin (IPTV, video konferans vb.) eklenme
kolaylig1 gibi 6zellikleri ile hem bireysel kullanicilar hem de
kurumsal kullanicilar i¢in 6nemli bir teknolojidir. VoIP
teknolojisinde birgok giivenlik sorunu bulunmaktadir ve bu
giivenlik sorunlarina karst birgok gilivenlik Onlemi yer
almaktadir.

Laboratuvar ortaminda yaptigimiz calismalar sonucunda,
VoIP sistemlerinin DoS saldirilarina maruz kaldiginda,
sistemin yiiksek seviyede bir ag trafigi olusmasindan dolay1 ya
da sistem kaynaklarinin asiri tilketiminden dolay: yorulmaya
basladig1 ve sistemin erisilemez hale geldigi gézlemlenmistir.

VoIP sistemlerinin DoS saldirilarina maruz kaldiginda
kolaylikla servis dist kalmasini engellemek igin alinan
onlemler ile sistemin DoS saldirilarindan minimum diizeyde
etkilenmesi saglanabilmektedir. Caligmamiz sonucu elde
ettigimiz sonuglar dogrultusunda;

e SYN Flood saldirilarina karst SYN Cookies, SYN
Cache, SYN Proxy &zelliklerinin birlikte aktif edildigi
ve Rate Limiting yonteminin kullanildig1 bir giivenlik
politikasi olusturularak sisstemin %70-%90
korunabildigi,

ISCTurkey 2014
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e ICMP Flood/Smurf saldirist ile yonlendirici ve isletim
sistemlerinin  broadcast adreslerine gelen ICMP
paketlerine cevap vermesinin engellendigi bir giivenlik
politikas1 olusturularak sistemin %90-%95 oraninda
korunabildigi gdzlemlenmektedir.

Glinimiizde popiiler bir teknoloji olan  VoIP/SIP
teknolojisinin bireysel ve Ozellikle de kurumsal kullanicilar
i¢cin daha vazgecilmez olabilmesi i¢in VoIP sistemleri heniiz
konuslandirma asamasinda iken DoS saldirillarma yonelik
giivenlik 6nlemlerinin alinmasi tavsiye edilmektedir.

VI. BILGILENDIRME

Bu calisma Netag tarafindan yiiriitilen TEYDEB 1501 -
3130514 numarali VGA (VolIP Giivenlik Aract) projesi
tarafindan desteklenmistir.
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Enhancing Totp Protocol By Embedding
Current Gps Location

U. A. Abdurrahman, M. Kaiiali and J. Muhammad

Abstract—Static  password authentication is no longer
considered secure in the internet and banking services. This is
because, easy-to-guess passwords such as first-six-digit numbers,
names and date of birth are easily uncovered by automated
password stealing devices or programs. Multi-factor
authentication has been proposed to meet the demand of
organizations by providing stronger authentication options to
their users. Time-based One-Time Password (TOTP) protocol is
one of the widely accepted mechanisms that incorporate multi-
factor authentication. TOTP is adopted in Google Authenticator
and Windows Authenticator software. However, this protocol has
certain limitations; it uses a static shared key and stores it in a
clear form into SQLite database (DB) on the mobile device; the
timestamp used as a seed to generate the OTP is easy-to-guess;
and its mobile app is not PIN protected. Due to these limitations,
there is a need to provide a countermeasure to these issues. This
paper proposes an enhancement to TOTP by introducing
GTOTP. GTOTP generates the OTP based on pre-shared key,
timestamp and user’s current GPS location. The use of GPS
location increases the strength of the generated token by
embedding dynamic information (GPS) into the seed used to
generate the OTP. The paper discusses different attack scenario
to prove that the proposed GTOTP is secure. GTOTP has been
implemented and tested. Difficulties of incorporating GPS values
into the seed have been addressed.

Index Terms—Multi-Factor Authentication,
Security, Hashing, GPS Applications

TOTP, Web

[. INTRODUCTION

Today, computing becomes universal, people now are
relying on computers to do their business. The internet has
become a medium for uncountable e-services on which people
perform their business transactions. However, there is a need
to provide an utmost protection to the system, the information
being sent and the network used to process the information.
Information security refers to the provisions and policies
adopted to prevent and monitor unauthorized access, misuse,
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modification or denial of a computer network and network-
accessible resources [1, 2]. It also involves the authorization of
access to data in a network. Users are assigned an ID
associated with a chosen password or other authenticating
information that allows them to access information and
programs within their authority [1].

Traditionally, users tend to use static passwords in securing
their systems. However, these passwords suffer potential
attacked risks: passwords can be guessed, forgotten, stolen,
eavesdropped or deliberately being told to other people. The
solution to these problems is by the use of a more secure way
of authentication called multi-factor authentication [3]. A
multi-factor authentication technology is used to provide
higher security guarantee than static passwords.

A multi-factor authentication is an approach for
authentication, which requires the use of two or more of the
universally recognized authentication factors [4] (as illustrated
in Fig. 1):

1) A knowledge factor: something you know (e.g. password,
PIN)

2) A possession factor: something you have (e.g. smart cards,
tokens)

3) An inherence factor: what you are (e.g. biometrics)

4) An optional fourth factor relatives: who you know (e.g.

brother, wife).

a

4

Fig. 1. Multi-factor authentication [5].

So many methods of multi-factor authentication have been
presented in the literature in which so many researchers made
use of a combination of two or more of the above mentioned
factors. One of the multi-factor authentication approaches that
is widely in use is SMS-based authentication, where a
randomly generated One Time Password (OTP) is sent by
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service providers to the user’s mobile phone through an SMS
message [6]. This requires additional cost for sending SMSs to
all customers who are willing to login. Unlike SMS-based
multi-factor  authentication, the  proposed GTOTP
authentication does not require any additional cost.

Nystrom proposed a method of multi-factor authentication
using a SecurID which is based on a security device [7]. In this
method, each device has a unique seed used to generate a
pseudo-random number (OTP) to authenticate the user along
with his other credentials. The device is timely synchronized
and its seed is stored in the server in order to validate the sent
OTP. RSA SecurID [8] is an example of this method (Fig. 2).
This approach has an advantage over the SMS-based one as it
does not require additional cost for sending SMSs and it is
accessible worldwide, unlike SMS-based approach which is
limited within the geographic boundaries of a particular
country unless the international roaming service is activated.
However, for large companies specifically those who offer free
services such as Yahoo and Google, it is costly and infeasible
to deliver the security device to each customer. Moreover, the
device itself may got stolen.

Compared to SecurID, the proposed GTOTP is considered
to be more secure as SecurlD is based on a fixed seed while
the proposed GTOTP will be based on a modifiable pre-shared
seed and dynamic GPS location. Moreover, GTOTP is cheaper
and easier to deploy, as it does not require a specific security
device like SecurID. Nowadays, due to the revolution in
smartphone technology, our phones have sufficient
applications, gadgets and sensors that can be utilized for
secure authentications rather than using specific devices (i. e.
SecurID). This reduces the cost and increases the usability.

psh sev®
goe®®

g8
foar

Fig. 2. RSA SecurelD Authentication [9].

Liou, Jing, and Sujith proposed a method similar to SecurID
called SofToken that generates a pseudo-random number as an
OTP based on a seed shared between the authentication server
and a software application installed on the wuser’s
computer/mobile [10]. The seed is renewed for every
successful login. This approach eliminates the cost of the
hardware token; however, it increases the security risk as the
new shared seed is sent over non-secure channel so it can be
intercepted by an intruder.

ISCTurkey 2014
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Another software based OTP generator has been proposed
in [11, 12]. It uses IMEI and IMSI numbers as the seed to
generate the OTP. However, IMEI number is not very secure
as it is known to the mobile service provider; also IMSI is a
cellular network identifier which makes the method not valid
worldwide (in case if the user travels worldwide and changes
his SIM card accordingly).

Sabzevar, Alireza and Angelos stated a method of using a
graphical image to represent a password; the password is
entered by pointing on appropriate points of the image, which
the user has obtained through his mobile device from the
service providers [13]. It has the same drawback of the
previous approach as it also depends on particular service
provider.

In another paper by Soleymani and Maheswaran who-you-
know-based authentication factor was used as the second
factor of authentication [14]. This factor is used as a voucher,
where a user asks a friend to vouch for him. The user contacts
his friend asking for a vouching code which he then uses to
log-in to the web page. They make use of user’s cellphones to
automate this process. Each time a user calls a friend, a token
will be generated (vouching) for this contact. A sufficient
number of these tokens can be used to authenticate a user.
However, this method complicates the authentication process.

Another popular method of authentication currently in use is
HOTP/TOTP-based authentication [15]. In this method, an
internet user can install an Authenticator App on his mobile
phone. This app computes the verification code using a
HMAC-based OTP (HOTP) or Time-based OTP (TOTP) as
shown in Fig. 3.

123456

Fig. 3. HOTP/TOTP-Based Authentication by Google [16].

With HOTP, the server and client share a secret value and a
counter, which are used to compute an OTP independently on
both sides. Whenever a password is generated and used, the
counter is incremented on both sides, allowing the server and
client to remain in sync. This algorithm works based on an
increasing counter value (C) and a fixed symmetric key (K)
shared between the token generator and the validation system
as shown in (1). The Authenticator App uses HMAC-SHA-1
algorithm for the generation of HOTP value [17].

HOTP (K, C) = Truncate (HMAC-SHA-1 (K, C)) (1)

Where the Truncate function extracts 4-byte dynamic binary
code out of a 160-bit HMAC-SHA-1 result and then reduces it
to modulo 1048,
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On the other hand, TOTP uses the same algorithm as HOTP
with one major difference. The counter used in TOTP is
replaced by the current time as shown in (2). The client and
server remain in sync as long as the system times remain the
same. This is done by use of Network Time Protocol. The
shared secret key is generated by the server and delivered to
the client using a form of QR Code [18].

TOTP = HOTP (K, T) 2)

K 1is the shared key, T is an integer representing the
number of time-steps between the initial counter time To and
the Current UNIX Time. T is computed as shown in (3) where
X is the time-step in seconds (30 sec by default).

T = (Current UNIX Time — To) / X 3)

The advantage of this algorithm is that user does not have to
be connected with any kind of service provider (Internet,
GSM, etc.) to get the verification codes. However, despite
being one of the most popular and widely accepted
authentication mechanisms, TOTP implementations, such as
Google Authenticator and Windows Authenticator, have the
following weaknesses:

1) It uses a static pre-shared key and stores it in a clear form
into an SQLite DB in the mobile device.

2) The dynamic part of the seed used to generate the OTP is
only the timestamp, which is easy-to-guess.

3) The mobile app used to generate the OTP is not PIN

protected. So it can be broken if somebody stoles the
mobile device.

This paper proposes an enhancement to the TOTP protocol
(named as GTOTP) by embedding current GPS location in the
seed used to generate the OTP. Embedding GPS location in
the seed makes it more dynamic and so the OTP will be more
secure and harder-to-guess. Table I compares the proposed
GTOTP  with the previous discussed multi-factor
authentication mechanisms.

The remaining sections of this paper are organized as
follows: Section II presents the proposed GTOTP
authentication mechanism. Section III discusses the GTOTP
implementation issues. Section IV provides a security analysis
of the proposed protocol. Section V concludes the paper.

II. GTOTP AUTHENTICATION MECHANISM

GTOTP has five main components: user’s initial registration
component, a client-side application that runs on smartphones,
a database for storing user’s standard credentials, a server-side
authentication service and a GPS server to track user’s GPS
location. All of these components are synchronized using NTP
Protocol. The GTOTP scheme adopts a user’s GPS location in
addition to pre-shared key and timestamp to strengthen the
security of the generated token. Unlike the static pre-shared
key and the easy-to-guess timestamp, GPS location is dynamic,
hard-to-guess information that will increase the security of the
generated hash.

A. Initial Registration (To be done once)

One of the critical parts that need to be addressed properly
in the aforementioned protocol is how to negotiate the shared
keys between the user’s phone (client) and the server. GTOTP
adopts the TOTP way of sharing the key. However, GTOTP
requires two shared keys, one to be used as a seed for OTP
generation (as in TOTP) and the other to be used for
establishing secure channel with the GPS server discussed
later. To securely negotiate a shared key, here are the steps:

1) The user should enable the multi-factor authentication
service from his/her account settings page.

The server generates the shared key, stores it associated
with current user id and presents it on the user’s screen in
barcode form (Fig. 4 shows the barcode that corresponds
to the key: MA4Q-EUH5-BA7U-XYZC).

The user clicks on “scan barcode” button in his/her client
app. The phone’s default barcode scanner will be
launched. The user positions the phone’s camera at the

2)

3)
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TABLE I barcode appears on his/her computer screen in order to
COMPARING THE DISCUSSED MULTI-FACTOR AUTHENTICATION METHODS scan it. By doing so, the GTOTP client app learns and
SMS- N TOTP GTOTP stores the shared key.
Based
Cost Not Free Not Free Free Free
Service Restricted ~ Worldwide Worldwide Worldwide
Access
Secure . . Dynamic / Dynamic /
Seed Fixed Fixed Easy to Guess  Hard to Guess
Fig. 4. Secret Shared Key embedded in a bar code.
Service Cellular Not . .
Provider  Network Required Not Required Internet B. GTOTP Authentication
After negotiating the secure channel parameters between the
Stolen Not Not Not Protected Protected authentication server and the user’s mobile device. The user
Device Protected Protected . .
can go ahead to access his account any time he/she wants
according to the following three steps illustrated in Fig. 5.
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Initial Authentication:

In this step, the user requests his/her personal web page
URL through any internet-enabled device D; as shown in Fig.
5. The Web Portal Server S; has to respond back to D; with
the authentication page asking the user to provide his/her
traditional credentials (username/password). The user provides
his/her credentials to Dj;, which sends them to S; for
verification. If the user is verified, the system proceeds to the
next step.

D

2) GTOTP Security Token Generation

The GTOTP client app, installed on the user’s mobile
device Do, is used to generate the GTOTP security token based
on the following parameters:

e The Pre-Shared Key: It is a secret key which has
previously been shared between the client and the server
during the initial registration process. This parameter is
inherited from TOTP

e Timestamp: This is the current time in D,. It helps to
randomize the seed used to generate the GTOTP One
Time Password. It also reduces the risks of replay
attacks. This parameter is also inherited from TOTP.

e GPS Location: User’s current GPS location is another
important factor used to strengthen the security token.
This factor is unique to the user and very dynamic. While
TOTP seed is based on static key and easy to guess
timestamp, GPS location increases the seed dynamism
and makes it harder to guess. Current GPS location is
synchronized with the GPS server through a pre-
established secure channel (whose key was negotiated
during the initial registration). Therefore, the GPS server
keeps track of user’s location every time the security
token is generated.

All the above-mentioned factors are concatenated to form
GTOTP seed. GTOTP keeps using HMAC-SHA-1 algorithm
to generate its OTP. HMAC-SHA-1 acts upon the seed and
produces a 160-bit message digest. This message digest is
further truncated to 6-digits for easy entering by the user. This
process results in a security token T; (4) that is unique and last
for 30 seconds period.

T = Truncate (Hash (Pre-Shared Key || GPS || TS)) “4)

At the same time D, updates the GPS server (S,) with the
user’s GPS location and timestamp (TS) through a secured
channel.

3) Token Verification

S; receives the security token T; and gets the GPS updates
of the corresponding user from S,. Following that, it generates
a security token T>. Then it compares T, with the one it has
received from the user (T;) as shown in Fig. 6, if they match,
the user is authenticated and his/her personal web page is sent
back to D;.

1
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III. GTOTP IMPLEMENTATION ISSUES

A. Device Theft Countermeasure:

Many TOTP implementations such as: Google
Authenticator are not protected against device theft. For that,
we have developed the GTOTP client app to be PIN protected
in order to mitigate the threat of shared key disclosure by
mobile device theft.

B. Shared Key Protection:

TOTP implementations such as: Google Authenticator
stores the Pre-Shared Key in a clear form in an SQLite
database. This increases the chance of key disclosure using
malicious software accessing the database. For that, GTOTP
client app stores the shared key encrypted using the user’s app
PIN as well. Once the app is launched, the user is prompted to
provide the PIN, and then the app fetches the encrypted key
from the SQLite database and decrypts it using the provided
PIN.

C. DYNAMISM:

A shared key = ZOSUJAY5RMH2E72U, a timestamp =
12569537309, and 10 different GPS locations (of
approximately 1 km difference each) have been considered
and the security token has been computed and depicted in
Table II. The experiment shows that for a very small standard
deviation (STD) of the GPS values, we get a large STD for the
generated security tokens. This shows that for a little change in
user’s GPS location, there will be a drastic change in the
security token. This proves the dynamic effect of the GPS
coordinates on the generated token.

TABLE II
STANDARD DEVIATION OF 10 GPS LOCATIONS AND THEIR CORRESPONDENT
SECURITY TOKENS FOR A FIXED TIMESTAMP AND SHARED KEY

Latitude Longitude Security Token
Location 1 23.001 32.01 527273
Location 2 23.002 32.02 238761
Location 3 23.003 32.03 579027
Location 4 23.004 32.04 246264
Location 5 23.005 32.05 577068
Location 6 23.006 32.06 624019
Location 7 23.007 32.07 361999
Location 8 23.008 32.08 299430
Location 9 23.009 32.09 639977
Location 10 23.01 32.1 014026
Standard Deviation 0.002872 0.028723 199092.9

D. ACCURACY:

The user’s GPS coordinates changes significantly only when
he/she changes his/her position to an approximately 10 meters
[21]. The dynamism of GPS appears significantly if the user
changes his location for more than 10 meters.

E. LATENCY:

The higher the number of satellites a GPS receiver can view
the better the accuracy [19]. However, due to so many factors,

like atmospheric effect, multipath effect, etc. a GPS signal
reception can be delayed or blocked. Moreover, GPS units
typically do not function underwater, indoors, or underground
[20]. These factors certainly affect the accuracy of the GPS
signals and consequently increase the GPS latency.

For these reasons, our GTOTP implementation is designed
to use the previous GPS location of the user to generate the
security token in case it finds it difficult to receive a new GPS
signals within 30 seconds.

F. PRIVACY:

Using GPS location as a parameter in generating the
security token raises the issue of revealing user’s location
without his/her consent. To overcome this issue, our GTOTP
implementation is designed in such a way that, the use of GPS
parameter in generating the security token is made optional.
GTOTP app gives the user the option to exclude GPS location
from the OTP seed; in this case, the app works exactly as the
earlier discussed TOTP code generator. The only difference
here is that our app is PIN protected and the shared key is
stored encrypted.

G. Lost Mobile Device:

If the user has lost his/her mobile device, he/she can no
longer access his/her personal web page. To encounter this
issue, GTOTP provides an option to pre-register an alternative
mobile device (let’s say user’s wife mobile device) that can be
used alternatively in this case. Probably the server has to ask
the user extra security questions before it allows him/her to use
the pre-registered alternative mobile device.

IV. GTOTP SECURITY ANALYSIS

This section shows how the proposed scheme can resist
various threats:

A. Resistance against D1 device hack:

If an intruder gains access to the user system (D) and obtain
information about his standard credentials (username and
password). The intruder still won’t be able to log in to the
server as he does not have the information required to generate
the GTOTP token.

B. Resistance against replay attack:

An intruder obtained information about user’s credentials
(username and password) and he was also able to intercept the
communication between the mobile device and the
authentication server to capture the sent token. With the token
being made to get expired by time (i.e. 30 seconds) and by first
use (valid to be used for one time only), the intruder won’t be
able to use the captured token even within its lifetime as it has
already been used by the user.

C. Using one-way hash function:

Assuming the intruder has the user’s fixed credentials
(username and password) and he/she was also able to know the
user’s current GPS location (being his/her colleague). Still
he/she cannot generate a valid token as he does not have the
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Pre-Shared Key. The Pre-Shared Key has never been
transmitted over any channel during authentication. Since the

[10] Liou, Jing-Chiou, and Sujith Bhashyam. "A feasible and cost effective
two-factor authentication for online transactions." Sofiware Engineering
and Data Mining (SEDM), 2010 2nd International Conference on.

used hash function is a one-way and pre-image resistance IEEE, 2010.
function, there is no way for the intruder to get the Pre-Shared  [11] Aloul, Fadi, Syed Zahidi, and Wassim El-Hajj. "Two factor
authentication using mobile phones." Computer Systems and

Key out of a sniffed token.

D. Using PIN protected app:

If an intruder has stolen the user’s mobile phone and has
already obtained the user’s fixed credentials (username and
password), for this scenario, we made the GTOTP client app a
PIN protected app, unlike Google Authenticator. Therefore,
the intruder would not be able to use the app as far as he does
not know its PIN.

V. CONCLUSION AND FUTURE WORK
This paper highlights the TOTP limitations and addresses

Applications, 2009. AICCSA 2009. IEEE/ACS International Conference
on. IEEE, 2009.

Eldefrawy, Mohamed Hamdy, Khaled Alghathbar, and Muhammad
Khurram Khan. "OTP-Based Two-Factor Authentication Using Mobile
Phones."Information Technology: New Generations (ITNG), 2011
Eighth International Conference on. IEEE, 2011.

Sabzevar, Alireza Pirayesh, and Angelos Stavrou. "Universal multi-
factor authentication using graphical passwords." Signal Image
Technology and Internet Based Systems, 2008. SITIS'0S. IEEE
International Conference on. IEEE, 2008.

Soleymani, Bijan, and Muthucumaru Maheswaran. "Social
authentication protocol for mobile phones." Computational Science and
Engineering, 2009. CSE'09. International Conference on. Vol. 4. IEEE,
2009.

“TOTP”, https://tools.ietf.org/html/rfc6238.

[12]

[13

[}

[14

[}

[15]

them by introducing an enhanced protocol called GTOTP. It  [16] Borchert, Bernd, and Max Giinther. "Indirect NFC-Login."
incorporates the GPS parameter in the seed, which makes it ~ [17] “HOTP”, https://tools.ietf.org/html/rfc4226
. . [18] “Google Authenticator”, http://code.google.com/p/google-
more dynamic and increases the strength of the generated : S -
. o authenticator/wiki/KeyUriFormat
token as well. So many multi-factor authentication approaches  [19] Zhang, Pei, et al. "Hardware design experiences in

have been discussed in the literature. However, each of them
has certain security issues in one way or another: either it is
easy to compromise; or difficult to implement; or requires an
additional cost of obtaining a special device. Our GTOTP
makes use of mobile phone (that is common to all users) to
generate security tokens (OTPs). This method has been
effectively implemented on Android, tested and proved to be
robust and secure. An overview of the various parts of the
system has been provided in the paper. Additionally, a security
assessment was also carried out.

As for further work, the GTOTP algorithm can be extended
to include user’s biometric parameter to increase the security
of the system. Also GTOTP has to be implemented on
Blackberry, Apple and Windows mobile phones to provide a
wider range of support.
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End-to-end Encrypted Communication Between
Multi-device Users

Halil Kemal Tagkin, Murat Demircioglu and Salim Sarimurat

Abstract—The rapid growth of the mobile device industry has
led people to start to use more than one device (smart phones,
tablets, laptops etc.) and this results in a multi-device environ-
ment. People often tend to use more than one device in their daily
lives by switching between them or using them simultaneously.
From the security point of view, end-to-end encryption is a
problem in multi-device environment. Known applications are
lack of multi-device end-to-end encryption schemes and have
some known issues [4].

In this paper, we present a new protocol that allows end-
to-end encrypted communication, multi-device user synchroniza-
tion with offline key exchange capability. Our protocol can be
deployed on cloud services without compromising the security
requirements.

Index Terms—Multi-device Users, Mobile Devices, Private
Communication, End-to-end Encryption, Cloud Computing.

I. INTRODUCTION

NTERNET became the state of art communication tool
between people. In its early stages, instant messaging
(ICQ,IRC, MSN etc.) was the first major communicator and
after that e-mail became more popular. But, with the growth
of mobile devices, instant messaging, again, became the major
communication way for people.

Instant messaging using mobile devices was a game changer
since it allowed people to communicate in realtime at any-
where and anytime. Also, mobile technologies brought the
cloud technologies more popular so every data could be
reached from anywhere. On the other hand, from security point
of view, instant messaging over cloud networks had privacy
issues since your data could be easily sniffed or intercepted
over the cloud network. There are several cryptographic so-
lutions for end-to-end encrypted communication. OTR based
protocols [1], [2] and ZRTP [3] are some of the popular
protocols used for this purpose. Using end-to-end encryption,
relaying servers or other third parties that have access to
network between the communicating parties can not intercept
or sniff the messages sent through the network.

However, people start to use more than one device (smart
phones, tablets etc.) and this resulted in a multi-device envi-
ronment. In a multi-device environment, users expect that any
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message sent to any device of a user should be synchronized
instantly to all devices of the user. People use their devices
in their daily lives by switching between them or using them
simultaneously. So synchronization between these devices by
preserving end-to-end encryption capabilities is an important
problem. Cloud based services are easiest and cheapest so-
Iutions for network infrastructures. Thus, preserving these
security properties using a cloud based service is also an
important problem.

Conventional end-to-end encryption protocols don’t support
synchronization of messages when one party on the commu-
nication is a multi-device user. Instant messaging applications
such as Whatsapp, Viber and Facebook Messenger are widely
used but their protocols are not known clearly and they are
mostly lacking end-to-end encryption schemes. Applications
like TextSecure, Threema and Telegram claims that they use
end-to-end encryption. But, they all are lack of multi-device
environment capabilities. Apple’s iMessage service is the
only one which handled both multi-device user environment
and end-to-end encryption capabilities. But recent studies [4]
showed that the protocol is vulnerable to a man-in-the-middle
attack that could be executed by the relaying servers which
totally destructs the end-to-end encryption flavor.

In this work, we present a new end-to-end encryption
protocol which allows multi-device user synchronization with
offline key exchange capability and is resistant against man-in-
the-middle attacks. End-to-end encryption is achieved in such
a way the protocol could easily be deployed on a cloud based
service without compromising the security requirements.

We give the abstract protocol details. Some parameter and
format selection is up to implementation. In Section II, we
state the security requirements for the concerns mentioned
above. Our protocol details are given in Section III. Finally,
Section IV concludes our work.

II. SECURITY REQUIREMENTS

In our protocol we have some assumptions that enables
security features. Below, these security requirements and con-
cerns are discussed. Also, details of how we use them in our
protocol is given.

o End-to-end Encryption Flavor: End-to-end encryption
is the major aim of our work. All data leaving a client
must be encrypted in such a way that the cloud service op-
erators have no knowledge of the message content.Thus,
our protocol makes use of Public Key Cryptography
(PKC) for exchanging keys before the communication
starts.
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« Private Key Distribution: In a multi-device environment

with PKC, it is essential to have the long term private key
on all devices. The easiest way to distribute data including
private keys is to store them on the cloud in an encrypted
way that server should not be able to decrypt data.
Server-side Security: The data stored on the server
should be resistant against brute force and dictionary
attacks. In our implementation we use double scrypt
[10] key derivation function with salting to store user
password. Server is also responsible for the message
delivery. For every user there should be a storage quota
on the server, higher quotas mean more messages and
key parts users can store.

Offline Key Exchange: To establish a key exchange in a
conventional end-to-end encryption scheme, both parties
have to be online. But in a mobile environment this
could not be always possible because of its asynchronous
nature. Thus, we introduce a proper way of key exchange
while two parties don’t require to be online at the same
time. We store signed Diffie-Hellman key parts on the
cloud and make use of them when needed. Size of the
short term key list is optional. It can be changed due to
the increasing load of messages. In our implementation
it is fixed to 1024.

Re-keying: To achieve forward secrecy, session keys
should be updated in a regular interval. In our protocol
re-keying is handled in a similar way as it is done in [1].
Also, when the long term private key compromised, it
should not be possible to recover previous session keys.
To achieve this, we use long term keys only for signing
key exchange process.

New Device Addition: In a multi-device environment
new devices should be easily added and removed from
the user’s account. But authentication is also an important
issue. We require two-factor authentication when a device
is registered. There is no maximum limit for devices but
it can be limited up to implementation.

Certificate Pinning: For client-server communication we
use certificate pinning for TLS. This approach provides
two major advantages. First, there is no need for a
trusted third party such as CAs. Secondly, even legitimate
authorities (with a valid certificate) can not intercept the
network traffic between client and server. For client-client
verification we use offline verification settings. Offline
verification could be done in several ways such as using
QR codes, mnemonics and text-based verification. Details
of offline verification techniques are out of scope of this
paper.

Two-factor Authentication: The server only requests
username and password. All user data in the cloud is
stored by encrypting with user password. Thus, even we
use state-of-art scrypt key derivation function, security
depends on the user password meaning a strong password
is required for better protection against the issues in
Section II. Also, two-factor authentication is required for
clients to register. If a user registers first time, an SMS
OTP is used for authentication. If a user is adding a new
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client to its account, OTP data is sent to its previous
clients over the application itself.

o Local Disk Encryption: Any data that is stored on the
client should be encrypted. This includes private keys.
Methods used for this purpose is out of scope of this
paper. But we assume all clients use local disk encryption.

III. THE PROTOCOL

In this chapter, we give the details of our protocol. In our
assumption, two parties which want to communicate with each
other have multiple devices and they are all connected to a
centralized server infrastructure. All communication between
devices are relayed over this infrastructure.

From the cryptographic point of view, restrictions of the
mobile devices are important due to cryptographic operations
are the major performance bottlenecks of the systems. There-
fore, protocols and algorithms that have small footprint and
fast implementations are needed for mobile environments.
Specifically, asymmetric operations require most cpu power.
Thus, we acted carefully while selecting the algorithms. Our
cipher suite is as follows:

o Signing algorithm: Ed25519 [5]

o Key exchange algorithm: Curve25519 [6]

o Symmetric encryption algorithm: ChaCha20 [7]

o Message authentication code: Poly1305 [8]

o Hash function: Keccak [9]

o Key derivation function: scrypt [10]

e Operating system’s Cryptographically Secure Random
Number Generator (CSRNG) is used for random number
generation.

We use the following notations throughout the paper.

o A and B are the public pseudonyms (usernames) for the
parties (users).

o A client is the mobile device (and application in it) that
the user is interacting with.

o A has m devices: Ag, A1, ...

e B has n devices: By, B, ...

o S is the centralized server.

e || is concatenation.

o« MSB n-bit of m is the most significant n-bit of m.

o LSB n-bit of m is the least significant n-bit of m.

e ex and dx are Ed25519 public and private keys used for
signing/verification operations of part X, respectively.

e [m]ay is the signature of message m signed by part X.

o {sm}ey is the verification operation of signature s for
message m with part X’s public key.

o H(m) is the KECCAK-256 hash function of message m.

o KDF(pwd,salt) is the scrypt 512-bit key derivation
function with user password pwd and 128-bit nonce salt.

o EncMack v (m) and DecMacg ry(m) are ChaCha20-
Poly1305 authenticated encryption and decrypt-and-
verify algorithms with message m, 256-bit key K and
64-bit initialization vector IV, respectively. The gener-
ated authentication tag is 128-bit and appended to the
ciphertext.
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A. Server Details

We assume that the centralized server can be deployed using
cloud based services. As message communication backend
we use XMPP [11]. XMPP handles most of the server-side
deployment difficulties including distributed server infrastruc-
ture. We handle client registration, authentication and messag-
ing. Our messaging format is converted to XMPP payloads
and messages are delivered through XMPP. Communication
between servers and clients are all TLS [12] secured with
certificate pinning. Using certificate pinning avoids the need
for a trusted third party such as CAs and ensures that nobody
(even legitimate authorities) is doing a man-in-the-middle
attack against the communication channel. A database stores
informations about users. On the server side, we are storing
the following information for every user:

o Username (username): A valid mobile phone number is

used for identification of the user.

o One-time Password State (otp-state): Used for two-
factor authentication.

o Device List (device-list): List of user’s devices. Elements
of the list contain three values: device-id, device-data and
session-data.

o Database Salt (db-salt): Contains the salt value used in
password-data

o Hashed and Salted User Password (password-data):
Contains salted and hashed (with KDF) value of the local
password data.

o Encrypted Encryption Key (eck-data): Contains the
encrypted encryption key and IV used to encrypt long
term and short term private keys.

o Encrypted Long Term Private Key (L,,;,): Contains
the encrypted Ed25519 long term private key. The data
is encrypted with a key derived from user password.

e Self-signed Long Term Public Key (L,,;): Contains
the self-signed Ed25519 public key used for signature
verification. This data is public to requests.

o Encrypted Short Term Private Keys (.5},;,): Contains
an encrypted list of Curve25519 short term DH key
exchange private keys. Elements of the list contain three
values: curve25519-private-key, key-uid and timestamp.
The list is encrypted with a key derived from user
password.

o Signed Short Term Public Keys (5),;): Contains a list
of Curve25519 short term DH key exchange public keys.
Elements of the list contain 4 values: curve25519-public-
key, key-signature, key-uid, timestamp. This data is public
to requests. Public and private key pairs are matched with
the key-uid identifier which is the hash of curve25519-
public-key.

Usage details about the information stored on the server will
be given in the following subsections.

B. Client Registration
1) New Client Registration: When a new user A wants to
register first time with the system, the protocol is as follows:
1) Using client, user A types its username and a password
(pwd). The password itself is never sent to server.
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Instead, the fingerprint of the password is sent to server.
To compute the fingerprint local-pwd-data, the client
generates nonce local-salt and computes the password
data and sends registration request to the server.

local-salt = LSB 128-bit of
H(”314159265359” ||username)

K = KDF(pwd, local-salt)

local-pwd-data = MSB 256-bit of K

A "Register” ;username,local-pwd-data S

Server checks if the user exists or not. If it exists than
the request is rejected. If not, the server creates a new
user in the database, generates a random salt value and
fills username, db-salt and password-data.

password-data = K DF (local-pwd-data, db-salt)

Then, server randomly generates an otp-state and sends
it to the user’s username using an SMS gateway. Server
also sends acknowledgment to the client and requests
the verification code which is sent by the server.

When client gets the verification SMS, user writes the
code into client application and sends the verification
request to the server as follows:

"VerifyOTP” ;username,otp-data
A S

Server checks if the otp-data matches with the otp-
state in the database for the corresponding username.
If it is, server generates session-data and device-id and
sends an acknowledgment to the client, requests device
information and long term and short term private and
public key data.

A "Welcome”,username,device-id,session-data S

Client saves the device-id and session-data in an en-
crypted format. They are used to authenticate the client
later.

Client randomly generates random encryption keys and
IVs Ky, Ko, IVy, IV, for both long term and short term
private keys. K1,IV; is used to encrypt long term
private key data and K2,1V5, is for short term private
key data. Client randomly generates /Vg and encrypts
the encryption keys using a form the key K which was
derived from user password in step 1 as follows:

K = LSB 256-bit of K
eck-data = EncMacy,, rv, (K1 || IVA || Ke||[IV2)|[IVE

Now, client generates long term Ed25519 public private
key pair (ea,da), encrypts the private one and signs
the public one. Client also generates 1024 short term
Curve25519 public private key pairs (st-pub,,,st-priv,,),
encrypts the private ones and signs the public ones.
All data is formed in a proper way to be stored on a
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database. The storage format is up to implementation
but using base64 and JSON would be a good choice.

me'v = ETLCMaCKh[Vl (dA)HIV1

Lpup = eal|timestampl|[H (ea|[timestamp)]q.,

Spriv = {EncMacKh(WlJrn)(st-privn)
|0 <n <1024}

Spub = {st-pub,,|[timestamp||
[H (st-pub,,|[timestamp)]a, | 0 <n < 1024}

7) Client generates device-data which is a unique identifier
for this particular client. Then, sends device-data and
encrypted datas to the server.

"RegisterData” ,username,device-data,session-data

A S

eek-data,Lpriv,Lpub;Spriv,Spub

8) Server registers data into the database and a new user is
created. Server returns final welcome acknowledgment.

2) Existing Client Registration: When an existing user
wants to add a new client to its account, the protocol is as
follows:

1) Assume user A has i clients, namely Ag, A1,..., 4;—;

and wants to add a new client A;.

2) Using the new client, user writes its username and
password (pwd). username and password-data (shown
in Section III-B1) is sent to server with tag "AddClient”.

3) Server checks if username is valid and corresponding
password-data matches. If it is, a new otp-state is
randomly generated and sent to user’s previous clients
/10,1417 . aAi—i-

4) When user gets OTP data from one of its previous
clients, writes the code into new client’s application.
Client sends the verification data to the server.

5) Server checks if the otp-data matches with the otp-state
in the database for the corresponding username. If it
is, server generates a new device with session-data and
device-id and sends an acknowledgment to the client.

6) Once new client gets the acknowledgment
and session details, it requests the data set
eek-data, Ly, iy, Lpubs Spriv, Spub with session
authentication.

7) Server sends the data set to the client and client
generates the decryption keys from user password as
mentioned in Section III-B1.

8) After verifying the data integrity, client stores the public
and private key data, generates device-data and sends to
the server.

9) Server stores the new client details and returns final
welcome acknowledgment.

3) Client Authentication (Login/Logout): When a user logs
out on a client, that client application sends a de-registration
request to the server for that particular device-data. Or when
user deletes the client application from the client and reinstalls
it, session authentication fails and in both cases server deletes
the corresponding device from the database. If user wants to
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add that client again to its account, the protocol is same as
existing client registration mentioned in Section III-B2.

4) Client-to-client Communication: Assume that users A
and B are registered with the server and A has m devices:
Ag,Ay,..., A;m_1, B has n devices: By,By,...,B,_1. A
wants to start a secure chat session with B from its client A;.
All communication between clients are relayed over the server.
When a message is sent to any of the user’s client, it is relayed
by the server to all clients that are associated with that user.
We assume that A and B are friends and shared each other’s
long term public keys over the server and done the offline
verification step as mentioned in Section II. Communication
is established as follows:

1) A sends a chat request to server.

”InitChatWith”, B

S

Sfrom: A session-data

2) Server returns the next short term public key of B with
its id.
st-pub g ,[st-pub gl a ,, ,key-uid g

A 5 S

Queuing of the DH key parts are handled by the server.
When all key parts are used, server randomly returns
key parts.

3) A verifies the signature of B’s short term public key,
randomly generates an [V, and selects its next short
term private/public key pair st-priv4 and st-pub 4. Then,
computes the shared secret K, p and sends the key
exchange details to the server.

Kap = KDF (Curve25519(st-priv 4, st-pubg), IVap)
SKID = H (st-pub 4, st-pubg,IVap)

SKID is used as session key ID and included within
every message encrypted with K4p.

key-uid 5 key-uid g, IVap,EncMack 4 5, 1v 4 g+1(SKID)

A S

”KeyExchange” .from: A to: B ,session-data

From now on, A can send message m to B using the
shared secret key K op as follows:

EncMack y g, 1vp,, ,(m||[timestamp||SKID),IVrnq

"Message” from: A, to: B ,session-data,timestamp,S KI1D

The authentication tag generated by the EncM ac oper-
ation is also used for the message id (MID) to track
messages by server. It does not matter if user B is online
or not. All messages (including key exchange messages)
sent by user A can be stored on the cloud and delivered
when B becomes online.

4) Server gets the key exchange details and sends a push
notification to the user B.

5) When B gets online, server first sends the key exchange
details sent by the user A. Using these data (shown
in step 3), B requests A’s corresponding short term
public key from the server, verifies the signature of the
public key, generates session key, verifies the SKID and
sends acknowledgment to the server, then starts to accept
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messages. If verification fails, key exchange request is
rejected.

Kaip = KDF(Curve25519(st—privB, st-pub 4), IVAB)
6) B first decrypts than verifies the message m.
m = DecMack , 5 1V, (m|[timestamp||SKID)

B does the same procedure to send a message to party
A.

IV. CONCLUSION

We presented an end-to-end encryption scheme which al-
lows multi-device synchronization and offline key exchange.
Multi-device synchronization is achieved by backing up all
private data on the cloud in a secure way therefore any
new client for a user can easily fetch all private keys from
the cloud. The private keys’ security on the cloud is based
on the user password and the password is never known by
the server. Offline key exchange is achieved by storing pre-
computed key exchange parts on the cloud, thus, even if the
user is not online, its key exchange data can be requested
from the cloud. User authentication is done using two-factor
authantication where user should write its password and OTP
data. Our design has two protection methods against man-
in-the-middle attacks. First one is public key pinning which
secures the communication between the client and server.
Secondly, client to client communication is secured by one-
time offline verification. Also, using timestamp based message
id prevents possible reply attacks.

Our protocol allows two-parties with multiple devices to
communicate in a secure way but is lack of group chat.
Thus, adopting group chat functionality without compromising
security requirements into our design is the major future work
for our research.
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Some Examples of New Nonlinearity Preserving
Bijective Mappings

I. Sertkaya, A. Doganaksoy

Abstract—It is well known that the affine equivalency map-
pings preserve nonlinearity. Aside from the affine equivalency
mappings, it is proved that there exist non-affine bijective map-
pings that act Boolean functions and keep nonlinearity invariant
for all Boolean functions. For a fixed Boolean function, the
explicitly constructed nonlinearity preserving bijective mappings
create the same orbit structure with the affine equivalency
mappings. On the other hand, the authors proved the existence
of new nonlinearity preserving mappings that do not coincide
with affine equivalency mappings based on the nonlinearity
distributions. In the pursue of the explicit construction of this
new nonlinearity preserving bijective mappings, here we give
some examples for 3, 4 and 6 variable Boolean functions. We
believe that if a generic construction method will be derived,
these mappings would be used as a practical tool for constructing
new Boolean function families.

Index Terms—Boolean functions, affine equivalency mappings,
nonlinearity preserving mappings.

[. INTRODUCTION

EIER and Staffelbach proved that nonlinearity is in-

variant under the action of general affine group AGL,,
of degree n over Fo [1]. Later, by extending the result of
[2, p. 417], Preneel proved that affine equivalency mappings
AGL,, x 7, also preserve nonlinearity [3].

Searching Boolean functions that possess high crypto-
graphic design criteria values is an ongoing research subject
[4], [5]. The aim is to find new families of Boolean functions
not equivalent to the existing ones which would lead to obtain
better primitives for cryptographic design.

The orbits of the action of AGL,, x .7, on the set of n vari-
able Boolean functions .%,, partitions the set into equivalence
classes. These classes are comprised of the functions having
the same degree, nonlinearity and frequency distribution of
absolute Walsh spectrum values, see [1], [3], for the other
properties that also preserved please refer to [6, Section 5.1,
p. 81]. Therefore they constitute a practical tool for classi-
fying the Boolean functions into families. When a Boolean
function having highly desirable design properties is achieved
with either heuristic search or direct construction methods,
affine equivalency mappings are used to verify that these new
functions does not belong to an existing family.

Since the cardinality of .%, is 22", the maximal group
of bijective mappings that can act on .%,, is the symmetric
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group Sym(.%#,) and isomorphically S,an. AGL,, x o7, is
a proper subgroup of AGLy» which also a proper subgroup
of Sy2n. Commonly, AGL,, X <7, are considered as the only
mappings that keep nonlinearity invariant for all Boolean func-
tions. However, the authors explicitly constructed nonlinearity
preserving bijective mappings in AGLo» — (AGL,, x 47,) and
furthermore in Sy2n — AGLax, see [7] and [8]. However given
a Boolean function, the orbits of these mappings coincides
with AGL,, x <7, [9]. On the other hand, in the same study
the authors give the exact number of nonlinearity preserving
bijective mappings for n < 6 and moreover without construct-
ing explicitly, they proved that the existence of new bijective
mappings that do not coincide with AGL,, x .o7,.

Exact classification or enumeration of nonlinearity preserv-
ing mappings is still an open problem. The current state of the
classification of nonlinearity preserving bijective mappings is
illustrated in Figure 1 and for values n < 6, where nonlinearity
distributions is computable, the enumeration of nonlinearity
preserving bijective mappings is given in [9].

(AGL,, x A,) U [8]

[8] U NEW

Fig. 1.  Current state of nonlinearity preserving bijective transformations.
(Here, NEW represents new maps for which the examples given in this work.)

Classification and enumeration of nonlinearity preserving
mappings, has both theoretical and practical influences in
cryptographic research. Indeed without loosing the satisfied
security margins, choosing efficiently implementable Boolean
function or if possible maximizing other security margins by
using these mappings is a research goal. In this study, in order
the clarify these concepts we are constructing some examples
for 3, 4 and 6 variable Boolean functions. These examples
may not be generic but they emphasize the notions given
above. The paper is organized as follows: in Section II we give
notations and definitions and in Section III we recall necessary
propositions, next we give the examples of new nonlinearity
preserving bijective mappings in Section IV and finally Section
V concludes the study.

Istanbul, Turkey/Tiirkiye
17-18 Oct/Ekim 2014

ISCTurkey 2014 160

Proceedings/Bildiriler Kitab1




7th International Conference on Information Security and Cryptology

7. Uluslararas1 Bilgi Giivenligi ve Kriptoloji Konferansi

SOME EXAMPLES OF NEW NONLINEARITY PRESERVING BIJECTIVE MAPPINGS

II. PRELIMINARIES

Unless otherwise stated explicitly, the following definitions
and notions are given regarding [10], [11].

Let IFy be the n-dimensional o — vector space admitting the
usual lexicographical ordering as follows: for any «, 5 € 3,
a < @ if and only if there exists ¢ € {1,2,...,n}, such that
a1 = b1,...,a,—1 = bj—1 and a; < b;. According to this
ordering we label each element of [y as

ag=(0,0,...,0) < < <...<agn_1=(1,1,...,1),

and we denote n x 1 vectors by [a] = (a1, as, ..., a,)t.
Any function f : 'y — Fy is called a Boolean function and
can be represented uniquely by

o the corresponding fruth table given by

Tf = (f(ao)vf(al)a .- '7f(0427‘71));

where T is lexicographically ordered, or equivalently,
o the corresponding algebraic normal form that is the
multivariate polynomial over Fy given by

f('rnv Tp—1y- xl) = cobcrr1D- - -Deyxy,

Bcror1220 - -

DC12371 723D -+ 1)

PC12..nT1T2 - Ty

The set of all Boolean functions defined on F% is denoted by
Fn. The degree deg(f) of f is the degree of its algebraic
normal form, i.e. the number of variables in the highest order
term with nonzero coefficient. If deg(f) <1 then f is called
affine, i.e., it is of the form f(z,,xp_1,...,21) = (¢, ) Gy,
where ¢y € Fy and (¢, z) = c1218- - B, 2y, 18 the standard
inner product with x,c € F4. The set of all affine Boolean
functions on 4 is denoted by .7,, where each function in .27,
will be given by

Liaia) 2z = (2, 04) Ba.

For a given function f, the Hamming weight w(f) is given
as usual as the number of ones in Ty. The set Sup(f) =
{a € F4 | f(a) =1} is called the support of the function f.
For given functions f and g, the Hamming distance d(f, g) is
the Hamming weight of f & g.

The matrices defined over R and constructed iteratively with
the Kronecker product @ satisfying

Hn - [1 1:| ®Hn—1 — |:Hn1

anl
1 -1 H, '

—din—-1

are called Sylvester Hadamard matrices [12], [13].
The Walsh transform Wy : F3 — R of a function f is given
by

Wi(w) = Z (=1)7@&@@) for all w e FY.
z€Fy

The truth table of the Walsh transform
Wi = (Wy(ao), We(a) ..., Wy(agn_1))
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is called the Walsh Spectrum of f, and it can be expressed as
Wy = (s Hy (see [14]) where

G = (=), (=1, (~pf o)

is the truth table of the signed function (—1)/(®) of f.

Definition 1: [15], [1] The nonlinearity Ny of a function
f is its distance to the nearest affine function. Ny can be
expressed with the Walsh transform of f as follows:

1
min  d(f,{p,q)) = 271 _ Z max [W(w)]

Ny =
f £(5,0)EAR 2 wery

A function f is called a bent function if Wy(w) = +2"/2
for any w € F5. Bent functions only exist if n is even [16],
[17], and form a special set %, of Boolean functions attaining
maximal nonlinearity for a fixed positive even integer n [1].

III. NONLINEARITY PRESERVING BIJECTIVE MAPPINGS

A. Affine equivalency

We start with constructing the group which comprised of
affine equivalency mappings.

Definition 2: [18] Let GL,, be the group of all nonsingular
matrices of order n over Fy. Let further AGL,, be the group

GL, x FZ := {(A,a)| A € GL,,, a € F},

with respect to the operation e. The group law and its inverse
are given by

(A, ) e (A" a)) = (AA, 0/ A+ a),
(A,a) = (A" ad™h

for all (4,a), (A", o) € AGL,.
Similarly, we define the group

AGL, x o, = {(1,£(5,a))] T € AGLy, L(5,0) € Zp},
which can be given more explicitly as follows:
AGL,, x o, .= {(A,«a,8,a) | A€ GL,, a,B € F}, a € Fa},
where 7 and {3 o are given by the mappings 7 : x — zA®«
and £g ) : = (z,3) @ a.

We have an immediate action of the group AGL,, x <7, on F,
as follows

(A, o, 8,a)f = f(zA® a) @ (x,8) & a.
Two Boolean functions f and g are said to be affine equivalent
if and only if for (A,a,B,a) € AGL,, x 4, the following
holds
f@)=(Aa,8,0)g =g(zA® a) @ (z,8) ® a.
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B. Non-affine Nonlinearity Bijective Preserving Mappings

The truth table of an n-variable Boolean function is an
ordered 2" tuple over [F». Hence, any bijective mapping acting
on such functions can be regarded as a permutation of 22"
elements. In particular, we can view every bijective mapping
as an element of Syon.

Let ¢ € Syon. We say that ¢ preserves nonlinearity if
Ny = Nyj for all f € F,. Hence, it follows that v/ preserves
nonlinearity if and only if the absolute maximum of the Walsh
spectra of f remains invariant, that is

max |Wy(w)| = max |Wy(w)| for all f e F,.
welFy welFy

We denote the set of all nonlinearity preserving bijective maps
acting on the n-variables Boolean functions by

Pn(N) = {w € Syan | Nf :wa for all f € .7'—”} .

In general any mapping ¢ : F2~ — F2" can be written as

U (@1, T2, @3, ..., Ton ) (U1 (X1, T2, ..., Tan ),
(Yo(x1, 20, .., won ),
wQ”(ml,$27 . ,.’1’,‘211))7

or,
w1($17$27 e ,1,'211)
o(21, 22, ..., Tan)
P [x] = : ’ @)
1/12n(l‘1,l‘2, e ,:EQn)

where each ; : IF‘%” — Fy is a 2™ variable Boolean function
called coordinate function of 1. Each 1;’s can be represented
by their algebraic normal form uniquely;

Yi(w1, 22, -, Tan) :cg’) @ cgi)xl D... 3)
@ ng._.znwll‘g e XTon .
Then, by porting (3) into (2) and re-labeling, we get
- cél) 7 651)
| |
’I/J[LE]I—> . D . IR )
i C‘SQ") | 652’”)
—_— Y——
P‘U] [>\1]
N )
% iy
¢ Ci2...9n
.12 T1x2D - D _12 2 T1Xo - Ton ,
' om ’ on
L 652 ) _ 0(12..).2n
N——
[A12] A1z2...2n]
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and now equivalently we have

¥ [z] = o] @ Mz] @ [Mo]zize @ - --

@ [Mos]r1z003 B - -
“4)

D [)\12‘..2n]$1$2 s Xgn
where
- 2= (21,%2,...,290) € FZ" hence each z; € Fy,
- \; € F3" with each ¢} € Fy,
— M is the 2" x 2" matrix whose column form is
M= (] Do) e Dol
The above representation gives the following classifications.
o 1 € AGL,, x &, if
- X € &, and M € Syn correspond to the permu-
tation matrix representation of an element in AGL,,
and
- X =(00...0) forall j#0,1,2,3,4,...,2"
o 9 € AGLyn if
- X € an and M € GLgo» and
- X =(00...0) forall j#0,1,2,3,4,...,2™
o 1 € Syon is called non-affine if it has at least one non-
zero Aj, for j € {12,13,...,12...2"}.
In truth more detailed but not complete lattice of subgroups
of Syon is shown in Fig. 2.

Fryan

Fig. 2. Lattice of subgroups of .#,2n (not a complete list)

It is not difficult to see that AGL, x 7, C AGLon.
Furthermore, AGLo» is as a proper subgroup of Syen.

These observations led not only to generalize the action
under the larger group AGLg» (instead of considering the
equivalency under AGL,, x o7, ), but also to prove the existence
of new classes of nonlinearity preserving mappings lying in
AGLy» \ AGL,, x 27, [7].

In [8, Proposition 3.8], the existence of nonlinearity pre-
serving non-affine bijective mappings is proved by explicit
construction and in [9] it is further proved that even if they
are non-affine mappings these mappings actually produce the
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same orbit structure as AGL,, x A, for any fixed function,
that is;

Proposition 3: [9] Let the notations be as above. Let further

1) € Sy2n be a non-affine mapping satisfying

1) Xo € “,,

2) The matrix M = (P’ @ B) with P’ € San corresponds
to a matrix representation of an element in AGL,, and
B=[e1 69 ... ean] withg; € o7,, 1 <1 <27,

3) \j € o, forall j € {12,13,...,12---2"} where at
least one of A\; # (0...0).

Then ) is an element of AGL,, x <7, for a fixed function
ferF,.
Furthermore it is proved that

Theorem 4: [9] For n > 3 there exist nonlinearity preserv-
ing non-affine mappings not lying in the class of Proposition
3.

IV. EXAMPLES OF NEW MAPPINGS

The proof of Theorem 4 rely on the cardinalities gathered
from nonlinearity distributions and beside the existence, it
does not state any families. Here we will give some examples
to illustrate these mappings. The examples may seem to be
basic and in a way they are. However, we believe examining
such example would give clues about structure of these new
nonlinearity preserving mappings.

Due to the space constraints the algebraic normal form
of the nonlinearity preserving transformations are not given
explicitly for n > 4. However, since any transformation is an
element of Sy2n, it is possible to represent the permutations as
a product of disjoint cycles. Within these cycles, the functions
will be given by their truth table in hexadecimal value without
the “Ox” prefix.

Example 5: Let 1) € S,,s be the mapping, whose explicit
permutation representation is given in Appendix, satisfying,

[T¢] —[Ao] ® M[Ty]®

Ai23ass] f (o) f(ar) f(az) f(asz) f(aq) f(ar)®

M2sas7] fao) f(an) f(az) faz) fou) fas)®

A123as6s) f (o) f(ar) f(ao) fas) f(ou) flas) f(a7)@
[A23a567] f(@0) f (1) f(az) fas) f(aa) f(as) f (o)

where Ao = (0,0,0,0,1,1,1,1), Ai2zass8 = Ai23457 =

A234s68 = A123as67 = (0,0,0,0,0,1,0,1) and M is the
matrix;

0

i = = i e B e B an R
SO R OO OO
_ o OO oo
= === 0 0OFkO
O OO o oo
_— OO OO oo

DD OO O~ OO
OO OO R OOO

0 0

Trivially, ¢ is not an affine mapping, indeed it does
not satisfies the conditions given in Proposition 3, since
(0,0,0,0,0,1,0,1) is not truth table of an affine function.
Moreover, it can be easily checked that this map is invertible
and preserves nonlinearity for all functions.
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Example 6: Assume ¢ € S,,+ be a permutation of IF§4 with
cycle representation,
my =(0002, 3ec3, fffe, 33ce, 7fff, 2ff0)(001b, 33aa, e48d, {681,
6a77,97f7,050a, 027c, 665a, 1370, fff0)(059¢c, a63f,
elee, 36af, 72be, fca9)

4

It can be easily verified that 1) keeps nonlinearity values
invariant for all f € F,, that is ¢ € P4(N). When the
algebraic normal form of v is written explicitly, it will be
seen that some non-affine terms are not the truth table of an
affine function. Thus v is not of the form given in Proposition
3.

Example 7: Let 1) € S,,6 be the permutation such that its
disjoint cycle representation is

Ty =(9556566a3ffcfcc0, 0ddfcbb3a4456dd9)

Trivially, ¢ maps all functions to itself except the ones in the
disjoint cycles, i.e. it keeps nonlinearity invariant for those
functions. The cycle has bent functions whose nonlinearity
values are 28. Thus, 1) € Pg(IN). However, the bent function
9556566a3ffcfccO has algebraic degree 2 while its image under
1, 0ddfcbb3a4456dd9, has algebraic degree 3. v can not be of
the form as given in Proposition 3 since in that case it should
have also kept the algebraic degree invariant.

Indeed, in a generic way, one can easily construct new non-
linearity preserving mappings in the following way. Consider
two different affine equivalency classes of the same nonlinear-
ity values, for instance regard the classes given in [19], [18],
[20], [6]. Taking into account of the bijectivity property of
the transformation, map the one of affine equivalency class
members to the other class. Basically, while mapping the rest
to themselves, select at least two functions belonging to the
different affine equivalency classes and then map each to the
other to produce a bijective nonlinearity preserving mapping.
By Proposition 3, it is certain that the transformations created
as above won’t belong to the explicitly known non-affine
bijective nonlinearity preserving mapping. Moreover these
transformations will not produce the same orbit structure as
affine equivalency mappings.

When an expressive construction or classification given
for these explicitly unknown mappings, such mappings may
probably be used as a practical tool especially to construct
new functions that are not belonging to the same equivalency
classes may be performed.

V. CONCLUSION

Studying the elements S,o» and classifying them with
respect to nonlinearity preserving property is still an open
problem. Due to the huge cardinality of the mappings, pursu-
ing this research may seem to be highly involved. Despite this
fact, it may lead to a deeper insight to the nonlinear functions
or nonlinearity classes and additionally it may become a
practical tool for constructions of new Boolean functions. In
this work, some examples of new transformations keeping
nonlinearity invariant are given. For future studies, it would
be interesting to further investigate nonlinearity preserving
mappings in order to construct these mappings with explicit
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methods. Such constructions may be used as a practical tool
for finding new Boolean function families.

APPENDIX
EXPLICIT PERMUTATION REPRESENTATION OF EXAMPLE 5

The bijective mapping presented in Example 5, is given
below regarding the disjoint cycle representation.

7, =(00,0f, 55, 3¢, 5a, 66, 33) (01, Oe, 54, 3d, 5b, 67, 32) (02,
Ob, 45, 3e, 5e, 76, 31, 04, 1f, 57, 38, 4a, 64, 37, 10, 0d, 51,
2¢, 58, 62,23)(03, 0a, 44, 3f, 5, 77, 30, 05, 1e, 56, 39, 4b,
65,36, 11, 0c, 50, 2d, 59, 63, 22) (06, 1b, 47, 3a, 4e, 74,
35,14, 1d, 53, 28, 48, 60, 27, 12, 09, 41, 2e, 5¢, 72, 21)
(07, 1a, 46, 3b, 4f, 75, 34, 15, 1c, 52, 29, 49, 61, 26, 13,
08, 40, 2f, 5d, 73,20)(16, 19, 43, 2a, 4c, 70, 25) (17, 18,
42.2b,4d,71,24)(6a, 6c, 78)(6b, 6d, 79)(6e, 7c, 7a)
(6f,7d,7b)(82,84,90)(83, 85,91)(86,94,92)(87, 95,
93)(88, cf, fa,e4, b8, c5, bl,8b, ca, eb, €2, ac, d7, b7, 9f,
d8, ed, 6, be,d1, a3, 8d, de, f9,el, a9, c6, b4, 9a, c9, ee,
f3, af,d2, a6, 9c, dd, fc, f5, bb, 0, a0) (89, ce, fb, €0, a8,
c7,b5,9b, c8, ef, 2, ae, d3,a7,9d, dc, fd, f4, ba, c1, al)
(8a, cb, ea, 3, ad, d6, b6, 9e, d9, ec, f7, bf, d0, a2, 8c,
df, f8,e5, b9, c4, b0)(8e, db, 8, e7, bd, d4, b2)(8f, da,
9, e6, bc, d5,b3)(98, cd, fe, f1, ab, 2, a4)(99, cc, ff,
f0, aa, c3, ab)
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A High Capacity Html Steganography Method

E. Satir, A. Sargin, T. Kanat, and C. Okuducu

Abstract—With the widespread use of the Internet and the
booming growth of the computer industry, people nowadays can
easily retrieve multimedia contents with their own computers or
mobile phones over the Internet or mobile channels. In this case,
data hiding is one of the useful schemes for delivering secret
messages. Steganography refers to the science of invisible
communication. In this study, we proposed a high capacity
HTML steganography method that employs URL addresses.
Here, URL addresses are used as steganographic cover and the
HTML side of the concerning web page is used as a platform for
camouflage. Accordingly, it is enough to send only the obtained
URL to the recipient. Experiments were performed by
investigating steganographic capacity and imperceptibility. The
capacity value is increased to 8.85% for the secret message
containing 600 characters. Besides, steganographic security is
provided via RSA encryption and elaborating the computation
by LZW.

Index Terms— HTML steganography, LZW compression,
steganography

1. INTRODUCTION

ITH the widespread use of the Internet and the booming

growth of the computer industry, people nowadays can

easily retrieve multimedia contents with their own
computers or mobile phones over the Internet or mobile
channels. In this case, data hiding is one of the useful schemes
for delivering secret messages. Steganography refers to the
science of “invisible” communication. Unlike cryptography,
where the goal is to secure communications from an
eavesdropper, steganographic techniques strive to hide the
very presence of the message itself from an observer. As
broadband technologies improve bandwidth at the last-mile,
multimedia content, such as still images, audio and video,
have gained increasing popularity on the Internet.
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Given the high degree of redundancy present in a digital
representation of multimedia content (despite compression),
there has been an increased interest in using multimedia
content for the purpose of steganography. Indeed many such
techniques have been devised in the past few years [1].
Contemporary approaches are often categorized based on the
steganographic cover type such as text, image, audio, or graph
[2].

Textual steganography can be classified as textual format
manipulation (TFM) and textual fabrication (TF) [2]. TFM
modifies an original text by employing spaces, misspellings,
fonts, font size, font style, colors, and non-color (as invisible
ink) to embed an encoded message. However, comparing the
original text with the modified text will trigger suspicion and
enable adversary to pin down where the message is hidden in
the text [2]. In addition, TFM can be distorted, discerned by
human eye, or detected by a computer [2].

On the other hand, textual fabrication techniques generate
an entire text-cover for hiding a message rather than
manipulating an existing text. Examples of these approaches
are null cipher [3], mimic functions [4], [S] NICETEXT and
SCRAMBLE [6], and translation-based [7]-[9]. However, the
text cover that is generated by these approaches often has
numerous linguistic flaws that can raise suspicion. In addition,
revealing the hidden message may be feasible [2].

In 2009, Desoky proposed a method called Listega which
takes advantage of using textual list to camouflage data by
exploiting itemized data to conceal messages. Simply, it
encodes a message then assigns it to legitimate items in order
to generate a cover text in a form of list. Listega establishes a
covert channel among communicating parties by employing
justifiably reasons based on the common practice of using
textual list of items in order to achieve unsuspicious
transmission of generated covers [10].

In 2010 Desoky proposed a steganographic approach that
employs NLG (Natural Language Generation) and template
techniques along with Random Series values (RS), e.g. binary,
decimal, hexadecimal, octal, alphabetic, alphanumeric, etc., of
Domain-Specific Subject (DSS) to generate a noiseless text-
cover. DSS (like financial, medical, mathematical and etc.)
has plenty of room to conceal data and allows communicating
parties to establish a covert channel such as a relationship
based on the profession of the communication parties to
transmit a text-cover. Desoky’s method, called Matlist
(Mature Linguistic Steganography), embeds data in a form of
RS wvalues, function of RS, related semantics of RS, a
combination of these, etc. He mentioned that Matlist did not
preserve the meaning of text-cover every time it is used,
instead it retains different legitimate meaning for each
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message while remaining coherent and
rhetorically sound [11].

Ryabko and Ryabko (2011) proposed steganographic systems
for the case when cover texts are generated by a finite-memory
source with possibly unknown statistics. The probability
distributions of cover texts with and without hidden information
are the same; this means that the proposed stego systems are
perfectly secure, i.e. an observer can not determine whether
hidden information is being transmitted. The main idea behind the
proposed stego systems is the following: Suppose that for a cover
text X generated by a source, a set S of cover texts can be founded
such that each cover text in S has the same probability of being
generated as X. Moreover, assume that each element of S defines
S, uniquely. Then, instead of transmitting the cover text X that
was actually generated, the cover text can be transmitted in the set
S whose number in S corresponds to the secret text which is
wanted to be passed. This does not change the probabilistic
characteristics of the source, provided the secret text consists of
independent and identically distributed (i.i.d.) equiprobable bits.
Therefore, an observer can not tell whether secret information is
being passed. There are two disadvantages of the outlined stego
system: first, the rate of transmission of secret text is not optimal,
and second, it applies only to i.i.d. cover texts [12].

To make a steganographic communication even more
secure the message can be compressed and encrypted before
being hidden in the carrier. Cryptography and steganography
can be used together. If compressed, the message will take up
far less space in the carrier and will minimise the information
to be sent. The random looking message which would result
from encryption and compression would also be easier to hide
than a message with a high degree of regularity. Therefore
encryption and compression are recommended in conjunction
with steganography [13].

Finally in 2012, Satir and Isik proposed a LZW (Lempel-
Ziv-Welch) compression based [14] and an enhanced version;
Huffman compression based [15] text steganography methods
where capacity and security issues were considered. In the
proposed methods, LZW and Huffman coding algorithms
were used to increase the capacity and to contribute the
security. Moreover, the proposed methods construct stego
keys and employs Combinatorics-based coding in order to
increase the security and to provide the desired randomness.
For imperceptibility and to render the carrier medium
innocent, they constructed forward mail platform as stego
cover in order to conceal secret information. They obtained
7.042 % and 7.962 % capacity values for the secret message
containing 300 characters (or 300-8 bits) via LZW and
Huffman coding algorithms, respectively. They stated that the
hidden information cannot be extracted, easily without the
used stego keys. Besides, the extraction procedure was
rendered more complex by means of the employed
compression techniques.

In this study, a steganographic method that employs web
page as the carriers, has been proposed. The purpose of this
study is to obtain a significant increment ratio in the amount of
secret data that is aimed to be hidden while complicating the
extraction procedure and ensuring the imperceptibility. For
capacity issue, secret data has been compressed via LZW
coding since it is widely used in the literature and most
importantly, it does not necessitates to send any additional

semantically
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information to the recipient for decompression. Certainly, this
situation has an additional contribution to capacity. For
imperceptibility issue, secret data has been camouflaged in
HTML (Hyper Text Markup Language) side of the web page
without making any modification.  After detecting the
coordinates of the secret data on the web page, RSA (Rivest-
Shamir-Adleman) encryption algorithm has been applied for
the purpose of security. Then, these encrypted content has
been compressed again and embedded to the URL (Uniform
Resource Locator) of the concerning web page. Thus, we
obtain the URL that has a legitimate length. Evaluation
procedure of the proposed method has been carried out by
measuring steganographic capacity in terms of percent.
Besides, imperceptibility has been considered as the main
issue. The rest of the paper has been organized as follows:

A detailed explanation of the proposed scheme has been
provided in the 2" section. The performed experiments and
the obtained results have been mentioned in the 3™ section.
Finally a general outcome has been expressed in the 4®
section.

II.

Embedding and extracting phases of the proposed scheme
will be explained in this section by mentioning the necessary
calculations. It will be useful to provide a quick scenario,
before a detailed explanation.

As noticed from the above sections, we proposed a
steganographic scheme by employing HTML side of web
pages. In the sender side, the secret message is firstly
compressed. Then this obtained shorter content is hidden in
source code (HTML side) of each web page in the collection,
respectively. Namely we perform the same hiding operation
for every web page in the collection. Here, the purpose is to
find the best web page that provides the maximum capacity
rate. After defining the best one, the compression operation is
again applied to the achieved content as the result of hiding.
Thus, capacity is increased again while the computation is
being elaborated. Finally, the current content is encrypted and
embedded in the URL of the concerning web page. So, it is
sufficient to only send the obtained URL to the recipient since
the secret message can be extracted by reaching the
corresponding web page via this URL. Namely, once the
recipient gets the URL, he/she can extract the secret message
by applying inverse of the embedding phase.

THE PROPOSED METHOD

A. Embedding phase

Block diagram of the embedding phase has been provided in
Figure 1.

Let’s explain the operations and variables in each block.
1. Compression: Secret message is compressed via LZW
coding in this step. Let M be an array containing characters of

secret message and M’ be the content after compression. As
the result, we can claim that:

S(M) <S(M)
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Fig. 1. Block diagram of the embedding phase

2. Camouflaging: In this step, we employ collection of web
pages to enhance the capacity. Let /7 be a web page in the
collection. We consider the source code, namely HTML side,
of the web page for camouflaging. Thus, we can represent W
as an array containing the symbols in the HTML side.

M =(m'|,m',..,m")

W=(W1,W2,...,Wj)

Since HTML side consists of the symbols including letters,
numbers, marks and etc. we can perform the following
operations to achieve the new content N:

m,=w —>n =1
m,=w, >n =2 (1)

- .
m,=w, >n=j

Let’s assume that n;=/. This means that the first elements
of W (the first symbol in HTML code) and M (the first
character in secret message) are the same. After estimating the
first element of NV like that, the rest is estimated by considering
the relative distances via Equation 2:

m,=w, —>n,=2-1

2

LI —_
m,=w, >n,=3-1
. .
m,=w, —>n,=j-1

This operation is performed iteratively till all elements of
M’ is mapped. As the result we obtain a numerical array; N
whose element number equals to the element number of A",

SIN) =SM) = ©)
The essential point in this step is that we perform the

camouflaging for every W in the collection by using the same
M. Thus, we will be able to define the best /7 in the next step.

G

3. Selection: In this step, we consider the steganographic
capacity rate to choose the best W in the collection.
Steganographic capacity is calculated via Equation 4 [10]:

C= BitsofSecretMessage
BitsofStegoCover

4)

Accordingly, we can adapt this formula to our scheme as
follows:

C= BitsofM'' (5)
BitsofURL

Notice that this calculation is performed for each ¥ in the
collection. As the result, W that gives the maximum C is
chosen as the carrier to camouflage. Besides, rest of the
operations are performed on N which corresponds to the
chosen .

4. Compression: The obtained N is compressed via LZW
coding again. The purpose of this operation is to enhance
steganographic capacity and elaborating the computation for
steganographic security. At the end of this step, we have a new
numerical array N’. Certainly we can claim that:

SN <S(N)

5. Encryption: In this step, N’ is encrypted via RSA
encryption algorithm. Let’s call this content E. The purpose of
this operation is to ensure steganographic security in case of
any observations and to render the proposed scheme resilient
against attacks.

6. Embedding: In this step, the encrypted array, E is
embedded into the URL of the chosen W (in step 3). Here, the
most important point is not to have any error message when
the modified URL is typed on the browser. Therefore,
collection consists of the web pages which can be adapted to
our scheme. Thus, for the sender, it is enough to send this
URL to the recipient. There is no other content that has to be
sent since the URL correctly directs the recipient to the chosen

web page (W).

B. Extracting phase

Block diagram of the extracting phase has been provided in
Figure 2.

Again, let’s explain the operations in each block.

1. Separation: In this step, the embedded part is separated
from the URL, to apply the operations of the
embedding phase in the reverse order. Thereby, we
obtain array E.

2. Decryption: E is decrypted via RSA. Thus, we obtain
N’; namely the compressed array that corresponds to
the selected .

3. Decompression: In this step, we decompress N’ to
reach array N which is obtained after camouflaging
(step 2) in embedding phase.
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TABLE I

CAPACITY VALUES TILL 600 CHARACTERS
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n Secret Message C(%)
URL . E 50 Lorem ipsum dolor sit amet, consectetur cras amet. 6.257
1. Separation p( 2. Decryption 100 | Lorem ipsum dolor sit amet, consectetur adipiscing elit. | 6.464
Nullam tristique nunc lectus, eu cras amet.
150 | Lorem ipsum dolor sit amet, consectetur adipiscing elit. | 7.038
N Integer consequat eleifend orci sed mollis. Vestibulum
lobortis malesuada purus nec volutpat.
200 | Lorem ipsum dolor sit amet, consectetur adipiscing elit. | 7.532
. Maecenas erat massa, elementum at orci sed, feugiat
3. Decompression dignissim urna. Nunc fringilla fermentum tempus. Donec
feugiat neque lacus, sit amet metus.
250 | Lorem ipsum dolor sit amet, consectetur adipiscing elit. | 7.727
Sacret N Aliquam gravida et erat ac ornare. Sed lectus dolor, iaculis
Message ¥ nec nulla non, feugiat vehicula orci. Vivamus gravida
) M dapib}ls enim s‘ed _elementum. Cum sociis natoque
4—— 5 Decompresion |e 4 Mining penatibus et magnis dis nullam.
300 | Lorem ipsum dolor sit amet, consectetur adipiscing elit. | 7.947
Morbi tellus turpis, vulputate at bibendum sed, volutpat
vitae leo. Phasellus vel nulla at leo accumsan volutpat sed
) . ) vitae arcu. Ut id aliquam velit, et tristique metus. Sed
Fig. 2. Block diagram of the extracting phase laoreet ex vitae odio pulvinar ultricies. Ut sit amet augue
volutpat.
4. Mining: We have an URL that comes from the sender 350 | Lorem ipsum dolor sit amet, consectetur adipiscing elit. | 8.241
and we have N from the previous step. Thus, we can Donec est turpis, dapibus in felis in, euismod molestie ex.

. A Mauris quis sapien in est tincidunt pulvinar quis nec arcu.
achieve M’; the compressed form of the secret Aliquam sit amet mattis lorem. Praesent volutpat, sem ac
message. Notice that the URL correctly directs us to aliquam scelerisque, purus ligula tristique mi, at hendrerit
the web page (W) used for camouflaging. We can nunc orci sed est. Vestibulum ante ipsum primis in sed.
obtain M’ by performing the following mappings on 400 Lqrem ipsum Fiolor sit amet, consectetur a‘dlplscmg elit. | 8.398
he HTML side of the concerning W Etlam' sed vehicula est. \./estubulum filgmssqn a neque a
the g W. blandit. Aenean auctor odio sit amet nibh faucibus facilisis.

Quisque a tortor hendrerit diam sagittis mattis. Etiam
m', =w(n,) ullamcorper ipsum finibus, pretium justo id, ullamcorper
, odio. Aliquam dapibus est in tincidunt facilisis. Nulla
m', = w(n,+n,) (6) luctus scelerisque diam, et vulputate elit ultricies amet.
: 450 | Lorem ipsum dolor sit amet, consectetur adipiscing elit. | 8.422
Praesent quis fringilla leo. Nam ut rhoncus ante. Sed
m'j =W(njfl+nj) venenatis ut nunc vitae bibendum. Phasellus vel urna
ultricies, maximus lectus ut, porttitor metus. Curabitur
X ) . luctus, mi sed iaculis accumsan, urna mi vestibulum lacus,
That is to say, m’; equals to the element of ¥ indexed as ni, nec luctus arcu tellus aliquam nisi. In ac finibus quam.
m’>equals to the element of /¥ indexed as n;+n, and so on. Nulla facilisi. Cras hendrerit ante a est rhoncus malesuada.
Vivamus eget ultrices augue. Proin at faucibus amet.
5. Decompression: In this step, we decompress M’. Thus, 500 | Lorem ipsum dolor sit amet, consectetur gdipiscing elit. Ut | 8.557
. . non tortor tempor, pharetra sapien non, fringilla erat. Sed at
we obtain M, the secret message by only employing the eleifend ex, at finibus massa. Etiam quis scelerisque metus.
sent URL. Unlike the embedding phase, we neither Duis est tellus, imperdiet et lorem sit amet, placerat
used the collection, nor performed a selection since the elementum magna. Proin egestas, libero a varius gravida,
URL provides us the carrier; namely the chosen web est leo porttitor lorem, sit amet imperdiet sapien augue quis
’ eros. Nam sit amet est malesuada, tempor purus eget,
page. euismod ex. Vestibulum eget turpis id ex tempus maximus
consectetur eget ante massa nunc.
550 | Lorem ipsum dolor sit amet, consectetur adipiscing elit. | 8.712
II. EXPERIMENTAL RESULTS Morbi rh(‘>ncus eu lacus non convgllis. Nun‘c consectetur
congue viverra. Phasellus vitae ligula eu justo sodales
In this section, the experimental procedure and the obtained venenatis in ac nulla. Ut ornare consequat facilisis.
results have been explained. The experiments have been Pellentesque habitant morbi tristique senectus et netus et
. . . . malesuada fames ac turpis egestas. Aliquam in lacinia
carr}ed out via ?‘ software written in C# language. For an nunc, vel vehicula lorem. Suspendisse convallis tempor
unbiased evaluation, secret messages (M) have been produced ipsum. Nullam vitae condimentum ex. Etiam magna ipsum,
by emp]oying Lorem Ipsum texts viverra eget velit nec, maximus condimentum lectus.
(http://www.tr.lipsum.com/feed/html)[16]. Besides, for a Suspendisse aliquam egestas ligula, nec blandit metus.
ide- bservation. investieation phase has been carried Lorem ipsum dolor sit amet,.consectetur adipiscing elit. | 8.850
wide-range O_ R 2 g p 600 | Mauris ac urna eu lorem lobortis malesuada fermentum non
out by considering different lengths of secret messages. enim. Class aptent taciti sociosqu ad litora torquent per
Length of each secret message has been incremented 50 by 50 conubia nostra, per inceptos himenacos. Praesent id
beginning from 50 to 600. 1ob_ortis ‘neque. _Curabit_ur a cpmmoQo ip_sum, Ut portti_tqr
F luati " hi it h b felis felis, eget imperdiet velit efficitur in. Nulla suscipit
9r cva _ua lon,  steganographic Capam Y as cen elit lacus, ac tincidunt turpis pulvinar sed. Nunc ultrices
considered in terms of percent. Capacity rate has been faucibus pulvinar. Pellentesque mattis dui id lorem sodales
calculated for each secret message by using Equation 5. dapibus. Praesent semper, metus ut suscipit congue, neque
Results of the performed experiments and comparison results orci tempus uma, vitae placerat purus nisl quis augue.
Curabitur non volutpat.
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in the literature have been indicated in Table 1, Table 2,
respectively.

In Table 1, details about the performed experiments have
been presented. Character length (n) of each secret message,
the employed secret message produced via Lorem Ipsum and
the obtained capacity rate have been provided. Graphical
result of the performed experiments has been demonstrated in
Figure 3.

10 - 8,85
o 7 s~77.7277-9473'24l soms T
8 7038
576,464
7 | 6257
£ 6
Z
©
S 4
o
3
2
1
0
0 200 400 600 800
Length

Fig. 3. Graphical result

In the given graph, we can see that there were small swings,
but they are negligible. Namely, by basing on Figure 3, we
observe that steganographic capacity continued to increase.
The obtained maximum capacity value is 8.85% and the
corresponding length is 600 characters. By basing on the given
graph in Figure 3, we can claim that generally capacity
increased as the length increased.

Comparison of the proposed method with the other
contemporary methods in the literature has been presented in
Table 2, in terms of capacity. Capacity of mimic function
method that produces grammatically correct but meaningless
texts has been calculated by employing Lorem Ipsum patterns
via the given link. Capacities of Nicetext and Listega methods
have been provided by basing on the samples in the cited
articles. Capacities of translation based, Satir and Isik’s
schemes have been provided by considering the cited articles
and thesis. Finally, capacity of Matlist method has been
calculated statistically (averagely) by considering the given
values in the cited article since this method is highly subject
dependent. As seen in Table 2, the proposed method
increased the capacity value to 8.85%. It has been calculated
by employing the Lorem Ipsum Patterns via Eq. (5). This is a
significant rate when the secret message containing 600
characters is considered.

For instance, the obtained URL for the secret message that
has 10 characters, has been given below:

M=(,o,r e m,ip,s u)

URL:
http://www.selcuk.edu.tr/index.php?id=&NzYyLzExMD YvM

5Gre

TABLEII
COMPARISON RESULTS
Capacity .
Method %) Explanation
Mimic Calculated by employing Lorem
functions[4],[5] 1.143 Ipsum Patterns
i (http://www.spammimic.com/)
NICETEXT 029 Provided by basing on the
[6],[17],[18] ) samples in the referred articles
Translation based 033 Noted in by the authors the
[9] ) referred article
. Provided by basing on the
Listega [10] 3.87 example in the referred article
Satir and Isik [14] 6.92 Reported in the cited article
Satir and Isik [15] 7017 Reported in the cited article
Satir and Isik in . . .
2013 [19] 8.15 Reported in the cited thesis
Calculated averagely via the
. reported values in the referred
Matlist [11] 8.74 article since it is  subject
dependent.
The proposed Calculated by employing Lorem
8.85
method Ipsum Patterns

JEVMzYvMzYvMzYvMjEvMzYvMzYvMTc2OS8yMS8zNi8zO
C8zNi8yMS8zNi8zOCExNDUvMjEvMzYvMzgvNjk2LzIxLz

M2LzM2Lzc2NC8E8yMS8zNi8zNi820TYvMjEvMzYvMzYvNz
YyLzIxLzM2LzM4LzEONS8yMS8=

This URL is the steganographic cover that is sent to the
recipient. When the recipient gets this URL, he/she types this
on the browser and then he/ she can extract the secret message
by applying inverse of the embedding procedure. However,
we observed that length of the obtained URL increased, too.
This situation can conflict with the imperceptibility issue,
since a very long URL address can raises suspicion.

IV. CONCLUSION

In this study, we proposed an HTML steganography method
that employs URL addresses. Here, URL addresses have been
used as steganographic cover and the HTML side of the
corresponding URL has been used as a platform for
camouflaging. Accordingly, it is enough to send only the
obtained URL to the recipient.

Experiments have been performed by investigating
steganographic capacity and imperceptibility. The capacity
value is increased to 8.85% for the secret message containing
600 characters. Besides, it is observed that capacity increased
as the character length increased. But it is observed that the
length of the obtained URL increased, too. Since very long
URL addresses can raise suspicion while communication, the
balance between capacity and imperceptibility should be
protected. Accordingly, hiding very long secret messages can
endanger imperceptibility. For this situation we employed
LZW coding. Besides, in case of making the algorithm public,
we employed RSA encryption to provide security. Using LZW
compression also supports steganographic security since it
complicates the extraction procedure. For future studies, we
aim to investigate the effects of other encryption-compression
combinations to hide longer secret messages and thus, we will
be able to render the proposed scheme more functional.
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Security Analysis of the Encrypted Mobile
Communication Applications

Murat Demircioglu, Halil Kemal Tagkin and Salim Sarimurat

Abstract—Communication over the Internet have moved from
desktop computers to handheld devices over the course of the last
decade. People have started using cell phones, tablets etc. in daily
lives and communication methods have switched to using these
devices. Although there are many different options available for
instant messaging between modern time internet users, not many
of them provide trusted methods for securing the communicated
message and considering users’ privacy.

In this paper, we have analyzed the security and privacy
concerns of three well-known and widely-used mobile communi-
cation applications called Telegram, TextSecure and Threema.
We have defined the general security requirements expected
from such applications and then compared their approaches
individually.

Index Terms—Mobile Messaging, End-to-end Security, Tele-
gram, TextSecure, Threema,

I. INTRODUCTION

NSTANT messaging is a kind of online chat offering a real-
time text transmission over the Internet. As the mobile
technology evolves, a new kind of instant messaging takes
place and it is called Mobile Instant Messaging. In this tech-
nology, instant messaging services can be accessible from a
portable device, ranging from smart phones to tablet computers
which use the operating systems such as Android [1], iOS [2],
Blackberry OS [3], Windows Phone [4], etc. There are so many
mobile chat applications to use in the mobile devices.

Beside this, as the ordinary users become conscious about
the information security, they demand secure mobile messag-
ing applications. For this purpose, so many applications are
provided.

In this paper we compare three of the most popular secure
mobile communication applications in the manner of security.
These are Telegram[5], TextSecure[6] and Threema[7].

In Section II, we specified 10 security requirements for a
secure mobile messaging application. Then the selected three
applications are compared under these requirements in Section
IV. At the end, the overall security of them are stated in
Section V.

M. Demircioglu and H.K. Tagkin are with the Department of Cryptography,
Institute of Applied Mathematics, Middle East Technical University.

M. Demircioglu, H.K. Tagkin and S. Sarimurat are with Oran Information
Technologies.

S. Sarimurat is with the Department of Computer Science and Engineering,
Sabanci University.

This paper is supported by the Scientific and Technological Research
Council of Turkey (TUBITAK) under the project number TEYDEB-1130063
titled ”Mobil Terminaller Uzerinde Kriptografik Yontemler Kullanilarak Ugtan
Uca Giivenli Bir Iletigim Sisteminin Tasarlanmasi ve Gelistirilmesi”.

II. SECURITY REQUIREMENTS

A secure mobile chat application should provide the follow-
ing properties.

1) Cryptographic Primitives: Cryptographic primitives are
low-level cryptographic algorithms which are well-established
and generally used to create cryptographic protocols. Some of
the commonly used primitives are:

« Authentication,

o Symmetric key cryptography,

« Public key cryptography,

« Digital signatures,

e One-way hash functions,

o Pseudo random number generator.

2) Forward Secrecy: Forward secrecy is a kind of key-
agreement protocol. It ensures that if the attacker compromises
one of the long-term keys in the future, then s/he can not
compromise a session key produced from a set of long-term
keys. The key used to encrypt the data must not be used to
produce any other keys, and if the key used to encrypt data is
produced from some other keying material, then this material
must not be used again to produce any other keys. By this
way, compromise of a single key allows access only to data
encrypted by that single key.

3) Disk Encryption: In order to protect digital data, disk
encryption techniques convert data into unreadable code which
can not be deciphered easily by unauthorized people. Disk
encryption software or hardware is used to encrypt every bit
of data on a disk or disk volume. By this way, unauthorized
access to data storage is prevented.

4) Secure Group Chat: In addition to establishing secure
connection between two parties, users may want to add more
participants to their conversation without leaving the secure
environment provided by the application.

5) Multiple Device Support: The protocol should include
support for users having multiple devices. In this scenario, any
user can have multiple devices with the secure chat application.
If a secure message is wanted to sent via the application, it
should be reachable through all devices of the recipient and
previous chat logs should also be reachable from all devices
of both the sender and the recipient.

6) Fingerprint Verification: In order to prevent man-in-the-
middle attack (MITM) attacks, users should verify each others’
identities by using offline methods. For this purpose, parties
can read their fingerprints to each other on an offline channel
or they can use QR code to verify each other.

7) Contact List Synchronization: Contact list of the users
should not be stored on the servers in a clear text. Instead
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of this, hash value of the contact list can be stored on the
servers and periodically it can be checked if new users from
the contact list have started to use the application.

8) Open Source: Open source software is a software devel-
opment methodology whose source code is publicly available
to anyone for modification, security control or enhancement.
Any software, which are not open source, may have some
security flaws or backdoors.

9) Self-Destruction: Setting a time for self-destruction
provides automatically deletion of messages. After the self-
destruction time runs out, the messages are wiped out auto-
matically from all devices.

10) Emergency Passphrase: There will be two pass phrases
set for the application. One of them is to secure the application
data and the second one for the emergency case. If someone
forces user to give the passphrase, s/he will give the second
passphrase and it will erase all data.

III. DESCRIPTION OF MOBILE APPS: TELEGRAM,
TEXTSECURE, AND THREEMA

In this section, we give the general descriptions of the
applications which we have compared. These applications are
Telegram, TextSecure and Threema, respectively.

A. Telegram

Telegram is an open source encrypted instant messaging
application for iOS, Android and Windows Phones. It has
also unofficial desktop applications for OS X, Windows and
Ubuntu. Browser extension is also an alternative for mobile
communication, but the user needs to register his/her phone on
a mobile Telegram application. Telegram provides encrypted
and self-destructing messages, photos, videos and documents.

The application offers two types of chats. Standard chat
uses client-server encryption and it can be accessed from
multiple devices. Secret Chat uses end-to-end encryption and
two participating devices can only access to it. Telegram
claims that third parties, including them, can not get access to
the messages. Self-destruction time can be set for messages
and media in a Secret Chat. After the self-destruction time
runs out, the messages are wiped out automatically from both
devices.

All kind of chats are encrypted with the new protocol
MTProto [9] which is created by Nicolai Durov. The protocol
is based on RSA 2048 encryption [10], 256-bit symmetric AES
[11] encryption and Diffie-Hellman key exchange protocols
[12].

Chat history of Telegram is stored on Telegram cloud
servers and accessible from any number of devices. On the
other hand, secure chat logs are only accessible from two
participating devices, and users’ other devices can not reach
to the encrypted chat logs.

Telegram provides a standard group-chat option up to 200
members. However, it does not support secure group-chat.
Most people use group-chat feature of messaging applications
frequently, so this is a very important drawback for Telegram.

Message read status is enabled in Telegram; one check for
sent messages and two checks for read messages. In this way
the sender can ensure whether the message is sent or read.

Clients of Telegram are open source, so verifying the end-
to-end encryption mechanism is possible. However, server-side
software of Telegram is closed source, so it is not possible to
verify the claimed encryption standards are properly used and
well implemented.

B. TextSecure

TextSecure is an open source encrypted messaging appli-
cation for Android devices. TextSecure uses an end-to-end
encryption protocol which provides secrecy for instant mes-
sages, MMS and SMS. Open WhisperSystems is the developer
of TextSecure and it is released under the GPLv3 license.
Whisper Systems is co-founded by roboticist Stuart Anderson
and security researcher Moxie Marlinspike in 2010. Moreover,
Whisper Systems produced the application RedPhone which
provides encrypted voice calls. The Guardian Project [8] also
supports and recommends TextSecure.

By using TextSecure, users are able to send text messages,
group messages, photos, videos, documents and contact infor-
mation over 3G, LTE or Wi-Fi to other TextSecure users.

TextSecure uses standard SMS/MMS to communicate with
non-TextSecure users. Blue and green text bubbles are used to
distinguish messages that have been sent via the user’s data
connection and messages that have been sent via SMS/MMS.
Blue bubble indicates communication over a data connection
and green bubble indicates SMS-based communication.

TextSecure will use the user’s data connection as default
if possible to send the message. In other words, if the user
sends a message to another registered TextSecure user, it will
be treated as an additional data transfer and there will be
no SMS charge associated with the message. If there is not
any available data connection, then the application will use
standard SMS/MMS to send the message.

The application will automatically encrypt all conversations
held with other registered TextSecure users. In the user inter-
face, encrypted messages are denoted by a lock icon. Media
and other attachments are encrypted in the same way as other
messages.

TextSecure also encrypts users’ text locally on their smart-
phones. Anything stored by the app is encrypted on their
Android device. The application will encrypt all conversations
ongoing with other registered TextSecure users and the en-
crypted messages are indicated by a lock icon. In addition,
media and other attachments are encrypted in the same way.
Therefore, if the attacker is able to gain physical access to
users’ phone, s/he will not be able to obtain plain data of this
encrypted data.

TextSecure provides group chat. Users can create a group,
name it, set an avatar, and invite unlimited number of recipi-
ents, who are all able to leave at will.

TextSecure uses Off-the-Record (OTR) [15] protocol and
made some improvements to the deniability and forward se-
crecy aspects, and added a mechanism to allow the ephemeral
key negotiation to work asynchronously. TextSecure uses
Curve25519 [13], AES-256, and HMAC-SHA256.

Verification of the users communicating with is done via
comparing their fingerprints. Thus, MITM attacks are pre-
vented. The keys which are used to encrypt the user’s messages
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are stored on the device alone, and they are protected by an
additional layer of encryption if the user enabled a passphrase.

In order to ensure that new AES keys are used for every
single message, TextSecure uses the cryptographic ratchet
[6]. It also provides both forward secrecy and future secrecy
properties. The protocol also features enhanced deniability
properties.

TextSecure-Server is the software that handles message
routing for the data channel. Client-server communication is
protected by TLS/SSL. REST API and push messaging are
used to handle communication.

The servers do not store any contact information. Hashed
contact numbers (with no other accompanying information)
are periodically uploaded to the servers in order to determine
which contacts are also TextSecure users, but this data is never
stored.

C. Threema

Threema is a commercial encrypted messaging application
for iOS and Android devices. It provides asymmetrically
end-to-end encrypted instant messages, group conversations,
multimedia files and voice messages. Users can also share
their GPS locations securely via Threema.

After the application installed for the first time, a key pair
is generated and the public key is sent to the server while the
private key is kept on the user’s device. Then all messages and
media files that are sent to other Threema users are encrypted
with their respective public key.

The Swiss company Threema Kasper Systems GmbH devel-
ops Threema. The application is especially popular in German
speaking countries.

Threema is not an open source application. Therefore, it
can not be reviewed without the agreement of its authors.
Validation Logging feature of the application can be used to
log the incoming and outgoing messages. This feature logs the
bodies of the message, but not all the data that is exchanged
with the server. So, there is no way to prove that the message
that is being logged correlates to data that is being sent by
the application. So, it is hard to trust completely to this
application.

Threema is using the NaCl Cryptography Library [16] and
it works properly on both iOS and Android.

In order to show the verification level of contacts Threema
shows three dots next to every contact. One red dot means no
verification, two yellow dots mean that a user’s identity has
been verified by the server , and three green dots mean that
user’s key and ID have been personally scanned and verified.
This is a good way to direct users to use strong security and
prevent MITM attacks.

The protocol does not provide a Perfect Forward Secrecy,
but they claim to have implemented it at the transport layer.
Forward secrecy is provided on the network connection (not
on the end-to-end layer). Client and server negotiate ephemeral
random keys. They are stored in RAM and replaced every time
the app restarts (or at least once every seven days).

Asymmetric cryptography is used to protect the communi-
cation between two users and the communication between the

application and the servers. ECDH on Curve25519 is used with
a hash function and a random nonce to generate a unique 256
bit symmetric key for each message, and then XSalsa20[14]
stream cipher is used to encrypt the message. A 128 bit MAC
is added to each message to detect changes. Servers’ public
keys are hard-coded into the application.

Threema has two layers of encryption; one is the end-to-
end layer between two users, and the other is an additional
layer between the app and the servers to protect against
eavesdropping. All local files are also stored encrypted on
the device. Encryption and decryption of the messages are
made on the device. Therefore, they claim third parties can
not decrypt the messages.

IV. COMPARISON

In this section the security requirements are compared for
Telegram, TextSecure and Threema. Each topic mentioned in
Section II are explained separately and the differences between
these applications are shown briefly in the Table I.

1) Cryptographic Primitives: State of art cryptographic
algorithms should be used in the protocol.

Telegram uses its own protocol called MTProto Mobile
Protocol. It consists of AES-256 encryption with infinite
garble extension (IGE), and hash function SHA-1. Using
SHA-1 is not a good option, because studies [17] showed
that SHA1 has some major vulnerabilities.

TextSecure uses ECDH on Curve25519, AES-256 for
symmetric key encryption, and HMAC-SHA256 in its
protocol. These algorithms have been used in hundreds
of applications and tested for many years. So, TextSe-
cure has chosen to use state of art algorithms.
Threema uses ECDH on Curve25519 and stream cipher
XSalsa20 to encrypt the message. 128 bit MAC is also
added to the end of each message.

In conlusion, TextSecure and Threema prefer to use
state of art cryptographic algorithms. But Telegram uses
SHA-1 which has some security problems, and their
AES-IGE mode selection is questionable.

2) Forward Secrecy: In forward secrecy, if one of the long
term keys is compromised, a session key produced from
a set of long-term keys can not be recovered.

Telegram supports forward secrecy in an impractical
way. In order to provide forward secrecy, user should
delete message logs and start a new secure conversation.
So, forward secrecy is achieved manually.

TextSecure supports forward secrecy and it uses its own
OTR protocol.

Threema provides forward secrecy between client and
server. There is no end to end forward secrecy between
clients.

Therefore, TextSecure is the only application providing
forward secrecy among these three applications.

3) Disk Encryption: All data of the application should
be stored encrypted in the disk of the mobile device.
Otherwise, physical access to the mobile device will lead
to a security vulnerability.

Telegram does not provide disk encryption.
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4)

5)

6)

7)

In TextSecure, when the application started, it asks
the passphrase which was set on the first installation.
All data used by TextSecure are encrypted by this
passphrase. Unless the application is completely termi-
nated, it continues to operate on background and does
not ask for the passphrase again.

Threema uses different methods of disk encryption for
iOS and Android. In i0OS, NSFileProtectionComplete
Library is used to encrypt the data, and the device
PIN is used for the encryption key. While the screen
is unlocked, the application can be used without a key,
but a four digit PIN can be set in the application settings
for an extra security.

Therefore, TextSecure and Threema both provide disk
encryption, but Telegram does not.

Secure Group Chat: A group chat is a standard part
of the mobile chat applications. But in a secure chat
application, it is expected that the group chat is also
secured.

Telegram provides a group chat up to 200 participants,
but it is not a secure chat. The application provides
secure chat for only one to one conversations.
TextSecure provides a secure group chat option with
unlimited participants.

Threema supports a secure group chat up to 20 users, but
none of the participants of the group can be removed.
For any change in the group participants, the conversa-
tion is restarted again with new encryption keys.
Therefore, only TextSecure and Telegram support secure
group chat, but TextSecure looks like a little bit better.
Multiple Device Support: This option is not available
in both TextSecure and Threema. But in Threema it is
planned to add multiple device support in the future.
In Telegram, users can log-in multiple devices with the
same phone number. While adding a new device, a
verification code is sent to other previously registered
devices. After verification completed, the name of the
new added device and its IP address is also sent to other
devices. But when a secure chat starts, the messages are
received by only one device.

So, none of the above applications support multiple
devices.

Fingerprint Verification: Verification of users by using
offline methods will prevent MITM attacks.

In Telegram, the symmetric key used for the session is
showed as a QR code like picture on the device screen,
and then users can compare them.

TextSecure users can verify their identities by showing
their fingerprints in text format to each other, or by
scanning QR code of their finger prints.

In Threema, if users verify each other via QR code, it
will be stated as the highest security level verification
and these users are labeled with three dots.

So, all applications have an offline verification methods.
Contact List Synchronization: Both Telegram and
TextSecure send the contact list of the user to the servers
in a clear text format to find the other users using the

ISCTurkey 2014
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same application. On the other hand, Threema sends the
hash values of phone numbers and e-mail addresses in
the contact list of the user to the server.

Since the space for all phone numbers is 10'0 & 233, it
is easy to build a rainbow table for phone numbers and
compare the hash values. So, taking hash of the phone
numbers is not an enough security measure.

8) Open Source: Threema is not an open source appli-
cation, so it is not possible to verify what they say
about their security. On the other hand Telegram and
TextSecure are open source. Therefore, one can check
the code easily to verify its security.

9) Self-Destruction: This option is only available for Tele-

gram users. In a session, the self-destruction time can

be set at anytime. After the time expires, the message is
deleted automatically.

Emergency Passphrase: This option is not available in

these applications. But in security forums, this feature

is wanted in the case of emergency.

10)

V. CONCLUSION

In this paper, 10 security criteria are defined to compare
Telegram, TextSecure and Threema. These criteria are ex-
plained in Section II and the applications are compared in
Section IV. Both three applications doesn’t support multiple
devices and emergency passphrase.

Although Telegram becomes very popular in a short time,
adding some more features (e.g. disk encryption and secure
chat) to it will be good for its security.

Threema comes the second in this comparison. Not having
an efficient secure group chat and not being an open source
are the main disadvantages of this application.

Among these three applications TextSecure provides better
features for a secure chat. The lack of iOS support is the main
shortage.
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TABLE I

COMPARISON OF TELEGRAM, TEXTSECURE AND THREEMA
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Telegram TextSecure Threema
Cryptographic Own protocol which consists of AES- | ECDH on Curve25519, AES-256, | ECDH on Curve25519, XSalsa20
Primitives 256 in IGE mode and SHA-1 HMAC-SHA256
Forward Secrecy Impractically supported Supported Supported between client-server com-
munication
Disk Encryption Not supported Supported Supported

Secure Group Chat

Not supported

Supported up to 200 participants

Supported up to 20 users

Multiple Device Sup-
port

Supported, but secure messages are re-
ceived by only one device

Not supported

Not supported

Fingerprint Verification

The symmetric key used for the session
is showed as a QR code like picture on
the device screen

Showing their fingerprints in text for-
mat to each other, or by scanning QR
code of their finger prints

Verifying each other via QR code

Contact List Sync.

Sends the contact list of the user to the
servers in a clear text format

Sends the contact list of the user to the
servers in a clear text format

Sends the hash values of phone num-
bers and e-mail addresses in the contact
list of the user to the server.

Open Source

Open source software

Open source software

Proprietary software

Self-Destruction

Supported

Not supported

Not supported

Emergency Passphrase

Not supported

Not supported

Not supported
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Farkli Glivenlik Seviyesindeki Aglarin
Baglanmas I¢in Biitiinciil Bir Model

M. Kara

Ozet—Kurumsal  bilgilerin  bilgisayar  aglar1 iizerinde
islenmeye, iletilmeye ve saklanmaya baslamasi ile birlikte
kurumlar arasi1 veri paylasinn da biiyilkk 6nem kazanmistir.
Gizlilik seviyesi olmayan bilgiler, bilinen giivenlik teknolojileri ile
paylasiimasina karsin farkh giivenlik seviyesindeki aglarin birbiri
ile veri paylasimi icin bu giivenlik 6nlemleri yeterli olmamaktadir.
Farkh giivenlik seviyesindeki ag baglantilarim1 baz1 6zel durumlar
cercevesinde ele alan ve ozel ihtiyaclara cevap birkac¢ iiriin
disinda konuyu hem yonetimsel hem teknik olarak ele alan
biitiinciil bir bakis agisina sahip yaklasimlar bulunmamaktadir.
Bu makalede farkh giivenlik seviyesinden aglarin birbirine
baglanmas: biitiinciil bakis acisi ile ele alinmis ve genel bir model
sunulmustur.

Abstract- all information of Organizations are processed on
computer networks. This is increase importance of information
sharing. Unclassified information can be shared with traditional
security solution at internet but traditional security solutions is
not secure for data sharing between different security level
networks. There are a few special technical solutions connecting
different security level networks but none of them is not provide
general solution which is include technical and managing
concepts. In this paper, a totalitarian model is presented for
different security level network connection.

Anahtar Kelimeler—Farkh Giivenlik Seviyesine Sahip Aglar,
Bilgi Degisim Gecidi, Diyot, Air Gap, Gizlilik Seviyesi, Giivenlik
Onlemleri

1. Giris

tiniimiizde kurumlara ait veriler hizla kagit ortamindan

sayisal ortama taginmaktadir. Bu da bilgilerin kolay bir
sekilde erisilebilir, islenebilir, saklanabilir ve iletilebilir
olmasina imkan vermektedir. Bilgilerin sayisal ortama taginmis
olmasi, kurumun kendi bilgilerine hizli erisimi saglamasi
yaninda diger kurumlarla da giivenli bir bigimde paylasiimasi
ihtiyactn1  dogurmaktadir.  Ornegin, Niifus Vatandaslik
Islerindeki (NVI) bazi kisisel bilgilere, Adalet Bakanhg,
Sosyal Giivenlik Kurumu gibi kurumlarin ihtiyact
olabilmektedir. Suglulara ve suglara ait bilgilerin Jandarma
Genel Komutanligi ve Emniyet Genel Miidiirligii (EGM)
tarafindan  paylasilmas:t  gerekebilmektedir. ~ E-Devlet
uygulamalar1 ile bu paylasim ihtiyaglart her gegen giin
artmaktadir.

Hali hazirda TUBITAK BILGEM’de yiiriitiilen Kelepge
projesi kapsaminda kurumlari veri paylagim analizi ihtiyaglari

ve uygulamalari ele alinmistir. Bu ¢alismada kurumlar arasinda
bilgi paylagimmin c¢ogunlukla kagit, sabit disk, tasmabilir
bellek veya CD/DVD gibi ¢evrim dist (offline) saklama
ortamlarinda veya resmi yazilarla ilettigi goriilmektedir. Bu
gevrim digt veri iletim yoOnetimi ile veriler ilgili kuruma
zamaninda  ulagamamakta ve  hizlh  bir  gekilde
islenememektedir. Bazi uygulamalarda kurumlar arasina
kiralik hat cekilerek veya internet lizerinde
sistemlere/uygulamalara smirli haklar verilerek yapilmaktadir.
Bu paylasimlar1  kapsamli olarak ele alan yasalar,
yonetmelikler bulunmamaktadir.

Veri paylasim ihtiyaci, gizli veya gizli olmayan bilginin
paylasilarak bilginin ekonomiye kazandirilmasi diisiincesiyle
ortaya atilmistir. Bu yaklagimda kamuda toplanan verilerin
farkli kurumlar tarafindan degerlendirilerek yeni ve topluma
faydali sonuglar elde edilmesi hedeflenmistir. Bu paylasim
verilerin ve uygulamalart dogasi geregi beraberinde cesitli
kisitlama ihtiyaglarini da giindeme getirmektedir. Kisitlar
bilginin mahremiyeti, ticari sirlarin ve 6zel hayatin korunmasi,
devletin giivenligi, fikri miilkiyet gibi kavramlar ekseninde
gelismis, bu c¢ercevede Ozellikle hukuk alaninda yeni
diizenlemeler ihdas edilmis ve Onleyici bir taktikle olasi
zararlarin Oniine gegecek yapilar kurulmustur. Kamu sektorii
bilgisinin yeniden kullanimi konusu, hukuki diizenlemelerle de
i¢c ige gecmis olup, bu kapsamda iilkeler yasal diizenlemeler
yapmaktadir[1] . Literatiirde ve uygulamalarda daha ¢ok tasnif
dis1, hizmete 6zel ve 6zel verilerin paylagildigi goriilmektedir.
Ulkemizde de kamu kurumlarimin birbirleri arasinda tasnif dist,
hizmete 0Ozel, Ozel ve gizli bilgileri paylagsma ihtiyaci
bulunmaktadir.

Bilgisayar aglarinda islenen, iletilen ve saklanan bilgilerin
gizlilik seviyeleri ve koruma 6nlemleri farkli olmasina karsin,
bu aglarin birbirleri ile veri paylagmasi ve veri aktarmasi
glinimiizde bir ihtiya¢ haline gelmistir. Bu aglarin giivenlik
seviyeleri ayni1 dahi olsa farkli kurumlarin verileri oldugu i¢in
dogrudan baglanmalar1 miimkiin olmamaktadir. Veri paylasimi
icin kurumlar birbirinden 6zel ek teknik ve yoOnetimsel
giivenlik onlemleri talep edilebilmektedir. Bu kapsamda bu
makalede, farkli aglar arasinda olas1 baglantilar ve bunlarin
saglamast gereken giivenlik Onlemleri hem teknik hem
yonetimsel olarak biitiinciil bir bakis agisi ile ele alinmustir.

Gilintimiizde farkli kurumlarm veri paylasim ihtiyacinin
asagidaki yapilarda oldugu Kelepge projesi kapsaminda
yapilan veri paylasim ihtiya¢ analizi calismasinda ortaya
cikmustir.
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KAMU < KAMU

KAMU <« TUZEL KiSi

KAMU < TSK

KAMU <« YABANCI ULKE KURUMLARI
TSK < NATO

Bu aglarin gizlilik seviyeleri géz oniine alindiginda aglar
arasinda olabilecek baglanti tiirleri Tablo 1’de verilmistir.
Genel uygulamalara bakildiginda  giiniimiiz ~ giivenlik
teknolojileri ile ¢ok gizli aglara erisimin verilmemesi
yoniindedir. Farkli giivenlik seviyelerine sahip aglarin
baglantisinda  yiiksek  seviyede olan agin  giivenlik
gereksinimlerini kargilayacak sekilde yapilandirma gereklidir.
Bunun yaninda aglarin birbirine baglanmasini saglayan bilgi
degisim ag gecidi (Information Exchange Gateway- IEG)

biiyiik 6nem tasimaktadir [2].
KURUM A
2 Hizmete | Tasnif
Ozel e
Ozel Disi
X X X X X
) X|v| v v v
2|
E Ozel X 'v v v v
=
Hizmete
Ozel X V v v v
Tasnif
il 0" G R A Y A Y A Y
Tablo 1 Farkli giivenlik seviyesindeki aglar arasi iletisimde giivenlik

gereksinimleri

Farkli giivenlik seviyesindeki aglar arasindaki bilgi
paylasimu, biitiinciil bakisa agisi ile olmalidir. Bu makale bu
bakis a¢isini koruyacak sekilde tasarlanmigtir.

Boliim 2°de literatiir taramasi ele alinmistir.

Boliim 3’de bu konuda gelistirilen teknolojiler tanitilmustir.
Bolim 4’de farkli giivenlik seviyesindeki aglarin biitiinciil
bakis acisim ele almmasi i¢in yapilmasi gerekenler ele
almmustir.

Bolim 5’de sonug ve dneriler verilmistir.

II. LITERATUR TARAMASI (NP)

A. Bilimsel Makaleler ve Standartlar

Bu konularda yaymlana ve 6ncelikli makaleler konularinda
bilgi verilecek.

Gelecek askeri operasyonlarin etkin ve efektif yapilabilmesi
icin veri paylasimi ¢ok énemlidir. Network Enabled Capability
(NEC) olarak adlandirilan bu sistemlerle NATO, NATO {iyesi
ve partner {ilkeler arasinda bilgi paylasimi tanimlanmaktadir.
Bu tiir karmasik sistemler aslinda veri paylagimi oldukca
zordur. Boonstra ve arkadaslar1 bu tiir sistemler arasinda veri
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paylasimimi ag giivenlik unsurlarin1 ¢ok kiiciik giivenlik
pargalarina boliinerek her bir noktada sadece gerekli giivenlik
unsurlarint igeren bir donanim/yazilim kullanilmasini igeren
bir model sunulmuslardir [3,4,5].

Farkli kurumlar arasinda giivenli veri paylasimi i¢in XML
etiketleme  ve  meta  verileri  kullanan  ¢dziimler
gelistirilmistir[4,6,7]. Bu konuda NATO’da XML kontrolii
saglayan bir koruma profili tanimlanmustir.

NEXOR firmast NATO tarafindan giivenli  veri
haberlesmesinin temini i¢in IEG konsepti, bilesenleri ve amaci
konusunda st seviyeden ele alan referans dokiimanini
olusturmustur [2]. Apiecionek ve arkadaslart Nexor firmasinin
gelistirdigi IEG’nin yeteneklerine ek olarak Extensible
Messaging and Presence Protocol (XMPP), FTP, HTTP gibi
bir¢ok protokolii destekleyen ¢ozlimii gelistirmislerdir [8].

Serrano ve arkadaslari genel hatlariyla NATO iilkeleri ve
diger paydaslar arasinda bilgi paylasimina yonelik zorluklar
irdelemistir. Boyle bir paylasim i¢in Oncelikli olarak
yanitlanmas1 gereken "Ne paylasmak isteniyor?", "Hangi
durumlarda paylagim yapilmali?", "Hangi protokol veya
araglarla yapilabilir?" vb. gibi bazi sorulari ele almislar.
NATO i¢in bu tiir bir bilgi paylagimi farkli alanlardaki proje

ve  organizasyonlardaki  girisimler  Ol¢eginde  olup
gereksinimlerin  sadece bir alt kiimesini saglayan kismi
¢oziimler Onermektedirler. Aymi zamanda NATO bilgi

paylasimi igin bir yok haritasi ¢ikarilmistir. Bunlar her paydas
icin farkli cevaplara sahip durumdadir. Paydaslar arasinda bu
sorularin cevaplart hususunda tek bir mutabakata varilmasi ve

Olceklenebilirlik glic  oldugundan biitinsel bir ¢oziim
saglanmasini kismen karsilamaktadir [9].
Bu raporda, gizlilik seviyesi yiiksek olan savunma,

istihbarat ve milli giivenlik kurumlarmin aglar ile gizli
olmayan kamu aglariin gergek zamanli is birligi i¢in birbirleri
arasindaki etkili ve giivenli veri paylasimina yonelik gerekli
olan giincel ihtiyaclardan bahsedilmektedir. Ayni zamanda
Ezenia InfoWorkSpace (IWS) sisteminin temel yeteneklerine
ve MLS (Multi Level Security) ile olan iliskilerine
deginilmektedir [10].

Dean arkadaslar1 yiiksek ve diisiik giivenlikli bolgeler
arasindaki iki yonld, giivenli bilgi transferi saglayan air—gap
disindaki alternatif tekniklerden bahsedilmistir. Bu teknikler
format kontrolii, ag giivenlik seviyesi kontrolii ve kullanici
onay1 gibi teknolojileri icermektedir. Birlesik Krallik Savunma
Bakanligi sorumlulugunda yiiriitiilen aragtirmalarda, QinetiQ
firmas1 ¢ift yonli ve gilivenli haberlesme igin ¢esitli
teknolojiler tizerinde ¢aligmaktadir [11]. James ve arkadaslari
bulut tizerinden gizlilik seviyesi olan verilerin giivenli olarak
paylasilmasi ele alinmaktadir [12].

Asseco Poland tarafindan gizlilik dereceleri degigen sivil ve
askeri  kurumlara arasindaki giivenli haberlesmeyenin
saglanmasit i¢in Multi Level Security System sistemleri
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tasarlamistir. Bu yapt SOA (Service Oriented Architecture)
mimarisi dogrultusunda tasarlanmistir Error! Reference
source not found..

Harris ve arkadaglari, halk sagligi konusunda devlet
kurumlari, finans kurumlari, iniversiteler ya da hastaneler
arast giivenli veri paylagim standartlarint ele almustir.
Makalede veri paylagimu icin etkili bir organizasyon gerekliligi
vurgulanmistir. Ayrica giivenli veri paylasim teknikleri ve
esnek mimari hakkinda belli standartlara dayanarak yapilan
yaklagimlar ele alinmistir Error! Reference source not
found..

Chen ve arkadaslar1 Cin’in kamu ve endiistriye ait genis
aglarmin birbirine baglanmasi ihtiyacinin giderilmesi igin
giivenlik korumasi ve ag sinir kontrol sisteminin tasarlanmasi
iizerinde durulmustur. Giivenlik korumast ve ag sinir kontrol
sistemleri, yazilimsal ve donanimsal araclar ile beraber
giivenlik standartlar1 ve politikalarin1 da kapsamaktadir [15].

B. Ulke ve organizasyonlarin Genel Yaklagimlar:

AGB, Norveg, Japonya, Cin, Avrupa Birligi iilkeleri
kamuya ait verileri etkin bir sekilde paylasilmast bu
paylasimdan kamunun ve iilkenin fayda saglamasi icin yasal
diizenlemeler ve paylasim standartlar1  olusturmaktadir.
Tiirkiye’de  bilisim  sistemlerinin ~ yaygin  kullanilmaya
baglamasi ile birlikte bu ihtiya¢ artmistir. Bu ihtiyaci
karsilamak i¢in kurumlar kendi yonetmeliklerini ¢ikarmakta
ileri dogru kapsamli diizenlemeler ve standartlarin ortaya
konulmas1 beklenmektedir.

ABD, kamu sektorii bilgisinin paylasilmast ve tekrar
kullanilmas: yoluyla deger lretiminin Onciisii olarak kabul
edilmektedir. Uygulanan agik erisim politikast ve vergi
sisteminin saglikli islemesi ile ABD’de kamu sektorii bilgisinin
kullanimindan biiyliik fayda saglamaktadir. Kamu sektorii
bilgisini kullanarak katma deger iireten sirketlerin elde ettikleri
gelirlerinden dolay1 devlete 6dedikleri vergiler kamunun bu
bilgileri satmasi durumunda elde edecegi gelirden fazladir.
Kamu sektorii bilgisini katma degerli {iriine donistiiren 6zel
sektor, devlete daha fazla vergi vermekte, istihdamda artiga
neden olmakta, dolayisiyla gelirler artarken istihdama, ulusal
ve kiiresel Olgekte rekabet edebilirlige ve kalkinmaya katki
saglanmaktadir [1].

Avrupa Birligi iyesi iilkeler arasinda topluma ait agik
bilginin  paylasmmi  igin  2003/98/AT  sayili  Direktifi
olusturulmustur. 2008 yilina kadar AB iilkelerinin bazilari,
kanun seklinde yeni diizenlemeler bazilari da mevcut
kanunlarda tadilat yaparak direktife uyum saglamislardir. 26
Haziran 2013 2003/98/AT tarihinde dokiiman yeniden
giincellenmistir  [17]. Avrupa Birligi’nin siber giivenlik
programlarindan sorumlu olan Avrupa Ag ve Bilgi Giivenligi
Ajanst (ENISA) da birbirine bagli aglarin giivenligi konusunda
calismalar yiiriitmektedir[18].
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NATO organizasyon yapisi geregi gizlilik bilgiyi bircok
seviyede islemesi ve baska iilke ve kurumlarla paylagmasi
gerekmektedir. Bunu i¢in de uzun yillardir veri haberlesmesi
i¢in teknik ve yonetimsel ¢oziimler gelistirmeye ¢alismaktadir.
Hali hazirda gizli ve hizmete 6zel verilerin paylasilmasi igin
¢oziimler gelistirmektedir [7, 16].

III. TEKNOLOJILER VE URUNLER

Incelenen bilimsel dokiimanlar, IEG driinleri hakkinda
internetten elde edilen bilgiler ve iireticilerden alinan iiriin ve
kullanict kilavuzlarindan edinilen bilgiler dogrultusunda aglar
arasi bilgi akisi cihazlarinin diyot ¢oziimleri, air gap ¢oziimleri
ve akis kontrolii ¢oziimleri olarak siniflandirilabilecegi tespit
edilmistir.

Akis kontrolii ¢ozlimleri, literatiirde bilinen adiyla Guard,
farkli aglardaki sistemleri haberlesmesini saglarken icerik
analizi yapabilen, uygulama katmaninda trafigi yonlendirebilen
cihaz veya sistemlerdir. Klasik giivenlik duvarlarmma ve
yonlendiricilere benzemekle beraber, uygulama katmaninda
trafigin icerigini kontrol ederek etiket, siniflandirma veya
zararli yazilim kontrolii de yapabilmektedirler. Akis kontrol
sistemleri sadece iizerinde uygulanan kural ve politikalara
uygun olan trafigin ge¢mesine izin vererek yiiksek giivenlik
derecesine sahip aglari korumaktadir. Bu giivenlik kurallar
veya politikalari, zararli yazilim analizi, etiket kontrolii, yetki
kontrolii, dosya tipi kontrolii, sayisal imza kontrolii gibi
derinlemesine paket analizlerini icermektedir.

Diyot (Diode), iki ag arasinda donanimsal olarak ters yonde
veri akismni engelleyerek, tek yonlii bir baglanti saglayan
¢oziimlerdir. Bu ¢oziimler sayesinde giivenli bir agin, genel
amach bir i¢ agdan ters yonde veri akisi riski olmayacak
sekilde veri c¢ekebilmesi miimkiindiir. Boylece kullanicilarin
giivenli olmayan kaynaklardan giivenli aga veri transferine izin
verilmektedir. Veri kaynag: tarafindaki kullanicilar bilgiyi dis
diyot sunucusuna gonderir. Daha sonra veri diyottan gecerek i¢
diyot sunucusuna ulagir.

Diyot cihazi Oncesinde, disaridan gelen  bilginin
kaydedilmesi ve sonra diyot iizerinden igeriye gonderilmesi
amaciyla ara sunucular kullaniliyorsa, uglar arasindaki iletisim
gecikmeli ¢evrimici sekilde gergeklesir.

Air Gap (hava boslugu), giivenli bir bilgisayar aginin
fiziksel, elektriksel ve elektromanyetik agidan diger
giivenli/giivensiz aglardan izole edilmis olmasina dayanan bir
giivenlik kavramdir. Normal kosullarda bir bilgisayar agi ile
diger dis ortamlar arasinda hava boslugundan bahsedilebilmesi
icin, bu aga bilgi aktarimmim sadece harici bilgi tasima
ortamlariyla (disket, USB disk vb.) gergeklestirilebilecegi
garanti edilmelidir.

IV. AG BAGLANTILARI ICIN GENEL GEREKSINIMLER

Literatiir incelendiginde dogrudan farkli giivenli seviyesinde
aglarin baglanmasia yonelik biitiinciil bakis agisina sahip
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model bulunmuyor. Literatlir taramasinda da goriildigii gibi
genellikle bu baglantinin 6zel alanlarma (Bilgi degisim
Gegitleri, Icerik Kontrolii, vb. ) odaklanmis c¢oziimler
bulunmaktadir. Bu makalede farkli giivenlik seviyesine sahip
aglarin baglanmasinda teknik ve yonetimsel tiim konulari ele
alan bir model sunulmaktadir. Bu modelin gerektirdigi temel
konular bu boliim altinda ele alinmugtir.

A. Ag Baglantilarina Yonelik Zafiyetler, Tehditler ve

Riskler

Ag baglantilarina yonelik zafiyetler, tehditler ve riskler bu
boliimde ele alinmasinin nedeni modeli uygulayacak sistem
yoneticilerinin bu konuda bilgilendirilmelerini saglamaktir.
Aglar arasinda baglantiya 6zel sistem riskleri bu baglanti i¢in
tanimlanan tehditlerin gergeklesme olasiligina bagli olarak
belirlenmelidir. Tehditlerin gergeklesme olasiliklari, tehdit
ortami, mevecut giivenlik dnlemleri, baglantt modeli, baglant:
ihtiyact vb. etkenlere bagli olarak degisecektir. Tehdit altinda
olan sistem bilesenlerinin/verilerinin degeri de kurumdan
kuruma degismektedir. Risk degerlendirmesi calismasi, her
baglant1 senaryosu icin planlama sathasinda yapilmalidir.
Giivenlik tedbirleri, sadece burada tamimlanan tehditlerden
kaynaklanacak risklerin degil, aglar aras1 baglanti dncesinde
gercgeklestirilecek olan risk degerlendirme ¢aligmasi sonucunda
sistemin timi i¢in belirlenen risklerin en aza indirgenmesini
hedeflemelidir.

B. Ag Gizlilik Seviyeleri ve Giivenlik Onlemleri

Aglar arasinda paylasilacak bilginin gizlilik, bitiinlik ve
erisilebilirlik ihtiyaglarmmin bilgi paylasan kurumlar adina
giivence altina alinmasi amaciyla goz oniinde bulundurulmasi
gereken teknik ve yonetimsel giivenlik 6nlemleri mevcuttur.

Aglarin biitiinciil bakis agisi ile giivenliginin saglanabilmesi
icin asagidaki giivenlik 6nlemlerinin alinmasi gerekmektedir.

e Giivenlik Duvari

e Zararli Yazilima Karsi Koruma
Saldir1 Tespiti ve Onleme
Icerik Kontrolciisii
Yonlendirici

VPN

Kimlik Dogrulama

e Erigsim Kontroli

e Inkar Edememe

e Giivenlik Sikilagtirmalari

e Denetleme Kayitlart

e Bilgi Degisim Gegidi

e Farkindalik ve Egitim

e Fiziksel ve Cevresel Giivenlik
Gtivenlik Degerlendirmesi
Konfigiirasyon Y onetimi
Siireklilik Planlamas1

Acil Durum Miidahale
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e Bakim
e Bilgi Tasima Ortamlarim Korunmasi
e Personel Giivenligi

Temel olarak gizliligi belirleyen kistas o agda bulunan
bilginin niteligidir. Agda saklanan islenen, iletilen verinin
gizliligi agin gizliligini dogrudan etkilemektedir. Bu yiizden
farkli giivenlik seviyesindeki aglarda bulunmasi gereken
giivenlik dnlemleri de farkhdir. Farkli giivenlik seviyesindeki
aglar1 birbirine baglamak isteyen kurumlar risk analizi yaparak
her bir giivenlik seviyesi i¢in alinmasi gereken teknik ve
yonetimsel giivenlik Onlemlerini belirlemeli bu giivenlik
onlemlerini igeren topolojiler olugturmalidir.

Askeri ve kamu kurumlarinda bilgi Tasnif Disi, Hizmete
ozel, Ozel, Gizli ve ¢ok Gizli olmak iizere 5 sinifta ele
almmaktadir [19].

Sekil 1’de Hizmete Ozel bir agin topolojisi ve agda alinmasi
gereken 6nlemler bulunmaktadir.

=714 Giivensz Ag

Yonlendirici

@ Giivenlik Duvari (Teknoloji) @ VPN Cihaz (Teknoloji) Uriin Gilvenlik Degerlendirmesi (Yénetimsel)
@ Kullanici Virlis Tarama Yazilimi Veri Sifreleme Yazilimi (Teknoloji) Bilgi Tagima Ortam Giivenligi {Teknoloji)
@ Ag Tabanli SES (Teknoloji) A Erigim Kontrolii (Teknoloji) Faiksel Govenlik (reknik)

@ Ag Tabanli Igerik Kontrolcii (Tekonoloji) @ Veri Kagag Onleme Sistemi (Teknoloji) ireKiiik Plariariass (Yonetimsel)

@ Kimlik Dogrulama (Teknoloji) Sayisal Imza (Teknoloji)

@ Yetkilendirme (Teknoloji) Bilgi Degisim Gegidi (Teknoloji)

@ Kayit Yonetimi (Teknoloji) G Bilgi Giivenligi Farkindalik Egitimi (Personel)

Sunucu Tabanli SES (Teknoloji) Gvenlik Politikasi (Yonetimsel)

Sekil 1 Hizmete Ozel agin topolojisi

Aglar aras1 baglant1 yapacak sistem yoneticilerinin giivenlik
onlemlerini  kolay ve etkin bir sekilde anlayip
uygulayabilmeleri amaciyla teknik ve donanim/yazilim tabanl
(Giivenlik Duvari, Saldirt engelleme Sistemi vb) bir gdosterim
yapilmaya calisiimistir. Isletim sistemi gibi birgok giivenlik
unsurunu  biinyesinde barindirmast gereken varliklar igin
kimlik dogrulama, yetkilendirme, olay kaydi izleme gibi
kavramlar da kullanilmistir. Bu kavramlarmn agin gizlilik
seviyesine gore varliklarda da bulunup bulunamayacag: ag
mimarilerinde belirtilmistir. Agda giivenligin saglanabilmesi
icin teknik Onlemler yaninda yonetimsel onlemlerin de
alimmas1 gerekmektedir. Aglarda alinacak yonetimsel onlemler
de ayrica belirtilmistir.

Bilgi sistemlerinde kademeli giivenlik (Defense in Depth),
bilgi giivenliginin saglanmasi amaciyla farkli kademelerde
birbirini tamamlayici giivenlik 6nlemlerinin alinmasidir.
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Sistem yasam dongiisii i¢erisinde personel, teknoloji ve isletme
acisindan giivenlik 6nlemleri alinmalidir. Farki gizlilik
seviyesindeki aglar icin Dbelirlenen giivenlik Onlemleri
kademeli giivenlik bakis a¢isi ile olusturulmalidir.

C. Aglar Arast Bilgi Akist

Aglar arasi baglantinin giivenli sekilde temini igin gizli
kanalin varligi, bilgi sizmasi, ag ataklari, agin izlenmesi ve
giivenlik etiketlerinin degistirilmesi gibi giivenlik tehditlerine
kars1 teknik koruma saglanmasi, gerekli politika ve
direktiflerin olusturulmasi ve uygulanmasi 6nemlidir.

Farkli giivenlik seviyelerine sahip aglarin baglantisinda
yiksek seviyede olan agin giivenlik gereksinimlerini
karsilayacak sekilde yapilandirma gereklidir. Bunun yaninda
aglarm bir birine baglanmasini saglayan bilgi degisim ge¢idi
(IEG) biiyilik 6nem tasimaktadir.

Sekil 2°de baglanacaklar1 aglarin gilivenlik siniflandirmalart
yaninda aglarin giivenlik ilkelerini, sahiplerini ve yoneticilerini
de dikkate alan bes farkl1 senaryo belirtilmistir.

1 KURUMA
UZAK OFIS

"2 = KURUM B |

;

HIZMETE OZEL

INTERNET

Sekil 2 Farkli giivenlik seviyesindeki aglar arasi iletisim senaryolar:

Senaryo 1: Aymi gilivenlik siniflandirma seviyesinde ve ayni
KURUM etki alaninda fakat farkli otoriteler tarafindan
yonetilen iki etki alanmmin  birbirine  baglanmasini
gostermektedir. Ornek olarak ayni kurumun merkez ve uzak
ofisinin baglantis1 verilebilir.

Senaryo 2: Aymi giivenlik smiflandirma seviyesinde fakat
farkli giivenlik ilkelerine sahip iki etki alammnm birbirine
baglanmasini gostermektedir. Ayn1 giivenlik seviyelerini kabul
eden iki kamu kurumunun baglantist buna Ornek olarak
verilmektedir. Bu senaryonun diger bir durumu da aym
kurumun farkli giivenlik siiflandirma seviyesindeki aglarinin
baglanmasidir.
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Senaryo 3: Ayni giivenlik seviyesindeki kamu kurumu ve 6zel
bir kurumun etki alanlarinin  kurdugu  baglantiy1
gostermektedir.

Senaryo 4: Ayni giivenlik simiflandirma sistemini kabul eden
iki farkli kurumun iki farkli seviyedeki agmmin baglantisin
ifade eder.

Senaryo 5: Kurum aginin Internet’e veya diger tasnif disi
sistemlere  baglantisin1  gostermektedir. Burada  farkli
seviyelerden tasnif digina baglanti s6z konusu oldugundan her
durum ayr1 olarak ele alinmalidir.

Bu noktada genel olarak daha fazla ihtiyag duyuldugu
belirlenen Senaryo 4 iizerinden sistemin nasil olmas: gerektigi
yoniinde Oneriler yer alacaktir.

Yiiksek giivenlikli etki alanin biitiinliik ve kullanilabilirligi,
distik giivenlikli etki alanindan sadece beyaz listeye alinmig
mesaj formatina sahip mesajlarinin ge¢mesine izin verilerek
saglanabilir. Bilgi akis sistemi viriis/zararli yazilim taramasi
gibi igerik taramalarimi dis giivenlik bilesenlerine birakabilir.
Bilgilerin gizliligi ise sadece izin verilen etikete sahip
mesajlarin gegmesine izin verilerek saglanir.

D. Paylasilacak Bilgiler ve Miisterek Siniflandirma

Genel gereksinimler agisindan ilk dikkate alinacak husus
kurumlar arasinda paylasilacak verilerin belirlenmesidir.
Kullanim durumlarina bagl olarak bilgi paylasim amaci da
ortaya konulmalidir. Paylasilacak bilgiler kategorize edilerek
listelenmelidir. Sistemlerin gizlilik seviyelerinin miisterek
kriterler fiizerinden tespiti, alinmasi gereken Onlemlerin
standartlasmasi ag¢isindan 6nemlidir. Bu sekilde kurumdan
kuruma degisen gizlilik seviyesi kriterleri igin ortak bir nokta
belirlenebilmektedir.

Bir¢ok durumda bilgi otomatik olarak toplanmakta ve belirli
durumlarda paylasilmaktadir. Bu islemlerin manuel olarak
gerceklestigi durumlar da mevzu bahistir. Dolayistyla verinin
hangi durumda ne sekilde toplandigi net sekilde ifade
edilmelidir.

E. Risk Analizi

Veri paylasiminin smirsiz bir sekilde yapilmasinin éniindeki
en bilyiik engel veriye ve sistemlere yonelik risklerdir. Her bir
baglantt  kurulumu  kendine  6zel  sartlar  altinda
degerlendirilmeli ve siire¢ buna gore isletilmelidir. Genel tek
bir baglanti ¢dzliimiiniin biitin durumlar igin yeterli olacagi
varsayiminda bulunmak dogru degildir.

F. Ortak Prosediirler

Bilgi degisimini yoneten kurallar tanimlanmalidir. Ne
zaman ve nasil paylasim yapilacagi, bilginin iletim esnasinda
nasil korunacagi ve iglenecegi belirlenmelidir. Bu sekilde uglar
arasinda giliven (trust) iliskisi kurulmalidir. Bunun igin ikili
veya ¢oklu anlagsmalar imzalanmalidir. Eger mevcutsa ulusal
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bilgi glivenligi makamindan goriis talep edilmeli veya yeterli
olgunlukta ise bilgi paylasimi kapsaminda kurumlar arasi
iliskileri diizenleyen mevzuata bagvurulmalidir. Ayrica iletisim
gereksinimi  durumunda  baglanti  kurulacak  noktalarin
belirlenmesi gerekmektedir.

G. Standart ve Formatlar

Stirekli veri paylasim iliskisinin ve birlikte caligabilirligin
devam etmesi i¢in veri formati ve ortak standartlar iizerinde
fikir birligi olmalidir. Uyumsuz standartlar gelecek icin verimli
paylasim hususunda sikinti olusturacagi i¢in miimkiinse
uluslararas: veri standartlart kullanilmali degilse iki kurumun
anlastigi veri formati olusturulmalidir. Bu veri formatinin
uygulama seviyesinde igerik Kkontroliiniin yapilabilmesi
onemlidir. Ornegin Bilgisayar Olaylarina Miidahale Ekipleri
arasinda bilgi paylasimina yonelik Incident Object Description
Exchange Format (IODEF) formati bu konuda 6rnek olarak
verilebilir.

H. Paylagim Altyapilary/Sistemleri

Ozellikle tasarim agamasindan baslanarak paylagimin
yapilacagi altyapinin ve sistemin nasil olmasi gerektigi analiz
edilmelidir. Bu paylasimlara i¢in gelistirilmis sistemler varsa
onlar tercih edilmeli yoksa risk analiz sonucunda teknik
riskleri minimize edecek bir ¢oziim gelistirilmelidir. Boyle bir
yapiya NATO biinyesinde zararli yazilim bilgilerini paylasarak
korelasyon kuran ve iiye iilkeleri bilgilendiren MISP paylasim
altyapisi 6rnek olarak verilebilir.

1) Iletim Protokolleri

Grafiksel kullanici arayiizii bulunabilecegi gibi ayni iglevler
ve istege bagli gelistirmeler, uygulamanmn sundugu API
(Application =~ Programme  Interface)  vasitasiyla  da
gercgeklestirilebilir.

Biitiinliik ve gizliligin temini, bilginin iletiminde zorunluluk
oldugu i¢in hangi tasima protokoliiniin kullanilmasi gerektigi
belirlenmelidir. {letim protokolii segimine gére Paylagim
Altyapilary/Sistemleri baslhiginda belirtilen sistemin 6zellikleri
tanimlanirken iletim protokolleri de gz Oniine alinmalidir.
Burada soz konusu protokoller HTTP, XMPP veya SMTP
olabilir.

2) Ortak Aglar

Verinin hangi tipteki aglar iizerinde (tasnif disi, hizmete
Ozel, gizli, internet, kiralik hat vb.) iletildigi analiz edilmelidir.
Internet veya kurum gizli ag1 kullanilmakla birlikte her bir
kullanim durumu i¢in hangi agin kullanilacagi tanimlanmalidir.
S6z konusu ag Internet olabilecegi gibi sadece gizli
haberlesmelerin yapilacag: gizli ag da olabilir.

3) Baglanti Sistemlerinin Giivenlik Test Politikalar

Bilgi sistemlerinin giivenlik testlerinin nasil ve hangi
araliklarla yapilacagi tammlanmalidir. Ornegin aglar arasi
baglant1 amactyla kullanilan sunucular ve ag icerisinde iligki
kurduklart diger biitiin sunucu, aktif ag cihazlar1 ve

uygulamalar i¢in giivenlik testleri planlanmali ve plana uygun
sekilde periyodik olarak  gergeklestirilmelidir.  Testler
uygulama, uygulama platformu, isletim sistemi ve ag olmak
tizere dort seviyede gergeklestirilebilir.

4) Baglanti Sistemi Akreditasyonu

Bu dokiiman gbz Oniinde bulundurularak iki kurumun
uzmanlarinin ortak kuracagi bir komisyon veya iigiincii bir
tarafca sistemin istenilen gereksinimleri karsiladiginin tespit
edilerek akredite edilmesi gerekmektedir.

V. SONUC VE ONERILER

Bilgilerin sayisal ortama taginmis olmasi, kurumlarin ve
ilkelerin kendi bilgilerine hizli erisimi saglamasi yaninda diger
kurumlarla ya da iilkelerle gilivenli bir bi¢imde paylasilmasi
ihtiyacim  dogurmaktadir. Ozellikle gizli gizlilik dereceli
bilgilerin paylasilmast i¢in uzun yillardir ¢alismalar
stirdiirlilmesine karsin somut uygulanabilir teknolojik ve
yonetimsel araglar bulunmamaktadir. Cogunlukla 6zel
durumlar i¢in 6zel ¢oziimler 6nerilmektedir. Fiziksel giivenlik
icin Air-Gap, Diyot gibi teknolojiler, igerik kontrolii i¢in de
akig kontrol sistemleri uygulanmaktadir. Bu teknolojik
¢Oziimler yaninda giivenli veri paylasimimin saglanmasi igin
risk analizi, ortak prosediirler, standart formatlar, ikili
anlagmalar, paylagim alt yapilari, iletisim protokolleri gibi
hususlarin  gbz Oniine alinacagi bir biitiinciil bir model
olusturulmustur. Bu modelin kurumlara uygulanmasinda o
kurumlara 6zgii verilerin ¢ikarilmasi, verilerin standart hale
getirilmesi igeriginin kontrol edilmesi 6nem arz etmektedir.
Sonraki calismalarda bu model veri paylagsmak isteyen degisik
kurum verilerine uygulanabilir.
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JavaScript Kiitliphanelerinin Glivenilir Olmayan
Verilere Kars1 Hazir Olma Durumlarinin
Bayesian Aglari ile Olgiilmesi

E. Ufuktepe, T. Tuglular

Ozet—Yazihmin giivenilir olmayan verilere kars1 hazir olma
durumunun 6lgiilmesi zordur ve bu alanda c¢alismalar halen
devam etmektedir. Bunun nedeni yazilim gelistirme ve tasarlama
asamasinda  gelistiricilerin girdileri dogrulamada basarisiz
olmasidir. Bu bildiride, bir yazilimin giivenilir olmayan verilere
karst hazir olma durumunun ol¢iilmesinde Bayesian Aglarini
kullanan bir yontem sunulmaktadir. Onerilen yontemde, secilen
yazilima ait fonksiyonlar veya metotlar iizerinde ¢ahsilmaktadir.
Secilen fonksiyonlarin girdi dogrulama bilgileri kullanilmaktadir.
Boylece, Bayesian Aglari ile yazilimin giivenilir olmayan verilere
kars1 hazir olma durumunun 6l¢iimii saglanmaktadir. Ornek
calismada, degerlendirme icin artan popiilaritesinden dolay:
JavaScript dilinde gelistirilmis ve tammmmis olan bir yazihim
kiitiiphanesi olan Jquery secilmistir. Onerilen yontem ile yazilim
gelistirme takimlari, gelistirdikleri yazihmn giivenilir olmayan
verilere kars1 onlem almayi izleyebilir.

Index Terms—Yazihm Giivenligi, Girdi Zafiyetleri, Bayesian
Aglari, Hazirh@inin Ol¢iimii

1. Giris

IRDI zafiyetleri, Open Web Application Security Project
(OWASP)[1] ve National Vulnerability Database (NVD)
[2] tarafindan en tehlikeli ve sik karsilagilan zafiyetlerden biri
olarak tanimlanmistir. Gelistirici tasarim, kodlama ve girdi
zafiyetlerini dogrulamasinda test yetersiz kaldiginda, yazilim
gelistirme yasam dongiisli igerisinde tasarim ve gelistirme
asamalarinda gerceklesmektedir. Bu bildiride, ele alinan bir
yazilimin gilivenilir olmayan verilere karsi hazir olma
durumunun 6lgiilmesine yonelik bir yontem sunulmustur.
Yontem, ele alman yazilimdaki hazir olma durumunun
Ol¢tilmesinde girdi olarak kabul ettigi her fonksiyonun
parametrelerinin sebep ve sonug iliskilerini dikkate alarak
Bayesian Aglarini (BA) kullanmaktadir. Wagner’in[3] yazilim
kalite tahmini ve degerlendirmesinde kullanilan etkinlige

dayali kalite modeli takip edilerek BA olusturulmustur.
OWASP 2013 yilinda ilk on zafiyeti tanimlamistir [1].
Bircok girdi zafiyeti ilk on igerisinde yer almistir. Bu
calismada girdi =zafiyetleri hedef alinmig ve XSS, SQL
Injection, OS Command Injection, Input Validation, Code
Injection ve Path Traversal zafiyetleri se¢ilmistir. Christey [4]
yazilim zafiyetlerini aga¢ yapist ile smiflandirmistir. Bu

calismada benzer bir yontem kullanilarak, girdi dogrulama
zafiyetlerinin karar agacin1 olusturulmustur.

Tablo I’de goriildiigii gibi Ocak 2000°de Ocak 2014’e kadar
NVD [2] iizerinden rapor edilmis girdi dogrulama zafiyetlerin
verileri toplanmustir. Bdylece bu degerleri ileride olugturulacak
Bayesian Aginda agirlik olarak verilecektir.

Bildiride 2. Bolim’de benzer c¢alismalarin Gzetleri
verilmistir. 3. Bolim’de yazilimin gilivenilir olmayan verilere
karsi hazir olma durumunun OSlgiilmesi i¢in Onerilen Baysian
Aginin olusturulma yontemi acgiklanmistir. 4. Bolim’de ise
ornek olayin incelenmesi sunulmus ve sonuglar 5. Boliim’de
aciklanmustir.

Tablo I. Ocak 2000°den Ocak 2014’¢ kadar rapor edilmis
girdi zafiyetlerinin dagilimi (Kaynak: NVD[2])

Girdi Dogrulama

Toplam Rapor Edilmis

Zafiyetleri Zafiyetler Yizde
XSS 4584 32%
SQL Injection 3652 25%
Input Validation 2665 19%
Code Injection 1818 13%
Path Traversal 1511 10%
OS Command Injection 108 1%
TOTAL 14338 100%

I1.

Frigault ve Wang [5] bir saldirt ¢izgesinde kodlanmis
zafiyetler arasindaki nedensel iliskileri arastirmistir. Ancak,
zafiyet ve aglarin gelisen dogasi geregi biiyiik dl¢lide goz ardi
edilmistir. Istismar edilmis kodlar1 veya yamalarin gegerliligi
gibi zamansal faktorleri birlestirmek i¢in bir Dinamik Bayesian
Ag tabanli model Onermislerdir. Modelden baglayarak,
potansiyel uygulamalar1 gostermek i¢in iki somut olgu
lizerinde calismiglardir. Bu yeni model siirekli dinamik bir
ortamda ag gilivenligini 6lgmek i¢in teorik bir temel ve pratik
bir yap1 olusturmuslardir.

Kondakg1 [6] Bayesian Aglarini kullanarak bir ag giivenligi
risk degerlendirme modeli Onermistir.  Cesitli  Bilgi
Teknolojileri (BT) varliklarim1 ve giivenilir hesaplamali
ortamlarda risk hesaplamalarinin uygulanilabilecegi genel bir
tehdit modeli ortaya atmustir. Bilgi giivenligi tehditlerini
(insan-iligkili, i¢ ve dig) smiflandirarak dort gilivenilir
parametre ile birlesik bir yap1 olusturup modellemistir. Ayrica
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hangi risk diizeylerini kolayca tahmin ve farkli degerlendirme
sistemler icin puan ortalamasi diizeni ve kosullu olasilik
metotlari1  kullanarak yeni bir risk yayilm modeli
gelistirmistir. Ote yandan Bayesian Aglarin bilgiyi ifade edis
sekli ile otomatik olarak akil yiirlitme yapisindan dolay1
calismasinda kullandigini, BT ortamlariin dinamik ve degisen
yapist geregi geleneksel yorumlama metotlarin sonraki risk
faktorleri dagiliminda uygulanmasmim daha gilic oldugunu
belirtmistir. Bu nedenle birbirine bagimli analizlerde Bayesian
yaklagiminin genis Olgekli aglarda uygulanabilirligini kolay
oldugunu ifade etmistir.

Wagner [3] faaliyet temelli kalite modelleri tizerinden
yazilim degerlendirmesi ve kalite tahmininde Bayesian
Aglarim1  kullanmistir. Bayesian Agmi olustururken ¢ tip
diigiim tammlamistir ve dort temel adimda belirtmistir. Tlk
adimda ilgili faaliyetlerin ve gostergelerin hedef tabanl
tiiretilmesidir. Tkinci adimda faktdrlerimn ve alt faaliyetlerin
belirlenmesidir. ~ Ugiincii ~ adimdafaktdrler — igin  uygun
gostergeler igerilirmistir. Dordiincli adimdadiigiim olasilik
tablolar1 tanimlanip kantitatif iligkiler gosterilmistir. Digiimler
yazilimin ~ “Durumlar ve Faaliyetler” haritasina gore
olusturulmustur. “Faaliyetler” sistem {izerinde etkisinin
bilgilerinin tutar. Ornegin; bakim ve kullamm yiiksek dereceli
birer faaliyettir. “Durumlar” ise bir sistemin ortami ve
gelistirme organizasyonunu icermektedir. Faaliyet iizerinde
pozitif ya da negatif etkisi olan her durum igin faktdrlere bir
diigtim eklenir. Eger durumun faaliyet iizerinde higbir etkisi
yoksa digim eklenmez. Ancak unutmamaliyiz ki faaliyet
iizerinde etkisi olan her alt faaliyet ve faktor icin faaliyet
digiimii eklenmelidir.

Guarnieri ve Livshits [7] statik analizin program
optimizasyonundan hata tespit etmeye kadar kadar kullanigh
bir teknik oldugunu dile getirmistir. Bu ¢aligmalar1 JavaScript
programlarindaki akigi asamali statik analizi incelemislerdir.
Calismalarinda hizdan dolay1 ¢evirim i¢i ve gevirim dis1 statik
analizlerini birlestirerek kullanimini savunmuslardir. Cevirim
dis1 kullanimi sunucunun Otesinde bir zamanda kullanilabilir,
oysaki cevirim i¢i analizi web tarayicisina entegre edilebilir
oldugunu disiinmiislerdir. Gergek hayattan ve sentetik
JavaScript kodu iizerinden gergeklestirilen genis kapsaml
deneylerden sonra, koddaki giincellemelerin az oldugu
yerlerde kullanimi daha normal goérmiislerdir. Giincel statik
analiz sonuglarimin  her giin kullanimi igin tarayicida
kullanimimi hizin1 kabul edilebilir olarak goérmiislerdir. Bu
formdaki asamali statik analizi yaklagiminin bir¢ok alanda,
6zellikle mobil cihazlarda avantajli oldugunu iddia etmislerdir.

Jensen ve arkadaglar1 [8] TAJS adinda gelistirdikleri statik
analiz aract ile JavaScript dilinde wveri tipi analizini
gergeklestirmistir. Tip analizini “Deger” Orgiisii lizerinden ve
transfer fonksiyonlarin veri akisi analizi ve akis cizgeleri
iizerinden gerceklestirmislerdir. Ornegin; eger bir fonksiyon
“toString()” fonksiyonu ile ¢agiriliyorsa, veri tipini “String”
olarak yorumlanmistir. Bu caligmalarinda, tip analizcilerinin
JavaScript i¢in ilk ses bazli ve detaylandirilmis ara¢ oldugunu
ifade etmislerdir. Monoton yapinin ayrintili 6rgii yapist ile
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kullanimi yeni soyutlama ile birlestirildiginde istenilen olgiitte
analiz sonuclarm hassasiyetini iyilestigini gézlemlemislerdir.

III. GUVENILIR OLMAYAN VERILERE KARSI HAZIRLIGININ
OLCULMESI ICIN BAYESIAN AGININ OLUSTURULMASI

Caligmamizin temelinden Bayesian Aglarimin kullanilma
nedeni, BA’larin belirsizliklerin agiklanmasinda tutarl
anlamlar sunmasi ve gesitli etkilesimlerin sebep ve sonug
iliskilerine dayal1 sezgisel ¢izgelerle ifade edilebilmesidir [9].

ik adimda faaliyetler tammlanmistir. Faaliyetler tanimlamis
oldugumuz altt girdi dogrulama zafiyetine karsilik
gelmektedir; XSS, SQL Injection, OS Command Injection,
Input Validation, Code Injection ve Path Traversal. Daha
sonra tanimlanmig faaliyetlere iliskin faktorler tanimlanmigtir.
Bu durumda Bayesian Agmda bu c¢alisma kapsaminda
tanimlanan fakorler, ele alinan yazilimda tespit etmis
oldugumuz zedelenilebilir fonksiyonlara karsilik gelmektedir.
Son adimda indikatérler tanimlanmistir. Ozel olarak dlgmek
istenilen faaliyet veya faktorden ek bir diiglim ¢ikartililarak
indikatorler tanimlanir. Wagner [3] indikatorlerin Bayesian
Aglarinda yerini soyle tamimlar, “faaliyet veya faktdrlerden
indikatére bir ayrit ile tammlanir. indikatorler faaliyetler ve
faktorlere baghidir. Indikatorler sadece altta yatan anlatimlarin
ifade edilis seklidir”.

Bayesian Agini olusturuken, diiglimler arasindaki iligkiler
gosterilmistir (bknz Sekil 3. Her 6ncel diigiim takipg¢i diigiimiin
Olasiliksal Diigiim Tablosunu (ODT) etkiler. BA’da toplamda
olusacak ODT sayist BA’da bulunan digiim sayist kadar
olacaktir. Toplamda bulunacak ODT sayis1 formiilii:

1+ (zafiyet_sayisi)+( fonksiyon_sayist )= (toplam_ODT ler)(1)

Formiil 1°deki (1) 1 degeri “Uygulama diigiimiine” karsilik

gelmektedir. Caliymada 6 girdi dogrulama  zafiyeti
tanimlandigindan zafiyet sayist 6 olacaktir. Fonkisyon sayisi
ise yazilmdan segilen fonksiyonlarin sayisina denk
gelmektedir.  Yazilimda  bulanan  fonksiyonlar  fazla

olacagindan, secilen fonksiyonlar sik kullanilan ve yazilimda
yayillmis olan fonksiyonlar tercih edilmigtir. ODT’leri ti¢
kategoride incelenmistir; Uygulama ODT, (girdi dogrulama)
Zafiyet ODT ve Fonksiyon ODT’leri. Sekil 3’de goriildiigii
gibi, en ustteki tek digiim uygulama digiimii olup Uygulama
ODT’si igermektedir, altt zafiyet diiglimlerinin bulundugu
ikinci katmanda Zafiyet ODT’lerini ve fonksiyon diigimlerinin
bulundugu {glincli  katmanda  Fonksiyon = ODT lerini
icermektedir.

A. Uygulama Diigiimiiniin ODT Hesaplamasi

Her zafiyetin uygulama iizerinde farkli etkisi olmaktadir.
OWASP [1] iizerinde zafiyetlerin risk siralamasi Bolim 1°de
gosterilmisti. Ancak risk bilgileri sadece siralama olarak
verilmistir (bknz. Tablo II). Zafiyetlerin risk yiizdelerini elde
etmek icin siralamalarmma iligkili olarak agrilik atanarak
“Agirlikl Yiizde Formiil’tinli/ Weighted Percentile
Formula”(2) uygulanarak zafiyetlerin risk ylizdeleri elde
edilmistir.
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n
100 W,
$= ) b= 5o (5F)
k=1 2
Girdi zafiyetleri {izerinde “Agirhikli  Yiizde Formili”

uyguladiktan sonra Tablo II’deki degerler elde edilmistir.

Tablo II. Risk yiizdeleri ile beraber girdi dogrulama zafiyetleri
Agirlik  Risk %

Risk Siralamas1  Girdi Dogrulama Zafiyeti

1 SQL Injection 4 80%
1 Code Injection 4 80%
1 OS Command Injection 4 80%
2 XSS 3 75%
3 Path Traversal 2 66.7%
4 Input Validation 1 50%
Zafiyetlerin riskleri tamimlandiktan sonraki asamada
Uygulama diigiimiiniin  ODT’si  hesaplanir.  Uygulama

diigtimiiniin igerdigi deger sayisim1 2™! olarak tanimlanmustir,
n degerini Uygulama diiglimiine bagli olan dncel diigiimlerin
(zafiyet kategorilerin) sayisi olarak belirlenmistir. 1 degeri ise
yanlisg degerlerin hesaplanmaya katilmasi i¢in eklenmistir.

(hesaplanmis dogru deger)+(hesaplanmis yanlis deger)=1 (3)
Aksi takdirde Bayesian Agina sadece dogru degerleri

tanimlanacaktir ve eksi yondeki degismleri goriilemeyecektir.
Bu durumda, Uygulama diigiimiinin ODT’si 26"= 128

icerecektir.  Uygulama  diiglimiinin =~ ODT  degerleri
hesaplandiktan sonra Bayesian Aglarma uygun formatta
degerler  sunabilmek i¢in  degerler {izerinde 1-0
normalizasyonunu (4) uygulanmistir.
Normalized(e]) = ©t ~ Emin

gy — Emin 4)

B. Zafiyet Diigiimlerinin ODT lerinin Hesaplanmasi

Bayesian Agindaki biitiin fonksiyon digiimleri her zafiyet
digiimiine yonelik ayrit ile baglanmistir. Boylece zafiyetlerin
ODT degerlerini fonksiyon diiglimleri belirleyecek anlamina
gelmektedir. Zafiyetlerin ODT degerlerini 3 tip fonksiyon
bilgisi ile degerlendirilmistir.

Ilk olarak Tablo I'de gbriildiigii gibi NVD [2] iizerinden
toplanan Ocak 2000’den Ocak 2014’e¢ kadar zafiyetlerin
sikliklart ~ hesaplanmus,  fonksiyonlart  hangi  olasilikla
karsilacag: bilgisini ¢ikarilmistir. Bu bilgiyi fonksiyon bilgisi
olarak kullanilmanin nedeni, rapor edilen zafiyetlerin kod
iizerinden yapilmis olmasindan kaynaklanmaktadir. Ek olarak,
Bayesian Aglarmimn  dogas1 geregi Oncel (fonksiyon)
digiimlerin bilgilerini takipgi (zafiyet) diiglimlerine kalitsal
olarak aktarir. Boylece takipgi diiglimler zafiyet siklig
bilgisinden mahrum kalmayacaktir.

Ikinci  bilgi olarak, fonksiyonlar1 derinlik  bilgisi
kullanilmustir.  Derinlik  terimini  detaylandirildiginda, bir
fonksiyonun ¢agr1 c¢izgesi c¢ikarildiginda, bir fonksiyonun
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cagrima iliskilerini bir yonlendirilmis c¢izge ile elde edilir.
Cagn cizgesindeki dongiileri gérmezden gelerek, fonksiyonun
¢agirilma anindan yaprak digiimiine kadar en uzun mesafesi
almarak derinligi hesaplanir. Bir fonksiyonun c¢agri ¢izgesinde
bulunan diger fonksiyonlar1 da g6z oniinde bulundurarak, bir
fonksiyonun derinligi arttikga dogru orantili olarak potansiyel
zararinin da artacagi varsayilmaktadir.

Uciincii ve son bilgi olarak, belli bir fonksiyonun kod
igerisinde ka¢ kez ¢agirildiginin bilgisidir. Eger bir fonksiyon
kod igerisinde birgok kez cagirliyorsa, cagirilan fonksiyonun
kod igerisindeki kapsanmasi da artacaktir.

C. Fonksiyon Diigiimlerinin ODT lerinin Hesaplanmasi

Bayesian yaklasimi kani temellidir ve belirsiz sonuglar
sunmaktadir. Belirsizlik, bir durumdan %100 emin olmama
anlamimna gelmektedir. Bu yiizden BA’larda olasilik
degerlerinde kiiciik bir standart sapma verilmektedir. Aksi
takdirde 1 ve 0 gibi kesin degerlerin verilmesi ile Bayesian
yaklasimdan ziyade bir Siklik¢i/Frequentist yaklasim
olmaktadir. Bir Siklik¢1 yaklagim, bir olaylarin frekanslarina
bagli olarak rastgele durumlara deger atamaktadir. Bir
Bayesian yaklasgim ise belirsiz durumlara gore olasilik
degerleri atamaktadir.

Bu sebeple fonksiyon diiglimlerin ODT’da dogru ve yanlis
durumlart vardir. Dogru durumuna “0.95” degeri atanarak,
fonksiyonun herhangi bir dogrulama kodu kullanmadigini,
vanlis durumu igin “0.05” degeri atanarak, fonksiyonun
dogrulama  kodu kullandigimmi  belirtilmistir.  Bayesian
yaklasimina sadik kalmak i¢in 1 ve 0 gibi kesin degerler
verilmemistir. Ayrica kesin degerler verilmeyerek bazi 6zel
durumlar da katmistir. Ornegin; dil kodlanmasi ataklar1 ve tip
bazli dogrulamalarin atlatilmasi vb.

D. Otomatik Bayesian Ag Olusturucusunun Gelistirilmesi

Bayesian Agin olusturulmasinda gerekli bilgilerin tutulmasi
i¢in bir ara¢ 6nemli bir faktor. BA’nin diigiim baglantilarini ve
her diigiimiin ODT degerlerini tutacak bir dosya olmasidir. Bu
nedenle Java ile yazilmig acik kaynak bir yazilim araci olan
OpenMarkov [11] kullanilmistir. Okunmast ve yazmasi kolay
olan XML fomatina yakin bir dosya saglamaktadir. Boylece
OpenMarkov’un  dosya formati ile Bayesian Agi
olusturulabilmektedir. OpenMarkov Java dilinde yazildigindan
Bayesian Ag Olusturucusu Java dilinde gelistirilmistir. BA’da
ODT’lerin hesaplanmasinda baglantilarin saglanmasi ve dosya
operasyon yapilmasi kolaylastirildi.

Otomatik Bayesian Agmin dinamik, otomatik ve esnek bir
BA saglamasi hedeflenmektedir. Boylece gelistiriciler
BA’larim1  JavaScript uygulamalarina gore diledigi gibi
modifiye edebilecektir. Bunu saglamak i¢in, Oncelikle
geligtirilen  aracin  okuyacagi  bir  kurulum  dosyasi
hazirlanmustir. Gelistiricilere zafiyet ve fonksiyon eklemeleri
ve ¢ikarmalari i¢in imkan saglamaktadir. Bir bagka avantaj ise,
kurulum  dosyasmin  fonksiyon ve zafiyet bilgilerini
icermesidir. Bu da gelistirilen aracin giincel kalmasi
saglamaktadir. Fonksiyon ya da =zafiyet istatistiklerinde
herhangi bir degisiklik ile karsilagildiginda, kurulum dosyasi
degistirilip simdiki zaman degerlerine adapte edilebilmektedir.
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Ilerleyen asamalarda algoritmalar (her =zafiyet ve
fonksiyonun ODT’lerin degerlendirilmesi) araca entegre
edilmektedir. Daha sonra diigiimler tanimlanarak BA
olusturulmaktadir. Bir sonraki asamada digiimlerin iliskileri
ve baglantilar1 saglanmaktadir ve BA’nin mimarisinin nasil
olacag tanimlanmaktadir. BA ii¢ katmanla tanimlanmaktadir;
Uygulama, Zafiyet ve Fonksiyon. Ozetle, diigiimlerin
iliskilerini araca tanimlarken, biitin zafiyet diigiimlerini
Uygulama diiglimiine yoneltilmektedir ve biitiin fonksiyon
diigiimleri her bir zafiyete yonlendirerek tam ikili parcali bir
cizge elde edilmektedir. Son olarak, hesaplanmig ODT’leri
diigtimler atanmaktadir.

IV. ORNEK CALISMA

Ornek ¢alisma olarak jQuery’nin siiriim 1.9.1 kiitiiphanesi
secilmigtir. jQuery sik kullanmilan ve web uygulama
gelistiricilerin tercih ettigi bir kiitiiphanedir. Gelistiricilerin
jQuery’i tercih etmelerindeki en biiyiik etken hizli, kiigiik ve
zengin igerikli olmasidir. Gelistiricilere yardimci olabilecek
birgok fonksiyon igermektedir, 6rnegin; olay isleme, HTML
dokiiman gezinmeleri, manipiilasyon ve animasyon vb. Bunula
beraber bir¢ok popiiler web sayfalarinda kullanilmaktadir;
Amazon, Microsoft, WordPress, Reddit, Instagram, Stack

saglamiyorsa, akist bir bagka duruma yonlendirerek yazilimin
zarara ugramisini engellemektedir.

ikinci asamada, fonksiyonun jQuery igerisinde kag kez
cagirildigr sayilmaktadir. Sonuclar el ile de kontrol ederek bir
fonksiyonu bulmak ve ka¢ kez cagirildigini saymak igin
Eclipse’in  Refactor  ozelligi ile  JSRefactor  [13]
kullanilmaktadir. Uclincii asamada, fonksiyonlarin
derinliklerini hesaplamak i¢in ¢agr1 ¢izgeleri ¢ikartilarak,
cagirildig1 andan en uzun yaprak diigiimiine kadar olan mesafe
alinmaktadir. Fonksiyonlarin ¢agr ¢izgelerini elde etmek i¢in
TAJS’ nin cagri ¢izglerini ¢ikartma ozelliginden
faydalanilmaktadir. Segilen 10 fonksiyon hakkinda elde edilen
bilgiler Tablo III’de goriilmektedir.

Tablo I11. Program fonksiyon bilgileri.

Istanbul, Turkey/Tiirkiye
17-18 Oct/Ekim 2014

Fonksiyonun Fonksiyonun jQuery igerisinde kag kez Derinlik
Adi cagirildig
html() 2 2
text() 1 2
css() 32 4
attr() 3 2
val() 5 0
each() 59 0
data() 5 2
hasData() 0
removeData() 1 2
find() 19 0

Overflow, the Guardian, Fox New vb. Oncelik olarak
fonksiyonlarin bilgilerinin toplanmasi lizerine
yogunlagilmaktadir.

A. Secilen jQuery Fonksiyonlar

flk adimda 10 tane en sik kullanilan ve gelistiriciler
tarafindan en ¢ok tercih edilen fonksiyonlar se¢ilmektedir. Ek
olarak, Cooper [12] Bayesian Aglarmin sonug ¢ikarimlarinin
NP-hard problem olarak tanimladig1 i¢in fonksiyon segimi 10
ile  kisitlanmustir. Segilen  fonksiyonlar  iizerinden
fonksiyonlarn ~ parametrelerinin ~ kullanilmadan ~ dnce
dogrulanip dogrulanmadigim1 kontrol edilir. Parametrelerin
dogrulanip dogrulanmadigini 6grenmek i¢cin TAJS nin [8] akisg
cizgesi Ozelligi lizerinden herhangi bir dogrulama blogun olup
olmadigi elle de kontrol edilmistir.

Sekil 1°de, TAJS ile “attr()” fonksiyonunun akis ¢izgesi
cikartilmustir. Herhangi bir girdi dogrulama isleminin yapilip
yapilmadigint kontrol edilmeden 6nce her parametreyi birer
girdi olarak kabul edilmistir. Daha sonra parametrelerin
kullanilmadan o6nce dogrulanip dogrulanmadigini kontrol

B. jQuery nin Giivenilir Olmayan Verilere Karsi Hazirlig

Bayesian Agmim Bayesian Ag Olusturucusu ile
calistirlldiginda  sadece  hangi  tip  zafiyetler ile
karsilasilabilecegin bilgisi degil ayn1 zamanda uygulamanin
giivenilir olmayan verilere karst hazirligini da incelenmektedir.
Tablo IV’de BA’nin verdigi degerler goriilmektedir.

Tablo IV. Uygulamanin girdi dogrulama zafiyeti igerme
olasiliklar:

Zafiyetin uygulama igerisinde

Zafiyet karsilagilma olasilig1
XSS 0.95
SQL Injection 0.74
Input Validation 0.56
Code Injection 0.39
Path Traversal 0.29
OS Command Injection 0.03

edilmistir. Sekil 1°de kirmizi g¢ergeve igerisinde fonksiyonun
parametreleri gortilebilmektedir. Kirmizi gergeveye
bakildiginda parametreler tizerinde “okuma/read” operasyonu
uygulanmaktadir,  bir  bagska  degisle  parametrelerin
kullanilmaya basladiginin bir gdstergesidir. Bu yiizden kirmizi
cercevenin {stiine bakip Oncesinde parametreler iistiinde
herhangi bir dogrulama yapilmis mi kontrol edilmektedir. Akis
cizgesine bakildiginda parametreler kullanilmadan 6nce
herhangi bir dogrulama islemi ile karsilasilmamaktadir. Sekil
2’ye bakildiginda, ayn1 fonksiyonun ¢izgesinin bu sefer bir
dogrulama isleminin yapildig1 siiriimii incelenmektedir. Bu
incelendiginde parametrelerin kullanildigr kirmizi ve yesil
cergeveler  goriilmektedir.  Ancak, yesil cergevedeki
“okunma/read” operasyonu dogrulama i¢in bir “if/sorgu-
blok’u” i¢in uygulanmaktadir. Eger parametre kosullari

ISCTurkey 2014
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Bayesian Ag lizerinde herhangi bir degisiklik yapilmadig
takdirde jQuery’nin se¢ilmis 10 fonksiyonuna gore, gilivenilir
olmayan verilere karst hazirligint 0.51 olarak 6l¢iilmektedir.
Bu sonug iizerinden jQuery’nin giivenilir olmayan verilere
kars1 %51 hazir olarak yorumlanmaktadir.

Ancak, fonksiyonlar1 “Not Used/Kullanilmamis” durumlari
secerek hazirlik degerleri degistirilebilmektedir. Bunula
beraber, eger bir uygulama herhangi bir veritabani
kullanmamis  ise, gelistirici “SQL Injection” zafiyet
diigiimiiniin durumunu “Not Contains/Igermiyor’a” gevirip
hazirlik  degerini  degistirebilmektedir, ¢linkii  veritabani
olmayan bir uygulamanin SQL Injection saldirilarina karsi bir
etkisi olmayacaktir. Sekil 3°de Bayesian Ag Olusturucusunun
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function attr ( name value )
Jaquerv/attrjs:1:1
outer: <main=>

L

’ 4: constant[undefined,v1] ‘

y 4
5: read-variable['jQuery’,v3.-]

6: read-property[v3,'access',-]

: <variable-non-null-undef=[jQuery’]

§: read-variable['this’.v4.-]

0: read-variable['jQuery’ . v6.-]
10: read-property[vé.'att’ v5]

<variable-non-null-undef=['jQuery’]

11:

12: read-variable['name'.v7.-]

13: read-variable[ 'value',v5.-]

14: read-variable['arguments'.v12.-]

15: read-property[v12.length’.v10]

16: <variable-non-null-undef=["arguments']
17: constant[1.0.v11]
18: =[v10.v11.v9]

/

‘ 19: call[v3,'access’,v4 v5,v7 vE.v0 vl] ‘

a6 7

’ 20: return[v1] ‘ | 21: exceptional-return

Sekil 1. Dogrulanmamis parametrelerin akis ¢izgesi ornegi.

fonksiyonlarm “Not Used/Kullanilmamig” ve zafiyetlerin “Not
Contains/Igermiyor” ekran alintis1 goriilmektedir. Yapilan
secimlerle ve ayarlarla hazirlik degerinin 0.41 oldugu
goriilmektedir.  Gri  diigiimler  gelistiricinin ~ segilmis
diigimlerini ifade etmektedir. Fonksiyon diiglimlerinde ise
se¢im i¢in  iki  durum dogrulanmig
parametreler/girdiler ve dogrulanmamis parametreler/girdiler.
Gelistirici “Not Used/Kullanilmamis” durumunu
isaretlediginde, otomatik olarak zafiyet diiglimlerini igerme
yiizdeleri yiikselecek ve uygulama diiglimiiniin hazirlik yiizdesi
azalacaktir. Cilinkii “Not Used/Kullanilmamis”  durumu
secilerek, gelistirici fonksiyonun parametreleri i¢in gerekli
dogrulama islemlerini yapmadigin1 onaylamaktadir. Ancak
gelistirici fonksiyon parametreleri icin gerekli dogrulama
operasyonlarini tamamlamigsa “Used/Kullanilmis” durumunu
secerek zafiyet diiglimlerinin yiizdelerini diigiirebilir ve
uygulama diigiimiiniin hazirlik yiizdesini yiikseltebilmektedir.

tanimlanmistir;

V. SONUC

Bu bildiride Bayesian Aglart ile JavaScript uygulamalarinda
giivenilir olmayan verilere kars1 hazirliginin 6lgiilmesi i¢in bir
yontem ve bunu yapabilecek otomatize edilmis Bayesian Ag
Olusturucusu  gelistirilmistir. Giivenilir olmayan verileri
tanimlandiginda, toplamis oldugumuz verilerden (14 yillik
rapor edilmis zafiyetlerin istatistikleri) girdi dogrulama

function attr ( name value )
dot/attrjs:1:1
outer: <main=>

3
4: constant{undefined,v1]
l 4

5: read-variable['name’ v3.-]
6: constant[null,v4]
7i==[v3,vav1]
8- if]v2](true-block3 false-block:6)

G

10: read-variable['value',v6.-]

11: constant[null,v7]
12: —[v6.v7.,v3]
13: if v5](true-block:7 false-block:§)

15: read-variable['jQuery'.v9,-]

16: read-property[v9 'access', ]

17: <variable-non-null-undef>['jQuery']
18: read-variable[this'.v10.-]

19: read-variable[ jQuery’ v12.-]
20: read-property[v12 'attr' . v11]

21: <variable-non-null-undef=[ Query"
14: constant[null,v1] [iQuery']

22: read-variable[ name’ v13.-]

23: read-variable['value' v14,-]

24: read-variable['arguments',v18.-]
25: read-property[v1 8, length’ .v16]
26: <variable-non-null-undef~['arguments']
27: constant[1.0.v17]
28: >[v16,v17,v15]

A

‘ 201 call[v9,"access',v10,v11,v13.v14.v15 vl] |

‘ 9: constant[null,v1] |

11

31: exceptional-returmn

30: return[v1]

Sekil 2. Dogrulanmis parametrelerin akis ¢izgesi drnegi.

zafiyetlerin davraniglar gézlemlenmistir. Her zafiyetin yazilim
gelistirme yasam donglisii  icerisindeki zarar azaltma
istatistikleri incelenmistir. incelemeler sonucunda 6 tane girdi
zafiyeti bir karar agaci ile smiflandirilmistir. Yazilim
gelisgtirme yasam  dongilisiiniin = tasarim  ve  gelistirme
asamalarinda, girdi dogrulama zafiyetleri igin Onerilen zarar
hafifletme iglemi girdilerin dogrulanmasidir. Bu nedenle statik
analizi sadece potansiyel girdi dogrulama zafiyetlerini tespit
etmek i¢cin degil, aym1 zamanda uygulamanin fonksiyonlari
analiz ederek derinliklerinin ¢ikarilmasi ic¢in de kullanilmustir.
Ek olarak, fonksiyonlarin ka¢ kez ¢agirildiklarini bulabilmek
i¢in refactoring kullanilmigtir.

Bayesian Agimi olusturulurken ii¢ asama ile tanimlanmustir;
faktorler, aktiviteler ve uygulamanin hazirlii. Faktorler, girdi
zafiyetlerin sikligini, fonksiyonun derinligi ve fonksiyonun kag
kez c¢agirildiginin bilgilerinin tutan fonksiyon diiglimlerine
karsilik gelmektedir. Faaliyet asamasi, zafiyetlerin zarar verme
yiizdelerini tutan girdi zafiyetleri diigimlerine denk
gelmektedir. Son asama ise, uygulamanin giivenilir olmayan
verilere karsi hazir olma durumunun &lgliimiinii veren ¢ikis
digiimiidiir.

Ornek calismada, testler JavaScript gelistiricilerinin
kullanimindan ve sik tercih etmelerinden dolay1 JavaScript’in
en  popiiler kiitiphanesi  olan  jQuery  iizerinde
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gerceklestirilmistir. Son olarak, jQuery’nin en sik kullanilan
10 fonksiyonu iizerinden deneyler gerceklestirilerek, Bayesian
Agmdaki diiglimlerindeki durumlarda higbir degisiklik
yapmadan, jQuery’nin giivenilir olmayan verilere karsi
hazirhigr %51 olarak 6l¢iilmistiir. Sadece giivenilir olmayan
verilere kars1 hazirligimin dlgiilmesi ile kalmayip, uygulamanin
icerisinde hangi zafiyetin ne kadar olasilikla bulunma
durumlarini da gézlemlemistir.

Netice olarak, Bayesian Aglarini kullanan bir¢ok ¢aligmada
bilgi esit olarak dagitilmistir. Ancak Onerilen model ve

geligtirilen aragta gercek bilgi ve istatistikler kullanildigindan
sunulan dl¢lim ve ¢aligma diger ¢alismalardan ayrilmaktadir.
Bir baska avantaj ise sunulan aracn esnek ve dinamik
olmasidir. Bdylece gelistirici kolaylikla kendi fonksiyon,
zafiyet ve bilgilerini tanitabilmektedir. Bu bildiride
gelistiricilerin yazilimlariimn giivenilir olmayan verilere karsi
ne kadar hazir oldugu Olgcen bir model ve bir arag
geligtirilmistir. Boylece gelistiriciler 6l¢iim  sonuglarini
gozlemleyip uygulamalarini buna goére gelistirebilmektedir.

- - —— e ——
® OpenMarkov - - - ==
File Edit Inference View Window Tools Help
D @@ - @[T [+ 21 < e ra—
&) *BNetwork.pgmx =[5 [
Ready — 10.4178:
Not Ready e— 10.5821
XSS SQL Injection ( Input Code Injecti Path Traversal 1T osc
Contains  — () 9575 Contains | 10.0000 Contains  — 10.5834¢ Contains  e—— 1 000 Contains  —— 1 0000 Contains ® 10.02901
Not C..ns ) 10.0124¢ Not C..ns r——1 0000 Not C..ns ie— 10.4165: NotC..ns | 10.0000( Not C..ns | 10.0000( Not C..ns re— () 9710

html) ( attr) text() data) removeData()
Ot USed pm— O 5493 Not Used e 10000 Not Used mm— 1 05433 TNot Usedl s | 00454 Ot User pe—— 0 9493
Used m 10,0508 Used | 10,0000 Used m 10,0508 Used m 10.0535¢ Used  w 10,0506
\ 1/ \ \/
css() valg ( each() ( findg hasData)
Mot Used pem—— 10000 Not Used i—— | 0 9457 Not User! —1 0000 Not Used 109467 ot Used —— | 09493
Used 1 10.00004 Used  m 10,0512 Used | 10,0000 Used m 100532 e 1
§ 3§ § i) Us: 10.0506:

Sekil 3. Bayesian Ag Olustucusu Ekran Alintisi.
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On the security of Lo et al.’s ownership
transfer protocol

Nasour Bagheri, Masoumeh Safkhani

Abstract—Recently Lo et al. have proposed an ownership
transfer protocol for RFID objects using lightweight com-
puting operators and claim their protocol provides stronger
security robustness and higher performance efficiency in
comparison with existing solutions. However, in this paper
we show that their claim unfortunately does not hold.
More precisely, we present tag’s secret disclosure attack,
new owner’s secret disclosure and fraud attack against
the Lo et al’s ownership transfer protocol. The success
probability of all attacks is “1” while the complexity is
only one run of protocol. Our observation shows that this
protocol compromise the privacy of the tag and the new
owner.

Index Terms—RFID, Ownership Transfer Protocol, Dis-
closure Attack, Fraud Attack.

[. INTRODUCTION

Radio Frequency Identification (or in short term RFID)
has many applications for both business and private
individuals. Several of these applications will include
items that change owners at least once in their lifetime.
The swapping and resale of items is a practice that is
likely to be popular in the future, and so any item that
depends on RFID for function or convenience should be
equipped to deal with change of ownership.

In the case of ownership transfer, we want to prevent
the old owner of a tag from accessing that tag or the
services that the tag provides to the current owner. For
instance, an old owner should not be able to use any
keys or identifying values to impersonate the tag to make
a purchase, open a door, or even change the ownership
back to him. In summary, a secure ownership transfer
protocol must satisfy the following properties:

o The old owner should not be able to access the tag
after the ownership transfer has taken place.

Nasour Bagheri and Masoumeh Safkhani are with the Department
of Electrical Engineering, Shahid Rajaee Teachers Training University,
Tehran, Iran.

o The new owner should be able to perform mutual
authentication with the tag after the ownership trans-
fer has taken place.

Ownership transfer presents its own set of threats and
therefore demands the attention of security researchers.
Observing that tags may become highly ubiquitous in the
future, with tagged object changing hands often, secure
owner transfer would be essential to the RFID systems.
Hence, several ownership transfer protocols have been
proposed in the literatures [8], [11], [3], [16], [9], [7], [1],
[12], [4], [2], [6], [15]. However, the later analysis [14],
[5], [13] demonstrated security flaws on some of them
that shows that it is not an easy task to design a secure
ownership transfer protocol.

A. Overview of the Current Work

Recently Lo et al. have proposed an ownership transfer
protocol using lightweight computing operators [10].
They have claimed their protocol provides suitable se-
curity and performance in comparison to other schemes
in this field. However, in this paper we provide a detailed
security analysis of the protocol which leads to several ef-
ficient attacks against the protocol, i.e. tag’s/new owner’s
secret disclosure attack and fraud attack.

Paper Organization: Notations used in the paper are
presented in Section II. Lo et al.’s ownership transfer
protocol is described in Section III.Section IV and Sec-
tion V describe our tag’s secret disclosure attack and
fraud attack respectively. Finally, we conclude the paper
in Section VI.

II. PRELIMINARIES

Throughout the paper, we use the following notations:
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o TTP: The trusted third party server.

e O¢: The current owner of the tagged object.

e On: The new owner of the tagged object after
ownership transfer.

o A: Adversary.

e Tag; : An RFID tag i.

e TID; : Unique identifier of tag i.

e OID; : The identifier of owner ;.

e TTPID : The identifier of TT P.

o The credential of the owner j.

o KT, : The shared secret key between T'ag; and
TTP.

e KO, : The shared secret key between T'ag; and
Oc.

e h(): One way hash function.

° 7y The z-th random number where x € Z 7.

o & The exclusive-or operation.

A lightweight function which is built with
bit-shift and add operations.

Nun(m,n) function has two input values, m and n,
where m is the value to be verified and n is a random
number to reshuffle the original input value m. The
pseudo-code of Nun is shown as below:

e Nun(m,n) :

string Nun(bit string m, bit string n) {
string X=m

int L=bit length of X value

for (int i=0;i<L;i++)

{

X=(X>>1) + (X<<1) +n

}

return X

}

III. Lo et al.’S OWNERSHIP TRANSFER PROTOCOL
DESCRIPTION

Lo et al.’s [10] protocol, has three phases including
registration phase, current ownership suspension phase
and new ownership establishment phase. The details of
Lo et al. protocol is described as below:

« Registration Phase All tags will be initialized be-
fore using and all object owners have to register their
identities at TT'P. TT P shares a secret key KT;
with each tag i, where K'T; is preloaded into the
memory of tag ¢ and neither current owner nor new
owner can access (or know) the key. Each owner j
has a credential key C; = h(TTPID|OIDj) such

ISCTurkey 2014
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that 7T P can verify the identity of requesting owner

when receiving an ownership transfer request from

an object owner. In addition, the current owner and

the T'ag; are set to share the same secret key K O;.

Current Ownership Suspension Phase The details

of current ownership suspension phase which is

depicted in Fig. 1 are as follows:

1) O¢ generates a random number r; and sends
(OID¢,0IDN,TID;, r1,Cc) to TTP.

2) Once receipt the message, 17T P calculates
Cl. = h(T'TPID||OID¢). If Cp # Ce,
TTP will terminate this session. Otherwise,
TTP:

Finds corresponding K'T; for T'ag;,

— Generates a temporary secret key Kyemp,

Computes My = KT; © Kiemp @71 and a

verification message Vi = Nun(M,r1),

Sends M; and V; to O¢.

3) Upon receipt the message, Oc computes
My = My & KO; and forwards (V1, Ma, 1)
to T'ag; through its reader and starts a timer to
control the tag’s responding time.

4) When Tag; receives the message, extracts
M = M; & KO; and computes V] =
Nun(M{,r). If V/ = Vi, Tag; extracts
Kiemp as Kiemp = My @ KT; @ r1 and
assignees it to its secret KO; and sends
ACK;, = Nun(KT;,m1) ® Kiemp to Oc, as
its response. However, if V] # V1, tag sends a
random number ry as ACK;.

5) If O¢ receives the tag response in the appro-
priate time( before timeout occurs) it forwards
ACK, to TTP. Otherwise, O¢ tries to use the
old key KO; to access Tag;. If O¢ cannot
access the tag, it sends ACK; = OID¢ to
TTP. Otherwise, it restarts Step 4.

6) Once TTP receives the message, it verifies
whether ACK; = Nun(KTi,71) @ Kiemp or
ACK;, = OIDc¢. In the case of equality, TT' P
passes AC K- = ‘success’ to O¢. In addition,
TTP transfers Kiemp and TID; to Op. Oth-
erwise, T'T'P passes a failure message, AC K>
=‘go to step 4’, to O¢ to restart the process
from Step 4 .

o New Ownership Establishment Phase The details

of this phase which is depicted in Fig. 2 are as
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TTP Oc Tag;
TTPID, KT, TID 0ID,,C, KO, TID KO .KT,TID
©'e < B(TTFID || O10¢) 0106010y Ty, O OSuertes
If Oy ==C then « *
{finds KT,
generaes K
computes M KT, @K @1y 1Y, e M, ®KD,
comples ¥y € Hun(h,,5)} MV W e @Ko ¥ e Hun(M',5)
Zz:s the  protosol Start timer .M"If v .1;‘;1 then
(K, €=M, ®KT, @y
KO, K,y
If time out occurs ACK, ACKE, « Nu KT, 1) @EO}
If O can not elas
access TI0; with
old key then: ALK €1
If ACK, — Nun(KT, ) @K, s_\;c_:g «0OID
bt ACK, — OID, then I
Sends ACK-="success" to ACK else
AL
Oc ®———® Fyrward received
Sends Ko, TID; to Oy ACK, from Tag; to
else TTP
Sends ACK:="go to step 3" ACK
to O
Fig. 1. The Current Ownership Suspension Phase in Lo et al.’s Ownership Transfer Protocol.
follows: whether ACK3 = Nun(KT;, rq4) ® KT; or
1) Once O receives Kyepmp, it does as follows: ACK3 = OIDy. In the case of equality,
— Generates the new secret key KO;,_, and TTP sends ACK, ='success’ to Oy . Other-
random numbers 73 and 74 wise, TTP sends a restart message, ACK},
— Computes M3 = KO, ®rs® KO; and =‘restart’, ‘Fo On. ‘
Vs = Nun(KO; ry) & KO; 5) If Oy receives the success message, it replaces
- Tnew? (24 . .
— Sends (Ms, Vo, r3,74) to Tag; and starts a KO, with KO;,_, . Otherwise, Oy restarts the
timer. procedure from Step 1.
2) On receiving the message, Tag; computes Lo et al. have stated that the channel between the
s K3 . .
KO, = My & ry & KO and V§ = tag 'and the owner is insecure. However, they have not
Nun(KO! r) ® KOi. If VI = Va, it clarified whether the channel between owners and 71" P
assigns thzéwzxtracted KO! to KO. and 18 secure. If the channel between owners and TT'P is
new i . . .. . ,
sends ACK; = Nun(KT; Z;ﬁ;‘j @& KT, to Q. Insecure, it would be trivial to disclose the tag’s secret
- (2] 7 . . . .
Otherwise, it generates a random number and key KO; by computing M; & My. Hence, in this paper
assigns it to AC K3 and sends it to Oy. we consider the channel between owners and 77T P
3) If Oy receives the tag’s response in the appro-  SCCUre and we assume that the attacker cannot eavesdrop
priate time ( before timeout occurs) it forwards (OIDc,OIDN, TID;, Co, My) and ACK>.
ACK3 to TTP. Otherwise, Oy tries to use the
old key KO; to access Tag;. If On cannot IV. TAG’S AND NEW OWNER’S SECRETS
access the tag, it sends ACK3 = OIDy to DISCLOSURE ATTACK
TTP. Otherwise, it restarts Step 1. In Lo et al. ownership transfer protocol, T'ag; and
4) Once receipt the message, TTP verifies TTP share a secret key KT; which TTP employs it
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e Oy Tag;

TTPID, KT, TID OID. ¢ KD [ TID EO KT, TID
Generates KO, ..z
M, « KO, @y @KO;
Vy «Hun(lO; 1) @EO;
N M3, V2,F5.0
Start timer P @y @D
Ve HunlKO', | n) KO,
If V', — ¥, then
[KO, KO
ACK, « (KT, 1, ) ®KT,}
If time out occurs ACK- else
If Oy can not - eACK, 1.
access TID, with
old kev then:
ACE ., « 01D,
else
Restart Step 1
else
Forward received
If  ACK ==Nuw/ET,:)®KET Kt
ol ) ACKst 5K, from Tag; 1o
o ACK =0ID. then TP
Sends ACKs="success”
clse ACK,

Sends ACK="go to step 3"

Fig. 2. The New Ownership Establishment Phase in Lo et al.’s Ownership Transfer Protocol.

to transfer the tags ownership from O¢ to On. KT; is a
secret parameter and neither O¢ nor Oy are expected to
be able to retrieve it. However, in this section we show
that how a curious owner can disclose the secret of the
tag, KT;. In this attack O¢ transfers the ownership of
Tag; to itself once and based on the transferred messages,
it can retrieves KT;. To extract KT}, curious owner O¢
can do as follow:

1) O¢ starts a new ownership transfer protocol and
sends (OID¢,0ID¢, TID;,r1,Cc) to TTP.
2) On receiving the message, 77 P authenticates O¢
and does as follows:
o Finds corresponding K'T; for Tag;,
o Generates a temporary secret key Kyemp,
o Computes My = KT; ® Kiemp © 71 and a
verification message Vi = Nun(Mi,r1),
e Sends My = KT;® Kyermp®ri and Vi to Oc.
3) Once O¢ receives (Mq,Vy), it sends OID¢ as
ACK; to the TTP.
4) On receiving the message, since ACK; equals
OID¢, TTP passes ACKs = ‘success’ to Oc¢.
In addition, TT'P transfers Kyepnp, and T1D; to

ISCTurkey 2014
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Op which is also O¢.
5) Given My, r; and Kyempt, Oc¢ extracts KT as
KTz = Ml @ Ktempt D ry.

Hence, the curious owner O¢ can disclose secret of
the T'ag;, i.e. KT;. The success probability of the given
attack is “1” and the attack complexity is only one run
of protocol. If KT} is known by O¢, then whenever O¢
transferred the ownership of T'ag; to a new owner O¢,
O¢ would be able to trace T'ag; which compromise the
privacy of the new owner Oy . Even worse, the adversary
can extract the secret key of the new owner KO;, ,, as
follows:

1) O¢ generates a random number 7; and sends

(OID¢,0IDN,TID;, 1, Cc) to TTP.
2) Upon receipt the message, 77" P authenticates O¢
and does as follows:
o Finds corresponding K'T; for T'ag;,
o Generates a temporary secret key Kicpp,
o Computes My = KT; @ Kiemp @ 71 and a
verification message V4 = Nun(My,r1),
e Sends M; and V; to O¢.

3) Upon receipt the message, Oc computes Kiepp =

133



7th International Conference on Information Security and Cryptology
7. Uluslararas1 Bilgi Giivenligi ve Kriptoloji Konferansi

My ® KT; &r.

4) The rest of the second phase of protocol continue
as it has described in section III.

5) Once Oy receives Kiepmyp, it does as follows:

o Generates the new secret key KO and
random numbers 73 and 74,
e Computes M3 = KO, 6 @ rs ® KO, and
Vo = Nun(KO,,,,,r4) ® KO; and sends
(]\/[3, VQ, rs, 7’4) to Tagi.
6) Oc  ecavesdrops the transferred
(M3, Va,rs,r4) and does as follows :

tnew

message

o Given K¢, from step 5 and the eavesdropped
M3 and r3, computes KO. as KO
]\/[3 Drsd Kta’m;w
7) Oc¢ does not disrupt the rest of the protocol and
Tag; and Oy finish the protocol successfully.

tnew tnew

Hence, following the given attack, the old owner O¢
can disclose the secret key of the new owner Oy . Given
the owner secret key it would be easy to do what you
want, trace the tag, impersonate the owner, etc. It must
be noted that the success probability of the given attack is
“1” and the attack complexity is only one run of protocol.

Remark 1:. One may argue that to prevent the curious
Oc to retrieve the tag’s secret key and therefore the new
owner’s secret key, we can force TT P to not allow the
owner to transfer the ownership to itself. However, then
two person, e.g. O¢ and O, can collude to retrieve the
tag secret and then transfer its ownership to the victim
owner Op.

V. FRAUD ATTACK

In this section we present another attack against Lo et
al’s protocol in which the owner O¢ can satisfy the
new owner Oy, confirmed by TT P certification, while
after ownership transformation Oy cannot access Tag;
but O¢ can do. Hence, O¢ can sell the same tag to
several person. Whenever insincere O¢ decides to sell
the ownership of T'ag; to a victim owner Oy, it does as
below:

1) O¢ generates a random number 7; and sends

(OID¢,OIDN, TID;, 11, Cc) to TTP.
2) On receiving the message, 77" P authenticates O¢
and does as follows:
o Finds corresponding K'T; for Tag;,
o Generates a temporary secret key Kiepp,
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e Computes My = KT; @ Kiemp @ 71 and a
verification message Vi = Nun(My,ry),
e Sends M; and Vi to O¢.

3) Upon receipt the message, O does not send any-
thing to T'ag; and just sends its OI D¢ as ACK;
to the TTP.

4) When TTP receives the message, since ACK
equals OI D¢, passes ACKy = ‘success’ to O¢.
In addition, TTP transfers Kiey,p, and T1D; to
On.

5) Once Oy receives Kyemp and T1D; replaces K O;
by the new generated secret key KO;, . . Then, it
generates the tuple (M3, Va,r3,74) following the
given procedure in section III and sends it to T'ag;.

6) OC blocks (]\4-37 VQ, r3, T4).

7) Since Op does not receive the tag response in the
appropriate time( before timeout occurs), Oy tries
to use the old key K O; to access T'ag;. However,
On cannot access the tag, so it sends ACK3 =
OIDy and 74 to TTP,

8) Once receipt the message, 77T P verifies ACK3 =
OIDy and sends ACK4 =‘success’ to Op.

9) When Oy receives a success message, it replaces
KO; with KO;, ., and ensures that it has received
the T'ag; ownership successfully.

Hence, following the given attack, the new owner
beliefs that the ownership transfer has been done suc-
cessfully and he is only one which can identify T'ag; and
access the information inside the tag and the old owner
cannot identify and control the tag any more. However,
the given attack shows that a dishonest owner can deceive
new owners, sell his tagged objects while he still has
possession of them, because the tag has not updated its
owner key yet. The success probability of our fraud attack
is “1” while the complexity is only one run of protocol
for each tag sell.

Remark 2: . The given attack works properly if any
owner which has a record in 7T P decides to deceive a
new owner Oy that it can transfer the ownership of T'ag;
to Op. It comes from this fact that in Lo et al.’s protocol,
TTP does not check whether O¢ has the permission to
transfer the ownership of T'ag; and it just verifies whether
Oc has a record in the 7T P database, while that record
can be not necessarily to access T'ag;.
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VI. CONCLUSION [14] Suleyman Kardas and Mete Akgun and Mehmet Sabr Kiraz and

. . s . Huseyin Demirci. Cryptanalysis of Lightweight Mutual Authen-

In this paper we considered Lo et al.’s RFID ownership tication and Ownership Transfer for RFID Systems. In 201/

transfer protocol and demonstrated that, in contrary to Workshop on Lightweight Security& Privacy: Devices, Protocols,
; ; > : ; : and Applications, pages 20-25, 2011.

its .demgners ’ claims, this pro’tocol does . not provide [15] S.-S. Yeo, S-C. Kim. S. Kim. G. Park, S. Kim, K.-S. Yang, and

resistance tag’s and new owner’s secrets disclosure and S.-E. Cho. Protecting your privacy with a mobile agent device

fraud attacks. The success probability of all attacks are in rfid environment. Wireless Personal Communications, 51:165—

178, 2009.

[16] Y. Zuo. Changing hands together: a secure group ownership
transfer protocol for rfid tags. In Hawaii International Conference
on System Sciences, Koloa, Kauai, HI, 2010,, pages 1-10, 2010.

“1” while the cost of all is only one run of protocol.
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The Past and Future of Mobile Malwares

M. O. Topgul, E. L. Tatli

Abstract—Cyber criminals are interested in developing
malicious software in order to infect personal computers and
gain financial benefits from infected users. With the evolution of
mobile technologies, sophisticated malwares with more advanced
features have been developed. In this paper, we list and explain
the mobile malwares which target different mobile platforms (i.e.
Symbian, Blackberry, J2ME, Android, iOS) in the past. The
functional behaviors and future aspects of the mobile malwares
are discussed in the paper as well.

Index Terms— mobile malwares, wearable malwares, malware
analysis

I. MOTIVATION

M ALWARE (aka "malicious software") refers to
software programs designed to disrupt computer
operations, gather sensitive information, or gain access to
private computer systems [1]. Viruses, worms, trojan horses,
adwares, spywares and rootkits are typical examples of such
malicious software.

In the early 1980s the first viruses affected many computers
and operating systems. At that time they were fortunately not
as dangerous as today’s malwares. Cyber criminals developing
today new generation malwares aim financial benefits. They
would like to get unauthorized access to personal information,
credit card information, confidential user credentials etc.
Worse still, they try to infect personal computers and mobile
smart phones and make them zombie computers within their
bot networks to misuse them for their illegal activities and
cyber-attacks.

In the mobile smart phones era, malwares targeting mobile
operating systems and mobile applications have become very
popular. Since mobile smart phones contain mostly personal
sensitive information (e.g. pictures, SMS messages,
confidential application data, user credentials, etc.) and are
also exploited for two-factor strong authentication by
confidential applications like online banking or administration
interface accesses, cyber criminals have a big interest to target
mobile users and devices.

In this paper, we explain the past and future aspects of
mobile malwares. In Section 2, the evolution of different
mobile technologies, mobile devices and, parallel to this,
mobile malwares are explained. In Section 3, mobile

M.O. Topgiil is a senior security researcher at TUBITAK-BILGEM Cyber
Security Institute. He continues his Ph.D. study in Electrical and Electronics
Engineering at Istanbul Medipol University, 34810 Istanbul/Turkey,

(e-mail: oguzhan.topgul@tubitak.gov.tr).

E.LTath is with the Department of Electrical and Electronics Engineering,
Istanbul Medipol University, 34810 Istanbul/Turkey,
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malwares that were identified in the past for Symbian,
Blackberry, J2ME, iOS and Android platforms are explained
in details. In Section 4, the future aspects of mobile malwares
and their new targets are discussed. Section 5 concludes the

paper.

II. EVOLUTION OF TECHNOLOGIES AND MOBILE MALWARES

It has been 10 years since the first proof of concept mobile
malware Caribe [2] was seen in the wild. From then,
capabilities of mobile malwares have dramatically increased in
the last years with the technological improvements
proportionally. Between 2004 and 2006 Symbian was the
main target of mobile malware developers. But this was
changed after Apple’s iOS (formerly iPhone OS) and
Google’s Android in 2007 were announced. Symbian,
Windows CE, J2ME, iOS and Android platforms existed at
these days, but none of them was a major target. Because
malware developers considered the fact that none of the
platforms were big enough to develop malware and gain
financial benefit. Despite there was not a major target, J2ME
was the most popular platform for the mobile malware
developers between 2006 and 2009. After 2009, smartphone
era began and the number of mobile malwares started to
increase rapidly. Since smart phones were equipped with high
capabilities, mobile malwares became more competent and
dangerous day by day.

In 2010, mobile malware developers found a new target,
namely Android. The first Android malware DroidSMS [23]
was developed in August 2010. DroidSMS was the first sign
of an evolving mobile malware market. 2011 and 2012 were
the rising period of Android malwares. In 2011, Android
malwares continued to surge and the total number of mobile
malwares increased 6.4 times over just one year [3]. As a
result, Android became the most targeted platform in 2011
with the growth of 200 times [4].

But the dramatic growth of mobile malwares was seen
actually in 2012, particularly due to Android malwares. In
some months of 2012 the number of detected mobile malwares
was more than the total number of malwares in 2012. As a
result, Android got the first place with more than 90% rate as
the main target of mobile malwares [5] and this did never go
down since 2012. The Figure 1 shows the total number of
malware samples collected from January to December in
2012.
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Figure 1. Malware sample numbers from January to December
in 2012 [5]

The years of 2013 and 2014 were called the years of
advanced mobile devices and advanced malwares. In 2013,
mobile malware industry focused mostly on making profit
from attacks. Malware developers focused mostly on financial
gain attacks like premium service SMS trojans, credit card
information thefts, e-wallet attacks, mobile banking trojans
etc. The total number of online banking trojans increased up to
20 times [6]. In addition, most of the mobile malwares did
include Command and Control Server (C&C) connections and
have fully botnet capabilities. At the end of 2013, Android
was still the main target of mobile malware with the rate of
98.05% as shown in Figure 2.

M Android
98.05%

JaME
1.55%

W Symb0S
0.27%

W Other
0.13%

Figure 2. Malware rates of mobile platforms in 2013 [6]

There is actually a reason why Android has become the
target platform for mobile malwares. Having the aim of being
flexible, Android allows installation of applications from third
party application markets. Since Google has no control over
these third party app markets, mobile malware developers
copy legitimate applications and copy especially well-known
mobile games from the official Google Play Store, put their
malicious codes within these applications, upload them to
third party application markets, spread their malwares and
infect Android users around the world.

In 2013 mobile malware developers started also applying
anti-detection and anti-analysis techniques in their advanced
malwares. Sophisticated mobile malwares can exploit zero-
day vulnerabilities in order to gain high privileges on mobile
devices and evade from anti-malware tools. Anti-VM
techniques have been also added to new generation mobile
malwares in order to bypass behavioral analysis sandboxes.
Furthermore, malware developers use code obfuscation to
make static code analysis much harder.

Despite the fact that, nearly all of mobile malwares are
targeting Android platform, some iOS malware samples were
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seen in the wild as well [7]. The total number of detected i10S
malwares is so far only 11. Two of the eleven iOS malware
samples appeared in the first half of 2014.

In 2014, there is another platform that has become attractive
for mobile malware developers: Wearables. The first Google
glass proof of concept malware namely Malnote was
developed in March 2014. With the introduction of Android
Wear in June 2014 and the Apple Watch in September 2014, it
is not so hard to say, wearables will be one of the main targets
of mobile malwares so called wearwares [8].

III. MOBILE MALWARES IN THE PAST

In 2014, ten years after the first mobile malware detection,
mobile malwares became so sophisticated and the number of
targeted platforms has considerably increased. It started with
Symbian, continued with J2ME and today Android became the
most targeted platform.

Within these past ten years, thousands of mobile malwares
were developed with various kinds. While some of them are
just proof of concept codes but some were personal data
stealers and spyware malwares. In the beginning there were
various vandal type destructive trojans and viruses, but they
have become more financial oriented day by day. Nowadays
there exist premium service abusers, financial-gain attackers
and even ransom malwares, so called ransomwares, in the
wild. After 2010, mobile malwares have become more
advanced and complicated. They are equipped with
sophisticated zero day privilege escalation attacks and botnet
capabilities. As a result, today’s mobile malwares are more
dangerous than their ancestors.

In the following, some of the mobile malwares from the
past are going to be examined and the mobile malware trend is
studied.

A. 2004 The Symbian Age

The mobile malware era started with Symbian malwares in
2004. Caribe, Dust, Mosquito and Skulls are some examples
of Symbian malwares:

= Caribe/Cabir: The first mobile malware was born in 2014.
It was called Caribe/Cabir [9], which was just a proof of
concept malware [21]. It spreads over Bluetooth connections
and shows a message after infection (see Figure 3).

‘ [@Insmller

¥ Bluetooth
CARIEE.SE

Install
caribe?

72| coribe-vzrzs
aribe T

ves __ _ Nolllld

Figure 3. Infection with Caribe

= Dust: Dust [10][21] is a proof of concept malware that
affects mobile devices running WindowsCE mobile operating
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systems. It infects .exe files that are larger than 4 Kbytes. It
spreads over Bluetooth and shows the message “Dear User,
am I allowed to spread?” by infected devices.

= Mosquito: Mosquito [11][21] is a mobile malware that
targets Symbian mobile devices. It spreads via peer-to-peer
sharing services as a pirate version of a game called
“Mosquitos”. Its main objective is sending SMS messages to
premium services. It is the first instance of premium service
abuser malwares.

= Skulls /Skuller: Skuller [12][21] is a vandal Trojan that
targets Symbian as well. It appears as a theme file but by
execution it changes all file icons (see Figure 4) and deletes
phone contents. It is the first instance of destructive malwares.

¥ Bluetooth
Skuller si
Install @
Extended
Theme?

Yes No Options

Figure 4. Infection with Skuller

Exit

B. 2005 The Symbian Age Continues

In 2015 Several Symbian malwares appeared in the wild as
well. Lasco, PbStealer, Commwarrior, Booton, Cardblock are
examples of Symbian malwares in 2005.

= Lasco/Velasco: After the source code of Caribe was
revealed in 2005, many Caribe variants with different
capabilities came out. Lasco [13][21] is one of the Caribe
variants. It spreads over Bluetooth and infects all Symbian
executables.

= PbStealer/PbExplorer: PbStealer [14] is one of the Caribe
variants as well. It promises to compress user contacts and
increase storage capacity, but it steals the phone book and
sends all contacts to the nearest device via Bluetooth. It is the
first instance of information stealer mobile trojans.

= Commwarrior: Commwarrior [15] is one of the most spread
Symbian malware. It was detected in more than 20 countries
around the word in the same period. It is the first mobile
malware that uses MMS messages for infection (see Figure 5).
It uses Bluetooth as a spread channel as well.

Figure 5. Infection with Commwarrior

= Booton and Blackfont: Booton and Blackfont malwares are
both Skuller variants and destructive vandal trojans. They
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spread over Bluetooth like their ancestors. Booton changes
application icons. If any of the infected application is
executed, the device is rebooted [16]. Blackfont deletes all
font files so that all texts on the display become invisible.

= CardBlock: CardBlock [17] is another destructive vandal
trojan. It is the first instance of ransomware malwares. But
its main motivation is not financial benefit. It encrypts all
MMC card contents and makes all the files useless. In
addition, it deletes system files of the device.

C. 2006 The J2ME Age

Between 2006 and 2008, mobile malware developers
discovered a new target and this is J2ME (Java Micro
Edition). It is a technology independent platform which
enables running codes on almost all other platforms like
Symbian, Windows Mobile, etc. As a result, mobile malware
developers focused on J2ME platform from 2006 till 2009.

= RedBrowser: RedBrowser [18] is the first J2ME malware in
the history. It pretends to be a WAP browser, which offers free
WAP browsing using SMS messages. However, what
RedBrowser actually does is sending huge amount of SMS
messages to premium services.

T

WaéT coegenenne C SMS
CepBepoM. ¥

Beegure UAL:
http:f{wap.
RedBrowser.ru

Allow application m
RedBrowser[16]
to send text

|nepentn | message to 1615
Exit [16]2
Select Cancel yes NO

Figure 6. Infection with Redbrowser

= FlexSpy/FlexiSpy: FlexSpy [19] is one of the first mobile
spywares. It is developed to capture phone call details, SMS,
MMS, GPRS, email details and send them to a remote server.
It has a web interface to access collected information via
Internet. In 2006, FlexSpy did target only Symbian platform
but today it threatens also iOS, Android and Blackberry
platforms.

D. 2007-2009 A New Era with iOS and Android Begins

2007 was a special year regarding mobile technologies.
Firstly, Apple’s CEO Steve Jobs announced iPhone, which has
affected the whole mobile device industry. Secondly, Google
introduced Android v0.5 for mobile phones.

Apple’s first generation iPhone was sold about 6.1 million
units and the second-generation iPhone 3G was sold 6.9
million units until the end of 2008 [20]. As a result, Apple
became one of third most selling mobile device manufacturers
in 2008. In September 2008, the first commercial version of
the Android operating system Android 1.0 and the first mobile
phone powered by Android T-Mobile G1 were released.

At the end of 2008 and at the beginning of 2009, the attack
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surface became much wider. In addition to Symbian,
Windows Mobile, J2ME and Blackberry RIM, Android and
iOS platforms became targets for mobile malware developers.
However, none of these platforms became the only main
target. Until the end of 2009, there appeared several Symbian,
J2ME and WindowsCE targeting malwares in the wild.

= jOS IKEE: The most significant mobile malware of 2009
was 10S_IKEE [27]. It is the first known iOS malware. It
infects jailbroken devices by making an SSH connection with
the default credentials. It changes the default SSH password
and scans the network for other jailbroken iOS devices to
infect. It changes also the wallpaper of the device to Rick
Astley’s photo - a pop singer of 80’s (see Figure 7).

#~ End Call

=
Figure 7. Infection with iOS_IKEE

E. 2010 The Smartphone Era

Smart phones having advanced features like touch screen
displays, advanced web browsers, app market support etc.
became target of mobile malwares starting from 2010.

= DroidSMS: After the announcement of Android 1.0 in 2008,
malware developers started targeting Android platforms.
DroidSMS [23], as the first Android malware appeared in
2010, introduces itself as a movie player but its main objective
is sending premium SMS messages for financial gains. As
shown in Figure 8, DroidSMS requests permission for sending
SMS messages during installation.

==, -l ° org.me.androidapplicat...

- P to install this

Figure 8. Infection with DroidSMS
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= DroidSnake: DroidSnake [24] is the first identified Android
spyware in the history. It spread over Google’s official
Android Market and disguised as a well-known snake game.
In the background, it spies GPS coordinates and forwards
them through Internet. As shown in Figure 9, DroidSnake
requests access to location information during installation.

7:46 PM & 6:37Pm

E -_- Tap Snake

Figure 9. Infection with DroidSnake

= ZitMo/ZeuS in ihe Mobile: ZitMo [26] is the mobile part of
the ZeuS trojan, which steals information from computers.
ZitMo targets all Android, Blackberry RIM, i0OS and Symbian
platforms. It poses as a password security application, but it
steals one-time SMS tokens for online banking [25][53]. If the
PC user tries to login to his bank account from a ZeuS infected
machine, a pop-up appears and the user is convinced to
download so called mobile security app in order to progress.
Once the ZitMo is downloaded, SMS messages that are
coming from the bank are redirected to the attacker.

= LBTM: LBTM [28] is an iOS application that shows funny
jokes and texts in French. But when a user taps to the opening
adds splash screen it calls premium services and causes high
costs for the device owner. The important reality about LBTM
malware is that not only jailbroken but also original devices
are threatened by LBTM since it was downloaded from the
official i0S App Store.

= Geinimi: Geinimi [29] is the first Android malware with
botnet capabilities. It was created by repackaging contents of
legitimate applications with malicious codes. It basically
opens a backdoor and transmits sensitive information from the
device to a remote server. These repackaged apps are
distributed over unofficial third party application stores.

F. 2011-2012 The Rise of Smartphones

Between 2011 and 2012 the number of mobile malwares
was exploded with the increase of smartphone users,
especially Android users. Third party stores were filled with
pirate and repackaged versions of legitimate free and paid
apps. Malwares gained more advanced features and botnet
capabilities[22] [53].

Istanbul, Turkey/Tlirkiye
17-18 Oct/Ekim 2014

126



7th International Conference on Information Security and Cryptology
7. Uluslararas1 Bilgi Giivenligi ve Kriptoloji Konferansi

THE PAST AND FUTURE OF MOBILE MALWARES

= DroidDream/DroidKungFu: DroidDream [30] is one of the
first instances of advanced mobile malwares. It targets
Android platforms. It was available in the official Android
market by impersonating legitimate applications. It uses two
Android vulnerabilities in order to gain root privileges. It also
uses code obfuscation to hide itself and exploits encryption to
communicate with the command and control server.

DroidDream consist of two payloads. The first payload tries
to root the device and download the second payload, which
collects all device information and sends them to the C&C
server. The second payload is also capable of downloading
and installing anything that the C&C managers want.
DroidKungFu [38][53] is also another mobile malware that
uses the same exploits to get root privileges. The main
difference is that DroidKungFu applies anti-virus evasion
techniques and successfully evades antivirus applications.

= Arspam/Alsalah: Alsalah [31] is another interesting
malware in the mobile malware history. It is the first hacktivist
mobile malware in the wild. It targets Android platform and
sends spam SMS messages to contacts of the infected device.
The interesting thing about the spam SMS messages is its
content which contains a link about Mohamed Bouazizi’s
protest who set himself on fire by the Arab Spring events. In
addition, Alsalah checks the location and shows the human
rights violations report if the device is located in Bahrain.

= Find And Call: Find and Call [32] is another malware that
spreads over official application stores. It targets both Android
and 108 platforms and sends its download link to each contact
in the contact list. Additionally, it sends the contacts list to a
remote server. It is one of the malwares, which bypassed the
i0S App Store security controls.

G. 2013 - 2014 More Advanced Devices and Malwares

After 2013, mobile malwares became more financial gain
oriented. Money stealers, banking trojans and premium service
abusers became very widespread.

= Riskware/Tracer: Tracer [33] is a commercial spyware that
is sold for $79 annually. It affects all Android, iOS,
Blackberry RIM and Symbian platforms. It targets especially
rooted and jailbroken devices. Tracer can access to all
sensitive information like phonebook, SMS messages, e-mails,
application information, location, device information, photos
etc. It has the capability of downloading and installing
applications and recording phone calls. It can also access to
Whatsapp, Skype, Facebook chats and Facebook photos.
Infected devices can be managed via a HTTP control panel
(see Figure 10).

= OBAD: OBAD [34] is a trojan, which uses 0-day
vulnerabilities to exploit and gain high privileges, and adds
itself to the device administrator’s list. As a result, mobile
anti-virus applications cannot detect OBAD and it cannot be
uninstalled or deleted from the device. It contains anti-
decompile and anti-VM controls, therefore static and dynamic
analysis become very difficult task. It can retrieve sensitive
data, install application, send SMS, collect device information,
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and even execute shell commands by communicating with a
command and control server.

2 4 S i Vodatons IN 5 10:03 PM 212

wti. Vodafone IN ¥ _8:37 PM

Interval (in mins)

® © 0 © o © o o

&

Figure 10. Infection with Tracer

= Waller: Waller [36] is a trojan that sends SMS messages to
premium services. Additionally, it steals funds from QIWI
which is an e-wallet technology powered by VISA. Waller
sends SMS messages to check the balance of QIWI, forwards
the returning SMS to the command and control server and
steals money from QIWI. It also has capabilities of
downloading and installing applications, intercepting SMS
messages, surfing web pages.

= Stealer: Stealer [37] is another instance of botnet mobile
malware. It became the leader in terms of number of infected
devices. It was detected almost all around the world. It
changes the content of the app according to the country of
residence.

= OldBoot: OldBoot [48] is the first known Android rootkit in
the history. It infects boot partitions. Since none of the
commercial anti-virus applications have access to boot
partitions, they classify GoogleKernel as a malware as shown
in Figure 11.

Figure 11. Infection of Bootloader with OldBoot

= Dendroid: Dendroid [39] is a remote access trojan with
advanced malware capabilities. It also has voice and video
recording feature by using microphone and camera of the
device. It communicates with a remote C&C server over
Internet. The trojan and its C&C server are sold for around
3008 in the black-market. Dendroid hides itself within a
legitimate app called Parental Control in Google Play Store.

= Koler/Police Locker: Koler [40] is ransom mobile malware
and the mobile version of Netra PC malware. It locks mobile
devices and requests $300 to unlock. It shows a message as if
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it comes from a police department. It can change the content
of the message according to the country of residence.

= Unflod Baby Panda: This is the most recent i0OS malware
that affects jailbroken iOS devices [41]. The malware steals
Apple-ID and password by hooking SSL buffer. The
interesting part of the malware is the developer signature of
the malware. It is signed by a registered iOS developer from
China. It is considered that the malware developer signed the
binary with a stolen certificate.

= Malnotes: Malnotes [42] is the first proof of concept
Google Glass malware developed by two graduate students for
an academic study. It takes a photo every ten minutes without
the knowledge of wearers. It is the first instance of wearable
malwares (called wearwares) in the history.

= DSEncrypt: DSEncrypt [43] is a spyware that comes along
with an encrypted malware inside of its assets folder. It
pretends to be a legitimate app from Google Play Store. It
decrypts the encrypted malware part at runtime and asks for
device administrator privileges in order to run with high
privileges. It creates a background service, which steals bank
accounts, signing certificates, and SMS messages that might
contain sensitive information like one-time security tokens.

IV. FUTURE ASPECTS OF MOBILE MALWARES

With the evolution of new mobile platforms and new
mobile device types, mobile malwares will have new targets in
the near future. Spreading malwares through application
markets is very attractive for black-hat hackers. The new
Blackberry OS 10 and Windows Phone 8 technologies support
application markets similar to app markets of iOS and Android
platforms. Therefore, they would become more targets in the
near future. In addition, Blackberry OS 10 supports installing
and running Android applications on Blackberry devices.
Using this feature, Android malwares can target Blackberry
devices as well. There are already commercial tools [44] to
manage mobile bot networks for Android and Blackberry
devices. With the help such tools, cyber criminals aiming
financial benefits can hijack incoming SMS messages for
online banking security tokens and access to all sensitive data
(e.g. SMS, call history, contacts, IMEI number, OS details).

In addition to mobile smart phones, there exist today other
types of smart electronic devices at our homes, which are
especially Android-based devices. Android radio, Android
refrigerator, Android oven etc. are only some examples. In the
future, these devices would be targets of mobile malwares as
well. Being infected by a malware, such devices would
function abnormally and even cause material damage within
their environments. A smart oven whose functionality is
manipulated by a malware may lose its control over the
heating function and this might trigger destructive fire.

Similarly, more and more wearable smart devices like
watches, glasses, shirts etc. will exist in our daily lives. Apple
introduced its smart watch, called Apple Watch, in September
2014. Google has already released the wearable smart Google
Glass and Wear. Apple has published the health kit APIs [49]
which allows health and fitness apps to share their data with
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other apps. Wearable medical devices will exploit this Health
APIs in the future. On the other hand, these wearable devices
would be targets of cyber-attacks and even threaten health and
lives of people. A proof of concept attack has been already
shown on wearable Google glass [42].

Developing mobile malwares have been so far very
attractive especially for cyber criminals who try to gain
financial benefits from their victims. But intelligence agencies
in the world are also interested in malwares. In 2011, the
Chaos-Computer-Club  members [45] discovered the
Staatstrojaner, which was installed secretly on suspects’
computers in Germany by the government agencies to wiretap
Internet telephony [46]. Further security analysis showed that
the trojan enables remote controlling of the target computers,
capturing screenshots and even running arbitrary extra code on
victim computers. It is also a known fact that NSA is keen on
sniffing the whole communication channels in the world. It
was recently revealed that NSA planned to infect millions of
computers by using automated systems [47]. Since hijacking
incoming audio and video calls are very valuable information
for intelligence agencies, more governmental institutions
would be active to develop mobile malwares and infect mobile
users for their spying activities.

While mobile malwares become more sophisticated,
detection techniques of malwares evolve as well. There exist
already several studies to identify mobile malwares at runtime
[501,[51],[52]. With the development of smart wearables and
smart electronic devices, this research topic will be studied
more intensively in the future.

V. CONCLUSION

Since mobile devices and smart phones have become more
popular for individual users in the last ten years, various
mobile malwares targeting mobile platforms were developed
and seen in the wild. In this paper, we explained the evolution
of mobile technologies and mobile malwares targeting these
technologies.

Comparing all mobile technologies and operating systems,
Google’s Android is today the most targeted platform by
mobile malwares. Especially third party application markets
by which Google has no control are used to spread
applications with malicious codes.

In addition to smart phones, there exist today already smart
home electronics devices like Android radio, Android
refrigerator, Android oven and smart wearables like Google
glass, Google wear, Apple Watch etc. In the near future, more
smart devices equipped with mobile operating systems and
especially with Android will exist. In parallel to this
development new mobile malwares would target such smart
home devices, manipulate their functionality and even cause
financial and physical damages.
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Call of Duty: Can Turkey Benefit from
Crowd-Sourced Serious Games to Strengthen Its
Cyber Security Capabilities?

Umit Tellioglu, Bilal Kartal, Mehmet Simsek, Omer Eryilmaz

Abstract—The software verification process is cumbersome
and currently requires highly trained experts and consider-
able time. This process is critical to eliminate bugs and to
strengthen software systems. Military software systems are of
utmost importance for national security. One way to improve
this verification phase is to use a crowdsourcing paradigm to
strengthen software systems. Turkey has an increasing number
of the Internet users and online game players who spend more
time per game session than the average user. In this paper, we
propose using crowd-sourced serious games (CSSGs) to improve
Turkey’s national cyber security capabilities and examine the
stakeholders of Turkey needed for a CSSG project.

Index Terms—Crowd-Sourced Serious Games, Cyber Security,
Software Formal Verification

I. INTRODUCTION

laying is an essential part of the human experience. It

results in learning the required activities of life at an
early age, and it is enjoyable. Humans have used games
throughout history as an instrument of play activity. With
the improvement of technology, the game-playing process has
digitalized and become more immersive. Humans have created
digital machines that run virtual software to interact, play, and
enjoy. After the Internet boom, people had the opportunity to
connect with others throughout the world. As a result, people
have spent billions of hours dedicated to online computer
games. Trends show that the time spent playing online games
will continue to increase. Consequently, L. Von Ahn [1]
developed the idea of games with a purpose, claiming that
it may be beneficial for humanity if billions of game playing
hours can be harvested to solve problems.

The aim of crowd-sourced serious games (CSSGs) is to
harness non-expert citizens to solve scientific problems for
which scientists do not have adequate resources as we will
present many existing software systems proving the insuffi-
ciency of experts. Considering the aim of generating a side
product from game playing, the term “citizen science” is
introduced that aims to direct non-expert people into real-
life scientific problem solving [2]. At that point, however, the
issues arise as to how we benefit from the crowd’s power for
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a subject that is completely unfamiliar to them. The solution
is to place a converter from the game to an algorithm between
non-expert citizens and science, which will attract regular
people, transforming them into citizen scientists [2]. There
have been applications of CSSGs with different purposes such
as EyeWire, Phylo and Foldit. For instance, non-expert Foldit
players helped to solve the structure of an AIDS related
enzyme within three weeks [3]. Scientists had sought to find
a solution to this problem for ten years. In addition, EyeWire
players have contributed to a complex neuroscience research
on a problem remaining unsolved for 50 years [4].

As a developing country, Turkey has produced national
technological systems that are highly software dependent, and
CSSGs can be very beneficial as a tool to reduce software-
caused vulnerabilities. The growth of technology usage is fast
all over the world, and the situation is similar for Turkey as
well. Technology usage and the ratio of people connecting
to the Internet have been increasing in the country. With this
progress, technological systems such as e-government and Na-
tional Judiciary Informatics Systems (UYAP in Turkish) have
been developed and are now being actively utilized. Moreover,
Turkey has begun producing critical national military vehicles
such as T129 ATAK Helicopter, Altay Tank, ANKA UAV
and national warship (Milgem Project). All of these critical
systems are potential targets for cyber-attacks. One of the im-
portant processes for vulnerability prevention of these critical
systems is performed through software verification which is a
possible application area for crowdsourcing.

Under these circumstances, a comprehensive strategy to
strengthen the national-cyber-security by using national re-
sources is imperative for Turkey. As an initial step in this
direction, we will hypothesize two relational questions within
this paper:

1) Is it possible to use CSSGs to improve cyber security?

2) Does Turkey have enough resources or stakeholders to
harness CSSGs aimed at cyber security?

Organization The rest of this paper is organized as follows.
Section 2 highlights the related work on this research topic and
Section 3 presents existing software systems with discussion
of military software usage. In Section 4, we show Turkey’s
stakeholders of a CSSG project. Section 5 concludes the paper,
and we present future research directions in the final section.
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II. RELATED WORK

In this section, we will present some discussion of crowd-
sourcing and software verification. Additionally we will show
how crowdsourcing can advance cyber security through dif-
ferent applications.

A. Crowdsourcing

Crowdsourcing has been a game changer for solving diffi-
cult problems with a mass of ordinary, untrained people. Howe
used “crowdsourcing” as a term with different application
perspectives [5]. The range of application possibilities is huge,
extending even to capabilities of changing how the Web works
by pushing content creation and management activities to its
ordinary users in Web 2.0 [5].

PUNE

L
Code

E=as. CSFV New Capabilities
Verified Code

Verified Model

Fig. 1. An example of a converter model from game input to software
verification process using a CSSG. [6]

The crowdsourcing approach employs a large number of
agents, i.e., untrained people, with different reliability to
accomplish a specific task. Therefore, statistical reliability
requires a large number of agents in the system so that the
impact of the outliers will be reduced. For most of the CSSGs,
there will be a middle transformer layer that takes untrained
ordinary people’s input and converts it to a solution, e.g., see
Foldit, [3]. Yet, there are many other application domains of
crowdsourcing. For example, it can be used for emergency
response after disasters by creating a collective system [7].
However, there are also harmful applications of this technique
when applied in a different fashion. For example, a study [8]
analyzing the contents on the web portals in China revealed
the existence of an application called Human Flesh Search.
In this application [8], participating web users perform a
collaborative cyber surveillance to find other people, or to
obtain specific information about them through the portal. It
is reported that this search generally results in harmful effects
on the community.

One other application of crowdsourcing is specifically for
business purposes. Companies can take advantage of the
diverse perspective of the crowd to collect new ideas for their
business strategies [9].

Finally, Mechanical Turk is a very widely used tool that is
a great proof of concept example for crowdsourcing. In this
case, individuals and businesses are able to push tasks to a
task pool of compensated crowd workers. This way, businesses
have their tasks completed and users are paid for the assistance
they provide.

B. Software Verification

The software verification aims to guarantee correctness of
the program as a disciplined phase within software engineer-
ing. This process ensures that the software performs only the
tasks for which it is designed with no unintended tasks, which
might be malicious [10]. In terms of cyber defense, the latter
case, i.e. making sure that the software does not perform
any unintended tasks is crucial. Non-developers should test
software during verification phase [10], i.e. the exact step
that we propose to be pushed to crowd. This improves the
verification.

To have an overview of widely used software, let’s examine
an operating system. Linux is one of the best-known and
most popular open source operating systems and it has many
derivatives with different distributions. According to the report
shown in [11], five-computer science researchers examined
5.7 Million lines of Linux source code in four years. They
concluded that the Linux 6 kernel code was better and more
secure than that of most propriety software [11]. Throughout
the study, the researchers worked on 2.6 Linux production
kernel, which was used by Red Hat, Novell, and other popular
vendors, and found 985 bugs in 5.7 million lines of code. On
the other side, according to Carnegie Mellon University’s Cy-
Lab Sustainable Computing Consortium, commercial closed
source software have 20 to 30 bugs for every 1,000 lines,
resulting in 114,000 to 171,000 possible bugs in the 40 million
lines of code in Windows XP [11].

Software bugs can cause serious problems. First, systems
using the software may stop working or fail to achieve its
intended results, which historically has caused space shuttle
crashes, millions dollars of financial loss for companies, fatal
mistreatment of patients, power outages in cities and other
serious incidences [12] [13]. If military systems fail, the results
can be more tragic. For example, during the First Gulf War,
the Patriot air defense system failed to prevent an incoming
missile because of a bug in the software and caused the death
of 28 soldiers [14]. Another example of a software bug resulted
in death of 29 people in a Chinook helicopter crash [15].

Second, adversaries can exploit vulnerabilities caused by
bugs. Hackers mostly use software bugs and zero day bugs to
exploit systems. One of the most dangerous incidences from
a global perspective is the “heart bleed bug” [16]. In this
case, hackers were able to reach encrypted data by using this
bug, which had impacted the OpenSSL cryptographic software
library, i.e. the main security provider for quite a while.
Hacking of military systems and vehicles is also possible.
In particular, hackers have targeted unmanned vehicles (UVs)
as they hacked a UAV in Afghanistan [17]. One crucial step
to detect these vulnerabilities in software is through formal
verification.

Considering the increase in use of technology in daily life
and number of bugs in these technology systems, the crucial
need to improve verification process to make these systems
safer is very clear.
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C. Cyber Security through Crowdsourcing

As e-services are increasingly used for government appli-
cations, the need to protect the services also increases as
each bug is a possible chance for exploitation by malicious
users. Apart from conventional testing processes to strengthen
software, each country can use crowd-sourced applications in
order to improve security of e-service software. For example,
Paulhamus et al. [18] proposed a proof of concept game called
Flux Hunter which is played in a network and utilizes crowd-
sourcing to identify malicious web-sites for cyber security.
The game aims to harness the employees’ play experience to
identify cyber threats. As we described earlier, in this type
of application, there is a transformer layer that takes game
playing input and feeds it into the problem-solving algorithm.
From this point, Flux Hunter presents pictures to players that
in fact represent some camouflaged network information, and
the players must choose images based on their perception
of threat. Also, the players are trained for the game with
supervised images and sample answers beforehand.

Another application that uses crowdsourcing along with
machine learning techniques is presented in [19], which allows
personal web users to identify scam web sites to prevent any
phishing type of attack. Through a custom module, users can
post and share information about the websites and rate them,
and ultimately logistic regression is applied to classify the
websites. There are several other applications where crowd-
sourcing can enhance the security of software to defend against
cyber threats.

III. BACKGROUND ON EXISTING SOFTWARE SYSTEMS

Software sold on the market can contain up to 5 bugs per
thousand line of code as reported in [20]. To reduce the number
of bugs in software, verification needs to be performed in
an improved and faster fashion. However, verification is a
complex process that can be performed by a limited number
of highly trained experts, leading to insufficient resources to
verify a large number of software [21]. Also, while the line of
code produced in the world has been increasing very rapidly,
the number of experts for verification phase has not followed
the same trend [21]. One study [22] suggests interesting
code production figures, i.e. there are 6 million software
developers in the world and they produce 300 millions lines
of code weekly or 15 billion lines of code yearly. Thus, if all
verification experts in the U.S. worked only on Windows 8’s
source code to formally verify and find even 25 predefined
vulnerabilities, it would take them more than 30 years [21].
This demonstrates just how time consuming the process is
and insufficient supply to solve the problem in a traditional
way. Additionally, there are several types of software, includ-
ing operating systems, commercial off-the-shelf (COTS), and
others, which further complicates the issue. When we look at
the Table I, we can see that the size of the software needed
to be verified is huge.

Verification is also critically important for military systems.
Table I shows that military systems such as jet fighters,
missiles, and future combat systems have software systems
made of millions of lines of source code. Table II also supports
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TABLE I
LOCSs OF A GROUP OF SOFTWARE [23], [6]

Name Lines of Code (LOC)
Windows XP 40 M
Windows 7 40 M
Linux 3.1 1I5M
Mac OS X 10.4 86 M
Debian 5.0 (all software in package) 324 M
Android OS 12M
Microsoft Office (2013) 45 M
F-22 Raptor Jet Fighter 1.7 M
F-35 Fighter 24 M
Patriot PAC-3 Missiles Close to 2 M
US Army’s Future Combat System 63.8 M
Hubble Space Telescope 2M
Google Chrome (2011) 54 M
Boeing 787 Dreamliner 6.1 M
FireFox 9.7 M
Chevrolet Volt (Electric Car) 10 M
Apache Open Office 23 M
MySQL 125 M
Software in typical new car, 2013 100 M
Healthcare.gov 500 M

TABLE I
SOFTWARE DEPENDENCE OF MILITARY AIRPLANES BY YEARS [24]

Military Aircrafts Year Percentage of Functions
Performed in Software

F-4 1960 8

A-7 1964 10

F-111 1970 20

F-15 1975 35

F-16 1982 45

B-2 1990 65

F-22 2000 80

this by demonstrating the increased reliance on software of jet
fighters over the years. It is obvious from the trend in Tables I
and II that this reliance will keep increasing due to the shift to
both unmanned air vehicles and usage of artificial intelligence
supported systems in battlefield. Thus, as the produced code
continues to increase in volume, the need for alternative ways
to handle verification will be more urgent.

Defense Advanced Research Projects Agency (DARPA)
has been conducting the Crowd Sourced Formal Verification
(CSFV) project since 2011, and developed five CSSGs to ini-
tially verify some small open source software [20]. The overall
aim of the project is to find a way to formally verify software
used in complex military systems without heavily relying on
the insufficient amount of software verification experts. The
games are hosted in a single portal called Verigames [20]. A
software company named Topcoder, which develops software
by using the crowdsourcing concept is forming this portal.
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IV. STAKEHOLDERS OF A CSSG PROJECT IN TURKEY

As we stated in our hypothesis questions, harnessing crowd-
sourcing models embedded in computer games in order to
solve different problems is a new research trend similar to
many applications, e.g., EyeWire, Phylo, Foldit. Moreover, a
recent study [25] shows that Turkish game players consume
more time for online games than world average (see Table III).
This supports our hypothesis in the sense that Turkey can gain
a great deal of benefits from CSSGs.

Three stakeholders are required to successfully create a
project that formally verifies software by using CSSGs. They
are game players, developers, and software verification ex-
perts. In this section, we will examine Turkey’s current status
related to these three stakeholders.

A. Game Players

The role of the gamers is crucial for CSSGs because
without gamers, crowdsourcing projects cannot realize their
goals. In addition, each player has different motivation to play
games [27]. Recently, it is shown in [27] that CSSGs often
have difficulty finding enough players, since the nature of the
game is linked to specific problem solving rather than the
players’ personal pleasure. Therefore, in order to incentivize
many Turkish players, there is need to find a common motive
such as patriotism to support Turkish cyber defense capability.
In the current study, we will examine Turkish game players.
However, future research should define the possible motiva-
tional factors among Turkish players. Also, if the games are
enjoyable, they will attract players from all over the world.

Figure 3 shows the data of Turkish game players based on
the game platforms. CSSGs have been developed for various
platforms. For example, Foldit is downloadable for PCs,
Xylem is mobile (for iPads), and EyeWire and Stormbound are
browser based online games. Also, one important factor here
is to recognize the leading medium for game playing, e.g.
social networks, high connectivity between the users provided
by social networks should be utilized to increase preference
for CSSGs . On the other hand, the ratio ranges from 12.8% to
22.3% of the overall population across the different platforms
for Turkish players and Table III clearly shows that Turkish
players tend to spend on average more time playing social,
casual, and mobile games than any other countries’ players in
the world.

TABLE III
PLAYERS DATA OF A LIST OF COUNTRIES AND THE WORLD AVERAGE [25]

In addition, CSSG projects can benefit from the increasing
popularity of mobile devices in Turkey. Mobile games’ com-
plexity and quality get closer to PC or console games with
the improved capabilities of the mobile devices (smart phones
and tablet computers). Figure 2 briefly shows the popularity of
mobile devices in Turkey. A report in 2013 showed that 19%
of all phones sold in the country are smart phones [28]. In
addition, 38% of smart phone owners use applications in their
smart phones, and 32% of those phone owners play mobile
games via those devices [28]. Moreover, tablet computers
connected to the Internet have exceeded 1.5 million.

The Ministry of National Education (MONE) plans to gift
tablet computers to all students and teachers below univer-
sity level and has already distributed more than 700,000 of
them [29]. Therefore, the number of tablet computers in
Turkey is increasing. Although MONE currently restricted
usage of game type applications from given tablets [29], if
developers can produce education purposed games such as
Xylem, this would be beneficial for both the students and the
CSSG project. Of course, this is a future project that educators
and pedagogues would need to discuss.

MMO Games

PC/Mac Boxed

Console Games

PC/Mac Download )
) ) /]
Mobile Devices
Casual Websites )
. ¢ [ ]
Social Networks !
0 5 10 15 20
Millions

Fig. 3.  Gamers in Turkey by game type [30]

B. Game Developers
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Session Time  Avg. Session  Avg. Total The second stakeholders are game developers, so Turkey

Avg. Count Play Time needs experts in game creation to achieve the ultimate purpose.

Turkey 759 mins 54 705 mins Upon searching the literature, we saw that a Turklsh.gammg
Tapan 304 mins 25 683 mins company, Peak Games, h.as develgped social, mobile, aqd
South Korea  28.9 mins 17 492 mins online browser games. It is a leading company not only in
Us. 21.9 mins 65 142.8 mins the Middle East, but globally. Table IV compares the number
Russia 232 mins 33 76.2 mins of players for Peak Games’ with the world’s most popular
China 27 mins 13 16.8 mins game developers [31]. In addition, mostly young entrepreneurs
- - in Turkey are building start-up firms related to gaming each

World Avg.  26.7 mins 59 157.6 mins  voar For example, in e-fohum database, which is a portal that
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(a) Computer usage and Internet access have steadily increased in Turkey in the last decade. Currently half of the population accesses it. (b) Similar

to the trend worldwide, smart phone usage has also increased and tablet usage has exceeded 1.5 million, which justifies one of the reasons why games should
be utilized for more important problems in addition to the joy of playing. (c¢) Mobile data usage also increases as it gets cheaper and more accessible by the

public. [26]

gathers Turkish entrepreneurs, almost 20 electronic gaming
start-ups have been recorded since 2010 [32]. Lastly, METU
Animation Technologies and Game Development Center sup-
ports game developers, and young developers have created
more than 200 games in Turkey since 2008 [33]. These recent
events demonstrate that Turkey has also a young population
who can contribute to the developing process.

TABLE IV
DAILY AND MONTHLY ACTIVE USERS (DAU, MAU) OF SOME LEADING
MOBILE AND SOCIAL ONLINE GAME DEVELOPERS [27]

software. Moreover, Turkey as a developing country is trying
to build national military systems. According to the Turkish
Department of Defense Strategy document, the country has
also planned to increase the nationality of the current weapons
systems and to produce high technology (meaning software
dependent) systems such as air defense systems, unmanned
sea-air-land vehicles, autonomous systems, satellites and cyber
defense systems in medium and long-term [34]. All those
indicate that software formal verification is critically important
for Turkey.

In order to achieve these goals, National Cyberspace Secu-

DAU MAU rity Policy, another cyber security document prepared in 2008
Peak Games 11.8M  25M with the collaboration of government agencies, underlines the
Zyanga 11.1M  292M development of national cyber capabilities. It further stresses
Storm8 4M - the importance of the protection of critical infrastructures and
Glu Mobile 3.4M 20M the cyber security of the public institutions.
DeNa - 16.9M In this research, we demonstrated that CSSGs are used
GREE - 13.9M to strengthen cyber security. One of them aims to formally

C. Verification Experts

The third stakeholders are verification experts. Turkey cur-
rently has private sector firms working in software verification
such as BEAM Technology and Altay Software. Universities
can also support the private sector. For example, Koc Uni-
versity Multi-Core Software Engineering research center and
METU Software Management Research Group both work on
software formal verification. In addition, Turkey has individual
academic experts on software verification.

V. CONCLUSION

Software bugs can cause huge risks for governmental,
military (ATAK, MILGEM, ALTAY, etc.), and civilian systems
(UYAP etc.) [20]. ATAK helicopters, Altay Tanks, Milgem,
ANKA UAVs have been nationally developed. Each of these
systems uses technology and inevitably run many lines of
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verify software for which experts need source code. Obviously,
source code is invaluable for critical systems. Therefore, to
formally verify national software using domestic resources is
invaluable, and CSSGs have the potential to support verifica-
tion experts to achieve that goal. In addition, we examined
Turkey’s domestic assets that can provide resources for a
crowd-sourced formal verification project. We propose that
Turkey has capacity to conduct this project.

VI. FUTURE WORK

Crowd-sourced game projects have been conducted for less
than a decade, and most of them have begun within the last
two years. Consequently, we are unable to find a project that
has completely achieved its goals, but some of them, such as
EyeWire and Foldit, are progressing well. How to run a crowd-
sourced game project, and how to incentivize the stakeholders
for the project is subjects of future work.
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Kablosuz Algilayict Aglarda Giivenli Yonlendirme
Protokolleri Uzerine Bir Inceleme

F. Yildirim Okay, S. Ozdemir, S. Sagiroglu

Ozet—Kablosuz algilayic1 aglarda (KAA) yénlendirme agmn
enerji verimliligini dogrudan etkiledigi icin olduk¢a onemli bir
konudur. Cok genis bir kullanim alam olan KAA’larin genelde
askeri, medikal, kimyasal, ¢evresel, endiistriyel gibi acik ortam
uygulamalar1 oldugu icin bu aglar fiziksel saldirilara Kkarsi
savunmasizdirlar. Ayrica, KAA'larin tiim uygulama alanlarina

uygun tek bir yonlendirme protokolii  gelistirilmesi
uygulamalarin gereksinimlerinden dolayr miimkiin degildir.
Kotiiciil kisiler, smmrh gii¢ tiiketimi olan algilayicilarin
olusturdugu KAA’larin giivenligini, yonlendirme

protokollerindeki aciklardan faydalanarak tehdit etmektedir.
Ozellikle, farkh saldir1 yontemleriyle saldirganlar agin yasam
siiresini kisaltmakta ya da ag topolojisinde ciddi bozulmalar
meydana getirebilmektedir. Bu makalede KAA'lardaki cesitli
yonlendirme saldirilar1 ve bu saldirillara karsi onerilen giivenli
yonlendirme protokolleri incelenmis, detaylh bir analiz
yapilmugstir.

Anahtar Kelimeler— KAA; yonlendirme; giivenlik; enerji
etkinligi

Abstract— Routing in wireless sensor networks (WSNs) is a
very important issue due to its direct effects on the energy
efficiency of network. WSNs, which has a wide spectrum of
application fields such as military, medical, chemistry,
environmental and industry, are so vulnerable to physical
attacks. Also, it is not possible to develop a proper protocol for all
application fields because of the distinct requirements of the
applications. Malicious people may threat WSN security by
taking advantage on routing protocol’s vulnerability. In
particular, attackers with different methods may reduce the
lifetime of sensor networks or heavily corrupt network topology.
In this article, various routing attacks and the proposed secure
routing protocols against these attacks has been researched and
analyzed in detail.

Key Words— WSN; routing; security; energy efficiency

I. GIRIS
ABLOSUZ algilayici aglar (KAA) bir ortama yogun bir
sekilde dagitilmis ¢ok sayida diigiimden olusmaktadir.
Bu diigiimlerin her biri diisiik enerjili, diigitk maliyetli, kisith
isleme ve hesaplama yetenegi olan ¢ok fonksiyonlu kiigiik
boyutlu cihazlardir. Diigiimler algilama, hesaplama,
haberlesme yeteneklerine sahiptir. Bu diigiimler bir ortamdaki
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Bilgisayar

veriyi algilayip, yerel bir karar siirecine bagli olarak diger
diigimlere ya da baz istasyonuna yonlendirebilirler [1-2].

Geleneksel aglardan farkli olarak KAA’larin tasarim ve
kaynak kisitlamalar1 bulunmaktadir. Limitli enerji kaynaklari,
kisa iletisim araligi, disiik bant genisligi, kisith isleme ve
depolama KAA’larin kaynak kisitlari arasindadir. KAA’larin
tasarim kisit1 ise uygulamaya bagimli olmasidir. Yapilacak
olan uygulama ya da gozlemlenecek ortama gore KAA’larda
agin boyutu, dagiim semast ve ag topolojisi degiskenlik
gostermektedir [2].

KAA’lar ¢ok farkli alanlarda uygulanabilmektedir.
Bunlardan bazilari, ¢evresel goriintiilleme, ortam goriintiileme,
askeri operasyonlar, bilimsel aragtirmalar, olusabilecek
felaketleri tahmin etme, tibbi goriintiileme vb. uygulamalardir.
Ancak KAA’larin agik ortamlarda uygulanmast diigiimlerin
fiziksel saldirilara agik hale gelmesine sebep olmaktadir [3].
Bununla birlikte, KAA’larda yonlendirmenin de giivenlik
gereksinimlerini basit diizeyde saglamasi beklenmektedir.
Yonlendirme iizerine yapilan ¢alismalarda ilk olarak Karlof ve
Wagner [4] gilivenlik konusunu glindeme getirmistir.
Sonrasinda ise g¢esitli calismalarda giivenli yonlendirme
protokolleri incelenmistir. Geleneksel aglarda yonlendirme
protokolleri mesaj erisilebilirligi kriterini garantilemeyi
amaglamaktadir. Mesaj biitiinligli, kimlik dogrulama ve
gizlilik kriterleri daha yiiksek seviyelerde SSH, SSL gibi ugtan
uca giivenlik mekanizmalar1 ile saglanmaktadir. Ancak
KAA’larda orta digiimlerin mesaj igerigine dogrudan erisim
gereksinimlerinden dolay1 uctan uca giivenlik
mekanizmalarinin kullanimini zor hale getirmektedir [4].

Literatiirdeki ¢aligmalar incelendiginde yapilmis olan
calismalarin ~ daha  ¢ok  KAA'lardaki  yonlendirme
protokollerinin gilivenlik analizi {izerine oldugu goriilmektedir
[4,17-20]. Bu g¢alismada KAA’lardaki yonlendirme {izerine
yapilan saldirilar ve bu saldirilara karsi alinan onlemler
tizerinde  durulmaktadir.  Literatiirdeki KAA’lar  igin
gelistirilmis olan 6nemli yonlendirme protokolleri aragtirilmisg
ve dzetlenmistir. Incelenen ydnlendirme protokolleri dzellikle
giivenlik acisindan ele alinmustir.  Oncelikle KAA’larin
giivenligi lizerine yapilan arastirmalar incelenmis, sonrasinda
yonlendirme protokolleri ile KAA’larin giivenliginin nasil
saglanabilecegi konusundaki c¢aligmalar Ozetlenerek bir
karsilastirma verilmistir. Ayrica, ele alinan bu yonlendirme
protokollerinin etkin olduklar1 saldir1 tiirleri ve &zellikleri
belirtilmistir.

Makalenin geri kalan kismi su sekilde diizenlenmistir: II.
Boliimde KAA’larda giivenlik konusu ele alinmustir. II1.
Bolimde temel gilivenlik gereksinimleri hakkinda bilgi
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verilmistir. V. Bolimde cesitli yonlendirme saldirilari
incelenmis ve bu saldirilara karsi gelistirilen giivenlik
mekanizmalari incelenmistir. V. Boliimde literatiirdeki giivenli
ve enerji etkin yonlendirme protokolleri &zetlenmistir. Son
olarak VI. Béliimde ise incelenen yonlendirme protokolleri
iizerinden sonu¢ ve ¢ikarimlar yapilip, gelecege yonelik
aragtirilabilir konular iizerinde durulmustur.

II. KAA’LARDA GUVENLIK

KAA diigman hatlarimin ya da simir bolgelerin gézetlenmesi
gibi gorev kritik uygulamalarda tasarim yapilirken giivenlik
gereksinimi g6z oOniinde bulundurulmalidir. Ayrica hassas
kisisel bilgilerin oldugu c¢alisma uygulamalarinda, saglik
uygulamalarinda ya da bazi ticari uygulamalarda da giivenlik
onem arz etmektedir [5]. KAA’larin diisman ortamlarinda
dagitimlarinin yapilmasi, ¢gogu algilayict agin ¢evresindekileri
gozlemlemesi ve bu bilginin kolayca agiga ¢ikarilmasi,
istenmeyen bilgi sizmalarimin ortamdaki kigilerin gizliligini
ihlal etmesi ve iletisimin diismanlar tarafindan kulak misafiri
olma ya da paket enjeksiyonuna sebep olmasindan dolayi
KAA’larda giivenlik olduk¢a onemlidir. Ayrica, KAA’lar
kisitli hesaplama, enerji ve hafizaya sahip olmalari, asimetrik
yaklasimlarin ¢ok pahali olmasi, kulak misafiri olmanin kolay
olmasindan kaynakli kotiiciil mesajlarin ag igerisine kolayca
enjekte  edilebilmesi,  biiyiik  olgekli  dagitimlarda
Olceklenememesi ve fiziksel saldirilara  karst  duyarli
olmasindan dolay1r KAA’larda giivenlik gereksinimlerinin
saglanmasi olduk¢a zor ve karmasik hale gelmektedir [6].
Onceki c¢alismalarin ¢ogunda algilayict aglarin  birbirleri

arasinda  igbirligi  ve  given iliskisi  sagladiklar
varsayllmaktadir. Ancak gercek uygulamalarda bu giiven
iliskisinin ~ saglanabilmesi i¢in  giivenligin  saglanmasi
gerekmektedir [7].

Acik anahtar kriptografisinin ¢ok pahali olmasi ve KAA
yapisinin limitli hesaplama giiciine sahip olmasindan dolay1
tercih edilmemektedir. Simetrik kriptografi ise hizli ve diisiik
enerji tikketiminden dolayr tercih edilmektedir.  Ancak
simetrik sifrelemedeki temel problemlerden bazilar1 ise
KAA’larda gizli anahtarin digiimler arasinda nasil
paylasilacagi ve gizliliginin nasil saglanacagidir. letilen
mesajin onemli oldugu askeri ve benzeri uygulamalarda
bilginin diigman tarafindan ele gegirilmesi, degistirilmesi ya
da taklit edilmesi ciddi giivenlik hasarlarina sebebiyet
verebilmektedir. Bu nedenle anahtar yonetimi ve anahtar
dagittimi KAA’lardaki giivenligin korunmasindaki temel
gereksinimlerdendir [8,9].

III. KAA’LARDA GUVENLIK GEREKSINIMLERI

Giivenlik gereksinimleri KAA’larda giivenlik iizerinde
durulmast gereken konulardan biridir. Bunun igin gesitli
giivenlik gereksinimleri tanimlanmistir. Gereksinimler bazi
caligmalarda birincil ve ikincil giivenlik hedefleri seklinde
ikiye ayrilmaktadir. Buna gore birincil gereksinimler gizlilik,
biitlinliik, kimlik dogrulama ve kullanilabilirlik gibi giivenligin
ana unsurlanidir. Tkincil gereksinimler ise, veri giincelligi,
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kendi-kendini orgiitleme, zaman senkronizasyonu ve giivenli
konumlandirma gibi etkenlerdir [7,11,12]. Bu gereksinimlerin
disinda inkar edememe, giincellik gibi etkenler de bazi
caligmalarda  incelenmektedir.  Ayrica agdan  ayrilan
diigiimlerin gelecek mesajlart okunmasini ve aga yeni katilan
diigiimlerin 6nceden gonderilmis olan mesajlar1 okumasini
engelleyen ileri ve geri yonli gizliligin de olmasi
onerilmektedir [15]. Gereksinimlerin ¢ogu geleneksel kablolu
ve kablosuz aglar icin ortak olmasma karsin bu bolimde
KAA’lardaki bazi gereksinimler {izerinde durulmaktadir [10].

A. Veri Gizliligi

KAA’larda  veri  gizliligi  ozellikle  gorev  kritik
uygulamalarda  algilanan  verinin  yetkisiz  kisilerce
erisimlerinin engellenmesini garanti altina almaktir. Veri
gizliligi ag gilivenligindeki en oOnemli konudur. Cogu
uygulamada diigiimler olduk¢a hassas bilgiler tasimaktadirlar.
Bu bilginin giivenliginin saglanmasi igin bilginin tasindig:
kanalin  giivenliginin  saglanmas1  gerekmektedir.  Veri
gizliligindeki genel yaklasimlar hassas bilginin gizli bir
anahtar ile sadece alicilar tarafindan alinabilecek sekilde
sifrelenmesidir, bdylece giivenlik saglanmaktadir. Dahasi
yonlendirme bilgisinin gizlili§inin saglanmas1 gerekmektedir.
Ciinkii kotiiciil kisiler tarafindan yonlendirme bilgisi ile agin
performansi azaltilabilmektedir [13,14].

B. Biitiinliik

Veri gizliligi verinin sadece alici tarafindan alinmasini
garanti  ederken, iletilen  bilginin  degistirilmesinden
koruyamaz. Veri biitiinligii ise verinin hicbir sekilde
degistirilmemesini garanti eder [14]. Veri lizerinde kotiiciil
digiimlerin yanlis veri enjektesi ya da kablosuz kanaldaki
dengesiz durumlardan dolay: verideki bozulmalar ya da hata
meydana gelmesi veri biitiinliigiinii bozan etmenlerdir [11]. Bu
nedenle mesaj kimlik kanitlama dogrulama kodlar1 (message
authentication codes) ya da dairesel kodlar1 (cyclic codes)
veri biitlinliigii korunabilmektedir [14].

C. Veri Kimlik Dogrulama

Veri kimlik dogrulama aliciya kaynagin dogru bir sekilde
gondericiden gonderildigini dogrulamaktadir. KAA’lar ortak
kablosuz ortam: kullandiklarindan saldirganlar kolaylikla
mesaj enjekte edebilir. Bu nedenle alicinin verinin dogru
kaynaktan  geldigini  dogrulamasi  gerekmektedir. Bu
dogrulama islemi kimlik dogrulama mekanizmalar1 ile
yapilmaktadir. Kimlik dogrulama olmadan kétiiciil diigiim
baska diigiimleri taklit edebilir ve aga zarar verebilir. Eger iki
diigiim iletisim halindeyse simetrik anahtarlama ile kimlik
dogrulama saglanabilmektedir. Ancak yayimmlama tiirii
iletisimde daha gii¢lii giiven varsayimlarina ihtiya¢ vardir. Bu
nedenle dogrulamali yayilim i¢in asimetrik mekanizmalarin
kullanimina ihtiya¢ duyulmaktadir [13].

D. Kullanilabilirlik

Kullanilabilirlik ag hizmetlerinin  hizmet engelleme
saldirilar (DoS) karsisinda hayatta kalmasini
garantilemektedir. DoS saldirilar1 KAA’larin herhangi bir
katmaninda meydana gelebilir ve herhangi bir diigiimi kalici
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bir sekilde etkisizlestirebilir. Ayrica asir1 iletisim  ve
hesaplama yiikii KAA’lardaki diigimlerin bataryalarimin
tilkenmesine sebep olabilmektedir. Askeri bir uygulama igin
distiniildiigiinde diigiimlerden bazilarinin kullanilabilirlikleri
diizgiin bir gekilde saglanmazsa, diigman bu kisim iizerinden
aga sizabilir ve istenmeyen sonuglara sebep olabilmektedir
[14].

E. Veri Giincelligi

Veri giincelligi verinin yeni oldugunu ve eski bir mesajin
yeniden gonderilmedigini garanti altina almaktadir. Gizlilik ve
biitiinliglin saglanmasinin yani sira her bir mesaj icin veri
giincelliginin de saglanmas1 gerekmektedir [11]. 1ki tip veri
giincelligi saglanmaktadir. Bunlardan ilki zayif giincelliktir.
Zayif glincelleme ile kismi mesaj siralamasi saglanir ancak
herhangi bir gecikme bilgisi bulundurmaz. Bazi algilayici
Ol¢timleri i¢in gereklidir. Giiglii giincellemede ise istek-cevap
cifti ile tam bir siralama ve gecikme tahmini saglar. Ag
icerisindeki zaman senkronizasyonu i¢in kullaniglidir [13].

IV. SALDIRI MODELLERI

KAA’lar kullandiklar: iletim ortaminin yapisindan (yayilim
tiri  iletisim/broadcast) dolay1 giivenlik saldirilarina karst
oldukca kirilgandirlar. Ayrica riski yiiksek ortamlarda
diigiimlerin dagitimlarinin  yapilmasindan dolayr fiziksel
olarak korunma saglanamamakta ve bu durum KAA’larin
kirilganlhigimi artirmaktadir. Genis Slgekli algilayici aglarinda
her bir digimi gozetlemek ve korumak miimkiin
olmadigindan fiziksel ya da mantiksal saldirilara agik haldedir.
Saldirganlar farkli giivenlik saldirilariyla KAA’larin yapisini
bozabilmektedir. KAA’lardaki saldirilar genel olarak iki bakig
acistyla degerlendirilmektedirler. Bunlardan ilki giivenlik
mekanizmalarina karst yapilan saldirilar digeri ise ana
mekanizmalara (6rnegin yonlendirme mekanizmalari) karsi
yapilan saldirilardir [16]. Ag katmami iizerinde yer alan
saldirilara  yonlendirme saldirilar1  denmektedir [11]. Bu
kisimda ag katmani iizerinde yer alan gesitli yonlendirme
saldirilar izerinde durulmaktadir.

A. Yoénlendirme Saldirilart
1) Aldatilmis, degistirilmis veya tekrar edilmis yonlendirme
bilgisi

Yonlendirme protokollerine karsi  yapilabilecek en
dogrudan saldir1 sekli yonlendirme bilgisini hedef alan
saldirilardir. Saldirgan ag trafigini bozmak i¢in yonlendirme
bilgisini aldatabilir, degistirebilir ya da tekrar edebilir. Ayrica
yonlendirme doéngiileri, ag trafiginin kendine ¢ekilmesi ya da
puskiirtiilmesi, kaynak yonlendiricilerinin genisletilmesi ya da
kisaltilmasi, hata olusturulmasi, agin boliimlendirilmesi veya
uctan uca gecikmelerin artirillmasi gibi durumlar da
bozulmalara sebep olabilmektedir [17].

2)  Segici fletme
Cok sekmeli aglardaki énemli varsayimlardan biri agdaki
tim digimlerin gelen mesajt dogru bir sekilde diger

digiimlere iletmesi seklindedir. Secici iletme saldirisinda,
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kétiiciil bir diiglim ag1 ele gegirebilir ve bazi mesajlart segerek
iletirken digerlerini birakabilmektedir [17].

3) Sinkhole

Sinkhole saldirisinda diisman ele gegirdigi diigiimlerle tiim
agm dikkatini ¢ekerek ve yodnlendirme bilgisi sahtekarligi
yaparak merkezde bir ‘Sinkhole’ olusturur. Boylece komsu
diigiimler verilerini iletecekleri bir sonraki diiglim olarak ele
gecirilmis digliimii se¢mektedirler. Bu saldir1 tiirii kisaca
komsu diigiimlerin segici iletmeyi kolay hale getirerek veri
akiginin ele gecirilmis diiglimler tizerinden olmasmni saglar
[17]. Kablosuz aglar &zellesmis iletisim Orlintiileri sayesinde
sinkhole saldirilarma karsit duyarhdirlar. Tiim paketler ayni
vartg noktasini paylastiklart i¢in ele gegirilmis diigiimiin
yalnizca baz istasyonuna tek bir yiiksek kaliteli yonlendirme
saglamasi yeterlidir. Boylece bu yonlendirme {izerinden veri
iletimi saglayan tiim diigiimler etkilenecektir [18].

4) Sybil Saldirilart

Sybil saldirilart bir diigimiin ag icerisinde birden fazla
kimlik sunmast durumudur. Bu digiimler ‘Sybil’ digiim
olarak adlandirilmaktadir [19]. Bu saldir1 ile dagitik depolama,
dispersite,  ¢oklu  yol, yonlendirme ve  topoloji
stirdiiriilebilirligi gibi hata toleransi semalarinin etkinligini
biiytik dlgiide diismektedir [17]. Sybil saldirilart ile ayrik gibi
goziiken yollar aslinda kétiiciil bir diigiimiin ¢oklu kimlik
sunmastyla olugsmaktadir. Sybil saldirilar1 kullanilarak kotiiciil
diigiim ayn1 anda birden fazla yerde olabilmektedir. Boylece
cografi yonlendirmeler i¢in ciddi bir tehdit olusturmaktadir.
Ayrica blok saldirtlart  gibi  yonlendirme saldirilarmin
tespitinde  Sybil saldirn  ile yanlis davrams tespit
mekanizmalarindan kaginilabilir [19].

5) Solucan Deligi

Solucan deligi agdaki iki kisim arasinda diisiik gecikmeli
baglanti saglamaktadir ve ag mesajlarini tekrarlamaktadir [17].
Buna gore saldirgan agdaki bir noktadan paketleri alir ve
agdaki diger bir noktaya tiinel acar. Bu noktadan mesajlar1
tekrarlar. Birbirleri ile anlasan iki saldirgan arasindaki tiinel
solucan deligi olarak adlandirilmaktadir. Solucan deligi ile
tinelden gecirilen paketler diger iletimi yapilan paketlerden
daha cabuk iletilmektedir [20]. Bu saldirilar genelde segici
iletme ve kulak misafirligi ile birlikte kullanilmaktadir. Sybil
saldirilar da bu birlesime eklendiginde tespit edilmesi gii¢ hale
gelmektedir [17].

6) HELLO Tagkim

HELLO paketlerini kullanan ¢ogu protokol basit bir
varsayimla paketlerin radyo iletim araligi icerisinden
gonderildiklerini  yani  gonderildikleri yerlerin  komsu
diigiimler oldugunu kabul etmektedir. Ag icerisindeki her bir
diigim komsularma HELLO paketleri gondererek varligi
hakkinda bilgi vermektedir. HELLO taskininda, saldirgan
yiiksek giiclii bir iletici kullanarak ¢ok sayida digiimii
kandirabilir ve onlart komsuluk sinirlari igerisinde olduguna
inandirabilir. Saldirgan diger diiglimlerin radyo aralig1 diginda
yer almasina ragmen baz istasyonuna hatali bir sekilde daha
kisa bir yonlendirme yaymlayarak diger diigiimlerin
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saldirgana ait HELLO paketi almalarini ve buraya iletim
yapmalarini saglar [17].

7)  Onay mesajini aldatma
KAA’lardaki bazi ydnlendirme algoritmalar1  onay
paketlerinin iletimini gerektirmektedir. Saldirgan digiim

komsu diigiimlerden paket iletimine kulak misafiri olabilir ve
diiglimii yanls bilgi ile aldatabilir. Boylece saldirgan diigiim
hakkinda yanlis bilginin yayilmasina sebep olabilmektedir. Bu
yanlis bilgilendirme zayif bir diigiimiin gii¢lii gibi gosterilmesi
ya da Olii bir diiglimiin canli olarak gosterilmesi seklindedir
[17].

B. Saldirilara Kars1 Gelistirilen Savunma Mekanizmalari

Aldatilmig, degistirilmis veya tekrar edilmis saldir1 tiiriine
gelistirilmis  savunma mekanizmast mesaj dogrulama
kodlarmin (MAC) kullanimidir. Bu dogrulama kodlari ile bir
mesajin  aldatilmig ya da degistirilmis olup olmadigi
anlasilabilmektedir. Ayrica tekrar etme saldirilarma karst
onlem olarak sayaglar ya da zaman damgalar1 kullanilmaktadir
[13]. Segici iletme ataklarina karsi gelistirilen savunma
mekanizmasi veriyi gondermek i¢in ¢oklu yol kullanimidir.
Ayrica kotiiciil diglimiin tespiti ya da mesaj iletiminin
basarisiz oldugu kabul edilip alternatif yollardan génderilmesi
saglanabilir [17]. Sybil saldirilarina karsi  gelistirilmis
savunma mekanizmalarindan biri dogrulamadir. Tki tip
dogrulama bulunmaktadir. Bunlardan ilki dogrudan dogrulama
olup, her bir diigiim diger diigiimlerin kimliklerinin gecerli
oldugunu dogrulamaktadir. Digeri ise dolayli dogrulamadir.
Buna gore diigiimlerin  kimlik  birlikleri  dnceden
dogrulanmistir. Buna goére diigiimler diger diiglimlerin
dogrulugunu garanti eder ya da reddeder [19]. Paket baglama
ile solucan deligi saldirilarmma karst tespit ve savunma
yapilmaktadir. Cografi ve gecici baglamalar olmak iizere iki
tip paket baglama sunulmaktadir [20]. HELLO taskini
saldirisinda baglanti iizerinden alinan mesajla herhangi bir
islem yapilmadan once baglantinin ¢ift yonliiligiiniin
kontroliinii yapan mekanizmalar Onerilmektedir [21].
Sinkhole saldirilar1 savunulmasi zor saldirilardandir. Bu
nedenle yonlendirme protokollerinin bu saldirilara karsi
tasarlanmig olmast gerekmektedir. Bu saldirilara dayanikli
protokollerden biri cografi yonlendirme protokoliidiir. Cografi
yonlendirmeler baz istasyonundan baglatilmaksizin
yerellesmis iligkileri ve bilgileri kullanan bir yap1 olusturur.

Trafik baz istasyonunun fiziksel konumu {izerinden
kendiliginden yonlendirildigi i¢in sinkhole saldirilari ile baska

bir yere yonlendirmek olduk¢a zordur [17]. Ayrica onay
mesajint  aldatma saldirilarina  karst  kimlik  dogrulama
kullanilmaktadir  ve  giivenlikleri  saglanmaktadir [15].
Tablo1’de yonlendirme iizerine yapilan saldirilar ve bunlara
kars1 alinan 6nlemler listelenmektedir.

V. GUVENLI YONLENDIRME PROTOKOLLERI

KAA'larda giivenli yonlendirme protokollerinin amaci
giivenligin temel unsurlarini kapsayacak sekilde bir mesajin
biitiinliiglinii, kimlik dogrulamasint ve kullanilabilirligini
saglamaktir. Karlof ve Wagner yapmis olduklar1 ¢aligmada
[17] giivenli yonlendirme protokolleri {izerine dikkatleri
¢ekmesiyle birlikte KAA'larda giivenli  yo6nlendirme
protokolleri tizerine bazi yenilik¢i ¢alismalar yapilmistir. Bu
calismalardan bazilar1 tamamen gilivenligi saglarken, bazilar
ise sadece segili saldir tiirlerine kars: giivenligi saglamaktadir.
Ayrica bazi c¢alismalarda giivenligin yani1 sira enerji
etkinliginin de saglanmasi onerilen protokoliin temel amaglari

arasindadir.  Calismalarin  ¢ogu  simetrik  anahtarlama
mekanizmasina dayanmaktadir. Buna karsin acik anahtarlama
sifreleme mekanizmasini kullanan calismalarda

bulunmaktadir. Bu kisimda KAA'larda giivenli yonlendirme
protokolleri {izerine detayl1 bir inceleme yapilmaktadir.

A. Giivenli Ortam Erisim Protokolleri
1) SIGF

Giivenli Ustii Kapali Cografi Iletim (GUCI/SIGF) [22]
ayarlanabilir bir yonlendirme protokolii olup "yeterince iyi"
bir giivenlik ve yiiksek bir performans saglamaktadir. Bu
protokol Ustii Kapali Cografi iletim (UCI/IGF)nin [23]
giivenlik mekanizmas1 eklenmis halidir. Uc giivenlik
seviyesini temsil eden {i¢ farkli protokol icermektedir. Bunlar
SIGF-0 (hi¢ durum olmamasi), SIGF-1(yerel bir sekilde
olusturulmus durum) ve SIGF-2 (komsuluk igerisinde ikili
paylasimli durum) protokolleridir. SIGF-0 higbir yonlendirme
bilgisinin devam ettirilmedigi durum olmayan bir protokol
olup IGF protokoliiniin basit diizeyde genigletilmis halidir.
IGF'deki bazi parametrelerin ayarlanabilir 6zellikte olmasini
saglar. Komsular hakkinda iletim bilgisi ve ge¢cmisi tutmadan
non-deterministik ve dinamik bir sekilde bir sonraki sekme
aktarimini segmektedir. Tletim alanmin genisletilmesi ile daha
fazla komsu diigiimii dahil etmektedir. Bu durum komsuluklar
igerisinde saldirganin se¢ilme ihtimalini azaltmaktadir.

TABLO I. YONLENDIRME SALDIRILARI VE SAVUNMA MEKANIZMALARI

SALDIRI TURLERI

SAVUNMA MEKANIZMALARI

Aldatilmig, Degistirilmis veya Tekrar Edilmis Yo6nlendirme Bilgisi

Cikis filtreleme, kimlik dogrulama, gézetleme, mesaj dogrulama kodlari

Segici Tletme

Artiklik kontrolii, ¢oklu yol kullanimi

Sinkhole

Kimlik dogrulama, gézetleme, artiklik, giivenlik protokolleri

Sybil Saldirilar

Kimlik dogrulama, deneme (probing)

Solucan Deligi

Kimlik dogrulama, cografi ve gegici bilgiler kullanilarak paketi baglama

HELLO Tagkini

Kimlik dogrulama, ¢ift yonlii baglantilart dogrulama

Onay mesajini aldatma

Kimlik dogrulama
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SIGF-0 IGF'ye gore acele ettirme saldirilarinda kars: daha
dayaniklidir. Az miktarda verimsizlik olmasimma ragmen,
giivenligi 6nemli Olciide artirmaktadir. SIGF-1 protokolii,
SIGF-0 protokoliindeki o6zelliklere ek olarak bir diiglimiin
iceriden durumunu belirlemektedir. SIGF-1, SIGF-0 gibi
calisir ancak bir sonraki sekmenin se¢imi her bir komsu
diiglime atanan itibar degerine goredir. Bu deger diigiim
tarafindan depolanan ve siirdiirilen durum bilgisinden
tiiretilmektedir. SIGF-1 protokolii 6zellikle sybil saldirilarina
kars1 etkin bir koruma saglamaktadir. SIGF-2 protokolil ise
onceki protokollere ek olarak hizmet engelleme (DoS)
saldirilarina  karsi  kriptografi  kullanimimi  saglamaktadir.
Ayrica komsu diigiimler arasinda gizlilik, kimlik dogrulama,
biitiinliik ve veri glincelligi kriterlerini saglamaktadir. Yararl
yik sifreleme ile kulak misafiri olmayr engeller. A§
planlayicist dagitimdaki giivenlik ihtiyaglarina gore gerekli
SIGF protokoliinii segebilir ve ayarlayabilir. Sonug olarak
SIGF protokolii giivenlik, etkinlik ve performans arasinda
ayarlanabilir bir algoritma se¢imi imkani1 saglar.

2) SDD

Dogrudan Difiizyon [25] protokolii KAA'lar i¢in 6nemli bir
veri merkezli yonlendirme protokoliidiir. Glivenli Dogrudan
Difiizyon (GDD/SDD) [24] protokolii ise Dogrudan Difiizyon
algoritmasina bazi giivenlik parametreleri eklenmis halidir.
Dogrudan Difiizyon protokolii kimlik dogrulama ve biitiinliik
gereksinimlerinin eksikligi nedeniyle ¢esitli saldirilara karsi
oldukca kirilgan bir yapr gostermektedir. Saldirgan pozitif ya
da negatif aldatmalarla veri akiginin sirasinin  zorla
degistirilmesine sebep olabilir. Bu durum ise segici iletme,
kurcalama, DoS ya da kulak misafiri olma saldirilar1 gibi
saldirilarla sonuglanabilir. Ayrica lap-top smifi saldirganlar
solucan deligi saldirilarini sahte donatilar kullanarak sinkhole
saldirilar1 yapabilir. SDD protokolii kimlik dogrulamali yayin
yapan immediate TESLA [26] kullanimina dayanmaktadir. Bu
sayede yonlendirme ve veri mesajlarinin kimlik dogrulamasi
ve bitliinligii saglanmaktadir. Ayrica gizlilik ve saldirilarin
basarilarin1 engellemek i¢in dayaniklilik ve hayatta kalma
gereksinimleri de saglanmaktadir. Sadece simetrik kriptografi
kullanilir.  Asimetri  tek  yonli  6zet zincirleri ile
saglanmaktadir. Onerilen protokol degistirilmis LEAP'n
Dogrudan Difiizyon ile isbirligi ile agin disarisindan gelen
hemen hemen bilinen tim saldirilara karst koruma
saglamaktadir. Sadece diisiik oranda veri yayilimi fazinda

problem olusmaktadir. Saldirgan kulak misafiri olarak
iletisimi  dinleyebilir ve rastgele segilen yol fzerinde
bulunabilir.
3) SeRINS

Algilayict Aglarda Giivenli Alternatif Yol Yonlendirme
(AAGAYY/SeRINS) [27] protokolii gesitli giivenlik

mekanizmalar1 ve komsu raporlama sistemi ile giivenli
yonlendirme saglamaktadir. SeRINS protokoliiniin amaci ag1
secici iletme ya da sahte yonlendirme bilgisi tanitimi
saldirilart  gibi igerden saldirilara karst korumaktir. Bu
calismada yazarlar saldirganlarin sadece az sayida diigiimi ele
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gecirdigini kabul etmektedir. Ayrica her bir diigiim baz
istasyonuyla tek bir gizli anahtar paylasip bu anahtar
izerinden komsu diigiimlerle iletisim kurdugunu kabul
etmektedir. Son olarak ise tiim iletisim sekmeden sekmeye
sifreleme ile korundugu i¢in disaridan saldirilara karst aga
katilarak koruma sagladigini kabul etmektedirler. Ug farkh
sema yapist bulunmaktadir. Bunlar yonlendirme topolojisinin
kuruldugu alternatif yol semasi, alt sekmelerin kimlik
dogrulamasinin yapildigr komsu kimlik dogrulama semas1 ve
sahte tanitim saldirilar1 gibi kotiiciil digtimleri belirleyen ve
ortadan kaldiran komsu raporlama gemasidir. SeRINS
protokoliinde her ikili komsu diiglim arasindaki giivenli
kanallar sayesinde sybil saldirilari, sinkhole saldirilari,
HELLO taskini ve onay mesajini aldatma saldirtlart gibi
saldirilara  karst oldukca dayaniklidir. Solucan deligi
saldirilarina karst ise paket baglama gibi harici semalarla
savunma yapilmaktadir. Ayrica segici iletme saldirilart ¢oklu
yol semast ile dnlenilirken, sahte yonlendirme bilgisi problemi
ise komsu raporlama sisteminin tespit ve reaksiyon
mekanizmalari ile ¢oziilmektedir.

4) Temiz Bir Sayfa Yaklagimi

Temiz bir sayfa yaklasiminda [28] giivenligin ve etkinligin
ana amag¢ olarak tamimlandigi bir ydnlendirme protokoli
sunulmaktadir. Aktif saldirganlarin oldugu ortamda bile
herhangi bir 6zel donanmim gerektirmemekte ve mesaj
dagitimmi gergeklestirebilmektedir. Yiiksek dereceli giivenlik
ve digimden digime yiiksek kullanilabilirlik saglamak
amaclanmaktadir. Asimetrik kriptografi kullanilmaktadir. Bu
protokol  Onleme, tespit/iyilestirme ve dayamikliligin
kombinasyonundan olusmaktadir. Onleme yaklasimi saldirilar
karsisinda kriptografi mekanizmalar1 ile protokolii daha
dayanikli hale getirmeyi amagclamaktadir. Onleme yaklasim
etkin bir yaklasim olmasina karsin bilinen saldirilara karsi
onceden Onlem almaktadir. Tespit yaklasimi protokol
katilimecilarinin -~ davranislarini - gergek zamanli  gozetleme
islemi yapmaktadir. Kotiiciil bir diigiim tespit edildiginde
kotlicil  kattlmeilarin - yok edilmesi ve ag swrast ve
islevselliginin yeniden saglanmasi igin iyilestirme teknikleri
kullanilmaktadir. Tespit yaklasimi daha c¢ok bilinmeyen
saldirilara kars1 koruma saglamaktadir. Dayaniklilik yaklasimi
ise saldin anminda bile kullanilabilirlik  olusturmay1
amaglamaktadir. Bu yaklagim ele gecirilmis katilimcilarin ag
icerisindeki  varliklarin1  azaltmada 1iyi bir performans
sergilemektedir.

5) INSENS

Kablosuz Algilayict Aglarda Sizma Toleransli Yonlendirme
Protokolii (STYP/INSENS) [29] KAA'larda giivenligi
saglayan yonlendirme tabanli bir yaklagimdir. INSENS
algilayict diiglimler ve baz istasyonu arasindaki iletisimin
kolay olmasi igin her bir diigiimde iletim tablolari olusturur.
Bu protokoliin amaci KAA'larda tek bir ele gecirilmis
diigiimiin ag igerisinde sadece yerel bir bolgede bozulmalara
sebep olacagi sizma toleranshi giivenlik saglamaktir. Baska bir
deyisle diigiimlerdeki saldirilar tamamen engellenmeye
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calisiimamaktadir. Sadece aga verecekleri zararlar minimize
edilmeye calisiimaktadir. Iki tip saldin smifi igin sizma
tolerans1 saglamak amaglanmaktadir. Bunlar tim agi veri
paketleri istilasi yapan DoS-tipli saldirilar ve yanlis
yonlendirme bilgisini de iceren hatali kontrol paketleri
yayitlimina sebep olan yonlendirme saldirilaridir.  DoS
saldirilarin1 6nlemek i¢in, bireysel diigiimlerin tiim aga yaymn
yapmas1 engellenir. Yalmzca baz istasyonu yaymn yapabilir.
Ayrica baz istasyonu herhangi bir kotiiciil diigiim tarafindan
kendini yetkili biri gibi gosterme saldirilarina karsi tek yonli
Ozet fonksiyonlarini kullanarak kimlik dogrulama yapar.
Yanlis yonlendirme verilerinin sizmasint  6nlemek igin
yonlendirmeye ait olan kontrol bilgileri dogrulanir. Igeriden
bir saldirgan bir digimii ele gegirse ve paket iletimini
engellese bile, INSENS artik ¢oklu-yol yénlendirme
kullanarak kotiiciil diigiime ugramadan varis diigiimiine iletim
saglayabilmektedir. Ayrica her bir kaynak kisith algilayict
diiglim ile baz istasyonu arasinda gizlilik ve kimlik dogrulama
saglamak i¢in simetrik anahtar kriptografisini kullanmaktadir.

6) SPINS

SPINS [13] algilayict aglarda giivenli iletisim saglayan bir
protokoldiir. SPINS iki temel yap: igermektedir. Bunlar,
giivenli ag sifreleme protokolii SNEP [13] ve pTESLA [13]
protokolidiir. SNEP protokolii veri gizliligi, iki kisimli veri
kimlik dogrulama ve es diizeyde iletisim (diigimden baz
istasyonuna) i¢in veri giincelligi saglamaktadir. SNEP, her bir
mesaja sadece 8 baytlik ek yiik ile disiik iletisim ek yiiki
saglamaktadir. Ayrica, anlamsal giivenlik ile sifreli mesajin
icerigine kulak misafiri olmayr onlemektedir. Veri kimlik
dogrulama (MAC) ile verilerin yollayicidan gonderildigi
durumlarda alict  tarafindan  alindigini  garanti  eder.
MAC’lerde bulunan sayag¢ degerleri ile tekrarlama mesajlari
engellenir. Boylece tekrarlama saldirilarima karsi da bir
korunma saglanmis olur. Ayrica, eger bir mesaj dogru bir
sekilde dogrulanmigsa, kullanic1 bir onceki mesaji aldiktan
sonra gonderici tarafindan yollandigini bilmektedir. Bu da
zaylf da olsa tazelik saglamaktadir. Diger bir gilivenli yap1
blogu olan pTESLA protokoliinde ise, standart TESLA’ nin
[30] algilayict aglar iizerindeki bazi zorluklarma g¢oziimler
dretilmigtir.  Son zamanlarda Onerilen TESLA kimlik
dogrulamali yayin yapmak ig¢in gelistirilen bir protokoldiir.
WTESLA protokolii ile ilk olarak baslangi¢ paketindeki sayisal
imzalamanin ¢ok maliyetli olmasindan dolayr simetrik
anahtarlama kullanilmistir. Her bir paket i¢in bir anahtar
bildirmek, alim ve génderim i¢in ¢ok enerji gerektirdigi i¢in
her devirde bir kere anahtar bildirilmistir. Son olarak ise, tek
yonlii anahtar zinciri olusturmak c¢ok maliyetli oldugundan,
WTESLA ile dogrulanan yollayict sayisi kisitlanmustir.

B. Enerji Etkin Giivenli Yonlendirme Protokolleri
1) KAA'lar i¢in Giivenli ve Enerji Etkin bir Yonlendirme
Protokolii
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KAA'larda  yonlendirmede  glivenlik ve  etkinlik
problemlerinin adreslenmesinde Sen tarafindan onerilen bu
protokol [31] ile hatali ya da ele gegirilmis diigiimler giivenilir
bir sekilde tanimlanmakta ve yonlendirme yolu kullanilirken
bu diigiimlerden kaginilmaktadir. Protokol tek bir yonlendirme
yolu kullanmaktadir bu nedenle enerji etkindir. Onerilen
protokol Lee tarafindan onerilen yonlendirme semasinin [32]
degistirilmis halidir. Bununla birlikte daha enerji etkindir ve
daha az gecikmeye sebep olmaktadir. Protokol dayanikli
komsuluk gozetleme sistemine (NMS) dayanmaktadir. Bu
sistem bir diigim tarafindan komsulugun rastgele
gozetlenmesine dayali ¢alisir ve komsu liste kontrolii ile
isbirligi yapan bir algoritma ile herhangi bir paket diisiirme
saldirisini tespit eder. Bu sema ile kotiiciil diigiim yonlendirme
yolu igerisinde paket diisirme saldirisinda bulunsa bile
giivenilir sekmeden sekmeye paket dagitimi yapilabilmektedir.
Paket diisiirme saldirisina karst ¢oklu-yol yonlendirme ile
savunma yapmaktadir. Her bir paket iletim diiglimiiniin kiime
anahtart ile sifrelenmektedir. Boylece iletim diiglimiiniin tiim
komgsular1  desifreleyebilir ve kulak misafiri olabilir.
Sifrelemenin kiime anahtar1 ile saglanmasi digim ele
gecirmelerine karst dayamklilik saglar. Onerilen sema ayrica
yonlendirme bozma saldirilarina kars1 da dayaniklidir.

2) Kablosuz Algilayict Aglar i¢in Enerji Etkinligi ile Giivenli
Bir Yonlendirme Protokolii

KAA'larda enerji etkin ve gilivenli bir yonlendirme
protokolii olan bu protokol [33] iyi bir veri dagitim orani,
enerji dengelemesi ve yonlendirme etkinligi saglamaktadir.
Buna ek olarak onerdigi gilivenlik mekanizmalar1 ile veri
dagitiminda kimlik dogrulama ve gizlilik saglamaktadir. Bu
protokol ile daha iyi bir dagitim orami saglamak igin ¢ikis
diigiimiine yonelik grid yapis1 kullanilmaktadir. Tkinci olarak,
en uzak ve en yliksek enerji yayilim diigiimii aramasi ile
kaynak diigiimden ¢ikis diigiimiine etkin bir yol bulunmaya
calistlmistir. Son olarak ise protokol tasariminda giivenlik
gereksinimleri diisiiniilmistiir. Giivenlik mekanizmasi olarak
tek yonlii 6zet zincirleri, mesaj dogrulama kodlar1 (MAC),
simetrik sifreleme ve ¢esitli dnceden depolanmus paylasilmis
gizli anahtarlar kullanilmaktadir. Bu protokolde, yanlis bir
paket ¢ikis diigiimiine ulasmamasi igin yol iizerinde digiiriiliir.
Boylece enerji tiikketimi azaltilir. Ayrica ¢ikis digimi
tarafindan yeni eklenen diigiimlerin kimlik dogrulamasi yapilir
ve komsu diigiimlerin komsuluk bilgisi olusturmalar1 saglanir.
Herhangi bir diizensizlik bulundugunda ise yonlendirme
bilgisinin  yeniden olusturulmasi i¢in ¢ikis  digimi
gorevlendirilir. Siipheli diglimler raporlandiktan sonra bu
diigiimlerin kotiiclil olduklar: ispatlanirsa ¢ikis diglimiiniin
diger diigiimleri bilgilendirmesi saglanir. Son olarak segici
iletme digiimleri yonlendirme protokollerine dahil olarak
agdaki diiglim sayisini kisitlar ve bdylece giivenligi saglar.
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TABLO II. GUVENLI YONLENDIRME PROTOKOLLERI

R , ETKIN . )
YONLENDIRME GUVENLIK - : :
PROTOKOLLERI OLDUKLARI GEREKSINIMI OZELLIKLERI
SALDIRI TURU
SIGF [22] Sybil, DoS, Kulak do,mlggiltﬁluﬁlﬁ lilkveri Giivenlik, etkinlik ve performans arasinda ayarlanabilir bir
misafiri olma 5 gﬁn’celleme ’ algoritma se¢imi saglar.
Kimlik dogrulama,
SDD [24] Agin disarisindan biitiinliik, gizlilik, immediate Tesla kullanimina dayanmaktadir. Dogrudan Difiizyon
gelen tiim saldirilar dayaniklilik, hayatta protokolii LEAP ile giivenli hale getirilmistir.
kalabilme
sﬁ: r(i(ljilrl-[ertl?g’ﬂs?g}?e Kimlik dogrulama. Paket Yonlendirme topolojisinin kuruldugu alternatif yol semasi, alt
SeRINS [27] y tamtmy. S bilg baslama gCoklu ’01 sekmelerin kimlik dogrulamasinin yapildig: komsu kimlik
Si nkholé I-}I]ell(’) kullamrgn . K(;m ura yorlama dogrulama semasi ve sahte tanitim saldirilar gibi kéticiil digtimleri
askini Solu,can deligi ’ su rap belirleyen ve ortadan kaldiran komsu raporlama semasina sahiptir.
Temiz bir Sayfa d CI‘Qerldeln vte“ Kullanilabilirlik Aktif saldirganlarm oldugu durumlarda 6zel bir donanim
Yaklagimi [28] 1§arls;1(11§ﬁaern um uHaniabiie gerektirmez ve mesaj dagitimini yapabilir.
INSENS [29] DoS-tipli, Kimlik dogrulama, Sizma toleransli giivenlik ile ele gegirilmis digiim ag igerisinde
yonlendirme saldirilar gizlilik sadece yerel bir bolgede bozulmalara sebep olabilir.
Tekrarlama, kulak Kimlik dogrulama, o
SPINS [13] misafiri olma gizlilik, veri giincelligi SNEP ve nTESLA olan iki temel bloktan olusur.
3) SERP 4) EENC

KAA'larda Giivenli Enerji Etkin Yonlendirme Protokolii
(GEEYP/SERP) [34] kaynak diigtimden baz istasyonuna
limitli enerji tiiketimi ile kimlik dogrulamali ve dayanikli
iletimini saglamaktadir. SERP'in tasariminda ii¢ ana amag
diigiiniilmiistiir. Bunlar; ag omriinii uzatmak ve enerji etkin
iletim saglamak i¢in enerji farkinda organizasyon, hatali rapor
enjektesinin tespitini saglayan giivenli iletim ve diigimlerin
basarisiz olmasinin agin performansini ¢ok etkilememesi igin
dayanikli ve esnek bir iletimdir. Protokol iki asamada
calismaktadir.  Oncelikle agin  omurgast  olusturulur.
Sonrasinda ise giivenli veri iletimi saglanir. Agag yapisi enerji
tilketimini dengelemek i¢in agin omurgasi olarak olusturulur.
Minimum sayida iletim diigiimii ag igerisinde segilir ve ag
omurgasi periyodik bir sekilde yeniden olusturulur.

Giivenli veri iletimini saglamak i¢in tek yonli Ozet
zincirleri ve dnceden depolanmis paylasilmis gizli anahtarlar
kullanilir. Veri giincelligi i¢in ise uygulamaya bagli olarak

Diigiim Ele Gegirme Drenci ile Enerji Etkin Yonlendirme
(DEGDEEY/EENC) [35] protokolii ele gegirilmis diiglimleri
yok sayarak enerji tiiketimi ile paket dogrulugu arasinda
dengeleme saglamaktadir. Yonlendirme tablolar igin karinca
kolonisi algoritmasina dayali giiclendirilmis 6grenme
kullamlmaktadir. Oncelikle agdaki tiim diigiimlere giiven
degeri atanmaktadir. Bu giliven degeri paket diigiirme orani,
iletim gecikme oranm1 gibi degiskenlere dayali olarak
hesaplanmaktadir. Bu  degerler kullanilarak  kotiiciil
diigtimlerin tespiti yapilmaktadir. Agdaki her bir diigiim bir
sekme mesafedeki komsularinin giiven degerlerini hesaplar.
EENC protokoliindeki ama¢ minimum enerji tliketimiyle
giivenlik saglamaktir. Bunun i¢inde komsulara ait giiven
degerleri depolanir. Protokol iki farkli yonlendirme protokolii
ile karsilastirildiginda enerji etkinliginde yiiksek performans
saglanirken basarili paket iletiminin yapildigi goriilmektedir.

istege bagli anahtar yeniden giincelleme mekanizmasi
kullanilir.
TABLO III. ENERJI ETKIN GUVENLI YONLENDIRME PROTOKOLLERI
ENERJI ETKIN GUVENLI ETKILI OLDUGU SALDIRI " .
YONLENDIRME PROTOKOLU TURU OZELLIKLER

Giivenli ve Enerji Etkin bir Yonlendirme

Protokolii [31] bozma saldirilari

Paket diisiirme ve yonlendirme

Hatali ya da ele gegirilmis diigiimler tanimlanip,
yonlendirmede bu diigiimlerden kaginilmaktadir.

Enerji Etkinligi ile Giivenli bir
Yonlendirme [33]

Yanlis paket enjektesi

Iyi bir veri dagitim orani, enerji dengelemesi ve yénlendirme
etkinligi saglar. Ayrica veri dagitiminda kimlik dogrulama ve
gizlilik saglar.

Kimlik dogrulama ve gizlilik ile dayanikli veri iletimi saglar.

SERP [34] Hatalt rapor enjektesi Veri giincelligi uygulamaya bagli olarak saglanir.
Enerji tiiketimi ile paket dogrulugu arasinda dengeleme saglar.
EENC [35] Ele gegirilmis diigiim Karinca kolonisi algoritmasina dayal: giiglendirilmis 6grenme

kullanilir. Bagarili paket iletim orani saglanir.
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VI. SONUC

KAA’lar ¢esitli tasarim kisitlarina sahip agik alanlarda
uygulanabilir bir yap1 gostermektedir. Bu nedenle ag
icerisinden ya da digarisindan ¢esitli saldirilara maruz
kalabilmektedir. Bu saldirilardan  korunmak igin giicli
giivenlik tedbirlerinin alinmasi gerekmektedir. Bu nedenle
KAA’larda yonlendirme islemi igin ¢esitli giivenlik ihtiyaglari
olugmaktadir. Ozellikle yénlendirmeyi hedef alan saldirilar
bulunmaktadir. Bu saldirilara  karst  ¢esitli  glivenlik
mekanizmalar1 gelistirilmistir ve saldirilara karsi korunma
saglanmistir. Bunun disinda ise bazi giivenli ydnlendirme
protokolleri ile yonlendirme islemi giivenli hale getirilmeye
calistimistir. Bu makalede ¢esitli yonlendirme saldirilart
incelenip, bu saldirilara  karst  gelistirilen  savunma
mekanizmalar1 {izerinde durulmaktadir. Tablo 1’de bu
mekanizmalar 6zetlenmektedir. Ayrica literatiirdeki giivenli ve
enerji etkin yonlendirme protokolleri incelenmis ve
Ozetlenmistir. Gelistirilen protokollerin ne tiir saldirilara karsi
giivenlik sagladigi ve hangi giivenlik gereksinimlerini
olugturdugu Tablo 2’de gosterilmektedir. Buna gore bazi
protokoller belirli saldirilara karsi giivenlik saglarken, bazi
protokoller ise tiim saldirilara karsi tam bir koruma
saglamaktadir. Ayrica, gizlilik, biitlinlik, kimlik dogrulama,
kullanilabilirlik, veri giincelleme, dayaniklilik, hayatta kalma
gibi  giivenlik  gereksinimleri  tanimlanmaktadir. Bazi
caligmalarda ise giivenligin saglanmasimin yaninda enerji
etkinliginin de saglanmasi ana amaglar arasinda gosterilmistir.
Boylece giivenli yonlendirme protokolleri ile gilivenlik
saglanirken, gereksiz enerji tiiketimi azaltilarak diigiimlerin
yasam slreleri uzatilmigtir. Tablo 3’te ise bu protokoller
sunulmaktadir. Enerji etkin giivenli bu protokoller paket
diisirme, yonlendirme bozma, yanlis paket enjektesi, hatali
rapor enjektesi gibi saldirilara ve ele gecirilmis diigiimlere
kars1 etkinlik saglamaktadir. Ayrica kimlik dogrulama, gizlilik
ve veri giincelligi gibi gilivenligin unsurlar1 saglanmaktadir.
Enerjinin  korunumu i¢in 1) tekli-yol ydnlendirme
mekanizmasi, 2) yanlis bir diglimin ¢ikis diiglimiine
ulagsamamasi i¢in yol iizerinde diisliriilmesi, 3) aga¢ yapisinin
ag omurgast olarak olusturulmasini saglayan enerji farkinda
organizasyonlar ve 4) kalan enerjinin bilgi ve yonetimi ile
giiven degerleri sayesinde etkin bir yonlendirmenin
olusturulmasi saglanmaktadir.

Sonug olarak, tizerinde durulan protokoller incelendiginde
her bir protokoliin etkin oldugu saldirn tiirli, giivenlik
gereksinimi  ve Ozellikleri farklidir. Uygulama alaninin
gereksinimine gore Tablo 2 ve Tablo 3’te ozellikleri verilen
protokollerden uygun olani tercih edilmelidir.
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Boéliimiinden Cift Anadali bulunmaktadir. 2013 yilinda Gazi Universitesi
Bilgisayar Miihendisligi Bolimiinden yiiksek lisans derecesini almistir. Ayni
bolimde Arastirma Gorevlisi olarak calismakla birlikte Gazi Universitesi
Bilgisayar Miihendisligi Bolimiinde doktora galigmalarina devam etmektedir.
Kablosuz algilayict aglar, giivenlik, yapay zeka konularinda ¢alismaktadir.

S. OZDEMIR yiiksek lisans derecesini 2001 yihinda Syracuse
Universitesinden almistir. Doktora derecesini 2006 yilinda Arizona State
Universitesinden  almistir. Su  anda Gazi  Universitesi  Bilgisayar
Miihendisliginde Ogretim {iyesi olarak ¢aligmaktadir. Algilayic1 aglar,
kablosuz aglar, ag giivenligi ve veri madenciligi konularinda g¢alismalari
bulunmaktadir.

S. SAGIROGLU Gazi Universitesi Miihendislik Fakiiltesi Bilgisayar
Miihendisligi Bolimii 6gretim tiyesidir. Zeki sistem kimliklendirme, tanima
ve modelleme, ve kontrol; yapay sinir aglari ve yapay zeka uygulamalari;
sezgisel algoritmalar; endistriyel robotlar; zeki anten analizli ve tasarimi;
internet, web ve bilisim sistemleri ve uygulamalari; yazilim mihendisligi;
bilgi ve bilgisayar giivenligi; biometri, elektronik ve mobil elektronik imza ve
acik anahtar altyapisi; kotiiciil ve casus yazilimlar; sosyal aglar gibi konularda
calismaktadir. 100’e yakin SCI tarafindan taranan uluslararasi dergilerde
yayimlanmis makalesi, 100’iin {izerinde ulusal dergilerde yayimlanmig
makalesi, 200’{in tizerinde uluslararasi konferans ve sempozyum bildirisi ile
ulusal sempozyum, konferans ve g¢alistaylarda sunulmus pek cok bildirisi
bulunmaktadir. Ayrica, bilgi giivenligi ve biyometrik alaninda almmis
patentleri bulunmaktadir.
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ATTACK TREE VISUALIZATION FOR CYBER SECURITY SITUATIONAL AWARENESS

Attack Tree Visualization for Cyber
Security Situational Awareness

M. Selvi, E. B. Aksu, M. H. Dilek, A. Erkan, and M. U. Demirezen

Abstract— Situational awareness in cyber domain is one of the
key features for quick and accurate decision making and anomaly
detection. In order to provide situational awareness, certain
methods have been introduced so far and attack graph is one of
them. Attack graphs help the security analyst to visualize the
network topology and understand typical vulnerability and
exploit behaviors in cyber domain (e.g., IT asset and the
network). They provide more proactive view compared to other
reactive views; hence risk management and evaluation can be
done in an efficient and interactive fashion. Attack trees can be
used for various purposes since they can map network assets,
network attacks and possible vulnerabilities which may exist in
the IT assets. This study introduces an integrated cyber security
capability called, BSGS, which can help analysts to create attack
trees, identify vulnerabilities and have effective risk assessment
procedures. In this way, the cyber security specialists will have a
more efficient and holistic way to assess their environments and
take the most effective precautions to minimize cyber risks.

Index Terms—attack graph, attack tree, cyber security, risk
assessment, situational awareness

[. INTRODUCTION

HROUGHOUT the 2000s, the term, cyber security, has

become a household term. Cyber attacks became more
frequent than ever. Serious and coordinated attacks had been
experienced all over the world and the damages were quite
non-ignorable. Thus, for the last ten years the nation states
started to invest more in developing their own security and
defense systems and make their preparations to fight with
cyber threat. So, a new era was born as a fifth to modern
warfare and the term, cyber security and defense, began to be
heard more in nation states and military organizations such as
NATO [1].

Cyber security can be defined as the information security for
protection of cyber space and assets including tools, policies,
security safeguards, guidelines, risk management approaches,
assurance and technologies, etc... [2] In this cyber space,
including users, networks and devices, the main objective is to
secure and store data safely by means of comprising CIA
(Confidentiality, Integrity and Availability) and enable
uninterrupted and secure operation of business [2].

M. Selvi, E. B. Aksu, M. H. Dilek, A. Erkan, and M. U. Demirezen, STM
Cyber Security Group

With increasing needs in cyber security platform, quick and
accurate decision making become more and more important
for being aware of the attacks and reacting as fast as possible
[3]. For this reason, cyber situational awareness started to play
a critical role and the need for systems having such capabilities
has increased. Situational awareness provides the processes
identifying both domain specific and cross domain activities
[3]. These processes can be related to the system environment,
the domains, the aims and the decisions of the users.

In order to provide situational awareness, attack
visualization is a must to help decision makers to understand
the baseline behaviors and detect anomalies in a network [4].
Several visualization methods have been introduced since the
situational awareness against cyber attacks started to be a
must-have capability. Among them, the most popular one is
attack graphs. By using them, security specialists can detect
critical security bottlenecks and identify vulnerabilities which
are at the heart of particular system [5].

There are many ways to represent attacks. One of them is
using attack trees. It is the best known way to categorize the
attacks with different nature which target the defended
networks [6]. Firstly introduced by Schneier [7], [8], it has
become the most trustworthy and consistent way to detect
vulnerabilities proactively [I]. This graphically structured tree
notation is also selected as an easy and understandable way for
implementing attack vector.

In this study, brief information about the terms - situation
awareness, attack graphs and attack trees - will be given and
Integrated Cyber Security System (Turkish: Biitiinlesik Siber
Giivenlik Sistemi, "BSGS") will be introduced as the answer to
these needs. This system uses attack trees in order to evaluate
risks based on vulnerabilities and calculate multi-step attacks.
By using vulnerabilities and risks, the system maps the paths
of attacks and gained privileges of attackers. The system
provides an interactive method which helps the defenders to
take necessary precautions before the attack occurs.

II.

In this chapter, the background of situational awareness,
attack graphs and attack trees has been explained briefly.

BACKGROUND
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A.  Situational Awareness

Cyber Situational Awareness (CSA) can be described as the
traditional Situational Awareness (SA) which is applied to
computer networks [9]. The main idea of situational awareness
in cyber domain is to analyze the surroundings in cyber
domain and creating certain events and visualizations for the
purpose of efficient and fast decision making.

Another aim is to prioritize the attacks as all the attacks
don't have the same impact over the defended network and
system [9]. Hence, the analyst should prioritize the sub-
systems and assets first since the impact of attack is
determined by the importance of the asset. Then, based on the
findings, the critical attacks should be taken into consideration
for mitigation planning. It shouldn't be forgotten that the cyber
situational awareness of an organization reflects the
effectiveness of response to attacks.

According to [10], Situational Awareness for Cyber
Defenses includes 7 basic aspects: "Being aware of a. current
situation, b. impact of attack, c. how situations evolve, d. actor
behavior, e. why and how the current situation is caused, f.
quality and how plausible futures of the current situation."
Based on this definition, it can be said that situational
awareness provides the user the closer view and detailed
inspection of network.

Providing the notion of 'situational awareness' will be
challenging because of certain rigors in CSA [9]. Firstly,
identifying missions will not be so easy that even some
organizations don't know their cyber-missions. Moreover, they
usually have neither any sufficient tracking mechanisms in
their networks nor sensors which will warn them for attacks.
Under these circumstances, it is really difficult to have an
effective situational awareness. The best solution can be
identifying the critical missions which the organization has;
then implementing the tracking mechanisms and finally
defining proactive solutions for the security of network.

Several studies have been made in this field. While some of
the studies [3][10] generally describe the term of situational
awareness and standard methods and applications which have
been used in order to maintain it; others focus on more specific
methods such as real time multistage attack awareness and
mission-centric cyber situational awareness [11], [12].

B. Attack Graphs

Attack graphs are valuable analysis results for cyber defense
and situational awareness that can map possible paths of
attacker who aims to get access by means of infiltrating to a
specific network [5]. Attack graphs have multiple capabilities
such as [5]:

--network topology creation,

-- understanding baseline behavior in network traffic,
--vulnerability and risk classification,

--more proactive perspective instead of reactive.

Topological Vulnerability Analysis (TVA) is one of the
well-known methods that can provide user to monitor the
current conditions of network assets and create the models of
network vulnerabilities and actual risks [13], [14], [15]. It

produces a model by calculating both the individual and
combined vulnerabilities. The main output of this security
method is the attack graphs which show all the possible paths
of an attacker that might infiltrate the network. One of the
biggest advantages of TVA is that the raw asset and
vulnerability related data gets transformed into meaningful
information which shows the possible attacks. By using this
information, one can proactively manage risks related to
possible attacks and take precautions. If the analyst can do this
analysis in real-time, then a just-in-time situational awareness
can be achieved.

Recently, new techniques were introduced to visualize
attack graphs [16]. The main aim of these attack graphs is to
reduce complexity and portray the attack flows in a relatively
simple and clear fashion. Attack graph views can be
coordinated and the user can have a broader view of the
network topology and attack vector [16]. These techniques can
be used either independently or in a combined way based on
the network complexity. This provides diversity that all has
different uses having different properties and perspectives. A
brief illustration of the techniques for attack graphs can be
found in [16]:

--Attack Graph Adjacency Matrix Visualization is used
to understand the attack correlation, prediction and association
in network attack graphs [17]. It is applied for showing gained
access of attacker across the network and predicting all
possible paths of the attacker. Based on the collected output,
the impact of output is identified and it gives the ability to
prioritize attacks according to the impact levels. Adjacency
Matrix may be a standalone method as it requires network
attack graphs for finding correlations and making predictions
[17].

--Interactive Attack Graph Filtering is one of the useful
methods if the user has larger network. It helps to filter the
graph by using a selected schema [16]. Like attack trees,
interactive attack graph filtering creates tree widgets to
navigate through network. In this way, the user has the chance
to focus on the network topology deeply and run through the
network step-by-step with the help of penetration testing [16].

C. Attack Trees

Attack trees play a significant role in specifying system
security and network in terms of vulnerability and risk
identification [18]. They can be mapped in various forms.
Mostly, while nodes represent attacks, the root node is the
global goal of the attacker which can also described as an
event [6]. Child nodes are the refinements of this goal and
branches are the attacker's path which cannot be refined
anymore. Each path in attack tree represents a unique attack.
Moreover, attack trees can also be prepared textually instead
of graphically. In textual form, the 'AND' and 'OR'
decompositions are used and the consequences of achieve sub-
goals were presented by them.

Attack patterns can be defined in order to increase the
practicality of attack trees generation and reuse [19]. Attack
pattern is the mapping of different types of attacks that

Istanbul, Turkey/Tiirkiye
17-18 Oct/Ekim 2014

ISCTurkey 2014 103

Proceedings/Bildiriler Kitab1




7th International Conference on Information Security and Cryptology
7. Uluslararas1 Bilgi Giivenligi ve Kriptoloji Konferansi

G

ATTACK TREE VISUALIZATION FOR CYBER SECURITY SITUATIONAL AWARENESS

includes a. the goal of the specified attack, b. the
preconditions for use, c. the steps for practicing attack, d.
postconditions which are true if the attack is made successfully
[19]. The preconditions contain assumptions which are related
with the expected behaviors of attacker and the characteristics
of the attack. The skills, resources, access and knowledge can
be given as an example to preconditions [19]. On the other
hand, postconditions cover the gained privileges when the
attack was resulted successfully.

Attack trees have been used in many various ways and one
of the previous studies is related to Supervisory Controls and
Data Acquisition (SCADA) protocols [20]. These protocols
are communication protocols which are used for exchange of
control messages in industrial networks. The use of attack trees
for SCADA is based on accessing vulnerabilities and the main
purpose is analyzing the measurable goals and structured
elaboration of events such as specific attack goals [20]. Like
designing the attack patterns in textual way, the study focuses
on 'AND' and 'OR' compositions in order to access
vulnerabilities.

III. BSGS

In this part, the capabilities, architecture and operational
scenario of BSGS and the attack trees generated by the system
will be introduced.

A. Capabilities

BSGS integrates and centrally manages vulnerability,
network topology and IT assets information collected from the
organizational units and backbone network. The prototype
calculates the most effective cyber attacks to be carried out by
cyber-attackers and attack trees showing the possible attack
vectors (vulnerability, topology, etc.) through which they can
perform attacks. With the help of the attack tree, BSGS users
can calculate the risks inherent in systems and analyse possible
remediation.

In addition to the above-mentioned capabilities, BSGS can
gather system and application logs and sensor alerts in real
time all over the network through a central coordination unit.
All collected data are correlated and users are informed by a
"Common Operational Picture" that provides cyber situational
awareness. It is composed of vulnerability, assets, risks and
instant status information such a consolidated cyber security
picture allows decision-makers to make integrated risk analysis
and corrective action planning.

The developed prototype system has been evaluated in
many cyber security scenarios. This evaluation is not only a
classic software testing approach; but also the evaluation of
effectiveness of the system from the perspective of cyber
security experts. As a result of the scenario analysis, it has
been evaluated that the competency of BSGS system is within
the targeted scope of risk assessment, proactive defense
planning, analysis of past cyber action and creation of
consolidated cyber security situation picture.

BSGS also benefits from a distributed data processing
infrastructure. As a prerequisite, the components, providing

the collection of static event and instant event logs, have to be
deployed in the organizational unit. Each organizational unit
has its own clients and servers and applications running on
them and network devices such as IDS, IPS, firewall, etc...
Then, this collected information is sent to a coordination
center (cyber security operation center). Collected data is
merged by using data fusion in order to create an integrated
common picture.

BSGS project offers very important gains. With BSGS,
foundations of a centre of excellence have been laid. This will
be a center where new threats and methods of Cyber Attacks
that may arise in the future can be tested and measures can be
developed. Thanks to the flexible and scalable technical
infrastructure of the BSGS, which has been developed under
an R&D project, a long term, easily extendable system has
been put into practice. Moreover, a Cyber Security Ontology
and National Vulnerability Database have been provided and
the infrastructure, which will lead to the formation of the inter-
institutional and in-house Cyber Security processes and their
coordination structure, has been prepared.

B. Architecture and Operational Scenario

In the following the main sub-systems of BSGS can be
found:
--Vulnerability Analysis and Risk Management
--National Vulnerability Database (YZV)
--Attack tree creation infrastructure
--Organizational Cyber Security Application
--Integrated Cyber Security Application
--Central event logger and correlator (SIEM)

Figure 1 illustrates also the main tasks and componens of
BSGS.

National
Vulnerability
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Fig. 1. BSGS main tasks and components

Log :
Normalization 2 A Asset
and Correlati \ \\W
5 | \ /

Istanbul, Turkey/Tiirkiye
17-18 Oct/Ekim 2014

ISCTurkey 2014 104

Proceedings/Bildiriler Kitab1




7th International Conference on Information Security and Cryptology
7. Uluslararas1 Bilgi Giivenligi ve Kriptoloji Konferansi

5Gr

ATTACK TREE VISUALIZATION FOR CYBER SECURITY SITUATIONAL AWARENESS

The operational scenario is as follows:

--Synchronization of vulnerabilities data in NVD
(National Vulnerability Database) with local vulnerability
database,

--Evaluation of vulnerabilities by analysts,

--Scanning the network topology, asset and vulnerability,

--Collection of static information (the results of
scanning) in the coordination center,

--Identification of threat based on assumptions,

--Score and attack tree production based on threats,

--Collection of dynamic information and sending the
coordination center,

--Correlation of event logs,

--Visualization of all information collected in the center
and creation of integrated cyber security situational awareness
common picture. In the following figure, the architecture of
BSGS can be found.

BSGS - Integrated Cyber Security System

Cyber Security Organizational
Coordination Unit
Central Event
Collector & Test Environment
Correlator \.
(SIEM) Event
[ Organizational Logs
Events and Alerts Unit Cyber Network
{} p Security \J Security Devices
Application
Central Cyber , :ta“:l
Security infgrmatian ::E::s IT Assets
Application |r (clients, servers,
Topology, Asset softwares)
and Vulnerability
Risk Assessment Scanner "—'—r{
= A
Attack Tree D;;‘::i;" Normal / ’ ttack
Generator T[affr:
Usage gfn\:;:\:;a bility Normal &
Lo Attack Traffic
LVD (Local Generator
Vulnerability
Database) Manual attack
generation
software
Definition of pre &
post tluncllitions
NVD
Vulnerability | 4 {National
Assessment
Environment Vulnerability
Gathering the CPE, CVE, Database)
CWE, CAPEC, CVSS
Infermation

Fig. 2. BSGS is composed of three sub-systems which are cyber security
coordination center, organizational unit and test environment

C. Attack Trees

The main aim of using attack trees is to find out which types
of attacks may be experienced because of critical
vulnerabilities and to identify ways of attacks by using assets
in the network. Moreover, with the help of attack trees the
risks will be calculated and the precautions against attacks will
be analyzed and prioritized. In this way, possible risks are
identified and arranged in an order based on their risk scores.

While creating attack trees, web ontology language (OWL)
is used for discovering the steps (attack tree nodes) and
transitions -by using vulnerability- between steps. OWL
interpretation requires huge memory and processing power. To
overcome this performance bottleneck, attack trees are
distributed in parallel fashion. Moreover, instead of creating
attack tree by adding the devices one-by-one, the devices
which have the same level of accessibility are united and their
vulnerabilities are integrated. It is also assumed that possible
attacks can affect all clustered devices. In this way, attack trees
for very large networks can be processed faster. In the figure 3
and 4,both network and logical topology of the sample system
are illustrated. Also, in the figure 5 the illustration of attack
tree is shown including the starting point and target system.

Network
Device 1
Subnet 1 Subnet 2
Device 1 Device 2 Device 3 Device 4 Device 5
(DB server) (App Srv) (App Srv) (GIS Server) (Client)
Fig. 3. The network topology of the sample system.
System 1 System 2
Device 1 Device 2 Device 4 Device 1 Device 3
(DB server) (App Srv) (GIS Server) (DB server) (App Srv)

Fig. 4. The sample system’s logical topology, showing the business structure
of the organization, was illustrated.

Threat 1

Starting Target system 1
Attacker 1 device 1 {with target goals)
(with initial
rivileges 7
proveges Starting Target system 2
device 2 (with target goals)

Fig. 5. The main idea of generating attack tree is to show the attacks on a
target system where there is an attacker and a starting point (e.g. a
compromised device)

The infrastructure of distributed simulation and attack tree
gives the possibility of using vulnerabilities coming from local
vulnerability database, vulnerability and attack ontology and
ontology reasoning engine; then creates the attack tree which
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shows the attack paths - which may give harm to system - by
evaluating vulnerability preconditions and postconditions. In
attack tree, the visualization is based on vulnerabilities. An
attack tree node includes a. the device b. vulnerability which is
the source of an attack to this device (including pre/post
conditions), c. gained privilege as a result of this attack on this
device. Afterwards, by using attack trees, impact scores of the
vulnerabilities and criticality levels, risk analysis is made and
risk scores are calculated for each path in an attack tree. In the
appendix, the sample of attack tree can be seen. In figure 6 the
necessary input for generating attack tree can be seen in a
detailed way.

Synchronization
Asset & =
from open Tosoloay Stan Vulnerabilit Threat scenario
vulnerability PO1O8Y 2 definition
Scans
databases
Y A
Raw
= Topology Assets & Threat
vulnerability S q
S Snapshot Vulnerabilities scenario
dictionary
Y
Vulnerability
assessment
Y Y VY
ulnerability
dictionary Attack tree
generation
Attack
tree

Fig. 6. The collection of vulnerabilities, assets and threats are processed in
different ways and then they are all united in attack tree generation process.

IV. CONCLUSION

It is certain that the cyber security plays an important role in
the protection of IT systems and critical infrastructures. Both
proactive and reactive precautions are needed to provide a
holistic security approach and situational awareness is
essential for making the necessary decisions. Situational
awareness is not only used for analyzing the networks and
systems; but also needed for fast and accurate decision
making. For providing situational awareness in the systems,
attack graphs are mainly used to understand baseline behavior
of an IT system and detect anomalies in real time. Attack
graphs are effective tools which can map possible paths of the
attacker through the target source. There are several methods
to represent attack graphs as all have different functionalities.

One of them, tree structure, has been used in many ways in
IT sector; attack trees provide an effective means of attack
visualization in cyber security domain. In this study, an
integrated cyber security system, BSGS, is explained as a
combination of different cyber security capabilities including
attack trees. Attack trees provide a considerable amount of

dynamism to the system as it helps users to make risk
assessment and management by prioritization. Visualization of
such information can help the decision makers to be more
efficient and have a higher sense of governance from cyber
security perspective.
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ADLI BILISIM ALANINDAKI MEVCUT PROBLEMLER, COZUM ONERILERI.....

Adli Bilisi.r.n Alanindaki Mevcut“Problemler,
(Cozum Onerileri ve Gelecek Ongoriileri

G. Sengiil, F. K. Atsan, ve A. Bostan

Ozet—Adli olaylarin sayisal sistemler iizerinde incelenmesi ve
delillendirilmesi siireclerini kapsayan adli bilisim, bilisim hukuku
alt alamina yardimei bir disiplindir. Adli bilisim kapsaminda
sayisal sistemler iizerinde inceleme yapmak ve delil arastirmak
olduk¢a karmasik teknik bilgiye hikim olmay1 gerektirmekte ve
aym zamanda bu sistemlerdeki veri ve kayitlarin cok biiyiik
boyutlarda olmasi nedeni ile bu siirecler cok zahmetli ve zaman
alic1 olabilmektedir. Hi¢ siiphesiz adli bilisim incelemesi kendine
ozel cihaz, sistem ve yazihmlara ihtiya¢c duymaktadir. Bu alanda
teknik inceleme yapan sahislar da adli bilisim uzmany/bilirkisisi
olarak adlandirilmaktadir. Bu ¢calismada ulusal ve uluslararasi
diizeyde adli bilisim ile ilgili durum tespiti yapilms, alandaki
problemler ve ¢oziim onerileri sunulmus ve adli bilisimle ilgili
gelecek ongoriileri vurgulanmstir.

Anahtar Kelimeler—Adli bilisim, sertifikasyon, araglar, adli
bilisim uzmam

I. Giris

AYISAL ortamlar ve bilgi sistemleri kullanimi toplumsal
hayat ve is diinyasinin vazgecilmezi haline gelmistir. Insan
yasantisinin  ve etkilesimlerinin sayisallasmasi ile sayisal
ortamlardaki bir kisim olay ve etkilesimler de hukuki anlamda
su¢ kabul edilmeye baglamistir. Bu alanda ilk adli
uygulamalara diinya genelinde 1970 sonlarinda rastlanirken
[1] tlkemizde bu kapsama girebilecek ilk uygulamalara
1990’11 yillardan sonra rastlanmaktadir [2]. Sayisal ortamlarda
gerceklestirilen bazi eylemlerin sug kabul edilmesi ise, sayisal
delil kavramini da beraberinde getirmistir. Zira bu ortamlarda
gercgeklestirilen eylemlerin iz ve kayitlar1 yine bu ortamlarda
bulunmaktadir. Buna ek olarak, gelisen sayisal cihaz kullanimi
ile daha 6nceden sayisal olmayan birgok bilgi ve kayit sayisal
hale gelmis ve dolayisi ile bu bilgiler adli olay incelemelerinde
kullamlmaya baglamistir. Ornegin bir kisi veya aracin belirli
zamanlarda nerede bulundugunun gostergesi olarak cep
telefonu veya GPS cihazmmn sistem lizerindeki kayitlari

kullanilabilmektedir.
Gelisen teknoloji sayesinde, daha ekonomik ve daha yiiksek
performansl sayisal sistemlerin izleme ve giivenlik amaglari

Gokhan Sengiil, Atilim Universitesi Bilgisayar Miihendisligi Béliimii’nde
Ogretim iiyesi olarak ¢alismaktadir; e-posta: gokhan.sengul@atilim.edu.tr).

F.K.Atsan., TURKSAT A.S. 40 km. Golbasi, Ankara da kidemli giivenlik
uzmani olarak ¢alismaktadir. (e-posta: fkatsan@turksat.com.tr).

Atila Bostan, Atilim Universitesi Bilgisayar Miihendisligi Bélimii’nde
Ogretim iyesi olarak ¢alismaktadir; e-posta: atila.bostan@atilim.edu.tr).

ile kullanilmasi da stirekli artis gdstermektedir. Bu tiir cihaz ve
sistemlerde de delil arastirmasi1 ve olay incelemesi i¢in sayisal
teknik bilgiye ihtiya¢ duyulmaktadir. Goniimiizde kayit yapan
sayisal giivenlik kamera sistemlerine hemen hemen her yerde
rastlamak miimkiindiir.

Toplum yasamini inkdr edilemez sekilde degistiren sayisal
sistemler, ayni zamanda su¢ islenmesini ve delil yok
edilmesi/karartilmasin1 da daha kolay hale getirmistir. Artik
baskalarina ait cihaz, sistem ve bilginin kullanilmasi, alinip-
satilmasi veya bozulmasi-kullanilmaz hale getirilmesi i¢in
¢ogu kez aym fiziki ortamda bulunmaya veya fiziki temasa
gerek duyulmamaktadir. Cografi ve fiziki engeller sucun
engellenmesinde etkisiz kalmaktadir. Ayrica sayisal teknoloji
ile sayisal sistemler {izerinde adli delil olarak kullanilabilecek
iz ve bilgileri de degistirmek veya yok etmek daha kolay hale
gelmistir.

Sayisal sistemler ilizerinde delil ve adli olay incelemesi
yapabilmek 6zel bilgi ve tecriibe gerektirmektedir. Bu alanda
adli siireglere yardimci olacak ve bilirkisilik yapacak
personelin bilgisayar ve sayisal sistemler konusunda yeterli
teknik bilgiye sahip olmasiin yaninda, temel hukuk ve adli
olay arastirma prensiplerine de hakim olmasi beklenmektedir.

Bu arastirmada, adli bilisim aragtirmalarinin Tirkiye ve
diinyadaki genel durumu hakkinda 6zet bilgi verilmekte, sorun
ve problemler ortaya konarak ¢6ziim onerileri sunulmaktadir.

II.  ADLI BIiLiSIMIN TANIMI VE MEVCUT DURUM

A. Adli Bilisimin Tanumi ve Adli Bilsim Uzmanligi

Adli olaylarin sayisal sistemler iizerinde incelenmesi ve
delillendirilmesi siireglerini kapsayan adli bilisim, bilisim
hukuku alt alanina yardimeci bir disiplindir [3]. Zira hizla
geligen, teknolojisi degisen ve her gecen giin yayginlasan
sayisal sistem ve cihazlar araciligi ile gerceklestirilen suglarin
ve olaylarin incelenmesi 6zel teknik bilgi ve altyapiya ihtiyag
duymaktadir. Dilimizde adli bilisim olarak yaygin olarak
kullanilan, bu disiplinin farkli tanimlar1 vardir. Bu tanimlardan
ornek olabilecek ti¢ tanesi su sekildedir.
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1) Adli olaylarin aydinlatilmasi: amaciyla, olay yerinden,
dijital veri saklama ve iletme ézelligine sahip cihazlarin
toplanmasi, cihazlarin igerisindeki dijital delillerin tespit
edilmesi ve adli otoritelere dijital delillerin raporlanmasi
stireci icerisinde yapilan ¢alismalarin biitiinii [4]

2) Elektronik ortamlardan elde edilen bulgularin, ¢esitli
teknik donanim ve yazilimlar kullanilarak hukuki delillere
doniistiiriilme stireci [3]

3) Bir olayin aydinlatilmasina yonelik olarak, olayla ilgili
bilgi icerebilecek bilisim cihazlarimin incelenmesi [5].

Omnek tanimlarda da goriilebilecegi gibi, adli bilisim
kavraminin hukuki yoniinden daha ziyade teknik yonii daha 6n
plandadir. Sayisal sistemler iizerinde inceleme yapmak ve
delil aragtirmak olduk¢a karmasik teknik bilgiye hakim olmay1
gerektirmekte ve ayni zamanda bu sistemlerdeki veri ve
kayitlarin ¢ok bilyilik boyutlarda olmasi nedeni ile bu siiregler
¢ok zahmetli ve zaman alic1 olabilmektedir. Hi¢ siiphesiz adli
bilisim incelemesi kendine 6zel cihaz, sistem ve yazilimlara
ihtiya¢ duymaktadir. Bu alanda teknik inceleme yapan sahislar
da adli bilisim uzmani/bilirkigisi olarak adlandirilmaktadir.
Ancak Ingilizce “computer forensics”, “digital forensics” ve
“network forensics” gibi tabirlerden terciime ile dilimizde
kullanilan adli bilisim terimi Ingilizcede “forensics”
kelimesinin tam karsiligmi ifade etmemektedir. Zira
“forensics” Ingilizcede genellikle adli amacli olmakla birlikte,
adli olsun veya olmasin, bir olayin nasil gergeklestigine iliskin
tim teknik incelemeleri kapsamaktadir [5]. Ancak Tirkcede
adli kelimesi dogrudan ve sadece adli islemlerle ilgili
kavrammi c¢agristirir. Bu agidan degerlendirildiginde adli
bilisim olarak ifade edilen kavramin “sayisal sistem ve cihaz
incelemesi” seklinde ifadesi daha uygun olabilir.

Adli bilisim disiplininin ¢aligma alanlar1 gelisen teknoloji
ve kullanim yayginligina bagli olarak siirekli olarak artmakta
ve kapsami gelismektedir. Ancak calisma konulari ana
bagliklar halinde sunlardir;

« Sistem (isletim sistemi veya uygulama) kayitlarinin

incelenmesi

» Farkli sistemler arasinda kayit iliskilendirilmesi ve

olay/islem takibi

+ Veri saklama

 Veri kurtarma

* Veri doniistiirme

* Veri imha etme

 Sifreleme

* Sifre ¢ozme

* Gizlenmis dosya bulma
Bu islemleri yaparken incelenen veya delil olabilecek sayisal
bulgu ana baliklar1 ise su sekilde listelenebilir.

+ Sistem olay kayaitlari

* Video goriintiileri

» Fotograflar

» Uygulama dosyalar1 (Word, Excell, Open Office vb.)

* Bilgisayar programlari

 Sistem veya uygulama ayarlari

+ Tletisim kayitlar: (SMS, MSN Messenger, GTalk vb.)

* Gizli ve sifreli dosyalar / klasorler
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* Dosyalarin olusturulma, degistirilme ve erisim tarih

kayitlar

* Son gerceklestirilen islem kayitlari

+ Internet ortamindan indirilen dosyalar

* Silinmis dosya/klasorler

Ana basliklar1 verilen bu alanlar ve kayitlarin incelenmesi
becerileri sadece adli olaylarin incelenmesinde degil son
zamanlarda bazi sirket ve sahislar tarafindan kendi i¢ is
sireglerinde de yogunlukla kullanilmaya baglamistir.
Glintimiizde veri kurtarma, veri imha etme gibi hizmetler adli
inceleme alam disindaki diinyadan da yiiksek oranda talep
almaktadir.

Adli bilisim inceleme siireci ise en genis anlamda asagida
belirtilen bes asamada gergeklestirilmektedir. Bu asamalar
sirasi ile;

* Hazirhk

* Toplama

+ Inceleme

e Cozliimleme

* Raporlama
seklinde listelenir. Ancak bazi yazarlar burada belirtilen ilk
asama olan hazirlik asamasii bu siire¢ disinda tutarak bu
listeyi dort asama olarak kaleme almiglardir [6].

B. Mevzuat ve Mevcut Durum

Tirkiye Cumhuriyeti hukuk mevzuatinda adli bilisim ile
ilgili hiikiimler Ceza Muhakemesi Kanun (CMK) madde. 134
ile Adli ve Onleme Aramalar1 Yonetmeligi’nin 17nci
Maddesinde yer almaktadir. Bu iki diizenlemenin diginda adli
bilisim konusunda bagka bir hiikim bulunmamaktadir[3].
Ancak konu ile ilgili olarak Adalet Bakanligi’nca hazirlanan
“Bilisim Agi Hizmetlerinin Diizenlenmesi ve Biligsim Suglar1”
baslikl1 bir kanun tasarisi halen kanunlagma asamasindadir [7].

Ceza Muhakemeleri Kanunundaki diizenlemeler
dogrultusunda, bilgisayar, bilgisayar programlar1 ve bilgisayar
kiitiikklerine inceleme yapilmasi amaci ile savcinin talebi
tizerine hakim tarafindan karar verilebilmektedir [8]. Kanun
gerekli ve uygun durumlarda bu bilgilerin bir kopyasinin
almarak bu kopya lizerinde inceleme yapilmasina da imkan
tamimaktadir. Ancak kopya alinmasi durumunda alinan
kopyanin bir suretinin siipheliye veya vekiline teslimini de
ongormektedir.

Adli ve Onleme Aramalari Yénetmeligi’nin 17nci
Maddesinde ise kanun tarafindan diizenlenen el koyma ve
kopya alma iglemlerinin kapsam ve usulleri belirlenmistir [9].
Ayrica yonetmelikte kanunda gecen bilgisayar, bilgisayar
programlar1 ve bilgisayar kiitiikleri ifadelerine ek olarak uzak
bilgisayar kiitiikleri, bilgisayar aglar1 ve ¢ikartilabilir
donanimlardan da bahsedilmektedir.

Adalet Bakanligi tarafindan diizenleme caligmalar1 takip
edilen “Bilisim Agi Hizmetlerinin Diizenlenmesi ve Bilisim
Suglar1 Hakkinda Kanun Tasaris1” Ozellikle adli bilisim
uzmanini tanimlamasi agisindan énemlidir. Bu hususta kanun
taslagi;

e adli bilisim uzmani yetki belgesi olanlarin bilirkisilik

yapabilecegini

e adli bilisim uzmanhig1 ve yetki belgesine iliskin esas ve
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usullerin yonetmelikle belirlenecegini
e adli bilisim uzmanlari hakkinda CMK’nin bilirkigilikle
ilgili hususlarinin uygulanacagini
diizenlemektedir [7]. Ayrica taslagin yiiriirliik maddesinde adli
bilisim uzmanhgr konusundaki diizenlemelerin kanunun
kabuliinden iki y1l sonra yiiriirliige girmesi ongoriilmektedir.

C. Uluslararasi Mevcut Durum

Diinya genelinde ulusal sinirlar agan bir boyutta genisleyen
Internet ag1 sayesinde, sayisal sistemler iizerinden islenen
bilisim  suglart  ¢ok  kolay uluslararasi bir  boyut
kazanabilmektedir. Hatta uluslararast hukuki ve teknik
isbirligi noksanligindan/zorlugundan faydalanan suglular, bu
tiir su¢ olusturan eylemlerini 6zellikle uluslararasi bir tasarim
iizerinden gergeklestirmektedir. Suglular kolay erisilebilir ve
genellikle denetimden uzak iletisim agindan faydalanarak
uluslararast katilimli sug g¢eteleri, terdrist gruplar ve menfaat
birliktelikleri  olugturabilmektedir. Son yillarda sayisal
sistemler ve Ozellikle Internet iizerinden siyasi amagh
giivenlik  saldirlart  gerceklestiren — goniillii  saldirgan
gruplarinin miktarinda da artislar gézlenmektedir [10]. Ayrica
bu tiir uluslararas1 sayisal saldirilarin siyasal ve ekonomik
kaygilarla diger devletler tarafindan organize edildigi ve
diizenlendigi konusunda da c¢ok gii¢cli iddia ve Ornekler
mevcuttur.

Adli olay incelemelerinde sistem ve olaylarin uluslararasi
boyut kazanmasi, inceleme siireglerini ve metotlarii
genellikle olumsuz yonde etkilemektedir. Bu alanda diger sug
tirlerinde oldugu gibi adli inceleme yapma, kontrol ve
yaptirim  uygulama konularinda uluslararasit  diizeyde
beraberlik ve esgilidiimii saglayacak antlasma ve prensiplere
ihtiya¢ duyulmaktadir. Bu amagla uzun yillardir gesitli resmi
kurulus ve goniillii birlikteliklerle ¢abalar sarf edilmistir. Bu
cabalardan 6nemli olanlar sunlardir;

Birlegmig Milletler (BM)

Birlesmis milletler Orgiiti  sayisal suglar alaninin
Uluslararas1 Telekomiinikasyon Birligi (ITU) tarafindan
yayimlanan diizenlemeler ile kontrol etmeye caligmaktadir.
Birlesmis Milletler biinyesindeki Uyusturucu ve Suclarla
Miicadele  Biirosu (UNODC) da sayisal  suglarla
ilgilenmektedir. Sayisal suglar konusunda ilk ITR diizenlemesi
1988 yilinda kabul edilmistir [11]. Bilgisayar suglarinin
kanunlagtirilmast konusundaki karar ise 1990 yilinda Havana-
Kiiba’da yapilan Sekizinci BM Sucun Onlenmesi ve Suglu
Muamelesi kongresinde imzalanmistir [12]. BM Genel Meclisi
ise 2000 yilinda 55/63 numarali karari ile;

e Uye iilkelerin bilgisayar teknolojilerinin sug isleyecek
sekilde kullanilmasina imkan tamiyan ortamlarin
azaltilmast  konusunda  kanun ve  uygulamalar
geligtirecegini garanti etmesi

o Adli sistemlerin, bilgisayar sistemlerinin ve verinin

gizliligi,  bitinligh  ve  erigebilirligini  yetkisiz
erisimlerden koruyup, suga yonelik kullanimlarin
cezalandirilmasi

hususlar1 imza altina alinmistir. 2010 yilinda ise yine BM
Genel Meclisi tarafindan sayisal suglarla miicadele konusunda
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en iyi uygulamalar, ulusal kanunlar hakkinda bilgi degisimi,
teknik yardim ve uluslararasi koordinasyon amaglari ile ¢ok
katilimli ¢alisma gruplart olusturulmasini 65/230 numarasi ile
karara baglamstir [13]. ITR diizenlemesinin son giincellemesi
ise Diinya Telekomiinikasyon Konferans1 (WCIT-12)
esnasinda 2012 yilinda Dubai’de 89 iilke tarafindan
imzalanmigtir [14-15].

Avrupa Konseyi (Budapeste Sozlesmesi)

Avrupa konseyi 1997 yilinda Siber Uzayda Su¢ Uzmanlar
komitesini kurdu ve 2001 yilinda Budapeste S6zlesmesi olarak
anilan Siber Suglar So6zlesmesini kabul etti. Bazi raporlara
gore 100°den fazla iilke kendi i¢ hukuk diizenlemelerinde bu
sozlesmenin belirledigi esaslardan faydalanmistir [16]. Bu
giine kadar 35 iilke s6zlesmeyi imzalamustir.

Iktisadi Isbirligi ve Kalkinma Orgiit (Organisation for
Economic Co-operation and Development: OECD)

OECD bilgisayar suglari konusunda 6ngoriilerde bulunan
ilk uluslararasi orgiittiir [17]. Bu orgiit dogasi geregi
anlagmalar imzalamamaktadir. Bunun yerine diinya ¢apinda
koordine edilmig bir politika olusturmaya c¢aligmaktadir.
OECD biinyesinde kurdugu ¢esitli calisma gruplari araciligi
ile 2002 yilinda “Bilgi Sistemleri ve Ag Giivenligi: Giivenlik
Kiiltiirine Dogru”[18], 2008 yilinda “Cevrimi¢i Kimlik
Hirsizligt Raporu™[19] (bu dokiimanda ayni zamanda kimlik
hirsizliginin suglar hukukunda bir sug olarak kabul edilmesini
ongodrmektedir), 2009 yilinda da “Cevrimig¢i Kimlik Hirsizlig
Konusunda OECD Politika Rehberi”’[20] dokiimanlarini
yayimlamistir.

Kuzey Atlantik Antlasmasi Orgiitii (North Atlantic Treaty
Organization: NATO)

NATO orgiitii kurulug amac1 dogrultusunda, daha ¢ok iiye
ilkeleri hedef alan siber saldirilara odaklanmaktadir. NATO
Kidemli Sivil Acil Durum Planlama Komitesi (SCEPC) sivil
halk ve kritik altyapinin terdrist saldirilara karsi korunmasi
konusunda iiye iilkelere yardimda bulunmaktadir. Ayrica
NATO Sivil Iletisim Planlama Komitesi (CCPC) ise genel ve
ozel iletisim altyapilarindan sorumludur. NATO Sivil Koruma
Komitesi 2003 yilinda Kritik Altyapt Koruma Konsept
Dokiimanint yayimlamistir [21]. NATO Ter6rizmle Miicadele
Miikkemmeliyet Merkezi 2008 yilinda Ankara’da kurulmustur
[22].

Asya Pasifik Ekonomik Isbirligi Kurulusu (Asia-Pacific
Economic Cooperation: APEC)

APEC siiper giigler olarak bilinen ABD, Rusya ve Cin’i
ayni c¢att altinda toplamasi agisindan onemli bir kurulustur
[23]. APEC 1990 yilinda Bilgi ve Iletisim Calisma Grubunu
kurmustur. Bu c¢alisma grubu ise Liberallesme YoOnlendirme
Grubu, Bilgi ve letisim Teknolojileri Gelistirme Yonlendirme
Grubu ve Giivenlik ve Gelisme Calisma Grubu olmak tizere ii¢
alt ¢alisma grubu olusturmustur. Giivenlik ve Gelistirme
Calisma Grubu aglar/altyapilar/servisler/
teknolojiler/uygulamalar/e-ticaret konularinda giivenlik ve
karsilikli giiven olusturma konusunda ¢aligmaktadir. Bu gurup
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spam e-postalar, casus yazilimlar ve siber suglarin
onlenmesinde Bilgisayar Acil Durum Miidahale Ekibi
(Computer Emergency Response Team: CERT) ve Bilgisayar
Giivenligi Olay Miidahale Ekibi (Computer Security Incident
Response Team: CSIRT) yapilanmalarin1 desteklemektedir.
Bu kurulus biinyesinde ytiriitiilen 6nemli ¢aligmalardan birisi
de e-giivenlik Gorev Grubu tarafindan 2003 yilinda baslatilan
Siber Sucglar Mevzuati ve Uygulama Kapasitesi Olusturma
Projesidir.

Sanghay Isbirligi Orgiitii (Shangai Cooperation Organization:
SCO)

SCO orgiitii iiyelerini Rusya, Cin ve bazi eski Sovyet
cumhuriyetleri olusturmaktadir. Bu &rglit de 2009 yilinda
yayimladigi Yaketerinburg Agciklamas: ile bilgi giivenligini
uluslararast miisterek sistemlerde Oncelikli alanlardan biri
olarak belirlemistir. SCO iilke bagkanlarinin 2012 yilindaki
Pekin toplantisinda SCO’nun terdrizm, asirilik ve aym
zamanda siber suglarla miicadelede siki isbirligi yapacag:
duyurulmustur [4,14].

Sanal Kiiresel Gorev Giicii (Virtual Global Taskforce:VGT)

VGT Avustralya, ingiltere, Kanada, ABD, Italya, Birlesik
Arap Emirlikleri, Yeni Zelanda, Interpol ve Europol’iin {iyesi
oldugu bir kanun uygulama birimleri birlikteligidir [24]. Bu
orgiit ozellikle cocuk cinsel istismar1 konusunda sivil sektorle
de beraber ¢aligmalar yapmaktadir.

Siber Suglar Calisma Grubu Stratejik Ittifak:

Bu ittifak 2006 yilinda Avustralya, ABD, Yeni Zelanda,
Kanada ve Ingiltere’den bes kanun uygulama biriminin
katilimiyla siber suclarla miicadele amaciyla kurulmustur.

flgilenen okuyucular uluslararast bilgi giivenligi, siber
suglar ve kanun uygulama birimleri ile bu konuda
birliktelikler, organizasyonlar ve inisiyatifler hususunda
detayli bir ¢aligmay1 “Institutions for Cyber Security” baslikli
arastirmada [25] bulabilirler.

Son yillarda dlkeler siirekli olarak, ikili ve bdlgesel
isbirliklerinin siber suclarla miicadele ve siber ortam giivenligi
icin yeterli olmadigina dikkat ¢ekerek, uluslararasi miisterek
bir siber-uzay antlagmasinin gerekli oldugunu
belirtmektedirler [10].

Biitlin bu uluslararasi ¢aligmalarin ilk hedefi sayisal suclarin
onlenmesi olarak 6zetlenebilir. Ancak bu hedefe ulasmak igin
su¢ arastirma, inceleme ve delillendirme siireclerinde de
esgidim ve karsiikli  uygulanabilirligin =~ saglanmasi
kaginilmaz bir ihtiyagtir. Bu anlamda adli bilisim incelemesi
konusunda uluslararast  bir uygulama ve birliktelik
bulunmamaktadir.

1.

Adli bilisim siirekli degisen ve gelisen bir alandir. Bu ise
adli bilisim ile ilgilenen kisi ve kurumlarin yeniliklere siirekli
adapte olma zorunlulugunu gerektirmekte, ayn1 zamanda da
bu kisi ve kurumlar i¢in bazi problemlere neden olmaktadir.
Bu problemler arasinda; siirekli boyutlar: artan sabit disk gibi

ADLI BILISIM TRENDLERI VE GELECEK ONGORULERI
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depolama ortamlari, sabit disk kullanimini gerektirmeyen bazi
yontemler gelistiren saldirganlar ve kétiiciil yazilimlar ve siber
olaylara miidahale esnasinda daha hizli karar vermeye olan
ihtiyag sayilabilir.

Bilgisayarlarin ve mobil telefonlarin hizli gelisimi hayati
kolaylastirmasinin yani sira bu cihazlarin sug¢ teskil eden
faaliyetlerde de kullanilmasina yol agmistir [26]. Bu cihazlarin
karmasikligr ise hem giivenlik kontrollerinin uygulanmasini
hem de bu cihazlarin kullanildigr suc¢ faaliyetlerinin
aragtiritlmasini zorlagtirmaktadir.

Bilgisayarlarla islenen suglarin iissel olarak artmasi ile adli
bilisim, dolandiricilik, siber taciz, 6ldiirme ve ¢ocuk istismari
gibi genis bir yelpazedeki sug faaliyetlerinin arastirilmasinda
kullanilmaktadir. Burada adli bilisimin amaci1, sayisal
kanitlari, mahkemelerde kullanilmak tizere muhafaza etmek,
arastirmak ve analiz etmektir. Analiz faaliyeti, basit olarak
bilgilerin elde edilmesinden bir dizi olayin aydinlatilmaya
¢alismasina kadar degisebilir.

Adli bilisim uzmanlari, depolama ortamlari, elektronik
dosya tiirleri gibi teknolojilerin ve cihazlarin gelisimini siirekli
takip edebiliyor olmalidir. Bunlarin kullanimi ise siirekli
gelismekte ve degismekte ve adaptasyonu zorlagtirmaktadir.
Buna 6rnek olarak on yil dnce siirekli kullanilan CD/DVD
ROM’larin, flash  belleklerin  ¢ikmast ile  birlikte
kullanimlarinin  olduk¢a azalmasi, yine SSD disklerin
yayginlagsmasi ile birlikte mekanik disklerin kullanimlarinin
azalmaya baslamasi gosterilebilir.

Adli bilisim alaninda giinlimiizde yasanan ve yakin
gelecekte  yaganmaya devam  edecek en  belirgin
degisikliklerden biri, depolama ortamlari, bellek ve
iglemcilerin tiirleri, boyutlart ve hizlarinda yasanacak
degisikliktir.  Oniimiizdeki 2-3 sene iginde standart
bilgisayarlar 5TB depolama alani veya daha diisiik kapasitede
fakat elektronik olan SSD diskler ile gelecek, flash bellekler
ise 250 GB veriyi tasiyabilecektir. Bu nedenle, bugiin
oldugundan ¢ok daha biiyiik boyutta verilerin analiz edilmesi
ve ayrigtirllmast s6z konusu olacaktir. Bununla beraber
bilgisayarlar da 7 veya 8 kat daha hizli calisacaktir.
Geleneksel adli bilisimin zorluklarindan biri, sabit disklerin
boyut ve sayilarina gore veri toplamanin saatler hatta bazen
giinler almasidir. Dogrulama yaptiktan sonra adli bilisim
uzmanlari, uzun zaman alan yiiksek boyutlu veriler iizerinde
calismaktadirlar.

Bu problemi asmak ise “Canli adli bilisim” ‘in
yayginlagsmasi ile miimkiin olabilecektir. Canli adli bilisimden
kasit, cok yliksek miktarda veri ile karsilasildiginda; gecici
verinin toplanmasi, sabit diskin bazi alanlarinin bazi sorularin
cevaplanmasi i¢in analiz edilmesi ve tiim sabit diskten veri
toplanmasinin veya diger sistemlerin analiz edilmesinin
gerekip gerekmediginin belirlenmesidir.

Diger yasanacak gelismeleri ise; Uzmanlik olarak adli
biligim alaninin geniglemesi ve adli bilisim araglarinin daha
ozel hale gelerek veri toplama ve islemenin otomatiklesmesi
olarak siralamak miimkiindiir. Her ne kadar bu gelisme, daha
az egitimli insanlarin bu araglari kullanabilecegi anlamina
gelse de, donanim ve yazilimlarin daha karmasik hale gelmesi
ile gelecegin adli bilisim uzmanlarinin, bunlar1 yonetebilmek
icin daha detayli teknik bilgilere sahip olmasmi
gerektirebilecektir.
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Ote yandan, adli bilisim, su¢ arastirmalarmin disinda
giivenlik ve mahremiyet risk degerlendirmesinde veri
eslestirmesi, fikri miilkiyet haklarinin otomatik olarak
aranmast gibi diger alanlarda da kullanilmaya baslanmistir. Bu
kullanimlarin yakin gelecekte daha da yayginlagsmasi s6z
konusu olabilecektir. Bu sekilde adli bilisimin sadece bir
inceleme mekanizmasindan ¢ikarak bir 6nleme ve uyumluluk
saglama mekanizmasina donigmesi de soz konusu
olabilecektir.

Siber Sug¢larla Miicadele

Adli bilisim alanindaki teknoloji ve araglarin siirekli ve hizli
degisiminin diger bir boyutu da siber suglar ve suclularla
ilgilidir. Emniyet giiclerinin ve ulusal giivenlik kuruluslarinin,
yeni teknolojileri farkli kanunsuz yollarla kullanma egiliminde
olan suclular, organize su¢ Orgiitleri, devlet destekli veya
desteksiz gruplara kargi miicadelede adli bilisim kapasitelerini
teknik ve prosediirel olarak siirekli gilincel tutmalari ve
gelistirmeleri gerekmektedir. Emniyet giicleri tarafindan bu
kapasitenin saglanabilmesi i¢in ise, bu alanda ar-ge
faaliyetlerine kaynak tahsis edilmesi gerekmektedir.

Fiziksel Bellek Adli Bilisimi

Siber suglar ile ilgili olarak adli bilisimin en temel
giicliikleri, fiziksel bellek (elektronik sabit diskler de dahil
olmak {izere) ve bulut bilisimdir.

Statik depolama ortamlarina kiyasla, fiziksel bellekler, ayni
somut sayisal delilleri saglamamakta, delillerin muhafazasi,
toplanmasi ve analiz edilmesi de daha zor olmaktadir [27].
Fiziksel bellek ortamlarinda depolanan verilerin gegici
nitelikte olmasi, genellikle belirli bir isleme yonelik olarak
dogrudan bir kanit olugturmamasina yol agmaktadir.

Bunula Dbirlikte, fiziksel belleklerde artik verilerin
bulunmasi, geleneksel yontemler ile toplanamayacak olan
bilgilerin toplanmast i¢in fiziksel bellek adli biligim
tekniklerinin gelistirilmesi i¢in firsat olusturmaktadir. Isletim
sistemi veya uygulamalar tarafindan kullanilan veriler fiziksel
bellekte uzun siire kalabilmekte ve kullanicinin buna
miidahale imkam kisith olmaktadir. Ote yandan, fiziksel
bellek boyutlar1 ve depoladiklart veri miktarlar gitgide
artmakta, elektronik  sabit  disklerin  kullanmimi  da
yayginlagmaktadir.

Bulut bilisim gibi glinimiiz teknolojik gelismelerinin
1s1ginda, fiziksel bellekten veri toplanmasi ve analizinin
getirisi, risklerine gore daha agir basar hale gelmistir.

Bulut Bilisim Ortaminda Adli Bilisim

Bulut bilisim ise artan bir sekilde yayginlasan ve adli bilisim
uzmanlar1 i¢in zorluklar oldugu kadar firsatlar da sunan bir
alandir[2]. Bulut bilisim ortamlari, siber suglular tarafindan
siklikla saldirtya maruz kalan ortamlardir. Bu da siber suglarin
tespitinde daha yiiksek hacimde analiz edilecek olan sayisal
delil anlamina gelmektedir.

Bulut bilisimin suclular tarafindan kullanimi, kullandiklari
cihazlarin sanallagmasi, cografik olarak dagitik olmasi ve kisa
siireli olmas1 anlamina gelmektedir. Bu ise bunlarin tespit
edilmesi ve ele gegirilmesinde emniyet giiclerine teknik ve
yasal olarak zorluklar getirmektedir.

Sanallastirma ve buna istinaden mevcut adli bilisim analiz
araglarinin  kullanilamamasi, sayisal kanitlarin  bulundugu
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ortamlarin net bir gsekilde bilinememesi, mahremiyet hususlari
ve yasal sinirlar adli biligim alaninda en ¢ok zorluk yasanacak
konular olacaktir.

Bu noktada, sadece kismi verinin, bir den fazla lokasyondan
ve cesitli formatlarda ve farkli kanuni diizenlemeler altinda
yasal olarak nasil temin edilebilecegi konusunda
arastirmalarin yapilmasi ve birlikte caligmaya ihtiyac vardir.

Yukarida belirtilen adli bilisimin Oniindeki zorluklara
istinaden, bu alanda yeni bazi yaklasimlarin getirilmesinin
kaginilmaz oldugu degerlendirilmektedir [28]. Temel olarak
adli bilisim alanindaki yonelimler &zetlenecek olursa; Cihaz
inceleme yaklagimindan, olaym incelenmesi yaklagimina
gecilmesi, veri merkezli analizden, inceleme merkezli analize
gecilmesi ve ara¢ tabanli adli bilisimden, hizmet tabanli adli
bilisime gecis yapilmasi seklinde tanimlanabilir.

IV. BILIRKISILIK VE BILIRKISI CALISMA USULLERI

Mahkemelerde yapilacak bilirkisilik ile diizenleme
01.10.2011 tarihli 6100 sayili Hukuk Muhakemeleri
Kanununda (HMK) diizenlenmistir. Kanunun doérdiinct
kismmin besinci bdliimii mahkemelerde bilirkiginin nasil
gorevlendirilecegi  ve  bilirkiginin  ¢alisma  usullerini
kapsamaktadir. Ancak kanunda tanimlanan ve ¢alisma usulleri
belirlenen bilirkisi hizmetleri genel kapsamda olup, bilisim
suglarmin incelenmesinde ihtiya¢ duyulan detaylari dogal
olarak icermemektedir. Bilirkisi teriminin farkli tanimlar1
bulunsa da en genis yaklagim ile “hakim tarafindan goriisiine
basvurulan kisidir” seklinde ifade edilebilir. HMK’da bilirkisi
goriisiine bagvurulacak durumlar “¢6ziimi hukuk disinda, 6zel
veya teknik bilgiyi gerektiren haller” olarak belirlenmistir.
Mahkemelerde bilirkisi gorevlendirmesi ise mahkeme
tarafindan kendiliginden veya taraflarin birinin talebi iizerine
yapilir. Mahkemelerde gorevlendirilecek bilirkisiler ise bolge
adliye mahkemesi adli yargi adalet komisyonlar1 tarafindan,
her y1l diizenlenecek olan listelerle belirlenmektedir. Goriisiine
bagvurulacak bilirkisi miktar1 i¢in ise HMK 267/1 maddesinde
mahkemelerin  bilirkisi ~ olarak  yalmizeca  bir  kisi
gorevlendirebilecegi, ancak gerekcesi agikga belirtilmek
suretiyle tek sayida birden fazla kisiden olusturulacak bir
kurulun  gorevlendirilmesine de 1imkan tanimmaktadir.
Bilirkigilere goriislerine bagvurulan konularda raporlarini
hazirlamak {izere en ¢ok {i¢ ay siire verilebilir. Gerekli goriilen
durumlarda ise bu siire ¢ ay daha uzatilabilir. Bilirkisi
raporlarinin nasil olmasi gerektigi konusunda ise kanunda
sadece bilirkisilerin hukuki degerlendirmede bulunamayacagi
belirtilmektedir. Bilirkisi raporun hazirlanma sekli ve ornek
raporlar ile ilgili literatiirde bir¢ok yaymn mevcuttur [26].
Ancak bu yaymlarin hi¢ birisi sayisal sistemler ve bilisim
suglarinin  incelemelerinde  hazirlanacak  raporlar  igin
6zellesmis bir yapry1 igermemektedir.

Bilirkisilik ve bilirkisi ¢alisma usulleri ile ilgili mevcut
diizenleme ve uygulamalar incelendiginde bu hizmetlerin adli
bilisimin gerek ve ihtiyaglari dogrultusunda 6zellesmedigi
goriilmektedir. Mevcut genel bilirkisilik diizenlemelerinin de
adli bilisim hizmetlerinin ihtiyaglarin1 karsilamada yetersiz
kaldig1 goriilmektedir [29].
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V. ADLI BILISIM HIZMETLERI ALANINDA PROBLEMLER VE
COZUM ONERILERT

Adli bilisim kavrami goreli olarak yeni bir kavramdir ve
gelisen teknolojilere paralel olarak sug tiirlerinin degismesi ve
dolayis1 ile kamt toplama ve analiz etme yoOntemlerinin
degismesi sonucu ortaya ¢ikmistir. Bu agidan bakildiginda adli
bilisim ile ilgili en temel problem alanla ilgili yeterli sayida ve
yetkinlikte personel bulunmamasidir. Bu husus hem adli
bilisim alaninda gorev alan teknik personel anlaminda hem de
isin hukuki boyutunda goérev alan hukuk¢ular anlaminda
gecerlidir. Bu anlamda son yillarda adli bilisim alaninda
yiiksek dgrenim seviyesinde dnemli gelismeler yasanmaktadir.
Bazi iiniversitelerde adli bilisim yiiksek lisans programlar
acilmaktadir. Bunun yaninda lisans seviyesinde de hem
bilgisayar bilimleri alanindaki boéliimlerde adli bilisim teknik
altyapisi ile ilgili, hem de hukuk fakiilteleri bilinyesinde
konunun hukuki yonleri ile ilgili dersler ag¢ilmaktadir.
Teknolojik gelismeler 1s1ginda sayisal ortamlardaki sug
miktarindaki artisa paralel olarak adli bilisim uzmanlarina
duyulan ihtiyacin da artacagi goz 6niinde bulundurulursa, adli
bilisim alanindaki egitim-6gretim faaliyetlerinin artirilmasi
gerektigi sonucuna varilabilir.

Adli bilisim alanindaki bir diger problem ise adli bilisim
alaninda goérev alacak bilirkisilerin  belirlenmesi ve
yetkinliklerinin 6l¢iilmesi konusudur. Yukarida da belirtildigi
izere adli bilisim konusunda goérev alabilecek teknik
personelin egitimi konusunda iilkemizde ¢esitli cabalar
olmasina ragmen heniiz adli bilisim uzmanmin resmi bir
tanimlamasi yapilmis degildir. Bunun yaninda hangi egitimleri
almis kisilerin adli bilisim uzmani olabilecegi, bir adli bilisim
uzmaninin tagimast gereken yetkinlik sartlari, bu sartlarin
karsilanip karsilanmadiginin nasil belirlenecegi konusunda
ortaya konmus gerek ulusal bazda gerekse de uluslararasi
diizeyde bir standart/kriter ya da benzeri bir uygulama
bulunmamaktadir. Adli bilisim uzmanlarinin yetkinliklerini
belirleyen ve belgeleyen bir sertifikasyon programinin
bulunmamasi, mahkemelerce gorevlendirilecek bilirkisilerin
hakimlerce  belirlenmesi  asamasinda ciddi  sikintilar
yaratmaktadir. Bu problemin ¢oziimii i¢in Oncelikle Tirk
Standardlar1  Enstitlisii  biinyesinde ulusal diizeyde bir
sertifikasyon programinin baglatilmasi ve adli bilisim uzmani
olma yetkinligine sahip kisilerin belgelendirilmesi, sonrasinda
da bu sertifikasyon programinin ulusalararasi bir standarda
dondiistiiriilmesi i¢in ¢alismalarin baglatilmasi 6nerilmektedir.

Yukarida bahsedilen yetkinlik problemine ilave olarak
uzmanhik alt alanlarinn  da  belirlenmesinin  yapilacak
calismalar i¢in faydali olacagi degerlendirilmektedir. Zira adli
bilisim kapsaminda inceleme yapilmasi gereken birgok sayisal
ortam s6z konusu olabilir ve bu ortamlarin her biri 6zel bir
uzmanlik gerektirebilir. Bu kapsamda degerlendirildiginde
adli bilisim; veri kurtarma, igletim sistemi, veri tabani
incelemesi, bilgisayar aglar1 alani, cep telefonu ve mobil
cihazlar gibi alt alanlara ayrilabilir. Bu alt alanlardan birinde
uzman olan bir kiginin diger alanda bilgisi bulunmayabilir. Bu
problemin ¢dziimii i¢in belki de yapilmasi gereken yukarida
Onerilen sertifikasyon programimin alt alanlara gore
ayristirilmast ve her bir alan i¢in ayr1 ayr sertifikasyon
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igleminin gergeklestirilmesidir.

Buradaki hususlara ek olarak dikkat edilmesi gereken bir
diger husus da teknolojinin hizli degisimine paralel olarak adli
biligim yetkinlik sartlarinin da degisebilme gereksinimidir. Bu
nedenle uygulanacak sertifikasyon programinin belirli
stirelerle yenilenmesi ve gelisen teknolojilere paralel olarak
kisi yetkinliklerinin periyodik araliklarla (6rnegin 2 yil gibi)
yeniden gozden gecirilmesi, kontrol edilmesi ve gerekli
sartlar1 tasiyan kisilere sertifikasyonun yeniden verilmesinin
uygun olacagi degerlendirilmektedir.

Adli bilisim alanindaki bir diger problem ise kullanilan
araglarla ilgilidir. Adli bilisimde yapilan tim incelemelerde
bazi hazir yazilim ve/veya donanim araglari kullanilmaktadir.
Bu araglara 6rnek olarak SANS-SIFT, EnCase, FTK, Sleuth
Kit, Wireshark, vb verilebilir. Bu araglarin her biri adli biligim
alaninda 6nemli bilgiler saglamaktadir. Ancak bu araclarin
performanslarinin ve iglevselliklerinin 6l¢iilmesi anlaminda bir
degerlendirme bulunmamaktadir. Bu araglardan elde edilen
bilgilerin ne derece saglikli oldugu ve ne derecede giivenilir
oldugu konularinda bir degerlendirme yapilmasi ve belki de
bu araglarin  performans ve  gilivenilirligi  iizerine
sertifikasyonlarinin ~ yapilmasi, adli  bilisim  alaninda
kullanilabilirliklerini ~ artiracaktir.  Ayrica bu  araglarin
kullanimi  durumunda bilgi gilivenligi riskleri  olusup
olusmadigt  hususunun da ayrica  degerlendirilmesi
gerekmektedir. Bu araglarin hazirlanacak bir koruma profiline
gore giivenlik sagladiklarinin belgelendirilmesi igin Ortak
Kriterler Belgelendirme Programi kapsaminda
degerlendirilmeleri faydali olacaktir.

Adli bilisim alaninda bilirkisi olarak gorevlendirilen
kisilerin yetkinliklerinin tam olarak belli olmamasi, bu
kisilerin kullandiklar1 adli bilisim araglarinin giivenilirlikleri
konusunda bir fikir birligi saglanmamis olmasinin yaninda
bilirkisilerce hazirlanan raporlarin igerik ve kapsami
konusunda da belirsizlikler s6z konusudur. Her bilir kisi
yaptig1 calismalar ve elde ettigi bulgular 1s18inda bir rapor
hazirlamaktadir. Oysaki hem bu raporlarin okunabilirliginin ve
anlagilabilirliginin ~ saglanmast hem de bu raporlara
giivenilirligin saglanmas: ig¢in, rapor kapsaminda hangi
hususlarin yer almasi gerektigi, hangi araglarin kullanildigi,
hangi analizlerin yapildig1 ve hangi bulgularin elde edildiginin
belirli bir format kapsaminda sunulmasi faydali olabilir.
Bunun i¢in bir rapor formatinin gelistirilmesi ve bu formata
uyumun saglanmasi faydali olacaktir.

VI. SONUC VE ONERILER

Bu caligmada ulusal ve uluslararasi diizeyde adli bilisim
konusu ele alinmis, mevcut durum Ozetlenmis, gelecek
ongoriileri yapilmis ve alandaki problemler ve ¢dziim onerileri
sunulmustur.

Adli bilisim goreceli olarak diger bilgi teknolojileri alanlar1
ile karsilastirildiginda yeni bir alan olup teknolojinin
gelisimine paralel olarak hizli degisim gosteren bir alandir. Bu
alandaki en temel problem konuya hakim uzman personel
eksikligidir. Bunun yaninda adli bilisim alaninda ¢alisacak ve
ozellikle de mahkemelerde bilirkisi olarak gorevlendirilecek
personelin tagimasi gereken niteliklerin belirlenmemis olmasi
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da bu konuda etkendir. Bu nedenle adli bilisim uzmanlarinin
yetkinlik sartlarinin belirlenmesi ve bu yetkinlik sartlarinin
Ol¢iilmesi kritik 6nem arz etmektedir. Bu probleminin ¢dzimii
icin hem wulusal diizeyde hem de uluslararasi diizeyde
standartlarin hazirlanmas1 ve belgelendirme programlarinin
baglatilmasi elzemdir.

Diger bir problem ise, adli bilisim alaninda yerli @iriin ve
teknoloji olmamasi ve bu alandaki gelismelerin yeterince takip
ve adapte edilememesidir. Adli bilisim alaninda oniimiizdeki
donemde 6nemli gelismelerin yasanacagi ve hukuki siireglerin

saglikli  yiiriitilmesi agisindan bunlarin  takip edilmesi
gerektigi asikdrdir. Bu alanda o6zellikle yerli driinlerin
gelistirilerek,  kullanimlarmin  yayginlastirilmas:  yakin
gelecekte adli  bilisim  ¢aligmalarmin  yayginlasacagi
distiniildiigiinde isabetli olacaktir.
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Siber Saldirilarda Istismar Kitlerinin Kullanimi
Uzerine Bir Analiz ve Savunma Onerileri

E. U. Kiigtiksille, M. A. Yalginkaya, O. Ugar

Ozet— internet iizerinde siber saldirganlar tarafindan
gerceklestirilen saldirilarin biiyiik bir kismimin, istismar Kkitleri
aracihgi ile gergeklestirildigi bilinmektedir. istismar kitleri hedef
sistemlere yonelik saldirilar1 otomatize etmek i¢in olusturulmus,
icerisinde hedef sistem iizerinde bulunan giivenlik ac¢iklarindan
yararlanmaya yonelik olarak casus yazilimlar, istismar kodlar1 ve
diger bilesenlerin bir arada bulundugu bir platformdur. Bu
calismada, saldirganlar tarafindan istismar kitleri aracihig ile
gerceklestirilen saldir1 tipleri incelenerek, kullanicilara istismar
kitlerine karsi alinabilecek 6nlemler sunulmustur. Ayrica istismar
kitlerinin kaynaklar1 ve hedef aldiklar1 uygulamalar, arastirma
raporlarindan elde edilen istatistiki verilerden faydalamlarak
incelenmistir. Gergceklestirilen ¢caliyma, istismar kitlerinin neden
oldugu zararh yazihm yiiklemeleri, sistem tahribatlar1 ve veri
hirsizhiklar1 gibi bilgi giivenligi alaminda Kkarsilasilan onemli
problemlere yonelik ¢6ziimler sunmaktadir.

Anahtar  Kelimeler— Bilgi Giivenligi, indirme Tabanlh

Saldirilar, istismar Kitleri, Veri Hirsizhi@

Abstract— A major part of the cyber-attacks that are
performed by the hackers are carried out by means of the exploit
kits. An exploit kit is a platform that is created automate the
attacks against the vulnerabilities located on the target system
and includes a combination of exploits, spywares and other
components that attempt to exploit these vulnerabilities. In this
study, we investigated the attack types which are performed by
the cyber attackers through the exploit kits and we present
different defense methods to prevent attacks of exploit kits. In
addition, the source of the exploit kits and the applications they
targeted are examined making use of the statistical data that
obtained from research reports. Besides, performed study offers
solutions against major problems encountered in the field of
information security that caused by the exploit kits such as
malware installations, destruction of the systems and data theft.

Index Terms— Data Theft, Drive-by Download Attacks,
Exploit Kits, Information Security

1. Giris
( iﬁnﬁmﬁzde internet siteleri tizerinden hedef sistemlere

yonelik zararli yazilimlarin indirilmesi ve

calistirlmasinda  6nemli  bir artis  gozlemlenmektedir.

E.U. Kiigiiksille, Siileyman Demirel Universitesi Bilgisayar Miihendisligi
Bolumii, Merkez, Isparta, Tirkiye; (e-posta: ecirkucuksille@sdu.edu.tr)

M.A. Yalginkaya, Siileyman Demirel Universitesi Bilgisayar Miihendisligi
Bolimii, Merkez, Isparta, Tirkiye (telefon: +90(246)2111381; e-posta:
mehmetyalcinkaya@sdu.edu.tr)

O. Ugar, Bilgi Giivenligi Egitim ve Damsmanlik Ltd.Sti., Kozyatagi,
Kadikdy, Istanbul, Tiirkiye (e-posta:ozan.ucar@bga.com.tr)

Bilgisayar kullanicilarinin internete baglanmasi ve dis diinya
ile etkilesimde bulunmalarini saglayan en Onemli araglar
internet tarayicilardir. Bir¢ok internet tarayicisi giiniimiizde
isletim sistemi kurulumlarinda otomatik olarak
yiiklenmektedir.  Internet tarayicililarimin  oldukga stk
kullanilmasi, onlar1 saldirganlarin kurbanlarina erigmelerinde
en onemli kopriilerden biri haline getirmistir. 2014 yilinda
yapilan bir arastirmaya gore, internet kaynakli tehditlerin
biiyiik bir ¢gogunlugunun, kullanicilarin ziyaret etmis olduklari
zararl internet siteleri ve kullandiklari internet tarayicilar ile
tarayict  eklentileri  lizerinden  gerceklestirildigi  tespit
edilmistir[1]. Kullanicilarina indirme tabanli saldirilar sunan
istismar Kkitleri ile internet tarayicilart iizerinde bulunan
giivenlik aciklar1 hizli bir sekilde kesfedebilmekte ve bu
giivenlik aciklarindan yararlanilarak zararli yazilimlar hedef
sistemlere yayilabilmektedir [2]. Ayrica, tim bu islemler
otomatize olarak gerceklestirilmektedir. Istismar kitleri,
kullanicilara yonelik kimlik hirsizlig1 ya da internet bankaciligt
dolandiriciligr gibi eylemlerden, bir kurumun giivenlik duvari
arkasindaki bir bilgisayara erigim saglayarak son derece kritik
sistemler iizerinde biiyiik hasarlara neden olmaya kadar varan
birgok farkl: saldirt senaryolarinda basarili olabilmektedir.
Siber sug piyasalarinda istismar kitleri her gegen giin artan
bir ivme ile islem goérmektedir. Diinya ¢apinda ki internet
kullanicilarma yonelik saldirilarin  yaklagik ticte ikisinden
istismar kitleri sorumludur{3]. Istismar kitleri, sahsi bilgisayar
kullanicilarindan,  kurumsal aglar igerisinde  bulunan
kullanicilara kadar biitiin bilgisayar kullanicilar1 igin ciddi bir
tehdit olusturmaktadir. Bir istismar kitinin en temel
karakteristiklerinden biri, temel seviyede bilgisayar kullanma
yetenegine sahip herkes tarafindan kullanilabilecek basitlikte
bir kullanima sahip olmasidir. Cogunlukla yeralt:
forumlarindan temin edilebilen istismar kitleri, kullanici dostu
bir web ara yliziine sahip olmalar1 sayesinde kullanicilarina,
bir bilisim teknolojisi uzmani ya da giivenlik uzmani
seviyesinde teknik bilgiye sahip olmadan, basarili saldirilar
gerceklestirmelerine olanak saglamaktadir. Istismar kitlerinin
bir diger avantaji da kullanicinin, hedefe yonelik saldiri
islemlerinde kullanilacak olan istismar kodlarmin nasil
olusturuldugunun bilmesine gerek olmamasidir [4].
Uluslararas1 akademik diinyada istismar kitleri konusunda
yapilmis ¢esitli ¢alismalar mevcuttur fakat iilkemizde heniiz
istismar kitleri konusunda bir ¢alisma yapilmamistir. Bunun
nedeni, istismar kiti gelistiricilerinin, piyasaya siirdiikleri
istismar kitlerinin kaynak kodlarmimn kopyalanmasina engel
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olmak amaci ile iriinlerinde cesitli sifreleme yontemleri
kullanmalaridir.

Florian Malecki [2] calismasinda, istismar kitlerinin girket
aglar1 tizerinde olusturabilecegi zararlara deginmistir,
kurumsal aglar1 istismar kitlerine karsi daha giivenli hale
getirmek i¢in bir takim Onlemler ve tavsiyeler sunmustur.
Allodi ve arkadaslari [3] yeralt1 forumlarindan elde ettikleri 10
farkli istismar Kitini, olusturduklart MalwareLAB adindaki bir
izole ortam igerisinde test etmislerdir. Calismalarinda zaman

igerisinde farkli sistemler tizerindeki yazilim
yapilandirmalarini degistirerek, bu degismelere karsi istismar
kitlerinin ~ esnekliklerini  test  etmislerdir. Yazarlar

gergeklestirdikleri testler sonunda, yazilim giincelleme ve
yapilandirmalarina kars1 istismar kitlerinin iki farkli role
biirlindtigiinii belirtmislerdir. Bazi istismar kitlerinin yazilim
giincellemelerine karst daha esnek olduklarmi fakat bunun
yaninda daha diisiik oranlarda enfeksiyon Dbasarisi
sagladiklarini, bazi istismar kitlerinin  ise  yazilim
giincellemelerine karsi ¢ok direngsiz olduklarini fakat etkili
olduklart zaman araliklarinda ¢ok yiiksek enfeksiyon
oranlarina ulastiklarini belirtmislerdir. Kotov ve Massacci [5]
caligmalarinda, indirme yolu ile gergeklesen saldirilarin
arkasindaki temel araglar olan 30 farkli istismar kitinin kaynak
kodlarinin  6n analizini paylasmislardir. Gergeklestirilen
¢alismalar sonunda istismar kitlerinin karakteristik 6zellikleri
cikartilmig, istismar kitlerinin ip engelleme ve kod sasirtma
tekniklerini kullandiklarini, kullanicilaria kitleri
kisisellestirme imk&n1 sagladiklarmi ve gerceklestirilen
saldirilar1 takip edebilmek icin istatistiki veriler sagladiklarini
belirlemislerdir. Moyatama ve arkadaglar1 [6] ¢alismalarinda,
istismar Kkitleri gibi zararli yazilimlarin temin edilebildigi alti
farkli yer alti forumu iizerinde ¢aligmalar gergeklestirmislerdir.
Gergeklestirilen ¢alismada forumlarin  sosyal ag yapisi
karakterize edilmis ve bireylerin bu ortamlarda diger iiyelerin
giivenlerini  kazanmalar1 veya kaybetmeleri igin ne tiir
durumlarin olusmasi gerektigine deginilmistir. Yazarlar ilgili
caligsmanin, yeralti forumlariin sosyal dinamiklerinin ve e-su¢
pazarinin verimliliginin incelenecegi daha genis bir arastirma
calismasinin ilk adimi olduguna deginmislerdir.

Bu calismada; gergeklestirilmis diger c¢aligmalardan farkli
olarak, istismar kitlerinin gelistirildikleri ilkeler, temin edilme
stirecleri, kullanildiklar1 saldirilarin  genel akist ve bu
saldirilarda hedef aldiklar1 uygulamalar ¢esitli aragtirma
raporlarindan elde edilen istatistiki veriler 1s181nda incelenmis
ve istismar Kkitlerine karst savunma oOnerileri sunulmustur.
Calismada 2. Boliimde istismar Kkitleri, {iiretildikleri tlkeler
bazinda incelenmis ve bir istismar kitinin hangi ortamlardan
hangi sartlar ile temin edildigi arastirilmistir. 3. Boliimde
istismar kiti tabanli saldirilarin izledikleri genel metodoloji
incelenmis ve saldirilarda hedef alinan uygulamalar istatistiki
veriler lizerinde tartisilmistir. 4. Boliimde, onceki boliimlerde
elde edilen verilere dayanarak istismar Kkitlerine kars
almabilecek Onlemler sunulmus, 5. Bolimde gerceklestirilen
calismanin sonuglarina deginilmistir.

ISCTurkey 2014
Proceedings/Bildiriler Kitab1

II. ISTISMAR KITLERININ EVRIMi VE YERALTI PAZARLARDA
ISTISMAR KiTLERI

Bir istismar kiti, siber suglular tarafindan kullanilan ve indirme
tabanli saldirilar gergeklestiren yazilim aracidir. Bir istismar
kitinin asil amaci, hedef sistemler iizerinde yer alan internet
tarayicilarda bulunan giivenlik agiklarindan faydalanarak,
hedef sistemlere gizlice =zararli yazilim indirmek ve
calistrmaktir [S]. Siber saldirganlarin istismar Kkitlerini
kullanarak izledikleri saldir1 tekniklerine deginmeden Once,
istismar Kkitlerinin gecmisine ve bir istismar kitinin bir
saldirgan tarafindan hangi ortamlardan temin edilebilecegine
deginmek gerekmektedir.

Uretilen ilk istismar kitleri 2005 yilinda piyasaya
stirlilmiistiir. Buglin yaymmlanan istismar kitlerinin biiyiik
cogunlugu, gelisen yer alt1 siber piyasalarina sahip olan Rusya
ve Cin gibi ilkelerde gelistirilmektedir. 2012 yilinda
yayinlanan bir aragtirma raporuna gore, lretilen istismar
kitlerinin %69’ unun Rusya kaynakli oldugu belirtilmistir.
Rusya’y1 ikinci sirada Cin ve {giincii sirada da Brezilya’ nin
izledigi ifade edilmistir. Aragtirmaya mevcut istismar
kitlerinin %20’ sinin hangi ilke kaynakli oldugu heniiz
belirlenememistir [7]. Istismar Kkitlerinin {iretildikleri iilke
oranlar1 Sekil 1’ de gosterilmektedir.

Rusya, istismar kitlerini gelistirerek yiiksek miktarda kazang
saglayan siyah sapkali gelistiriciler ile birlikte uzun bir siber
su¢ gegmisine sahiptir. St. Petersburg merkezli Rusya Is Ag
(RBN) gibi kuruluslar yillar boyunca istismar kiti
gelistiricilerine bir siber sug¢ platformu saglayarak istismar
kitlerinin gelismesinde 6nemli bir rol oynamistir. RBN yillar
boyunca istismar kiti gelistiricilerine web sitesi hosting imkan1
saglamig, bunun yani sira uluslararasi alicilar ile igbirligi
yapma ve iiriinlerini pazarlamalarina izin vermistir [4].

m Rusva
mCin
u BirzAlwa

Kaynaf: Bilinmeyen
Istizmar Kitleri

Sekil 1. Uretilen istismar kitlerinin iilkelere gére dagilimi[7]

Yasadisi olmanin dogasi nedeni ile istismar kitlerinin elde
edilmesi zor bir siirectir. Farkli yetenek ve fonksiyonelliklere
sahip istismar kitler yer altt forumlarda farkli fiyat
araliklarinda satisa sunulmaktadir [3]. Bu forumlar Google
gibi popiiler arama motorlarinda indekslenmemislerdir. Bu
yiizden s6z konusu forumlara erismek icin daha detayli bir
arama islemi gerceklestirmek gerekmektedir. Yer alti
forumlarina erisim saglanabilmesi halinde dahi, bir istismar
kitinin forumlardan temin edilmesi kolay bir siire¢ degildir.
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Bir¢ok organize sug grubu gibi, siyah sapkali siber saldirganlar
da kendi Ozel alanlarma (yeralti forumlar1) disaridan erigim
saglanmasina kolay kolay izin vermemektedirler. S6z konusu
forumlarin birgogu i¢in kayit sartlar1 cok agirdir ve genellikle
kayit olabilmek i¢in forum igerisinde bir kullanicidan referans
gerekmektedir. Ayrica kayit olma bagvurusunda bulunan
kisiden, degerlendirme amaciyla geg¢mis siber deneyimlerine
yonelik bir takim kisisel bilgiler de istenmektedir[4].

Birgok yasal ticari yazilimda oldugu gibi, istismar kitleri de
belirli siire araliklarinda tanimlanmis lisanslara sahiptirler.
Istismar kitleri i¢in farkl fiyat araliklarinda ii¢ aylik, alt1 aylik
ya da yillik lisans ¢esitleri bulunmaktadir [2]. Kullanicisina
¢ok fazla fonksiyon olanagi saglamayan ve biinyesinde,
giincelligini yitirmis ve yaygin olarak kullanilan istismar
kodlarimi igeren tipik bir istismar kiti dahi ¢esitli fiyat
araliklarinda islem gormektedir. Yeralti piyasalarinda islem
goren en pahali istismar kitleri ise biinyelerinde ¢ok gizli ve
karmasgik istismar kodlarin1 bulundurmakta, hatta bazi gesitleri
sifir giin giivenlik agiklarini hedef alan istismar kodlarini
icermektedirler. Istismar kiti yazarlari, gelistirdikleri iiriinler
iizerinden maddi kazang sagladiklar1 ic¢in  irtnlerini
lisanslamaya 6nem vermekte, licretsiz olarak dagitilmasini ve
yayilmasini engellemek igin iriinlerinde kaynak kodu koruma,
lisanslama, tek bir sunucuya baglanma gibi teknikler
kullanmaktadirlar. Birgok istismar kiti, satildigi miisterisine ait
olan sunucudan farkli bir sunucu altinda ¢alismasina imkan
tanimayan IonCube yazilimi ile korunmaktadir [5].

ISTISMAR KiTi TABANLI SALDIRILAR VE HEDEF ALDIKLARI
UYGULAMALAR

III.

Istismar kitleri, internet tarayicilari ve tarayici eklentileri
iizerinde yer alan gilivenlik aciklarimi hedef alan istismar
kodlarim1  biinyesinde  barindiran  bir  paket olarak
tammlanabilir. Istismar kitleri kurbanlara yonelik indirme
tabanl saldirilar gerceklestirmektedir. Yapilan ¢alismalarda en
tehlikeli zararli yazilim ailelerinin ¢ogunlukla indirme tabanli
saldirilar ile yayildiklart tespit edilmistir [8]. 2013 yilinin
aralik aymda yaymlanan bir arastirma raporuna goére diinya
iizerinde istismar kiti tabanli saldirtlarda kullanilan istismar
kitlerinin baginda Neutrino istismar kiti gelmektedir. Neutrino
istismar kitini ikinci sirada bulunan Redkit istismar Kkiti
izlemektedir. 2012 yil1 ve Oncesinde Blackhole istismar kiti,
diinya genelinde indirme tabanli saldirilarda en ¢ok kullanilan
istismar kiti iken, gerek 2012 yilinda piyasaya siiriilen yeni
istismar kitleri, gerekse gelistiricisinin 2013 yili ekim aymnda
tutuklanmasindan dolayi, siralamada yerini kaybetmistir [9].
2013 yilinda gergeklesen indirme tabanli saldirilarda istismar
kitlerinin kullanim oranlar1 Sekil 2’ de gosterilmistir.

Bir istismar kiti; isletim sistemi, tarayici ya da diger
uygulamalar1  hedef almak i¢in olusturulmus istismar
kodlarmin bir listesi ile PHP ve HTML dosyalariin bir araya
gelmesi sonunda olusan bir paket olarak tanimlanabilir[8].
Saldirganlar tarafindan yeralti forumlardan temin edilen
istismar Kkitleri, saldirgana ait bir sunucu {izerine bulunan bir
web sitesi icerisine yerlestirilmektedirler. Saldirgan c¢esitli
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yontemler kullanarak kurbanlarinin istismar kiti barindiran
web sitesini ziyaret etmesini saglamaktadir. Kurbanin zararh
web sitesini ziyaret etmesi ve istismar kitinin hedef sisteme
sizma isleminde basarili olmasi durumunda; veri kaybi, fikri
miilkiyet hirsizligi, mali dolandiricilik ve is verimliliginde
diisiis gibi sonuglar ortaya ¢ikabilmektedir [2].

B Neutring
m Bilinmeven Istismar Kitleri
m Redkit
u SweetOrange
= Styx
® Glazunov/ Sibhost
MNuclear
Blackhole/ Cool
Other

Sekil 2. 2013 yilinda siber saldirilarda istismar kitlerinin kullanim oranlart [9]

Hedef aldiklar1 kurbanlarmin, istismar kitini biinyesinde
barindiran web sitesini ziyaret etmelerini saglamak igin
saldirganlar tarafindan gesitli yontemler kullanilmaktadir. Bu
yontemlerden ilki, kurbanlarin dikkatlerini ¢ekebilecek
mesajlar ya da resimler ile birlikte istismar Kitlerinin
bulundugu web sitesine yonlendiren bir web adresini igeren
sosyal mithendislik mailleri gondermektir. Fakat glinimiizde
bilgisayar kullanicilariin bu tarz maillere karsi nispeten daha
bilingli hale gelmeleri nedeni ile saldirganlar farkli yollari
tercih etmektedirler. Saldirganlarin izledigi bir diger strateji su
kaynag1 (watering hole) olarak adlandirilan saldirilardir. Bu tip
saldirilarda, saldirganlar hedef aldiklari kullanicilar ile
dogrudan etkilesim kurmak yerine, hedef kullanicilarin ziyaret
ettiklerini ~ diisiindiikleri masum web sitelerini  hedef
almaktadir. Saldirganlar masum web sitelerini istismar ederek,
bu web sitelerini ziyaret eden kullanicilarin istismar Kkiti
barimndiran  zararli  web  sitesine  yonlendirilmelerini
saglamaktadirlar [10].

Saldirganlar tarafindan yukarida kullanilan teknikler goz
oniine alindiginda, istismar kitlerinin kullanildig1 saldirilarda
Sekil 3' te gosterilen akis izlenmektedir.

Birinci adimda kurban, siber saldirganlar tarafindan
icerisine, ziyaretgileri istismar kiti barindiran bir web
sunucusuna yonlendiren bir iframe’ in enjekte edildigi istismar
edilmis bir web sitesini ziyaret etmektedir. Tkinci adimda
kurban, araci sunucular {izerinden istismar kitinin bulundugu
sayfamin sunucusuna yonlendirilmektedir. Uciincii adimda
istismar kiti kurbanin bilgisayarina yonelik bilgi toplama
islemi gergeklestirmekte ve hedef sistem tizerinde kullanilacak
olan istismar kodlarmi belirlemektedir. Saldirinin doérdiincii
adiminda belirlenen giivenlik a¢igima yonelik olarak
kullanilacak olan istismar kodu temin edilmekte ve hedef
sistemine gonderilmektedir. Eger istismar kodu hedef sistem
tizerinde basarilt olursa besinci adimda saldirganin hedef
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sistem iizerinde c¢esitli eylemlerde bulunmasma olanak
saglayan Ozel bir zararli yazilim, hedef sisteme gizlice
indirilmekte ve ¢alistirilmaktadir [2,5].

Kurban

Zararh Sunucu|
Sekil 3. Istismar kiti tabanli saldirilarn genel akist

Istismar kitleri ¢ogunlukla Java, Flash, Adobe Acrobat,
Internet Explorer yazilimlari ve Windows isletim sistemleri
iizerinde bulunan giivenlik agiklarin1 hedef almaktadir [2].
Istismar kit iireticileri, giiniimiiz bilgisayar kullanicilari
arasinda popiiler olarak kullanilmakta olan uygulamalarin bir
listesini olusturmakta ve bu listeye gore gelistirdikleri istismar
kitlerini ¢esitli istismar kodlari ile donatarak saldirilarda basari
oranlarmi arttirmaktadirlar. Ornegin, internetin yayginlasmasi
biitlin bilgisayar kullanicilari internet iizerinde islem yapmak
icin cesitli internet tarayicilarmi kullanmaktadirlar. Internet
tarayicilar ile birlikte gelen cesitli tarayict eklentileri ise
saldirganlarin hedef araliklarini genisletmektedirler.

2011 yilinda KasperskyLAB arastirmacilart tarafindan
gerceklestirilen bir aragtirmaya gore gliniimiizde istismar
kitlerinin hedef aldiklar1 uygulamalarin %35’ ini Internet
Explorer, Firefox ve Opera tarayicilari olusturmaktadir. Bu da
saldirganlarin hedef araliginda internet tarayicilarin ne kadar
onemli bir yer kapladigini gostermektedir. Arastirma verileri
incelendiginde, bilgisayar kullanicilari arasinda popiiler olarak
kullanilmakta olan Adobe Reader, Oracle Java, Windows
Media Player, Adobe Flash, Microsoft Office gibi uygulamalar
ise toplam hedef alman uygulamalarm %50’ sini
olusturmaktadir [11]. Sekil 4> te istismar Kkitleri ile
gerceklestirilen saldirilarda hedef alinan uygulamalar ve hedef
alinma oranlar1 gosterilmektedir.

Istismar kitleri kullamlarak gerceklestirilmis saldirilardan
baslicalarina 6rnek olarak Hindistan devlet sitelerinden biri
olan Kiiciik ve Orta Olgekli Isletmeler Bakanlig1 web sitesinin
2013 wyilinin  mayis ayinda istismar edilmesi Ornek
gosterilebilir. S6z konusu web sitesi kullanicilarini1 Black Hole
istismar kiti barindiran bir sunucuya ydnlendirmek iizere
istismar edilmistir[12].
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Sekil 4. Istismar kitleri tarafindan hedef alinan uygulamalar[11]

2013 yilmin ekim ayminda ise, giiniimiizde alexa.com
siralamasina gore diinya iizerinde en c¢ok ziyaret edilen 241.
web sitesi olan php.net sitesi, ziyaret¢ilerini Magnitude adinda
bir istismar kitini barindiran bir sunucuya yonlendirmek iizere
saldirganlar tarafindan istismar edilmistir [13]. Istismar kiti
kullanilarak gercgeklestirilen en etkili saldirilardan bir tanesi,
28 Nisan 2014 tarihinde, alexa.com verilerine gore diinya
iizerinde en ¢ok ziyaret edilen 89. web sitesi konumunda olan
diinyanin en popiiler video paylasim sitelerinden Dailymotion’
i istismar edilmesi ile gerceklestirilmistir. Saldirganlar
ziyaretgileri, tizerinde Sweet Orange adinda bir istismar kiti
barindiran bir web sitesine yonlendiren bir iframe’i
Dailymotion web sitesine enjekte etmislerdir. Bdylelikle
Internet Explorer, Adobe Flash Player ve Oracle Java
izerindeki giivenlik agiklarmi hedef alan Sweet Orange
istismar kiti, kullanicilarin Bilgisayarlarindaki olast giivenlik
aciklarini tespit etmekte ve istismar kodlarini (exploitler)
kullanicilarin birakmaktadir [14]. Istismar kitleri kullamlarak
Tirkiye’ de gerceklestirilmis saldirilara 6rnek olarak 2013
yilinda Saglik Bakanligi’ na ait web sitelerinden birinin
istismar edilmesi 6rnek gosterilebilir. Istismar edilen web sitesi
ziyaretgilerini, otomatik olarak istismar kiti barindiran bir
sunucuya yonlendirmektedir.

Sekil 5’te saglik bakanligina ait istismar edilmis web
sayfasinin, malwaredomainlist adresinden elde edilen bilgileri
gosterilmektedir.

IV. ISTISMAR KITLERINE KARSI SAVUNMA ONERILER{

Istismar Kkitleri, cesitli saldir1 teknikleri ile kurbanin izni
olmadan hedef sistemlere istismar kodlari indirilebilmekte ve
calistirilabilmektedir. Birgok istismar kiti, yillar 6nce desifre
olmalaria ragmen hala hedef aldiklar1 sistemler tizerinde g6z
ardi edilemeyecek dilizeyde basari orani yakalamaktadirlar.
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Sekil 5. Saglik bakanligina ait istismar edilmis bir web sitesine ait bilgiler

Gliniimiizde istismar Kkitleri tarafindan istismar edilen
giivenlik aciklarmm %60°1 iki yildan fazla siiredir istismar
edilmektedir. Istismar kitlerinin, sdz konusu giivenlik
aciklarini istismar etmede hala bu denli basarili olmalarinin
nedeni  bilingsiz  kullanicilarin  sistemlerini  giincel
tutmamalaridir  [4]. Istismar kitlerinden korunmak igin,
kullanict Dbilgisayarlar1 iizerinde yer alan igletim sistemi,
internet tarayict gibi istismar Kkitlerinin hedef aldiklar
uygulamalarin son giincel siiriimlerine sahip olduklarindan
emin olunmalidir. Kullanicilarin s6z konusu uygulamalari
giincellemeyi  unutma ihtimaline karsi, uygulamalarin
giincellestirmeleri otomatize bir sekilde gergeklestirilmelidir.
Ayrica miimkiin oldugunca sistemler {lizerinde korsan yazilim
kullanimindan ~ kacinilmali ve lisansli  yazilimlar
kullanilmalidir. Giivenli bir tarayict kullanmak ve yazilimlari
giincel tutmak, istismar kitlerinin basarili oldugu giivenlik
aciklarinin biiyiik ¢ogunlugunun kapatilmasmni saglayacak ve
istismar kitlerinin etkinliginde biiyiikk bir azalmaya neden
olacaktir. Unutulmamalidir ki, piyasada bulunan bir¢ok eski
istismar kiti, hedef alinan sistemler {izerinde yer alan
giincellenmemis yazilimlar nedeni ile hala etkili bir saldiri
arac1 durumdadir.

Bir kurum biinyesinde hangi sayida bilgisayar kullanicisina
sahip olursa olsun, istismar kitlerine kars1 alabilecegi en etkili
onlemlerden biri, biinyesindeki c¢alisanlarina olasi tehlikeler ve
saldirilara karst farkindalik saglamaktir. Ciinkii ¢alisanlar,
siber saldirganlar tarafindan gergeklestirilen saldirilar
hakkinda bilgi sahibi olmalar1 durumunda olas1 bir saldirty1 ve
gelebilecek zararli yazilimlari taniyacak, dolayist ile bu zararl
yazilimlarin kurumsal ag igerisine girmesine neden olabilecek
bir eylemde bulunmayacaktir. Bunun saglanmasi ig¢in
kurumlarin bilgi islem departmanlari, kurum yonetimi ile
isbirliginde olmali, ag giivenligi ve calisanlarin egitimi gibi
kurum agmi daha giivenli hale getirilecek islemler beraber
planlanmalidir. Periyodik araliklarla kurum igerisinde ki

calisanlara  bilinglendirme ve  farkindalik  egitimleri
saglanmalidir. Boylelikle kullanicilar  bilinmeyen  kisiler
araciligt ile gelen elektronik postalara tiklamama ve

giivenliginden siiphe duyulan web adreslerine yonlendirici
linkleri agmama gibi farkindaliklara sahip olacaktir.

Ayrica giiniimiizde birgok isletme varolan giivenlik
duvarlarmin, onlar1 saldirilardan koruyacagina
inanmaktadirlar. Gergekte ise, eski giivenlik duvarlar1 bugiin

ISCTurkey 2014
Proceedings/Bildiriler Kitab1

kuruluslar i¢in ciddi bir giivenlik riski olugturmaktadirlar.
Birinci nesil giivenlik duvart teknolojisi bugiiniin internet
suglular1 tarafindan gonderilen zararli yazilim igeren ag
paketlerini denetlemek ve olasi saldirilardan korumak icin
yetersiz hale gelmistir [2]. Bu nedenle; isletim sistemlerinde
“beyaz  liste” mantifi kapsaminda yalmizca  belirli
uygulamalarin  ¢aligmasina olanak saglayan Bit9 gibi
uygulamalarin kullanimi ile istismar kitlerinin neden oldugu
tehditlerden  biiyiikk oranda korunabilmektedir. Ayrica
kurumlar, kullanicilarmi sifirinct giin (zero day) giivenlik
acikliklarina karsi etkili bir sekilde koruyabilmek i¢in, sezgisel
calisma ve analiz yeteneklerine sahip olan aktif ag cihazlar
kullanmalidirlar. Bu sistemler, exe, bat, swf, pdf gibi
uzantilara sahip olan calistirilabilir tim uygulamalari, kendi
i¢lerinde barindirdiklar1 sanal sistemler lizerinde davranigsal
olarak analiz edebilmekte ve istismar kitlerinin neden oldugu
tehditleri tespit edebilmektedirler. Eger bir kurum, siber
saldirilara karsi ciddi tehdit altinda ise, istismar kitleri ve diger
¢esitli saldirt tiirlerine karst Onceden haber alma ve etkili
korunma saglamak amaciyla “siber istihbarat” hizmeti veren
¢esitli kurumlar ile ortaklasa bir ¢alisma yiiriitebilmektedirler.

Kurumlar igerisinde kullanilan ag ve giivenlik cihazlarindan ¢ok
fazla miktarda log iiretilmektedir. Uretilen loglarin kurum bilgi
islem personelleri tarafindan diizenli araliklarla kontrol ve analiz
edilmesi, kurum giivenligi a¢isindan biiyiik 6nem tagimaktadir. Bu
nedenle kurum igerisinde yer alan tiim sistemlerin log kayitlari
merkezi bir sunucuda es zamanli olarak toplanmali ve log
kolerasyonu islemine tabi tutulmalidir. Bu islem sonunda elde
edilen verilere gore istismar kiti tabanli saldirilar alarm
durumu olarak kaydedilebilmektedir. Boylelikle tanimlanan
alarm durumunun gerceklesmesi aninda uygulanmak {izere
koruyucu iglemler tanimlanabilmektedir. Ciinkii her basarili ya
da basarisiz saldir1 girisimi mutlaka sistemler iizerinde bir
kayit olusturmaktadir. Bu kayitlar uygun kurallar ile
kolerasyon iglemine tabi tutularak, saldir1 asamasinda ya da
basarili olmus bir saldir1 sonrasinda, sistemler iizerinde
biraktiklari izler biiyiik oranda bulunabilmekte, elde edilen
veriler gerekli giivenlik Onlemlerinin alinmasi amaciyla
kullanilabilmektedir.
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V. SONUC

Yapilan arastirmalar gostermektedir ki, istismar Kitleri
gliniimiiz siber su¢ diinyasinda saldirganlar tarafindan
kullanilan silahlarin en basinda gelmektedir. Istismar kitlerinin
bu denli popiiler olmasinin baglica nedenleri; icerisinde
diizinelerce  istismar  kodlarin1  barindirmak  suretiyle
saldirganlara ¢ok bilyiik boyutlarda bir saldirt kiitiiphanesi
saglamast ve bir sisteme yonelik gerceklestirilecek sizma
denemelerini  saldirgandan  bagimsiz  olarak otomatize
etmesidir.

Yapilan aragtirmalar sonunda sifir giin istismar kodlar1 da
dahil olmak iizere en gilincel istismar kodlarmi biinyesinde
barindiran istismar kitleri kadar, iki yildan fazla bir siiredir
saldirganlarin kullaniminda olan istismar kitleri de saldirilarda
basarili olmaktadirlar. Bunu en temel nedeni ise gliniimiiz
bilgisayar  kullanicilariin  sistemlerini  giincel  tutmak
konusunda gosterdikleri dikkatsizliktir.

Bu ¢alisma da istismar kitleri gelistirildikleri iilke bazinda
incelenmis, istismar kitlerinin satisa sunuldugu yer alti
piyasalarmin sosyal karakteristiklerine deginilmistir. Ayrica
istismar  kitleri  kullanilarak  saldirganlar  tarafindan
gerceklestirilen saldirt tipleri arastirilmig ve gerceklestirilen
saldirilarin genel bir akist sunulmustur. Calismada istismar
kitlerine karsi alinabilecek en temel Onlemin kullanici
bilinglendirilmesi ve kullanilan sistemlerin giincel tutulmasi
olduguna deginilmis ve istismar Kkitlerine karsi savunma
Onerileri maddelenmistir.
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Siber Giivenlik ve Savunma 1¢in BM Bilim Dali
Kurulus Calismasinin Amaci, Yapisi, Anlami,
Kullanimi, Yiiksek Teknoloji Uretme Giicii
Uzerinde Aciklamalar

F. Unli

Abstract— Author studied the Knowledge-Based Object (BTN)
which has Communicating Tic of Tics Cloud Storage Herd
(TTBBS) formatted Q memory designs or Communicating Spiral
Clouds Memory Herd (BBBSS) formatted Q memory designs.
The axioms of the communication exist on the same k € Kip [n] =
{0, 1, 2, n-1}, n € N, coded <tamra, ramta> antennae pairs which
are able to conduct information perception and secretion were
searched and found. Grammar’s rules appearing in some Formal
Grammar (BG) in a given Grammar Closure (BG*) have been
identified and used for this purpose. Formal language TASIM
was designed. In TASIM, Knowledge Based Object (BTN) with
TTBBS formatted Q memory or BBBSS formatted Q memory
structures are generated. They are programmable by some special
algorithms to generate Kip[n] based FU-Algebras. Obtained
results are loaded into Q memories of Communicating
Mathematics which has been under study since 1968 by FU.
Therefore, for cyber security and defense; the structure, meaning,
usage and some important disclosures of Communicating
Mathematics (BM) are introduced concisely in this paper for
helping to produce new high-technologies. The meanings of the
new words and brief vocabularies are given at the beginning of
the first section.

Key words: Boolean algebra, Kip[n] algebra, CITALOG, FU
algebra.

Ozet — Yazar tarafindan bildirisim yapmaya muktedir olan
Tiklerin Tiki Bulut Bellek Siiriisii (TTBBS) veya Bildirisimli
Bulut Bellek Siiriisii Sarmal (BBBSS) formatinda Q bellekli Bilgi
Tabanh Nesne (BTN) tasarimlar cahisildi. Tamra ve ramta adh
anten sistemlerinde aym k € Kip[n] = {0, 1, 2, ... , n-1}, n € N,
kodlu <tamra, ramta> ¢iftlerinde yiiriitiilmekte olan bilgi algis1 ve
salgisinin bildirisim belitleri kiimesi arand1 ve bulundu. Verilen
bir Bicimsel Gramer (BG) yildiz kapams kiimesi (BG*) icinde
yer alan BG kurallar1 bu amag icin tespit edildi ve kullanildi. BD
olan TASIM dilini iireten BG kurallar1 bulundu. BD olan TASIM
dilinin tasarim yapildi. ficeriginde kendi icinde bildirisim
yapabilen TTBBS formath veya BBBSS formath Q bellek ihtiva
eden BTN tasarimlarmin iiretilebilecegi algilandi. Bildirisim
yapan yazilim yongasi olarak TTBBS veya BBBSS Q bellekli
BTN tasarimlari, BD TASIM dili iceriginde, TASIM BG
kurallar1 ile iiretildi. FU-cebir iiretmek icin ozel olarak
tasarimlanmis  farkhh  algoritmalarla  programlanabilecegi
bulundu. FU tarafindan 1968 yilindan beri iizerinde cahsmakta
olunan ve bildirisimli BTN tasarimlama bilim dah diye
adlandirilan BM icerigine konuldu. Bu nedenle, siber giivenlik ve

savunma i¢in BM Bilim Dalinin amaci, yapisi, anlam, kullanimi
ve yiiksek teknoloji iiretme giicii iizerinde o6nemli olan
aciklamalar bu bildiride o6zlii bicimde yapilacaktir.  Ozet
iceriginde gecen kisaltma ve yeni sozciiklerin anlamlar giris
kesiminin basinda verilmistir.

Acar Sozciikler — Boole cebir, Kip[n] cebir, CITALOG, FU
cebir.

I GIRIS

BM  iizerinde yapilacak agiklamalar
kullanilacak kisaltma ve sozciiklerin anlamlart:

BB: Bulut Bellek. Her elamam tiklerin tiki olarak
olusturulmus olan bir Q bellekli BTN tasarimi kiimesi g6z
oniine alalim. Burada her Q bellek, tiklerin tiki olan alt tik Q
belleklerden olusmustur. Bir BD imdizisidir. BG kurallarini
yenidenlikli bigimde kullanan algoritmalarla birbirleri ile
bildirisim yapabilme yetenegine sahip olarak tiretilmistir. Bu
ozelliklere sahip olan her tiklerin tiki Q bellek siiriisii yapisina
bu nedenle bu bildiride bir BB denmistir.

BD: Bi¢imsel Dil. BM iginde yapisi, anlami1 ve kullaninmi
kesin olarak, yani %100 kesinlikle, algilanabilen diller.
ALGOL, C, TASIM dilleri gibi. Her BD igerigini iireten en az
bir BG vardir.

Bicimsel Diisiinme: %100 yapisi, anlami ve kullanimi
bilinen ham mantik bilgilerinden %100 yapisi, anlami ve
kullanimi bilinen sonu¢ mantik bilgileri ¢ikarimi yapan akil
erkinin zihinde kurgusunu yaptigi algoritma yapisinda bir
fonksiyon.

BG: Big¢imsel Gramer.

BG": BG kiimesi.

Bellek: Hafiza. Iyi organize olmus BTN olusumlarmi
iceriginde konaklatabilen bi¢imsel diisiinme erkine sahip beyin
yapisl.

Bicimsel:
olan.

Bildirisim: Cok katmanli bigimsel iletisim. Cok katmanli
bi¢imsel haberlesme.

BBS: Bulut Bellek Siiriisii. Birden ¢ok BB ihtiva eden
BB yapisina verilen isim.

BBBSS: Bildirisimli Bulut Bellek Siiriisii Sarmali. Bir
BBS iceriginde yer alan her Q bellegine bir BBS yiiklemekle
elde edilen yeni BBS yapisina verilen isim.

BCK: Bildirisim Cekimi Kanunu.

iceriginde

%100 kesin yapi, anlam ve kullanima sahip
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BM: Bildirisimli Matematik. Cok katmanli ortamlarda
giivenli bigimsel iletisim yaparak, giivenlikli SM bilgilerinden
giivenlikli SM bilgileri iiretebilen matematik.

BMD: Bicimsel Mantik Degeri.

BMT: Bigimsel Mantik Tasarimi.

BMD kuantumlari: N dogal sayilar kiimesi verildiginde,
Kip[n]={0, 1,2, ..,n-1},n €N, kiimesinin elemanlarina
verilen isim.

BMF: Bigimsel Mantik Fonksiyonu.

BMT: Bicimsel Mantik Tasarimu.

BTN: Bilgi Tabanli Nesne. Bir BG ile bir BD igeriginde
tiklerin tiki olarak iiretilen imdizi, bir bigimsel sistemi temsil
ediyor ise ona bir BTN denir. BTN yapis1, anlami ve kullanimi
%100  kesin  bicimde algilanarak  yapilandirilabilir,
anlamlandirilabilir ve kullanilabilir. Alt bilesenlerinden
bazilar1 veya hepsi tiklerin tiki BTN bi¢iminde olusturulmus
olabilir.

Bulut: Gozlenebilen, sayilabilir cokluktaki tik BTN
tasarimlarr degisik ¢oziiniirliklii teknolojiler altinda degisik
yonlerde degisik hizlarla hareket ederken veya ettirilirken,
YCK ve BCK ilkeleri altinda bildirisim yapma erki kazanir
ise; bu BTN kiimesine bulut denir.

BBBSS: Bildirisimli Bulut Bellek Siiriisii Sarmali. Bir F
formath TTBBS Q bellek igeriginde goriilen en az bir S
formath alt TTBBS Q rand belleklerine ayni veya farkli
formatl: tiklerin tiki Q bellek yiiklenerek elde edilen Q bellek
tirtidiir. Bir algoritma ile programlanabilir. En az bir X
formathh TTBBS Q bellek ve ¢ok sayida S formathi Q bellek
igerir.

CITALOG: Compact and Integrated TAsim LOGic.

DSSTM: Dongiilii Say1 Sistemi Tasarim Modeli.

F: Fonksiyon yutan, igeriginde yuttugu fonksiyonu tutan
ve isleyen TTBBS veya BBBSS Q bellegi. Isini iyi
yapabilmesi i¢in 6zel bigimde F-format: ile formatlanmustir.

FU-cebir: Kip[n], n € N, degerli CITALOG. Her Kip[n],
n € N, degerli Boole cebir. Kip[n] tabanl cebir.

FU-BMT fonksiyonu: CITALOG formatli Kip[n], n € N,
degerli Boole fonksiyonu.

imdizi: Harf, hece, kelime, ciimle, paragraf, metin, resim,
¢oklu resim ve miizik ile siislenmis metin kompozisyonu,
medya tasarimi, @I tasarimi, BTN tasarimi, vb.

I@I: Internet i¢inde Internet.

Kip[n] = {0, 1,2, ..., n-1 } ,neN. Tam n farklh BMD
kuantumu i¢ceren BM kiimesi.

Kip|[n]-cebir: FU-cebir.

N={0,1,2,..,n1,n ntl, ..
kiimesi.

Ramta: iki farkli durumun birinde bilgi alabilen ve
digerinde bilgi salabilen rand anteni.

Rand: Verilen bir frekans veya dalga-boyunda bilgi
almayr ve salmayi sahip oldugu ramta antenini kullanarak
yapmay1 bicimsel olarak iyi bilen ve yapan Q bellekli BTN
tasarimi. Operand.

Rator: Verilen sonlu sayida frekans veya dalga-boyunda
bilgi almay1 ve salmay1 sahip oldugu bir tamra anten bulutu
araciliginda iyi bilen ve yapan BTN tasarimi. Operator.

RCR: Rator-Cab-Rand. RCR bir sistem
formatidir.

oo } dogal sayilar

tasarim
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Q: S, X ve F gibi ii¢ farkli bigimde formatlanabilen BBS.
Bir BBS kiimesinden olusmus veya olusturulmus BBS.

S: Sabit formatli TTBBS veya BBBSS Q bellekli BTN
yutan, igeriginde tutan ve isleyen bir Q bellegi. Isini iyi
yapabilmesi i¢in 6zel bigimde S-formati ile formatlanmustir.

SM: Standart Matematik.

Tamra: ki farkli durumun birinde bilgi salabilen ve
digerinde bilgi alabilen rator anten bulutu.

TASIM: Tidy Automatic Sequential
processing Mechanism.

Tik: Alt bilesenlerine kolay ayrilamayan tiklerin tiki bir
BTN olusumudur. Alt tik BTN bilesenlerine kolay ayrilmay1
engelleyen, seffaf veya seffaf olmayan, bir giysi giyinmis
olabilir. Ornekler: 1. Tanr1 pargacigi, foton, proton, ndtron ve
elektron benzeri fiziksel pargaciklar. 2. Atom, molekiil ve
madde gibi kimyasal olusumlar. 3. Hiicre, yumurta ve beyin
gibi biyolojik olusumlar. 4. Tohum, c¢ekirdek ve meyve gibi
tarimsal driinler. 5. Harf, kelime ve ciimle gibi dil veya
dilbilim yapilari. 6. Kum tanesi, toz parcasi ve plaj kumlugu
gibi dogal olusumlar. 7. Fert, aile, kdy, kasaba, sehir, millet ve
tilke gibi sosyal veya kitlesel olusumlar. Tok: Tik olmayan
BTN olusumu.

TTBBS: Tiklerin Tiki Bulut Bellek Siiriisii. Orneksel
Aciklama: 1. Her kus bir BTN olusumudur. Basi iginde,
iizerine elastik seffaf veya seffaf olmayan zar torba giysisi
giydirilmis, bir Q bellekli BTN olugumu 6rnegidir. Dogada
mevcuttur. Bir kus siiriisit gokyiiziinde ucarken gozlenebilir.
Cok genis bir elastik seffaf torba anlaminda atmosfer giysi
icinde dolasirken bir TTBBS Q bellek olusumu olarak
algilanir. Onu bir BTN olarak olusturan bir dogal BG vardir.
Siirliye yeni kus veya yeni kuslar katilirsa BTN olusumunun Q
bellegi biiyiir. Stirtiden bir kus veya birden ¢ok kus ayrilirsa
BTN olusumunun Q bellegi kiigiiliir.

TTBBS BTN: Tiklerin Tiki Bulut Bellek Siiriisii BTN.
Rator ve rand olarak kiimelenip bildirisim yaparak bilgi isleme
yetenegi kazanmis olan bir tik Q bulut bellekli BTN
olusumudur.

TTTBBS: Tikler ve Toklarin olusturdugu Tok Bulut
Bellek Siiriisii.

X: Degisken BTN olusumu yutan, iceriginde tutan ve
isleyen Q bulut bellegi. Isini iyi yapabilmesi i¢in 6zel bigimde
bir X-formati ile formatlanmustir.

Yenidenlikli: Kendi gelecegini
tanimlayan.

YCK: Yer Cekimi Kanunu.

Yonga: Programlanabilir Q bellekli BTN.

Information-

kendi gegmisi ile

Giintimiizde, SM uygulamas: olarak iiretilen degisik
teknolojilere bagimli yazilim ve donanim yongalarinin ustalikli
tasarimi, gergeklestirilmesi ve kullanimi yeryiizii yasamini her
yonii ile etkileyip degistirmektedir. Bulunan yeni algoritmalar
farkli TTBBS veya BBBSS yapisinda Q bellegi olan BTN
dretimlerini tetiklemektedir. Bu tetiklemelerin sonucunda BM
bilimi; genisleme biiziilme 6zelligine sahip olan TTBBS veya
BBBSS Q bellekli BTN tasarimi, gerceklestirilmesi ve
kullanimi bilimi dali olarak dogdu. Onu iireten BG kiime
kapanislar1 bulundu. Alt bilesenleri ile bildirisim yaparak
bicimsel bilgiden bi¢imsel bilgi liretme, yorumlama ve yayma
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yolunda hizla gelisti ve gelisiyor. Kip[n], n € N, BMD
kuantumlart kiimesini N dogal sayilar kiimesinin bir alt kiimesi
olarak tanmimladi. Bulutsu tamra ve ramta antenleri ile
bildirisim yapmaya muktedir olan m rator denetim degiskeni
ile denetlenebilir n™ rand sabitinden olusan, Kip[n], n € N,
BMD kuantumlart ile programlanabilir i[m, n] sayida F
formath BMF BTN tasarmmu iiretildi. Uretilen bu F formatli
BMF BTN fonksiyon tasarimlarini kullanarak her n>2, n € N,
degerli mantikta; yeni ¢ikarimlar yapmak miimkiin olmustur.
Bir Kip[n]-cebir bulunmustur. Duyurulur.

Yazar, Ozgiin bi¢cimde hayal ettigi BM bilim dalimin
amacini, yapisini, anlamini, kullammmini, yiiksek teknoloji
iiretme giiciinii ve diger iceriklerini, 1968 yilindan beri
bilingli ve 6zverili olarak ¢alismaktadir. Artik m degiskenli ve
n farkli BMD tanimmi kullanan BMT igeriginde ¢ikarim
yapabilmenin yolu, bilim diinyasimin kullanimmna acilnustir.
Onemli olan bulgular asagida 6zetlenmistir.

1. BG kurallarina sahip olan T = TASIM, bir BD
olarak tasarimlanmustir. Bildirisim yapan TTBBS veya

BBBSS Q bellekli BTN tasarimi yapmada kullanmustir.

2. T =TASIM BD BTN tasarim iceriginde Kip[n],
n € N, kuantum degerlerine duyarli olan; genisleme-biiziilme
ozelligine sahip programlanabilir S, X ve F formatli TTBBS
veya BBBSS Q bellekli BTN dagilimlar1 ile donatilmig
yenidenlikli tasarim teknolojileri kullanilarak; yeni TTBBS
veya BBBSS Q bellekli BTN model tasarimlari elde edilmistir.
Genisleme-biiziilme &zelligine
BBBSS Q belleklerini
algoritmalari ile F, X ve S formatli BMT fonksiyonlar: {ireten,
BTN model tasarimlart bulunmustur. Boylelikle F, X ve S
formath TTBBS veya BBBSS Q bellekli BTN tasarimu
iceriginde bigimsel bildirisim kurma, stirdiirme ve kullanima

sahip olan TTBBS veya

kullanan, 06zel programlama

sunma  yontemleri  calisilmistir, yapilandirilmastir,
anlamlandirilmistir ve kullanimdadir.
3. Ozel “@” semboliinii bildirisim merkezi

anlaminda kullanarak; F, X ve S formatli TTBBS veya BBBSS
Q = Q@Q bellegi tasariminin temel ilkeleri ¢alisilmistir. Her
i[m, n] sayisinda, m degiskenli ve n degerli F, X ve S formath
BMT fonksiyonu iireten TTBBS veya BBBSS Q bellekli BTN
teknigi
kullanilarak F fonksiyonlarinin programlandigi Q belleklerinin

tasarimt  bulunmustur. Bir 6zel programlama
her biri, n farkl bildirigim pin kodu(veya e-kimligi) olan tamra
ve ramta antenlerini kullanarak; kendi i¢ dinamik yapis1 i¢inde
bildirisim  yapip, kendi mantik fonksiyonu
bulabilmektedir. Sonsuz sayida Kip[n], n € N, tabanl e-
kimliklerini kullanan TTBBS veya BBBSS Q bellekli BTN
model tasarimlart bulunmustur ve yaymlanmistir. Bunlarin
%99'dan daha c¢ogu bu giin bilim diinyasinda akilli yasam

tarafindan bilinmemektedir.

4. TTBBS
tasarimlari

degerini

veya BBBSS
imdizi

Q  bellekli BTN
ve onlarin olarak tretilen benzetim

modelleri en az bir BD igeriginde bir BG ile iiretilmistir.
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5. Basit ve karmasik yapida yenidenlikli alt TASIM
algoritmalarin1 kullanilarak TTBBS veya BBBSS Q bellekli
BTN tasarimlari, degisik formatli TTBBS veya BBBSS Q
bellekli BTN olusumlarini yutabilmektedir. Bunun sonucu
olarak genisleyip biiziilebilen yeni TTBBS veya BBBSS Q
bellekli BTN tasarimlar1 olugsmaktadir. Bdylece her TTBBS
veya BBBSS Q bellekli BTN tasarimi kendi kendine
evrimlesmektedir. TTBBS veya BBBSS Q bellekli BTN
tasarimlarindan yeni TTBBS veya BBBSS Q bellekli BTN
olusturan TASIM algoritmalar1 bulunmustur.

6. Her k € Kip[n], n € N-{0, 1}, BMD kuantumunu
kullanan m degiskenli F ve X formatli BMF tasariminin nasil
yapilacagl sorunu yazar tarafindan kesinlikle ¢Oziilmiistiir.
Ozellikleri calisiimistir. Degisik tir Q = Q@Q ve I = I@I
modelleri gelistirilmistir. Duyurulur.

7. Evrenin her zerresinde yer alan her TTBBS veya
BBBSS Q bellekli BTN bileseninin, her an ¢ok katilimli
bicimsel bildirisim yaparak, siirekli degisebilen ve
evrimlesebilen, bir bildirisimli TTBBS veya BBBSS Q
bellekli BTN modeli tasarimi oldugu goriilmiistir.

8. Evrende tipk1 YCK gibi mevcut olan bir BCK
vardir. Bulunmustur. YCK ve BCK geregince her TTBBS
veya BBBSS Q bellekli BTN tasarimi, i¢ ve dis bicimsel
bildirigimini yapma yetenegine sahip olmaktadir. Duyurulur.

II.  BM BILIM DALININ AMACIL YAPISI, ANLAMI,
KULLANIMI, YUKSEK TEKNOLOJI URETME GUCU VE
ICERIGI UZERINDE ACIKLAMALAR

Bu kesimde 16 farkli BM agiklamasi sira ile kisa ve ozl
bi¢imde yapilacaktir.

1. BM, N dogal
ozelliklerini dogal olarak algilar ve Ogretir. N dogal sayilar

sayilar kiimesini ve onun

kiimesinden &zel yapili alt kiime olarak firetilen her sonlu
Kip[n], n € N, kiimesi i¢inde yer alan kuantumu(rakami veya
sayty1) bir BMD olarak algilar. Onun i¢in gerekli olan yeterli
sayida belitleri ifade eder ve kullanir.

2. BM, evren veya doga varliklarini bir konik
ortaminda kendi aralarinda bildirisim yapamaya zorlayan bir
BCK oldugunu bilir. Onu anlatabilmek i¢in tanimsal belitleri
bulur, yapilandirir, anlamlandirir ve kullanir. Bilim diinyasina
duyurur.

3. BM, ciplak gozle goriinen veya goriinmeyen, her
evren veya doga varligini bigimsel diisiinme yolu ile algilar.
Kip[n], n € N, BMD kuantumlarin1 tamra ve ramta anten
sistemlerinde yer alan ve bildirisim kurup yapan <tamra,
ramta> anten ¢iftlerinin frekansi veya dalga boyu kodu olarak
kullanir. Evrende ve dogada iiretilen, degisik Kip[n], n € N,
alfabeli bi¢imsel dillerde bildirisim kuran ve yiiriiten, TTBBS
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veya BBBSS Q bellekli BTN kodlarinin oldugunu bilir. Bu
kodlar, bir BG ile iiretilmis bir BD imdizileridir. Bilim insani,
¢ok gizemli gorlinen evrenin veya doganin, TTBBS veya
BBBSS Q bellekli BTN kodlarini algilayip ¢6zebilmek igin
bigcimsel olarak diistinmek ve diisiindiiklerini bir BD ile
anlatmak zorundadir. Yonlendirici rol oynayan akilli yagamin
geleneginde ve goreneginde bu vardir. Bigimsel diisiinmenin
sonucu olarak, akilli yasam bir BD iginde birbirleri ile
bildirisim kuran, yapan ve etkilesen TTBBS veya BBBSS Q
bellekli BTN tasarimlarini iiretmistir.  BM igeriginde bigimsel
distinme erki, gerektiginde “tik BTN, TTBBS BTN, TTBBS
veya BBBSS Q bellekli BTN” ve “tok BTN, TTTBBS BTN
veya TTTBBS Q bellekli BTN” deyimlerini es anlaml
deyimler olarak kullanir. Basinda tik ve tok vurgusu olmayan
her BTN deyimi bir tik veya bir tok BTN olusumu anlaminda
algillanir. Tik BTN tasarimlari belirlenen belli amaglar
dogrultusunda yazilim veya donanim olarak yorumlanmistir ve
tasarimlar1 gergeklestirilmistir.

4. BM, degisik Kip[n], n € N, kiimesi iizerinde
sonsuz sayida birbirinden farkli DSSTM yapisinin varligini
bilir. Onlarm bir tik BTN
anlamlandirilirken, kullanilirken arka planda bir gizemli SM

tasarimint  yapilandirilirken,
kavrami bigiminde var oldugunu algilar, gereginde yeniden
yapilandirir, anlamlandirir ve kullanir.

5. BM, giiniimiiz SM tasarimini bir BD olarak
algilar. SM igerigini BM igerigindeki m degiskenli ve n degerli
bicimsel bildirisim yapmaya muktedir olan bi¢imsel mantik tik
BTN modellerinin yapilandirilmasinda, anlamlandiriimasinda,
kullanilmasinda ve gergeklestirilmesinde anlatim dili olarak
kullanir.

6. BM, ¢ok giiclii bildirisim yapmaya muktedir olan
TTBBS veya BBBSS Q bellekli BTN olugumu modellerini,
bir
kiimesinde imdizi tasimlar1 olarak tretir. Farkli BG altinda
iretilen farkli BD i¢inde tanimli TTBBS veya BBBSS Q
bellekli BTN kiime kapanislart vardir. Onlarin  farkh
ozelliklerini algilar, ¢alisir, gelistirir ve kullanima sunar.

7. BM, her BTN tasariminin TTBBS veya BBBSS
Q bellegindeki alt tik belleklerin sayisimi bilir.
formath olanlarini programlayarak F ve X formatli BMT tiirQi
veya diger bilinen tiirlerde yeni fonksiyonlar iiretir.

BG tarafindan olusturulup kontrol edilen kapanis

Onlarin S

8. BM, evrende ve dogada var olan her sonlu
TTBBS veya BBBSS Q bellek tasarimini galigir. Sonlu sayida
S formatli Q bellekli BTN olarak tasarimlanmig rand BTN
tasarmmlarint sonlu sayida X formathi Q bellekli BTN rator
BTN tasarimlari ile kontrol eden, yeni F ve X formath Q
bellekli BTN algilar,  tasarimlar, degisik
teknolojiler kullanarak yapilandirir, anlamlandirir ve kullanir.
Bildirigsim yaparak S formatli Q bellekli rand BTN
tasarimlarini kontrol eden X formatli TTBBS veya BBBSS Q

tasarimlarini

ISCTurkey 2014
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bellekli rotor BTN tasarimlart BM igeriginin en Onemli
bilesenleridir. F ve X formatli TTBBS veya BBBSS Q bellekli
BTN tasarimlart TASIM programlari bi¢giminde bulunmustur.
Bu giin bir TTBBS veya BBBSS Q bellek i¢cinde gbzlenen S
bicimli Q bellek kiimeleri, uygun Kip[n], n € N, kuantumlari
kullanarak olusturulan sayma sayilari
programlanabilmektedir. Yani her Kip[n], n € N, BMD

sistemlerinin ile
kuantumu tanim boélgesinde tanimli bigimsel mantik tasarimi
fonksiyonlar1 iiretilmektedir. Bu her Kip[n], n € N, kuantumlari
mantiginda bigimsel ¢ikarim yapmayr miimkiin kilmaktadir.
Duyurulur.

9. Bigimsel bildirisim yapmaya muktedir olan m
degiskeni, Kip[n], n > 2, n € N, BMD tanim bdlgesinden
tanimli olan; i[m, n] sayida F ve X formathh BMT
fonksiyonlarmin kiime kapaniglar1 bulunmustur. Bu kiime
kapanislari iceriginde yer alan, sonsuz sayida bigimsel mantik
fonksiyonun ¢ogunun, yaklasik %99'unun, anlami ve kullanim
bugilin heniiz bilinmemektedir. BM bu fonksiyonlar1 algilar,
ifade eder, yeniden yapilandirir, anlamini bulduklarini duyurur
ve dogru mantik ¢ikarimi yapan algoritmalarda kullanir.

10. BM, bir amaca en uygun bildirisim yaparak
bilgiden bilgi iireten dogal algoritmalar1 algilar. Bildirisim
yapmaya muktedir yeni TTBBS veya BBBSS Q bellekli BTN
tasarimlarmni1 yine TTBBS veya BBBSS Q bellekli BTN
tasarimlarindan yenidenlikli ifadeler kullanarak {iretir, yeniden
yapilandirir, anlamlandirir ve kullanir. Bu yenidenlikli tasarim
stireci i¢inde elde edilen TTBBS veya BBBSS Q bellekli BTN
tasarilarma kisaca Q-FU bellek tasarimlari denir. TASIM
algoritmasi kavramini ¢ok durumlu ve ¢ok sayida tik bellekli
soyut makine tasarimlarint gerceklestiren yazilim veya
donanim tireten Q bellekli BTN olusumlar: olarak kabul eder.
Onlar1 kolayca kodlayan T = TASIM dili benzeri BD
tasarimlar, programlar ve ¢ok durumlu makine olusumlari
olarak kullanir.

11. BM, en iyi bigimde bildirisim yaparak bilgi
isleyen TTBBS veya BBBSS Q bellekli BTN iireten TASIM
algoritmalarini 1iyi algilar. Yasantimiza girerek bildirisim
yapmaya muktedir olan her sonlu sayida TTBBS veya BBBSS
Q bellekli BTN tasarimmim akilli davranig gosterebilen yeni
TTBBS veya BBBSS Q bellekli BTN
yenidenlikli algoritmalar kullanarak doniistiiriir,
yapilandirir, anlamlandirir ve kullanir.

12. BM, TASIM algoritmalarinin ¢ok durumlu
bildirigim yaparak bilgi isleyen soyut makine tasarimlarini

tasarimlarina
yeniden

gerceklestiren yazilim veya donanim tiirinde RCR formath
TTBBS veya BBBSS Q bellekli BTN tasarimlart oldugunu
bilir. Bu tasarimlart farkli goriiniimde olusturmak i¢in T =
TASIM  benzeri bigimsel dilleri  bulur, tasarimlar,
gerceklestirir ve kullanir.
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13. Pratik kullanima sahip olan iyi orgiitlenmis
TASIM algoritmalar ile iiretilen m degiskenli Kip[n], n € N-
{0, 1}, degerli F ve X formatli MTF tasarimlari BM igeriginin
¢ok onemli konusudur. Genelde m degiskenli farkli Kip[n], n
€ N, mantik degeri kullanan BMT ¢ikarimlarinin kisa siirede
yapilmasina izin verir. Bulunan Q bellekli BTN tasarimlari F,
X ve S formatlamasi ile ¢ok 6nemli yeni dzelliklere sahip
fonksiyonlar iiretmistir. Clinkii 6zel bigimde programlanmis
bildirisim yapmaya muktedir olan m-degiskenli ve ¢ok farkli
Kip[n], n € N, degerli Q bellekli BTN tasarimlar1 igeriginde
yer alan her F, X ve S formath tik Q bellegi bir dogal bulut
gibi genisleme-biiziilme ozelligine sahiptir. Cok degisik
bicimde programlanabilmektedir. Bdylelikle, bildirisim
yapmaya muktedir olan m-degiskenli n-degerli F, X ve S
formatli BMF olusumlarinin F* formathi kiime kapanislari
kolayca gergeklestirilebilmektedir. Bu nedenle, ¢cok degisik Q
= Q@A belekli I = I@I formathh BTN modelini algilar, ifade
eder, tasarimlar, gergeklestirir ve kullamir. Cok farkli F*
formath I@I internet modeli gelistirilmistir.

14. BM, tam olarak ii[m, n] sayisi ile belirlenen bir
sayida m degiskenli Kip[n], n € N, degerli bigcimsel bildirigim
yaparak deger iireten; F formatli Q bellegine programlanmis
olan bicimsel mantik fonksiyonlarinin var oldugunu bilir.
Onlari Kip[n], n € N, kuantumlar1 ile m degiskenli n degerli Q
bellekli BTN tasarimlarina programlamayi aninda hemen
yapar. Ileri teknoloji iiretme yetenegi olan yeni kusaga dgretir.

15. BM diinyada, giines sisteminde, yildizlarda,
galaksilerde ve evrende bulunan bildirisimli TTBBS veya
BBBSS Q bellekli BTN tasarimlarinin; yapisini, anlamini ve
kullantmini iyi algilar. Onlarin kolay bigimde bigimsel
anlatimmi glindeme getirir, ¢alisir, arastirir, bulur, 6grenir ve
Ogretir.

16. BM matematiksel evrende, m-degiskenli ve
Kip[n], n € N, degerli bildirisim yaparak bilgi isleyen F ve X
formath Q bellegi liretmeyi iyi bilir. Onlarin olusturdugu her
F* formathh BMF kiime kapanisini iyi algilar. Olusturulan F €
F+
topolojik ve geometrik yapilarin ¢aligilmasini destekler. Ayrik

1s18inda en iyi bigimde bildirisim yapabilen; cebirsel,

matematikte kolay algilamayr miimkiin kilan yeni yontemleri
algilar,
kullanir.

calisir, ifade eder, tasarimlar, gerceklestirir ve

.  ONEMLI YAZAR BULGULARI

1. Cok basit bigimsel dilbilimi olan, T = TASIM
bicimsel dilini tasarimlamis ve bildirisim yapan TTBBS veya
BBBSS Q bellekli BTN tasariminda kullanmustir.

2. T = TASIM BD igerigini kullanilarak, Kip[n], n €
N, kuantum degerlerine duyarli olan genisleme-biiziilme
ozelligine sahip programlanabilir F, X ve S formathh TTBBS

ISCTurkey 2014
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veya BBBSS Q bellek dagilimi ile donatilmis BTN tasarimlari
yapmuistir.

3. T dilini kullanarak F, X ve S formath genisleme-
biiziilme 6zelligine sahip olan TTBBS veya BBBSS formatli Q
belleklerini kullanan; F formatli TTBBS veya BBBSS Q
bellegi olan BTN tasarimlarint iiretmistir. F formatlhh TTBBS
veya BBBSS Q bellek igeriginde bigimsel bildirisim kurma,
sirdirme ve kullanima sunma ydntemlerini c¢aligmistir,
yapilandirmistir, anlamlandirmistir ve kullanima sunmustur.

4. Her ii[m, n] sayisinda, m degiskenli ve Kip[n], n €
N, degerli mantik fonksiyonunun nasil tasarimlanacagini
gostermistir. Bu fonksiyonlardan her biri n farkli bildirisim pin
kodu(veya e-kimligi) kullanmaya muktedir tamra ve ramta
antenlerini kullanarak, kendi i¢ dinamik yapist iginde
bildirisim yaparak, kendi sonu¢ mantik fonksiyonu degerlerini
bulmaktadir. Sozii edilen Kip[n] tabanli e-kimliklerini
kullanan TTBBS veya BBBSS Q bellekli BTN tasarimlari
bulunmustur ve yaymlanmigtir.

5. Gundiizleri gilines, geceleri ay ve yildiz 1sinlar
dogayr aydinlatirken, goriinmeyen BTN olusumlarini insan
gbziine gorlniir kilmaktadirlar. Ay 1s18inin olmadigi gecelerde
evrenin degisik katmanlarindan biri olan, Saman Yolu gok
adasinda yer alan yildizlarindan diinyanin bu cografyasina
mevcut olan YCK ve BCK kurallart altinda yogun olarak bilgi
tagindigr distiniilmiistiir, gézlenmistir ve goriilmistir. Yani
TTBBS veya BBBSS Q bellekli BTN tasarimlarinin oldugu
gercektir.

6. Gokyliziinde gordiigiimiiz her yildiz sonlu sayida
TTBBS veya BBBSS Q bellekli BTN tasarimudir. Yani agik ve
net olarak bir BD iceriginde bir BG ile iiretilen bir kelimedir.
Isik yayarak bizimle bildirisim kurma ¢abasindadir. Bildirisim
kurarken hangi Kip[n], n € N, BMD kuantumlarina bagiml
FU-mantigin1 kullandiklar1 ve bu mantig1 iireten hangi bellek
yapisina sahip olduklart bigimsel olarak bir en iist kimlik
tarafindan kesinlikle bilinmektedir. Yaratict olan odur.

7. YCK ve BCK kanunun algilanmasinda gegerli olan
aksiyomlar vardir. Bu aksiyomlar ¢alisilmistir. Bulunmustur.
Yayilanacaktir.

8. Basit ve karmasik yapida tasarimlanmisg
yenidenlikli alt TASIM algoritmalarin1 kullanarak TTBBS
veya BBBSS Q bellekli BTN formatli Q bellekli algoritmalari
yutan ve yeni TTBBS veya BBBSS Q bellekli BTN yapisinda
yeni TASIM algoritmalart bulunmustur. Kip[n], n € N,
kuantumlari ile programlanmistir. Diisiiniilmesi miimkiin olan
her m degiskenli ve her Kip[n], n € N, degerli mantik
fonksiyonun tasarimi CITALOG igeriginde en iyi bi¢imde
gerceklestirilmistir.  Bu,
bulunan ¢ok yeni ve oldukg¢a onemli olan bir yeni bulus
haberidir. Duyurulur.

9. Her m degigkenli ve n degerli mantik fonksiyonu
tasariminin nasil yapilacagi sorunu yazar tarafindan kesin

icinde bulundugumuz yiizyilda,
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olarak ¢oziilmiistiir. Ozellikleri ¢alisilmistir.  BM igerigine
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Ulusal ve Uluslararasi1 Yonetmeliklerde Kisisel
Saglik Verisi Mahremiyetinin Korunmasi

E. Olca ve O. Can

Ozet— Bilgisayar ve internet kullammi; hayati kolaylastirma,
verimliligi artirma ve maliyetleri diisiirme gibi katma degerlerle
birlikte giinliik hayatin en 6nemli parcalarindan biri olmustur.
Ancak, bilgi sistemlerinde yer alan verilerin hangi amaclarla,
hangi durumlarda ve nasil kullamlacaklar1 konusunda yeterli
kontrollerin ve yaptirimlarin bulunmamasi, Kisinin kendi verisi
iizerindeki erisimleri kontrol edebilmesini zorlastirmakta ve
kisisel mahremiyetini korumasina yonelik endiselerin ortaya
cikmasina neden olmaktadir. Teknolojinin hizla gelismesi ve
bunun sonucunda meydana gelen elektronik doniisiimler
cercevesinde, kisisel saghk bilgilerinin dijital ortama gecirilmesi
kisisel haklar yoniinden ciddi riskler ortaya ¢ikarmaktadir. Bu
doniisiimle birlikte, e-saghik alaninda olusan riskleri yonetmek,
kisisel verilerin gizliligini ve giivenligini saglamak icin ulusal ve
uluslararas1 alanlarda standartlar belirlenmesine ve yasal
diizenlemeler  yapilmasina  baslanmustir. Bu  calismada;
mahremiyeti korunmasi gereken bir e-varhik seklini alan Kkisisel
veri, kisisel saghk verisi ve dijital ortamda tutulan Elektronik
Saghk Kaydi (ESK) olarak incelenmekte, bu e-varhiklarin
mahremiyetinin Kkorunmasi icin olusturulan yoénetmelikler ve
standartlar bazinda yapilan calismalar anlatilmaktadir.

Anahtar Kelimeler—Elektronik saghk kaydi,
mahremiyet, veri giivenligi.

kisisel veri,

Abstract— Computers and internet usage have become one of
the most important parts of daily life with the added values such
as making life easier, increasing productivity and reducing costs.
However, the absence of sufficient control and sanctions over the
purposes, situations and ways of data usage in the information
systems makes it difficult for a person to control access on her/his
own data, and causes concerns to emerge about personal privacy.
As a result of the rapid technological development and the
electronic transformation it brings with, transition of personal
health information to the digital environment poses serious risks
in terms of personal rights. In order to manage risks in e-health
domain and to secure privacy and security of personal data, new
attempts have emerged to set standards and legal regulations both
in national and international fields. In this study; personal data
which has become an e-entity whose privacy needs to be
protected, is analyzed as personal health data and Electronic
Health Record (EHR) in digital platform, and the study also
reviews studies carried out in the form of regulations and
standards to protect the privacy e-entity.
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I. GiRris

Teknolojinin hizla  gelismesi  sonucunda, e-saglik

sistemlerinde yer alan hasta ve tedavi verileri, kayitlarin
elektroniklesme siireci igerisinde dijital ortama taginmistir. Bu
taginma Oncesinde, hasta ve tedavi verilerinin saklanmasi igin
o donemin teknolojik imkanlar1 kullanilirken, saglik verilerinin
diizgiin alinmasi, diizenli saklanmasi, gerektiginde hizli bir
sekilde erisilmesi, paylasilmasi ve arsivlenmesi konularinda
ciddi sikintilar yasanmugtir. Elektronik ortama gecis ile bu
stkintilar asilmus, istenildigi zaman ve yerden ulasilabilir bir
hale gelmistir. Fakat bu erisim kolayliginin yaninda veri
giivenligi riskleri, veri istismarlart ve ekonomik tehditler
ortaya ¢ikmustir. Bu tehditlerin en 6nemlilerinden birisi, kisiler
iizerinde maddi ve manevi bilyiikk zararlara yol agabilecek
kisisel saglik veri mahremiyetinin ihlal edilmesidir. Elektronik
saglik kayitlari, saglik alaninda yer alan biitiin kullanicilar i¢in
onemli avantajlar saglamis olmasina ragmen, teknolojinin kotii
amaclt kullanim1 sonucu verilerin gizliligi ve giivenligi
konusunda ciddi sikintilarin - ortaya ¢ikmasina neden
olmaktadir.

Saglik verisi lizerinde olusan risklerin sonucu olarak, yasal
diizenlemeler yapilmaktadir. Ulusal bilgi giivenligi agisindan
tehlike yaratabilecek bu riskler i¢in, kanunlarla ve uluslararasi
yonetmeliklerle yapilan diizenlemeler uygulanmalidir. Yapilan
tim diizenlemelere ragmen, kisinin kendi haklarmnin farkinda
olmasi ve mahremiyetinin korunmasi i¢in yasal mevzuatlar
dogrultusunda islem yapildigindan emin olmasi gerekmektedir.
Ciinkii bilgi giivenliginin en zayif halkasi tehdide dogrudan
veya dolayli olarak maruz kalan egitimsiz ya da biling eksikligi
olan bireylerdir. Bu nedenle kisi, saglik sistemindeki bir aktor
olarak, kisisel verisinin mahremiyetini ve giivenlik 6nlemlerini

tamamen diger paydaslara birakmamali ve siirecin
yonetmelikler dogrultusunda ilerlediginin takibini
yapabilmelidir.

Bu calismada; kisisel veriler, kigisel saglik verileri ve
bunlarin kanunlarla ve uluslararasi yonetmeliklerle yapilan
diizenlemelerinden bahsedilmekte, e-saglik dahilinde kisisel
saglik verileri igin gizlilik ve giivenlik kavramlarinin 6nemine
deginilmektedir. Saglik etki alaninda, potansiyel mahremiyet
riskleri ve mahremiyetin hasta haklar1 ag¢isindan Onemi
anlatilmaktadir. Bu c¢alismanin organizasyonu asagidaki
sekilde diizenlenmistir: Tkinci boliimde kisisel veri ve kisisel
saglik verisi kavramlar1 agiklanmakta ve hukuki zeminleri
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aktarilmaktadir. Uciincii boliimde, genel bir degerlendirme
yapilmakta ve dordiincii bolimde sonug yer almaktadir.

II. KiSiSEL VERI VE YONETMELIKLER

Veriden ya da bu verinin ilgili oldugu diger veriler ile
birlestirilmesi sonucunda olusan veri kiimesinden, veri
sahibinin kimligi elde edilebiliyorsa bu veri kisisel veridir.
Ornegin, bir veri tabaninda yer alan kullanici isimleri ve
adresleri kisisel verilerdir. 1995 yilinda yaymlanmis olan
95/46/EC numarali Avrupa Birligi direktifi [1], kigisel veri
tanimini, kim oldugu belli veya belirlenebilen bir gergek kisiye
ait tlim bilgilerdir seklinde ifade etmektedir. Bu direktife gore,
kimligi belirlenebilir gergek kisi; “Ozellikle bir kimlik
numarasi referans alinarak dogrudan ya da dolayl
belirlenebilen ya da fiziksel, psikolojik, akli, ekonomik,
kiiltiirel veya sosyal kimligine ozgii bir veya birden ¢ok
faktorle tammlanabilen kisidir”. Bu tek bir bilgi olabilecegi
gibi, birbiriyle iliskili ¢ok sayida bilgi de olabilmektedir.
Kiginin adi, adresi, kimlik numarasi, dogum tarihi, banka
hesap numarasi, kredi kartt numarasi, parmak izi, IP adresi,
saglik raporlari, kisisel veri ornekleridir. Anayasanin 20.
Maddesi “Ozel Hayatin Gizliligi” [2] bashg altinda yer alan
“Herkes, ozel hayatina ve aile hayatina saygr gosterilmesini
isteme hakkina sahiptir. Ozel hayatin ve aile hayatinin
gizliligine dokunulamaz” ifadesiyle Kkisisel veriler bir hak
olarak tamimlanmakta ve koruma altina alinmaktadir. Avrupa
Insan Haklar1 Sézlesmesinde, kisisel veri tanimi icin acik bir
ifade bulunmamaktadir. Ancak, “ézel ve aile hayatina saygi
hakkr” baslikli 8. maddesinin 1. fikrasina gore; “Herkes, ozel
ve aile hayatina, konutuna ve yazismalarina saygi gosterilmesi
hakkina sahiptir” hiikmiinde gecen “ézel hayata saygi hakki”
kisisel wverileri de kapsamaktadir [3]. Kisisel Verilerin
Korunmasi Kanun Tasarisi’nda [4], kisisel veri taniminin igine
tiizel kisiler de dahil edilmekte ve kisisel veri “Belirli veya
kimligi belirlenebilir gercek ve tiizel kisilere iliskin bilgilerin
tamami” olarak tanimlanmaktadir. 108 Numarali Avrupa
Konseyi Sozlesmesinde [5] ise; “Kisisel veri, kimligi belirtilen
ya da belirtilebilen gercek kisiyle ilgili tiim bilgileri ifade
eder” seklinde bir tanim yer almaktadir. Ekonomik Kalkinma
ve Isbirligi Orgiiti (The Organisation for Economic Co-
operation and Development, OECD)’niin Rehber ilkelerinde
[6] ise “Belirli veya belirlenebilir bir gergek kisiye iliskin tiim
bilgiler” olarak bir tanim bulunmaktadir.

A. Kisisel Veri, Erisimi, Kullanimi ve Korunmasti

Amerika ve bircok gelismis Avrupa iilkesinde, elektronik
ortama ve bilgisayar kullanimina {ilkemizden daha once
gecilmis olmasi nedeniyle, son ¢eyrek yiizyilda kisisel verilerin
giivenligine iliskin tehlikelerin farkina varilmigs ve bu alanda
iilke mevzuatlarinda cesitli diizenlemeler yapilmistir. Kati
yaptirnmlart olan gizlilik diizenlemeleri nedeniyle, kisisel
bilgiler kritik kurumsal veriler arasinda en onemli bilgiler
olarak kabul edilir bir duruma gelmistir. Bu nedenle, kisisel
verilere sahip olan kurumlar, bu verilerin erisimi ve kullanimi
icin kritik kurumsal verilerinin giivenligine iliskin bir program
yiiriitmektedirler [7].

Yine kisisel verinin erisimi ve kullanimi i¢in, Tirkiye
Cumhuriyeti Anayasasinin 20. Maddesinde [2] &zel hayatin
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gizliliginin dokunulamaz oldugu belirtilmekte ve kisisel veriye
erisim i¢in “Milli giivenlik, kamu diizeni, su¢ islenmesinin
onlenmesi, genel saglik ve genel ahlikin korunmasi veya
baskalarinmin hak ve ozgiirliiklerinin korunmasi sebeplerinden
biri veya birka¢ina bagh olarak, usuliine gére verilmis hakim
karart  olmadik¢a; yine bu sebeplere baglh olarak
gecikmesinde sakinca bulunan hallerde de kanunla yetkili
kilinmug merciin yazili emri bulunmadikea; kimsenin iistii, ozel
kagitlar: ve esyasi aranamaz ve bunlara el konulamaz. Yetkili
merciin karart yirmi dort saat i¢inde gorevli hakimin onayina
sunulur. Hakim, kararmmi el koymadan itibaren krk sekiz saat
icinde aciklar, aksi halde, el koyma kendiliginden kalkar”
tanimi yapilmaktadir. Sonradan eklenen ek fikra ile de “kisinin
ag¢tk rizast” terimi kullanilmakta, kisisel verinin ancak kanunda
ongoriillen durumlarda ve/veya kisinin agik izniyle erisilip
islenebilecegi vurgulanmaktadir. Kisisel verinin korunmasi
kapsaminda, 2010 yilinda yapilan bir diizenleme ile 20.
Maddeye ek bir fikra eklenmistir. Bu ek fikrada [2], “Herkes,
kendisiyle ilgili kigisel verilerin korunmasini isteme hakkina
sahiptir. Bu hak; kisinin kendisiyle ilgili kisisel veriler
hakkinda  bilgilendirilme, bu verilere erisme, bunlarin
diizeltilmesini veya silinmesini talep etme ve amaglar
dogrultusunda kullamlip  kullanilmadigini  6grenmeyi  de
kapsar. Kisisel veriler, ancak kanunda ongoriilen hallerde
veya kisinin a¢ik rizasiyla islenebilir. Kisisel verilerin
korunmasina iligkin esas ve usuller kanunla diizenlenir”
ifadesi yer almaktadir. Bu fikrada, hiikiim ac¢ik bir sekilde
ifade edilmekte, kisisel verilerin ancak kanunla &ngoriilen
durumlar ve kanuna dayali diizenlemelerle islenebilecegi
vurgulanmakta ve kisisel verilerin korunmasi 6ngoriilmektedir.
Ayrica, bu maddede, kisisel verilerin ancak kisinin agik izni ile
islenebilecegi, kisisel verilerin nasil korunacagina dair esas ve
usullerin kanunla diizenlenecegi ifade edilmekte [8] ve kisisel
verilerin mahremiyeti ve korunmast hakkinin varligi
taninmaktadir.

Avrupa Insan Haklari Sézlesmesinin 8. maddesinin 2.
fikrasinda, kisisel veriye erisim hakki i¢in “Bu hakkin
kullanilmasina bir kamu otoritesinin miidahalesi, ancak ulusal
giivenlik, kamu emniyeti, iilkenin ekonomik refahi, dirlik ve
diizenin korunmasi, su¢ islenmesinin énlenmesi, saghgin veya
ahlakin veya baskalarinin hak ve ozgiirliiklerinin korunmasi
icin, demokratik bir toplumda, zorunlu olan él¢iide ve yasayla
ongoriilmiis olmak kosuluyla soz konusu olabilir’ tanmimi
yapilmakta, ayrica kisisel veri gizliliginin ve glivenliginin nasil
uygulanabilecegi ifade edilmektedir [3]. 8. maddenin ihlal
edilmesi ve yasal yaptirimlar ile ilgili de gesitli adli 6rnekler
mevcuttur. Avrupa Insan Haklar1 Mahkemesi’nin 02.12.2008
tarih ve 2872/02 basvuru numarali K.U. v. FINLANDIYA
davasinda [9], 12 yasinda bir erkek ¢ocugu adina yayinlanan
bir ilanda; c¢ocugun yasi ve fiziksel 6zellikleri belirtilerek
“kendisine yol gosterecek” kendi yasinda veya daha biiyiik bir
erkekle yakin iliski kurmak istedigi ifadelerine yer verilmistir.
Internet servis saglayicisinin bu reklami veren kisinin kimligini
gizlilik kurallarin1 ihlal edecegi gerekcesiyle agiklamayi
reddetmistir. Finlandiya mahkemeleri de servis saglayicinin
yasal olarak s6z konusu bilgiyi agiklamaya mecbur olmadigi
hiikmiine varmislardir. Bunun {izerine, Avrupa Insan Haklari
Mahkemesi bunun ceza gerektiren bir eylem olduguna ve
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Avrupa Insan Haklari Soézlesmesinin 8. maddesinin ihlal
edildigine karar vermistir [10]. 25.02.1997 tarih ve 22009/93
bagvuru numaral Z v. FINLANDIYA davasinda [11], bir ceza
davasi kapsaminda kiginin HIV durumunu da iceren tibbi
bilgilerin agiklanmasindan dolayr 06zel hayatina saygi
gosterilmesi hakkinin ihlal edildigi gerekgesiyle agilan davada,
mahkeme ilgili kiginin tibbi kayitlariin ifsasinin, Avrupa
Insan Haklar1 Sézlesmesi 8. madde 2. fikra kapsaninda gerekli
olduguna karar vermistir. Ancak mahkeme, temyiz mahkemesi
kararinda kisinin adimin ve HIV statiisiiniin agiklanmasinin
herhangi bir mesru amag¢ igin gerekli olmadigina ve ozel
hayata saygt hakkiin ihlal edildigine karar vermistir. Ciinkii
kisinin yasadig1 saglik problemleri, doktoru ile arasindaki
iliskisi, teshis, tedavi ve tetkik bilgileri, verilen ilaglar ve
goriintiileme sonuglart tlimiiyle 6zel hayatinin gizliligi ve
korunmasi hakki kapsamima girmektedir. 27.08.1997 tarihli
M.S. v. ISVEC davasinda ise [12], basvurana ait kiirtaj
hakkinda bilgileri de iceren tibbi verilerin, tedavi gordigii
saglik kurumu tarafindan sosyal giivenlik kurumuna
verilmesinin Avrupa Insan Haklar1 S6zlesmesinin 8. maddesini
ihlal ettigi iddiasi degerlendirilmistir. Bu davada, diger dava
sonuglarinin aksine, sosyal giivenlik kurumunun ilgili saglik
kurumundan bilgileri isteme yiikiimliiliigiiniin kanun dahilinde
olduguna ve Avrupa Insan Haklar1 S6zlesmenin 8. maddesinde
giivence altina almman ozel hayata saygir hakkimm ihlal
edilmedigine karar vermistir. Avrupa Birligi Direktifi 2b
maddesinde ise [13], verinin islenmesi ¢ok genis bir sekilde
tanimlanmaktadir. Buna goére verinin islenmesi; verinin
toplanmasi, kaydedilmesi, organizasyonu, depolanmasi,
degistirilmesi, geri alinmasi, kullanimi, iletimi, yayma veya
yayint ve hatta engellenmesi, silinmesi veya imhasi dahil
olmak iizere kisisel veriler iizerinde maniiel veya otomatik
miidahaleyi kapsamaktadir.

Kisisel verilerin korunmasi konusu, ger¢ek anlamda ilk defa
1980 yilinda Ekonomik Kalkinma ve Isbirligi Orgiitii (OECD)
tarafindan ele alinmaktadir. Burada kabul edilen ilkeler diger
caligmalara da rehber niteliginde olmustur. Bu ¢alismaya gore,
kisisel veri toplanmasi ve islenmesi ilkesinde, kisisel veri
kullantminin sinirlart olmasi gerektigi belirtilmekte ve yine
kisisel verilerin yasal mevzuatlara uygun, mesru yollarla ve
miimkiin oldugunca bireyin bilgisi veya izni dahilinde elde
edilmesi gerektigi vurgulanmaktadir [14]. 5237 sayili Tiirk
Ceza Kanunu, kigisel verilerin korunmasma yonelik suglar
diizenleyen 134., 135., 136., 137. ve 138. maddelerinde
maniiel olarak yapilan veri isleme faaliyetleri de sug
kapsamma alinmaktadir [15]. Tirk Ceza Kanunu 138.
maddesinde, kisisel verilerin korunmasinda temel ilkeler
arasinda bulunan “siire siir1” kargilanmaktadir [15]. Bununla
birlikte, Tirk Medeni Kanunu’'nda “Kisilik Haklarmin
Korunmasi”n1 diizenleyen 23. ve 24. maddeleri uyarinca da,
kisisel veriler koruma altina alinmaktadir [16]. Avrupa Birligi
Temel Haklar Sarti’nin 8. maddesinde kisisel verilerin
korunmasi bashigi altinda “Herkes, kendisini ilgilendiren
kigisel verilerin korunmast hakkina sahiptir. Bu veriler, adil
bir sekilde, belirli amaglar icin ve ilgili kiginin rizasina veya
yasa ile dngoriilmiis diger mesru bir temele dayanarak
tutulur. Herkes, kendisi haklkinda toplanmis verilere erisme ve
bunlart diizelttirme hakkina sahiptir. Bu kurallara uyulmast,
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bagimsiz  bir ~makam tarafindan  denetlenir”  ifadesi
bulunmaktadir [17].

Kisisel verilerin korunmasina yonelik diinyada yapilan
caligmalarin tarihsel siirecine bakildiginda, 1970 yilinda
Almanya’da Verilerin Korunmas: Kanunu ¢ikarilmig [18],
1970 yilmin sonunda Liiksemburg’da kisisel verilerin
korunmasina ydnelik bir diizenleme yapilmistir. 1973 yilinda
Isve¢’te verilerin korunmasma iliskin kanun cikartilms,
1974’te Amerika’da 6zel alanin korunmasina iliskin kanun
kabul edilmistir. Bu kanunlara ek olarak, 1977 yilinda
Kanada’da fnsan Haklart Kanunu ve 1978 yilinda Fransa’da
Elektronik Veri Islenmesi, Veriler ve Ozgz’jrlz’jk Haklarma
iliskin kanun ¢ikarilnustir. Ayn siiregte; Isvigre, Danimarka ve
Norveg’te de verilerin korunmasina iliskin yasal diizenlemeler
yapilmistir [19]. 1980 yilinda OECD tarafindan kisisel veri
toplanmasi ve islenmesi [6] ile ilgili s6zlesme kabul edilmis,
1981 yilinda da Avrupa Konseyi, verilerin korunmasina
yonelik olan 108 numarali sdzlesmeyi [20] kabul etmistir. Bu
sozlesmeler birgok sozlesmeye rehber olmus, bircogu yeniden
gozden gegirilmistir. Avrupa Birligi; AB 95/46/EC numarali
direktifi, 108 Numarali S6zlesme, OECD Rehber ilkeleri gibi
calismalar ile kigisel verilerin mahremiyetinin korunmasi
alaninda temel alinacak cesitli caligmalar ortaya c¢ikarmistir
[21].

B. Kigsisel Saglk Verisi, Erigimi, Kullanimi ve Korunmasi

Kisisel saglik verisi kavrami, kisisel veri kavrami i¢inde yer
almaktadir. Tedavinin siirekliliginin saglanmasinda 6nemli bir
payt olan kisisel saglik verisi, toplum sagligina da 6nemli
katkilarda bulunmaktadir. Ayrica, bilimsel arastirmalara
kaynak olmakta ve hukuki durumlar igin belge niteligi
tasimaktadir. Kabul edilen kanunlar, mevzuatlar, sdzlesmeler
dahilinde kisinin, kisisel saglik verileri ile ilgili haklari; 6zel
yasama ve aile yagsamina saygi hakki, saglik hizmetinden
faydalanma hakki, yasam hakki, ifade oOzgiirligl, diisiince
vicdan ve din 6zgirliigi, adil yargilanma hakki, haklarin
kotiiye  kullamlmasinin  yasaklanmasi  hakki, haklarin
kisitlanmasinin siirlanmasi hakki, 6zgiirliik ve giivenlik hakki
ile dogrudan baglantilidir [22].

Kisisel saglik verisinin sahibi durumundaki hastanin haklari,
uluslararast alanda ilk olarak 1981 yilinda Lizbon’da
imzalanan Diinya Hekimler Birligi (DHB) Hasta Haklar
Bildirgesinde ele alinmustir. Bu bildirge, 1995’te Bali’de
yenilenmis, son olarak ta 2005 Santiago Bildirgesi’yle
gelistirilmistir. Washington’da 2002 yilinda yapilan Diinya
Hekimler Birligi (DHB) [23] Genel Kurulu'nda kabul edilen
bildirgede kisisel saglik bilgileri; “Kisinin bedensel ya da
zihinsel saghigina iligkin kayit edilmis tiim bilgilerdir” olarak
tanimlanmaktadir. Kigisel veri olarak, kisinin kimlik ve saglik
bilgileri yani sira hiicre, uzuv, kan ve DNA gibi bilgileri de
onemlidir. Kasim 2002 tarihli Avrupa Birligi Hasta Haklarina
Iliskin Avrupa Statiisii Ana Soézlesmesi Temel Dokiimani 6.
Maddesinde [24] “Ozel ve Gizlilik Hakki” bashg altinda; “Her
birey kisisel bilgilerinin; saglik durumu, yapilan teshis ve
tedavi konularinda bilginin yani sira teshis ve tedavi
yapilirken veya ozel ziyaretlerinin gizliliginin muhafazasi
hususunda, gizli tutulmasin talep etme hakkina sahiptir”
tanimi yer almaktadir.
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Tirkiye Cumhuriyeti Saglik Bakanligi Hasta Haklari
Yonetmeligi  “Mahremiyete Saygi Gdsterilmesi” baglikli
Madde 21°e bakildiginda [25], kisisel saglik bilgileri ile ilgili
olarak: “Hastanin, mahremiyetine saygt gosterilmesi esastir.
Her tiirlii tibbi miidahale, hastanin mahremiyetine saygi
gosterilmek  suretiyle icra edilir. Mahremiyete saygi
gosterilmesi ve bunu isteme hakki,

1) Hastamn, saglik durumu ile ilgili tibbi degerlendirmelerin
gizlilik igerisinde yiiriitiilmesini,

2) Muayenenin, teshisin, tedavinin ve hasta ile dogrudan
temasi gerektiven diger islemlerin makul bir gizlilik

ortaminda  gerceklestirilmesini  kapsar”  tanim yer
almaktadir.
Saglik Bakanligi tarafindan hazirlanan, kamuoyunun

bilgisine ve goriisiine sunulan “Kisisel Saglik Verilerinin
Islenmesi ve Veri Mahremiyetinin Saglanmas1 Hakkinda
Yonetmelik Taslagi [26]”nin amaci; kisisel saglik verilerinin
kayit altina alinabilmesi, veri mahremiyetinin saglanmasi,
islenmesi ve isleyecek gergek ve tiizel kisilerin uyacaklari esas
ve usulleri belirlemektir. Ancak, Saglik Bakanligi’nin kisisel
saglik verilerini hangi sartlarda tutacagi belirtilmemistir. Bu
taslak kapsaminda, Saglik Bakanligi en biiyiik veri toplayan
kurum olarak goriilmektedir. Bu durumda, kisisel saglik
verilerinin gereginden uzun saklanmasinin Oniine ge¢cmek ve
suiistimalleri dnlemek igin gerekli diizenlemelerin yapilmasi
ve sinirlarin belirlenmesi gerekmektedir.

Bilgi giivenligi konusunda ki diger bir 6nemli ¢alisma olan
ISO 27000 ailesi, olduk¢a kapsamli siiregleri igermektedir
[27]. ISO/IEC 27001:2005, Bilgi Giivenligi Yonetim Sistemi
icin Ozellikleri belirlerken ISO/IEC 27002:2005 Bilgi
Giivenligi Yonetimi igin uygulama kodu niteligindedir. ISO
27799:2008 standardi ise, saglik bilisimi i¢in bir standarttir.
Saglik sektoriinde bilgi giivenligi yonetiminin
gerceklestiriminde ISO/IEC 27002 kullanilarak diizenlenmeler
gerceklestirilmektedir [28].

Amerika Birlesik Devletleri’nde saglik sektoriindeki bilgi ve
bilgi akigmin giivenligini olusturmak ve devamliligini
saglamak icin 1996 yilinda kabul edilen ve uygulanmaya
baglanan HIPAA’ya (Health Insurance Portability and
Accountability Act) gore saglik bilgisi, saglik hizmeti
servisleri, halk sagligi otoriteleri, sigorta firmalari, saglik
hizmetinde bulunan profesyoneller tarafindan iretilen ya da
elde edilen ve hayatin tiim donemi i¢in fiziksel veya ruhsal
saglik ile iliskili olan herhangi bir bilgidir [29]. Ozetle; kisisel
saglik bilgileri, kisinin dogumundan olimiine kadar gegen
stireyi kapsayan saglik bilgilerinin tiimiidiir.

Kisisel veriler agisindan saglik sektdriinde uygulanan
prensipler genel prensiplere paraleldir. Saglik uzmanlari igin
Saglik Hizmetlerinde Mahremiyet ve Gizlilik Uzerine Avrupa
Rehberi’nde (European Guidance for Healthcare Professionals
on Confidentiality and Privacy in Healthcare) kisisel saglik
verileriyle ilgili olarak hastanin bilgilendirilmesi, riza/onam
almmasi, se¢im hakki, hasta kimliginin gizlenmesi ve
anonimlestirme, bilgi aciklamasin1 gerektiren durumlar,
giivenlik, erisim ve diizeltme maddeleri tanimlanmaktadir [30].

Kisisel saglik verisi, kisinin tedavisinin siirekliligi i¢in ne
kadar gerekli ise, istatistiksel ve bilimsel amaclar i¢in de ayni
derecede gereklidir. Bu dogrultuda saglik verisine, veri
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orneklerine ve laboratuar sonuglarina erigim istegi gerekliligi
ve bu veriler iizerinde arastirma yapma ihtiyact da her gecen
gilin artmaktadir. Kaynaklara erigim denetiminin
gerceklestirimi, kisisel haklarm korunmasinin saglanmasinda
onemli ve gerekli bir denetimdir. Arastirma ve gelistirme igin
kullanilan veri kiimeleri ne kadar fazla veri igerirse, elde
edilen sonuglarin gegerliligi ve genellestirilmesi de etkili
olacaktir. Bu nedenle, hasta verilerinde kisisel mahremiyetin
korunmasi ve veri giivenliginin saglanmas: hakk: dahilinde
arastirmalar i¢in kullanilacak saglik verisinin kullaniminin
maksimizasyonu ile gizlilik ve giivenlik dengesinin kurulmasi
Onemlidir.

Tirkiye’de tlim saglik kurumlari, tek bir ¢ati altinda
toplanmig olup, 2006 yilindan itibaren Sosyal Giivenlik
Kurumu (SGK) giivencesiyle hizmet alan kisilerin bilgileri
elektronik ortamda (MEDULA) [31] tutulmaya baslanmustir.
2012 yil1 itibariyle, e-regete sistemine gecilmis ve kisilerin ilag
bilgileri de saklanmaya baglanmistir. SGK, anlagsmasiz
kurumlar/muayenehanelerden hasta verilerini almak igin, ayri
bir sistem tasarlamistir (Saglik2NET) [32]. Bu sistem 2013
Agustos’ta yasalagmis ve uygulamaya alinmay1 beklemektedir.

Tirkiye’de saglik hizmetinin 6zellestirilmesine bagli olarak
Sosyal Giivenlik Kurumuna MEDULA sistemi kapsaminda
gonderilen veriler incelendiginde, 6zel saglik sektorii de kisisel
saglik verilerine en az %35 oraninda sahip bulunmaktadir [33].
Ulusal 6zel saglik sektdriiniin  uluslararast sermaye ile
ortakliklarinin artmasi ve yonetimlerinin uluslararasi sermaye
lehine degismesi sonucu, bu bilgiler tiimii ile uluslararasi
sermayenin de kontrol ve kullanimina gegmis bulunmaktadir.

Tirkiye’de, kisilerin saglik hakkiyla ilgili pek ¢ok dava
Avrupa Insan Haklari Mahkemesine tasmmus ve Tiirkiye,
kisinin yasam hakkin1 korumak icin gerekli sistemi
olusturamadigi gerekgesiyle mahkim olmustur [34]. Hasta
haklarinin korunmas: kapsaminda kisisel saglik verilerinin
gizliligi ve gilivenliginin saglanmasi ile hasta giiveni ve
memnuniyeti ile baslayan ve sonrasinda saglik kurumuna
ulagsacak olan olumlu etki, iilke ¢ikarlar1 baglaminda zaman
tasarrufu ve ekonomik kazanimlar saglayacaktir.

Kisisel saglik verileri kapsaminda olan kisinin saglik
durumuna iliskin genel veriler, kisiye uygulanan tedaviye
iligkin veriler ve tedavi sonrasimi kapsayan slire¢ igin
ongorillen durumlar gizli olmali ve korunmalidir. Saglik
Bakanligmm 2005 yilinda yaymladigi “Veri Giivenligi
Genelgesi” adli genelgede [35] verilerin kullanimiyla ilgili
“verilerin hastanin izni olmadan baska kurumlara/sahislara
verilmemesi” gibi esaslar getirilmis ve bu esaslarin
uygulanmasina yonelik olarak da “Kurumda kimin hangi
yetkilerle hangi verilere ulasacagr ¢ok iyi tammlanmalidr.
Rol tabanli yetkilendirme yapilmaldwr ve yetkisiz kisilerin
hastanmin saglik kayitlarina erigmesi miimkiin olmamalidir.”
maddesiyle agiklama yapilmigtir. HIPAA giivenlik kurallarina
gore [36]; kisisel saglik bilgilerinin gizliligi, biitinligi ve
erigilebilirligi garanti altina alinmalidir. Bu nedenle, kisisel
saglik bilgilerinin  biitiinliiginii  tehdit edici ve/veya
mahremiyetini tehlikeye sokacak her tiirlii izinsiz erisime karsi
onlemler alinmalidir.

Kigisel saglik verileri acgisindan evrensel ilke her zaman
kisinin hak ve Ozgiirliklerinin korunmasmin 6n planda
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olmasinin gerektigidir. Diinya standartlarinda kisisel saglik
verileri, kigisel veri kategorisi iginde kritik ve 6zel niteligi olan
veriler kategorisinde yer bulmaktadir.

III. DEGERLENDIRME

E-doniisiim siirecinde kritik 6nem tasiyan saglik verilerinin
dijital ortama tasinmasi ile hasta ve tedavi bilgileri kagit
tabanli formattan ¢ikarak diinyanin her noktasindan kolayca
ulagilabilir olmus, elektronik saglik kayitlari da tip bilisimi
alaninda 6n plana ¢ikan Onemli konular arasina girmistir.
Dijital ortama gecis ile birlikte kalite ve verimin artmasi, is
akisinin  otomatize olmasi, hasta tedavi ve bakiminin
iyilestirilmesi, acil durumlarda hasta bilgilerine hizli ulasim,
daha 1iyi bir dokiimantasyon, yasal bilgi ve belge olusturmada
kolaylik, saglik hizmetinin daha iyi planlanabilmesini gibi
birgok kazanim saglanmistir. Ancak, bu kazanimlarin
karsisinda da hasta mahremiyetinin ihlali ve kisilerin maddi,
manevi ve sosyal yonden zarar gormesi, kisisel bilgilerin
kisilerin haberi olmaksizin ¢esitli ortamlarda ifsa edilebilmesi,
sisteme giiven duygusunda ki azalmaya bagli hastanin
bilgilerini saklamasi ve tedavinin bu durumdan etkilenmesi,
toplanan verilerin metalastirilarak alinip, satilabilir bir duruma
gelmesi ve verilerin amag dis1 kullanimi gibi ¢ok kritik riskler
ortaya ¢ikmaktadir. Temel hak ve hiirriyetlerin 6neminin
giderek arttig1 ve kisilerin bilinglendigi giiniimiizde de, kisisel
bilgilerin gizliligi dahilinde bu riskleri minimize etmek igin
tilke ve saglik kurumlar1 bazinda ve uluslararasi ¢apta tanimlar
yapilmakta, standartlar belirlenmekte, ¢cOziimler
Onerilmektedir.

Bu tanimlamalarin en basinda, Saghk Bilgi ve Yonetim
Sistemleri  Toplulugu (Healthcare Information and
Management Systems Society, HIMSS) Elektronik Saglik
Kaydi (ESK) tanmmmimi [37]: “Hasta saghk bilgilerinin
herhangi bir saghk kurulusunda bir veya birden ¢ok kurulug
tarafindan  olusturulmus  boylamsal  (dikey) elektronik
kayitlardir.  Bu  bilgiler kapsaminda hastanin  cinsiyeti,
ilerleme notlari, sorunlari, tedavileri, yasam belirtileri, ge¢cmis
ubbi bilgileri, bagisikliklary, laboratuar verileri ve radyoloji
raporlart girmektedir” olarak vermektedir. Saglik Bakanlig
tarafindan duyurulan bir sertifikada [38], ESK’ nin dijital ¢ag
ile birlikte yasamimiza giren kavramlardan biri ve de en
onemlisi oldugundan bahsedilmektedir.

Her tiirlii kayitta oldugu gibi, elektronik saglik kaydinda da
kisisel saglik verilerinin gercek sahibi kisidir. Kisinin saglik
hizmeti aldig1 kurumlar agisindan saglik hizmetini veren
kurum ya da kisi (hekim) olma durumu kisisel saglik
verilerinin tizerinde “sahip olma” hakkini olugturmamaktadir.
Saglik hizmeti gerek kisinin dogrudan kendi 6demesi sonucu,
gerekse de vergilendirme yontemi ile almis oldugu bir
hizmettir. Her iki durumda da kurumsal haklar kisisel haklarin
oniine gegmemelidir. Tim saghk kurumlarinin ve ilgili
personellerin kigisel haklari tanima ve destekleme ve hatta
kisilerin mahremiyetini saglama konusunda sorumluluklari
bulunmaktadir. Santiago’da 2005 yilinda yapilan Diinya
Hekimler Birliginde ortaya c¢ikan Hasta Haklar1 Bildirgesinin
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gizlilikle ilgili 8. Maddesi [39] “Hastanin saglik durumu, tibbi
durumu, tanisi, hastaligin seyri ile ilgili tahmini, tedavisi ve
kisiye 6zel diger tiim bilgiler dliimden sonra bile gizli olarak
korunmalidir” ifadesine yer vermektedir. 5510 sayili Sosyal
Sigortalar ve Genel Saglik Sigortast Kanununa [40] gore,
Sosyal Giivenlik Kurumu (SGK) MEDULA [31] sistemi ile
hizmet alimi sonucu 6deme kapsami dahilindeki kisilerin
kigisel saglik bilgilerini elektronik ortamda kayit altina
almaktadir. Saglik Bakanlig1 kendine bagli ya da denetiminde
bulunan saghk kurumlarindan GEBLIZ, AsiNet, 15-49 Yas
Kadm Izlem gibi formlar ile hastalarin saglhk verilerine ek
olarak kisisel bilgileri de toplamaktadir. Kamu ve 6zel saglik
kuruluglarindan da SaghkNET [32] kapsaminda bilgiler
bakanliga gonderilmektedir. Tutulan tiim kisisel saglik verileri,
Saglik Bakanligi, SGK, hekimler, eczaneler, laboratuvarlar ve
calisanlari, adli siire¢ kapsaminda adli makamlar tarafindan da
kolaylikla izlenebilmektedir. Veri miktar1 hizli bir sekilde
artarken, veriye erisim imkani da yogun ve kolay bir sekilde
gerceklesmektedir.  Kigsisel Verilerin  Korunmasi  Kanun
Tasarist [4], halen kanunlagmayir beklemektedir. Tiirkiye
Cumhuriyeti hukuk sisteminde tek genel diizenleme Tiirkiye
Cumhuriyeti Anayasasi olup, Tiirk Ceza Kanunu ve Medeni
Kanun ile de kisisel verilerin korunmasina aykirt davranislara
iliskin genel hiikiimler belirtilmektedir. Gilintimiizde, genel
olarak diizenlenen bir “Kisisel Verilerin Korunmasi Hakkinda
Kanun” mevcut degildir ve AB mevzuatina uyum i¢inde genel
bir kanuni diizenlemeye acil olarak ihtiya¢ duyulmaktadir.

IV. SoNuc

Verilerin elektroniklesmesi siirecinin olumlu yanlarinin
yaninda, olumsuzluklari da aym1 derecede 6nem tagimaktadir.
Siirecin hukuki baglamda kurallara baglanmasi, gizliliginin ve
giivenliginin saglanmasit ve kontrol edilebilmesi konusunda
yonetmeliklerin olusturulmasi ve teknolojik diizenlemelerin
gergeklestirilmesi ihtiyact dogmaktadir. Ancak, yasanan bazi
olaylara ve alinan tiim tedbirlere ragmen olumsuzluklarin
tiimiiyle ortadan kalkmasimin miimkiin olmadig: tartigmalar1 da
stirmektedir. Hukuk alanindaki gelismeler ve diizenlemeler,
bilim ve teknolojideki kadar hizli olamamaktadir. Bu durum,
elektronik ortamda tutulan kisisel saglik verilerinin gizliligi,
giivenligi, giivenilirligi, islenmesi ve saklanmasi konularinda
cesitli aksakliklar1 beraberinde getirmektedir.

Tiirkiye Cumhuriyeti Saglik Bakanligi, hasta mahremiyeti
konusunda MEDULA sistemi ile saglik verisi toplayan diger
bir¢ok saglik kurumuna gore daha hassas davranmaktadir.
Saglik Bakanligi tarafindan, 2005 yilinda yaymlanan Veri
Giivenligi Genelgesi [41] son yillarda detaylandirilarak
giincellenmistir. Hukuk ve tip bilisimi alanlarinda yiiriirlikte
olan kanunlar ve Avrupa Birligi kriterleri ile birlikte yapilan
calismalar smirlar1 belirlemekte, yasallagtirmakta ve pratige
gecirilmesi i¢in yonlendirmelerde bulunmaktadirlar. Teorik
anlamda yapilan bu ¢aligmalarin uygulamaya geg¢mesiyle
birlikte bireylerin, kisisel verilerin gizliligi ve giivenligi
konusunda bilinglenip sistemi desteklemeleri bu siirece ivme
kazandiracaktir.

Istanbul, Turkey/Tiirkiye
17-18 Oct/Ekim 2014

75



7th International Conference on Information Security and Cryptology

7. Uluslararas1 Bilgi Giivenligi ve Kriptoloji Konferansi
ULUSAL VE ULUSLARARASI YONETMELIKLERDE KiSISEL SAGLIK VERISI MAHREMIYETININ KORUNMASI

KAYNAKLAR

[1] Directive 95/46/EC of The European Parliement and of The Council,
Available: http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:1.:1995:281:0031:005

[2] Tirkiye Cumbhuriyeti Anayasasl, Available:
http://global.tbmm.gov.tr/docs/constitution_en.pdf

[3] Avrupa insan Haklar1 Sézlesmesi, Avrupa Antlasmalari Serisi, no. 5,
Auvailable:
http://www.echr.coe.int/Documents/Convention 2014 _1_TUR.pdf

[4] Kisisel Verilerin Korunmasi Hakkinda Yasa Tasarist md.3/¢., Available:
http://www2.tbmm.gov.tr/d23/1/1-0576.pdf

[5] Kisisel Nitelikteki Verilerin Otomatik isleme Tabi Tutulmasi Karsisinda
Sahislarm  Korunmasma Dair 108 Numarali Avrupa Konseyi
Sozlesmesi, Available:
http://conventions.coe.int/Treaty/en/Treaties/Html/108.htm

[6] OECD Guidelines on the Protection of Privacy and Transborder Flows
of Personal Data, Available:
http://www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectiono
fprivacyandtransborderflowsofpersonaldata.htm

[7]1 E. McCallister, T. Grance, and K. Scarfone, “Guide to Protecting the
Confidentiality of Personally Identifiable Information (PII)”,
Recommendations of the National Institute of Standards and
Technology, NIST Special Publication 800-122, April 2010.

[8] Kisisel Saghk Verilerinin Korunmast Bir Haktir, Available:
http://www.ttb.org.tr/index.php/Haberler/ksv-4171.html

[9] AHIM, K.U. v. FINLANDIYA DAVASI (Basvuru no: 2872/02),
Available:
http://hudoc.echr.coe.int/sites/eng/pages/search.%20aspx?i=001-89964

[10] Avrupa insan Haklari Mahkemesi, Kiigiiklerin Korunmasi, Available:
http://www.inhak.adalet.gov.tr/tematik/cocuklar/kucuklerin_korunmasi.
pdf

[11] AHIM, Z v. FINLANDIYA (Basvuru no. 22009/93), Available:
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-58033

[12] Protection of personal data, Available:
http://www.echr.coe.int/Documents/FS_Data ENG.pdf

[13] D. Elgesem, “The structure of rights in Directive 95/46/EC on the
protection of individuals with regard to the processing of personal data
and the free movement of such data,” Ethics and Information
Technology, vol. 1, no. 4, pp. 283-293, 1999.

[14] Saglik Hizmetlerinde Kisisel Veri Toplanmasi Hakkinda TPD Hasta
Mahremiyeti Gorev Grubu Raporu, Available: http://78.189.53.61/-
/49UPK/Sunu/huseyin_soysal.pdf

[15] 5237 sayih Tirk Ceza Kanunu md. 135 vd., Available:
http://www.tbmm.gov.tr/kanunlar/k5237.html

[16] Tirk Medeni Kanunu, Auvailable:
http://www.tbmm.gov.tr/kanunlar/k472 1 .html

[17] Avrupa Birligi Temel Haklar Sarti md. 8, Available:
http://www.europarl.europa.eu/charter/pdf/text_en.pdf

[18] M. D. Birnhack, “The EU Data Protection Directive: An Engine of a
global regime”, in Elsevier Computer Law and Security Report, 2008,
vol. 24, pp. 511.

[19] C.Z. Unsal, “Google’in Yeni Gizlilik Politikasi Google Inc. Tarafindan
1 Mart 2012 Tarihinde Yayimlanan Politikasinin Kisisel Verilerin
Korunmasi Ilkeleri ile Uyumlulugu Ve Avrupa Birligi’nin 95/46/Ec
Sayili Veri Koruma Direktifi Agisindan Degerlendirilmesi”, Hacettepe
Hukulk Fakiiltesi Dergisi, 3(1) 2013, 99-124.

[20] Kisisel Nitelikteki Verilerin Otomatik isleme Tabi Tutulmasi Kargisinda
Sahislarin Korunmasina Dair Sozlesme, Available:
http://conventions.coe.int/Treaty/en/Treaties/Html/108.htm

[21] Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data, 1981, Available:
http://conventions.coe.int/Treaty/en/Treaties/Html/108.htm

[22] Saglik Hizmetlerinde Kisisel Veri Toplanmasi, Korunmasi Ve
Degerlendirilmesi, Available:
http://www.Kkisiselsaglikverileri.org/hakkinda.php?id=32

[23] WMA General Assembly, Washington, DC, USA, October 2002.

[24] European Charter of Patients’ Rights Basis Document®, Rome,
November 2002.

[25] Hasta Haklar1 Yonetmeligi, Available:
http://www.haksay.org/?q=node/18

ISCTurkey 2014

Proceedings/Bildiriler Kitab1

[26]

(27]

(28]

[29

—

[30]
(31]

[32

—

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40

=

[41]

ISC

“Kisisel Saglik Verilerinin Islenmesi ve Veri Mahremiyetinin
Saglanmas1 Hakkinda Yonetmelik Taslag1”, T.C. Saghk Bakanligi,
Available:  http://www.saglik.gov.tr/TR/belge/1-17634/kisisel-saglik-
verilerinin-islenmesi-ve-veri-mahremiyet-.html

An  Introduction To ISO 27799 (ISO27799),
http://www.27000.0rg/is0-27799.htm

Kisisel saghk verilerinin Elektronik Iletisim Yontemleriyle iletimi,
standartlart ve ¢ozim yollari, Available:
http://www.saglikbilisimdernegi.org/makaleler.php?mak _id=20
Protected Health Information: What Does PHI Include?, HIPAA,
Available: http://www.hipaa.com/2009/09/hipaa-protected-health-
information-what-does-phi-include/

R. McClelland ve C.M. Harper, “European Guidance for Healthcare
Professionals on Confidentiality and Privacy in Healthcare”.

Available:

Medula, Available: http://www.saglik.gov.tr/TR/belge/1-
29730/medula.html?vurgu=medula

SaghkNET, Auvailable: http://www.e-
saglik.gov.tr/SaglikNet/SaglikNetHakkinda.aspx

A. Altay, “Saglik Hizmetlerinin Sunumunda Yeni Agilimlar Ve Tiirkiye

Agisindan Degerlendirilmesi”, Sayistay Dergisi, Say1 64.

LSaghk Hukuku Sempozyumu Izmir Universitesi'nde, Available:
http://sbe.izmir.edu.tr/haberler/item/253-i-sa%C4%9F1%C4%B1k-
hukuku-sempozyumu-izmir-%C3%BCniversitesi-nde-
d%C3%BCzenlendi.html

Veri  Giivenligi ~ Hakkinda  Genelge  2005/153,  Available:
http://sbsgm.saglik.gov.tr/belge/1-24386/veri-guvenligi-hakkinda-
genelge-2005153.html

“An Introductory Resource Guide for Implementing the Health
Insurance Portability and Accountabilit Act (HIPAA) Security Rule”,
National Institiue of Standarts and Technology, USA, 2008.

Health Care Information and Management System Society (HIMSS),
Auvailable: http://www.himss.org/library/ehr/?navitemNumber=13261

G. Ogiitgii, N. A. G. Koybasi, ve S. Cula, “Elektronik Saglik
Kayitlarmin Igerigi, Hassasiyeti ve Erisim Kontrollerine Yonelik
Farkindalik ve Beklentilerin Degerlendirilmesi”, 2011.

World Medical Association Declaration of Lisbon on The Rights of The
Patient, The World Medical Association, INC, Santiago, 2005,
Available: http://dl.med.or.jp/dl-med/wma/lisbon2005¢.pdf

Sosyal Sigortalar ve Genel Saglik Sigortast Kanunu, 31.05.2006,
Auvailable: http://www.mevzuat.gov.tr/MevzuatMetin/1.5.5510.pdf

Veri  Giivenligi  Hakkinda  Genelge  2005/153,  Available:
http://sbsgm.saglik.gov.tr/belge/1-24386/veri-guvenligi-hakkinda-

genelge-2005153.html

Emre OLCA 2013 yilindan itibaren Izmir Universitesi Yazilim Miihendisligi
Boliimiinde Arastirma Gorevlisi olarak ¢aligmaktadir. Yiiksek Lisansini
Dokuz Eyliil Universitesi Bilgisayar Miihendisligi Boliimiinde, “An e-Sign
Tool For Document Delivery” isimli tez ile tamamlamistir. Doktoras1 Ege
Universitesi Bilgisayar Miihendisligi Bolimiinde devam etmektedir. Veri
Mahremiyeti ve Giivenligi, Anlamsal Web, Ontoloji, Yazilim Gelistirme
Siiregleri alanlarinda galismalarint stirdiirmektedir.

Ozgii CAN 2011 yilindan itibaren Ege Universitesi Bilgisayar Mithendisligi
Bolimii Yazilim Ana Bilim dalinda Yardimer Dogent olarak ¢aligmaktadir.
Doktorasint ayni bolimde, “Anlamsal Web i¢in Kisisellestirilebilir Ontoloji
Tabanli Erisim Denetimi ve Politika Yonetimi” isimli tez ile tamamlamistir.
Yiiksek Lisansim “Asal Sayr Oriintiileri ve Goldbach Samsi Uzerine Bir
Calisma” isimli tez ile 2002 yilinda Ege Universitesi Uluslararas1 Bilgisayar
Enstitiisti’'nde yapmistir. Anlamsal Web, Politika Yo6netimi, Erisim Denetimi,

Bilgi

Giivenligi, Veri Anonimlestirme ve Kisisellestirme konularinda

akademik ilgi alanina sahiptir.

Istanbul, Turkey/Tiirkiye
17-18 Oct/Ekim 2014

76



7th International Conference on Information Security and Cryptology
7. Uluslararas1 Bilgi Giivenligi ve Kriptoloji Konferansi

ADLI BILISIM VE ETMEN TABANLI SISTEMLER

5Gre

Adl1 Bilisim ve Etmen Tabanli Sistemler

A. Emekei, E. Kugu

Ozet—Bu c¢alismada, adli bilisim ile etmen tabanh sistemler
alanlarinin entegrasyonu incelenmistir. Adli bilisim; teknoloji ve
teknolojik iiriinlerin hayatimizdaki yerinin giderek genislemesi ve
cesitlenmesine paralel olarak gelisen ve kullanilan yontem, teknik
ve iiriinlerin siirekli yenilenmesini gerektiren ¢ok dinamik bir
alandir. Ozellikle bilgisayar ve iletisim sistemlerinin bas
dondiiriicii bir hizla gelistikleri giiniimiiz diinyasinda, depolama
kapasitelerindeki artis, sistemlerin dagitik bir yapida genislemesi
ve mobilitenin simir tammmazh@ adli bilisim alaninda kullamlacak
yeni yontem, teknik ve iiriinlere ihtiyac duyuldugunun
habercisidir. Bu noktada, ortaya c¢ikan yeni ihtiya¢ ve
problemlerle basa cikilmasinda, etmen tabanh sistemlerin adli
bilisim alamma biiyiikk katki yapacagi degerlendirilmektedir.
Calismada, etmen tabanl sistemlerin adli bilisim alanindaki
uygulamalar etraflica incelenmis, bu dogrultuda halihazirda ve
gelecek donemde etmen tabanlh sistemlerin adli bilisim alaninda
daha etkin kullanilmasina doniik de@erlendirmeler yapilmstir.

Anahtar Kelimeler— Adli bilisim, Akill sistemler, Etmen,
Etmen tabanh sistemler

Abstract—The subject of this paper is a research on the
integration of digital forensics and agent-based systems fields.
Digital forensics is a very dynamic field that necessitates
modernized and upgraded methods, techniques and tools in
parallel with the expansion of technology and its products in our
lives. Especially, the incredibly fast progress in computer and
telecommunication systems in todays world, increasing capacity
of data storage, distributed structure of the systems and no-
boundaries in mobility are the harbingers of some new methods,
techniques and tools needed in digital forensics. At this point, it is
estimated that agent-based systems can well contribute to digital
forensics field to cope with the emerging needs and challenges. In
this study, a wide range of the applications of agent-based systems
on digital forensics field has been examined, and in this direction,
some inferences has been made for the more effective usage of
agent-based systems on the field of digital forensics.

Index Terms—Agent, Agent-based systems, Digital forensics,
Intelligent systems

I. GIRiS
UNUMUZDE her alanda oldugu gibi, belki ¢ok daha

fazlaca, bilgisayar ve iletisim alanlarinda en belirleyici ve
6nemli unsurlardan bir tanesi hizdir. Buna paralel olarak,

Adem Emekci, Hava Harp Okulu, Havacilik ve Uzay Teknolojileri
Enstitiisii, istanbul, Tiirkiye. (e-posta: adem.emekci@gmail.com)

Emin Kugu, Hava Harp Okulu, Bilgisayar Miihendisligi Béliimii, Istanbul,
Tiirkiye. (e-posta: e.kugu@hho.edu.tr)

adalete iliskin yapilan iglemlerle ilgili olarak “Gecikmis adalet,
adalet degildir” soziinii duymayanimiz saniyorum yoktur.
Ozellikle teknojik imkanlara ¢ok az maliyetle ve hemen
herkesge ¢ok kolay erisilebilir olmasi, iretilen her tiirlii verinin
de kahir ekseriyetle elektronik ortamda iiretilmesi ve tutulmasi
sonucunu dogurmustur. Bu kadar c¢ok elektronik verinin
dretildigi bir ortamda, su¢ oOrgiitleri ya da bireylerce islenen
suglarda, islenen suglara iliskin elde edilen deliller arasinda
elektronik verilerin oraninin artmasi da olagan bir sonugtur.

1965 yilinda Intel firmasmm kurucularindan Gordon
Moore’un, yapacagi bir konugsmaya hazirlik yaptigi siirecte
gozlemledigi bir durum bilisim diinyasinin gelecegini ¢izmis
gibidir. Moore Kanunu olarak bilinen bu go6zleme gore,
ortalama her 18-24 aylik donemlerle yonga kapasitesi, islemci
hiz1 ve veri depolama kapasitesi iki katina ¢ikmaktadir [1].
Glinimiizde de biyilk oranda dogrulugunu siirdiiren bu
¢ikarim, maalesef adli bilisim alani i¢in incelenmesi gereken
verilerin giderek artryor olmasi gibi bir sorun olusturmaktadir.
Bilisim sistemlerinin ve teknolojik {iriinlerin artik ¢ok yaygin
olarak kullaniliyor, sistemlerin karmasik ve dagitik bir yapi
gosteriyor olmasi adli bilisim alaninin ilgilenmesi gereken
diger sorunlar olarak géze ¢arpmaktadir.

Adli bilisim alanindaki yukarida bahsedilen problem
sahalarimin hafifletilmesi noktasinda, etmen tabanli sistemlerin
katkisinin biiyiik olacagi disiiniilmektedir. Calismanin diger
boliimleri ve ele alinacak konular soyle olacaktir: Boliim 2’de
adli bilisim ve uygulama alanlari, Bolim 3’te etmen tabanl
sistemler, Boliim 4’te etmen tabanli sistemlerin adli bilisim
alanindaki uygulamalar1 ele alinacak, Bolim 5’te iki alan
arasindaki  entegrasyonun  gelistirilmesi  {izerine  bir
degerlendirme yapilacak ve Boliim 6’da da sonug ile ¢aligma
tamamlanacaktir.

II. ADLIBILISIM VE UYGULAMA ALANLARI

Adli bilisim kavraminin ortaya ¢ikmasi, bilisim ve bilgisayar
teknolojilerinin gelismesine ve sug islemede bir unsur olmaya
baglamasina paralel olarak 1980°li yillarin  sonlarina
dayanmaktadir. Ancak adli bilisim uygulamalarindan biri olan
veri kurtarma islemini de dikkate aldigimizda, aslinda
1970’lerin ilk donemlerine kadar gitmemiz gerekir [2]-[3].

Adli bilisim, herhangi bir su¢a konu olarak elde edilmis
bulunan elektromanyetik/elektro-optik ortamlarda muhafaza
edilen, tasinan, iletilen vb. verilerin hukuk kurallarina uygun
elde

olarak tespiti, edilmesi, toplanmasi, saklanmasi,
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derlenmesi ve yine uygun teknikler kullanilmak suretiyle
analiz edilmesi sonucu elde edilecek suga iliskin kanitlarin adli
makamlara sunulmasi islemleri biitiintidiir [4]-[5]. Uygulamada
intihar gibi ¢ok basit bir olaydan, uyusturucu tacirlerinin
iletisimlerinin ortaya ¢ikarilmasina, sosyal medya ortaminda
bir sahsa yonelik hakaretten, ¢ok sayida miisterisi bulunan bir
bankanin veri tabanindaki tiim bilgilerin saldirganlarca ele
gecirilmesine ve hatta siber saldir1 yontemleriyle bir tilkenin,
diger bir tlkenin bilgisayar sistemlerini ¢okertmesine kadar
¢ok genis bir yelpazeyi ilgilendirmektedir.

Adli bilisim uygulamalarinda yapilan islemler birbirlerine
¢ok yakin olmakla birlikte, islenen sugun tiirli, s6z konusu
elektronik ortam, elektronik ortamin yapisi, delillerin kalici-
ucucu olmasi, su¢ siliphelilerinin uyguladiklar1 karartma
teknikleri ve yapilan islemlerin zamani gibi faktorlere baglh
olarak bazi adli bilisim tiirlerinden bahsetmek miimkiindiir [5]-

[6].

Sekil 1. Elektronik delil ortamlart

A. Geleneksel Anlamda Adli Bilisim (Disk Forensics)

Adli bilisimin ilk uygulamalari kalict veriler iizerindeki
islemler olmustur. Bilgisayar sabit diski, USB bellek, hafiza
kartlari, CD/DVD/Bluray gibi elektronik ortamlardaki
islemleri kapsar. Inceleme yapilan alanlari; dosya tiirleri,
isletim sistemleri, igletim sistemi kayitlari, veri kurtarma, sifre
¢ozme, ayrilmamis  bolimlerin  incelenmesi  seklinde
siralayabiliriz.

B. Canli Adli Bilisim (Live Forensics)

Bir siber sugun aragtirilmasinda ya da sifreli bir dosyanin
sifresini elde etmek amaciyla bazi durumlarda ilgili
bilgisayarin bellegindeki (RAM) verilere ulasmak gerekebilir.
Bu sayede, bir siber saldirida o an bilgisayarda hangi isleglerin
calistigi, hangi portlarin acik oldugu gibi bilgilere ya da
ornegin PGP sifreleme programini kullanan bir siiphelinin
uzak baglant1 yaptig1 sunucuya baglanirken kullandigi parolaya
erismek miimkiin olabilecektir.
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C. Aglarda Adli Bilisim (Network Forensics)

Ozellikle siber suglarin sorusturulmasinda, bir bilgisayar
sabit diski ya da slipheliden ele gecirilen bir USB bellek
iizerinde yapilacak incelemeler yeterli olmayacaktir. Ornegin,
onemli bir bankanin veri tabanlarina saldirganlarca sizma
girisimlerinin  yapildigt bir durumu ele alalim. Burada
uygulanacak adli bilisim islemlerinin konusunu bilgisayar
aglart ve bu aglara bagl sistemler, cihazlar olusturacaktir.
flgili bankanin bilgisayar ag yapisi, saldirilarin tiirii, —ates
duvari, saldirt tespit ve dnleme sistemleri, giinliik kayitlar ve
belki de yonlendirici/anahtarlama cihazlari, ag/e-posta/dosya
sunucusularimm tamaminin  incelenmesinin - gerektigi  bir
inceleme s6z konusu olacaktir. Aglarda adli biligimin
uygulama alanlar1 kablolu, kablosuz ve mimarisi itibariyle
bulut bilisim ag yapilaridir. Belki kullanimimin ve etkilerinin
yogun olmasi nedeniyle sosyal ag incelemelerini de bu bdliime
dahil etmek miimkiindiir.

D. Mobil Cihazlarda Adli Bilisim (Mobile Device
Forensics)

Giiniimiizde hemen hemen herkes bir cep telefonu
sahibidir. Artik cep telefonlar1 sadece ses iletisimi i¢in degil,
akilli telefonlarin yaygimlagmasi ile belki daha ¢ok veri
iletisimi i¢in kullanilmaktadir. Bu adli bilisim tiirliniin ayr
tutulmasinin nedenleri, ilk olarak GSM mimarisinin ve SIM
kart teknolojisinin kullanilryor olmasi, ikinci olarak ise
bilgisayarlarda kullanilan standartlardan ¢ok daha genis bir
yelpazede standartlarin kullanilmasidir (6zellikle verilerin
kopyalanmasinda cihazlar {izerindeki baglant1 kapilarmin ¢ok
farklilik gdstermesi).

III. ETMEN TABANLI SISTEMLER

Oncelikle etmen sistemlerin temelini olusturan yapay zeka
ve etmen kavramlarindan bahsetmek dogru olacaktir. Yapay
zeka (artificial intelligence), normal bir insanin zekice kabul
edebilecegi  sekilde davranan bir  bilgisayar isleci
olusturulmasidir [7]. Etmen (agent) ise, algilayicilart sayesinde
cevresini algilayan ve hareket organlariyla c¢evresine katki
saglayan,  kullanicisinin ~ kendisine  verdigi  hedefler
dogrultusunda ¢alisan, bu hedeflerin gergeklestirilmesinde
otonom (kendi kendine karar verebilen) ve ¢evresinde baska
etmenler varsa onlarla iletisim ve etkilesim halinde, sosyal bir
program pargasidir [8]-[9]-[10]. Etmenlerin &zelliklerini;
otonom, reaktif, proaktif, uyumlu, siireklilik gosteren, sosyal,
esnek, igbirligi ve is paylasimina agik olarak siralayabiliriz [9].
Bu iki kavramdaki ozelliklerden akilli etmen (intelligent
agent), akilli etmenlerden de etmen tabanli sistemler
geligtirilmistir.

Adli bilisim alanmin, her gecen giin artan elektronik
ortamdaki verilerin adli agidan analizinde ihtiya¢ duydugu tam
da boyle bir aragtir. Alanin yogunlugunu hafifletecek regete;
yiginla elektronik ortamdaki veri igerisinden oncelikle konu ile
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ilgili olanlar1 tespit etmek, bunlar1 uygun ydntemlerle elde
etmek, gerekiyorsa farkli elektronik ortamlar arasinda bir
orlintli ortaya ¢ikarmak, kisacasi gerekli ile gereksizi ayirt
etmek ve bu islemleri bir adli bilisim uzmanmin klasik yontem
ve araglar1 kullanarak gergeklestirebileceginden ¢ok daha
siiratli ve hatasiz bir sekilde yerine getirmektir. Iste adli bilisim
alaninda ihtiya¢ duyulan ve kaldirag etkisi olusturacak boyle
bir degisimi, i¢inde barindirdig1 6zellikler sayesinde etmen
tabanli  sistemler yardimiyla gergeklestirmek — miimkiin
olabilecektir. Bu baglamda, ¢aligmanin bir sonraki boliimiinde,
bahsedilen adli bilisim alan1 ihtiyaglarindan bir kismini
karsilama noktasinda akilli etmen veya etmen tabanli sistemler
yapilari tizerinden gelistirilmig uygulamalar incelenmistir.

IV. ETMEN TABANLI SISTEMLERIN ADLI BiLiSIM
ALANINDAKI UYGULAMALARI

Literatiir taramasinda etmen tabanli sistemler ile adli bilisim
alanlarinin entegrasyonu adma bir ¢ok calisma yapildig:
goriilmiigtiir.  Gergeklestirilen c¢aligmalar ve ortaya c¢ikan
iirtinlere bakildiginda; etmen tabanli sistemlerin, yapilan islem
ve incelemelerin daha hizli ve verimli hale getirilmesi
dogrultusunda temel adli bilisim islemlerinden, fiziki delillere
ilgili kolluk uzmanlarinca erigiminin zor olmasi ya da ilgili
sistemin bir RAID yapist ya da bulut bilisim mimarisinde
olmasi nedeniyle sistemin c¢alismasini sekteye ugratmadan
uzak baglant1 yoluyla elektronik delillerin toplanmasina, sug
siiphelilerinden ele gegen cep telefonlarinin veri tabanlariin
kopyalanmasindan, gerceklesmis ya da devam etmekte olan
bir siber saldirmin tespiti, ilgili delillerin elde edilmesi ve
analizinin yapilmasima kadar bir ¢ok uygulamaya rastlanmustir.
Bu uygulamalar1 asagidaki alt basliklarda ele alacagiz.

A. Temel Adli Bilisim Islemlerine Iliskin Uygulamalar

[Ik olarak temel adli bilisim uzmanlarmin islerini
kolaylastiran ve zamanmi daha etkin kullanmalarina imkan
saglayan MADIK uygulamasina deginecegiz. MADIK (Multi-
Agent Digital Investigation ToolKit), aslinda temel adli bilisim
incelemelerinin  uygulandigi  bir ¢ok etmenli sistem
yaklagimidir [11]-[12]. Bu kisimda sadece temel incelemeye
iligkin ~ ozelliklerini ele alacagiz. MADIK uygulamasi
icerisinde altt adet etmen gelistirilmistir. Bu etmenler ve
islevleri soyledir:

--HashSetAgent: Elektronik ortamdaki tiim dosyalarin
MD5 ozetlerini (hash) ¢ikaran ve bu oOzetleri kendi veri
tabanindaki bilinen sistem dosyalar1 (6rnegin Windows isletim
sistemlerindeki ~ System32  klasoriindeki  dosyalar) ile
incelemeye gerek duyulmayacak yazilim dosyalarinin (6rnegin
Java kurulum dosyalar1) 6zetleri ile karsilagtirarak ortiisenleri
incelelenecek dosyalar arasindan eleyen etmendir.

--FilePathAgent: Elektronik ortamdaki kurulu bulunan
yazilimlarin varsayilan klasor/dosya yollarin1 veri tabaninda
tutan ve incelemeyi kolaylastiran etmendir.

--FileSignatureAgent: Incelenen dosya uzantilarinm,
dosya bagliklar1 (file header) ile uyumlu olup olmadigini
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inceleyen etmendir.

--TimelineAgent: Dosyalarin olusturulma, son erisim ve
degistirilme zamanlarin1 ¢ikaran etmendir. Yazilimlarin
kurulum  zamanlari, yedeklemeler, internet tarayicisi
iizerindeki islemlerin incelenmesinde yardimer olur.

--WindowsRegistryAgent: Windows tabanli igletim
sistemlerinde sistemin kurulum zamani, bilgisayar zaman
ayarlamasi, tagmabilir ortam bilgilerinin tespitinde yardimci
olan etmendir.

--KeywordAgent: Elektronik ortamdaki e-posta adresleri,
URL bilgileri, kredi kart1 bilgileri gibi standartlik igeren
verilerin tespitine yardimc1 olan etmendir.

Stratejik Yénetici

Taktik Yonetici

Operasyonel Yénetici

AAAAALA

FilePath

/
/A

Sekil 2. MADIK mimarisi

FileSignature  Timeline WindowsRegistry Keyword

Diger bir uygulama ise adli bilisim kapsaminda spam e-
posta incelemelerine yardimci olmak amaciyla, yapay zeka ve
veri madenciligi teknikleri kullanilarak gelistirilmig olan
EMADIK uygulamasidir [13]. MADIK igerisindeki etmenler
ile aym isim ve islevlere sahip etmenlerin e-posta
incelemerinde kullanildig: bir yapidir.

B. Aglarda Adli Bilisime Iliskin Uygulamalar

Gliniimiizde artik iglemlerin biiyiik ¢ogunlugunu bilgisayar,
akilli cep telefonlar1 kullanilarak internet iizerinden ya da
ornegin i¢ aga sahip bir firma icin bilgisayar aglar1 tizerinden
gerceklestirilmektedir. Ornegin, bir kolluk gorevlisinin bir sug
kapsamindaki sorusturmay: yiiriiten savcr tarafindan bir
firmaya ait aga baglh bazi c¢alisanlarin  kullandiklar
bilgisayarlar1 kopyalamak ve incelemek {izere ya da bir sistem
giivenlik yoneticisinin firma glivenlik miidiirii tarafindan
firmanin i¢ agma bagl bilgisayarlara zararli bir yazilim
bulagmasi lizerine problemin giderilmesi igin
gorevlendirildigini  diisiinelim. Devam eden boliimde,
bahsedilen bu gibi durumlarda yapilacak islemlerin yasal
cergevede ve saglikl bir sekilde yapilabilmesi i¢in gelistirilmis
iki ticari uygulama ele alinmustir.

Ayni amacla gelistirilmis bu iki uygulama, Guidance
Software firmasinin iiriinii EnCase® Enterprise (EE) [14] ve
AccessData firmasmin iiriinii AccessData® Enterprise'dir [15].
Her iki uygulama da, bir ag igerisinde gerekli delillere giivenli
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bir altyapt baglantis1 {izerinden erisim saglayarak, ilgili
bilgisayar lizerinde adli bilisim kurallarina baglh kalarak on
inceleme yapmaya, ilgili bilgisayar diskinin ya da RAM'inin
kopyasin1 almaya ve RAM'de bulunan canli bilgileri
incelemeye imkan vermektedir. Yine her iki uygulama da
sunucu-istemci mimari yapisi igerisinde; delillere erisecek bir
inceleme bilgisayari, hedef bilgisayara yiiklenecek bir etmen
(EE i¢in servlet, AccessData Enterprise i¢in agent) ile sistemin
giivenliginin (baglant1 ve yetkilendirme giivenligi) ve yapilan
islemlerin adli bilisim ag¢isindan saglikli olmasinin saglanmasi
(islemin kim tarafindan, ne zaman, ne sekilde yapildigi ve
hangi islemlerin gerceklestirildigi) amaclariyla kullanilan bir
giivenli sistem arayiiziinden olusmaktadir. Bu uygulamalar
kullanilarak, merkezi olarak yiiriitiilen bir sorusturmada ya da
bir firmanin farkli yerlerde bulunan birimlerinin agina
bulasnus bir zararhi yazilimin incelenmesinde, sayet yapilan
islemler bir su¢ sorusturmasi kapsaminda ise gizlilik ve
sistemin ¢aligmaya devam etmesi saglanacak, eger konu bir
zararli yazilim incelemesi ise sistemlerin ¢aligmasi sekteye
ugratilmayacak, yapilacak iglemler de hem bilgi giivenligi ve
hem de adli bilisim noktasinda yasal ve saglikli bir sekilde
gerceklestirilebilecektir.

< bos - Fi
fococ.
Hedefz1 Hedef-2

Adli Bilisim
Uzmani

Gvenli Sistem
Araylzi

Sekil 3. Bilgisayar aglarinda adli bilisim uygulamast

Hedef-3

Bilgisayar aglarinin ¢ok dinamik bir yapida olmasi, ag
iizerindeki trafige iliskin; kim, nerede, ne zaman, ne amagla,
hangi yetkiyle, ne yapmis gibi sorulara cevap verebilecek
sekilde tiim wverilerin kaydinin tutulmasimi zorunlu hale
getirmistir. Bir sisteme bir saldir1 gerceklestiginde, oncelikle
saldirt esnasinda tespiti ve engellenmesi, eger saldirt
gerceklesmis ve sonlanmigsa da bu saldirnin izlerinin tespiti
ve kaynagmin ortaya ¢ikarilmasinda bizi sonuca ulastirmada
yardimc1 olacak iste az once sozii edilen kayitlardir. Ancak
gerek bu kayitlarin standart olmayist ve karmasik yapida
olmalari, gerekse kayitlarin ¢ok fazla ve insan goziiyle
incelenmesinin - miimkiin olmayis1 bazi pratik ¢oziimleri
gerektirmistir. Bu noktada etmen tabanli sistemlerin ag
tizerindeki islemlerin analizinde kullanilmasina iliskin bazi
caligmalar yapildig1 gortilmiistiir.

Bu kisimda ilk olarak JADE (Java Agent DEvelopment
Framework) platformu [16] iizerinde gelistirilmis etmen
tabanli bir uygulama ele alinmigtir [17]. Uygulamanin amaci,
dagittk mobil etmen yapist iizerinden ag trafi§inin ve ag
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kayitlariin elde edilerek, bu verilerin analizinin yapilmasinda
incelemeyi yapan adli bilisim personeline bir arayiiz
yordamiyla yardimci olmaktir. Uygulama bir merkezi ve {i¢
adet de mobil olmak iizere dort bolimden olugmaktadir.
Uygulamada; ag trafigi, sizma tespit sistemi ve bir ag sunucusu
iizerindeki islemlerin kayitlar1 gelistirilmis etmenler ile elde
edilerek bu kayitlar iizerinden merkezi ag adli bilisim etmeni
kontrol ve koordinesinde analizler yapilmaktadir. Merkezdeki
adli bilisim etmeni iizerinden tiim veriler tek noktadan bir
arayliz vasitasiyla takip edilebilmekte ve gerekli analizler
gerceklestirilebilmektedir.

Ikinci olarak ise, ates duvari (firewall) iizerindeki kayitlarin
incelenmesini konu alan bir uygulama ele alinmistir [18]. Bir
bilgisayar ag1 lizerindeki ates duvari kayitlarinin ¢oklu etmen
mimarisi yordamryla elde edilmesi ve incelenmesi konu
edilmistir. Uygulamada ii¢ etmenli bir yap1 dngoriilmiistiir. Bir
etmen tarafindan (collector agent) ates duvari tizerindeki
kayitlarin bir kopyas: elde edilerek kayit numarasi, kaydin
tarihi, zamani, kaynak-hedef IP adresleri ve port numaralari ile
kullanilan protokol bilgileri bir veri tabanina aktarilmaktadir.
Bir diger etmen (inspector agent) tarafindan veri tabanindaki
kayitlar incelenerek, bilgi tabanindaki kurallara gore normal ya
da zararli islem olarak belirlenmektedir. Zararli olarak
belirlenen iglemler, bir sonraki adimdaki etmene (investigator
agent) ay, gln ve islem numarast tablolar1 seklinde
yapilandirilarak aktarilmaktadir. Buradan sonraki asamada ise,
saglanan bir arayiiz yordamiyla adli bilisim personeli ya da ag
giivenlik birimi tarafindan bu tablolar incelenerek istenen
sonuclara ulagilabilmektedir.

C. Mobil Cihazlarda Adli Biligime Iliskin Uygulamalar

Bu kisimda benzer mantikla calisan ii¢ uygulama ele
alinmustir. Her {i¢ uygulamada da, cihazin veri tabanlari cihaza
yiiklenen bir etmen yardimiyla kopyalanir ve istemci-sunucu
mimari yapisinda analiz bilgisayarma aktarilir. Cihaza
yiiklenen etmen, kopyalama isleminin bitiminde kendiliginden
cihazin belleginden silinmekte ve bdylece cihazdaki verilerin
orijinalliginin bozulmasinin dniine ge¢ilmis olmaktadir.

Bu uygulamalardan ilki, ticari bir uygulama olan ve bir¢ok
telefon modeli ve igletim sistemi ile uyumlu calisabilen
Oxygen Forensic® Suite iriiniidiir [19]. Bir digeri, Blackberry
marka cep telefonlarmin veri tabanlarindaki verilerin
kopyalanmasi ve analizine iliskin BAAT (Blackberry
Acquisition and Analysis Tool) uygulamasidir [20]. Son
uygulamamiz da, Android tabanli cep telefonlarinin
kopyalanmasinda ve veri tabanlarinin analizinde kullanilan
SAFT uygulamasidir [21].

D. Adli Bilisim Sistemlerine Iliskin Uygulamalar

Bu kisimda, ilk olarak daha once bahsettigimiz MADIK
sistem

uygulamasinin tarafim  ele alacagiz [11]-[12].
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MADIK’te dort katmanli bir yap1 disiiniilmiistiir. Yukaridan
asag1 olacak sekilde; Stratejik, Taktik, Operasyonel Yonetici
katmanlar1 ile Uzman  katmanlarindan olugmaktadir. Bu
sekilde bir hiyerarsik yap1 olusturulmak suretiyle; incelenecek
elektronik deliller, bir 6n inceleme sayesinde degerlerine gore
simiflandirilmakta, rutin ve tekrar mahiyetindeki islemler
azaltilmakta, deliller arasinda bir korelasyon olusturulmakta ve
is paylasimi saglanmaktadir. En son asamada MADIK
sisteminden gecen elektronik deliller, insan adli bilisim
uzmanlarinin kontroliinde degerlendirilerek nihai kararlar
verilmektedir.

Ele alacagimiz diger bir sistem, adli bilisim islemlerinin
gerceklestirilecegi bir ortam olarak bulut bilisim mimarisini
kullanan CUFF (Collaborative Forensic Framework) sistemidir
[22]. CUFF sistemi; CUFF Link ad1 verilen ve sistemin diger
unsurlar1  arasindaki iletisimi saglayan bir haberlesme
platformu, Analysis Block adi verilen ve is paylagimini
koordine eden bir analiz merkezi, delillerin muhafaza edildigi
ve ilgililerce paylasiminin saglandigi bir veri deposu ve tiim bu
islemlerin adli bilisim uzmanlarinca takibine imkan veren bir
arayiizden olusmaktadir. CUFF sayesinde, c¢ok farkli
problemlerle karsilasan uzmanlar arasinda fikir ve tecriibe alig
verisi saglanmakta ve ayrica is dagilimi yapilarak islemlerin
daha kisa siirede tamamlanmasi imkan1 elde edilmektedir.

V. DEGERLENDIRME

Onceki boliimlerde, adli bilisim ve etmen tabanli sistem
kavramlari ile bu iki alan arasinda bir entegrasyon saglanmasi
noktasinda yapilan ¢aligmalar incelenmistir. Bilisim ve iletisim
sektorlerindeki gelismelere paralel olarak ilgi yelpazesi
genisleyen adli bilisim alani, artik klasik yontem, teknik ve
iritinlerin yetersiz kaldig1 bir zaman dilimine girmistir. Yapilan
bazi ¢aligmalarda, adli bilisim alaninin ¢ikmaza girmesi
muhtemel konular soyle siralanmistir [2]-[22]:

--Veri depolama kapasitelerindeki
elektronik delil ortam kapasitelerindeki artis

--Ozellikle cep telefonu teknolojisindeki geligmelere
paralel olarak gomiilii sistemlerdeki artis ve donanim
arayiizlerindeki ¢esitlilik

--Igletim  sistemlerindeki
formatlarindaki gelismeler

--Bir davaya iliskin elde edilen elektronik ortamlardaki
deliller arasindaki korelasyonun ortaya ¢ikarilmasi gerekliligi

--Yaygn kriptografik uygulamalar

--Zararli yazilimlardaki artis ve cesitlilik baglaminda
gecici bellek incelemelerinde yasanan zorluklar

--Belki de en onemlisi bulut bilisim mimarisinin giderek
yayginlastig1 bir ortamda klasik adli bilisim uygulamalarinin
neredeyse tamamen gecersiz/yetersiz kalmasi

--Bilisim ve iletisim diinyasii takip etmekte cok yavas
kalan yasal diizenlemeler ve yagsanan problemler

ve dolaysiyla

ve dosyalama  sistem

Problem sahasinin giderek yogunlastig1 bir alan olarak, igine

5Gre

distigii/diisecegi ¢ikmazlarin telafisinde adli bilisim alani,
birgok alandan oldugu gibi etmen tabanli sistemlerden de
pekala faydalanabilir. Bu baglamda; veri depolama
teknolojisindeki kapasite artis1 ve diisiik maliyetlerle orantili
olarak elektronik delil korelasyonunun ortaya c¢ikarilmasi,
internete baglanan cihaz ¢esit ve sayisindaki artig dikkate
alindiginda internet ve sosyal ag incelemeleri, bulut biligim
teknolojisinin getirdigi sorunlar, Kkriptanaliz yeteneklerinin
artirtlmasi, siber saldirilarin artik profesyonel anlamda siber
ordulara doniisiimiiniin yasandigi giiniimiiz diinyasinda saldiri
tespit, onleme ve analiz yeteneklerinin artirilmasinda etmen
tabanli sistem uygulamalarinin adli bilisim alanina ¢ok katki
saglayabilecegi ongoriilmektedir.

VI. SONUC

Bu c¢alismada, adli bilisim ile etmen tabanli sistemler
alanlarinin entegrasyonu incelenmistir. Adli bilisim kavrami ve
tiirleri ag¢iklanmis, etmen tabanli sistemler ve Ozellikleri ele
alinmuis, etmen tabanli sistemlerin temel adli bilisim islemleri,
aglarda adli bilisim, mobil cihazlarda adli bilisim ve adli
bilisim sistemlerine iligkin uygulama 6rnekleri incelenmis ve
halihazirdaki katki alanlar ile giiniimiizde ve gelecekte adli
bilisim alanin yagamasi muhtemel problem alanlarina yonelik
etmen tabanli sistem uygulamalarmin yapabilecegi katki ve
girdiler degerlendirilmistir.
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Mobil Platformda AKD Tabanli Gortinti
Damgalama

A.Ugar, Y. Becerikli

OZET— Giiniimiizde akilli telefonlardan cekilen goriintiilerin
dogrudan cihaz iizerinden internette paylasilmasi 6zellikle gencler
arasinda oldukc¢a yaygin Kullamilir hale gelmistir. Fakat bu
goriintiller internete yiiklendikten sonra izinsiz olarak
kopyalanabilmekte ve kullanilabilmektedir. Burada bir telif hakki
sorunu ortaya cikmaktadir. iste bu sorunun ¢oziimii icin, akill
telefonda fotograf ¢ekerken, fotografin icerisine goriinmez veri
gizleyen (damgalayan) bir uygulama gelistirilmistir. Damgalama
islemi icin Ayrik Kosiniis Doniisiimii (AKD) esash, goriinmez ve
dayamiklh  bir metot goriintii sikistirma  yapilmaksizin
kullamlmustir. Cesitli saldirilara karsi icerdigi gizli bilgiyi
muhafaza etme yeterliligi test edilmis ve raporlanmstir.
Uygulama Windows Phone 8 isletim sistemine sahip, Nokia
Lumia 820 iizerinde gerceklestirilmistir.

Anahtar Kelimeler—Damgalama, telif hakki koruma, ayrik
kosiniis doniisiimii, akill telefon

Abstract— Nowadays, it has been very common among young
people that photographs taken by smart phones are shared
directly on the internet via the device. However, these images can
be copied or misused without permission after being uploaded on
the internet. At this point, the issue of copyright comes up. An
application that conceals invisible data into the image has been
developed for the solution of this problem. A Discrete Cosine
Transform based, invisible and robust method has been used
without image compression. The application’s capability to
protect the concealed data from various attacks has been tested
and briefly reported. The application has been operated on Nokia
Lumia 820, which has Windows Phone 8 operating system.

Index Terms—Watermarking, copyright protection, discrete
cosine transform, smartphone

I. Giris
Hayatlmlzln her alaninda yer alan, pazara sunuldugu andan
itibaren hizla yaygmlasan kisisel bilgisayarlar ile
vazgegilmez iletisim aract olan cep telefonlarmin, yiiksek
¢ozlintirlikli kameralarin bir araya gelmesi ile ortaya ¢ikan
akilli  telefonlar son yillarin en Onemli teknolojik
gelismelerinden  biridir.  Akilli  telefonlar, boyutlarinin
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kiigiilmesi, performansinin artmasi, erisilebilir fiyatlara
ulagmasi ile birlikte hizla yayginlagsmistir. Bu durumu internet
ve kablosuz haberlesme alanindaki gelismelerin takip etmesi
ile hem akilli telefon kullanicilarinin sayist artmis hem de
bir¢ok dijital platforma hizla erisim imkani saglanmustir.

Giintimiizde akilli telefonlardan en yaygin kullanilan dijital
platformlar hi¢ siiphesiz sosyal medya platformlaridir. Insanlar
giinliik hayatlarinda akilli telefonlarindan fotografladiklar
goriintiilleri ve pek ¢ok bilgiyi sosyal medya {iizerinden
paylasmaktadirlar. Fakat bu resimler internete yiiklendikten
sonra izinsiz olarak kopyalanabilmekte, kullanilabilmektedir.
Bazen de sahibi tarafindan internette paylagilmayan bilgiler
casus yazilimlar ve kotii niyetli kisiler tarafindan cihazlardan
dogrudan kopyalanabilmekte ve istenildigi gibi
kullanilabilmektedir. Burada bir telif hakki sorunu ortaya
cikmaktadir. Iste bu sorunun ¢oziimii igin, akilli telefonda
fotograf ¢ekerken goriintii igerisine goriinmez veri gizleyen bir
uygulama gelistirilmistir.

Akillr telefon teknolojisi heniiz yeni sayilabilecek bir
geligme olmasma ragmen aragtirmacilarin dikkatini ¢ekmis,
siirlt sayida da olsa goriintli damgalama uygulamalar1 akilli
telefonlar iizerinde de gergeklenmistir.  Android sistem
iizerinde kaos teorisi tabanli kirilgan bir gorlintii damgalama
uygulamasinda, 512x512 boyutlarinda bir  goriintiiniin
damgalanmasinda gegen siire yaklasik 3 sn civarinda
Olctilmistiir[1]. Yine bu c¢aligmada, frekans uzayindaki
dayanikli goriinti damgalama uygulamalar1 ¢ok devasa
iglemler gerektirdiginden ve mobil cihazlarin sinirli kaynaklar
oldugu i¢in bu tiir uygulamalarda ¢ok daha az hesaplama
gerektiren bu metodun tiim cihazlar {izerinde daha
uygulanabilir oldugu vurgulanmistir. Baska bir calismada,
goriintiiyli internetteki platformlara yiiklemeden damgalayan,
Red, Green, Blue (RGB) renk degerlerini ayristirp, G(yesil)
kanalinda kaotik seri tabanli veri gizleme islemi yapan ve G
kanalindaki degerlere gore damgayr messy algoritmasi ile
olusturan yine piksel uzaymda goriintii damgalayan bir adroid
uygulanmasi gerceklenmistir [2].

Adroid sistem iizerinde, frekans doniisimii(DCT) tabanlh
“hymnMark” olarak adlandirilan  goriinti  damgalama
uygulamasinda Koch ve Zhao(1995) nun algoritmasi iizerinde
baz1 degisiklikler ve optimizasyonlar yapilarak kullanilmis,
ayrica giic tilketim degerleri ve goriintii iizerine baz1 saldirilar
yapilarak dayaniklilik degerleri raporlanmustir [4]. Cep
telefonu kameralarindan yakalanan gériintiiler i¢in 6nerilen bir
calismada ise goriintiiyii hem frekans doniisiimii tabanli(DWT)
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ardindan da piksel uzayinda kirilgan damgalayan bir yontem
Onerilmis, ataklara karsi dayamiklilik sonuglari raporlanmisg
ama herhangi bir mobil platformda uygulama sonuclarina
deginilmemistir [5]. Internete goriintii paylasirken otomatik
olarak goriintiiyli yeniden boyutlandiran ve dayanikli
damgalayan farkli bir ¢alismada ise, Haar dalgacik doniigiimi
temelli yaklasim ile goriintiiye veri gizlenmistir [6].

Bu calismada Windows Phone isletim sistemine sahip,
Nokia Lumia 820 akilli telefonu iizerinde, fotograf ¢cekerken,
dayanikli bir metotla goriintii damgalayan mobil bir uygulama
gelistirilmistir.  Damgalanan  goriintiilerin ~ dayanikliligi,
uygulama performansi test edilmis agikca sunulmustur. Bu
calisma Windows Phone ile yapilan ilk dayanikli goriinti
damgalama uygulamasi olmasinin yani sira, fotograf ¢ekerken
ekranda goriinen her bir frame dahil, damgalanmamis
goriintiiniin hi¢bir zaman var olmamasi ve islem performansi
en dnemli farkliligidir.

II. DONANIM VE Y AZILIM

A. Donanim

Bu c¢alismada goriinti damgalama  uygulamasinin
gerceklenecegi platform olarak, Windows Phone 8, cihaz
olarak ise Nokia Lumia 820(Sekil) secilmistir.

Windows Phone 8, Visual C++ 2012 destekler ve bu
sayede C/C++ dilinde yerel kod(native code) ile uygulama
gelistirmeye imkan saglar. Tiim Windows Phone 8
uygulamalar1 (tim uygulamalarin native yani yerel koda
ihtiyact olamasa da) yerel kod kullanabilecek sekilde
tasarlanmistir  [7].  Aym  zamanda, mobil masaiistii
uygulamalari i¢gin Windows Runtime kullanimi da miimkiindiir.
Projenin yaninda ayrica eklenecek bir Windows Runtime
Compenent projesi ile ger¢ek zamanda (Run Time) kamera,
ses-konusma, network, konum vb gibi 6zelliklere erisilebilir
[7]. Bu makalede gerceklestirilen uygulama native code ile
gelistirilmistir. Bu sayede Runtime da kameranin yakaladig
gorlintiilerin ~ degerleri  dogrudan bellekteki adresinden
okunarak damgalanmig goriintii elde edilmis ve sonrasinda
ekranda goriintiilenmistir.

B. Yazilim

Orijinal goriintiiniin, yani damgasiz gériintiiniin higbir zaman
var olmamasi prensibine dayali, mobil platformda dayanikl: bir
yontem ile damgalayarak fotograf c¢eken bir uygulama
gelistirilmistir. Her ne kadar bellekte damgalanmamug goriintii
kareleri ham halde kisa siire yer alsalar da, ekranda
damgalanmus halleri gosterilir ve telif hakki yerlestirilmemis
(damgalanmamig) goriintiiniin hi¢bir zaman var olmamasindan
kasit budur.

Bu c¢alismada gerceklestirilen uygulamada, fotograf ¢ekme
sirasinda ekranda goriintiilenen 640x480 boyutlarindaki her bir
video karesi damgalanarak gorintiilenir ve fotograf ¢ekme
butonuna basilarak yakalanan goriinti de bu video
karelerinden biridir.
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III. DAYANIKLI DAMGALAMA VE DAMGA CIKARIMI

Damgalama renkli goriintiiniin, RGB renk modelinde
Blue(mavi) katmani iizerinden gergeklestirilir. Green(yesil) ve
Red(Kirmizi) katmanlari tizerinde herhangi bir islem yapilmaz.
Damgalama islemi igin AKD tabanli yontem kullanilmustir.

Gomii verisi yerlestirme veya damgalama islemi icin
gOriintiiniin mavi katmani1 8x8 lik bloklara ayrilir. Her bir
bloga iki boyutlu AKD uygulanir. Sonugta 8x8 adet AKD
frekans bileseni elde edilir. Her 8x8 lik bloga 1 bit veri
yerlestirilir. Bu nedenle 640x480 boyutlarindaki goriintii i¢in
yerlestirilebilecek maksimum gomi verisi, 4800 bittir. GOmii
verisi yerlestirme iglemi yapildiktan sonra TAKD uygulanarak
damgalanmig goriintii elde edilmis olur.

iki Boyutlu AKD formiilii denklem (1) TAKD formiilii
denklem (2) de yer almaktadir[8],

N-IN-1

Flum)=a(w)a() 33/ (x y)cos[(zx;i])wrjcos(

x=0y=0

2y+1)vr
( ZN) J M

N-IN-1

zza(u)a(v)F(u,v)ws[(2)‘2*;)“”}0{(”;;)”} ®

f(x.)

u=0v=0

Bu c¢alismada gomii verisi yerlestirmek icin orta frekans
bandindaki (4,2) (5,3) nolu AKD katsayis1 seg¢ilmistir[9].
Gomii verisi 1 ise (5,2) de bulunan AKD frekans katsayisi,
(4,3) de bulunan AKD katsayist bileseninden biiyiik olmasi
gerekir. Degilse yer degistirilir. Eger gomii verisi 0 ise (4,3) de
bulunan AKD frekans katsayisi, (5,2) de bulunan AKD frekans
katsayisindan biiyiik olmast istenir, degilse yer degistirilir.

Segilen frekans bilesenleri arasindaki fark az oldugundan bir
dayaniklilik sabiti (k) tanimlanmistir ve gomii verisi 1 ise (5,2)
> (4,3) kosulu saglandiktan sonra k degeri (5,2) katsayisina
eklenir. Gomii verisi 0 oldugu durumda ise (5,2) < (4,3) kosulu
saglandiktan sonra k degeri (4,3) katsayisina eklenir[9].

Damga verisi olarak, siyah-beyaz ikili renkte &80x60
boyutlarindaki goriintii  se¢ilmistir (Sekil 1). Siyah olan
pikseller “1” beyaz olanlar ise “0” olacak sekilde damga verisi
bir text dosyasina yazilarak uygulamanin ger¢eklendigi Nokia
Lumia 820°ye yiiklenmistir.

"damga.txt”

1111111111111
1100001011001000001

Gomii Verisi

1111111111111111111
000000000000000....00

Sekil 1. Gomiilecek damganin binary koda donistiiriilerek “damga.txt”
dosyasina yazilmasi

Damga kontrolii i¢in ise damgalama islemi taklit edilir.
Damga oldugu diistiniilen goriintii 8x8’lik bloklara ayrilarak
her bir bloga AKD uygulanir. Her bloktaki (4,3) ve (5,2) nolu
katsayilar kontrol edilir. (5,2) de bulunan katsayir (4,3)’de
bulunan katsayidan biiylik ise gomil verisi “1” degilse “0”
kabul edilir. Tiim bloklarin kontroliinden sonra elde edilen
4800 elemanli bit dizisinden, “1”ler siyah, “0”lar beyaz
cizdirilerek 80x60 boyutlarinda gomii verisinin gérsel hali elde
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edilir.

IV. BULGULAR

Goriinti  damgalama ¢aligmalarinda dayanikliligin  yaninda
Tepe Sinyal Giriltd Oram1 (PSNR) da oOnemli bir
degerlendirme kiriteridir. PSNR, orijinal goriintiiyli baz alarak,
damgalanmis goriintiideki bozulma degerini ifade eder [10].

Bu calismada gelistirilen uygulamada ise orijinal goriintii
hicbir zaman var olmadigi igin, telefon kamerasindan alinan
orijjinal  goriintiler ile damgalanmig arasinda PSNR
hesaplanamaz. Bu sorunu ¢6zmek i¢in, bu ¢aligmada kullanilan
yontem sabit goriintiilere uygulanmis, Lena, Baboon, Peppers,
Tiffany goriintiileri damgalanarak ~ PSNR degeri
hesaplanmigtir. PSNR (3) degeri hesaplanmasi i¢in dncelikle
MSE (4) degeri hesaplanmalidir.

> 1)K )]

MSE = 3
MxN
MAX?
PSNR =10log,,| ———— 4
gm[ VISE J 4

Dayaniklilik sabiti (k) degeri, insan goz sistemi(IGS)
tarafindan fark edilemeyecek kadar kiiciik, saldirilara
dayanabilecek kadar yiiksek olmalidir. Bu nedenle farkl: (100-
900 arasinda ) k degerleri i¢in PSNR degerleri (EK-A, Tablo
I) ve damga ¢ikarim dogruluk oranlar1 hesaplanmistir (EK-A,
Tablo II). Yapilan denemeler sonras1 hem damga dayaniklilig
hem de PSNR degerlerinin kabul edilebilir seviyelerde olmasi
icin k degerlerinin 900 olmasina karar verilmistir.

Windows Phone 8 platformunda medya galerisine goriintii
kaydetme islemi ancak jpeg formatinda yapilabilmektedir.
Ancak uygulama ekraninda goriintiilenen damgali her bir
goriintli Bitmap formatindadir. Bu nedenle kaydedilmek
istenen her bir goriintii jpeg olarak kaydedilir. Bir diger deyisle
kaydedilen goriintiiler cihaz tarafindan jpeg sikistirma
saldirisina maruz kalir.

Gelistirilen uygulama aracilig1 ile belirlen 900 dayaniklilik
sabiti degeri ile 6 farkli gorintii ¢ekilmis (Ek-B, Sekil 1) ve bu
gortintiilere Photoshop CS3© bazi saldirilar uygulanmustir.
Bunlar, Despeckle, Gaussian, Sharpen ve Sharpen Edge
filitreleri ile yeniden boyutlandirma (resize) ve jpeg sikistirma
saldirilaridir. Saldirt uygulannmig goriintiilere damga verisi
kontrolii iglemi yapilmig, ¢ikartilan damga verisi orijinal
damga ile karsilagtinlmistir (Ek-B, Tablo 3), yiizdeli (%)
ifadeler ¢ikarilan  gdmi  verisinin  dogruluk  oranini
vermektedir. Bu verilerden yola ¢ikarak, damganin biiyiik
o6l¢iide korundugu sdylenebilir.
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V. SoNUC VE ONERILER

Damgalanmig goriintiilerin gesitli saldirilara karsi dayanikli
oldugu, ¢ok sayida saldir1 uygulanarak tespit edilmistir. Ayrica
facebook, instagram ve whats up gibi goriintii paylasiminin sik
kullanildigr sosyal medya ortamlarima da damgalanmig
goriintiiler yiliklenerek test edilmis ve damganin korundugu
gOriilmiistiir. Damgalannmig goriintii  ile orijinal goriintii
arasindaki  bozunma, PSNR>34  Olc¢llmiistir.  Ayrica
Despeckle, Gaussian, Sharpen ve Sharpen Edge filitreleri ile
yeniden boyutlandirma (resize) ve jpeg sikistirma saldirilarina
karst dayanikli oldugu dayanikli oldugu tespit edilmistir.
Gergeklestirilen uygulama ekranda gosterdigi her bir frame i
damgaladigi i¢in saniyede 640x480 boyutlarinda 4-5 frame
ekranda gosterebilmektedir(5 fps).

Frekans uzaymnda dayanikli goriintii damgalama gibi ¢ok
fazla islem gerektiren yontemlerin, olduk¢a yiiksek
kapasitelere ulasmis mobil platformun saglamis oldugu bazi
olanaklar da  kullanilarak  performansli  bir  sekilde
gerceklestirilebildiginin -~ gosterilmesi, Windows Phone 8§
platformunda literatiirde bu konuda yapilan ilk ¢alisma olmasi
ve platformun bu anlamda performans ve yeterliliklerinin
ortaya konmasi, literatiirde iyi bilinen AKD tabanli goriintii
damgalama metodunun, ekranda goriintiilenen her bir goriintii
karesine, literatiirden farkli olarak sikistirma iglemi
yapilmaksizin ve yiiksek dayanmiklilik sabiti degeri ile uygun
PSNR sonug degeri elde ederek uygulanmasi bu calismanin
alana en belirgin katkilar1 oldugu diigiiniilmektedir.

Her gecen giin daha hizli ve daha performansli akilli
telefonlar piyasaya siiriilmektedir. Sonraki ¢alismalarda daha
gliclii islemciye sahip daha hizli akilli telefonlar iizerinde, hizli
AKD algoritmalar1 [11] ile 30 fps hizinda eszamanli goriintii
damgalama uygulamalari gerceklestirilebilecegi
diistintilmektedir. Goriintii bloklara ayrilip, her bir bloga
birbirinden bagimsiz islemler uygulandigindan, ¢ok ¢ekirdekli
mobil platformlarda islemler pargalara ayrilarak ve farkli
¢ekirdeklere paylastirilarak  daha verimli uygulamalar
gelistirilebilecegi ongdriilmektedir.
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EKLER
EX-A
TABLO I
FARKLI DAYANIKLILIK SABITI DEGERLI iCiN PSNR DEGERLERI
k 900 800 700 600 500 400 300
2
ey PSNR 36,14 36,68 3723 3781 3837 3893 3943
3
on
=
§ PSNR 34,01 3439 3476 3513 3548 3579 3943
)
M
on
=
& PSNR 34,70 35,19 3570 36,23 36,76 3727 3775
&
5]
=%
on
5
2 PSNR 36,78 37,33 37,90 3848 39,07 39,65 40,18
F
TABLOIT
FARKLI DAYANIKLILIK SABITi DEGERLI iCIN DAMGA CIKARIM DOGRULUK ORANLARI
k 900 800 700 600 500 400 300
<
on
=
<
S %98,85  %98,6 %98,3 %97,9  %97,37  %96,5 %95
5
=
o
“Lena.jpg”
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EK-B
(a) (b)
Sekil 1. Uygulama araciligi ile gekilen farkli goriintiiler
TABLO III
CEKILEN GORUNTULERE UYGULANAN SALDIRILAR SONRASI DAMGA CIKARIM BASARIMI
1 2 3 4 5 6 7 8 9 10 11 12

@ %99.6 %994 %963  %91,9  %88,6  %99,2  %99,5 %987 %974 %99.4  %99,1 %97.6
®) %99,3  %98.8  %95,6 %91,8 %889 %99 %99,2  %97,6  %96,1  %99,1 %984 %972
© %99,2 %989 %954 %915 %884 %989  %99,1  %98,1  9%96,8  %99,1 %989 %972
@ %98,6  %98,5 %954  %91,4 %884 %987 %98,8 %97 %95,5  %98,7 %979  %97,0
© %98,5 %983 %954  %91,5 %887 %984 %984 %973  %96,0 %98,6 %981  %96,6
® %98,6 %985 %953  %91,5 %888  %98,6 %98,5 %977 %964 %989 %985  %96,8

Sutun numaralart su ifadeleri temsil etmektedir: 1. Saldirt uygulanmadan damga ¢ikarim basarimi, 2. Descpeckle saldirisi, 3.

Gaussian %3 saldirisi, 4. Gaussian %6 saldirisi, 5. Gaussian %10 saldirisi, 6. Sharpen saldirisi, 7. Sharpen Edge saldirist, 8.

Resize %80, 9. Resize %60, Jpeg Quality=80, Jpeg Quality=60, Jpeg Quality=50.

(a),(b),(c),(d),(e),(f) EK-B Sekil 1 deki goriintiileri temsil etmektedir.
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TESEKKUR

Cihaz destekleri ile uygulamanmn sonuglarmm gercek
platformda test edilmesine olanak tantyan, Microsoft Tiirkiye
ve Saym Mustafa Kasap’a tesekkiir ederiz.
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Recommendations on Future Operational
Environments’ Command Control and Cyber
Security

K. Goztepe

Abstract—It is a well-known fact that today a nation’s
telecommunication networks, critical infrastructure, and
information systems are vulnerable to growing number of attacks
in cyberspace. Cyber space contains very different problems
involving various sets of threats, targets and costs. Cyber security
is not only problem of banking, communication or transportation.
It also threatens core systems of army as command control.
Some significant recommendations on command control (C2) and
cyber security have been suggested for army computing
environment in this paper. This study addresses priorities of
“what should be done for a better army cyber future” to cyber
security researchers.

Index Terms—Command Control Future
Operations, Cyber Security.

(C2), Army,

I. INTRODUCTION

NITIALY, wars were conducted via physical instruments

and signs like whistles or flags. Especially with the usage of

telegraph in Crimean War [1] in the 19th century, remote
command and control (C2) became possible. The rapid
development of the instruments like satellites [2] within the
space dimension increased the range of C2, while the
improvement of ground positioning systems [3] increased the
precision of C2, and lastly computers and internet increased
the obscurity of C2.[4]

Although the C2 instruments have changed through the
history [5], its crucial role in warfare has kept its importance;
it is a necessity to have sheltered, mobile, and modern C2
centers, while it is indispensable to train the leaders to
effectively put to use this capability [6].

The more electronics and mobile devices are improved the
more the air, land, sea, and space become cyber environments
[7]. The cyber security became a state issue, where a cyber-
threat for a security system of a state is accepted as a casus
belli. Cyber-attack has been defined as “an attack, via
cyberspace, targeting an enterprise’s use of cyberspace for the

Kerim Goztepe, IE, Ph.D. War Colleges Command, Army War College, Dept.
of Operations & Intelligence, Yenilevent, 34330, Pbx: +90 212 398-
0100/3262, istanbul-Turkey, e-mail: kerimgoztepe@gmail.com.

purpose of disrupting, disabling, destroying, or maliciously
controlling a computing environment/infrastructure; or
destroying the integrity of the data or stealing controlled
information” by National Institute of Standards and
Technology (NIST) [8]. Besides the cyber defense and cyber-
attack capability has also gained importance; however, there is
no sufficient legal basis for such an operation [9]. That is why,
states focus on identifying the imminent threat and staving it
off by state-sponsored (non-state) cyber-attacks, instead of
directly applying it.

II. WHAT SHOULD BE DONE FOR A BETTER CYBER FUTURE?

A. Purpose of the Study

Complexity of modern cyber security is increasing all over
the world. Today it is a fact that manage cyber threats and
cyber incidents without leveraging wvarious collaboration
instruments with different partners is not possible. Cyber-
attacks constitute a serious challenge to national security and
demand greater attention from all public and civil
establishments. This study mention main topics about cyber
security especially for army. The main issues needed to be
done in terms of future operational environments’ command
control and cyber security are given below.

B. Main Issues for Cyber Security

Interoperability is a fundamental principle for the operation
of joint and coalition forces (Fig.1). Army should have the
capability to operate in any place of the world with the ability
of “interoperability for joint and coalition operations”. It is
also crucial that the joint situational picture of the operational
area be presented to joint headquarters. Additionally, cross-
functional structure among the systems should be formed, and
centralized C2 systems should be transformed to decentralized
C2 systems.

It is a necessity to introduce programs about cyber security
in the universities and to encourage the education of qualified
individuals about it. The purpose of the cyber exercises held
by armies or scientific centers, should be to create awareness.
The situational awareness will not be sufficient in future’s
sophisticated and ambiguous environment. In order to provide
all of the functional areas in a C2 headquarters work jointly,
situational awareness should be improved by detecting the
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factors in the environment, apprehending the current situation,
and envisaging the future situation (tendency awareness).

Streaming

GMTI tracks
SAR imagery

Cueing Sequence:

1. System asset detects mover
2. Commander in asset G5
requests ID from UAV

3. UAV reports TEL

4. Commander informs AWACS
5. AWACS commander tasks
attack aircraft

6. Attack prosecution

7. Attack at predicted target
location

8. Commander uses System
information to re-task UAY for BDA

Ground-attack co-
ordination commander

Insfructions to
prosecute the
target

Streaming high
resolution
EQ/R video

o

b’

Cross-cuging
commander
GMTI'SAR GS

Fig.1. Interoperability [10]

The armies will increase their Network Enabled Capabilities
(NEC) in order to eradicate the obscurity of the chaotic future
warfare environments, and to provide right information, in the
right time, and in the right place (Fig.2) [10]. However, the
more the NEC improved, the more the systems/platforms will
be exposed to cyber-attacks. ‘Embedded Cyber Security
Technique’ and ‘Operational Area Identification and
Introduction Systems’ [11] should be used to restrain from
those attacks.

CBRN

T W 5. Mobility
iR w ili
& “.ﬁn i \‘:C/Mob lity

Maneuver/ Close Combat

Fig. 2. Army network enabled capability [10]

It is of high importance that an Army, which has mission
functions that entails different C2 structures, must have the
capability to conduct via a single and centralized C2 system. In
addition to this, special weaponry systems for army should be
compatible for a sophisticated C2. Today the C2 systems in

army, depends on software and hardware, which are open to
cyber-attacks. Thus, ‘National Tactic Data Link’ is necessary
for securing the systems.

Internet search engines are the most sophisticated spy
software of the world, since they store all of the data about the
users and draw the data map of the world [12]. They can
provide the educational levels of the countries, the contacts of
the individuals, their social circles, and expenses (Fig.3). This
capability renders those engines as the indispensable
environment for intelligence that is able to analyze so much
data. In order to preserve from the threats of that capability, it
is vital to use complicated passwords and to use these systems
quantum sufficit.
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Fig. 3. Search engine usage sample [13]

Depending on the last developments on Cryptology,
authentication, access control (for 2 or more people),
authorization, strong authentication mechanisms, fast and low-
source-spending crypto algorithms, asymmetric crypto
algorithms resistant to quantum computers (rather than
symmetric crypto) should be used in order to provide data
security of the NEC systems. It is known that trying to secure
all kinds of data may decrease the effectiveness of the systems
or put systems out of action. Thus, it is essential that, which
data is worth security, be decided effectively. Instead of
commencing the crisis and operations process with intelligence
function and following with operation function, the process
should be defined from the crisis phase cross functionally and
jointly.

Network enabled capability gains the upper hand. In order to
make use of this capability, it is vital to have communications
networks that enable current systems, platforms, and nodal
points function together. Additionally, information and nodal
systems are required to process the data and prepare it
compatible with the users’ needs. Moreover, an organization
structure and a training system (of the users and the decision
makers) that effectively profits from the network-enabled
capability are indispensable.
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C. Command Control and Tactical Issues

In the near future, robotic armies and unmanned land
vehicles will be wunder command, and most of the
platforms/systems will depend on satellites. In order to remove
weaknesses stemming from satellite signal intervention, a
‘National GPS System’ is vital. By using national GPS system
Decision Support Systems may provide alternative solutions
about deployment of artillery weapons and weapon systems,
ammunition effect analysis, desired effect, the sort and amount
of the ammunition. Metro techniques affect hit rate % 67
percent in the long-range. In this regard, service-based metro
systems will be widespread. It is possible to take better
decisions than the previous ones, and artificial intelligence
systems may be helpful for understanding the intention/course
of action of the enemy using Learning Systems.

“Vetronics’ systems were introduced with the developments
in the land vehicles (Fig.4) [14],[15]. In the middle of the
battle, if the commander needs to change his vehicle due to
mechanic problems, he will have the capability to use the new
vehicle as a command and control vehicle with the help of
‘mountable systems’ [16].

With the help of tactic wireless net communication system
applications, all of the forces, particularly Navy, will have the
capability to communicate worldwide securely, based on
completely national means.

Studies and researches are in progress on the use of ‘Service
Based Architecture’ by the mobile elements on the field and on
the tactical field communication nets. It is predictable that
service based architecture will be used on a broader band in
between command centers over brigade level in the short and
medium term. The C2 systems situational awareness will be
available for the single soldier on the field as well as the high
level command, parallel to the technologic developments, and
functional capabilities will increase with that. Identification
system is as important as detection system on the unmanned
aerial vehicles, in that context, by help of Terahertz
technology, which follows the terahertz rays that objects
radiate, the identification of the weapons, explosive, chemical,
and biological materials and similar security inspections will
be available.

It is possible to use network enabled capability in strategic,
operative, and tactic levels; however, it will be difficult to use
it in single soldier / single vehicle level regarding the
hardships of the combat. Thus, it is vital to define the levels
that network enabled capabilities are planned to operate.

With the help of a data exchange system, different platforms
should have the ability to activate the weapon systems of each
other. Most of the systems in army are compatible with
platform-based operation, rather than network enabled ones,
which may cause problems in the long run.
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Fig. 4. Vetronics for a main battle tank [17]

III. CONCLUSION

Recommendations on future operational environments’
command control and cyber security has been discussed in this
paper. The studies’ goal is to make curious researchers some
main topics about army and cyber security issues.

It is known that in order to form a new effective defense
technology base, focused on the needs of army, long term
planning, application, and tracking activities should be
handled with strategic management approach [18],[19]. In this
context, regarding command, control and information
technologies excellence nets C4ISR technologies, which are
compatible with network centric capability, should be
prioritized. Autonomous command and control technologies
in land, navy and air force vehicles, real time data integration
and data fusion, cyber defense, strategy and tactics
improvement, protected core, and national nets should also be
prioritized.

It is fundamental that national software and hardware be
used in order to be secure from or least affected from threats.
Human-education-technology synergy be provided for a
sufficient cyber defense, and that a national cyber army and a
cyber-defense supreme board be formed. It is also important to
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promote a cyber-market while improving the research &
development about cyber security.

One of the fundamental concept in battlefield environment is
information flow and security of obtained information. It is
well known fact by cyber experts that physical components
added to a cyber-system considerably increase the difficulty of
determining information flow.

Todays’ armies have sophisticated command control
infrastructures includes complex interactions of cyber
components. Confidentiality of operational environment
requires advanced security integration models. I believe that
this work provides an approach for some of the complexities
involved in command control and cyber security protection for
army.
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RGB Gortintiilerin Bit Degisimi ve Ripplet-I
Doniisiimii Tabanli Sifreleme ile
Filigranlanmasi

H. Yasar, M. Ceylan

Ozet—Bu calismada ikili say1 formatinda gizli goriintiiler ve 24
bit RGB formatinda tasiyicr goriintiiler kullamilarak bir
filigranlama uygulamas1 gerceklestirilmistir. Filigranlama, bit
degisimi ile tasiyic1 goriintiiniin yesil renk uzayr iizerinde
yapilmistir. Gizli goriintiiler, Ripplet-1 doéniisiimii tabanh
sifreleme algoritmasi ile sifrelenmistir. Uc adet tasiyici goriintii ve
iki adet gizli goriintii kullamlarak yapilan calismada goriintiiler
arasindaki degisimleri 6l¢cmek amaciyla tepe sinyal giiriiltii oram
(TSGO) kullanilmustir.

Anahtar Kelimeler—Rippet-1 doniisiimii, goriintii sifreleme,
filigranlama, tepe sinyal giiriiltii oran1 (TSGO)

Abstract—In this study, a watermarking application is made
using secret images in binary format and host images in 24 bits
RGB format. This watermarking is made with bite by exchange
the green space of the host images. The secret images are
encrypted with a algorithm based Ripplet-I transform. In this
study that is made by using three host images and two secret
images, peak signal-to-noise ratio (PSNR) is used in order to
measure the changes between the images.

Index Terms—Ripplet-I transform, image
watermarking, peak signal to noise ratio (PSNR)

encryption,

I. GIRIS

Kriptolama kokenleri ¢ok eski tarihlere dayanan kapsamli
bir galisma alamdir. Ozellikle bilgi giivenligi saglamak
amaciyla askeri alanda yaygin sekilde kullanilmaktadir. Yakin
zamana kadar ¢ogunlukla metinler {izerine uygulanan
kriptolama teknikleri, sinyallerin hayatimiza yaygin olarak

girmesi ile bu alanda da kullanilmaya baglanmistir.
Goriintiilerin  kriptolanmas1 {izerine ¢ok c¢esitli yontemler
ortaya atilmistir. 1999 yilinda Guo ve Yen [1] aynalama
benzeri bir sistem ile goriintli sifrelemesi gerceklestirmistir.
Yer degistirme permiitasyonu kategorisinde yer alan bu
yontemde karmasitk yapili sistemden iretilen ikili say1
formatindaki  diziye bagli olarak goriintii  pikselleri
karistirilmaktadir. Yine Gou ve Yen tarafindan yapilan bir
baska caligmada ise [2] karmasik yapili gorlintii sifreleme

Hiiseyin Yasar, Selcuk Universitesi Fen Bilimleri Enstitiisii Elektrik-
Elektronik A.B.D. Yiiksek Lisans Ogrenicisi, mirhendise@gmail.com

Yrd. Dog. Dr. Murat Ceylan, Selguk Universitesi Miihendislik Fakiiltesi
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algoritmast olusturulmustur. Bu algoritmada karmasik yapili
sisteme dayali kaotik dizi tretilmektedir. Bu dizi, bagka bagil
bir dizinin olusturulmasinda kullanilir. Yeni olusturulan diziye
bagli olarak goriintiiniin pikselleri yeniden diizenlenmektedir.
2000 yilinda Chang ve arkadaslari [3] tarafindan vektor
kuantalamaya dayali gorlntii sifreleme yapilmistir. Bu teori
temel olarak; goriintii sikistirmadaki en iyi performansin her
zaman sabitlerin yerine gorlntii 6zelliklerinin kodlanmasiyla
elde edilebilecegini belirten Shannon’un oran-bozulma
teorisinden tiiretilmistir. 2001 yilinda Maniccam ve Bourbakis
[4], SCAN dili ile goriintii sifreleme {lizerine ¢alismistir. Bu
calismada daha dnce ortaya konan SCAN dili ile sifrelemenin
baz1 eksiklikleri giderilerek goriintiilerde kayipsiz sikistirma ve
sifreleme yapilmustir.

Gorintiiler iizerinde sifreleme ¢alismalarinin yayginlagmasi
filigranlama calismalarina temel olusturmustur. 2000 li
yillardan itibaren goriintiilerde filigranlama konusu iizerinde
¢ok yogun caligilan bir alan haline gelmistir. Bu ¢aligmalarin
¢esitlenmesinde gizli ve tasiyict goriintiilerin boyutlart ve
formatlar etkili olmustur. Kirmizi, mavi ve yesil olmak iizere
ayr1 ayr1 goriintii temsil kabiliyeti bulunan 3 renk uzayma
sahip olmasi sebebiyle 24 bit derinlikli RGB formatindaki
goriintiiler tasiyici goriintli olarak filigranlama islemlerini
kolaylastirict bir yaprya sahiptir. Gizli goriintiilerin ikili say1
formatinda olmasi ise daha kolay ve gizli gorlintiilerin yeniden
elde edilmesinde daha az kayp ile filigranlama yapilmasin
saglamaktadir. Bu sebeple literatiirde 24 bit derinlikli RGB
formatindaki tasiyici gorlintiiler ve ikili say1 formatindaki gizli
goriintiilerin  kullanildigi ¢ok sayida filigranlama ¢alismasi
gerceklestirilmistir.

2001 yilinda Yu ve arkadaglar tarafindan [5] sinir agini
temel alan bir filigranlama ¢alismas1 yapilmistir. 2004 yilinda
Tsai ve arkadaslar1 [6] tarafindan gerceklestirilen ¢alismada
ise renk nicemleme kullanilmistir. Bu c¢aligmada gizli
goriintiiler, veri sifreleme standartlar1 (DES) ile sifrelenmistir.
Shen ve arkadaslar1 [7] tarafindan 2005 yilinda yapilan bagka
bir filigranlama c¢aligmasinda destek vektor regresyondan
yararlanilmistir. Bu calismada 4 adet tasiyicr goriintii
kullanilmis ve 1 adet tasiyict goriintii i¢in sonuglar verilmistir.
Ayni yil Ni ve arkadaslar1 [8] filigranlama icin yinelemeli
haritalama kullanmslardir.

2007 yilinda Mostefa ve Khamadja [9] gorintiiye ait
kirmizi, mavi, yesil uzaylar (RGB) ve ton, doygunluk,
parlaklik  uzaylarn  (HSV) arasindaki  benzerliklerin
degistirilmesine dayali yeni bir filigranlama algoritmasi
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gelistirmislerdir. Ayn1 y1l Tsai ve Sun [10] tarafindan yapilan
bagka bir ¢alismada destek vektdr makinesi kullanilmistir. Kuo
ve Cheng [11] tarafindan temel eksen analizi kulanilarak
yapilan filigranlama caligmasi ise 6 adet tastyict goriinti ile
test edilmistir.

2008 yilinda Santhi ve arkadaglart [12] tarafindan
gergeklestirilen calismada ayrik dalgacik doniisiimii, ayrik
kosiiniis doniigiimii, tekil deger ayrigimi kullanilarak hibrit bir
algoritma gelistirilmistir. Ayn1 y1l Fu ve Shen [13] dogrusal
diskriminant analizi kullanarak filigranlama yapmuistir.

2009 yilinda Gindy ve arkadaslar: tarafindan ayrik kosiiniis
doniisimii ve yesil renk uzayr [14, 15] kullanilarak iki
filigranlama caligmasi yapilmigtir. Bu ¢alismalarda kullanilan
gizli ve tastyict goriintiiler aynidir. Mohanty [16] tarafindan
gelistirilen filigranlama algotitmasi ile 97 - 108 dB arasinda
degisen tepe sinyal giiriiltii oran1 (TSGO) elde edilmistir. RGB
formatindaki tastyict goriintiilerin YCbCr formatina gevrilerek
islendigi c¢alismada Lv ve arkadaglar1 [17] destek vektor
regresyon kullanmuglardir. Lai ve Wu [18] tarafindan ¢ok
Oleekli  blok eslestirme yontemi kullanilarak yapilan
filigranlama caligmas1 8 adet tasiyici goriintil ile test edilmistir.

2010 yilinda Hu ve arkadaglar1 [19], karmasik yapili bir
filigranlama algoritmas1 gelistirmistir. Ayrica Findik ve
arkadaslar1 [20], parcacik siirii optimizasyonu ve k-en yakin
komsu yontemlerine dayanan ¢aligmada 3 adet tasiyici goriintii
kullanmistir. Yine ayni y1l Hui-qin ve arkadaglar1 [21] Arnold
dontisiimiinii  kullanarak filigranlama yapmistir. Pei  ve
arkadaglarinin [22] yaptig1 baska bir ¢aligmada tekil deger

ayrigtmi kullanilmistir. Behnia ve arkadaglart [23] tarafindan
gelistirilen ve karmasik haritalama kullanilarak yapilan bagka
bir ¢calismada ise 3 farkli ikili say1 formatindaki gizli goriintd,
1 adet tagiyict goriintiiniin 3 farkli renk (kirmizi, yesil, mavi)
uzayina filigranlanmigtir. 2011 yilinda Findik ve arkadaslar
[24] tarafindan yapay bagisiklik tanima sistemine dayali
filigranlama c¢alismas1 yapilmistir. Ayni y1l Niu ve arkadaglari
[25] tarafindan yapilan filigranlama ¢aligmasinda ise
orneklemesiz contourlet doniistimii kullanilmistir. 2012 yilinda
Dang ve Kinsner tarafindan [26] dalgacik doniisiimil ve yapay
sinir aglarini temel alan bir filigranlama ¢aligmasi yapilmistir.
Yine ayni yil Vahedi ve arkadaglar1 [27] genetik algoritmali
optimizasyon tekniklerinden yararlanmiglardir.

2013 yilinda Moghaddam ve Nemati [28] 3 adet tasiyici
gOriintli iizerinde gelistirilmis yayilmaci rekabet algoritmasi
kullanmuslardir. Zhu ve arkadaglar1 [29] filigranlama i¢in RGB
tagtyict  goriintiillerin - kirmizi  ve yesil renk uzaylarini
kullanmiglar ve gizli goriintiileri veri sifreleme standartlari
(DES) ile sifrelemislerdir.

Yapilan ¢alisma sonuglarinin birbiri ile karsilastirilmasinda
calismalarda kullanilan tasiyic1 ve gizli goriintiiler ile goriintii
boyutlart 6nemlidir. Literatiir ¢alismalarinda filigranlama
konusunda ortak bir goriintii veritabani olusturulamamustir.
Calismalarda kullanilan tasiyicit goriintiiler, tastyict goriinti
boyutlari, gizli goriintii boyutlar1 ve ¢aligma sonucunda elde
edilen TSGO degerleri hakkindaki ayrmntili bilgiler Tablo I’
de verilmistir.

TABLO I
LITERATUR CALISMALARINDA KULLANILAN GORUNTULER VE CALISMA SONUCLARINA AiT BILGILER

Tastyict Goriintii Gizli Goriintit

Calisma Tastyic1 Goriintii Boyutu Boyutu TSGO (dB)
Yu ve ark. [5] Lena, Baboon 480 x 512 32 x32 46.097 - 45.924
Tsai ve ark. [6] Lena, Airplane, 223‘;‘(’)‘;1 House, Peppers, 512 %512 1(2’; ) ?;8 31.6947 - 38.6624
Shen ve ark. [7] Lena, Plane, Baboon, Peppers 512 x 512 35 x25 41.23
Ni ve ark. [8] Plane 512 x 512 64 x 64 44.9029
Mostefa ve Khamadja [9] Lena, Peppers, Mandrill, Flower 2‘1‘3 i iég - 4191 - 47.02
Tsai ve Sun [10] Lena, Baboon, F16 512 x 512 64 x 64 41.5267 - 38.7774
Kuo ve Cheng [11] EE, DEEISEE, 8 O, [PEner, Saen 512 x 512 64 x 64 39.8102 - 47.3769

Airplane
Santhi ve ark. [12] Lena 512 x 512 64 x 64 26.7912
Fu ve Shen [13] Lena, Baboon, F16 512 x 512 35 %25 41.25 -41.52
Gindy ve ark. [14] Lena 512 x 512 96 x 64 57.5
Gindy ve ark. [15] Lena 512 x 512 96 x 64 58.4
Mohanty [16] Lena, Mig21, F16, Mandril, Pepper 256 x 256 -—-- 97 - 108
Lv ve ark. [17] Lena, Baboon, Peppers 512 x 512 32 x32 46.7975 - 47.3500
Lai ve Wu [18] F16, House, Lake, Lena, Peppers, Splash, 512% 512 36.88 - 40.83
Tiffany, Tree

Hu ve ark. [19] Lena 512 x 512 60 x 60 435
Findik ve ark. [20] Baboon, F16, Lena 512 x 512 64 x 64 39.63 -42.76
Hui-qin ve ark. [21] Lena 256 x 256 64 x 64 63.246
Pei ve ark. [22] Peppers 256 x 256 128 x 128 31.4249
Behnia ve ark. [23] Madineh 512 x 512 128 x 128 30.11
Findik ve ark. [24] Baboon, Lena 510 x 510 32 %32 41.83 -42.76
Niu ve ark. [25] Baboon, Lena, Mandrill 512 x 512 32x32 40.57 - 41.67
Dang ve Kinsner [26] Baboon, Lena, Airplane-F16, House 512 x 512 64 x 64 42.9
Vahedi ve ark. [27] Baboon, Lena, Mandrill 512 x 512 64 x 64 39.2722 - 41.7428
Moghaddam ve Nemati [28] Baboon, Lena, F16 512 x 512 64 x 64 43.8422 - 45.6295
Zhu ve ark. [29] Lena 960 x 960 120 x 120 36.7365
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II. METOD

A. Ripplet-I Déniisiimii ve Alt Sifreleme Gériintiisii

Curvelet doniistimi 1999 yilinda Candes ve Donoho [30]
tarafindan ortaya atilmistir. Cok yaygin bir etki yaratan
Curvelet doniisiimii bir ¢ok goriintii isleme uygulamasinda
siklikla kullanilmugtir. 2010 yilinda Xu ve arkadaslart [31]
tarafindan destek (c) ve derece (d) parametreleri eklenerek
Curvelet doniisiimii genellestirilmis ve Ripplet-I doniisiimii
tanimlanmustir.  Ripplet-I doniigiimii polar koorinatlarda a
Olcek parametresi olmak tizere Esitlik (1)’ de verilen sekilde
tamimlanir. Bu esitlik c¢=1, d=2 degerleri i¢in Curvelet
doniisiimiinii ifade etmektedir.

1

A I+d d

Lrd a 1
pg(r,w):Ta“W(a.r)V e M

W
c

Goriintii  isleme uygulamalarinda  doniisimiin ~ ayrik
versiyonu kullanilmakta olup ayrik Ripplet-I katsayilar1 Esitlik
(2)’ de verildigi sekilde hesaplanir.

M-1 N-1

R =22 f(m.n)p, (n.m,)

m=0n,=0

@)

Bu c¢alismada c=1, d=3 degerleri i¢in tasiyict gorlintliiniin
mavi renk uzayr iizerinden ayrik Ripplet-I doniisiimii
kullanilarak ayrik Ripplet-I katsayilar1 elde edilmigtir. Elde
edilen katsayr grubu i¢inden 2 adet 128 x 256 boyutunda ki
katsayi hiicresi islemlerde kullanilmigtir. Katsayir matrislerinin
mutlak degerleri alinmis ve ayri ayr1 matrislere ait ortalama
degerler hesaplanmigtir. Matris elemanlari matrisin ortalama
degerine boliinerek normalizasyon islemi gergeklestirilmisgtir.
Elde edilen matrisler en yakin sayiya yuvarlanarak Sekil 1’de
verildigi sekilde dizilmis ve 256 X 256 boyutundaki alt
sifreleme gorlntiisii  olusturulmustur. Bu c¢alismada gizli
gorilintiilerin boyutu 256 X 256 oldugu icin alt sifreleme
goriintiisiiniin  boyutlar1 bu sekilde olusturulmustur. Ayrik
Ripplet-I katsayilar1 ile farkli boyutta ve yerlesimde alt
sifreleme goriintli matrisi tiretmek de miimkiindiir.

128 256

256

Sekil 1. Ayrik Ripplet-I katsay1 matrislerinin dizilimi (c=1, d=3, fltnamel
=9/7, fltname2 = pkva, 1=C {4} {1}, 2=C {4}{2})

B. Sifreleme Algoritmasi

Guo ve Yen [1, 2] tarafindan goriintli 6zellikleri kullanilarak
piksel yer degisikligi ile bagil sifreleme yapilmistir. Bu
calismalarda piksel yer degisikli i¢in statik ozellikler yerine
goriintli lizerinden elde edilen ozelliklerin kullanilmasinin
sifreleme islemini daha karmagik hale getirdigi goriilmiistiir.

Bu calismada goriintii 6zellikleri kullanilarak piksellerin
yerlerinin degistirilmesi suretiyle 6n sifreleme yapan bir
algoritma olusturulmustur. Calismada gizli goriintiiler ikili say1
formatinda olup iki boyutludur. Buna goére gizli goriintiiniin
herhangi bir matris hiicresi “0” veya “1” olmak {izere iki deger
alabilir. Bu durumda gizli goriintii matrisinin herhangi bir
satir1 boyunca matris hiicre degerlerinin toplami “0” ile “satir
uzunluk degeri” arasinda olmak zorundadir. Bu durum stitunlar
icin de gecerlidir. On sifreleme algoritmasinda bu durumdan
hareketle oncelikle satir diizeyinde her satir kendi satirindaki
matris hiicrelerinin toplamima esdeger basamak kadar sola
kaydirilmistir. Burada satir basinin satir sonundan devam ettigi
kabul edilmistir. Sirasiyla biitiin satirlar i¢in ayni islemin
tamamlanmasmin ardindan siitunlar ayni ydntemle yukari
yonlii olarak kaydirilmistir. Sekil 2, yapilan bu islemi satir
diizeyi igin gostermektedir.

254 256
[ [ofefe[ [ [ [ [ [efefefe]e]

255
1 20 e

254 256
ofefe [aJaJe [ [ [ [ [ofe]
- 255

Sekil 2. Piksel kaydirma islemi
(satira ait piksel degerlerinin toplami 253 olmas: durumunda )

Bu sifreleme algoritmasi kisaca su sekilde dzetlenebilir.

1) M x N boyutundaki gorlintiiniin 1.satirindaki matris
hiicresi degerlerini topla.

2) Satiri, toplama esdeger basamak kadar sola (satir bast
satir sonundan devam eder) kaydir.

3) 1-2 basamaklart M adet satir i¢in tekrarla.

4) M x N boyutundaki goriintiiniin 1. stitunundaki matris
hiicresi degerlerini topla.

5) Siitunu, toplama esdeger basamak kadar yukari (siitun
bas siitun sonundan devam eder) kaydir.

6) 4-5 basamaklar1 N adet siitun i¢in tekrarla.

On sifreleme algoritmas: arka arkaya birden cok kez
tekrarlanabilir. Sekil 3° de caligmada kullanilan iki adet gizli
gorliinti  ve sifreleme algoritmasinin 1, 5 ve 20 kez
calistirllmas1 ile elde edilen goriintiler verilmistir. Bu
algoritmanin tersine isletilmesi ile gizli goriintiiler tam
dogrulukla yeniden elde edilebilir.
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Sekil 3. a) Gizli goriintii-1 b) Sifreleme algoritmasinin 1 kere isletilmesi
sonucu olusan goriintii ¢) Sifreleme algoritmasinin 5 kere isletilmesi sonucu
olusan goriintii d) Sifreleme algoritmasinin 20 kere isletilmesi sonucu olusan

goriintii e) Gizli goriintii-2 f) Sifreleme algoritmasmin 1 kere isletilmesi
sonucu olusan goriintii g) Sifreleme algoritmasinin 5 kere isletilmesi sonucu
olusan goriintii h) Sifreleme algoritmasinin 20 kere isletilmesi sonucu olusan

gOoriintii

Calismada bu asamadan sonra 6n sifrelemesi yapilmig gizli
goriintiinlin, alt sifreleme goriintli matrisi referans alinarak
tekrar sifrelenmesi gergeklestirilecektir. Alt sifreleme goriintii
matrisi olusturulmasinin amaci 6n sifrelemede oldugu gibi
statik  Ozellikler yerine goriintii {izerinden elde edilen
ozelliklerin kullanilmasidir. Alt sifreleme goriintii matrisi
Ripplet-1 doniigimii ile elde edilebilecegi gibi baska 6zellik
¢ikarma yontemleri ile de olusturulabilir. Ancak bu ¢aligmada
giris parametre sayisinin fazla olmasinin sifreleme giivenligini
artiracagi diisiiniilerek Ripplet-I doniistimii tercih edilmistir.

Alt sifreleme matrisi f{7,k), gizli gdrlintii matrisi g(3,k), sonug
matrisi /(i,k) olmak tlizere sifreleme islemi esitlik (3)° de
tanimlanmuistir.

k) :{g(i,k),f(i,k) =2m+Lme {0,1,2,}.....}} 3

g(i,k),f(i,k) =2m,me {0,1, 2,

Bu esitlige gore matrisler iizerinde ayni koordinatlar i¢in alt
sifreleme matris degeri tek ise gizli gorlintii degeri aynen
korunarak sonug¢ matrisine atanirken alt sifreleme matris degeri
cift ise gizli goriintlii degerinin tersi alinarak sonu¢ matrisine
atanmaktadir. Bu bagil sifreleme c¢ok daha karmasik
bicimlerde de gerceklestirilebilir.

C. Filigranlama

Filigranlama c¢aligmalarimin birincil amaci tastyict goriintiide
en az bozulma ile filigranlama yapilmasi, filigranlama
algoritmasi tersine isletildiginde en yiiksek dogruluk ile gizli
goriintiiniin  yeniden elde edilmesidir. Ayrica filigranlanmis
goriintiiye karst saldirt  yapilmast durumunda bile gizli
gortintiiniin  kabul edilebilir bir dogrulukla yeniden elde
edilmesi istenir. Filigranlama g¢alismalarinda ikincil amag ise
elde edilen filigranlanmig goriintiiniin tastyic1 goriintii ile ayni
formatta veya herhangi bir formatta kaydedilebilmesi ve
kaydetme isleminde goriintli bit derinliginin tagiyici goriintiiye
gore artmamasidir. Bu kriterler ¢ergevesinde tagiyici goriintiiye
ait piksel degerlerinin degistirilmesi siklikla kullanilan bir
yontemdir. 2011 yilinda Dehkordi ve arkadaslar1 [32] bit
degisimi ile gergeklestirilen filigranlama ¢aligmalarinin

disaridan saldirilara karst direncini incelemistir. Calisma
sonucunda, tim saldirilara  ragmen bit degisimi ile
gerceklestirilen  filigranlamada gizli goriintiilerin  kabul
edilebilir bir dogrulukla yeniden elde edildigi gorilmiistiir.
Ayni yil, Bamatraf ve arkadaslar1 [33] tarafindan gri tonlama
tastyict goriintiiler ve ikili sayr formatindaki gizli goriintiiler
kullanilarak en anlamsiz bitten en anlaml bite dogru degisim
yapilmast durumunda elde edilecek TSGO degerleri
karsilastirilmigtir. 2012 yilinda benzer bir ¢calisma Chopra ve
arkadagslar1 [34] tarafindan yapilmistir.

Bu ¢alismada sifreleme islemleri tamamlanmis gizli goriintii
ile tasiyic1 goriintiiniin birlestirilmesi tasiyici goriintiiniin yesil
renk uzayinda bit degisimi ile yapilmistir. En anlamsiz bitten
en anlamli bite dogru degisim yapilarak filigranlanmis
goriintiide meydana gelen TSGO degisimleri incelenmistir.
Tastyict goriintii ve gizli goriintiilerin boyutlart esit olmadigi
icin filigranlama tastyici goriintiiniin  sag alt tarafina
merkezlenerek yapilmigtir.

D. Tasiyict ve Gizli Gériintiiler

Bu calismada 256 x 256 boyutlarinda iki adet ikili say1
formath gizli goriintii, 24 bit RGB formatinda ve 512 x 512
boyutlarinda ii¢ adet tasityict goriinti (Lena, Baboon ve
Peppers) kullanilmistir. Gizli gorlintiilerden bir tanesi yazi, bir
tanesi sekil igeriklidir. Caligmada kullanilan goriintiiler Sekil
4’ de toplu olarak verilmistir.
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Sekil 4. a) Tastyici goriintii-1 (Lena) b) Tastyict goriintii-2 (Baboon) ¢)
Tastyict goriuntii-3 (Peppers) d) Gizli gorintii-1 ) Gizli goriintii-2

[II. DENEYLER

A. Deneyler

Onerilen filigranlama c¢alismasinda oncelikli olarak gizli
goriintiilere 20 kez On sifreleme algoritmasi uygulanmistir. Bu
asamadan sonra 24 bit derinlige sahip RGB formatinda, 512 x
512 boyutlarindaki tastyict goriintiiniin mavi renk uzay1
iizerinden Ripplet-I doniisiimii kullanilarak alt sifreleme
goriintli matrisi elde edilmistir. Elde edilen alt sifreleme
goriinti matrisi kullanilarak 256 x 256 boyutlarindaki gizli
gorlintliler tekrar sifrelenmistir. Son olarak sifrelenmis gizli
goriintil ile tasiyict gorlintiiniin yesil rek uzay1 birlestirilmistir.
Birlestirme islemi tasiyict goriintii yesil renk uzaymm en
anlamsiz bitinden en anlamli bitine dogru sira ile yapilip
filigranlanmis goriintii ile tasiyict goriintii arasinda olusan
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TSGO degerleri hesaplanmistir. Sistemin genel g¢alismasini  anlatan blok diyagram Sekil 5° de verilmistir.

Kirmzi Kirmizi
Renk Renk
Uzayt Uzayi [
Bit Degisimi
4 = res
Fanies Vegll T Yesil Filigranlanmus
i Renk Renk Gorintd
g Uzay Uzap
1 Sifrelenmis
Goriineil
Alt Sifreleme - F:rk:ai:"d’.m
Goriinti e nmis
Matrisi Sifreleme Gorinta @] ci
Griintii
Sifreleme
Aynk
Ripplet-1 a
L | i —
Renk b Renk

Uzayt Uzayt

Sekil 5. Filigranlama algoritmasi blok diyagrami

B. Sonuglarin Degerlendirilmesi

RGB formatinda MxN boyutlarinda f* referans goriintii, g
test goriintiisii olmak tiizere iki goriintii arasindaki TSGO
Esitlik (4) ile hesaplanir. Bu denklemde yer alan Karesel
Ortalama Hatas1 (KOH) Esitlik (5)° de verilmistir. RGB
gorlintiilerde TSGO hesaplanirken kirmizi, yesil, mavi renk
uzay1 i¢in ayri ayr1t KOH hesaplanarak ortalamasi alinir.

2
GO =10.log,, 295 @
(KOH(K)+ KOH (Y)+ KOH(M))/3
1 X 5 . TS, . .
KOH S o ) ( ) Sekil 6. a) En anlamsiz bitin degistirilmesi b) 2.en anlamsiz bitin
(/-2 MN ;;(f” Eui ) degistirilmesi c¢) 3.en anlamsiz bitin degistirilmesi d) 4.en anlamsiz bitin

degistirilmesi e) 5.en anlamsiz bitin degistirilmesi f) 6.en anlamsiz bitin

KOH degeri sifira yaklasirken TSGO sonsuza yaklagir. Bu

o o . degistirilmesi
durum test goriintlisii ile referans goriintiinlin maksimum
derecede ortiistligiinii gosterir. TABLO I

FILIGRANLANMIS GORUNTULERE AIT TSGO (dB) DEGERLERI
IV. SONUCLAR VE TARTISMA Tastyic1 Goriintiiler
Calismada 512 x 512 boyutlarinda ii¢ adet tastyict goriintii Lena  Baboon  Peppers

ve 256 x 256 boyutlarinda iki adet gizli goriintii kullanilmustir. En anlams1z bitin degistirilmesi 62.07  61.07 61.73
C.ah.sme} s"omfcun(%a ‘Fnr Eld"et t:dSlyl(.Il .goruntu (Lena) ve .blr adet T~ 2.en anlamsiz bitin deistirilmesi 5845  58.90 59.56
gizli goriintii (Gizli goriintii-1) igin en anlamsiz bitten en ‘S ﬁ o 5611 55.86 5567
anlamli bite dogru bit degimi yapilmasi ile elde edilen g 3-en anlamsiz bitin deistirilmesi ) ' ’
filigranlanmis goriintiiler Sekil 6” da verilmistir. Biitiin tasyic g 4enanlamsiz bitin defistirilmesi 374 5297 3282
ve gizli goriintiiler igin filigranlama sonucunda elde edilen @ 5.en anlamsiz bitin degistirilmesi 50.04 4947 49.72

TSGO sonuglart ise Tablo II” de goriilmektedir. 6.en anlams1z bitin degistirilmesi 46.51  47.46 46.72

Yapilan c¢alismada elde edilen ve Tablo II’ de verilen
sonuglar ile Tablo I’ de verilen literatiir ¢aligma sonuglari
karsilastirildiginda en anlamsiz 5. bitin degistirilmesine kadar
elde edilen sonuglarin literatiirde elde edilen sonuglardan daha
iyi oldugu goriilmektedir. Tablo I" de yiiksek basarisi ile
dikkat c¢eken Mohanty [16] tarafindan yapilan c¢alisma
incelendiginde, ¢aligma  sonucunda  olusturulan  ve
hesaplamalarda kullanilan filigranlamms gOriintii  matrisi
ondalikli kisimlar igermektedir. 6.en anlamsiz bitin degistirilmesi 46.71 46.43 47.18

En anlamsiz bitin degistirilmesi 62.15 61.63 61.66
2.en anlamsiz bitin degistirilmesi 59.42 58.87 58.56
3.en anlamsiz bitin degistirilmesi 55.81 56.63 55.11

4.en anlamsiz bitin degistirilmesi 52.45 53.30 52.25

Gizli Goriintii-2
(256 x 256)

5.en anlamsiz bitin degistirilmesi 49.49 49.79 50.05
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Bu durum elde edilen bu matrisin 24 bit ile ifade
edilebilmesini veya RGB formatinda kaydedilmesini
engellemektedir.

Filigranlamanin anlamsiz bitler iizerinden yapilmas1 yiiksek
TSGO degerleri tiretmektedir. Ancak filigranlamada kullanilan
bit anlamsizlastikca filigran goriintiisii saldirilara karsi1 daha
korumasiz hale gelmektedir. Filigranlamada kullanilan bitler
anlamli tarafa dogru degistikce TSGO degerleri ve
filigranlanmis goriintii kalitesi azalmaktadir. Ancak filigranin
saldirilara karsi direnci artmaktadir. Bu durum bit degisimi ile
yapilan filigranlama caligmalarinda, filigranlanmis goriintii
kalitesi ve koruma arasinda bir tercih  yapmayl
gerektirmektedir.

Bu caligma ile, tasiyict ve gizli goriintiiye ait goriintii
ozelliklerinin  birlikte kullanildigi, piksel yer degistirme
katogorisinde yer alan yeni bir sifreleme algoritmasi
olusturulmustur. Ik defa, RGB formatl tasiyici gériintiiler ve
ikili say1 formatindaki gizli goriintiiler i¢in bit degistirme ile
filigranlama yapilarak sonuglar literatiire kazandirilmistir. Bu
sonuglar bundan sonra yapilacak ve saldirilara karst bit
degisimine gore daha yiliksek savunmaya sahip olmasi
beklenen filigranlama c¢aligmalarinin hedefleri konusunda bilgi
vermektedir.

Filigranlama ¢alismalarinda son yillarda gizli goriintiiler i¢in
ikili sayr formatindaki goriintilerin yaninda 24 bit RGB
formath goriintiilerde kullanilmaya baslanmustir. 24 bit RGB
formath gizli goriintiilerin, goriintii boyutlar1 degistirilerek ikili
sayt formatinda ifade edilmesi miimkiindiir. Onerilen
algortimanin bu kapsamda 24 bit RGB formatindaki gizli
goriintiilerin filigranlanmasinda kullanilabilecegi
ongoriilmektedir.
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Android Zararli Yazilimlarim Tespit Etme, Imza
Olusturma ve Smmiflandirma

Omer Faruk Acar'

Ozet— Mobil cihazlarin hizh gelisimi ve yayginlasmasi ile
birlikte bu cihazlarin ve iizerinde ¢alisan uygulamalarin giivenligi
bir sorun haline gelmistir. Mobil isletim sistemlerinden o6zellikle
Android isletim sisteminde ¢ok yiiksek oranda giivenlik tehditleri
tespit edilmistir [1][2].Dogas1 geregi mobil ortamlardaki zararh
yazilimlarin tespit edilmesi icin kullanilacak yontemlerde bugiine
kadar gelistirilen yontemler maalesef basarisiz olmaktadir. Bu
bildiri kapsaminda Android isletim sistemi icin gelistirilmis
zararh yazilhm tespit etme altyapisi, imza algoritmasi, diger
zararh yazihimlarla iliskilendirme yontemlerinden ve test
calismalarindan bahsedilmektedir.

Anahtar  Sozciikler— imza
Algoritmalart

Android, Zararh Yazihim,

Abstract—Security concern of applications for mobile
platforms become one of the hot topics with the rapid evolution
and wide usage of mobile devices. A notable amount of security
threats have been identified on the mobile operating systems,
more specifically on Android operating system, recently. [1]]2]
Developed methods that was used for the detection of malwares
for other platforms tend to fail in the mobile environment,
because of the nature and structure of malicious software. To
mitigate this problem, in this paper, a new malware detection
infrastructure, developed for the Android operating system,
signature algorithms, correlation with other malware families and
evaluation of proposed system are discussed.

Index Terms— Android, Malware, Signature Algorithms

I. GIRIS
Mobil platformlardaki tehlikeler diger platformlarda
oldugu gibi her gegen giin artmakta ve gelistirilen zararli
yazilimlarda gittikge karmasiklasmaktadir. Yeni nesil Zararh
yazilimlar, statik ve dinamik analize olanak vermemek i¢in
farkli teknikler kullanmakta boylece tespit edilmesi ve analiz
edilmesi zorlasmaktadir.

Cogunlukla temiz bir uygulamaya eklenerek paketlenen ve
gecerli uygulama marketi digindaki marketlerden yayilan bu
zararli yazilimlar kendilerini karmagiklastirma (obfuscation) ve
sifreleme(encryption) gibi yontemleri kullanarak ¢ok iyi

gizleyebilmektedir. Calisma o6ncesinde yapilan literatiir
taramalarinda mevcut  glivenlik  ¢Oziimlerinin  ¢aligma
prensipleri  aragtirtlmistir.  Mevcut  mobil  giivenlik
I Omer Faruk ACAR, HAVELSAN A.S., Ankara; e-posta:

oacar@bgt.havelsan.com.tr

¢Oziimlerinde mobil cihazlardaki pil, islem giicti, bellek gibi

kisitlardan  dolayr sadece imza tabanli  kontrollerin
gerceklestirildigi tespit edilmistir.
Mevcut  uygulama  marketine  bakildiginda  zararh

yazilimlari(malware) tespit etmek icin kullanilan bir¢cok
giivenlik uygulamasi oldugu goriiliir fakat yapilan ¢aligmalarda
bu uygulamalarin basari oranlarinin diigiikk oldugu ve hatali
tespit  (false  positive) oranlarmin  yiikksek  oldugu
gbzlemlenmistir[3].

Bilgisayarlarda oldugu gibi Android diinyasinda da bir
zararl yazilimi tespit etmek igin giivenlik uygulamalari zararli
yazilimdan ¢ikardiklar1 imzalar1 (signature) karsilastirmak
suretiyle tarama gerceklestirmektedir. Bu noktada iki problem
ortaya ¢ikmaktadir.

Birincisi, bir zararli yazilim imzasi olusturulduktan sonra
eger zararli yazilima, kod karmasiklastirma (obfuscation),
tekrar  paketleme  (repackage), dosya/paket  adlarini
degistirme(Rename), kod akigini degistirme(reorder code),
araya anlamsiz kodlar yerlestirme(insert junk code), karakter
katarlarini  sifreleme(encrypt  strings)  gibi  islemler
uygulandiktan sonra giivenlik uygulamasi tarafindan bu zararl
yazilim tespit edebilir mi?

Ikincisi, sadece imza karsilastirmas1 yaparak dinamik analiz
gerceklestirmeden mevcut ve heniiz tespit edilememig(zero
day) zararli yazilimlar yakalanabilir mi?

Belirtilen bu sorunlara ¢dziim olarak yapilan arastirmalarda
statik analiz ve dinamik analiz yontemleri oOnerildigi [3][4]
fakat bu yaklagimlarin ve ¢éziimlerin tiim durumlar i¢in toptan
bir ¢6ziim sunmadig1 goriilmiistiir. Mevecut ¢ogu ¢dziim normal
sartlar altinda basarili olmakta fakat yeni nesil zararli
yazilmlarin  atlatma teknikleri kullanmasiyla basarisiz
olmaktadir. Bazi ¢alismalarda dogrudan zararli yazilim tespit
etmek yerine davraniglar ve segilen oOzelliklere gore belirli
skorlamalara  gidildigi ve sonugta bu skora gore
siiflandirmalar yapildigi belirtilmektedir.[10] Bu bildiride
anlatilan ¢oziimde tim yaklagimlar katmanl bir yapida belirli
bir sirayla yapilarak etkin ve basarili bir ¢6ziim elde edilmeye
calistlmustir.

Yapilan c¢alisma kapsaminda bu sorularin cevabini
verebilecek en iyi analiz ortam olusturulmasi ve bahsi gegen
yontemlere dayanikli bir kimliklendirme i¢in imza algoritmasi
calismalar1  gerceklestirilmistir.  Bildiri kapsaminda bu
calismanin ayrintilar1 ve sonuglar degerlendirilecektir.
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II. ZARARLI YAZILIM TESPIT YONTEMLERI

Zararli yazilim tespiti konusunda ¢ok fazla sayida ¢alisma
bulmak miimkiindiir. Farkl1 yaklasimlar denenerek en az hata
ile bilinen ve bilinmeyen zararli yazilimlar tespit edilmeye
calisilmaktadir. Bunun i¢in Statik ve Dinamik analiz
yontemleri kullanilmaktadir.

Calisma sirasinda giivenlik ¢dzlimlerinin basar1 oranini
6lgmek maksadiyla mevcut zararli yazilimlardan segilmis
ornekler ve gelistirilen zararli yazilim Virustotal[5] ortami
tizerinde bulunan antivirlis uygulamalarina tarattirilmig ve
tespit oranlart Tablo 1’de gosterilmistir. Zararli yazilim
se¢iminde zararli yazilim tiirii (adware, RAT, Spyware v.s.)
ve farkli zararh kabiliyetler (SMS gonderme, uzaktan komut
satirina erisim, reklam gosterme v.s.) agisindan ¢esitlilik
saglayacak ornekler tercih edilmistir.

TABLO 1
ZARARLI YAZILIM YAKALANMA ORANLARI

Antiviriis Basan Orani
Malware ismi |Tespit Edebilen |Tespit Edemeyen |Tespit Edilme Oram %
Chuli 19 28 40,43
Cl4 30 17 63,83
Fakemart 22 25 46,81
Plankton 8 39 17,02
ikno 19 28 40,43
Lena 30 17 63,83
PuppyWidget 10 37 21,28
RootSmart 30 17 63,83
Leadbolt 10 37 21,28
SSUCL 25 22 53,19
Stels 25 22 53,19
SystemSecurity 31 16 65,96
Ornek Zararh
Yazilim 0 a7 0
Ortalama: 42,39

Yapilan testlerde tek basina higbir metodun tam olarak
basarili oldugunu soylenemez. Fakat ortaya birden fazla
yontemden olusan karma model olusturuldugunda (¢aligmada
bu model, katmanli analiz olarak adlandirildi) her katmanda
yapilan analiz diger katmanlardaki iretilen sonuglarla
degerlendirildiginden hem yanlis tespit(false positive) orani
diismekte hem de toplamda bir 6rnek kiimesi igindeki zararl
yazilim veya zararli yazilim olmasa bile bazi zararh
davraniglar gergeklestiren uygulamalarin tespit orani ¢ok
yiiksek olmaktadir.

A. Imza Tabanl

Statik analiz yontemlerinden biri olan imza ¢ikarma yontemi
mobil giivenlik alaninda ilk kullanilmaya baglayan tespit
yontemidir. Bu yontem, zararli yazilima ait hangi 6zelliklerin
imza cikarmada kullanilacagina ve bu imzay1 olusturmada
nasil bir algoritma kullanilacagina gore cesitlenmektedir.
Genellikle kod icerisinden belirgin bazi kisimlar almarak
bunlardan zararli yazilima 6zgii bir imza cikartilmaktadir.
[71[8] Android uygulamalar1 i¢in &rnek verilecek olursa,
kullandig1 izinler(permissions), kod icerisinde gegen bilgiler
(String values), kullanilan sistem g¢agrilari (system call) 6rnek

ISCTurkey 2014
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olarak verilebilir.

Bu verilerden ¢ikartilan bir veri kiimesi (data set)
olusturulduktan sonra segilen algoritmaya gore hesaplatilarak
uygulamayr tamimlayacak bir deger elde edilmektedir.
Genellikle imza ¢ikarma islemi igin 6zet (hash) algoritmalari
kullanilmaktadir[18] fakat bu algoritmalar uygulamadaki en
ufak bir degisiklikte ¢ok farkli sonuglar ¢ikardigr i¢in imza
¢ikarma isleminde basarili olamamistir. Bu problemden dolay1
bulanik 6zet(fuzzy hash) algoritmalar1 kullanilmaya baslanmis
[9] ve iki imza degeri arasinda iliski kurulabilmistir. Fakat bu
da yeterli olmamistir. Bir imza parcasindan diger imzalari
hesaplayabilme, kiiciik boyutlu veriler iginde ilgilesim
(correlation) hesaplamalar1 yapma ihtiyact dogdugu igin farkli
algoritmalar iretilmelidir. Bu c¢alisma kapsaminda kullanilan

karakter Kkatarlar1 {izerinde arama yapmayi saglayan
algoritmalar ve bu algoritma igerisinde 6telemeli 6zet(Rolling
hash) algoritmalar1 ¢dziim olarak sunulmustur. Imza

algoritmalarinda en Onemli kural her bir O6rnek igin
tekilligin(unique) saglanmis olmasidir. Aksi takdirde algoritma
basarisiz demektir.

B. [liski (Korelasyon) Hesaplama

Yap1 olarak imza tabanli yonteme benzese de imza tabanli
yontemdeki gibi birebir eslestirerek kontrol etme yerine
biitlinii daha kiigiik pargalara ayirip istatiksel olarak parcalarin
birbirine benzerligi hesaplanmaktadir. Bu yontemde bazen
makine 6grenmesi, yapay sinir aglar: gibi yeni yaklagimlarda
kullanilmaktadir. Burada 6nemli olan yiizde yiiz bir eslestirme
degil eldeki bilinen zararli yazilim verilerine gore incelenen
uygulamanin bu verilerden ne kadarimi igerdigi veya hangi
kisimlarin benzer 6zelliklerden olustugunun tespit edilmesidir.

Iliski hesaplama yontemi kullanilirken en fazla
simiflandirma algoritmalari kullanilmaktadir. Bu algoritmalarin
Android uygulamalarindan ¢ikartilan  Ozelliklere — gore

benzerligi hesaplamada ne kadar basarili oldugu bildiri
icerisinde ayr1 bir baslik altinda toplanmustir.

C. Davramssal Kaliplar

Bahsedilen iki yontemde de agirlikli olarak statik bir
inceleme yapilirken bu yontemde ise bir uygulamanin ¢aligma
sirasindaki  davranislart  hedef alinmaktadir. Tablo 2’de
bahsedilen o6zellikler izlenerek davranmiglardan bir tasarim
kalibi  olusturulmaya ¢alisilmakta ve boylece benzer

davraniglar1 gdsteren uygulamalar gruplandirilabilmektedir.
TABLO 2 KULLANILAN OZELLIKLER

Uygulama izinleri - |Permissions

islemci Komutlan - |CPU Instructions

isletim Sistemi Cagrilan |-|System Call

Ag Aktiviteleri - |Network Activity{Wi-Fi,3G)
islemci Kullanimi -|CPU Usage

Hafiza Kullanimi - |Memory Pattern

Pil Tiketimi - |Battery Usage

Sensor Kullamimi Sensor Usage

Istanbul, Turkey/Tiirkiye
17-18 Oct/Ekim 2014

44



7th International Conference on Information Security and Cryptology
7. Uluslararas1 Bilgi Giivenligi ve Kriptoloji Konferansi

ISGre

ANDROID ZARARLI YAZILIMLARINI TESPiT ETME, IMZA OLUSTURMA VE SINIFLANDIRMA

Bu yontemde karsilan en bilyilk sorun uygulamanin her
zaman ayni davranisi sergilememesidir. Mesela, sadece SMS
ile aktif hale gelen bir zararl1 yazilim izlendiginde herhangi bir
davranis sergilemeyecegi icin tasarim kalibini olusturacak
yeterli veri elde edilemeyecektir. Diger yontemlerden avantajli
oldugu  kisimlar  ise  uygulamada  yapilan  kod
karmasiklagtirma(obfuscation),  sifreleme(encryption)  gibi
islemler davranig sekligini degistirmedigi i¢in analiz basarali
olmaktadir.[6] Ayrica, ¢alisma esnasinda kullanici davranislar
simiile edilerek komuta kontrol sunucusu (C&C) ile yapilan
haberlesme, sonradan kod indirip ¢alistirma (Dynamic code
loading and payload execution) gibi islemler bu yontemde
tespit edilebilmektedir.[15][16][17]

M. IMzA CIKARMA

Iyi bir imza algoritmasi gelistirmek zararli yazilim
analizinde en c¢ok zorlanilan asamalardan birisidir ¢linki
gelistirilen imza, tiim atlatma tekniklerinden etkilenmemeli,
performansli olmali ve anlamli sayilardan(bitlerden) olusmali
ki smif seviyesinde veya metot seviyesinde karsilastirmalar
yapilabilsin. Bildiri kapsaminda yapilan ¢alisma sirasinda da
mevcut 0zet algoritmalar1 (hash) ve karakter katarlari(String)
iizerinden arama yapabilen, Ozet c¢ikartabilen algoritmalar
aragtirtldi. Caligmalar sirasinda farkli algoritmalar test edildi.
Bilisim sistemlerinde imza olusturmak i¢in kullanilabilecek
gelismis Elliptic Curve, Elgamal imza Semasi, NSA tarafindan
gelistirilmis Dijital imza Algoritmasi gibi algoritmalar zararh
yazilimin olusturulan farkli varyantlari tizerinde farkli imzalar
¢ikardigi igin basarisiz olmustur. Bu durum sonrasinda
genellikle adli analiz ¢alismalarinda kullanilan bulanik 6zet
algoritmas1 (fuzzy hash) uyarlanmaya c¢alisilmistir. Bu
algoritma da, biyiikk veri setlerinden olusturulan imzalarda
benzerlik oran1 vermesi yoniiyle basariliydi fakat kiigiik
boyutlu veri kiimelerinde (metot ve sinif numarasi) hesaplama
yapmak i¢in uygun degildi. Sonunda test edilen algoritmalar
icerisinde Karp-Rabin algoritmasinin mevcut durum igin
uygun oldugu goézlemlendi. Testlerde ¢ok kiiciik veri setleriyle
bile imza olusturulabiliyor, performansli ¢alistyordu tek sorun
farkli sayidaki ve farkli uzunluktaki degerleri karsilastirmak
gerekiyordu. Bunun iginde bir 6zet algoritmasi olarak “Rolling
Hash” algoritmalar1 incelenerek o6zellestirilmis bir algoritma
kullanilda.

Ozetle, Rabin-Karp algoritmasinda her bir sistem
cagrisinin(system call) tablodaki karsilik gelen degerini girdi
olarak alip bunu 6ncede belirlinmis bir asal say1 ile metot
icerisinde kacginci siradaysa bu sistem ¢agrisi asal sayminin bu
sira sayist kadar iissii alinip carpilmasi ve elde edilen
degerlerin toplanmas1 ile hesaplanmaktadir. Formiiliize
edilecek olursa, hesaplanacak 6zet degeri H olsun. Girdi
olarak verilen metot igerisindeki sistem cagrilarinin tablodaki
karsilik degerleri de €1 T *Ck geklinde bir seri olsun.
Onceden belirlenmis asal say1 da a olsun.

H = c;a* ' + c,a" 2+c3a" 3+ +ca” 1

Bu formiil Java dilinde gerceklestirilmistir. Burada 6nemli
olan hesaplanan 6zet degerin onceki ve sonraki hesaplanan
deger ile dogrudan iliskili olmast ve yeni bir sistem g¢agrisi

eklendiginde ya da c¢ikartildiginda bunun rahatlikla
hesaplanabilmesidir.
£finel static Biglnteger primenumber = new BigInteger ("11");

public BigInteger hashcalculator(String deger)
{
int tmplength=deger. length{);
tmpcarpan = BigInteger ONE;
smallhash=BigInteger.ZERD;
for (int j=0; j < tmplength ; ++3) {
int karakter=deger.char®t{j};
String unicodevalue=String.waluelf (karakter) ;
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BigInteger unicodeBigInteger—new BigInteger (unicodevalue) ;

smallhash=smallhash. addi %
anicndeBigInt eger multiply (primenumber pow(jii} ;
}

return smallhash;
}
Sekil 1. Rolling Hash Algoritmast

Biiyiik resime bakildiginda Sekil 2’de goriildiigii lizere bir
metot igindeki sistem cagrilari tespit edilip tim cagrilarin
belirli bir numara verildigi sistem ¢agrilar1 tablosundaki degeri
bulunup sirayla 6zet algoritmasina girdi olarak verilmektedir.
Cikan deger o metoda ait imza degeridir.

ity (String)V, v1, v2

invoke-at nt=>getBroadeast (Context, I, Intent, L)

meve-result-cbject vs
.local vs, SeliveredPl:Landroid/app/Pendingintent;
invoke-scatic SmaManager->gesDefault () SmaManager
move-result-objecs
-local v,
conat/4

sManager-psendTextMessage (String, String, St

Intent-><init>() 019F8

PendingIntent->getBroadcast ()| 1A45

Tntent-»<init>() D19F8 Metot Imzasi

PendingIntent->getBroadcast ()| 1a4s

SmsManager->getDefault() 0BB87

00000000023F9102
_ >
Hash Algoritmasi 1681t

Sekil 2. Metottan imza ¢gikarma adimlart

SmsManager->sendTextMessage ()| oseos

Yine ayni sekilde tim metotlardan elde edilen Ozetler
kiigtikten biiyiige siralanarak (kod bulaniklastirma ile siranin
degistirilmesi  yonteminden  etkilenmemesi igin)  Ozet
algoritmasina verilmekte ve sinif imzasi1 hesaplanmaktadir.Bu
sirada yaygin kullamilan kiitiiphaneler gibi baz1 kodlar
temizlenerek imzanin asil uygulamaya ait degerleri icermesi
saglanmaktadir.

IV. SINIFLANDIRMA ALGORITMALARININ BASARISI

Smiflandirma algoritmalari, istenilen 6zellik ya da ozelliklere
gore birbirine benzeyen veri setlerini gruplamaya yarayan
algoritmalardir. Bu c¢alisma kapsaminda siniflandirma
algoritmalar1 basarili bir imza isleminden sonra eldeki ham
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veriden bilgiye doniismis kiimeyi smiflandirmak igin
kullanilmigtir. Mevcut zararli yazilimlardan elde edilmis
imzalar smiflandirma algoritmalart kullanarak yeni bir
uygulama incelendiginde ne kadar zararli kod bulunduruyor
bunu tespit etmek i¢in kullanilmaktadir [13][14]. Bu amacla
farkl smiflandirma algoritmalarinin performanslari
degerlendirilerek en az yanlis sonug¢ {ireten algoritma veya
birden fazla algoritma segilerek analiz ortamima dahil
edilmistir.

Metot imzas
00000000023f9102
16 Bit

Sinif imzasl
(00000000000000002092688EBESA76CC
32 Bit

Uygulamanin {APK) imzasi
00000000000000000000000000000000000E78D118C37730307D00ES111219F4
64 Bit

Sekil 3. Metot, Sinif ve Uygulamaya ait imzalar

Bu konuda daha once yapilmis bir ¢alisma olan Asaf
Shabtai ve Yuvol Elovici’ye ait makalede [6] “Bayesian
Networks”, “Decision Tree”, “Logistic Regression”, “Naive
Bayes”, “Histogram” ve “KMeans” algoritmalarini test etmis
ve en iyi sonuglari Decision Tree ve Logistice Regression
algoritmalarindan elde etmislerdir.

Loa
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Sekil 4. Mobil Uygulama Ozelliklerinin Siiflandiriimasi

Bu ¢aligma referans alinarak gelistirilen analiz ortaminda
“Decision Tree” ve “Logistic Regression” algoritmalarinin
kullanilmasi kararlagtirilmastir.

V. ANDROID GUVENLIK VE DENETLEME ARACI-ASAT

Mevcut gilivenlik ¢oziimlerinin  sadece cihaz iizerinde
veritabanlarindaki imzalar1 dogrudan karsilastirma yaparak
zararli yazilimlari tespit ettiklerinin ve basar1 oranlarinin diisiik
oldugunun tespit edilmesi iizerine bdyle bir ¢alisma yapilma
ihtiyact  ortaya  ¢ikmustir.[10]  Calisma  kapsaminda
gerceklestirilen yapi1, sunucu tarafinda ¢alisacak analiz ortami

ve mobil cihaz tizerinde g¢alisacak giivenlik uygulamasindan
olugmaktadir.

A. Katmanli Analiz Ortami

ilk asamada verilerin toplanabilmesi igin tiim marketlerle
entegre olup uygulamalara ait “APK” dosyalarmm ve
uygulama bilgilerinin indirilmesi  gerekmektedir.[11][12]
Bunun igin “Regular Expression” ve “Xpath” sorgularmi
destekleyen dinamik olarak marketlerin tanimlanabildigi
“Scrapy” altyapisini kullanan bir ortam tasarlanmistir. Ayrica
bu ortam icerisinde dinamik web arayiizleri gelistirilebilecek
“Django” altyapisi kullanilarak bir web arayiizii gelistirilmistir.
Indirilen  uygulamalar ~ “Androguard”  kiitiiphanesi
kullanilarak apk uzantili dosyalar agilip alt bilesenlerine
ayristirilarak tiim st veri(meta data) bilgileri elde edilmis
ayrica uygulamaya ait sertifika, paket ismi, kullanilan izinler,
icerdigi siniflar v.s. veritabanina kaydedilmektedir.
Katmanli analiz ortaminda analiz islemi
katmanda gergeklesmektedir.
1. Antiviriis Taramasi
2. Imza Algoritmalari ile Kontrol
3. Dinamik Analiz Ortami (Sandbox)
4. Davranigsal Kaliplar ile Kontrol
Bu dort katmanli analiz sirasinda bir uygulama sonug olarak
temiz, siipheli, zararli yazilim seklinde bir gruba diismektedir.
Temiz ve zararl yazilim grubuna giren uygulamalara herhangi
bir islem uygulanmazken siipheli bulunan uygulamalar manuel
analiz i¢in aragtirmactya gonderilmektedir. Manuel analiz
sonrasinda grubuna karar verilerek analiz ortaminin
giincellenmesi saglanmaktadir. Bu sayede siirekli canli ve
kendini giincelleyen bir yari otomatik analiz ortamu
geligtirilmistir.
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Sekil 5. Katmanli Analiz Ortami

PEcvEd

Katmanli analiz ortaminin diger ¢alismalara gore en basarili
oldugu kisim gelistirilen imza algoritmasiyla yapilan tespit
basar1 oranidir. Bunu test etmek i¢in mevcut bir zararli yazilim
“DroidChameleon” [3] isimli uygulama degistirme altyapisi ile
degistirilmis ve mevcut antiviriislere tarattirilmistir. Diger
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antiviriisler degisiklik sonrast bu zararli yazilimi tespit
edemezken gelistirilen imza algoritmasi ayni imzayi
olusturmaya devam ettigi i¢in tespit edebilmistir.

SHA256: be90c12ea4a9dcd0557a4920151642ae57002de55387c Td631324223967343¢
Dosya adi: zitmo.apk
Tespit edilme orani 37/ 52

SHA256: e62bb1c2090817be61c750df764ceafTec0fd28ecbd46fc35fade Ta3a8d3432a
Dosya ad:: 1-of1.apk
Tespit edilme orani 19/ 52

SHA256: 02dbb588bal93214482a9e72361f2c8af83d48584£f4a182b721d37ee 7642694
Dosya adi: 1-0f2.apk
Tespit edilme orani 158/ 52

D PackageName Certificatelnfo  APKSignature -

10 «com.security.service 0000000000000000000000000000000000075d 118c377303d7d00e8 111219F4
12 com.saaurity.service: =) 10000000000000000000000075d 1183773034 7d00e811121F4
13 com.security.service el s 0000000000000000000000008 78d 118c377303d 7d00e8 111219F4
14 com.security service. =3 0o J0000C 00000000 78d 118c377303d 7400681112194

Sekil 6. Zararli yazilimin tiirevleri ve antiviriis tarama sonuglari

B. Mobil Giivenlik ve Denetleme Uygulamasi

Mobil cihaz iizerinde ¢alisacak uygulamanin en temel gorevi
arka planda giincel olarak elde edilen akili zararli yazilim
bilgilerinden olusturulan veritaban1 (Threat Intelligence
Database) ile cihaz iizerinde yiiklii uygulamalarda tarama
gergeklestirmektir. Bunun disindan cihaz iizerinde zafiyete
neden olabilecek tim acikliklar1 degistirmek ve ayarlari
gerceklestirmek i¢in sikilagtirma modiilii bulunmaktadir.

Caligma prensibi olarak diger giivenlik ¢oziimleri gibi imza
kontrolii gerceklestirse de imza yaklagimindaki dinamik
¢ozlimler basart oranini arttirmistir. Bir uygulamanin cihaz
iizerinde analizi kaynaklari ¢ok hizli bir sekilde tiiketecegi igin
onun yerine uygulamanmn hangi kaynaktan indirildigi,
uygulama paket adi (package name), uygulama ozet(hash)
degeri gibi bilgiler analiz ortamina gonderilerek heniiz
veritabaninda bulunmayan bu uygulama kaynaktan indirilip
analizi gerceklestirilip cihaza sadece sonug ile ilgili bilgiler
donmektedir. Eger manuel olarak bir uygulama yiikleme islemi
gergeklestirilmigse kullanicidan uygulamayi igeren “APK”
dosyasinin analiz ortamina gonderilmesi istenmektedir.

VI. SONUC VE GELECEK CALISMALAR

Bu calisma, ¢ok fazla sayida kaynaktan veri toplayip
islenmesi, kendine 6zgii imza algoritmasi ve birden fazla
yontemi bir arada destekleyen katmanli analiz ortami
kullanilmast yoniiyle zararli yazilima karsi yeni bir yaklasim
sunmustur. Farkli yontem ve tekniklerin bir arada kullanilmasi,
dinamik bir yap1 olusturularak yeni saldiri durumlarina goére
rahatlikla 6zellestirilebilmesi basari oraninin artmasina ve hizli
bir sekilde sonug elde edilmesine olanak saglamaktadir.

Mevcut ¢oziimlerin yetersiz oldugu bir durumda gelistirilen
analiz ortam oldukga basarili sonuglar ortaya ¢ikarmistir fakat
hala eksik veya zayif olan kisimlar bulunmaktadir. Ornek
olarak, yeni gelistirilen kod karmagiklagtirma ortami [19]

ISCTurkey 2014
Proceedings/Bildiriler Kitab1

“Bangcle”, mevcut bir uygulamanm kodlarmi JAVA
katmanindan alip JNI (Java Native Interface) kullanan C++
diline ¢eviriyor ve bu sekilde derliyor. Bu durum su anda
analiz ortaminda farkli imzalar ¢ikmasina neden olabiliyor.
Ayni arayiizii kullanan zararli yazilimlar heniiz ekosistemde
pek rastlanmasa da yakin zamanda yaygimlasacagi tahmin
edilmektedir. Bundan dolayr “Smali” dilinde gerceklestirilen
mantik “Assembly” dili i¢inde uygulanmali ve test edilmelidir.
Gelecek calisma olarak, ulusal zararli yazilim veritabani
olusturmak ve bu veritabanini bir web sayfasi/ web servisi
araciligiyla erigsime acilmasi planlanmaktadir. Diger bir
yapilmasi gereken calisma mevcut “Sandbox” dinamik analiz
ortamlarinin ihtiyaca gore uyarlanmasi yerine ulusal dinamik
analiz ortaminin gelistirilmesidir. Su anda sadece kullanici
katman1 (User Mode) dikkate alinarak tasarlanmis giivenlik
¢Oziimiiniin daha bagarili analiz kabiliyetleri kazanabilmesi
icin ¢ekirdek katmaninda (Kernel Mode) calisacak sekilde
tekrardan tasarlanmasi gerekmektedir. Bu katmanda c¢aligsmasi,
uygulamaya daha fazla kaynagi izleyip tipki IDS/IPS
yazilimlar1 gibi dinamik aykirilik tespit(anomaly detection)
yetenegi kazandiracaktir.

Yapilan c¢alismalar kapsaminda halen Android isletim
sisteminin glivenlik agisindan yeterli 6zelliklere sahip olmadigi
tespit edilmis olup dinamik izin modeli, ag erisim kontrolii gibi
diger mobil isletim sistemlerinde bulunan 6zelliklerin sonraki
siiriimlerde eklenecegi tahmin edilmektedir.
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Omer Faruk Acar, Ege Universitesi Bilgisayar Miih. Boliimiinden mezun
olduktan sonra Hacettepe Universitesi Bilisim Enstitiisiinde Yiiksek Lisansin1
tamamlamis ve doktora c¢alismalarina devam etmektedir. Bilisim (IT)
sektoriine web uygulamalari ve KOBI’lere hazir paket uygulamalar
gelistirerek baslamistir. Sonrasinda Tiirk Telekom A.S. biinyesinde Telekom
altyapist iizerine kendini gelistirmis ve Entegrasyon Uzmani olarak
calismistir. Farkli teknolojiler ve platformlar iizerinde calisirken hep bir
merak ile arastirdigi bu nasil ¢alisir? Zafiyet barmdirtyor mu? Korumalar
nasil asilir? Sorularma cevap bulmak i¢in giivenlik alaninda uzmanlagmaya
baslamigtir. TUBITAK Siber Giivenlik Enstitiisii biinyesinde Veritabani
giivenligi, sizma (penetrasyon) testleri, zararli yazilim(malware) analizi ve son
iki y1ldir mobil cihaz giivenligi konularinda arastirmalarda bulunmustur. TR-
BOME ekibinin bir iiyesi olarak Siber giivenlik olaylarina miidahale etmistir.
Tiirkiye’deki bankalar, devlet kurumlari ve 6zel sektore yazilim, danismanlik,
egitim projeleri  gerceklestirmistir.  Bu calismalar sirasinda  kullanimi
yayginlasan mobil cihazlarin nasil tehlike olusturdugunu gozlemlemis ve
6nlem olarak neler yapilabilir sorulari iizerine ¢aligmalarima devam
etmektedir. Su anda HAVELSAN A.S. Siber Giivenlik Takiminda siber
giivenlik uzmani olarak gérev almaktadir.
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Sahte Baz Istasyonu Saldir1 Tespit Algoritmasi

Omer Faruk CELIK, Refik SAMET

Ozet— Diinya ¢apinda yaygin olarak kullamlan iletisim sistemi
GSM’in bir takim giivenlik problemleri vardir. Bu giivenlik
problemlerinden bir tanesi mobil terminal ile baz istasyonu
arasinda Kkarsihkhh dogrulamamin olmamasidir. Bu durum
GSM’in (baz istasyonlarinin ve mobil terminallerin) sahte baz
istasyonu ataklarina maruz kalmasina neden olmaktadir.
Ayrica, mobil terminal kimliginin calinmasi, tele kulak, mobil
terminal ve baz istasyonu sahteciligi ve diger ortadaki adam
(man-in-the-middle) saldirilar1 sahte baz istasyonu kullamlarak
gerceklestirilebilmektedir. Bundan dolayl, sahte baz istasyonu
saldirilarinin tespit edilmesi olduk¢a onemlidir. Bu makalede
sahte baz istasyonu saldirilar1 analiz edilmistir ve bu saldirilarin
tespit edilmesine yonelik bir algoritma gelistirilmistir. Ayrica

yapilan simiilasyon ile sahte baz istasyon saldirilarinin,
gelistirilen algoritma yardimiyla tespit edilebilirligi
gosterilmistir.

Anahtar Kelimeler— GSM giivenligi, Baz istasyonu, Sahte baz
istasyonu saldirilar, Saldiri tespiti.

Abstract— GSM is widely used communication system around
the world and it has some security problems; one of them is lack
of mutual authentication between mobile station and base station.
GSM (mobile stations and base stations) is subject to fake base
station attacks by exploitation of GSM’s mutual authentication
weakness. In addition, MS identity theft, eavesdropping,
impersonation of network/MS attacks and other kinds of man-in-
the-middle attacks can be made by fake base station. Thus,
detection of fake base station attacks is crucial. This paper
presents analysis of fake base station attacks and proposes
algorithm for detection those attack. Besides, by the help of
proposed algorithm, simulation shows feasibility of fake base
station attack detection.

Index Terms— GSM security, Base station, Fake base station
attacks, Attack detection

I. GiRiS

OBIL Tletisim i¢in Kiiresel Sistem (Global System for

Mobile Communication - GSM), %90 market pay1 ile
diinyada en yaygin kullanilan mobil iletisim sistemi olup, 219
ilke ve bolgede kullanilmaktadir [1].  Uluslararasi
Telekomiinikasyon Birliginin (International
Telecommunication Union - ITU) yaptigi aragtirmaya gore
2008 yili sonunda diinya geneli Internet kullanan insan sayisi
1,5 milyar iken, 4,1 milyar GSM aboneligi bulunmaktaydi.
2013 yili sonlarinda ise GSM aboneligi sayisi neredeyse 7

Omer Faruk CELIK, Ankara Universitesi, Bilgisayar Miihendisligi,
Ankara, Turkiye (email:cengofc@gmail.com)

Refik SAMET, Ankara Universitesi, Bilgisayar Miihendisligi, Ankara,
Tirkiye (email:samet@eng.ankara.edu.tr)

milyara ulagmustir [2]. 25 yillik bir teknoloji i¢in bu biiyiik bir
basaridir. Bununla birlikte, GSM’in yaygin olarak kullanilan
bir iletisim protokolii oldugu agiktir ve bu sebeple GSM
giivenligi oldukca onemlidir.

GSM teknolojisinin giivenligi, var oldugu andan itibaren
aragtirmacilarin  ilgi odaginda olmustur. Ancak, GSM’in
glivenlik  problemleri  hala devam  etmektedir. Bu
problemlerden  bir  tanesi, u¢tan uca  kriptolama
kullanilmamasi; ikincisi biiyiik gokkusagi tablolari (rainbow
tables) ile saldirilabilen GSM hava arayliziindeki (um
interface) kripto zafiyeti [3]; l¢linciisii ise, Mobil Terminal
(MT) ve Baz Istasyonu (BTS) arasinda karsilikli dogrulamanin
olmamasidir. Karsilikli dogrulama eksikligini kullanarak tele
kulak, MT kimligi ¢alinmasi ve segici yakalama (selective
interceptor) saldirilar1 gibi ¢esitli sahte BTS saldirilart
yapilabilmektedir. Sahte BTS ataklart MT kimligi ¢alma gibi
nispeten tehlikesiz olabilecegi gibi insansiz hava araglarinin
sahte BTS saldirist kullanarak MT’nin yerini kestirip hava
saldirist yapmasi gibi oliimciil de olabilmektedir [4]. Bu
calismada, GSM’in karsilikl1 dogrulama zafiyeti ve bu zafiyeti
istismar eden sahte BTS saldirilar1 ele alinacaktir.

Konu ile ilgili literatiirde sahte BTS saldirilarinin nasil
gelistirilecegine dair ¢esitli ¢aligmalar olmasina ragmen, sahte
BTS saldirilarinin  tespit edilip kullanicinin uyarilmasina
yonelik pek bir ¢aligma bulunmamaktadir. Bu nedenle, sahte
BTS saldirilarma karsi onlemlerin  gelistirilmesi ve MT
kullanicisinin sahte BTS ataklarma kars1 uyarilmast dnem arz
etmektedir. Bu caligmayla, sahte BTS saldir1 teknikleri analiz
edilmekte ve bu saldirilarin tespit edilmesine ydnelik bir
algoritma Onerilmektedir.

Calismanin diger boliimlerinin igerikleri sdyle 6zetlenebilir.
Ikinci boliimde, sahte BTS saldirlan ile ilgili c¢alismalar
incelenmistir. Ugiincii boliimde, ilgili GSM protokollerinin
analizi yapilmig ve sahte BTS saldirn tespit algoritmasi
onerilmistir. Dordiincii bolimde, sahte BTS algoritmasinin
simiilasyonu yapilmistir. Besinci bolimde ise sonu¢ ve
yapilmasi planlanan islere yer verilmistir.

II. ILGILI CALISMALAR

Yapilan literatiir arastirmalar1 sonucunda sahte BTS
saldirilarinin ~ tespit  edilmesine  yonelik  calismalara
rastlanmamasima ragmen, sahte BTS saldirilarn ile ilgili
incelenen ¢alismalar agagida 6zetlenmistir.

[5] numarali ¢alismada, konferans salonlar1 veya ugaklar
gibi MT’lerin aktif olmamasi gereken alanlarda, MT'lerin
tespit edilip yasaklanmasi igin bir sistem gelistirilmistir.
Calismaya gore, MT’ler birka¢ durumda kendini sebekeye
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tanitmaktadirlar, yani kendilerine 6zgii olan IMSI
(International Mobile Subscriber Identity) numaralarini
sebekeye bildirmektedirler. Bu c¢alismada yazarlar bu
durumlarin ~ 3’tinden  bahsetmislerdir: 1)  Gelen/giden

aramalarla; 2) Zamanlayicilarm (T3211, T3213 ve T3212)
stiresinin dolmastyla; 3) Yeni bir bolgeye (Location Area)
girilmesiyle. Birinci durum igin, MT nin kendini sebekeye
tanitmast  RF alicilar ile tespit edilebilmekte ancak
uygulanabilir olmamaktadir. Tkinci durumda MT’nin kendini
sebekeye tanitmasinin yakalanmasi zordur ¢iinkii s6z konusu
zamanlayicilarin  siiresi her GSM  operatoriinde degisiklik
gostermekte ve bu siireler genellikle saat mertebesinde
olmaktadir. Caligmanin hedefi {iglincii durumla ilgili olup, bu
durumun 2 admu vardir. ik adim, [6] yardimiyla hedef
alandaki biitiin aktif BTS’leri devre dis1 birakmaktir. Ikinci
adim ise, farkli bir LAI (Location Area Identifier) degerine
sahip sahte BTS kullanmaktir. Caligmaya gore, MT ile gercek
BTS’lerin baglantis1 kesildiginde, MT otomatik olarak yeni
BTS’ler arayacaktir. MT nin bulabilecegi tek BTS ise sahte
BTS olacaktir. Sonrasinda, MT sahte BTS’e baglanacak ve
BTS’in LAI degerinden farkli bir bolgeye ait oldugunu
degerlendirecektir. Farkli bolgedeki BTS'e baglanilmasi
lokasyon giincelleme siirecini baglatacak ve MT'nin kendini
sahte BTS'e tanitmasina sebep olacaktir. Bu bilgiler 1s18inda,
sahte BTS saldirilarinin anlasilmasi ic¢in beklenmedik LAI
degisiklikleri takip edilmelidir.

[7] numarali ¢aligmada, GSM protokoliinii hedef alan
gercek zamanli dedektor sistemi gelistirilmistir. Gelistirilen
dedektor sistemi 3 par¢adan olusmaktadir. Birinci parga, [5]'de
gelistirilen “GSM MT dedektorii”, ikincisi lokal veri tabani,
ticiinciisii ise segici yakalama (selective interceptor) cihazidir.
Calismayla, belirli bir bolge icinde kalan MT’ler “GSM MT
Dedektorii” ile tespit edilmekte ve tespit edilen MT kimlikleri
lokal veri tabaninda toplanmaktadir. Sonrasinda ise, MT'ler
lokal veri tabanindan kontrol edilerek secici olarak engellenip
birakilabilmektedir. Bu calismada, [5]'e ek olarak MT'nin
kendini aga tanitmasi i¢in 2 yontem daha kullanilmugtir.
Bunlar ise, MTlerin agilista ve ¢agr diislip tekrar baglanmak
istediginde yaptig1 lokasyon gilincelleme istekleridir.

[8] ve [9]'da, yazilimsal radyo teknolojisi (software radio
technologies - SDR) kullanilarak sahte BTS gelistirilmistir. Bu
calismada, [5] ve [7]'nin aksine sahte BTS gelistirilirken,
gercek BTS'ler sinyal bozucu (jammer) ile engellenmemistir.
Ayrica, sahte BTS gelistirilirken farkli bir yaklasim ve
yazilimsal radyo teknolojisi kullanilmasi hem masraflar
distirmiis hem de performanst O6nemli oranda artirmistir.
Gelistirilen sistemde bir tane miihendislik moduna sahip MT
kullanilmistir. S6z konusu MT ile cevredeki aktif BTSler
tespit edilebilmektedir. Tespit edilen BTS'ler hiicre secilme
kriteri olan C2 parametresine gore (cell reselection criterion)
giicliden zayifa siralanmaktadir. Sahte BTS bahse konu
MT'den BTS'lere ait bilgileri alip, ortamdaki en zayif BTS gibi
davranmakta ve hedef MT'lerin kendisine baglanmasini
saglamaktadir. Ger¢ek BTS'in taklit edilmesinin sebebi,

5Gre

taklit ettigi BTS’in MCC (Mobile Country Code) ve MNC
(Mobile Network Code) gibi GSM operatorlerine ait olan
bilgilerini de taklit etmelidir. Bu nedenle, her GSM operatorii
icin ayr1 sahte BTS kullanilmalidir. Bununla birlikte, MT nin
kendini sahte BTS'e tanitmast i¢in MT'lerde lokasyon
giincelleme prosediirii tetiklenmelidir. S6z konusu tetiklenme
icin sahte BTS'in LAI degeri ger¢cek BTS'lerden farkli
olmalidir. Calismadaki en kritik bolim, sahte BTS'in yayin
yapan en giicli BTS olmasa bile kendini MT'lere
sectirebilmesidir. MT'ler, her 5 saniyede BTS'lerin BCCH
(Broadcast Control Channel) kanalimi  okuyup, C2
parametresine gore BTS'leri giicliiden zayifa dizmektedir. MT
icin BTS se¢imi BTS'lerin C2 parametrelerine gore
yapilmaktadir. C2 parametresi MT'nin BTS'e yakinlig1 ve bazi
ofset degerleri ile hesaplanmaktadir. Ofset degerlerine
pozitif/negatif degerler verilerek MT'nin spesifik bir BTS'i
secimi tesvik edilebilmekte veya engellenebilmektedir.
Calismada, gelistirilen sahte BTS, C2 parametresini
degistirerek MT'lerin kisa siirede kendisine baglanmalarin
saglayabilmistir. Ayrica, farkli LAI kullanarak MT'lerde
lokasyon giincelleme prosediirii tetiklenebilmigtir. Sonug
olarak, sahte BTS saldirilarinin tespit edilebilmesi i¢in sira dis1
C2 degerleri 6nemli bir gosterge olacaktir. Ayrica, zayif olan
BTS’in beklenmedik sekilde se¢ilmesine de dikkat edilmelidir.

Sahte BTS saldirisi, BTS ve MT arasinda gergeklesen bir
tir man-in-the-middle saldirisidir. Yukaridaki ¢alismalara
gore, sahte BTS saldirilart i¢in MT'nin BTS'e baglanmasi
gerekmektedir. Bu  baglantinin  saglanmast  igin  C2
parametresinin manipiile edilmesi &nem arz etmektedir.
Ayrica farkli bir LAI kullanarak MT'in kimliginin alinmasi

da gerekmektedir. Sahte BTS saldir1 tespit algoritmasi
yukaridaki  yaklagimlar g6z  Onlinde  bulundurularak
geligtirilmistir.

III. SAHTE BAZ ISTASYONU SALDIRI TESPIT ALGORITMASI

A. Sistem Mimarisi

Onceki boliimlerde bahsedildigi gibi literatiir
aragtirmalarinda sahte BTS saldirilart ile ilgili caligmalar
olmasia ragmen, bu saldirilarin tespit edilmesine yonelik
calismaya rastlanilmamistir. Bu makale, sahte BTS
saldirilarinin tespiti alanina katkida bulunacaktir.

Onerilen sistem mimarisi Sekil 1'de verilmektedir.

Sekil 1'deki MT, kendi bdlgesindeki aktif BTS'leri tespit
edip, Cell ID ve LAI gibi bilgileri almak i¢in her BTS’in
BCCH kanalin1 okumaktadir. MT, BTS’lerden topladigi
bilgileri “Analiz Unitesine” yollamaktadir. MT, BTS’lerden
okudugu bilgiyle otomatik olarak hesapladigi C1 (path loss
criterion parameter) ve C2 parametrelerini de analiz {initesine
gondermektedir. Analiz tinitesi olarak, gelistirilen algoritmay1

calistirabilecek  herhangi bir PC veya akilli telefon
kullanilabilmektedir. Analiz {initesi, MT'in gonderdigi
verileri sahte BTS saldir1 tespit algoritmasina gore

degerlendirip, siipheli durumlar i¢in kullaniciyr uyarmaktadir.
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normal BTS'lerin komsu BTS'lere ait bilgileri BCH (Broadcast
Channel) kanalindan yaymlamalaridir. Boylece MT'ler
tereddiit etmeden sahte BTS'e baglanmaktadir. Sahte BTS,
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Sekil 1: Sistem Mimarisi.

Basit bir sahte BTS saldirist Sekil 2°deki gibi olmaktadir.

ikinci boliimde ve [10]'da agiklandig1 iizere, MT'lerde
lokasyon giincellemenin tetiklenebilmesi i¢in sahte BTS'in
gergek BTS’lerden farklt bir LAI degeri olmalidir. MT'nin
lokasyonunun takip edildigi durumlarda ise sahte BTS MT’yi
tekrar tekrar yakalamak zorundadir. Yani MT'deki LAI
degerinin beklenmedik sekilde degismesi de tespit algoritmasi
icin parametre olacaktir.

Mobil
Terminal Sahte BTS

MT'nin kendine baglanmasini sagla

<
«

Lokasyon glincelleme istegi

Ll

Kimlik talebi

A

IMSI

v

MT'nin ayriimasini sagla

A

Sekil 2: Ornek Sahte BTS Saldirisi

B. Protokol Analizi

Sahte BTS saldirilar1  i¢in, MT'min yakalanmasi ve
birakilmasi ¢etin bir istir. [S] ve [7]'de bu is igin sinyal bozucu
sistemler kullanilmistir [6]. Fakat bu sistemlerde her BTS i¢in
ayr bir sinyal bozucu iinite gerekmekte ve sinyal bozucunun
zamanlamasint  ayarlarken zorluklarla karsilagilmaktadir.
Ancak, C2 parametresinin manipiile edilerek kullanilmasi,
hem masrafi digiirmekte hem de performansi 6nemli dl¢iide
artirmaktadir [8]. [9] ve [11]'e gore C1 parametresi hiicre
se¢iminde kullanilmakta ve agagidaki gibi hesaplanmaktadir.

C1= (A— Max(B,0)) (1)
A= RLA_C - RXLEV_ACCESS_MIN )
B = MS_TXPWR_MAX_CCH - P 3)

Siif 3 DCS 1800’ler igin,
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B = MS_ TXPWR_MAX CCH + POWER_OFFSET-P (4)

Yukaridaki formiillerde;
RLA_C ulasilan ortalama degerler;
RXLEV_ACCESS_MIN MT'in sisteme erigmesi i¢in gerekli
minimum sinyal seviyesi;

MS TXPWR MAX CCH MT’nin sisteme erigmesi igin
gerekli olan en fazla TX giic seviyesi,
POWER OFFSET MS TXPWR ile karsilikli olarak

kullanilan gii¢ ofset degeri ve
P ise MT'nin maksimum RF gii¢ ¢ikisidir.

Biitiin degerler dBm formatindadir ve yukaridaki tanima
gore, Cl degeri MS ve BTS arasindaki mesafe ile ters
orantilidir. C2 parametresi ise hiicre se¢imi i¢in kullanilir ve
asagidaki gibi tanimlanir [11].

PENALTY _TIME <> 11111 igin,
C2 =C1+ CELL_(RESELECT_OFFSET ) —

TEMPORARY _OFFSET «+ H(PENALTY_TIME —T) (5)

PENALTY TIME = 11111 igin,

C2 = C1— CELL_RESELECT_OFFSET (6)
Komsu hiicreler i¢in,

H(x) =0 forx <0 (7)

Hx)=1forx>0 (8)
Hizmet veren hiicre igin,

H(x) =0 9)

T, hesaplanan en gii¢lii BTS'ler listesinde her BTS i¢in
tutulan zamanlayicidir.

CELL_RESELECT OFFSET, TEMPORARY_OFFSET,
PENALTY_TIME, CELL_BAR QUALIFY degerleri
opsiyonel olarak BTS’in BCCH kanalindan yayimnlanmaktadir.
Eger yaymlanmiyorsa olagan degerleri sifira esittir ve bu
sekilde C2=C1 olur. Tiirkiye’nin Ankara ilinde yapilan testlere
gore her BTS icin Cl ve C2 degerleri olagan kosullarda
oldugu gibi Dbirbirine esit c¢ikmislardir.  Yukaridaki
hesaplamalara ve [12]’ye gore BTS’ler arasinda oncelik
tanima yukarda bahsedilen opsiyonel parametreler ile
yapilmaktadir.  Opsiyonel  parametreler C2  degerini
degistirmek i¢in kullanilabilir ve BTS’in hesaplanmig C2
degeri ne kadar ytliksek olursa MT nin BTS’1 se¢me ihtimali o
kadar artar. C2 degerinin olagan dis1 bir sekilde C1 degerinden
farkli olmasi Sekil 3'de gosterilen sahte BTS tespit algoritmasi
i¢in 6nemli bir girdi olacaktir.

C. Algoritma Tasarimi

Sekil 3’de sahte BTS tespit algoritmasinin akis semast
verilmektedir. Algoritma ag degerlerini ve MT lokasyonunu
degerlendirmektedir. Algoritmada 3 durum bulunmaktadir.

Birinci durum, C2 parametresinin manipiilasyonu ile
ilgilidir. Onceki béliimlerde agiklandign gibi C2, ofset
parametreleri degistirilerek hiicre sec¢imini etkilemek igin
kullanilabilmektedir. MT nin BTS’e uzakligin1 gosteren Cl
parametresi yiiksek olmasa bile, yani sahte BTS hedef MT’ye
en yakin BTS olmasa bile sahte BTS, C2 degerini manipiile
ederek MT’lerin kendine baglanmasini saglayabilmektedir.
[11] ve bu calisma kapsaminda yapilan testlere gore C1 ve C2




7th International Conference on Information Security and Cryptology

7. Uluslararasi Bilgi Giivenligi ve Kriptoloji Konferansi _
SAHTE BAZ ISTASYONU SALDIRI TESPIT ALGORITMASI

Istanbul, Turkey/Tiirkiye
17-18 Oct/Ekim 2014

G

parametreleri sira dist bir durum olmadigi takdirde birbirine
esitlerdir. Bundan dolayr C2-C1>30 olmasi, sira disi bir
duruma isaret etmektedir. Birinci durumun da 2 kismi vardir.
Birinci kisimda, hizmet veren hiicrenin C2 ve C1 degerleri
arasindaki farkin 30'dan fazla olmasi durumunda, Onerilen
algoritma “MT nin biiyiik ihtimalle sahte BTS’e yakalandig1”
sonucuna varacaktir. Ikinci kisimda ise, yani komsu
hiicrelerden bir tanesinin C2 ve C1 degerleri arasindaki farkin
30’dan biiyiik olmasi durumunda, Algoritma “biiyiik ihtimalle
MT’nin yakinlarinda sahte BTS c¢aligmaktadir” sonucuna
varacaktir. 30 degeri hatali pozitif (false-positive) sonuglari
elemek i¢in ve BTS-MT arasindaki hava arayiiziinde
yasanmasi muhtemel sinyal bozulmalarini elemine edebilmek
icin segilmistir. Ayrica, sahte BTS'in MT’leri daha hizli
yakalayabilmesi i¢in C2 ve C1 arasindaki fark 30 degerinden

cok daha biiyiik olmalidir.

Algoritmadaki  ikinci durum, sahte BTS’in eksik
konfigiirasyonu ile ilgilidir. BTS’ler kendisini tanitan bazi yakatamims olabilir
degerleri BCH  kanalindan  yaymlayacak  sekilde

yapilandirilmaktadir. Bu degerler arasinda Cell 1D, MCC,
MNC, LAI ve g¢evredeki BTS’lere ait bilgiler bulunmaktadir
[12]. Sahte BTS’in sahada kullanildigi ve hareket halinde
oldugu durumlarda komsu hiicreler siirekli degismekte ve
saldirganin degisen komsu hiicreleri giincellemesi zaman
almaktadir. Bu nedenle, eksik yapilandirilmig BTS’in sahte
BTS olmast muhtemeldir. Eksik yapilandirilmis BTS igin
bagka bir 6rnek ise sahte BTS i¢in hi¢ var olmayan bir Cell ID
secilmesidir [5]. Eger baglanilan BTS daha &nceki BTS'lerin

Hayir
komsu hiicreler listesinde yoksa baglanilan hiicre sahte BTS
olabilir. Bunlara ek olarak, hizmet veren hiicre o alanda yayin
yapan tek hiicre ise ve diger komsu hiicrelere ait degerler ,
Haywr

hizmet veren hiicre tarafindan yayinlanmiyorsa, diger BTS’ler
sinyal bozucu ile bastirilmis olabilir [7] ve yalnizca baglanilan
sahte BTS’e izin verilmis olunabilir.

Uciincii durum farkli LAI kullanilmasini analiz etmektedir.
MT’nin kimliginin alinabilmesi i¢in sahte BTS, MT’de
lokasyon giincelleme prosediiriinii tetiklemelidir. Yukarida
anlatildigi gibi, MT’de lokasyon giincelleme prosediiriinii
tetiklemek icin sahte BTS, hizmet veren hiicreden farkli bir
LAI kullanmalidir. Bu nedenle, MT hareket etmezken
gerceklesen LAI degisiklikleri slipheyle karsilanmalidir.
Ayrica, sahte BTS ortamdaki en zayif BTS’i se¢ip onun yerine
geemektedir [8], [9]. [9] da tasarlandigi gibi eger MT hareket
etmiyorsa ve onceki durumda en zayif olan BTS e baglandiysa
ve iistiine LAI degisikligi olduysa, MT biiyiik ihtimalle sahte
BTS’e baglanmis diyebiliriz. Baglanilan BTS en zayif olmasa
bile eger MT hareket etmiyorsa ve LAI degisikligi olduysa da
sahte BTS’e yakalanilmis olabilir.

Sonu¢ olarak, bahse konu senaryolar g¢esitli alarmlar
iretmektedir. Algoritmanin bir dongiisiinde sadece bir alarm
iretilebilecegi gibi birden ¢ok alarm da {iretilebilmektedir.
Algoritma devamli ¢alismali ve karar yukarida bahsedilen
durumlarin  hepsi g6z Oniinde bulundurulduktan sonra
verilmelidir. Sahte BTS tespit algoritmasinin yardimiyla,
ortamda sahte BTS saldirisinin tespitine yonelik alarmlar
iretilmekte ve iretilen alarmlar saldirtya maruz kalinmis
olunmasina dair 6nemli ipuglar1 vermektedir.

ISCTurkey 2014
Proceedings/Bildiriler Kitab1

BTS degerlerini
okumaya basla

w

BTS parametlererini

ve
hesaplanmis C1 & C2
degerlerini al

Biyidk ihtimalle
sahte BTS
tarafindan yakalamid

Hizmet alinan
hicrenin

Buyak ihtimalle
ortamda
sahte BTS var

A

Sekil 3: Sahte BTS Saldirt Tespit Algoritmast

IV. GELISTIRILEN ALGORITMANIN SIMULASYONU

Bu bolimde gelistirilen algoritmanin simiilasyonu yer
alacaktir. Ger¢ek ve sahte BTS’leri simiile eden bir program
gelistirilip algoritma bu programla test edilmistir.

BTS’leri simiile eden program Java ile gelistirilmis olup
standart bir PC’de calismaktadir. Sekil 1’de bulunan hem
Mobil Terminal hem de Analiz Unitesi icin ANDROID isletim
sistemi 4.4.4 siirtimiine sahip Google Nexus 4 akilli telefon
kullanilmistir. PC ve akilli telefon arasindaki iletisim, akilli
telefon tarafindan olusturulan gegici Wi-Fi erisim noktasi
lizerinden saglanmaktadir. Gelistirilen algoritma akilli telefon
iizerinde ¢aligmakta ve algoritma neticesinde olusan alarmlar
akill telefonda gosterilmektedir. Simiilasyonun mimarisi Sekil
4’de gosterilmektedir.

Algoritmay1 ¢alistiran ANDROID uygulamasi periyodik
olarak c¢alismakta ve PC tarafindan simiile edilen BTS'lerin
bilgilerini okumaktadir. Sonrasinda, uygulama BTS’den gelen
verileri algoritmaya gore degerlendirmekte ve alarmlar
olusturmaktadir. Eger birden ¢ok alarm {iretildiyse, uygulama
en ciddi olani ekranda gosterip digerlerini de bilgi olarak
gostermektedir. Algoritmanin dongiileri 30 saniyede bir
¢alismaktadir. Her dongiide once simiile edilen BTS verileri
okunmakta, sonrasinda akilli telefonun dahili GPS modiili
kullanilarak lokasyon degisikligi hesaplanmaktadir. Ayrica
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okunan bu degerler belirli bir siire akilli telefonda tutulmakta
ve algoritma tarafindan degerlendirilip sonug iiretilmektedir.

-

BTS'leri simile
eden PC

Algoritmayi kogan
akill telefon

Sekil 4: Simiilasyon Mimarisi

Akilli telefonda calisan sahte BTS tespit algoritmast Boliim
3’de anlatilan durumlarla karsilastiginda 3 sekilde uyarida
bulunmaktadir. Birincisi, “yiiksek ihtimalle sahte BTS’e
yakalandiniz” uyarisidir. Bu uyarida, MT'nin hizmet aldigi
hiicre biiyiik ihtimalle sahte BTS'dir ve yapilan saldir1 basariya
ulasmustir. Ikincisi, “yiiksek ihtimalle ortamda sahte BTS
calismaktadir” uyarisidir. Bu uyarida ise komsu hiicrelerden
birisi biiyiik ihtimalle sahte BTS'dir ve MT sahte BTS'e
yakalanmak iizere olabilir. Ugiinciisii, “sahte BTS'e

edilmistir. Ayrica, simiile edilen BTS verilerinde sira dig1 bir
durum olmadiginda algoritmanin uyar1 vermedigi de
gozlemlenmistir. Algoritmay1 ¢aligtiran MT’nin gercek veya
simiile edilen BTS’lerle calistiginda ayni verileri isleyecek
olmasindan dolay1 benzer sonuglar tiretmesi beklenmektedir.

\\\ AP s Akilli telefonda ¢alisan uygulamanin sahte BTS cihazina
A A kars1 calisabilmesi i¢in BTS’lerin verilerini okuyan kismin

<):I :é: e degistirilmesi ~ gerekmektedir. ~ Veri okuma  kisminin
degistirilmesi i¢in ya akilli telefonun radyo modiilia

kullanilmali ya da akilli telefona BTS degerlerini okuyabilen
harici bir cihaz baglanmasi gerekmektedir. Gelistirilen
uygulama yalnizca bir GSM operatorii igin
kullanilabilmektedir. Gelistirilen uygulamanin biitin GSM
operatorleri i¢in kullanilabilmesi i¢in her operatdre ait BTS
verilerinin okunabilmesi ve algoritmanin her operatdr igin
tekrar isletilmesi gerekmektedir.

V. SONUC

Bu calismayla sahte BTS saldirilart analiz edilmis ve bu
saldirilarin tespit edilmesine yonelik algoritma gelistirilmistir.
Gelistirilen algoritma simiilasyon ortaminda test edilip hedef

yakalanilmis olabilir” uyarisidir. Bu uyarida ise hizmet alinan d?mmlar igiq algoritmanin  beklenen sonu(;larl. .ﬁ.rettig@
hiicrenin sahte BTS olma ihtimali vardir. Algoritmanm g9zlemlenmistir.  Sahte  BTS = saldiilari  gelistirilmesi
konularinda ¢aligmalar olmasmna ragmen, sahte BTS

calisma dongiisii olarak 30 saniye se¢ilmistir, ¢linkii [9]’da
sahte BTS’in telefonlarin ¢ogunu yakalamasi yaklagik 40
saniye sitrmiistiir. Tespit algoritmasini 30 saniyede bir
calistirarak mevcut saldirilarin  kagirilmamasi saglanmaya
calistimistir.  Gergek ortamda test edilmesi durumunda,
BTS’lerin BCH kanalinin okunmasi zaman alacagi igin
uygulamanin daha sik ¢aligtirilmasi gerekecektir.

Simiilasyon algoritmada belirtilen durumlar1 kapsayacak
sekilde yapilmistir. Algoritmadaki birinci durum igin 10 tane
BTS simiile edilmis, uygulama gercek bir MT’de olmasi
gerektigi gibi en ylksek C2 degeri olan 6 BTS’i [11] isleme
almistir. Algoritmayr kosan uygulama, hizmet alinan BTS’
deki C2 ve Cl degerleri arasindaki farkin 30’dan biiyiik
olmasi halinde “Yiiksek ihtimalle sahte BTS’e yakalandiniz”
uyarist vermig; komsu BTS’lerin birisindeki C2 ve CI
degerleri arasindaki farkin 30°dan biiyiik oldugu durumlarda
ise “Yiksek ihtimalle ortamda sahte BTS c¢alismaktadir”
uyarisini vermistir. Ikinci durum igin ise; en gii¢lii 6 BTS
icinde farkli MCC veya MNC degerleri olan BTS varsa veya
diger hiicrelerin komsu listesinde yaymlamadigi bir Cell ID
degerli BTS varsa “Sahte BTS’e yakalanilmis olabilir” uyarisi
verilmistir. Ugiincii durum icin ise, MT lokasyon olarak sabit
tutulup, MT’nin en zayif BTS’e farkli LAI degeriyle
baglanmasinin saglandigi durumda “Yiiksek ihtimalle sahte
BTS’e yakalandiniz” uyarist almmstir. MT’nin lokasyonu
degistirilerek, ayni senaryo tekrar edildiginde ise “Sahte

saldirilarinin tespitine yonelik ¢aligmaya literatiir taramasinda
rastlanmamasi gelistirilen algoritmanin 6nemini artirmaktadir.
Ayrica, sahte BTS cihazlarinin gelisen teknoloji ile kolayca
yapilabilmesi, hedefinin GSM gibi olduk¢a yaygin kullanilan
bir teknoloji olmasi ve sahte BTS saldirilari ile tele kulak ve
yer tespiti gibi saldirilar yapilabilmesi de saldir1 tespit
¢aligmasinin ne kadar gerekli oldugunu gostermektedir.

Simiilasyon algoritmanin nasil ¢alistifin1 gostermesine
ragmen sahte BTS cihazi ile test edilmesi yapilacak isler
arasinda en 6nde gelmektedir. Ek olarak, giiniimiizde {i¢iincii
nesil (3G) oldukca yaygin kullanilmaya baslanmis olup
dordiincii nesil (4G) ise gittikge yayginlasmaktadir. Benzer
saldirilar 3G ve 4G igin de yapilmakta veya saldir1 ¢caligmalari
devam etmektedir. Bu saldirilara karst benzer tespit
sistemlerinin gelistirilmesi de yapilmas: gereken c¢aligmalar
arasindadir.
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DYNAMIC BINARY LOCATION BASED MULTI-WATERMARK EMBEDDING ALGORITHM IN DWT

Dynamic Binary Location based Multi-watermark
Embedding Algorithm in DWT

Ammar Jameel Hussein, Seda Yuksel, and Ersin Elbasi

Abstract — In order to achieve a good imperceptibility and
robustness, using 4-level DWT algorithm based on dynamic
binary host image location and embedding two watermark logos
in different DWT levels are proposed for copyright protection
and authenticity. In the propounded watermarking algorithm, 5-
level DWT is applied to host image to obtain the fifth low
frequency sub band (LLS5), and examination the dynamic binary
location value of selected location for embedding purpose in five
different locations in host image using the same algorithm
process. Our experimental results demonstrate that our algorithm
scheme is imperceptible and robust against several image
processing attacks, and watermarked image quality evaluating by
calculation of SNR, PSNR, RMSE, and MAE.

Index Terms—Copyright Protection, Discrete Wavelet
Transforms, Information Security, Frequency-domain Analysis,
Watermarking

L. INTRODUCTION

THE idea of Internet of thing or Internet of everything [1]
makes a digital achievement, transmission of digital media
is not a simple task. Proving the ownership of digital
multimedia being transmitted introduces the requirement of
having a robust watermarking scheme, to satisfy this growing
necessity. Mostly, an operational digital watermarking scheme
should meet elementary requirements which are:

1) Imperceptibility: Watermark cannot be realized by human
sense, only can be perceived over special handling [6]. In
addition, watermarks should not interfere with the media
being protected [2].

2) Trustworthiness [2]: Assurances that it is difficult to
generate counterfeit watermarks, and they should provide
trustworthy proof to keep the legal ownership.

3) Capacity [6]: This defines how many information bits that
can be embedded. Additionally, statements the possibility
of embedding multiple watermarks in one object.

4) Robustness [6]: The watermark should be robust against
general signal processing attacks and malicious operation.
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Digital watermarking [3] is a relatively new study zone that
attracts the attention of various researchers in academic and
business world. This becomes one of the most up-to-date

research topics in the multimedia signal processing community.

The term of watermarking has a little different meaning, one
definition gives the impression to overcome the following [4]:
Watermarking is the process of imperceptibly modifying a part
of data so as to embed info around the data. The above
definition mentions two important features of watermarking.
Initially, information embedding should not cause visible
changes to the second host medium; the message should be
associated to the host medium [5]. Digital watermarking can
be classified regarding to several of classes which are [6]:

1) Characteristics, robustness (Robust, Fragile and Semi-
fragile)

2) Attached media, host signal (Image watermarking, Video
watermarking, Audio watermarking, Text watermarking
and Graphic watermarking)

3) Perceptivity  (Visible
watermarking)

4) Purpose (Copyright protection watermarking, Tampering
tip watermarking, Anti-counterfeiting watermarking and
Anonymous watermarking)

5) Watermark type (Noise type and Image type)

6) Detection process (Visual watermarking, Semi blind
watermarking and Blind watermarking)

7) Use of keys (Asymmetric watermarking and Symmetric
watermarking)

8) Domain (Spatial domain and Frequency domain)

watermark  and  Invisible

Reviewing a previous work, we realize that, Dugad et al.
[7] offered discrete wavelet transform based structure for
embedded the watermark in low - low (LL) band, coefficients
in similar method by way of Cox et al. that had been
previously offered by Elbasi and Eskicioglu [8] embedded a
pseudorandom sequence as a watermark in two bands (LL and
HH) by using DWT [9]. P. Kumhom et al. [10] applied a non-
blind watermark scheme that focused on collection the high
frequency variety that holds huge sum of information. While
Jila Ayubi et al. [11] proposed a watermark scheme built on
chaotic maps and DWT, P. Kumar et al et al. [12] used (Haar
wavelet) structure designed for rebuilding filter banks,
skimming data according to Least Significant Bits of the
coefficient. Parthiban V. and Ganesan R. [13] enhanced the
robustness of his scheme through grouping of DWT and
Singular Value Decomposition (SVD) technique.
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In our paper, we focus on domain based watermarking
techniques (i.e. spatial domain and Frequency domain). Spatial
domain watermark indicates fewer confrontations in
contradiction of several image processing operations [14],
henceforth, termed as a fragile watermarking. Despite the fact
that frequency domain techniques like discrete wavelet
transform (DWT) [15], discrete Fourier transforms (DFT)
[16], and discrete cosine transform (DCT) [17] offer more
robustness.

IL. DISCRETE WAVELET TRANSFORMS

Wavelets are discovered by Daubechies (1988, 1992)
which have been proved to be as successful as the FBI’s
chosen method of compression for fingerprint data (Brislawn,
1995) [18].

Wavelet transform in two dimensional can be stated as a two

dimensional scaling function ¢(x, y) and three two

dimensional wavelets l//H (x, y), l//V (x, y), l//D(x, y)
Wavelet transform of an image A(x, y) of size is
M x N defined by'

M-1N-1
W,(jo,m,n)= Ay W0, (5 3) (D)
x:Oy:O
) M-1N-1
Wyﬁ(j ,m,n) \/_z(;zo/l X y),V Jmn(x y) )
x=0 y=

Where [ = [H V, D] and j,is a random scale.
VV¢( Joom, n) Defines low frequency coefficients of A(x, y),
At scale, j,and Wl; ( j.m, n) define the horizontal, vertical

and diagonal details for scale j = j, [19].

LL5 Selected

2 el
HL1 HL1
LH2 |HH2 LH2 [HH2
LH1 HH1 LH1 HH1
() (b)
%% HL2
HL1
LH2 |HH2
LH1 HH1
(©)

Fig. 1. (a) DWT fifth level of decomposition (b) DWT third level of
decomposition and position of first watermark logo (c) DWT fourth level
decomposition and position of second watermark
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The purpose of DWT idea is to decompose a signal into
different resolutions. The lowest frequency sub band includes
the almost significant information about the image. While high
frequency subs bands include the image details [20]. Fig. 1(a)
shows the selection criteria of fifth level DWT decomposition,
Fig. 1(b) presents embedding criteria. The first watermark is
embedded in the third level of DWT decomposition in (LL3)
sub band, while Fig. 1(c) shows the second four watermarks
was embedded in the fourth level of DWT decomposition in
(LL4, HL4, LH4, HH4) sub bands. They are distributed in
different locations inside the image space, and this will
improve the robustness and the security of the system.

II1. THE PROPOSED SCHEME

In this section of the paper, S5-level DWT based
watermarking scheme which uses scaling and translation
characteristics of wavelet domain in different levels.
Examination of the LL5 sub band acquires a low frequency
gray value, then it is transferred it to binary (0, 1) values for
the host image. The embedded first watermark logo in LL3 sub
band and embedded second watermark logo in all (LL4, HLA4,
LH4, and HH4) sub bands. Embedding the watermark is
shown in the proposed watermarking algorithm Fig. 2(a). The
host image is a 512x512 and watermark is a 512x512, and it is
applied with 4-level DWT decomposition for first and second
watermark logos.

A. Algorithm: Watermark Embedding

1) Preparing the cover image with the size of (512x512),
read the two watermark logos each with the size of
(512x512).

2) Performing fifth level DWT using Haar wavelets and
selecting LL5 sub band, converting it to gray image; then
converting it to a binary image to get value position in
forms of (0,1).

3) Performing fourth level DWT, for first and second
watermark logos.

4) Examination of LL5 position value; if LLS (i, j) ==
embedding first watermark logo in the host image to
(LL3) sub band position.

5) Examination of LLS5 position value; if LLS5 (i, j) == 1, then
embedding second watermark logo in the host image to
(LL4, HL4, LH4, HH4) sub bands position.

6) Performing third level IDWT, to reconstruct first
watermarked 1image, and fourth level IDWT to
reconstitute second watermarked image.

Let (i, j) be the original cover images, W (i, ) is the
first watermark image, and W'(1, j) is the second watermark
image. Then, V(i,]j) is the first watermarked image, and

v'(i,j) is the second watermarked image. Therefore,
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f'(i,j) is the watermarked image, the embedding is done,
according to the following equations:

v(i, ) =1(, ) + w @, ) 3)
v'(i, ) =11, j) + w' (i, ) “
£'G, )= (v, j) +v'(0, 1)/ 2 (5)

B. Watermark Extraction

1) Prepare the original host image and the watermarked
image.

2) Decompose both, host image cover and the watermarked
cover with using the fourth level of DWT decomposition.
Afterwards, subtract the bands to get the first watermark
and four second watermark, the extraction equations are:

w(i, ) =f (0, -f G J) (6)
w'(i, ) =f (1,5 -f () (7

Fig. 2 (b) shows the extraction process.

Read host Read host Wetes
image image marked
Image
L2 ¥
Cotmpide Compute Compute
4 W 4 W
SD-DWT D-DWT D-DWT
v __]
ConvertLLS
sub -band to
Binary
£ g
£ E Extract
= = Waterm ark
B =3
= o

Examine of
selected sub-
band value

mbedded
W2in

Embedded

(LL4, HLS, :‘Li;’)‘
LH4, HHY)
DWT DWT

Water
marked
Image

(a) (b)

Fig. 2. (a) Embedding scheme (b) Extraction process
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Iv. EXPERIMENTAL RESULTS

A number of experiments are performed to evaluate the
performance of the proposed watermarking algorithm on
different gray scale images of size 512x512 like mandrill,
boxer, Boat, Goldhill, Lena and Barbara, using MATLAB
platform. The results of two gray scale host images, mandrill
and boxer along with used watermarked logo shown in Fig. 3,
Fig. 4 and Fig. 5 respectively. Fig. 3 (a) - (b) show comparison
between first host image and watermarked image, Fig. 5 (a) -
(b) demonstrate comparison between second host image and
watermarked image and Fig. 5 (a) - (b) demonstrate
comparison between third host image and watermarked image,
while Fig. 6 (a) and (b) present first watermark logo and
second watermark logo.

Fig. 5. (a) Third host Image

A&S
A&S

Fig. 6. (a) First watermark logo

(b) Watermarked Image

(b) Second watermark logo

A. Attacks

In our experiment, we apply ten types of attacks, which
generate a comparison to prove the superiority of
recommended scheme. MATLAB is used for all attacks. The
chosen attacks are JPEG compression, resizing, adding
Gaussian noise, low pass filtering, rotation, histogram
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equalization, contrast adjustment, gamma correction, and
cropping. The attacked images and the attack parameters for
mandrill host image by using MATLAB are shown in Table - 1.

TABLE I
ATTACKED IMAGES, AND ATTACKED PARAMETERS
No. Attacks Parameters

Result Image

1. | Gaussian noise (mean = 0, variance = 0.001)

2. | Low pass filtering | (window size=3x3)

3. | Cropping on both sides
4. | Scaling 512x256

5. | Rotation (209)

6. | Equalization automatic

7. | Adjustment ([1=0 h=0.8],[b=0 t=1])

8. | Gamma

(1.5)

Jpeg compression

9. Q=50
Noise
10. (0.02)
ISCTurkey 2014
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B. Evaluation

The evaluation of watermarked image quality is measured
by SNR, PSNR, RMSE, and MAE. In our experiment, we use
image J's plugin to evaluate the quality of images [21]. This
program calculates the SNR, PSNR, RMSE, and MAE of
images or sequences of images depend on the definitions of
Gonzalez [22]. The plugin matches a reference image r(x, y)
with a test t(x, y). The two images should have the same size
[nx, ny], SNR, PSNR, RMSE, and MAE calculated by the
given equations:

1) Signal-to-noise ratio (SNR) defined by the equation:

Nx—1Ny—1

pIDIEERI]} )
SNR =10.10g 10| —7-2—2
20: Zol[r(x,y)— t(x, »)F

2) Peak signal-to-noise ratio (PSNR) defined by the
equation:

Max(r(x,y))2
1 Ne—1 Ny—1 B 5
NNy S > [r(x.p)=t(x.»)]

PSNR =10.log10

)
3) Root mean square error (RMSE) defined by the equation:

T B > (10
RMSE — \/—Nx.Ny.% > [l )= el ) (10)

4) Mean absolute error (MAE) defined by the equation:

1 Nx—1 Ny—1
_ _ 11
MAE =53 3 e )= y)] (D

In our experiment, we take many standard host images like
mandrill, boxer, boat, Barbara, Lena, and Goldhill to test our
watermarked schema along with applying ten type of attacks.
After watermarking process, we calculate the SNR, PSNR,
RMSE, and MAE shown in Table — 2 (a) (b), Table — 3 (a) (b),
and Table — 4 (a) and (b).

TABLE I (A)
MANDRILL HOST IMAGE USED AS REFERENCE IMAGE

Test Image SNR PSNR RMSE MAE
Wimage.png 47.5 51.76 0.5678 0.285
Gaussia.png 24.4 28.69 8.0891 6.450
Filter.png 26.7 30.94 6.2383 3.733
crop.png 6.11 10.34 66.892 32.88
Resize.png 26.0 30.24 6.7622 4.571
Rotate.png 6.49 10.71 64.060 46.91
Equal.png 10.9 15.18 38.279 34.19
Intensit.png 11.9 16.16 34.201 32.85
Gamma.png 11.9 16.18 34.129 33.85
hostr50.jpg 31.8 36.08 3.4527 2.594
Noise.png 17.1 21.40 18.704 2.808
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TABLE II (B) crop.png 6.165 11.49 67.87 32.15
MANDRILL WATERMARKED IMAGE USED AS A REFERENCE Resize.png 23.59 28.92 9.121 5.648
IMAGE Rotate.png 5.824 11.15 70.59 50.59
Test Image SNR PSNR RMSE MAE Equal.png 11.60 16.93 36.28 32.52
Gaussia.png 24.5 28.71 8.068 6.432 Intensit.png 12.20 17.53 33.86 31.98
Filter.png 26.7 30.97 6.217 3.683 Gamma.png 12.46 17.79 32.87 32.27
crop.png 6.13 10.33 66.89 32.60 hostr50.png 28.16 33.49 5.391 4.025
Resize.png 26.0 30.28 6.735 4.521 Noise.png 17.25 22.58 18.93 2.505
Rotate.png 6.50 10.71 64.08 46.92
Equal.png 10.9 15.20 38.22 34.14 C. Extraction after Attacks
gltens“'png ﬁg }g?‘l‘ gigg gi'?g In our experiment, we also extract the all embedded (LL3,
hi’;:ggf};‘; 1 620 YT oRTE LL4, HL4, LH4, and HH4) sub bands from watermarked
Noise.png 172 2141 18.69 5328 image after and before applying ten types of attacks.
MATLAB is used for all extraction process and the visual
TABLE III (A) results for original watermarked image, Gaussian, filter,
BOXER HOST IMAGE USED AS REFERENCE IMAGE Gamma, and cropping shown in Table-5.
Test Image SNR PSNR RMSE
Wimage.png 49.36 52.98 0.55 TABLE V
Gaussian.png 26.05 29.67 8.07 VISUAL RESULTS AFTER ATTACKS
Filter.png 28.50 32.12 6.09 Test Image First Watermark Second Watermark
crop.png 5.47 9.09 86.37 Logo Logo
Resize.png 34.27 37.89 3.13 LL3 LLADWT HLADWT
Rotate.png 4.53 8.15 96.25
Equal.png 14.27 17.89 31.35
Intensity.png 12.78 | 16.40 37.22 A & s
Gamma.png 15.80 19.41 26.30
hostr50.png 37.67 | 41.29 2.11 Original A & s LHADWT HHADWT
Noise.png 1790 | 21.52 20.63 Watermarked m m
Image
TABLE III (B)
BOXER WATERMARKED IMAGE USED AS A REFERENCE IMAGE LLADWT HL4DWT
Test Image SNR PSNR RMSE MAE )
- Gaussian
Gaussia.png 26.09 29.73 8.05 6.41 (mean = 0,
Filter.png 28.54 32.18 6.07 1.51 variance =
crop.png 5.48 9.12 86.37 39.85 0.001)
Resize.png 34.43 38.07 3.08 1.41
Rotate.png 4.54 8.18 96.26 65.99
Equal.png 14.23 17.87 31.55 26.85
Intensit.png 12.85 16.49 36.97 33.87
Gamma.png 15.72 19.36 26.56 25.36
hostr50.png 38.01 41.65 2.04 1.38
Noise.png 17.92 21.56 20.63 2.55 Filter (0.02)
TABLE IV (A)
BOAT HOST IMAGE USED AS REFERENCE IMAGE p
Test Image SNR PSNR RMSE MAE o i
Wimage.png 49.02 | 543 0.487 0.186 LL3 LL4DWT HL4DWT|
Gaussian.png 24.64 29.9 8.071 6.441 e
Filter.png 23.50 28.8 9.201 5.521 m
crop.png 6.154 11.49 67.87 32.33 A&s -
Resize.png 2357 | 2891 9.136 5.668 Gamma(l.3) LH4DWT HH4DW1
Rotate.png 5.815 11.15 70.57 50.57 A&s i,
Equal.png 1158 [ 16.93 36.30 32.52 ;
Intensity.png 12.14 17.48 34.05 32.16 =
Gamma.png 12.49 17.84 32.69 32.09
hostr50.png 2811 | 3346 5414 4.045 LL3 LL4DWT HLADWT
Noise.png 1724 | 22.58 18.93 2.688 m m
TABLE IV (B) A & s
BOAT WATERMARKED IMAGE USED AS A REFERENCE IMAGE A & s LH4DWT HH4DWT
Test Image SNR PSNR RMSE MAE
Gaussia.png 24.67 30.00 8.062 6.429 Crop m
Filter.png 2352 | 28.85 9.197 5.505 on both sides
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V. CONCLUSION

In this paper, we propose a robust multi-watermark
embedding algorithm in DWT based on dynamic binary
location by selecting a low frequency sub band from fifth level
decomposition using two watermark logos to improve the
robustness. We tested with the offered schema by applying ten
types of attacks. Experimental results with high PSNR value
measure the image quality, optimal SNR values estimate the
quality of reconstructed image compared to the original one.
We demonstrate that our scheme is robust against set of
attacks, and also the extracted watermark logo improves to
have good visual feature and image quality. Additionally, this
can provide copyright protection for legal ownership. Our
experimental results show that working with high level
decompositions will lead the embedded watermarking logo to
be in smaller part of host image. Thus, this will affect the
robustness of proposed algorithm schema in face of the other
set of attacks. Future work may focus on this area of study and
trying to add extra parameter like “Arnold scrambling
algorithm” [23] to improve the security and get better results.
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