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15™ INTERNATIONAL CONFERENCE

ON INFORMATION SECURITY AND CRYPTOLOGY
15. ULUSLARARASI BiLGi GUVENLIGi VE KRiPTOLOJi KONFERANSI

(ISCTURKIYE 2022)

CONFERENCE PROGRAM
KONFERANS PROGRAMI

ANA TEMA/MAIN THEMA
SANAL EVREN VE SIBER GUVENLIK / METAVERSE AND CYBER SECURITY

GUN/DAY-1 ANA SALON / MAIN ROOM (IN TURKISH)
19 EKiM/OCTOBER 2022 CARSAMBA/WEDNESDAY

08:30 KAYIT / REGISTRATION
09:30 ACILIS KONUSMALARI / OPENING SPEECHES
Prof. Dr. Ferruh OZBUDAK, Konferans Baskani / Conference Chair
Sn. Taha YUCEL, BGD YK Baskani / BGD Chair
Dr. Ali Taha KOC, T.C. CB DDO Baskani / Head of T.C. CB DDO
Sn. Adil KARAISMAILOGLU, T.C. Ulastirma ve Altyapi Bakani / T.C. Minister of
Transport and Infrastructure

10:30 GCAY-KAHVE ARASI / TEA-COFFEE BREAK

10:45 DAVETLIi KONUSMACI / KEYNOTE SPEAKER
Oturum Baskani / Session Chair : Prof. Dr. Seref SAGIROGLU,
Gazi Universitesi/University
Konusmaci/Speaker : Assoc. Prof. Dr. Murat YILMAZ,
Gazi Universitesi/University
Topic: Riiyanin Ote Yakasi: Metaverse, Giivenlik ve Mahremiyet /
The Lathe Of Heaven : Metaverse, Security and Privacy

11:30 PANEL 1: SANAL EVREN VE 5G / METAVERSE AND 5G
Panel Yéneticisi /Chair: Prof. Dr. Ertugrul KARACUHA, iTU

Konusmacilar / Speakers:

Caner Arslan, ULAK Haberlesme Tasarim ve AR-GE Direktorii
Elif Yenihan KAYA, Turkcell Turkiye Sebeke Teknolojileri Direktori
Erhan ERAYDIN, Vodafone, Tiirkiye Network Planlama Direktori
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Ahmet Fethi AYHAN, Tirk Telekom Network Direktori
Mehmet Ali ERKUL, Tirksat Siber Glivenlik Direktori
Omer Faruk SAHIN, Huawei Tiirkiye Siber Giivenlik ve Gizlilik Sefi

12:45 OGLE ARASI / LUNCH BREAK

13:30 PANEL 2: SANAL EVREN VE MAHREMiYET/ METAVERSE & PRIVACY
Panel Yoneticisi/Chair: Prof. Dr. Necdet UNUVAR, Ankara Universitesi Rektori /
Rector of Ankara University

Konusmacilar / Speakers:

Prof. Dr. Emre HURI, Hacettepe Universitesi

Dr. Mert OZARAR, Havelsan

Ersin CAN, KVKK Veri Glivenligi ve Bilgi Sistemleri Dairesi Baskani
Mert Levent OGUZATA, GFDS CEO

Kubilay KUCUK, IEEE Egitim Aktiviteleri Komitesi Baskani

14:45 CAY-KAHVE ARASI / TEA-COFFEE BREAK

15:00 PANEL 3: DEZENFORMASYON VE DERIN SAHTECILIK / DISINFORMATION AND
DEEPFAKE
Panel Yéneticisi/Chair: Yavuz Emir BEYRIBEY, TC CBDDO Baskan Yardimcisi

Prof. Dr. Serdar KOZAT, Bilkent Universitesi

J. Kd. Albay Alpaslan DOGAN, Jandarma Genel Komutanhg Siber Suglarla
Miicadele Daire Baskani

Prof. Dr. Levent ERASLAN, SODIMER Baskani & Tiirkiye Metaverse Platform
Kurucusu

Erdem YABAN, EGM Siber Suglarla Miicadele Daire Baskanhgi, Onleme Sube
Mudiri

Oguz YILMAZ, Labris Networks, Yonetim Kurulu Uyesi

Kazim BOZKURT, Cyberwise Genel Mudir Yardimcisi

16:15 CAY-KAHVE ARASI / TEA-COFFEE BREAK

16:30 PANEL 4: SANAL EVREN VE TURKIYE / METAVERSE AND TURKIYE
Panel Yéneticisi/Chair: Dr.S. Abdurrahman CELIK

Dog. Dr. Sebnem OZDEMIR, istinye Universitesi

Birol GUVEN, Yapimci, Senarist, Gelecek Tasarimi

Esra SOYLU, GoArt Metaverse, COO

Dr. Cem KINAY, Fitlrist Otelci, Anatolity Vakfi Kurucusu

Emrah KAYA, Teknoloji Diistinlir, Futdrist, Yazar ve Yatirimcl

Ugur COSKUN, Founder, CEO, BITES - Defense & Aerospace Technologies
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GUN/DAY-2
20 EKiM/OCTOBER 2022 PERSEMBE/THURSDAY
SALON/ROOM 1 (6. KAT/6™FLOOR)

AKADEMIK BILDiRi OTURUMLARI / PAPER SESSIONS
09:00 BILDiRi OTURUMU / PAPER SESSION 1:
Session Chair / Oturum Baskani: Prof. Dr. Ferruh Ozbudak, METU

Oral Presentation

Paper ID 17: Analysis of Block Recombination and Lazy Interpolation Methods and Their
Applications to Saber, Berkin Aksoy (Aselsan A.S.)*; Murat Cenk (METU)

Paper ID 42: Grobner Basis Attack on STARK-Friendly Symmetric-Key Primitives: JARVIS,
MiMC and GMiMCerf, Gizem Kara (Middle East Technical University)*

Paper ID 45: A Framework for Global Optimization of Linear Layers in SPN Block Ciphers,
Meltem Kurt Pehlivanoglu (Kocaeli University)*; Mehmet Ali Demir (Kocaeli University)

Online Presentation (the link will be provided)

Paper ID 19: How to Exploit Biham-Keller ID Characteristic to Minimize Data, Orhun Kara
(IZTECH Izmir Institute of Technology)*

Paper ID 33: Privacy Concerns and Measures in Metaverse: A Review, Yavuz Canbay
(Kahramanmaras Sutcu Imam University)*; Anil Utku (Munzur University); Pelin Canbay
(KSU)

10:40 CAY - KAHVE ARASI / TEA COFFEE BREAK

11:00 BIiLDiRi OTURUMU / PAPER SESSION 2:
Session Chair / Oturum Baskani: Prof. Dr. Ali Aydin Selguk, TOBB ETU

Oral Presentation

Paper ID 7: Adapted KEM Applications for Post-Quantum Security of Mobile Devices,
Ahmet Faruk Dursun (Ondokuz Mayis Universitesi)*; Kiibra Seyhan (Ondokuz Mayis
University); Sedat Akleylek (Ondokuz Mayis University)

Paper ID 20: Data Manipulation and Digital Forensics Analysis on WhatsApp Application,
Omer F. Yakut (Firat University)*; Dizgtin Kiiciik (Firat University); Emre Cakar (Firat
University); Baris Ceviz (Firat University); Fatih Ertam (Firat University)

Paper ID 30: Is FIDO2 Passwordless Authentication a Hype or for Real?: A Position Paper,
Kemal Bicakci (Istanbul Technical University)*; Yusuf Uzunay (Securify Information Tech.
and Security Training Consulting Ltd.)
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Paper ID 34: Deepfake generation, detection and datasets: a mini-review, Aynur Kogak
(Gazi University)*; Mustafa Alkan (Gazi University)

Paper ID 46: Privacy Issues in MR Images, Mahmut Kapkic (Atim Universitesi)* Seref
Sagiroglu (Gazi University)

12:20 OGLE ARASI / LUNCH TIME

14:00 BiLDiRi OTURUMU / PAPER SESSION 3:

Session Chair / Oturum Baskani: Dr. Siileyman Ozarslan, BGD / PICUS

- Paper ID 35: Security Review and Performance Analysis of QUIC and TCP Protocols,
Sercan Oran (Gazi University)*; Aynur Kocak (Gazi University); Mustafa Alkan (Gazi
University)
Paper ID 39: Adaptation of n-out-of-n secret sharing scheme into loT network, Tugberk
Kocatekin (Kadir Has University)*; Cafer Caliskan (Antalya Bilim University)
Paper ID 44: Effects of Untargeted Adversarial Attacks on Deep Learning Methods, Elif
Degirmenci (Eskisehir Osmangazi University)*; ilker Ozcelik (Eskisehir Osmangazi
University); Ahmet Yazici (Eskisehir Osmangazi University)

15:00 CAY - KAHVE ARASI / TEA COFFEE BREAK

15:15 BiLDiRi OTURUMU / PAPER SESSION 4:
Session Chair / Oturum Baskani: Assoc. Prof. Dr. Cihangir Tezcan, METU
In English

Paper ID 26: Processing Honeypot Logs with Big Data and Data Visualization via Hadoop—
Power Bl Integration, Mevlut Serkan Tok (Gazi University)*; Murat Dener (Gazi
University); Mehmet Demirci (Gazi University)

Paper ID 15: Overview of Cyber Espionage Incidents and Analysis of Tackling Methods,
Esma Dilek (Gazi University)*; Ozgiir Talih (Bandirma Onyedi Eyliil University)

Paper ID 25: Accuracy Barrier (ACCBAR): A novel performance indicator for binary
classification, Glrol Canbek (METU)*; Tugba Taskaya Temizel (METU); Seref Sagiroglu
(Gazi University)

In Turkish

Paper ID 10: ikili Gradyan Modeli ile Blok Tabanl Ses Sahteciligi Tespiti / Block-Based
Forgery Detection with Binary Gradient Pattern, Sena Yazici (Karadeniz Teknik
Universitesi)*; Beste Ustlibioglu (Karadeniz Teknik Universitesi); Muhammed Kilig
(Karadeniz Teknik Universitesi); Giizin Ulutas (Karadeniz Teknik Universitesi)

Paper ID 32: Giivenlik Bilgileri ve Olay Yonetimi (SIEM) Sistemleri Kullanilarak Karsi Adli
Bilisim Olaylarinin Tespiti, Mustafa Cagri Fanuscu (Adalet Bakanhgi)*; Mustafa Alkan
(Gazi Universitesi); Aynur Kogak (Gazi Universitesi)
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GUN/DAY-2
20 EKIM/OCTOBER 2022 PERSEMBE/THURSDAY

ANA SALON / MAIN ROOM (IN TURKISH)

UNIVERSITE OGRENCILERIi BITIRME PROJE SUNUMLARI OTURUMU /
SESSION FOR FINAL YEAR PROJECT PRESENTATION OF UNIVERSITY
STUDENTS

09:30 OGRENCIi PROJE OTURUMU / STUDENT PROJECT SESSION 1:
Session Chair / Oturum Baskani : Prof. Dr. Seref SAGIROGLU, Gazi Universitesi/University

Oltalama Sitelerinin Akill Modeller ile Tespit Edilmesi, Fatih Celik, Ufuk Siingii, Omer
Faruk Senyayla (Gazi Universitesi/University)

Certificatum: Blokzincir Tabanl Sertifika Platformu, Alper Kiirsat Unver (Gazi
Universitesi/University)

10:40 CAY - KAHVE ARASI / TEA COFFEE BREAK

11:00 OGRENCi PROJE OTURUMU / STUDENT PROJECT SESSION 2:
Session Chair/Oturum Bagkani: Prof. Dr. Suat Ozdemir, Hacettepe Universitesi/University

Tuzaklanmis internet Sayfalari icin Zafiyet Tarama Sistemi, Talha Yusuf inan (Gazi
Universitesi/University)

Yeni Siber Saldirilarda ihlal Bulma Sistemi, Ayca Nur Vanli (Ankara
Universitesi/University)

12:00 OGLE ARASI / LUNCH TIME

SiBER GUVENLIK EGITIMLERI / CYBER SECURITY TRAINING

13:00 TRAINING SESSION / EGiTiM OTURUMU 1:
13:00 Kablosuz Ag Guvenligi / Wireless Network Security

Anil Celik, HAVELSAN, Siber Glivenlik Mihendisi
13:45 Acik Kaynak istihbarati / OSINT
Feyzi Yusa Karababa, HAVELSAN, Siber Glivenlik Miihendisi
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14:30 GAY-KAHVE ARASI / TEA-COFFEE BREAK

15:00 TRAINING SESSION / EGiTiM OTURUMU 2: GAZICYBER

15:00 Korsanlar Ne Yapiyor? / What Are Hackers Doing?
Mustafa Oztiirk, GaziCyber Topluluk Baskani / Chair, Gazi Universitesi MF Bilgisayar
Muhendisligi Bolim / Gazi University Eng. Fac. Computer Engineering Department

16:00 Darkweb Siber Tehdit Operasyonlari / Darkweb Cyber Threat Intelligence

Burak OzI{i, GaziCyber Topluluk Baskan Yard. / Vice Chair, Gazi Universitesi MF Bilgisayar
Muhendisligi Bolim / Gazi University Eng. Fac. Computer Engineering Department

17:00 KAPANIS VE DEGERLENDIRMELER / CLOSING CEREMONY

Prof. Dr. Ferruh OZBUDAK, METU

Prof. Dr. Ali Aydin SELCUK, TOBB ETU

Prof. Dr. Seref SAGIROGLU, Gazi University
Prof. Dr. Mustafa ALKAN, Gazi University
Prof. Dr. Ertugrul KARACUHA, ITU



