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degdisiklik yapilmadan ayni sekilde basiimistir. Bu kitaptaki yazarlarin gérislerinden ISCTurkey 2019
Diizenleme Kurulu sorumlu degildir.
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permission in writing from ISCTURKEY 2019 Organizing Committee in the case of brief quotations
embodied in critical articles and reviews, and also except for reading and browsing via the World Wide
Web. All rights reserved and belonged to ISCTURKEY Organising Committee.
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PREFACE / ONSOZ

Bilgi gtivenligi ve siber gtivenlik alaninda, ulusal ve uluslararasi boyutta bilimsel, teknik, sosyal ve kltlrel
calismalar yiriterek kisisel, kurumsal ve ulusal farkindaligin olusmasi ve ortak akil ile ¢6zim dnerilerinin
gelistirilmesi amaci ile 2007 yilinda kurulan Bilgi Givenligi Dernedi (BGD) her yil Uluslararasi Bilgi
Guvenligi ve Kriptoloji (ISCTURKEY) Konferansi diizenlemektedir. Bu konferansin on ikincisi, Gazi
Universitesi, Istanbul Teknik Universitesi ve Ortadogu Teknik Universitesi isbirliiyle ve T.C.
Cumbhurbaskanligi Savunma Sanayi Baskanligi, T.C. Ulastirma, Denizcilik ve Haberlesme Bakanligi ve
Bilgi Teknolojileri ve Iletisim Kurumu’nun destekleriyle 16-17 Ekim 2019 tarihlerinde BTK Kongre
Merkezinde gergeklestirilmistir.
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Bu yil on ikincisini yaptigimiz bu uluslararasi konferansin basta lilkemiz ve kurumlarimiz olmak Uizere tim
katimcilarina faydah olmasini dileriz.
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Kuantum Dijital Imza Teknolojilerini Kullanarak
Kuantum Elektronik Imza Gelistirmek

Cumali YASAR
Bilgisayar ve Ogretim Teknolojileri Egitimi Boliimii
Canakkale Onsekiz Mart Universitesi)
Canakkale /Tiirkiye
cyasar@comu.edu.tr

Ozet— Kuantum devriminde; kamu ve 6zel sektorde en ¢ok
kullanilan elektronik imzalarin yerini kuantum dijital imza
teknolojilerini kullanan kuantum elektronik imzalar alacaktir. Bu
nedenle, bu calismada eski sistemle de uyumlu olabilecek
Kuantum elektronik yazisma paketi(keyp) onerisi sunulmaktadir.
Kuantum eyp paketinde kullanilacak kimlik dogrulamasi icin
kuantum parmak izi, goz retinasi1 ve DNA onerilmektedir.

Anahtar Kelimeler—Kuantum elektronik yazisma paketi,
Kuantum Elektronik Imza, Kuantum XML, Kuantum sifreleme.

Abstract: In the quantum revolution; The most widely used
electronic signatures in the public and private sectors will be
replaced by quantum electronic signatures using quantum digital
signature technologies. Therefore, in this study, a quantum
electronic correspondence package (keyp) is proposed which can
be compatible with the old system. Quantum fingerprint, eye
retina and DNA are recommended for authentication in the
guantum eyp package.

Keywords — Quantum electronic correspondence package,
Quantum Electronic Signature, Quantum XML, Quantum
Cryptography

I. Giris

Imza, “Bir kimsenin, bir yazinin altina bu yaziy1 yazdigin
veya onayladigimi belirtmek i¢in her zaman ayni bi¢imde
yazdig1 ad veya isarettir[1].

Elektronik Imza: Matematiksel fonksiyonlar1 kullanarak
tekil bir deger ya da degerlerin elde edilmesidir. [2].

Kuantum devriminde; kamu ve o6zel sektérde kullanilan
elektronik imzalarin yerini kuantum dijital imza teknolojilerini
kullanan kuantum e-imzalar alacaktir. Kuantum dijital imza
teknolojileri; kuantum mekanigi ilkelerini kullanir ve
matematiksel olarak Hilbert uzayinda tanimli en az iki boyutlu
vektorel fonksiyonlar ile fretilir. Vektorel fonksiyonlari
kullanma avantaji kuantum mekaniginin dogasma uygun
olmasidir[3].

Gliniimiiz teknolojilerinin geldigi en son nokta Kuantum
Bilgi iletisimi tabanl teknolojilerdir. Her zaman oldugu gibi
bilginin iletiminde ve yo6netiminde giivenlik ve hiz ilk
parametredir. Kuantum teknolojilerindeki gelismelerden biri de
kuantum mekaniginin temel ilkelerine dayanan dijital imza
semalarinin  gelistirilmesidir. Bu kavramlar genel olarak
kuantum dijital imza QDS) semalar seklinde ifade edilmektedir.

[hsan YILMAZ
Bilgisayar Miihendisligi Boliimii
Canakkale Onsekiz Mart Universitesi)
Canakkale /Tiirkiye
iyilmaz@comu.edu.tr

Bu alandaki ilk kuantum dijital imza fikrini ortaya koyanlar
Daniel Gottesman ve Isaac Chuang’ dir[4]. Kuantum elektronik
imza ise kuantum dijital imza teknolojileri ile tretilen sayisal
veri kiimesidir. Klasik anlamda elektronik imzalar dijital imza
teknolojileri ile tiretilen anahtarlardir[5]. Dijital imzalar tiretmek
i¢in yetkili sertifika sahibi olmas1 gerekir.
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. Figure 1 Elektronik imza kanunu

Elektronik imza ile ilgili resmi tanimlama 5070 sayili
Elektronik Imza Kanununda tanimlanmistir. Bu tanima gore
“Bagka bir elektronik veriye eklenen veya elektronik veriyle
mantiksal baglantist bulunan ve kimlik dogrulama amaciyla
kullamilan elektronik veriyi tanimlar. Ilgili kanunun devaminda;
“Bir bilginin {i¢lincli taraflarin erisimine kapali bir ortamda,
bitiinliigli bozulmadan (bilgiyi ileten tarafin olusturdugu
orijinal haliyle) ve taraflarin kimlikleri dogrulanarak iletildigini
elektronik veya benzeri araglarla garanti eden harf, karakter
veya sembollerden olugur[6]”.

ABD Federal ESIGN Yasasmna gore, “Elektronik ses,
sembol veya siireg, bir sdzlesmeye veya baska bir kayda bagh
veya mantiksal olarak iligtirilmis kimlik dogrulama aracidir”[7].

Tammlardan  hareketle  Elektronik ~ Imzamin  Ortak
Ozellikleri[2];

+Urettigi elektronik imza olusturma verilerinin kendi
aralarinda bir esi daha bulunmamasi,

+Uzerinde kayitl olan elektronik imza olusturma verilerinin
ara¢ disma hicbir bigimde c¢ikarilamamasini ve gizliligini
saglamasi,

+Uzerinde kayitli olan elektronik imza olusturma verilerinin,
tglincli  kisilerce elde edilememesi, kullanilamamasi ve
elektronik imzanin sahtecilige karst korunmast,

sImzalanacak verinin imza sahibi disinda degistirilememesi
ve bu verinin imza sahibi tarafindan imzanin olusturulmasindan
once goriilebilmesi.

Elektronik imza kullanicilarina asagida belirtilen ii¢ temel
ozelligi saglamaktadir:

*Veri Biitiinliigii: Verinin izinsiz ya da yanlslkla
degistirilmesini, silinmesini ve veriye ekleme yapilmasini
Onlemek,
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*Kimlik Dogrulama ve Onaylama: Mesajin ve mesaj
sahibinin iletiminin gegerliligini saglamak,

einkar  Edilemezlik: Bireylerin  elektronik
gerceklestirdikleri iglemleri inkar etmelerini 6nlemek.

Kuantum Elektronik Imza yazilim, e-yazisma paketinin tiim
bilesenlerini ayn1 anda imzalanmasin saglamaktadir. Bu sayede
resmi yaziya ait birden ¢ok bilesen ayni anda imzalanarak paket
igerisine eklenebilir ve siire¢ ayni anda yonetilebilir olmaktadir.
Resmi yazilar, noter yazilar, sirket yazilar1 genelde birden ¢ok
dagitimli yazilardir. Bu belgelere ait ekler bulunmaktadir. Resmi
yaziy1 ekleriyle birlikte dagitimda yer alan kurumlara
gonderilmesi veya bir kismina gonderilmemesi olast bir durum
iken Kuantum elektronik imza siirecinde bu imkansizdir.
Belgeye ait tiim bilesenler tek seferde eksiksiz olarak kuantum
elektronik imza ile onaylanmis olmaktadir.

Benzer sekilde, kurum igi elektronik belge siireclerinde e-
Yazisma Paketi yapisiin kullanilmadigi durumlarda, kurum
disina gonderilecek resmi yazinin kurum iginde kalan kopyasi,
kullanilan dosya formatindan bagimsiz olarak, paket ile tek
seferde imzalanabilir. Béylece, resmi yazinin kurum iginde
kalacak kopyasi ve kurum digina génderilecek kopyasi igin ayri
ayr1 imza atilmasi zorunlulugu ortadan kaldirilmis olur.

Yazigma Paketi’nin kurumlar arasi iletimi sirasinda giivenlik
amaciyla  kuantum = sifreleme  kullanilabilir.  Kuantum
kanallardan iletilir. Kuantum kanallardan iletim; kuantum
mekanigi ilkelerine gore yapildigindan klasik kanallara gore ¢cok
daha giivenli olmaktadir. Caligmamizi asagidaki sekilde
Ozetleyebiliriz. Bu ¢alismada oncelikle klasik elektronik
yazigma paketi kisaca anlatilacak. Daha sonra dnerilen kuantum
elektronik yazigsma paketinden bahsedilecek. Ayrica kuantum
elektronik yazisma paketinde imza olarak kullanilabilecek
kauntum goz retinasi, parmak izi ve DNA oOnerilmektedir.
Sonuglar ise son boliimde verilmektedir.

ortamda

Il. KLASIK ELEKTRONIK IMZA ALTYAPISININ CALISMA SEKLI

1. Adim: Kullanict1  elektronik  sertifika  i¢in
yetkilendirilmis olan elektronik sertifika hizmet saglayicisina
bagvurur.

2. Adm: Sertifika hizmet saglayicisi
kimligini gegerli ve giivenilir belgelerle onaylar.

3. Admm: Sertifika hizmet saglayicisi sertifikanin kaydini
bir veri tabaninda toplar.

4.  Admm: Kullanici kendi gizli anahtariyla mesaj sahibinin
kimlik  dogrulamasi, mesajin  biitiinliigiinii ve inkar
edilemezligini saglayarak mesaji imzalar ve karsi tarafa
gonderir.

5. Adm: Karg1 taraf mesaji alir. Elektronik imzasini
kullanicinin ~ agik  anahtariyla onaylar ve kullanicinin
sertifikasiin gegerliligini ve durumunu kontrol etmek igin veri
tabaninda sorgulama yapar.

6. Admm : Veri tabaninda yapilan sorgulama sonucu
sertifikanin gegerli/iptal durum bilgilerini karsi tarafa iletir.

Elektronik imza tiretilirken dikkat edilirse birinci adimda
oldugu gibi dijital imza {ireten bir sertifikaya bagvurmak gerekir.
Kuantum devriminde de kuantum dijital sertifika iireten yetkili
merkezler hem giivenlik hem de yasanin kosullarmi yerine
getirmis olacaktir.

kullanicinin
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Klasik Dijital imza i¢in kullanilan Elektronik Belge tanimi
kuantum bilgisayarlar i¢in de gecerli olacaktir. Klasik
bilgisayarlarda {iretilen  elektronik  belgeler  kuantum
bilgisayarlar i¢in de ¢alisma sekli ayni olacaktir.

Kullanici bir bilgisayar yazilimi ile bir belge olusturacak ve
bunu bir birime ya da bir kullaniciya gonderecektir. Gonderim
sirasinda belgeyi lretene ait temel ist verileri de karsiya
gonderecektir. Elektronik yazigma paketi olarak tanimlanan
ifadede Dbelgeye ait {stveriler korunacaktir. Kuantum
bilgisayarlar i¢in elektronik belgeye ait Gistveri yapist kuantum
xml formatinda olmasi1 gerekir. Ayrica kuantum bilgisayarlar
aras1 veri gonderme protokol tipleri belgeye ait tistverileri
kuantum veri yapisi da eklenecektir.

2 Subat 2015 tarih ve 29255 sayili Resmi Gazetede
yaymmlanan “Resmi Yazigsmalarda Uygulanacak Usul ve Esaslar
Hakkinda Yonetmelik[8]” resmi yazigmalarini elektronik
ortamda gergeklestirecek kamu kurum ve kuruluslarinin zorunlu
olarak uymasi1 gereken {istveri yapismin kuantum biligim
sistemlerinde uygulamalarinin yapisina ait olmasidir. Sekil -2 de
bunun yapisi goriilmektedir. Bu yap1 siireci tiim elektronik imza
iireten kuruluslar i¢in gegerlidir.

rd ™
| Ek2
Ve \ / ™
, Ek-1 } | Nihai Ozet |
. ~/ Ot vazi .e-Muhur) / \
Core T " Ustveri
XML | XML
/ E-Yazisma Paketi
. s . i
/ - \_l ‘\\E-Imza\l / - \

‘ Paket Ozeti ""‘I | Belge Hedef .“"-‘
\oxme ) _——_ | xmL
— | Belge Imza '\I —

\ XML
N .

Fig. 2. Klasik e-yazigma paket yapisinin igerigi

111. KUANTUM ELEKTRONIK YAZISMA PAKETININ
MATEMATIKSEL MODELI

Yasayla tanimlanan elektronik yazigma paketi OPC(Open
Packaging Conventions) standartlarini saglamahdir. OPC
Yaygin bir bigimde kullanilan ZIP dosya yapisini temel alan
genis amagl dosya/bilesen paketleme kurallaridir. OPC
standartlarma gore elektronik belgeler bilesenlerden olusur. Bu
bilesenlerin her biri XML formatindadir. Bilesen yapilari
makinelerce okunabilir bir formattadir.

Kuantum bilgisayarlarda iiretilecek bu belgelerin bilesenleri
icin bir model onerisi asagidaki sekilde verilebilir.
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lkeyp >= lkpaket(p;) > .keyp :kuantum elektronik
yazigma paketine verilen genel isimdir. Kuantum Paket
fonksiyonu p; degerleri pakete ait bilesenlerin veri yapilarini
iceren degerlerden olusmaktadir. Bu bilesenlerin her bir p; (k;)
kendi icinde birer fonksiyon olarak tanimlanmaktadir. Ornegin;

Dy list yazi bilesenini,

p;. Ust veri bilesenini,

p,, belge hedefi bilesenini,

pg Nihai 6zet bilesenini
temsil eder.

Paket bileseninin her birine ait bilgileri k;’ler ile gosterebiliriz.
k;’ler verinin kendisini temsil eder.

Ornegin;

ko Belge 1d degerini;

k4 konu degerini;

k, tarih degerini;

ks dosya adin1 temsil eder.

kj = Uj-ol;

seklinde tanimlanabilir.

[;’ler  verilerin  satir
yapisindadir.

Birlesim sembollerini matematiksel olarak art arda yapilacak
islem olarak gosterirsek

Ikeyp >= Y20 Ip; > (X0 Ik > (Xh_o11; >))

Seklinde denklem elde ederiz. Bu denklemin sematik
gosterimi asagidaki sekilde verilebilir.

numaralidir.  Kuantum XML

o ky
key
ks

o kg
/ . kg
/ T
]

Elektronik A 7 ok,

Yazisma

~. . kg
~ ok
. ky

\ .ty

Paketi(eyp)
Fig. 3. keyp paketinin sematik gosterimi

02/02/2015 tarihli ve 29255 sayili Resmi Gazete’de
yayimlanan “Resmi Yazigmalarda Uygulanacak Usul ve Esaslar
Hakkinda Y&netmelik”in 26’ nc1 maddesinin {igiincii fikrasinda
ciktis1 alinabilecegi ifade edilen iistveriler bu paket bileseninin
elemanlaridir. Bu paketin kuantum durum olarak gésterimi ve
kuantum XML yap1 sekli asagidaki sekilde gosterilebilir.
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Elektronik
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Fig. 4. KEYP Paket yapisi[9]

Kuantum XML[10], Kuantum Bilisim Bilimleri (KBB)
alanindaki istverilerin yonetimi i¢in gelistirilen XML dir.
Kuantum XML’in amaci, kuantum programlama igin gerekli
olan veri modelini tanimlamak ve Elektronik belgelerin
bilesenlerini OPC standartlarinda yapilandirmaktir[9]. Kuantum
bilgisayarlarin veri islemesinde; veriyi anlamsal yapida bilgiyi
donistirmesindir. Tanimlanan bilgiler yazilim olarak islenerek
uygun bir ¢iktiy1 elde etmeyi amaglamaktadir[10].

Kuantum EBYS sisteminde bilesen olarak bulunan Ustveri
modelinin 6rnek kuantum durum yapisi asagidaki sekilde
verilebilir.

Belgeld, konu, tarih, BelgeNo, GuvenlikKodu ve mimeturu
kuantum XML olarak asagidaki gibi ifade edilebilir.

<Belgeld> Wheigeia = a|belgeid) + f|belgeid)

<Belgeld>101001010010</Belgeld>

<konu>: W, = alkonu) + Blkonu)

<Konu>Tez Yonergesi </Konu>

<tarih>: W, = a|tarih) + B|tarih)

<Tarih>2019-06-12...</Tarih>

<BelgeNo>: Whergeno = albelgeno) + B|belgeno)

<BelgeN0>69471265-902-E.4752</BelgeNo>

<GuvenlikKodu>: Wyvrkoau = algvkkodu) +
Blgvkkodu)<GuvenlikKodu>HZO</BelgeNo>

<GuvenlikKoduGTar> Wyrge = algkgt) + Blgkgt)

<GuvenlikKoduGTar> </GuvenlikKoduGTar>

<MimeTuru> W imetury = a|mimeturu) +
B|mimeturu) <MimeTuru> application PDF</MimeTuru>

<0zld> Y, ,iqa = alozid) + Blozid) <OzId
schemelD="GUID">6A690BBB-FA820EFE4CB9</Ozld>
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Elektronik belgelerin paket yapisi OPC standartlarinda
olusturulmas: gerekmektedir[9]. Kuantum bilisimi igin bu yap1
aynen korunmaktadir. Paket olusturma sekli, Sekil-5 olusturulan
yaptya uygundur. Kuantum elektronik imza ile imzalanan
elektronik yazigma paketi i¢in veri modelinde kuantum dijital
imza algoritmalarindan iiretilmis olan kuantum elektronik imza
degeri kuantum xml formunda olmaktadir. Bu deger kuantum
stireklilige bagli olarak rastgele olarak iiretilecektir. Bu
elektronik imza i¢in elde edilen degerler bir ikili seklinde degil
bir matris formundadir[10].

<g:Gate>

<r:ldentification>

<r:ID>H</r:ID>

</r:1dentification>

<g:Name>Hadamard</g:Name>

<r:Transformation size="1">

<r:Multiplier r="0.707106781">

<r:Symbolic syntax="odf">1/sqrt(2)</r:Symbolic>

<r:Symbolic syntax="html">1/sqrt(2)</r:Symbolic>

</r:Multiplier>

<r:Cell row="1" col="1" r="1"/>

<r:Cell row="1" col="2" r="1"/>

<r:Cell row="2" col="1" r="1"/>

<r:Cell row="2" col="2" r="-1"/>

</r:Transformation>

</g:Gate>

4 [ 300634f0-c6d2-41el-alTe-6c0efdl df277
4 | _rels
L] rels
4 [ BelgeHedef
=] BelgeHedefxml
a4 [ Ekler
< AnalizRaporu.pdf
< Sunum.pdf
a | Imzalar
2] Belgelmzaxml
|| ImzaCades.imz
a |7 ImzasizEkler
IZIJ MakroluExcelxlsm
4 | Muhurler
|| MuhurCades.imz
4 | NihaiOzet
4 [ _rels
|| NihaiOzetxml.rels
2] MihaiOzetxml
4 | package
4 | services
4 | metadata
4 | core-properties
|| 32fe8bceBbdl14787bcac30be8580fIba. psmdcp
4 | PaketOzeti
4 [ _rels
|| PaketOzetixml.rels
2] PaketOzetizxml
4 [ Ustveri
=] Ustverisml
4 |7 UstYazi
s e-YazismaPaketiDokumantasyonu(.4.pdf
2] [Content_Types]aml

Fig. 5. Paket igerigi aynen korunmalidir[9].
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IV. DiGIiTAL IMZA URETME SURECLERI

Kuantum dijital imza algoritmalarinda klasik imza
algoritmalarinda oldugu gibi genel ve 6zel anahtar olusturma
islemleri tek seferlik olarak yapilmaktadir. Kuantum dijital
imzalar genel olarak kuantum anahtar dagitimi olarak
tanimladigimiz yapilar iizerine kurgulanmigtir[11].

Bir kuantum Imza protokolii, bir grup katilime1 tarafindan
gerceklestirilir ve iki asamaya ayrilir[11]; dagitim asamasi ve
mesajlagsma asamasi. Dagitim asamasi, taraflarin protokol
kurallarma gore kuantum ve klasik sinyaller aligveriginde
bulundugu kuantum iletisim asamasidir. Prensipte, alinan
kuantum durumlari bir kuantum hafizasinda saklamis olsalar da,
katilimcilarin durumlari iizerinde dl¢timler gergeklestirdikleri ve
sonuglari klasik bir bellege kaydettigi daha pratik protokoller
varsayimini kabul edilir[12].

Sistem kullanicilart verilerini igleyebilir ve klasik olarak
birbirleriyle iletisim kurabilirler. Genel olarak, her katilimer
mesaj1 imzalamak ve imzalar1 dogrulamak icin aralarinda bir
ortak kural belirlemislerdir. Bu kurallarin gegerliligi genelde
6l¢tim sonuglarina ve klasik iletisime baglidir[13].

Dagitim asamasinin sonunda taraflar, mesajlagsma asamasina
devam edip etmeyecegini veya protokoli iptal edip
etmeyecegine karar verirler. Mesajlasma  asamasinda,
katilimcilardan biri (imzalayan) mesaja klasik bir dize (imza)
ekleyerek bir mesaj imzalar. Bir katilimc1 imzalanmis bir mesaj
aldiginda, protokol kurallarina gére gegerliligini dogrular[14].

Kuantum dijital imzalar genel olarak yogunluk matrisleri
veya dalga  denklemleri seklinde iki formda
tiretilmektedirler[15]. Kuantum Mekaniginin en Onemli
Ozelliklerinden biri dalga denklemine dayali olmasidir. Dalga
denkleminin herhangi bir andaki 6lgtimii, sistemin o andaki
durumu hakkinda bilgi vermektedir. Dogal olarak siirekli olan
kuantum hesaplama mimarisi, siirekli degiskene (CV:
continuous variable) bagl olan modeldir. Siirekli degiskene
bagli modelin kullanim nedeni kuantum mekaniginin dalga
fonskiyonu ozelliklerinden yararlanir. Konum (X7 ve (p")
momentum gibi siireklilige dayali degiskenler 6rnek olarak
verilebilir.

Stirekli degiskene bagli kuantum anahtar tiretimi ile mevcut
klasik sistemin yapisma uygun olarak kuantum bilgi islem
tabanli sertifikadan deger iiretimi Kuantum EBY'S i¢in yeni bir
model dnerebiliriz. Uretilen kuantum siirekli degisken degerler
fiziksel objelerin modellemesine uygun olmaktadir. Bu modeller
giiniimiizde kullanilan g6z retinasi, DNA yapisi, parmak izi gibi
karmasik degerlerin  kuantum degerler igin girdi olarak
kullanilabilir.

Modelimizde kimlik dogrulama i¢in kuantum parmak izi,
g0z retinast ve DNA eslestirmesi Onerilmektedir. Bu iglemi
sertifika liretme yetkisi olan kurum ya da kuruluslar yapabilir.
Ciinkii yeni elektronik cipli kimlikler i¢in parmak izleri verileri
mevcuttur. Yapilmasi 1 gereken bu verilerin kuantum veri olarak
ifade edilmesidir. Ayrica bu modelde tek seferlik kuantum
anahtar tiretimi ve dagitimi igin giivenligi yiiksek olan siirekli
degiskenlere dayali anahtar {iretim ve dagitiminin kullanilmast
Onerilmektedir.
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V. SONUC

Kuantum devriminde iiretilecek olan kuantum dijital imza ve
kuantum elektronik imza teknolojileri gtivenligi ispatlanmis
teknolojileri kullanacaktir. Ozellikle klasik dijital iiretmek igin
kullanilan teknolojilerin yerine kuantum mekanigi iginde var
olan siiper pozisyon, kuantum dolaniklik, kuantum
teleportasyon, siiper yogun kodlama gibi iletisim teknolojileri
kullanilacaktir.

Kuantum elektronik imza siirecinde kuantum tabanl dijital
sertifikalar kullanilacaktir. Gelecekte kuantum dijital sertifika
iireten kuruluslarin hakem olarak segilmesi, kuantum network
alt yapismin gelecek igin veri transferinde kuantum XML
teknolojilerini paket olarak kabul etmesi dngoriilmektedir.

Bu modelde Kuantum XML elektronik belgelerin
iistverilerini tamimlamak i¢in kullanmilacaktir. Klasik elektronik
imza teknolojilerinde kullanilan anahtar ikilileri yerine vektorel
tabanli yogunluk matrislerini kullanan bilesenler yerini
alacaktir. Sistemin girdileri parmak izi, goz retinasi ve DNA
gibi degerlerin olusturdugu bir sema olacaktir.

k » |f) girdileri fiziksel nesnelerin kuantum data
olarak tanimlamasidir. f tek yonli bir kuantum
fonksiyonudur. Yani, sonucun hesaplanmasi kolaydir, ancak
klasik semanin aksine, kuantum fonksiyonun tersinin bulunmast
imkansizdir[1].
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Abstract—Phishing is defined as a fraudulent method by
which fraudulent persons send personal information to the
victim’s e-mail box using known e-mail addresses of known web
sites, banks, companies or internet service providers. Although
there are many applications to detect phishing attacks today,
there are difficulties in preventing attacks. In order to detect
Phishing attacks at certain rates, some machine learning
methods are discussed. The purpose of this work is to compare
machine learning techniques used against web phishing attacks.
These methods, including Classification and Regression Trees
(CART), J48 (C4.5) Algorithm, Adaboost Algorithm, Random
Forest (RF) and Neural Networks (NNet), were used to estimate
web phishing attacks. The accuracy rate has been tested. In this
study, a total of 1353 emails were used in a phishing attack
website, 702 of which were malicious and 548 were legitimate
websites and 103 suspicious websites in the data set. In addition,
10 properties were used to train and test the classes. 9 features
have been addressed and 1 reference has been used to specify
the classification.
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Ozet—Oltalama (Phishing), bilinen web sitelerinden,
bankalardan, biiyiik caph firmalardan veya internet servis
saglayicillar1 benzeri kuruluslardan gonderilmis gibi gelen
mailler aracii@ ile Kkisisel bilgilerin elde edilmesini saglayan
dolandiricihk yontemi olarak tammmlanmaktadir. Giiniimiizde
oltalama saldirisinin tespiti icin bir¢cok uygulama mevcut
olmasna ragmen hala Oniine gecmekte zorluklar
yasanmaktadir. Bu c¢alismanin amaci, web oltalama
saldirilarina karst kullamlan makine 6grenme tekniklerini
karsilastirmaktir.  Web  oltalama  saldir1  tespitinde
Smiflandirma ve Regresyon Agaclar1 (CART), J48 (C4.5)
Algoritmasi, Adaboost Algoritmasi, Rastgele Orman (RF) ve
Sinir Aglar1 (NNet) olmak iizere 5 farkh mekine 6grenme
yontemi  kullamlarak, bunlarin  tahmin  dogrulugu
Karsilastirmal test edilmistir. Yapilan bu ¢ahsmada toplamda
1353 mail iizerinden 702 oltalama yapmak isteyen web sitesi,
548 ise mesru web sitesi ve 103 siipheli web sitesi veri kiimesinde
kullanilmistir. Ayrica, siniflar1 egitmek ve test etmek amaciyla
kullanilan 10 6znitelik iizerinden degerlendirme yapilmistir. 9
oznitelik ele almmis ve 1 dzniteklik siniflandirmay: belirtmek
icin kullanilmistir.

Anahtar Kelimeler—Siber Saldiri, Web Oltalama, Makine
Ogrenmesi
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. INTRODUCTION

Phishing is an online theft and fraud. It is a cybercrime in
which a target or targets are contacted by email, telephone or
text message by someone posing as a legitimate institution to
lure individuals into providing sensitive datasuch as
personally identifiable information, banking and credit card
details, and passwords [1]. With end-user training, web
phishing attacks can be prevented to a certain extent.
However, this is not highly secure. In this respect, web sites
should be marked with machine learning methods. Thus, less
work is provided to the end user in terms of security measures.

As a result of the significant increase of the internet in our
lives, machine learning has started to be seen in every aspect
of our lives. For example, recommendations through web
banners use machine learning to personalize online ad
delivery in almost real time. However, web sites can be
damaging to a large extent by capturing our sensitive data
through phishing [2,3].

The method used in phishing is often redirecting the user
to fake web sites that are similar to original ones. Best way for
redirecting them to these fake sites is convincing them with
some offers that they cannot reject, like as if they won in a
lottery or similar kind of games [4].

Some of the simple measures that can be taken against the
web phishing attacks are;

e Not responding to unsolicited emails requesting your
personal information

e Counterfeiting attacks take a variety of ways to keep
users in doubt and gain their trust. Not to click on the
address links in suspicious emails

¢ Not to provide personal information to suspicious or
unfamiliar websites

e When you visit the websites of bank, credit card and
service providers to enter your personal information,
it goes through methods such as not typing the address
of the site directly into the internet browser.

In recent years, through attacks on website phishing
billions of dollars are harmed to individuals and corporations
that conduct transactions such as online banking [5]. These
attacks are increasing day by day. The measures listed above
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can provide a certain level of safety. In this respect, with
machine learning methods, we can prevent this attack by
reducing the attack rate before it reaches the end user.

In addition, even if many network solutions are proposed
and implemented for detection and prevention of phishing
attacks, the effectiveness of these methods cannot be
calculated. These solutions cannot be reinforced with more
clear and computable methods that increase the error rate. The
contribution of this study to literature is comparing the
efficiency and accuracy of five different machine learning
methods including J48, Classification and Regression Trees
(CART), Adaboost Algorithm, Random Forest (RF), and
Neural Network [6,7,8].

The rest of the article is organized as follows: Section 2
deals with the concept phishing with a web site. In the third
chapter, the logic of machine learning methods and algorithms
used in the study is mentioned. Chapter 4 describes the
methods of machine learning for detecting website attacks by
phishing. In the fifth chapter, the findings showing our
experimental studies are expressed and the methods are
presented. The result evaluation is presented in Chapter 6.

Il.  WEB PHISHING

One of the best cyber attacks used for obtaining the
personal sensitive data of others is Phishing attack [9]. In this
type of attack, an attacker attacks his victim through a fake
website. These fake websites are almost identical to the
original sites that actually exist. The victim is requested to
click on the link in the e-mail to access the forms requested to
enter or update personal information on these web sites. In this
way, the victim's information is sent to the attacker [10].

People can use the internet for a variety of purposes, such
as sending e-mails, conducting e-banking activities, selling
products, or purchasing on-site [11]. Despite all these
advantages of the Internet, there are some disadvantages. One
of them is internet fraud, a type of crime executed on the
internet. There are many ways that online users can be
exposed to Internet fraud. Disclosure of these users 'sensitive
information is also one of these attackers' intentions.
Therefore, the Internet is a very good platform to trick people
and capture private account information [12].

In recent years, only some of these researches against
phishing attacks are focused on detection of phishing attacks
on the website, which causes serious risks [13,14].

We've used both known and new features to classify fake
websites. This study demonstrates the use of selected machine
learning algorithms to test the features we specify. Table 1
describes preventive and corrective solutions that investigate
phishing attacks.

TABLE |. SOLUTIONS FOR PHISHING ATTACK

Solutions Preventive Corrective Solutions
Solutions
Process Verification Unpublishing The Website
Monitoring
Web Copy Change . N~
Disabling Management Forensic Investigation
Content E-Mail Internal Network Security
Filtering Authentication | Measures
Anti-Spam WEb. - External ~ Network  Security
Feature Application Measures
Security
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I1l.  MACHINE LEARNING METHODS AND ALGORITHMS

Machine learning is a type of artificial intelligence that
makes software applications more accurate in predicting
results without explicit programming. Algorithms that can
receive input data and use statistical analysis to estimate an
output value within an acceptable range are the mainstay of
machine learning.

To fully understand the logic of machine learning
algorithms and use it against cyber threats will reduce our
error rate considerably. In this respect, the objectives and
methods for using machine learning algorithms in attacks
should be evaluated. These will be explained under three
methods: accurate evaluation of data through classification,
aggregation of data sets by clustering and establishing a
relationship between data through proximity analysis [15].

A. Accurate Evaluation of Data on Classification

It is an evaluation obtained by making a classification
which aims to estimate a result by creating separate classes in
a data set. Using classification algorithms is beneficial for
some methods such as spam email detection and health risk
analysis. First, after scanning an email text and tagging
recognized words and phrases, the classification algorithms
are very effective way to determine whether the "signature” of
the email is considered as spam. On the other hand, a
network’s instant statistics, security status, activity levels, and
attack data can be run with an algorithm to determine a risk
score for specific data [16].

B. Aggregate Data Sets by Clustering

One of the most effective algorithms of machine learning
methods is clustering logic. The purpose of a cluster analysis
algorithm is to consider entities in a single large pool and to
form smaller groups that share similar characteristics [17]. For
example, a television company that wants to determine the
demographic distribution of watchers or watchers of different
broadcasts can do so by building clusters based on available
data about subscribers and broadcasts they watch. A restaurant
chain can cluster its customers according to their menu
choices based on geographic locations, and then change their
menus accordingly. It can facilitate attacker analysis by
aggregating requests to a website under cyber-attack [18].
Figure 1 shows the machine learning process.

In a machine learning application, the steps of the analyst are determined
by the correct ingredients.

The machine learning
algorithm method
to be used
is selected.

The associated data sets
are identified and prepared Tig
for analysis. |

The process is completed
by applying the model.

<

A selected algorithm-based
analytical model

1 The model is trained ’ I
through test data sets

Fig. 1. Machine Learning Process
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C. Establishing Relationship with Proximity Analysis

Proximity analysis is another approach to mining and
analyzing data that can be made through machine learning.
The purpose of this approach is exploring correlations
between data features or transactional events. For example, it
can often be used by retailers in market-basket analysis
applications to identify products purchased at the same time.
An online vendor can use the results to apply product
placement on the website [19].

Cyber security efforts also often involve proximity
analysis. Sequences of network operations prior to cyber
attacks are analyzed to identify process patterns that occur
close to each other. It can be used to formulate prescriptive
analytic applications designed to evaluate similar attacks in
similar attacks. In addition to these machine learning
algorithms and approaches, there are many other algorithm
methods that can be used to perform similar analysis results.
Applying the right method in the right area will work best.

In this study, the accuracy of machine learning methods
was tested by using Classification and Regression Trees
(CART), J48 (C4.5) Algorithm, Adaboost Algorithm,
Random Forest (RF) and Neural Networks (NNet) methods to
predict phishing web sites. A total of 1353 e-mail and 542
legitimate websites and 103 suspicious websites were used in
the data set.

IV.  MACHINE LEARNING METHODS FOR DETECTING
PHISHING ATTACKS

The classification methods used in our study are
mentioned. AdaBoost, Random Forest, J48, Artificial Neural
Network Classification and Regression methods will be
explained in general terms.

A. AdaBoost

Adaboost method is one of the techniques of learning with
consecutive communities from the perspective of machine
learning methods.The estimation speed is plays an important
role for choosing this method. In addition, it can be applied in
many data sets and uses memory space efficiently [20].

B. Random Forest

Random Forest (RF) is a classification algorithm that
covers many concepts. It is mainly used for classification and
regression methods. It brings together multiple trees while
training. Multiple decision tree structure is used on the
training side over real data sets. It is basically based on two
features [20,21]. These features are the number of trees
created and the number of predictors randomly selected when
differentiating at each node.

C. J48 Classification Algorithm

J48 is a decision tree algorithm based on the very popular
C4.5 algorithm. Decision trees are a classic way of
representing information from a machine learning algorithm
and offer a powerful and fast way of expressing data
structures. This algorithm classifies the data as recursive. This
ensures maximum accuracy of training data, but may create
excessive rules that define only certain behavioral
characteristics of the data [22].

D. Neural Networks

Neural Network (NN) includes the logic of self-learning in
addition to previous machine learning methods. Memorize the
problem and establish a relationship between the information
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that the problem has [23]. NN consists of 5 basic elements.
These are;

e Inputs

e Outputs

e Addition Function
e Activation Function
o  Weights

The xi symbol inputs are shown in Figure 2, which
describes the structure of the NN. The input values are
multiplied by the coefficient wi and the threshold value is
obtained. The activation function is then applied. This is the
basic logic in the structure of neural networks.

b
[
Activity
. - Function
[xzfoe——m [+
Aggregate

Function

Xelo——

Weights

Fig. 2. Neural Network Process

E. Classification Via Regression (CART)

The most important feature of the CART algorithm,
known as classification and regression tree, is its ability to
create regression trees. Considering the values contained in
the features, the training set is divided into two separate
branches called candidate divisions. A node t has two
branches of clusters, right (¢;ign) and left ( tqefr). Each
data to be used in the creation of a regression tree is candidate
to be divided into right and left branches. The twoing rule first
calculates the probability for each candidate to be on the right
and left branches. The probability for each candidate to divide
the data into the left-hand branch is expressed as ( Ps¢) and
P(/tiefe ), and the probability of right-hand branching (
Piright) and P(j / t.ign¢)- After calculating the probabilities, the
measure of suitability of candidate divisions s at node t is
shown in formula 1:

(1)

. J
U6 /1) = 2Pt Prigne av8 TH® / trigney X j=1 1P U/ tiege) — P(trighr

V. METHODS AND FINDINGS

In this study, various tested has been done on a computer
with Intel (R) Core (TM) i7-3610QM 2.30 Ghz processor, 6
GB RAM with Windows 8.1 operating system. Different
methods were applied in WEKA environment with the
necessary data set and different parameters. With the tests
performed, a model was created on the data set of the
algorithms. Comparative analyzes have been carried out in
various aspects with the methods described in the previous
sections.

A. Method

The methods for classifying phishing attacks on the
website with the data set obtained will be specified. In
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addition, the evaluation techniques used in the comparison
will be explained. In these comparisons, performance
criterion, F-Criterion and ROC area were analyzed.

B. Data Set

The data set was used for detection of phishing website.
The data set was evaluated over 10 features, including one for
classification. Our data set consists of a total of 1353 records.
548 of these are classified as legitimate URLs, 702 of them are
phishing URLs and 103 of them are classified as suspicious
URLs. This data set was taken from UCI repository [24]. In
addition, each feature is distinguished in that it contains at
least one of the features that indicate that it is legitimate (1),
suspicious (0) and Phishing (-1).

The need to observe how the algorithms to be applied acts
on a data set, including all features in the specified data set,
was effective in selecting all of these features. The features of
the data set are given in Table 2.

TABLE Il. WEeB PHISHING DATASET FEATURES

P
o

Features
Having_IP_Address
URL_Length
PopUpWidnow

Age_of_Domain
Web_Traffic
SFH
SSLfinal_State
Request_URL
URL_of_Anchor
Result

Ol | N|lo(a|d|wW|[N|F

=
o

Having_IP_Address: If the URL contains an IP address,
this may be the indication of web phishing. This tag is -1
(Phishing) if the IP address exits in the domain, 1 (Legitimate)
in other cases [25].

URL_Length: Generally, attackers hide the insecure part
of the URL to capture data sent by a user. They can also
redirect the web page to a suspicious domain. Normally, there
is no measure for URL length, but recent studies have found
that an acceptable limit can be used for URL length [26].

PopUpWidnow: When a pop-up prompts the user to add
some certain data, this is generally the indicator of a fraudulent
activity. Consisting of pop up window with text field may
indicate the Phishing (-1) web page. [26].

Age_of _Domain: The duration of the web page may be an
indicator. For example, if a web page has been in use for less
than a month, this may indicate that it is a fake web page [26].

Web_traffic: When a website has high density traffic, then
this webpage is really safe, and users can feel safe while
browsing the site. Phishing websites normally have low
navigation traffic and can be measured by rank in Alexa
database. For example, a web page can be considered as
Legitimate (1) if Alexa ranking is below 100.000 or Phishing
(-1) if Alexa ranking is above 100.000 or Suspicious (0) if
there is no Alexa record about that web page in Alexa ranking
list [26].
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SFH: Indicates that the empty string feature is hosted in
the Server Form Handler. SFH is displayed or -1 (Phishing) if
the string value is as ‘about: blank” or empty, 0 (Suspicious)
if referring to a different field, and 1 (Legitimate) in other
cases [26].

SSLfinal_State: Indicates the existence of the HTTPS
protocol. Using the HTTPS is Legitimate (1) if it is used, the
provider is trusted, and the certificate age is one year or higher,
Suspicious (0) if https is used and the provider is untrusted,
otherwise Phishing (-1) [26].

Request_URL: Represents the state that the web page will
attract different objects from different field names. The
percentage of object request URLs pulled from external
websites is shown as Legitimate (1) if the percentage is less
than 22%, Suspicious (0) if the percentage is between 22%
and 61%, Phishing (-1) in other cases [26].

URL_of _Anchor: The existence of the HTML anchor tag
(<a> tag) usage in the URL. The percentage of URL presence
in anchor tags is 1 (Legitimate) if the percentage is below
31%, 0 (Suspicious) if the percentage is between 31% and
67%, and -1 (Phishing) in other cases [26].

Result: The last parameter in our table, Result, is the class
field that indicates whether it is marked as phishing or not. If
the web page is fraud, the result is -1 (Phishing); if it is marked
as good, the result is 1 (Legitimate); and if it is not clear
whether the web page is Phishing or not, then the result is 0
(suspicious).

In order to process the data set and test the classification
algorithms, Weka application and machine learning programs
were used.

1) Performance Criteria: The presented classification
algorithms were tested using k cross-validation. With the
results obtained, True Positive Rate (TP Rate), False Positive
Rate (FP Rate), F-Criteria, ROC Area and Accuracy Rate
(Accuracy) ) parameters were compared [27].

a) TP Rate: Based on the information obtained from the
complexity matrix, the algorithm is a method used to
calculate the correct estimation rate for the selected class
[31]. Equation (8) is calculated using the formula 2.

TP Rate = TP /(TP + FP) (2)

b) FN Rate: Similar to the TP Ratio, the complexity is
obtained from the matrix. It is used to calculate the wrong
estimate rate of the selected class. The following formula is
seen on the calculation process [31].

FN Rate=FN/(TP+FN) (3)

¢) F-Measure: It is calculated as the harmonic mean of
Precision and Recall. Calculation of the accuracy (A),
precision (P) and F-criterion (Fm) values is shown by
formulas 4,5 and 6 [28].

A=TP/(TP + FN) @)
P =TP/(TP + FN) (5)
Fm=2x(5) (6)

d) ROC: 1t is one of the criteria used to measure the
accuracy of algorithms calculated on the curve graph
obtained from TP ratio and FP ratio. ROC Field value is
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between 0 and 1 and convergence with 1 indicates the
increase in the success of the test.

C. Experimental Results

In this section, comparative analysis is performed on the
results obtained with the experimental environment. After the
analysis, the success and failure rates of classification
algorithms used for detection of phishing attacks are shown
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graphically. Comparison of classification algorithms
according to evaluation criteria is shown in Table 3.

In addition, the comparison of the success measures of
classification algorithms according to the classifications of
“Phishing”, “Legitimates” and “Suspicious” is presented in
the graphs in Figure 3, Figure 4 and Figure 5.

TABLE Ill. CoMPARISON OF CLASSIFICATION ALGORITHMS ACCORDING TO PARAMETER VALUES

ALGORITHMS Class TP Rate FP Rate F-Measure ROC Accuracy
Classification and 0 0,689 0,017 0,728 0,708 0,772
Ré";ﬁggﬂ"?é’;’s 1 0,914 0,099 0,888 0,808 0,862
-1 0.907 0,066 0,922 0,841 0,937
0 0.000 0,000 - 0,545 -
AdaBoost 1 0.849 0,150 0,820 0,929 0,794
1 0913 0,194 0,873 0,930 0,836
0 0.845 0,019 0,813 0,973 0,784
Neural Network 1 0.872 0,078 0,878 0,957 0,884
1 0.906 0,100 0,907 0,959 0,907
0 0,854 0,014 0,842 0,991 0,830
Random Forest 1 0,892 0,075 0,892 0,968 0,891
1 0,912 0,089 0,914 0,966 0,917
0 0,932 0,015 0,881 0,986 0,835
J48 1 0,892 0,065 0,898 0,958 0,904
1 0,916 0,083 0,919 0,958 0,923

When the results of test attack packets are analyzed in
Figure 3; it is seen that the best TP Ratio is obtained by J48
algorithm with 0.916 and the worst accuracy rate is obtained
by Neural Network algorithm with 0.906.

In addition, when the detection of attack packets in terms
of error rate (FP Ratio); Classification and Regression Trees
algorithm is the best with the lowest error rate of 0.066,
whereas AdaBoost is found to be a very inefficient algorithm
with the highest error rate of 0.194.

Regarding the F-Measure, where the precision and
sensitivity criteria are calculated; Classification and
Regression Trees algorithm is the most successful algorithm
with 0.922, while AdaBoost is the worst algorithm with 0.873.

Regarding ROC value;, Random Forest algorithm gives
the best results with 0.966, while Classification and
Regression Trees algorithm gives the worst results with 0.841.

When the accuracy rates are compared, in addition to the
criterias mentioned above; the Classification and Regression
Trees algorithm is the best with the highest accuracy rate of
0.937 and AdaBoost algorithm is the worst with the lowest
accuracy rate of 0.836.

1,2
For -1 (Phishing)

1
0,8
0,6
04
0,2
0 m[lm

TP Rate FP Rate F-Measure Accuracy
™ Classification and Regression Ada boost
Neural Network Random Forest

W ja8

Fig. 3. Success measurement of classification algorithms according to
"Phishing" (Class Value: -1) website detection

When the results of legitimate packets are examined in the
experiment performed in Figure 4; Classification and
Regression Trees algorithm is the best with the highest
accuracy (TP Ratio) ratio of 0.914 and the AdaBoost is the
worst algorithm with the lowest accuracy ratio of 0.849.

In addition, when the legitimate packet detection error rate
(FP Ratio) is examined; J48 algorithm is the most successful
with the lowest error rate of 0,065, while AdaBoost is the most
unsuccessful algorithm with the highest error rate of 0,150.

In terms of F-Criterion value; J48 algorithm is the most
successful algorithm with 0.898, while AdaBoost is the most
unsuccessful with the lowest success rate of 0.820.

About ROC value; Random Forest algorithm gives the
best result with 0.968, while Classification and Regression
Trees algorithm gives the worst result with 0.808.

In addition, when the accuracy rates are compared, the J48
algorithm has the highest accuracy rate of 0.904, while the
AdaBoost algorithm has the lowest accuracy rate of 0.794.

1,2

) For 1 (legitimacy)

0,
0,
0,
0,
0

TP Rate

0o

h

F-%

a8

FP Rate F-Measure Accuracy

Ada boost
Random Forest

M Classification and Regression
Neural Network
)48

Fig.4. Success measurement of classification algorithms according to
"legitimate" (Class Value: 1) website detection
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As it is seen in Figure 5, when the results of the legitimate
packets are examined in the experiment; J48 algorithm is the
best with the highest accuracy (TP Ratio) with 0.932 and
Classification and Regression Trees is the worst algorithm
with the lowest accuracy rate of 0.689.

In addition, when the legitimate packet detection error rate
(FP Ratio) is examined; AdaBoost algorithm is observed to be
the most successful with the lowest error rate of 0, while
Neural Network is observed as the most unsuccessful
algorithm with the highest error rate of 0,019.

In terms of F-Criterion value; J48 algorithm is the most
successful algorithm with 0.881, while Classification and
Regression Trees is the most unsuccessful algorithm has the
lowest success rate with 0.728.

About ROC value; Random Forest algorithm gives the
best result with the rate of 0.991, while Classification and
Regression Trees algorithm gives the worst result with 0.708.

In addition, when the accuracy rates are compared, J48
algorithm has the highest accuracy rate of 0.835, while the
Classification and Regression Trees algorithm has the lowest
accuracy rate of 0.772.

llj For O (Suspicious)
0,8
0,6
0,4
0,2
0

TP Rate FP Rate F-Measure Accuracy

Ada boost
Random Forest

Classification and Regression
Neural Network
wja8

Fig.5. Success measurement of classification algorithms according to
"Suspect” (Class Value: 0) website detection.

Table 4 shows the duration of model creation with the data
sets used in the classification algorithms. These values are
very important in terms of bandwidth, energy and resource
usage. With this data set, the duration of creating the model
reaches the highest value in Neural Network algorithm with
20.84 seconds, while the lowest value is obtained by J48
algorithm with 0.07 seconds.

TABLE 4. THE DURATION OF MODEL CREATION WITH THE DATA SETS USED
IN THE CLASSIFICATION ALGORITHMS

Algorithm Model Creation Time
Classification
And Regression 138
Ada boost 0.12
Neural
Network 2084
Random Forest 0.65
J48 0.07
VI. RESULT

In recent years, billions of dollars are lost by individuals
and corporations that conduct transactions such as online
banking through websites on the web phishing attacks. These
attacks are increasing day by day. To be able to get effective
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results against cyber-attacks with certain methods, the most
effective techniques should be determined by performing
experimental analyzes.

In this study, we searched for the predictive accuracy of
five classifiers in a phishing dataset. Some methods are
discussed to give an idea of existing machine learning
techniques, comparison and most deterministic method
between them. In this paper experimented with various
Machine Learning algorithms and found Classification and
Regression Trees algorithm as the best. And J48 is the lowest
value.

In our research a dataset that has 10 features and a total of
1353 raw websites, 548 of which were legitimate, 702 of
which were harmful and 103 of which were suspicious, was
used to be able to estimate the probability of detecting
phishing attacks with J48, Classification and Regression Trees
(CART), AdaBoost, Random Forests (RF) and Neural
Networks (NNet) Classification methods.

In this study, different methods on web phishing detection
have been tested and achieved successful results in various
aspects. These results were compared, and the best solutions
have been revealed.
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Kafes Tabanli Kuantum Sonrasi Algoritmalarin
Profil Analizi ve GPU Uygulamalart

Profiling and GPU Implementation of Lattice-Based Post-Quantum
Algorithms

Aleaddin OZER ve Adnan OZSOY

Hacettepe Universitesi, Bilgisayar Miih.
06800, Beytepe Ankara

Ozet— Kuantum sonrasi kriptoloji son zamanlarin en revacta
arastirma konular1 arasinda yer almaktadir. Ozellikle, kuantum
bilgisayar iiretildiginde bu bilgisayarlarin dahi kiramayacagi
kriptosistem tasarimlar: bilim insanlar1 ve firmalar tarafindan
yogun bir sekilde arastirlmaktadir. Hatta 2016 yilinda NIST’in
cagrisiyla kuantum sonrasi icin anahtar degisimi ve imzalama
algoritmalar1 farkh arastirma gruplann tarafindan NIST’e
degerlendirilmek iizere gonderilmistir. Bu algoritmalar,
30/11/2018 yihindan itibaren diger arastirmacilarin analizine ve
degerlendirmesine aciktir. 30/01/2019 tarihinde ise ikinci asamaya
gecenler duyurulmustur. Bu ¢calismada, ikinci asamaya gecebilen
kafes tabanh kripto sistemlerin performans analizi yapilmistir. Bu
performans analizi i¢in dncelikle CPU profil analizi yapilmistir,
diger bir ifade ile algoritmalarin CPU iizerinde kullandiklar:
yontemler kullanim siirelerine ve ¢cagri sayisina gore siralanmistir.
Bu profil analizinin tablolar: ve grafik gosterimleri ¢ikarilmistir.
Boylece bu algoritmalarda en fazla zaman harcayan yontemler
belirlenmistir. Bu calismanin ikinci boliimiinde ise en fazla zaman
harcayan yontemler icin GPU hizlandirmalar1 6nerilmistir.
Ozellikle Fourier doniisiimii, modiiler carpma, polinom ¢arpma ve
matris ¢carpma gibi yontemlerin GPU hizlandirilmasinin énemli
oldugu goriilmiistiir. Bu yontemlerden matris carpmasi icin GPU
uygulamasi bu calismada verilmistir.

Anahtar Kelimeler— kuantum sonrasi kriptoloji, kafes tabanh
kriptografi, profil analizi, GPU

Abstract— Post-Quantum Cryptology is a trending topic nowadays.

In particular, design of a cryptosystem resistant to quantum
computers is heavily researched by scientists and companies. In
fact, many post-quantum key exchange and signature algorithms
are submitted to the NIST call in 2016 . Analysis and evaluation

period of these algorithms are open to researchers since 30/11/2018.

Second round submissions are announced on 30/01/2019. In this
study, performance of lattice-based cryptosystems submitted to
second round is analyzed. First of all, we perform CPU profiling
of these algorithms, in other words, the methods used by the
algorithms are listed according to time consumption and number
of calls. Then we tabulate and plot graphically these results so that
the most time consuming methods are marked. In the second part
of this study, alternative GPU implementations of some of the most
time consuming methods are given. In particular, the methods
including Fourier transformation, modular multiplication,
polynomial multiplication and matrix multiplication are required
to be implemented in GPU. In this study, we give only the
implementation of matrix multiplication in GPU.

Oguz YAYLA

Hacettepe Universitesi Matematik
06800, Beytepe Ankara

Anahtar Kelimeler— kuantum sonras1 kriptoloji, kafes tabanh
kriptografi, profil analizi, GPU

I. GIRIS

Kuantum sonrast kriptografi algoritmalarmin GPU f{izerine
hizlandirilmas: bu sistemlerin etkili ve verimli ¢alistirilmasi
icin O6nemlidir. Bu calismada NIST cagris1 [1] kapsaminda
sunulan kaynak kodlu algoritmalardan kafes tabanl
algoritmalar  lizerinde  kodun  performans agisindan
degerlendirmesi yapilmistir. Bu degerlendirmeler 1s18inda ¢ok
zaman tutan iglemlerin GPU gibi paralel islem yapilmasina
olanak taniyan bir ortam {izerine yapilacak gelistirme
caligmalarina yon verilebilecektir.

II. boliimde latis tabanli algoritmalardan NIST ikinci asamasina
gegen anahtar degisim algoritmalarindan NewHope, Kyber ve
Frodo’nun CPU iizerinde profile ¢aligmalar1 verilecektir. III.
boliimde ise imzalama algoritmalarindan qTESLA ve Dilithium
i¢in yapilan CPU profil ¢caligmalari sunulmustur. Yapilan profil
calismalar1 asagida paylasilmistir. V. bolimde GPU
ortamlarinda ¢aligilan algoritmalarin en yavas ¢alisan
metodlarinin paralel hesaplamaya uygunlugu tartistlmigtir. Ek
bolimiinde ise grafikler ve bu grafiklerin elde edilme
yontemleri belirtilmistir.

Il. ACIK-ANAHTAR SIFRELEME VE ANAHTAR-KURMA
ALGORITMALARI

Bu kisimda agik-anahtar gifreleme ve anahtar kurmaya dayali

algoritmalarin profil ¢ikarma islemleri sunulacaktir. Bu
kapsamda NIST ikinci agamaya ge¢mis NewHope, Crystal-
Kyber ve Frodo algoritmalari incelenmistir.
Oncelikli olarak bakilan algoritmalardan NewHope [2],
Hatalarryla Halka Ogrenme (Ring-Learning-with-Errors, Ring-
LWE) problemini temel alan bir anahtar degisim protokoliidiir.
NIST ¢agrisinda sirastyla 1. seviyeyi ve 5. seviyeyi hedefleyen
IND-CPA giivenli anahtar kapama mekanizmalart olan
NewHope512-CPA-KEM ve NewHopel024-CPA-KEM ile
AES-128 ve AES-256’n1n kaba kuvvet giivenligini eslestirmek
veya agmayl hedeflemektedir. Tablo 1. NewHope512-CCA-
KEM iizerinde yapilan profil ¢ikarma islemleri sonucu CPU
tizerinde calisma zamanlart
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Te-lli)-l-o 2. K)l/_ber51-2--CCA-K-EM ﬁgérindé -);apzlan_ _proﬁl ctkarma
islemleri sonucu CPU iizerinde ¢alisma zamanlar

Tablo 3. Frodo-640-CCA-KEM iizerinde yapilan profil ¢cikarma
islemleri sonucu CPU iizerinde ¢alisma zamanlar

Benzer sekilde NewHope512 - CCA - KEM ve NewHopel1024
- CCA - KEM ile NIST teklif ¢agrisinda sirastyla 1. seviye ve
5. seviyeyi hedefleyen IND-CCA giivenli anahtar kapama
mekanizmalari sunulmaktadir.

Profili ¢ikarilan Crystal-Kyber [3] Algoritmasi, giivenli anahtar
kapsiilleme mekanizmasi(KEM) ve giivenli dijital imza
algoritmasi(Dilithium) olmak {izere iki algoritma igermektedir.
Her iki algoritma da kafes tabanli problemlere yonelik
olugturulmus ve biiyilk kuantum bilgisayar saldirilarina
dayanacak sekilde tasarlanmistir.

Frodo [4] algoritmas: ise, glivenligi iyi ¢alisilmis hatalarryla
O0grenme algoritmalarindan tiiretilen, pratik kuantum sonrasi
yapilar olacak sekilde tasarlanmis, anahtar kapsiilleme
mekanizmalarinin bir ailesidir.

Tablo 1°de NewHope512-CCA-KEM fizerinde yapilan profil
¢ikarma islemleri sonucu CPU iizerinde ¢aligma zamanlarini
gormekteyiz. Bu sonuglara bakildiginda %50 ¢aligsma siiresinin
inverse-number-theoretic-transform  (InvNtt) islemi i¢in
harcandigimi, geri kalan siiresinin de yar1t kismi indirgeme
(reduction) islemi i¢in harcanmaktadir. Benzer sekilde Kyber-
512-KEM i¢in yapilan profil sonuglart Tablo-2’de verilmistir.
Kyber i¢cin Montgomery indirgemesi ve NTT en ¢ok zaman alan
islemlerdir. Frodo igin yapilan profil ¢alismasinda ise SA+E
matris ¢carpma-toplama iglemi en fazla zaman harcayan islemdir,
bkz. Tablo 3.

NewHope, Kyber ve Frodo algoritmalari i¢erisindeki islemlerin
harcadiklar1 zamanlara gore agac¢ diyagramlar1 Sekil A1-A2-
A3’te sunulmustur.

Tablo 4. qTESLA-CCA iizerinde yapilan profil ¢ikarma
islemleri  sonucu CPU iizerinde c¢alisma zamanlart
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Tablo 5. Dilitihium512-CCA iizerinde yapilan profil ¢ikarma
islemleri sonucu CP

[1l. SAYISAL IMZALAMA ALGORITMALARI

Bu kisimda sayisal imzaya dayali ii¢ algoritmanin profil
¢ikarma islemleri sunulacaktir. Bu kapsamda NIST ikinci
asamay1 geemis qTesla ve Crystal Dilithium algoritmalari
incelenmigtir. qTesla [S] algoritmasi, karar-hatalariyla halka
ogrenme (decision Ring-Learning-with-Errors) probleminin
zorluguna dayanan gilivenli kuantum kriptografi sonrasi imza
olusturma algoritmalarinin bir ailesidir. Dilithium [6] ise kafes
problemlerinin modiil kafesler iizerindeki zorluguna baglh
olarak calisan bir dijital imza semasidir. qTesla ve Dilithium
i¢in profil analizleri Tablo 4 ve 5 olarak asagida sunulmustur.
qTesla’da carpma islemi olduk¢a zaman harcarken, Dilithium
icin Montgomery indirgemesi ve NTT iglemleri en fazla zaman
almaktadir. Bu algoritmalarin islem diyagramlari ise Sekil A4
ve A5’te sunulmustur.

IV. GPGPU PARALEL YAKLASIM

Performans elde etme adina paralel programlama araglari ve
farkli donanimlar tercih edilmektedir. Donanimlardan son
yillarda 6zellikle ¢ok kullanilmaya baslayan grafik kartlarinin
(GPU) genel amaglar i¢in kullanimi (GPGPU) ile ¢ok yiiksek
performanslara erisilebilmektedir [7]. Grafik kartlarinin hemen
hemen her sistemde olmasi, modern CPU’ya gore binler
seviyesinde fazla islemci iinitesi igermesi ve bu sayede binlerce
is pargacigint ayni anda isleyebilme kapasitesi GPU’larin 6ne
¢ikan yonleridir. GPGPU amaci i¢in en 6ne ¢ikan NVIDIA
sirketinin ¢ikardigi CUDA framework ile grafik kartlar1 grafik
islemleri disinda genel amag¢ i¢in programlanabilmekte ve
yiiksek performans elde edilebilmektedir.

CUDA mimarisinin yiiksek performans alma adma baz
gereksinimleri mevcuttur. CUDA  iizerinde c¢alisacak
programda birbirinden bagimsiz iglemlerin olmasi, islenecek
verinin belli bir biiyiikliikkte olmasi, ve veri ilizerinde yapilacak
islemin ayni olmasi sayilabilir. Bu sartlarnt saglayan
uygulamalara 6zellikle Fourier doniisiimii, modiiler garpma,
polinom ¢arpma ve matris ¢arpma iglemleri birebir uymaktadir.
Bu nedenle bu bdliimde, dnceki bdlimlerde inceledigimiz
algoritmalarin zaman agisindan uzun islemlerinden CUDA
uyumlu grafik karti {izerinde paralel olarak ¢aligtirarak yiiksek
oranda performans elde edebilecegimiz  islemlerini
inceleyecegiz.

IIk olarak cok yiiksek oranda parallel ¢alistirmaya uygun matris
islemleri ile baglayacagiz. Verilen algoritmalarda o6zellikle
matris ¢arpma ardindan toplama islemlerinin (matris-multiply-
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add) kismu igin parallel bir ¢6ziim sunulabilir. Bu islemleri iki
kisimda incelersek matris carpiminda kullanilan iki matrisin, A
ve B olsun, ilk A matrisindeki her bir siranin B matrisindeki her
bir siitun tizerindeki her bir saymin ¢arpimlarinin toplanarak
sonu¢ C matrisinin ilgili sira-stitun kismina yazilmasini igerir.
Sekil 1’de de goriilebilecegi gibi sonu¢ matrisinin her bir
elemanmin hesaplamasi farkli bir is parcacigr tarafindan
yapilabilir.

B
I §
B Er=se)

Sekil 1 Matris ¢arpiminin paralellestirilmesi. Her bir sonug matrisi elemanin
hesaplamasi farkl: bir is parcacigi tarafindan yapilabilir.

Bu sekilde tasarlanan matris ¢arpimmin CUDA iizerinde
calistirilmasi sonucu elde edilen hizlanmalart deneyimleme
adina Intel Xeon Silver 4114 2.20 GHz islemcili 128 GB Ram
kapasiteli ve grafik kart1 olarak Geforce GTX 1080 Ti karti
bulunan bir sunucu iizerinde testler gergeklestirdik. GTX 1080
Ti 1.5 GHz de ¢alisan 3584 adet islemci igermektedir.
Gergeklestirilen kodlama sonucunu gosterir sonuglar Tablo
6’da verilmistir.
Tablo 6 Matris Multiply-Add CPU ve GPU testleri

512 1024 2048
CPU 499,78ms | 7053,26ms | 118230,50ms
GPU 0,76ms 2,96ms 16,74ms
Speedup | 653x 2381x 7060x

Tablo 6’da goriildiigii lizere artan matris boylaria bagl yiiksek
oranda performans artirimi elde etmek miimkiindiir.

V. SONUC

Bu c¢aligmada NIST ¢agrisinda ikinci asamaya kalmig latis
tabanli kuantum sonrasit NewHope, Kyber, Frodo, qTesla ve
Dilithium algoritmalarinin profil analizleri yapilmistir. Bu
profil ¢aligmalar ilgili algoritmalarinin yavasladigi noktalar1
(yontemleri) yiizdesel olarak ortaya ¢ikarmigtir. Bu yontemlerin
paralel hesaplamaya olanak taniyan GPU gibi ortamlarda
calistirilmas: ile bu algoritmalarda hizlanma oranlar1 igin
gbzlem yapilmigtir. Matris carpmasi, indirgeme, NTT gibi
islemlerin  algoritmalar1  yavaslatan islemlerde oldugu
goriilmiistiir. Ozel olarak matris carpmasi icin GPU iizerinde
denemeler yapilmigtir ve hizlanma oranlar1 verilmistir.
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EK

Bu aragtirmada belirlenen algoritmalarin analizinin yapilmast,
bellek kullanimlarin 6l¢iilmesi, aga¢ yapilarinin ¢ikarilmast
igin belirli araglar kullanilmigtir. Bunlar temel olarak bellek
kullanimi ve derinlemesine bilgi elde etmek igin pref araci,
CPU iizerindeki incelemeler i¢in gprof ve nvprof araglari, GPU
tizerindeki incelemeler i¢inde yine nvprof ve nsight monitor ve
grafik olusturmak ve iligkilendirmek i¢in gprof ve gprof2dot
araglart kullanilmistir. Bu araglara github paylasim ortamindan
ulasilabilir.

LE TS

oasw  bas

Sekil A1. Frodo-512-CCA iizerinde yapilan profil ¢ikarma islemleri sonucu
CPU iizerinde ¢alisma zamanlart

15


https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/Round-2-Submissions
https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/Round-2-Submissions
https://docs.nvidia.com/cuda/cuda-c-programming-guide/index.html

Uluslararasi Bilgi Giivenligi ve Kriptoloji Konferansi 16-17 Ekim, Ankara, Tiirkiye

PQCgenkAT_kem
main

PQCgenkAT_kem PQ PQCgenkAT _kem
crypto_kem_dec crypto_k crypta_kem_enc
30.49% 27 51

enKAT_kem
papke_keypair

104%  2.94%

enkAT_kem
il_pointwi

. 17%
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Sekil A3. Kyber512-CCA-KEM iizerinde yapilan profil ¢ikarma islemleri sonucu CPU iizerinde ¢alisma zamanlari
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Sekil A4. Dilithium-512-CCA iizerinde yapilan profil ¢ikarma islemleri sonucu CPU iizerinde ¢alisma zamanlar
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BasGit: A Secure Digital ePassport Alternative

BasGit: Alternatif Giivenli Elektronik Pasaport Sistemi
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College of Engineering, Ko¢ University, Istanbul, Turkey 34450
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Abstract—This paper discusses a new passport program that
allows the passports to be printed on paper or carried in a
smartphone application by the passport holders, without any
interference or use of specialized equipment. The security and
privacy implications, usability, and practicality of the proposed
BasGit Passport Program are compared and contrasted with
the already existing ePassport system that is widely used in
the world. The paper then concludes with the overview of a
proof-of-concept implementation and test results of it.

Index Terms—e-Passport, border security, customs security,
electronic visa.

Oz—Bu makalede pasaportlarin evde kagida yazdirila-
bilmesini veya mobil bir uygulamada tutulabilmesini saglayan,
kullannm kolay ve maliyeti diisiik alternatif bir giivenli elek-
tronik pasaport sistemi one siiriiyoruz. Onerdigimiz BasGit
Pasaport Sistemi’nin giivenlik, gizlilik, kullanilabilirlik analiz-
lerini yapiyor ve giiniimiizde yaygin olarak kullanilan ePasaport
sistemi ile kiyashyoruz. Prototip kodlamamizin tartismasi ve
giivenlik testleri sonuclariyla makalemizi sonlandiriyoruz.

Anahtar Sozciikler—e-Pasaport, smr giivenligi, giimriikk
giivenligi, elektronik vize.

I. INTRODUCTION

Passports are official travel documents that governments
issue for their citizens to use for international travels. Pass-
ports contain information such as, but not limited to, the
holder’s name, photograph, date of birth, and signature.
Started as a paper-based document, passports were rather
recently enhanced with contactless Integrated Circuit (IC)
chips and named electronic passport (or ePassport) for this
reason. As of May 2017, 120 countries were using ePassports
[1]. The standards for e-passports are set and managed by the
International Civil Aviation Organization (ICAO) which is a
specialized agency of the United Nations [2]. Prevention of
counterfeiting and fraud is crucial for safeguarding national
and international security. Several studies discussing the
security and privacy issues of the ePassports exist [3]-[6].

The current ePassport system is constructed on the physical
presence of a passport. Most counties register travel visas
on the physical passport. The visa approval and issuing
processes, which may take up to several weeks, withholds
the holder from traveling abroad, as the original passport is
kept by the visa issuing agency/country.

The security, privacy, and usability related issues indicate
the necessity for a more reliable and convenient system for
validating identity and crossing borders. Considering the ease
of use and high-security requirements based on computers
and mobile devices, this paper proposes a new passport
system.

II. LITERATURE REVIEW

A recent research on mobilizing travel credentials by
Bissessar et. al solely focuses on visas and electronic travel

authorizations, and does not include mobilizing ePassports
[7].

The most comprehensive effort on mobilizing ePassports
has been done by the World Economic Forum. This initiative
is a self-sovereign identity system that has no central author-
ity. A distributed ledger technology with blockchain, pointers
and hubs are used [8].

Also, an application named Mobile Passport is being
offered as a free and paid service to United States passport
owners and Canadian passport owners entering United States
[9]. This mobile application aims to accelerate the customs
operations and does not qualify as an ePassport. The travelers
are required to present their ePassports as well as the mobile
application upon inspection, whereas BasGit is a replacement
to the current ePassport system.

III. PRELIMINARIES

Digital signatures are algorithms that are used for validat-
ing integrity and authenticity of data [10]. They are based
on asymmetric (public key) cryptography. The core idea of
digital signature concept is, the signing party A distributes a
public key for verification and keeps the matching private key
secret. A digitally signs data using the private key, and this
signature can be validated using the public key. This way,
only A is able to sign data, and everyone who has access to
the public key can assure that the data source is A and the
data is unmodified.

In the paper, info denotes the passport information, ssk
denotes secret signing key and pvk denotes public verification
key.

The passport signature function is:

o = Signss,(UUID,info) (1
The passport verification function is:
0/1 =Verifyywr(UUID,info,0) 2)

If the verification function yields true and the obtained
UUID matches the passport holder’s UUID, the passport is
authentic. However, passport holder’s legitimacy is a different
concern. The current passport system requires either a visual
validation by the control officer, or biometric verification.
This topic will be further discussed in the following sections.

The managerial component of BasGit, the Administra-
tive Web Interface (AWI) requires HTTPS connection for
encryption, integrity checking, and server authentication.
Whenever an internet connection to the AWI is mentioned,
it is presumed that all parties have access to the genuine
SSL (Secure Sockets Layer) certificate of the AWI, and can
exchange and validate it through a legitimate PKI (Public Key
Infrastructure).
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IV. OBJECTIVES

Prevention of tampering and forgery in a passport system
is crucial for national and international security. Weaknesses
mainly arise from the validation mechanisms based on the
contactless IC chip. The contactless IC chip and current
access control mechanisms are prone to security and privacy
compromises such as unauthorized communication with the
chip, eavesdropping, skimming, and brute-force attacks [3]-
[6].

One of the main objectives of the proposed BasGit system
in this paper is to prohibit tampering and forgery by using
the physical passport to only link individuals to the passport
information stored in a secure central system. The proposed
system does not claim safety against theft nor copying, how-
ever, an attacker retrieving an original or copied document
does not cause any security risk. For each verification, the
passport data is obtained from the central system and any
biometric data mismatch can be quickly detected by the
authorized staff. This also provides security against forgery,
since the data carried by a physical passport is meaningful
only if it has correspondence on the central system. For
the same reason, the proposed system also does not require
the same level of physical protection on the documents.
Therefore, losing access to a physical passport should not
constitute a major problem for the proposed system.

The proposed system aims to restrict the access to sensitive
personal data only to authorized personnel. The existing
ePassports contain identity information as plain text on the
physical passport and includes biometric data in the embed-
ded chip. This constitutes a threat to exploitation of sensitive
personal data, including identity theft [5], [6]. Moreover,
the current passports require the first page of the passport
to be closed for security. Because the key for the initial
authorization step for the IC chip, Basic Access Control, is
calculated by reading information from the first page of the
passport [6]. BasGit system aims to eliminate this privacy
risk by not displaying or storing identity information on
the passport and only giving access to this information to
authorized readers. BasGit also aims to keep log of crucial
information such as the identity of reader and time of access
of each instance of passport reading. The ePassport system
does not ensure recording this information in cases that the
passport is inspected offline.

One major usability issue of ePassports is their financial
cost, which can be as high as $333 or 125% of annual per
capita national income [11]. Moreover, acquiring a passport
usually has a high time cost because of the required bureau-
cratic processes. All these factors complicate the availability
of ePassports for travelers. The proposed program in this
paper aims to increase the availability of passports for the
citizens.

In addition, in case of a stolen or lost ePassport, cancelling
and reissuing may take up to several weeks. As a usability
improvement, BasGit aims to reduce the duration of these
actions down to seconds.

V. SPECIFICATIONS OF THE PROPOSED SYSTEM

The main administrative element of the structure is a web-
based system named Administrative Web Interface (AWI)
(Fig.1c). It poses as the passport issuing, verifying, and
maintaining authority.
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The proposed system offers two different types of passport
implementations: a printable, and a mobile application-based
passport (Fig. la). Obtaining the former requires a printer
and internet connection to access the AWI, while the latter
requires a smartphone and also an internet connection to
access the mentioned web interface.

The system proposes to employ a mobile application to be
used by the control points (Fig. 1b).

b) Reader Authorities

Reader's App

c) Administrative Web Interface

Q Web Server Database Server

Internet

a) Travellers

Printed Passport

Traveller's App

Figure 1. Architecture diagram showing the proposed system.

A. Administrative Web Interface (AWI)

Governing bodies of the participant nations must adopt
the AWI in order to manage and supervise the proposed
system. AWI is either a central or a distributed system that
is capable of fulfilling the requirements of the program. In
case of a distributed system, the participating nations have
to determine the protocols for data exchange. The current
ePassport system is a distributed system and utilizes ICAO
Public Key Directory (PKD) to handle data exchange between
states [12].

AWTI has the features specified below:

o Contain the biographic information of the holder of
a passport, including the full name of the holder, the
birthplace and date, sex, nationality, and national ID
number.

« Contain a digital biometric photograph of the holder that
is compliant with the ICAO Machine-Readable Travel
Documents Photo Guidelines [2].

« Contain information about the generated passport includ-
ing at least the generation date, date of expiry, type of
the passport, and the serial number.

o Keep log of each access to a passport by an authorized
reader securely [13]-[21]. Log entries should include
at least the access time and identity of the accessing
personnel.

o Generate and contain a private/public key pair for digi-
tally signing passport information, and share the public
key with the readers.

o Authorize reader devices to prevent unintended devices
from being used to read passports or act maliciously in
the system.

o Support administrative operations such as passport revo-
cation and travel restriction.

o Operate role based clearances that allow multiple types
of authorities to use the system in parallel.

Separating all actions into roles as in Table I allows many

government bodies to work together on the same system
without causing security risks.
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Table T
ROLES AND THEIR RIGHTS IN THE BASGIT AWI.

Security Authority
Revoke Passport
Restrict Travel
Arrest Warrant

Reader Authority
Active Readers
Revoke Reader
Reader Users

Statistics Authority
Active Passports
Revoked Passports
Expired Passports

1) Passport Issuing: The proposed system does not deter-
mine the means of registering citizens into the AWI. This can
be handled similar to the web-based governmental systems
in use [22]. However, the system requires each passport data
stored in the central database to be digitally signed by the
passport issuing authority. The issuing body can then decide
whether a candidate is eligible for a passport using any
information it has; this process is neither specified in this
proposal nor by ICAO. Once the passport data is registered
in the system, issuing a passport consists of the following
steps:

1) A universally unique identifier is generated (UUID) for
each passport. As the name suggests, UUID promises
spatially and temporally unique identifiers of 128 bit
length. UUID version 4 is generated randomly or
pseudo-randomly, which is sufficient for backwards-
compatibility and preventing predictability [23].

2) The system securely maps each UUID to the corre-
sponding passport in fo.

B. Passport Acquiring

1) Paper Passports: The process of acquiring a paper
passport consists of the following steps:

o Step 1: User logs into the web-based system and

requests a paper-based passport.’

o Step 2: System finds the associated UUID, generates a
QR code containing that user’s UUID, and prepares a
PDF file which only displays that QR code.

o Step 3: User downloads and prints the PDF file with the
QR code of their UUID. This is now the passport of the
user.

2) Mobile Passports: Acquiring a mobile passport consists

of the following steps:

e Step 1: User logs into the system through the applica-
tion! and requests a passport (Fig. 4a). When using the
online login method, login credentials are stored in the
secure containers provided by the operating system for
sensitive data and cryptographic keys.

o Step 2: System finds the associated UUID and sends it
to the application (Fig. 4d).

o Step 3: Application stores the UUID in the afore-
mentioned operating system provided secure containers.
The QR code containing the UUID is generated and
displayed by application. This is now the passport of
the user.

Once the passport is acquired, the user does not have to
have an internet connection. This is because BasGit stores
the login credentials and UUID securely to allow the user to
login to the mobile application and present their passport even
while offline. Therefore, in both paper and mobile passport
versions, BasGit only requires the traveller to be online during
passport acquiring, but not during their travels.

A secure login can be achieved through two-factor authentication [24],
[25]. A more convenient secure solution can be implementing a single
password authentication protocol [26]-[29]
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C. Passport Verification
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Presents passport
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\ 4
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secure connection
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Figure 2. Sequence diagram showing the procedure of reading and verifying
a passport.

In the BasGit system, the passports are verified using a
smartphone application designed for the control officer. This
mobile application must have internet connection to reach the
central system to perform verification. Passport verification
consists of these steps:

o Step 1: Officer logs into the system through the appli-

cation! (Fig. 4e).

o Step 2: Reader application reads the QR and sends the
UUID stored in the QR to AWI using a secure and
authenticated connection.

o Step 3: AWI finds the associated passport information
and sends it to the reader application along with the
digital signature. Also, it logs the access time and
reader’s identity using a tamper-evident logging system
[13]-[21].

o Step 4: Reader application verifies the digital signature
and displays the passport information corresponding to
the passport UUID (Fig. 4f).

o Step 5: Reader performs visual inspection to ensure that
the passport holder is genuine.

As all the information related to the passport is retrieved
when the passport is read by a reading authority. Step 4 can
be altered to allow other ways of verification. For instance,
it can be supported with biometric verification.

Mobile passports allow additional security measures for
passport verification. A possible security measure against
using the passport without holder’s knowledge is adding
support for two-factor authentication. The only drawback of
this feature might be mobile network or internet connection
constraints abroad. Providing secure wireless internet connec-
tion at the control points can be a solution to this.

D. Travel Visas

The visas granted to the ePassports are not stored within the
contactless IC chip [30] as these chips cannot be written by
multiple countries for security reasons. This separates the visa
system from the passport system requiring multiple stages of
verification, both for the passport and the visa [3].

The BasGit Passport Program enables a centralized online
visa granting scheme using the aforementioned infrastructure.
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Applying for a visa can be handled using online systems,
which is already used in practice [31], [32]. BasGit does not
propose any specific way of securely exchanging passport
information between countries during the visa application
process. Once the visa application is approved, the granting
process occurs as follows:

e Step 1: A UUID is generated for each visa. The
visa UUIDs are digitally signed by the visa granting
country authority, using Equation 1 where info is the
visa information. This prevents attackers from scanning
databases of different countries with one QR.

o Step 2: The system securely maps each UUID to the
corresponding visa data and stores the UUID - visa
information pair is stored in visa granting country’s
secure database.

o Step 3: The visa is digitally signed using Equation 1
and transmitted using any secure transmission method
to the passport issuing country’s system. It is securely
mapped to the passport UUID of the individual.

Passport and visa UUIDs appear as separate QRs on the
passport. Visa verification consists of only two steps:

o Step 1: Verifying the digital signature of the visa
using Equation 2. As for the passport verification, an
infrastructure similar to ICAO PKD can be used for data
exchange for exchange of public key.

o Step 2: Verifying that the holder’s passport has the visa
UUID mapped to it.

Visa information obtained in the verification process can be
used for confirming the visa type.

VI. SECURITY ANALYSIS AND COMPARISON

A. An Overview of ePassport Security and Privacy Issues

The ePassport verification occurs when the customs officer
reads the data stored in the contactless IC chip of a presented
passport, after a series of steps for secure communication and
authorized access [3]. The first step and the only mandatory
step is Passive Authentication, which is basically using a PKI
for checking if the chip is digitally signed by the issuing
country [2]. Passive Authentication provides no protection
against eavesdropping and skimming attacks [3].

The second step is the optional Basic Access Control
(BAC). In essence, BAC aims to make sure that the first
page of the e-passport that contains data is open as the reader
tries to access the information in the IC chip. BAC system
derives encryption and message authentication keys using the
information stored in the Machine Readable Zone (MRZ)
in order to establish secure communication for session key
exchange. MRZ contains a maximum of 88 characters of
information including name, surname, and date of birth of
the owner, date of expiry, etc. [3], [33], [34]. Data stored
in this area is usually easily guessable especially if the
attacker knows the targeted passport holder. As a result,
MRZ’s entropy is not high enough to be immune to brute-
force attacks [3], [33].

ICAO requires the IC chips used for ePassports to follow
ISO 14443 standard [35]. Anticollision protocol of this stan-
dard requires the IC chips to emit a UID (Unique Identifier).
This UID is fixed in some implementations and can be read
by any reader device that complies with ISO 14443 protocol
without any authorization. If the UID is fixed and unique
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to each chip, this protocol is prone to exposing the passport
holder to be fraudulently tracked [5], [6], [33].

It is important to note that there are other optional security
measures that ICAO proposes. One of these is Active Au-
thentication, which intends to verify the authenticity of the
contactless IC chip. Also, ICAO acknowledges that additional
biometrics needs further protection and has proposed another
optional security measure called Extended Access Control
for this purpose. Even though Active Authentication aims
to strengthen the security and privacy of the IC chips, it
should be noted that if Active Authentication is used with
RSA or Rabin-Williams signatures, the reader can acquire a
value distinct to each chip. This way, the passport holder can
be tracked without their knowledge [S].

B. Security Assessment of the BasGit Passport Program

The new passport design proposes to move all the personal
information out of the passport itself and store it in central
authorities. If a QR code for any passport is copied, at
the inspection points this will be detected by the reader
authorities who are performing visual inspection, biometric
verification, or two-factor authentication in mobile passports.
Also, the odds of an attacker generating a valid UUID at the
time of inspection is negligible due to the random nature
of the identifiers and their exponentially-large domain. In
addition, the online verification obligation eliminates the risk
of human error that may occur in border controls employing
offline verification. Additionally, BasGit eliminates tracking
attacks, since even though QR codes contain static UUIDs,
they cannot be scanned unless they are visible to the reader.

The mobile application enables further security measures
such as two-factor authentication and requiring login for
preventing unauthorized access to the passport information.
These measures are not necessities but opportunities.

Fake Passport

Holder Customs Officer MITM

Presents fake
passport (QR)

Sends passport
uuIiD

»

Sends fake passport

Digital signature

|

|

|

I

|

|

|

I

L

I

|

|
<
|

|

|

I verification fails
I

-1l - _________

Figure 3. Sequence diagram showing an attack scenario where the attacker
intercepts the connection between the reader and the central authority.

1) Man-in-the-middle Attacks: As the BasGit system is
completely online, there is a considerable amount of network
traffic between the readers and the central authorities. This
traffic may be targeted by attackers (Fig. 3). Even though TLS
connection makes it impractical, for this attack, we assume
that the attacker can make the readers believe that they are
connecting to the legitimate central authority. The attacker
can achieve this by owning a fake certificate and performing
DNS hijacking. If a malicious party intercepts the network
traffic and replies to a reader with a fake passport, the reader
will try to verify the digital signature of the sent passport.
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Unless the malicious party can fake the digital signature of the
central system, the verification will still fail. If the malicious
party can indeed sign the fake passport, this means that the
signing key of the central system is exposed, which is out of
our scope.

2) Denial of Service (DoS) Attacks: The online systems
of BasGit may be attacked with a denial of service attack to
prevent the control points to reach the servers to authenticate
the passport users, which will temporarily block travelers
from crossing borders. A distributed system may be employed
to prevent these types of attacks, which will increase the costs
of implementing the program. However, this is necessary for
the proper functioning as the availability of the system is
crucial for international travel.

Observe that if the attacker can change the reader and put a
different pvk and certificate into the reader application, then
the attacker can have fake passports accepted or real passports
denied. Unfortunately, such an attack cannot be prevented
completely. But, we propose that a special passport QR entry
can be hold at each border point, such that the officers can
scan it before each shift starts to ensure that they are em-
ploying the correct certificate and signature verification key.
For better security, this entry can be dynamically generated
by the AWI.

3) Insider Attacks: The only foreseeable way to counter-
feit a passport in the proposed system is an insider attack.
People with high access levels may also alter the citizen
records to create counterfeit passports with fake information
to allow individuals to cross borders. However, insider attacks
are nearly impossible to prevent as the access rights are given
to ensure proper operation of the program. Logging activity
done by the authorized personnel is the only way to prevent
further damage by an insider attack as it is possible to find
the attacker using the logs [13]-[21].

C. General Comparison of the Systems

ePassport and BasGit systems have advantages and disad-
vantages in terms of usability, security and privacy. BasGit is
cheaper, easier to reissue and contains less information on the
passport compared to ePassports. On the other hand, unlike
BasGit ePassports allow some degree of offline verification
and make producing fake passports difficult (Table II).

In addition to the broadly discussed security aspects of the
two systems, a serious security risk for both is an attacker
having reach to both ends of the validation structure. For
BasGit, the attacker can validate a fake passport if they
manage to change both pvk and ssk. Similarly, if the attacker
can manipulate ICAO PKD as well as the private keys, they
can achieve verifying counterfeit passports.

BasGit does not contain any personal information on the
passport (the QR code), while ePassports expose private
information such as the name, surname, date, and place of
birth, details of travel history and in some cases profession
and emergency contact information of the holder.

VII. IMPLEMENTATION

To demonstrate the usability and security of the proposed
system, we have implemented a proof of concept system.
The implementation consists of three main components. First
component is the new passport design that is paper-based and
does not require the complicated production procedures the
ePassports use. Second component is the AWI which issues
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Table II
Comparison of BasGit vs. ePassport
BasGit ePassport
Pros Cons Pros Cons
Much cheaper | Only  allows Allows for | Production
for the citizens | online some degree | cost of a
to use. verification. of offline | passport is
verification. much higher.
Passport is | Easy to create Hard to cre- | Issuing
easy to obtain | a fake passport ate a fake pass- | requires long
once issued. (but it will not port. bureaucratic
verify). process.
No identifying Identifying
information on information
the  passport visible on
(privacy- the  passport
preserving). (prone to
identity theft).

the passports, manages the readers, and allows citizens to
acquire passports online. The third and the last component
is a relay between the citizens and the central authority, the
mobile application, which allows the users to access their
passports from their smart phones.

Credentials

Username '<Label >
Firstname :<Label >

Lastname :<Label >

7=

Username:
Sex :<Label >

Password:

Date of Birth <Label >

Place of Bithi<Label >

Mational 10 i< Label >

Country Gode <Label >

Passport

o)

Usermame

Password:

d e f

Figure 4. Figures a to d show screens for the traveller application. Figures
e and f show screens for the reader application.

The proof-of concept system has been tested against vul-
nerabilities using open source tools [36], [37]. The main
point of interest for the testing was the central authority
as the other components of the system does not allow the
attackers to alter user data permanently. Our implementa-
tion passed successfully from the tests against: Cross site
scripting (XSS), Cross Site Request Forgery (CSRF), HTTP
Strict Transport Security (HSTS), cookie vulnerabilities, SQL
injections, Cross Origin Resource Sharing (CORS), session
vulnerabilities, code injection and bypassing same origin
policy.

22



Uluslararasi Bilgi Giivenligi ve Kriptoloji Konferansi

VIII. CONCLUSIONS

The ePassports have some usability, security, and privacy
problems. Many existing infrastructures, such as bank and
government services requiring high levels of security, have
been transformed into all-online systems to increase usability,
security, and privacy. Therefore, it is realistic to anticipate that
such an online passport system can be implemented as well.

Unlike the conventional ePassport systems, which require
high levels of specialization in printing and material tech-
nology to print the physical travel documents, the proposed
program offers passports to become printed at home or
stored in smartphones. The proposed program lowers the cost
and time for issuing, acquiring, canceling, and extending a
passport. The BasGit program uses the physical passports to
only link individuals with their information stored on a central
system. This does not require the same level of physical
protection on the documents as forging the document itself
does not constitute a security risk as long as it will not be
verified by the central system or the reader. Moreover, this
system eliminates visa application processes withholding the
holder from traveling.

Despite the requirement for a highly specialized central
system, the governments already use such systems to verify
national identities and check criminal records at checkpoints.
It is possible to say that such systems can easily exist as
similar ones do already [22]. The high, one-time cost of the
central system will be compensated by the low operating
cost. The eradicated cost of securing, developing, and printing
passports will have a substantial financial effect.

To conclude, BasGit Passport Program may be developed
with further research and field testing to become a more
reliable and easier way of validating identity and crossing
borders in the future. BasGit system currently does not offer
a solution to the existing threat of insider attacks. An attacker
can bribe or threaten passport issuing authority staff or an
insider attacker can issue false passports [3]. What can be
done to prevent this kind of attacks should be a part of future
discussions. We plan to incorporate further cryptographic
solutions as we learned via [38]. Also, considering the fact
that passports are not only used as travel documents but also
as identification documents, types of authorities with low-
level access permissions can be employed, thanks to the role-
based central system. The focused effort of ensuring security
in only the digital medium compared to the currently divided
attempts of trying to secure both the digital and the physical
mediums will allow swifter and more stable progress in the
field of international travel.
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Oz—Bu  c¢alismada  kuantum  sonrast  sifreleme Gilinlimiizde, internet ve diger iletisim sistemleri temel

sistemlerinden biri olan ¢ok degiskenli polinom sistemlerine
dayanan ABC sistemi anlatilmaktadir. ABC sisteminin teorik
olarak yapis1 hatirlatilmis ve buna bagh olarak thread’siz ve
thread’li bir uygulama gerceklestirilmistir. Her iki
uygulamanin arasindaki farklar belirtilip karsilastirilmasi
yapilmustir.

Anahtar  Sozciikle—kuantum sonrast  kriptografi, ¢ok
degiskenli polinom sistemleri tabanh sifreleme, paralel

hesaplama.

Abstract—In this paper, ABC system based on multivariate
polynomial systems which is one of the post-quantum
encryption systems is explained. The theoretical structure of
ABC system is recalled and implementations of ABC algorithm
with no-thread and with thread are discussed. The differences
between these two implementations are compared in terms of
time complexity.

Keywords—post-quantum cryptography, multivariate

polynomial-based encryption, parallel computing.

I. GIRIS

Agik anahtarli sifreleme sistemlerinin 1970’lerin sonunda
gelistirilmesi ile modern sifrelemede koklii bir atilim oldu. O
tarihlerden beri agik anahtarli sifreleme sistemleri, iletisim
aglarinin giderek artan bir sekilde, ayrilmaz bir pargasi haline
gelmistir. Sifreleme teknikleri, modern toplumda iletisimin
giivenligini garanti altina almak i¢in 6nemli bir aragtir. Son
yillarda internetin yayginlagmasi ile SSL (Secure Sockets
Layer)’in de c¢alijma mantiginda bulunan agik anahtarli
kriptosistem kullanimi oldukg¢a artmustir. Bilginin ugtan uga
giivenli bir sekilde gonderimi, saklanmasi, insanlarin,
sirketlerin ve devletlerin bu sistemi kullanmasmi ve
gelistirmesini  saglamistir. Bununla birlikte kuantum
bilgisayarlarin ortaya ¢ikmasiyla klasik agtk anahtarli
sifreleme sistemleri giivenirligini kaybedecegi
disiiniilmektedir. Bu sebeple kuantum  bilgisayarlar
tarafindan gerceklestirilecek ataklara karsi agik anahtarli
sifreleme sistemleri gelistirilmesi gerekmektedir. Ayrica,
giliniimiiz iglemci mimarileri ¢ok ¢ekirdekli, kuantum sonrasi
giivenilir acik anahtarli sistemlerin bunlara uygun bir sekilde
uygulanmalarina ve gelistirilmelerine ihtiyag vardir.

olarak dijital imza algoritmasi (DSA), eliptik egri DSA veya
ilgili algoritmalar1 kullanan Diffie-Hellman anahtar degisimi,
RSA sifrelemesi ve dijital imzalara dayanmaktadir [1]. Bu
sifreleme sistemlerinin giivenligi, tam sayili g¢arpanlara
ayirma veya ayrik logaritma, eliptik egri gibi belirli sayidaki
teorik problemlerin zorluguna baglidir, ancak 1994 yilinda
Peter Shor, kuantum bilgisayarlarda bu problemlerin her birini
polinom zamanda c¢ozebilecegini gostermistir [2]. Bu,
kuantum bilgisayarlarin yaygmlasmasiyla bir gercege
doniisecek ve bu varsayimlara dayanan tiim sifreleme
sistemleri giivensiz olacaktir.

Cok degiskenli polinom sistemleri tabanli
kriptosistemlerinin belirli kosullar altinda kuantum hesaplama
saldirilarina karst direngli olduguna inanilmaktadir. Bunun
nedeni, ¢ok degiskenli agik anahtar sifreleme sistemlerinin
NP-zor (NP-hard) bir problem olan sonlu bir cisim iizerinde
¢ok degiskenli bir polinom sistemine dayanmasidir [3, 4].

Giliniimiizde agik anahtarli kriptografide imzalama,
anahtar sifreleme, anahtar degisimi gibi islemler i¢in en ¢ok
tercih edilen algoritmalar RSA [1], Diffie-Hellman, DSA ve
ECC’dir, ancak bu algoritmalar verinin giivenligini sinirli bir
siire boyunca giivende tutabildigi i¢in yeterince biiyiik
kuantum bilgisayar geldiginde bu gibi algoritmalar giivensiz
hale gelecektir. Bu giivenlik sorununun sebebi, verileri
elektriksel isaretleme ile degil de foton olarak adlandirilan 151k
tanecikleri  tanimlaylp bunlart  igleyebilen kuantum
bilgisayarlardir. Bu bilgisayarlar {izerinde ¢arpanlara ayirma
problemi ve ayrik logaritma problemini polinom zamanda
¢ozen Shor [2] algoritmasi bulunmaktadir. Bu nedenle,
kuantum  bilgisayar  saldirilarindan  etkilenmeyecek,
matematiksel problemlere dayanan klasik sifreleme
yontemlerine alternatifler gerekir. Literatiirde kuantum
ataklarma kars1 direngli oldugu diisiintilen bes ana sinif
bulunmaktadir: ¢ok degiskenli polinom sistemleri, kafes, 6zet,
kod ve izojeni tabanli sistemlerdir. Bu c¢alismada ¢ok
degiskenli polinom sistemlerini kullanan ABC kriptosistemi
incelenecek ve farkli platformlardaki uygulamalar1 hakkinda
detaylar verilecektir.

Cok degiskenli polinom sistemleri tabanl kriptosistemler
kullandig1 altyapr geregi olduk¢a hizli ama anahtar
boyutlarindan dolay1 genelde fazla bellek gereksinimine
ihtiya¢ duyar. Bu durum akilli kartlar ve RFID [5] ¢ipleri gibi
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diisiik maliyetli cihazlarda kullanim igin onlar1 ¢ekici kilar.
Bununla birlikte, birgok pratik ¢ok degiskenli imza semasi [6]
mevcut olsa da, verimli ve giivenli ¢ok degiskenli sifreleme
semalarinin sayist siirlidir.

A. Motivasyon ve Katki

Bilgilerin, iletilen mesajlarin korunmasi temel oncelik
teskil etmektedir. Verilerin giivenligini saglamak igin gerek
klasik bilgisayarlar gerekse kuantum bilgisayarlarda birgok
sifreleme algoritmalart mevcuttur. Bunlardan biri ise ¢ok
degiskenli polinomlar temelli ABC sifreleme algoritmasidir.
Bu c¢alismada kuantum bilgisayarlar sonrasinda gerekli
giivenligi saglamak amaciyla ABC sifreleme sisteminin farkli
platformlar i¢in bir uygulamasi gelistirilmistir.

Acik kaynakl kod gelistirilmesine ek olarak uygulamay1
thread’li bir yap1 kullanarak performans konusunda gelismeler
saglanmisgtir.  Thread’li ve thread’siz  uygulamanin
performanslar1 belirlenerek gelistirilmesi  yapilmigtir ve
algoritma stabil bir sekilde ¢aligtirilmigtr.

B. Organizasyon

Bu ¢alisma ii¢ boliimden olugmaktadir. Bolim 2°de ¢ok
degiskenli polinom sistemleri nedir, ABC sistemi nasil ¢alisir,
algoritmas1 nedir, uygulamak i¢in hangi algoritmalar
kullanilir sorularina cevaplar verilecektir. Boliim 3’te ise
standart ve paralel uygulama detaylar1 anlatilacak ve bunlarin
arasindaki farklar belirtilecektir. Son boliimde ise elde edilen
sonuglar hakkinda 6zet bilgi saglanacaktir.

1. ABC ALGORITMASI

ABC, kuantum sonras1 bilgisayarlar i¢in dngoriilen bir
sifreleme yontemidir. Son zamanlarda Tao et al [7] “basit
matris semas1” veya “ABC” olarak adlandirilan matris
¢arpimina dayali yeni bir basit ve verimli ¢ok degiskenli agik
anahtar sifreleme diizeni sunmustur. Daha sonrasinda, Ding,
Petzoldt ve Wang [8] kiibik polinomlar1 gelismis bir ABC
tiirevini 6nerdiler ve en azindan rastgele ikinci dereceden bir
denklem ¢6zme kadar zor olan cebirsel saldirilar1 kullanarak
bunu kirdiklarin1 gosterdiler. Cok yakin bir zamanda Tao,
Xiang, Petzoldt ve Ding [9] ABC semasini kare matris yerine
kare olmayan matris kullanarak genellestirdiler. Petzoldt,
Ding ve Wang'm ABC yapisinda sifre ¢6zme hatalarimi
ortadan kaldirmak i¢in, matrislerin tensor ¢arpimini kullanan
yeni bir ABC siirimiinii 6nermistir [10]. Bununla birlikte
Hashimoto [11], bu tiirevin giivenliginin ABC kokenli
semadan daha zayif oldugunu gostermistir. Daha sonra, Peng,
Tang, Chen, Wu ve Zhang [12] verimliligi artirmak i¢in
modern x64 CPU’nun 6zelliklerinden yararlanarak ABC’nin
uygulanmasini optimize etmistir.

Verimlilik nedenleriyle, cok degiskenli polinom sistemleri
genellikle K gibi q elemanli bir sonlu cisim {izerinde birgok
degiskene sahip ikinci dereceden polinom sistemidir.

E 1 g 1 1
n

p(l)(xli xn) =

Ll]

2 2 2
:xn)zz pl(])xzx]'i_zp( )xl+p(())

i=1j

@ (xy, ...
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n n
™ (xy, ., x ZZ ) xix; +zp(m)xl +pg™
i=1 j=1 i=1
DENKLEM 1

Cok degiskenli sifreleme sisteminin giivenligi, ¢ok degiskenli
ikinci dereceden polinom (MQ) problemine dayanir. Denklem
1’de gosterildigi gibi p™ (x), ... ,p™ (x) olarak verilen m
degiskenli  ikinci  dereceden  polinomlar p™(x) =
0,..,p"™ (%) =0 olacak sekilde bir % = (%, ..,%,)
vektorii bulunur.

MQ problemi (m = n i¢in) GF (2) cismi tizerindeki ikinci
dereceden polinomlar igin bile NP-zor problem oldugu
kanitlanmustir [4].

MQ probleminin temelli bir agik anahtarli kriptosistem
olusturmak i¢in, kolayca tersi almabilir bir ikinci dereceden
F: F* — F™polinomlar ile baslanir. Agik anahtarlida
F’nin yapisimi gizlemek i¢in, iki tane tersi olan afin (veya
lineer) L, : F* —» F"vel,: F™ — F™ yapisiolusturulur.

Acik anahtar1 olusturacak yap1, F = L, 0 F o L,.

Kapali (Gizli) anahtar L,, F ve L,’den olusur ve bu sayede
acik anahtarm tersinin alinmasina olanak saglar.

Cok degiskenli polinomlarda, sifreleme ve sifre ¢dzme
islemlerinin ¢aligma siireci Sekil 1°de verilmistir.

Sifreleme
F
d € F" » ce ™
T
Lt Ly?
Fl Y
yE F' « z€ F™

Sifre Cozme

Sekil 1 ABC Sisteminin Semast

Sifreleme: d € F™ sifrelemek igin, tek bir basit hesaplama
¢ = F (d) yapilmas1 yeterlidir. d mesajmin sifrelenmis hali
¢ € F™dir.

Sifre Cozme: c € F™ sifrelenmis mesaji ¢ozmek igin,
ozyinelemeli olarak z = L3;'(c),y=F 1(z) ve d=
L7Y(y) islemleri yapilmalidir. d € F™, sifrelenmis olan ¢
metnine karsilik gelen diiz metindir.

Anahtar Uretimi: F, q elemana sahip sonlu bir cisim olarak
ele almir. s € S elemam i¢in, n = s% ve m = 2n kosullarm
olusturur ve agagidaki gibi ti¢ matris tanimlanir.
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xl xs bl b bs
A=( | ; E)B= s i,
X(s-1)(s+1) 7 Xn b(s—l)(s+1) =+ by
Cl cee CS
C = ( : o )
Cis-1)(s+1) = Cn
Burada (xy,..,xp)ler F[xq,..,x,] ¢ok degiskenli

polinomun lineer monomialidir. Ayrica buradaki (by, ...
ve (cp,...,cp)’ler, (xq,..,x,)°In
rastgele secilir.

E, = AB ve E, = AC ¢arpimlarindan E; ve E, matrisleri elde
edilir. Semadaki F, E; ve E,’nin m bilesenlerinden olusur.
Semada agik anahtar, rastgele secilmis iki tersinir L, : F™ —
F™ ve L;: F*—>F™ lineer denkleme sahip F =
L,oFolL,: F* > F™ denkleminden meydana gelir.
Kapali anahtar ise B ve C matrislerinden ve L; ve L, lineer
denklemlerinden meydana gelir.

v by)

lineer birlesiminden

Sifreleme: Bir d € F™* mesajim sifrelemek icin tek bir
hesaplama ¢ = F(d) € F™ yapilmasi yeterlidir.

Sifre Cozme: Sifrelenmis ¢ € F™ mesajin1 ¢ozmek igin
asagidaki li¢ adimi takip edilir.

1. z= L3'(c)’yi hesaplanir. z € F" vektoriiniin
elemanlarindan asagidaki gibi E; ve E, matrisleri

olusturulur.
Zl e ZS
E, = < : W >
Z(is-1)(s+1) " “Zn
Zn+1 "t Znts
E, = ( : : >
Zn+(s—1)(s+1) " Zm

2. lkinci adimda ise y = (¥, ..., ¥,,) seklinde F(y) =
z kosulunu saglayan bir vektor bulunur. Bunun
yapilabilmesi i¢in dort farkli kogul vardir.

i) Eger E;’in tersi varsa, BE['E,—C =0
denklemi diistintiliir.

ii) Eger E;’in tersi yoksa ama E,’nin varsa,
CE;'E; — B = 0 denklemi diisiiniiliir.

iii) Eger ne E; ne de E, nin tersi yoksa ama A =
A(y)nin tersi varsa, A"'E;,—B=0 ve
A=1E, — C = 0 denklemleri diisiiniiliir.

iv) Eger E;, E, ve A’nin higbirinin tersi yoksa, sifre
¢Ozme basarisizdir.

3. Son olarak, ¢oziimlenmis mesaji bulmak icin d =
L7 (¥4, ..., Vy) hesaplamasi yapilir.

Ikinci adimdaki sifre ¢ozmede basarisizlik oram 1/q’dur.
Sifre ¢ozme isleminin ikinci basamagindaki lineer
sistemlerin y@, ..., y® gibi birden fazla ¢oziimii olabilir.
Boyle bir durumda bir dizi olasi sifresi ¢6ziilmiis mesaj elde
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etmek icin (her bir dizi i¢in) Giglincii adimin gergeklestirilmesi
gerekir. Daha sonrasinda bu diiz metinler teker teker
sifrelenerek hangisinin verilen sifreli mesaja karsilik geldigi
test edilir.

ABC sifreleme sisteminin uygulamasini yazmak igin gerekli

temel algoritmalar bulunmaktadir. Bunlar; GF(28) sonlu

cismi iizerinde “toplama”, carpma” ve “bdlme”

"

¢ikarma”,

islemleri, GF(ZB)’deki bir elemanin “tersini alma”, verilen
herhangi bir kare matrisin “tersini” ve “transpozunu” alma,

erhangi iki kare “matrisin ¢arpimini” bulma ve bir matrisin
herh: ki kare “mat ” bul b tr
“Echelon matrisini” hesaplamadir.

I11. ABC ALGORITMASININ UYGULANMASI

Bu boliimde, ABC kriptosisteminin farkli platformlar i¢in
uygulama detaylar1  verilmektedir. ABC  sisteminin
caligmasinda ii¢ ana asamasi bulunmaktadir. Bunlar “anahtar
tiretimi”, “sifreleme” ve “sifre ¢ozme”dir. Programin gerek
standart gerekse paralel uygulamasinda parametre kiimeleri
Tablo I’de verilmistir. Uygulama hem “Windows 8.1 x64”
hem de “Kali Linux 64-Bit 2018.2” isletim sistemlerinde

caligtirilmigtir.

Tablo I’deki degerlerin boyutu 4-byte (32-bit) seklindedir.
TABLO | Degerler Boyutu

S 8
N 64
M 128
CENTRAL_MAP_SIZE (Ortadaki 2080
Doniigiim)
PUBLIC_KEY_SIZE (Agik Anahtar 266240
Boyutu)
SECRET_KEY_SIZE (Gizli Anahtar 294912
Boyutu)

Performans iyilestirilmesinin en ¢ok gerekli oldugu kisim
anahtar tiretim kismmdir. Buradaki asimptotik karmasiklik, i¢

ice dort kez “for” dongiisii kullanildigindan O(n4)’dir.

A. Standart Uygulama

Standart uygulamada gerek 6n tanimli (define) gerekse
“Main()” fonksiyonu i¢inde tanimlamalar yapildiktan sonra
sirastyla “anahtar iiretimi”, “sifreleme” ve “sifre ¢6zme” igin
yazilan fonksiyonlari ¢agirarak uygulama gergeklesmektedir.
Boliim I1°de adlandirilan gerekli algoritmalarin bu ii¢ kisimda
(anahtar iiretimi, sifreleme, sifre ¢6zme) kag kez cagrildigi
Tablo II’de gosterilmistir. Cagrilma sayilari, her bir
fonksiyon igin genel (generic) olarak tanimlanan bir
degiskenin fonksiyon i¢inde arttirilmasi ile elde edilmistir.
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TABLO Il Fonksiyonlarin Cagirilma Sayist

Anahtar Sifreleme Sifre Toplam
Uretimi Cozme
Toplama | 4452352 0 286720 4739072
Cikarma 0 0 2064512 2064512
Carpma 107740992 532480 2617792 110891264
Bolme 0 0 16256 16256
Tersini 193 0 1 194
Alma
Matris 2 0 0 2
Tersi
Matris 257 0 0 257
Carpimi
Matris 1 0 0 1
Trans.
Denk. 128 0 0 128
Kats. He.
Echelon 0 0 1 1

B. Paralel Uygulama

Matris ¢arpiminin performansini arttirmak igin kod
optimize edilebilir ya da thread mantig ile paralel hesaplama
secenekleri kullanilabilir. Standart C fonksiyonlar: 1970°1i
yillarda tasarlandigi igin birden fazla thread ile
kullanilabilecek bicimde tasarlanmamistir.  Standart C
kiitliphanelerinin tek thread igin (single threaded) ve ¢ok
thread i¢in (multi threaded) iki versiyonu vardir ancak
kiitiiphane, UNIX ortaminda (dolayisiyla LINUX ortaminda
da) POSIX kiitliphanesi olarak ge¢mektedir ve bu
kiitiphanenin bas harfi olan P harfi ile thread kelimesinin
birlesmesinden tiiremistir (pthread).

Bir thread baglatildiktan sonra, hazir durumuna geger.
Zamanlama algoritmasma (scheduling algorithm) [13] bagh
olarak, ¢aligir duruma geger. Caligir durumdayken bir sebeple
bekleme durumuna gegebilir. Ornegin farkli bir thread’i
bekleyebilir veya bir sistem kaynagma erismek isteyebilir
veya belirli bir siire i¢in uyutulmus olabilir. Durma sebebi
ortadan kalktiktan sonra, hazir duruma geri geger ve hazir
sirasinda (ready queue) beklemeye baslar.

ABC algoritmasinin 6ncelikle anahtar {iretimi fonksiyonu
icinde gerekli olan matrislerin {iretimi ve degerlerinin
yazilmast islemlerinde kullanilir.
https://gitlab.com/ramcho/abc adresinden  erigilebilen
uygulama kodlarinda tanimlama blogunda kullanilan;

WORD S[VARIABLE*VARIABLE];

WORD INVS[VARIABLE*VARIABLE];

WORD INVT[EQUATION*EQUATION];

WORD T[EQUATION*EQUATION];
matrisleri genel tanmimlama igin “abc.h” isimli header
dosyasinin igine eklenmistir. Boylelikle bagimsiz olarak hem
threadler’de kullanilirken hem de fonksiyonlarda islemlere
girdiginde islenmis degerler kaybolmamaktadir.

Buradaki “S, INVS, T ve INVT” matrisleri ABC
sisteminin gergeklesmesi igin gerekli olan L; ve L,
matrislerini olusturulmasinda (tekil olmadig1 kontrol edilip)
S ile lineer doénlisimii baslatilmasinda ve T-1
hesaplamasinda kullanilmaktadir. Daha sonrasinda anahtar

iiretimi fonksiyonunun icinde asagidaki kod eklemesi yapilir.
pthread_t thread_id;

void *thread_result;

pthread_create( &thread_id, NULL, thread_routine, NULL );
pthread_join( thread_id, &thread_result);
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Burada oncelikle “thread id” isimli bir thread tanimlanir.
Benzer sekilde tipi “void” olan “thread result” isimli bir
igaret¢i tanimlanir. Pthread kiitiiphanesinde 6n tanimli olan
“pthread create” fonksiyonu ile olusturulan thread
algoritmaya tanitilir ve hangi fonksiyonu ¢agirmasi gerektigi
parametre olarak verilmektedir. En son satirda ise thread’i
cagirma islemi yapilmaktadir.

void *thread_routine(void* arg){
inteof =0, 1, j;
while (eof == 0) {
for (i =0; i < VARIABLE; i++) {
for (j =0; j < VARIABLE; j++) {
INVS[i * VARIABLE + j]
=S[i * VARIABLE + j] =rand() % FIELD;

b33
eof = matrixinv(INVS, VARIABLE);

}
eof=0;
while (eof == 0) {
for (i =0; i < EQUATION; i++) {
for (j =0; j <EQUATION; j++) {
INVTI[i * EQUATION + j]
=T[i * EQUATION + j] = rand() % FIELD;

1
eof = matrixinv(INVT, EQUATION);

b3

“*thread_routine” isimli fonksiyon “abe.c” isimli dosyada
main digsinda herhangi bir yere eklenir. Bu kod blogu
calistiginda “S, INVS, T ve INVT” isimli matrislere rastgele
degerler iiretilip atamasi yapilmaistir.

C. Karsulastirma

ABC kriptosistemi i¢in hazirlanan uygulama iki farkli
bilgisayarda ii¢ farkli ide ortaminda hem thread’siz hem de
pthread kiitiiphanesi ile denenmistir. Tablo 111’te kullanilan
bilgisayar Ozellikleri, derleme ortami ve isletim sistemi
bilgileri 6zetlenmistir.

TABLO Il Programin Caligma Ortam1

indeks | Bilgisayar Ram Derleme Isletim
Ozellikleri Ortami Sistemi

1 Intel(R) 12Gb | Visual Windows
Core(TM) i7- Studio, 2013 | 8.1
4500U CPU @
1.80GHz

2 Intel(R) 12Gb | Dev C++, Windows
Core(TM) i7- 5.6.1 8.1
4500U CPU @
1.80GHz

3 Intel(R) 8 Gb GCC, 8.3.0 Kali Linux
Core(TM) i3-
4000M CPU @
2.40GHz

Tablo 1V’te ABC kriptosistemi igin hazirlanan uygulamanin
hem thread’li hem de thread’siz olarak ii¢ farkli ortamdaki
toplam ¢aligma siireleri mikro saniye (us) cinsinden
verilmistir.

TABLO IV Programin Tamaminin Caligma Siireleri

Thread’siz Thread’li
indeks 1 4336000 us 3637000 ps
Indeks 2 1171000 ps 1125000 ps
indeks 3 1460734 us 1440778 s
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Tablo V’de ABC kriptosistemi i¢in hazirlanan uygulamanin
“sifreleme” ve “sifre ¢ozme” fonksiyonlarinin ¢aligma siireleri
ti¢ farkli ortam icin hem thread’li hem de thread’siz olarak
mikro saniye cinsinden verilmistir.

TABLO V Sifreleme ve Sifre Cozme Fonksiyonlarinin Calisma Siireleri

Thread’siz Thread’li
Sifreleme Sifre Sifreleme Sifre
Cozme Cozme
Indeks 1 16000 ps 132000 pus | 12000 ps 128000 us
Indeks 2 8000 us 28000 ps 4000 ps 24000 ps
Indeks 3 5458 us 30872 us 5428 ps 30620 us

Uygulamanin ¢aligtirilmasi  sonucunda elde edilen
stireler ve “Tablo II”de ayrintili olarak gosterilen ABC yapist
icin gerekli olan fonksiyonlarin “anahtar iiretimi”,
“sifreleme” ve “sifre ¢6zme”de kac¢ defa cagrildigimi ve
kullanildig1 sayilarak degerlendirilmistir. Thread’li veya
thread’siz olarak galistirilan kodda, fonksiyonlarin ¢agrilma
islemlerinde ¢ok az bir fark vardir, ancak siire bazinda
gelisme saglanmistir. Siire 6l¢limii ise Tablo IV’te her iki
kodda da ‘“anahtar {iretimi”’nden Once baslayip “sifre
¢O6zme”nin tamamlanmasiyla bitirilmigtir. Tablo V’de ise
sifreleme ve sifre ¢ozme olarak thread’li ve thread’siz olarak
Olclilmiistiir. Her ii¢ ortamda da GF(ZB)’de bir elemanin
tersini alma fonksiyonu thread’siz yapida 194 kez
cagirilirken thread’li yapida 193 kez ¢agrilmistir.

Indeks numarast1 1 olan derleyici ve bilgisayarda
thread’siz kodun ¢alismasi sonucu 4336000 mikro saniyelik
bir sonug elde edilmistir. Thread’li yapida ise 3637000 mikro
saniyelik bir sonu¢ elde edilmigtir. Burada thread’li yap1
sayesinde %16°lik bir zaman kazanimi saglanmustir.

indeks numarast 2 olan derleyici ve bilgisayarda
thread’siz kodun ¢alismasi sonucu 1171000 mikro saniyelik
bir sonug elde edilmistir. Thread’li yapida ise 1125000 mikro
saniyelik bir sonu¢ elde edilmistir. Burada thread’li yap1
sayesinde %41tk bir zaman kazanim saglanmustir.

Indeks numarast 3 olan derleyici ve bilgisayarda
thread’siz kodun calismasi sonucu 1460734 mikro saniyelik
bir sonug elde edilmistir. Thread’li yapida ise 1440778 mikro
saniyelik bir sonu¢ elde edilmistir. Burada thread’li yap1
sayesinde %1’lik bir zaman kazanimi saglanmistir.

Uygulamalarin ¢aligma ortamlar: fark etmeksizin, paralel
uygulamalar, performans olarak standart olanlarina gére daha
iyidir. ABC kriptosisteminin sifre ¢6zme asamasinda
kullanilan L, L, lineer doniisiimlerinin tanimlandig1 asama
bu farki olusturur. ABC kriptosisteminin uygulamasinda bu
asama “anahtar iretimi” fonksiyonu i¢inde
gerceklesmektedir. Paralel uygulamada L,,L, ve L7, L3t
dontigtimlerinin matris tammlamasi ve rastgele olusturulan
elemanlarmm atama islemleri thread yontemi ile
yapilmaktadir. Bu sayede 3 farkli ortam i¢in ortalama %7’lik
bir performans gelisimi saglanmustir.

Performans gelisimiyle veriler daha giivenli, daha hizli
sifrelenip iletilmekte ve ¢oziilmektedir. Bu sayede veriler
daha verimli sekilde kullanilip zaman kayb1 azaltilmaktadir.
Zaman kaybinin azaltilmasi, yliksek verimlilik ve gilivenlik
uygulamanin amacidir.
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Farkli ortamlarda farkli siireler elde edilmesini nedeni
oncelikle igletim sistemi farklihigidir. indeks numarasi 3 olan
bilgisayarda Unix tabanli “Kali Linux” isletim sistemi
bulunmaktadir. indeks numaras1 1 ve 2 olan bilgisayarlarda
ise “Windows” isletim sistemi bulunmaktadir. Isletim
sistemleri farkliligina ek olarak CPU mimarisi farklilig:
(Tablo III’te ayrintili olarak verilmistir) siire degiskenligini
etkilemistir.

Aym bilgisayar iizerinde ¢aligan Indeks 1 ve Indeks 2
numarali ortamlarda ise siire farkinin olusmasinin temel
sebebi; paralel programlamadir. Paralel uygulama ¢alismaya
basladiginda main igerisinde “anahtar liretimi” fonksiyonu
cagrildiginda ayni anda bir thread olugsmaktadir. Bu thread
programin ana akigindan farkli bir paralel yol izlemekte ve
yapmasi gereken islemleri tamamlayip tekrar ana akisa
donmektedir. Bu sayede “anahtar iretimi” fonksiyonu
igerisinde fazladan tanimlama ve Ozyinelemeli fonksiyon
cagirimi yapilmamis olur. Bir diger sebep ise farkli ide’ler
kullanilmasidir.  Visual Studio, Dev-C++’a goére daha
kompleks bir ide oldugundan galisma siiresinde farkliliga
sebep olmustur. “Anahtar Uretimi” fonksiyonunda kullanilan
matrislerin thread yapisi ile deger atanmasi sonucu Tablo
IV’te ayrintili olarak verilen siireler elde edilmistir.

IV. SONUC

Cok degiskenli acik anahtar sifreleme sistemlerinden biri
olan ABC sisteminin, kuantum hesaplama saldirilarina karsi
direng gosterebilecegine inanilmaktadir. Bu ¢alismada elde
edilen sonuglar neticesinde bilgisayarlarin ¢alisma ortami
fark etmeksizin thread’li bir yap1 ile gelistirilmis uygulama,
stire bazinda daha iyi sonuglar vermektedir. Bunun sebebi
uygulamada kullanilan thread sayesinde uygulamay1 zaman
konusunda yoran fonksiyon ve matris islemlerinin paralel
olarak hesaplanmasidir. Siire bazinda gelistirilmesi igin
thread yapisini sadece 6n tamimli degiskenler i¢in degil,
uygulamanin geneline entegre edilmesi daha iyi sonuglar elde
edilmesine olanak saglamigtir.

Daha sonraki ¢alismalar i¢in, temel ABC sistemi
algoritmasimi performans artiginin saglanmasi, asimtotik
karmagikligin azaltilmasi, farkli diller ig¢in yaziliminin
yapilmasi ve en son olarak da herhangi bir projede
kullanilabilir hale getirilerek kullanilmasi amaglanmaktadir.

TESEKKUR

Bu ¢alisma EEEAG-116E279 proje numarasi ile TUBITAK
tarafindan desteklenmistir.
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Docker Konteyner Teknolojisi Uzerine Yapilan
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A review on security studies of Docker container technology
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Ozet — Docker konteyner teknolojisi son yillarda kullanicilar
tarafindan ¢cok hizh sekilde kabul géren yazihm teknolojilerinden
birisidir. Yillardir benimsenen sanal makine kullanimina ¢esitli
alanlarda iistiin gelerek hizla yayginlasmistir. Yiiksek basarim ve
portatif olma ozellikleriyle olduk¢a kullanish olmasina karsin
konak isletim sisteminin ¢ekirdegini kullanmasi nedeniyle bircok
giivenlik  riskini  biinyesinde  barimndirmaktadir.  Isletim
sisteminden farkh olarak kullanicilar kendi imajlarim kolayca
olusturabilmektedir. Temel alnan imajlarda olusabilecek
giivenlik problemleri ve hatali yapilandirmalar gibi c¢esitli
sebeplerle Docker imajlari ve Docker’in aktif sistemlerde
kullanim1 bircok tehdite karsi agik kapilar birakmaktadir.
Docker konak isletim sistemi iizerindeki tehditler, Docker
mimarisindeki potansiyel riskler ve Docker imajlarmin analizi
iizerine gerceklestirilen giivenlik calismalar1 arastirilarak araclar
ve yontemler incelenmis; sonuclari degerlendirilmistir.

Anahtar Kelimeler — docker giivenligi, konteyner giivenligi,
devops, docker statik analizi.

Abstract — Docker container technology is one of the most
rapidly adapted software technologies in recent years. Containers
have swiftly become widespread use in many areas by
overcoming virtual machine usage. Despite it's performance and
portability features, usage of containers may be a high security
risk since containers use kernel of the host operations system.
Regardless of the host operation system, users are able to create
their own Docker images. These images can be created by
predetermined Docker base images thus, any security issue on
base image is directly inherited to newly created image.
Misconfiguration of docker images during creation or usage of
misconfigured docker containers on production systems may lead
to severe security threats. In this research, security threats on
host systems, potential risks of Docker architecture and static
analysis of Docker images are investigated, tools and methods
which are used on studies are examined and results discussed.

Keywords — docker security, container security, static analysis
of docker images.
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I. GIRIS

Konteyner teknolojisi yazilim siiriimlerini olusturma,
dagitim olarak c¢ikartma ve farkli konak igletim sistemleri
iizerinde galismasi 6zellikleri nedeniyle bir¢ok alanda degisime
yol agmustir. Yazilim siireclerini kolaylagtirmasi, performans
kaybin1 minimize etmesi, kolay tasinabilirligi, ¢oklu bulut
altyapilarina olanak saglamasi ve sunucu kaynaklarini
paylasimli kullanabilmesi gibi 6zellikleriyle oldukca genis bir
cevre tarafindan benimsenmekte ve kullanilmaktadir [1][2].
Konteynerlerin bir standart hale gelmesiyle ac¢ik kaynak
diinyasindaki 6nde gelen vakiflar ve kuruluglar bu teknolojiyi
destekleme karart almistir [2][3]. Konteyner teknolojisinin en
onemli iki 6zelligi; konak makinenin gekirdigini kullanmasi ve
ayni konak makine iizerinde ¢alistirilan farkli konteynerler
arasinda yalitim saglamasidir. Bu sayede konak ile
konteynerler arasinda ve konteynerlerin birbirleri arasinda
yalitim saglanarak saldirt yiizeyi daraltilmig olur. Tim bu
ozelliklerine ragmen konteyner teknolojisi giivenlik agisindan
sanal makine kullanimma gdre daha biiytik riskleri biinyesinde
barmdirmaktadir. Konteyner imajlarindaki potansiyel giivenlik
problemleri ve konak makine iizerindeki bir konteynerin ihlal
edilmesi ile olusabilecek tehditler bu risklerin baglicalar olarak
gbze carpmaktadir.

Bu calismada Docker konteyner teknolojisi iizerine yapilan
giivenlik ¢alismalar1 incelenerek konteyner mimarisindeki
temel problemler arastirilmigtir. Docker kullaniminin konak
makineye karsi potansiyel tehditleri, hatali yapilandirmalar
sonucu olugabilecek riskler ve konteyner imajlarindaki
zafiyetlerin statik analizi incelenerek degerlendirilmis; Docker
kullanimu tizerine 6neriler sonulmustur.

Caligmanin ikinci boliimiinde konteynerlerin tarihi ve
Docker mimarisinin tasarimi verilmistir. Ugiincii boliimiinde
konak isletim sistemindeki potansiyel giivenlik tehditleri
belirtilmis ve konak isletim sistemindeki giivenlik
sikilagtirmalarina  deginilmistir. Dordiincii boliimde Docker
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mimarisindeki kusurlar tizerine gerceklestirilen ¢aligmalara yer
verilmigtir. Besinci boélimde Docker imajlart {izerinde
gerceklestirilen statik imaj analizi ¢aligmalar1 incelenmistir.
Altincet boliimde incelenen caligmalar hakkinda
degerlendirmeler yapilmistir.

II. KONTEYNERLERIN TARIHI VE DOCKER MIMARI
YAPISI

Konteynerler, Linux isletim sistemi ile ¢ekirdegi sayesinde
daha basit ve dogrudan sanallagtirma imkéani1 sunarak yiiksek
basarim kazanci ve kolay kullanim olanagi saglamaktadir.
Konaktan bagimsiz c¢alisan konteynerler farkli ortamlara
taginabilmekte veya kaynak ihtiyacinin degismesi durumlarina
gore hizli adaptasyon saglayabilmektedir. Konteynerlerin ilk
ilkel 6rnekleri 2000 yilindaki SELinux'a dayanmaktadir [4].
Daha sonra ¢ikan LXC teknolojisi ile siiren bu gelisim 2014
yilinda ilk kararli siirimii yaymnlanan Docker ile pekismistir.
Devam eden siirecte ilgili kuruluslar tarafindan agik kaynak
olarak desteklenerek gelisimini siirdiirmektedir. Docker, 0.9
stirimiine kadar LXC teknolojisini temel almakta ve varsayilan
strticisii olarak LXC’yi kullanmaktayd: [5]. Tespit edilen
giivenlik ihlalleri nedeniyle bu altyap1 degistirilmistir.

Docker konteynerleri LXC konteynerlerine benzer bir
yapida caligmaktadir. Docker kiitliphane olarak libcontainer
kullanirken; LXC, liblxc kullanmaktadir [5-7]. Cekirdek
bagimliliklar1 ayni iken Docker, konak cerkideginde 3.10 ve
lizeri  siiriimlerde  calisabilmektedir.  Diger  yazilim
bagimliliklar1 agisindan Docker, LXC’den farkli olarak
iptables, perl, AppArmor ve sglite gerektirmektedir [7].

Docker mimarisi gesitli bilesenlerden olusmaktadir. Bunlar,
Docker istemcisi, Docker Daemon (yonetim) uygulamasi ve
Docker kayit bilesenleridir. Istemci sayesinde kullanicilar
Docker motoru ile etkilesime gegebilmektedir. Bu iletisim
Docker Daemon araciligiyla bir HTTP protokolii kullanan
RESTful API kullanilarak gergeklestirilmektedir. RESTfull
API sayesinde bu iletisim ayni makine iizerinde veya uzak
baglanti kurulan bir makinede gergeklestirilebilir. Docker kayit
bileseni imajlarin saklandig1 bilesen olarak gorev almaktadir.
Docker i¢ yapisi ve bilesenleri Sekil 1°de gosterilmektedir.

Konteyner imaj

Ag Veri bolimleri

REST API

y R
4 h
v \

Sunucu \
|Docker yénetim |

\ y

Sekil 1. Docker motoru yapisi [4]

Docker cevresel elemanlarindan ag yapisi, konteynerler,
imajlar ve veri depolama bdliimleri kullanici tarafindan Docker
yOnetim birimi araciligtyla yonetilmektedir [4].
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Konteynerler, bir veya birden fazla Docker imaj1 kullanarak
olusturulabilirler. Dockerfile isimli yonergeler iceren dosya ile
imajlar konteyner haline doniiserek calisir bir servis haline
getirilebilmektedir. Kullanicilar kendi imajlarini olusturabildigi
gibi Docker firmasi tarafindan yonetilen DockerHub
iizerindeki resmi imajlar veya diger kullanicilar tarafindan
olusturulan imajlar kullanilarakta imaj veya konteyner
olusturulabilir.

I11. SAVUNMANIN iLK HATTI KONAK ISLETiM
SISTEMI

Docker Kkonteynerlerin olusturuldugu, calistirldigr ve
birbirleri ile iletisime gegtikleri makineye konak isletim sistemi
denilmektedir. Genellikle Linux isletim sistemi ve ¢ekirdegi
iizerinde c¢alisan konterynerler ¢esitli yontemler ile MAC ve
Windows tabanli isletim sistemlerinde de ¢alisabilmektedir [8].

Konteynerlerin  i¢  gilivenligini  saglamadan  once
konteynerlere tam erisime sahip konak makinenin giivenligini
saglamak daha biiyiik 6neme sahiptir.

Atilacak ilk adimlardan birisi Docker Daemon biriminin
iletisim baglantilar1 ~ sifrelenerek daha giivenli iletisim
kurulmasidir. Docker firmasi tarafindan gelistirilen konak
ortamlarint olusturmakla birlikte iletisimi saglayan Docker
Machine uygulamasi agik kaynak olarak sunulan bir aragtir.
Docker Machine ile konak ortamlari giivenli bir sekilde
olusturulabilmekte ve siiregelen iletisim trafigi TLS
mekanizmasi ile sifrelenebilmektedir [8][9]. Bu sayede kurulan
baglantrya ekstra bir giivenlik katmani saglanmaktadir.

Konak isletim sistemleri olarak 6ziinde sanallastirmada ve
sanal makine olarak kullanilan Debian, Ubuntu, Redhat ve
CentOS dagitimlar1 kullanilmaktadir. Bu isletim sistemleri ¢ok
amacl kullanilabilirlik 6zellikleri nedeniyle biinyelerinde
yiizlerce paket barindirmaktadir. Docker konak olarak
kullanilmasi diigiiniilen isletim sistemi bu paketlerin birgoguna
ihtiyagc duymaz. Ihtiyag duyulmayan paketlerde zamanla
dogacak giivenlik tehditleri biitiin sistemi tehlikeye atacak risk
tagimaktadir. Bu nedenle Docker konak igletim sistemi olarak
kullanilmak iizere CoreOS ve Alpine Linux isletim sistemleri
dogmustur [1]. Bu dagitimlardaki daha asgari paket sayisi ile
gerekli islemler ve siirecler eksiksiz gerceklestirilebilmektedir.
Bu igletim sistemleri gelistirilirken canli yama [8] yapabilecek
sekilde gelistirilmistir. Bu sayede otomatik giincelleme
mekanizmalartyla giivenlik tehditlerine karsi hizli tedbir
alinmasina olanak saglanmistir.

A. Linux Cekirdegi Giivenligi

Docker motoru mimarisi geregi Linux isletim sistemi
iizerinde ¢ekirdege en uzak katman olan Ring 3’te
caligtirilmaktadir [1][10]. Fakat c¢ekirdek kullanimi ve
kabiliyetleri konak igletim sistemi seviyesinde c¢alismasi
gerekliligi nedeniyle Ring 0 seviyesinde galisir ve bu seviye
tiim haklara sahiptir. Docker ¢alisma seviyesi ve konak isletim
sistemi ile baglantis1 Sekil 2’de gosterilmektedir. Yapilan
aragtirmalara gore bu seviyedeki ¢alisma yetkinligi nedeniyle
konteynerler ile konak igletim sistemi arasindaki trafigin
dinlenebilecegi belirtilmistir [10].
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Konteyner 1

Konteyner 2 Konteyner N

Sekil 2. Docker ¢alisma seviyesi [10]

Docker motorunun Ring 3 seviyesinde ¢alismasi ayni

seviyede calisgan diger uygulamalar tarafindan da
etkilenebilecegi anlamima gelmektedir. Konak iizerindeki
herhangi bir uygulamanmn konteynerin c¢alisan iglemini

maniipele etmesi s6z konusudur.

Ring 0 seviyesindeki c¢ekirdegi kullanmasi nedeniyle
konteynerler iizerinden hafizanin (memory) manipiile edilmesi
yontemiyle konak makine Tlzerine gecis yapilabilmesi
saldirilart Docker giivenlik ¢aligmalari tarafindan en tehlikeli
goriilen yontemlerden birisidir [10]. Cesitli kaynaklarda bu
durumun olasi riskler arasinda en kritik olarak degerlendirilen
oldugu belirtilmektedir. Docker ve Docker kiitiiphanesi olan
libcontainer’i ilgilendiren 11 farkli giivenlik agig1 tespit
edilebilmistir [12]. Docker 1.10 siiriimii ile konteyner
icerisindeki iglem (process) ile konak tizerindeki islem
ayrilarak farkli isim-uzayinda (namespace) caligtirilmaktadir
[13]. Bu da konteyner — konak yalitimi i¢in 6nemli bir giivenlik
mekanizmast sunmaktadir. Docker caligma mantif1 geregi
islemler arasi yaliim da saglamaktadir. Her bir konteyner
sadece kendi islemi dahilinde yazma ve okuma siireglerini
gerceklestirebilmektedir. Bunun i¢in Linux g¢ekirdediginde her
konteyner igin ayri islem; her iglem igin ayri isim-uzayi
olusturur bu sayede islemler arasi yalitim saglanmis olur.
Konteynerlerin birbirleri ile iletisim kurma ihtiyaglari dogmasi
halinde arasi belirli kurallar ¢ercevesinde  iglemler-arast
iletisim (inter-process communication) gergeklesebilir [12].

Cekirdek seviyesinde gilivenlik igin c¢esitli yamalar ve
uygulamalar gelistirilmektedir. Caligma ortamu igin gelistirilen
bu uygulamalardan SELinux, AppArmor, LoadPin, Smack,
TOMOYO, YAMA giivenlik mekanizmalarmin uygulanmasi
onerilmektedir [8, 14-16].

Intel firmas:1 kendi iiretimi olan islemciler {izerinde calisan
konteynerlerin islemlerini dis tehditlere karst yalitimini
saglamak i¢cin SGX mekanizmasin1 gelistirmistir [16]. SGX
mekanizmasi farkl seviyelerde calisan uygulamalar icin ekstra
bir katman getirmektedir [17]. Islemci seviyesinde gerceklesen
ve bir kapsiilleme mekanizmasi gibi ¢aligan bu yontem ile az
da olsa performans kayb1 yasanmakta iken saldirt yiizeyi konak
isletim sistemi ve Hypervisor olan saldirilara karst etkili
olmadigi belirtilmektedir [1][18].

IV. DOCKER MIMARIiSi GUVENLIGI

Docker bilesenleri agik kaynak ekosistemi sayesinde
oldukca gelismis ve cesitli giivenlik mekanizmalar1 bu siiregte
standart haline gelmistir. Docker kurulumu mimarisindeki
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konteyner yalitimi geregi bir sikilastirma uygulanmadig:
takdirde dahi belirli bir c¢ercevede giivenlik 6nlemini kendi
biinyesinde barindirmaktadir. Varsayilan olarak uygulamalar
kendi dosya sistemlerinde ¢alistirmasi, farkli uygulamalar i¢in
farkli kullanicilar atamast ve Linux’un kabiliyetlerinden olan
chgroups ve isim-uzay1 kullanmasi giivenlik agisindan
Docker’1 bir adim &teye tagimaktadir [8][10][12][14][19].

Docker, TUF (The Update Framework) mekanizmasini
kullanarak uygulamalarin son giincel siirlimiiniin elde
edildigini dogrular. Bu mekanizma kullanilan igeriklerin
giivenilir kaynaklardan elde edildiginden emin olunmasini
saglamaktadir. Notary (noter) aract bu uygulamalardan bir
tanesidir. Agik kaynak bir uygulama olan Notary ile
kullanicilar kendi anahtarlarin1 kullanarak imzalama islemleri
gerceklestirebilmekte  ve  imaj  sahteciliginin  Oniine
gecilebilmektedir [8][13][20]. DockerHub veya bagka bir
Docker imaj deposu i¢in bu anahtar-imza mekanizmasi
kullanilarak dogrulama siireci ile biitiinliik saglanabilmektedir.

Varsayilan olarak bir konak iizerindeki tiim konteynerler
birbirleri ile iletisime gegebilecek sekilde ag yapilandirmasina
sahiptirler. Tiim konteynerler i¢in bu tiir bir gereksinim
bulunmamasi halinde bu yapilandirma degistirilebilmektedir.
Test i¢in eklenmis ve unutulmus konteynerler bu konuda
6nemli bir risk tegkil etmektedir.

Docker konteynerleri varsayilan olarak okuma, yazma ve
calistrma haklarma sahip bir sekilde icindeki uygulamalar
kullanima sunmaktadirlar. Bu da konteynerlerin ¢alisma aninda
iceriginin  degisebilecegi  anlammna  gelmektedir.  Bir
konteynerin ¢alisgma aninda isledigi verileri konteyner
icerisinde bir alana kaydetmesi bu verilerin kaybolmasi riskini
dogurmaktadir. Diger bir agidan ele gegirilenbir konteynere
zararli igerik yiiklenilmesi durumunda bu konteynerler
biinyesindeki zararli igerikle birlikte kapatilacak, agilacak veya
taginarak calistirilmaya devam edecektir. Bu durum konak,
diger konteynerler ve zararli bulastirilan konteyner igin
oldukga tehlikelidir. Docker bu tiir risklere kars1 sadece-okuma
(--read-only) modu gelistirmigtir [1,7-8,13]. Fakat, baz
uygulamalar ¢aligma aninda okuma-yazma islemine ihtiyag
duyduklarindan sadece-okuma izni verilerek calistirillmak
istenilen konteynerler c¢alismayacak veya islemleri yerine
getiremeyecektir. Bu durum icin de konak isletim sistemi ile
gecici okuma yazma ihtiyact olan konteynerler arasinda
paylasimli bir dizin kullanima sunulabilmektedir. Kalic1 olmasi
gereken veriler iginde benzer bir yontem uygulanabilmektedir.
Bunun sonucunda ise konteyner {lizerinden konak isletim
sistemine gecis kolay hale gelerek ortaya yeni bir risk
¢ikacaktir. Bu riski Onlemek igin ise konak iizerindeki
paylasimli klasoriin Linux gecici veri tutan klasorlerlerinden
birisi olarak ayarlanmasi 6nem arz etmektedir.

Docker konteyner dizin yonetiminde oldugu gibi ag
iletisiminde de benzer bir yontem kullanilmakta ve gesitli
giivenlik problemleri yer almaktadir. Docker ag baglantisini
varsayilan olarak sanal ethernet kopriisii (virtual ethernet
bridge) olarak atamaktadir [21]. Her konteyner icin ayr1 bir ag
katmani olusturmakta ve her bir konteynere ayr1 IP adresi, ayri
yonlendirme tablosu ve ag aygitt atamaktadir. Bu sayede
konteynerler birbirleri arasinda ag arayiizlerine baglanarak
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iletisim kurabilmektedir. Varsayilan olarak atanan bu ag
arayiizleri “ortadaki adam” ve ARP sahtekarligi (spoofing)
saldirilarma  karsi konteynerleri savunmasiz birakmaktadir
[22][23]. Bu tiir saldirilara karsi savunma sunan ¢oziimler ve
mekanizmalar bulunmaktadir. Docker ag baglantis1 yontemi
degistirilebilecegi gibi Cilium, Calico ve AppArmor gibi ¢esitli
harici araglar ile bu giivenlik mekanizmasinin saglanabildigi
belirtilmektedir [24]. Cilium bu islemi BPF ismi verilen bir
yontem ile gergklestiritken bu kabiliyeti ancak Linux
cekirdeginin  4.8.0 versiyonundan sonraki dagitimlarda
saglayabilmektedir. Calico ise bu siirecleri bir giivenlik duvari
gibi  c¢alisarak ve erisim kontrol listeleri tutarak
gerceklestirebilmektedir [25].

V. IMAJLARIN STATIK ANALIZI

Docker  imajlarinin  igerigindeki  paketlerin  ve
uygulamalarin istverilerinin (metadata) elde edilerek bilinen
acikliklar veritabaninda (CVE) karsilagtirilmast ile imajlarin
sahip oldugu aciklarin bilgisinin elde edilmesi islemine
imajlarin statik analiz denilmektedir. Daha sonra bu agikliklar
sayilarina ve kritiklik seviyelerine gore incelenerek imajlar
iizerinde degerlendirmeler yapilmaktadir. Imajlarin  statik
analizi i¢in en yaygm kullanilan acik kaynak uygulamalar;
Clair, OpenSCAP, Falco, Dagda, BanyanOps Collector,
Dockscan, Anchore ve hub-detect-ws uygulamalaridir.

Docker firmasi tarafindan sunulan imaj deposu olan
DockerHub iizerinde Temmuz 2019 itibariyle yaklagik 2.5
milyon Docker imaji yer almaktadir [26]. Bu imajlardan bir
kism1 Resmi Otorite imaji, bir kismi Docker firmasi tarafindan
onayli ireticisi firma tarafindan derlenen imajlardir. Geriye
kalan tiim imajlar kullanicilar tarafindan olusturup génderilmis
imajlardir. Ornek olarak Nginx web sunucusu imaj1 46 bin imaj
isminde ge¢mektedir. Fakat bunlardan sadece 2 tanesi
onaylanmis firma tarafindan gonderilmis, 1 tanesi de Nginx
iiriinii sahibi firma tarafindan yiiklenmis imajdir. Kalan tiim
diger imajlar kullanicilarin paylastigi imajlardir.

Kullanicilar tarafindan kullanilabilen DockerHub, resmi
imajlar ve kullanicilar tarafindan olusturulmus imajlarm yani
sira “zehirlenmis imajlar” [7][8][11][13] da icermektedir.
Yapilan caligmalara gore kullanicilar tarafindan gonderilen
bazi imajlarin belirtilen amaci gergeklestirmesinin yani sira
zararli igerik yayma amaciyla olusturuldugu tespit edilmistir.
Docker firmasinin icretsiz olarak sundugu hizmet ile ticari
imaj depolarindaki imajlar bilinen zafiyetlere karsi siirekli
olarak taranmaktadir. Tiim kullanicilara agik imajlar i¢in bu
mekanizma sunulmamaktadir.

Statik kod analizi gergeklestirilerek yapilan caligmalar en
sik kullanilan resmi imajlarda dahi birgok zafiyetin ve bilinen
acikliklarin yer aldigini gostermektedir. Duarte ve arkadaslar
tarafindan yapilan bir c¢aliymaya gore her imajda bir tanesi
kritik seviyeli agiklik olmak {izere toplamda ortalama 70 adet
acikligin yer aldigini gdstermektedir [9].

BanyanOps araci kullanilarak gergeklestirilen bir ¢alismaya
gore ise resmi imajlarin %30’unda kritik seviyede agiklik
bulundugu sonucu elde edilmistir [27].

Statik zafiyet analizi gergeklestirilen farkli bir caligmada ise
OpenSCAP uygulamast ve Vulners c¢evrimi¢i uygulamast
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degerlendirilmis fakat OpenSCAP uygulamasmin sadece
RedHat tabanli imajlar1 desteklemesi; Vulners uygulamasinin
ise Alpine Linux tabanli imajlar1 desteklememesi nedeniyle bu
uygulamalarm kullanilamadigi belirtilmistir [28]. Outpost24
isimli ticari bir ara¢ kullanilarak en popiiler 1000 imaj
arasindan isletim sistemi desteklenen 831 adet imajin statik
analizi gerceklestirilmistir. Isletim sistemleri arasinda %35
oran ile en ¢ok tercih edilen igletim sisteminin Ubuntu oldugu
belirtilmistir. 169 imaja ait igletim sistemi {stverisinin
bilgisinin elde edilemedigi; 44 imajin isletim sisteminin ise bu
uygulama tarafindan desteklendigi belirtilmistir.

TABLE I. OuTtposT24 ARACI ILE TARANAN ISLETIM SISTEMLERI [28]

Dagitim Sayisi
Ubuntu 289
Alpine Linux 239
Debian 225
CentOS 34
Diger 44
Toplam 831

Taranan 1000 imaj {izerinden tespit edilebilen degerler
Taranan 787 imaj ilizerinden oran olarak en ¢ok agiklik
bulunan isletim sisteminin Debian oldugu tespit edilmistir [28].
Tespit edilen agikliklara dair bilinan agikliklar veritabanindanki
kritiklik seviyesi gbz oniinde bulundurularak derecelendirme
yapilmugtir. Uzaktan kod caligtirilmasina olanak saglayan
agikliklar igin en kritik agiklik degerlendirilmesi yapilmaktadir.
Tespit edilebilen agikliklarin  isletim sistemlerine ve
acikliklarin kritiklik seviyelerine gore dagilimi Tablo 2’de
gosterilmektedir.

TABLE Il. ACIKLIKLARIN ISLETIM SISTEMINE GORE DAGILIMI [28]

Dagitim Elde Edilen istatistik
Toplam agikltk En kritik acikliklarin oranm
Ubuntu 65314 %78
Debian 46 667 %83
CentOS 774 %29
Alpine Linux 283 %0
Toplam 113038 %54

Elde edilen degerlerin ve istatistiklerin dogrulamasi ayrica
bir zafiyetli igletim sistemi imaj1 olusturarak test edilmis ve
dogrulanmustir [28]. Istatistiklere gére imajlarmn %70’inin
yiiksek seviye; %54’linilin ise kritik seviye giivenlik agigina
sahip oldugu belirtilmektedir [28]. Bu degerlerin BanyanOps
kullanilarak gerceklestirilen ¢aligmadaki istatistiklerden daha
yiiksek oldugu karsilagtirmas: ¢ikartilmaktadir. Degerlere gore
Alpine Linux isletim sisteminin diger igletim sistemlerine gore
daha giivenli oldugu vurgulanmustir.

Tak ve arkadaglar tarafindan gergeklestirilen c¢aligmada
imaj olusturmada kullanilan igletim sistemlerinin igerdigi
paketlere gore zafiyet sayilart ve oranlart tespit edilmistir [29].

33



Uluslararasi Bilgi Giivenligi ve Kriptoloji Konferansi

Taranan toplam 10.000 imajin isletim sistemlerine gore
dagilimi daha 6nceki ¢aligmalara gore yiiksek oranda farklilik
gostermistir. Bunun sebebi olarak ilk 1000 imajin yogunlukla
resmi ireticiler tarafindan olusturulan imajlar olmasi sebebiyle
kaynaklandigi  disliniilmektedir.  10.000 imajin isletim
sistemlerine gore dagilimi Tablo 3’te gosterilmektedir.

TABLE I1l. DockerHUB UzERINDEKI EN POPULER 10.000 IMAJIN
ISLETIM SISTEMLERI [29]

Dagitim Sayisi Oram
Debian 3189 %31.7
Alpine Linux 2896 %28.8
Ubuntu 2634 %26.1
CentOS 766 %7.6

Taranan 10.000 imaj tizerinden tespit edilebilen degerler
Alpine Linux, Debian ve Ubuntu isletim sistemlerinin
10.000 imaj arasindan toplamda %87°lik bir paya sahip oldugu
kaydedilmistir. Taranan 10.000 imaj igerisindeki zafiyete sebep
olan en ¢ok 10 paketin listesi elde edilmistir. Buna gore
acikliga sebep olan Perl yazilim paketinin ilk 10.000 imaj
arasinda en yogun kullanilan paket oldugu tespit edilmistir
[29]. En sik kullanilan ilk 10 zafiyetli paket Tablo 5’te
gosterilmektedir.

TABLE IV. ENSIK KULLANILAN iLK 10 ZAFIVETLI PAKET LISTESI [29]

Paket Bulundugu imaj Sayist Orani
perl 3122 %47.4
sensible-utils 3007 %45.6
openssl| 2845 %43.2
libssI1.0.0 2400 %36.4
curl 2385 %36.2
libxmlI2 2064 %31.3
libtasn1-6 1947 %29.5
gnupg 1926 %29.2
libgrypt20 1867 %28.3
wget 1845 %27.8

Paketlerin isletim sistemine goére dagilim incelendiginde
Ubuntu’nun libssl1.0.0, Debian’mn openssl ve CentOS’un
libstdc++ paketleri nedeniyle genellikle zafiyetli olarak
isaretlendigi gortilmiistiir. Taranan 10.000 imajin arasindan
%99’unun en az bes Docker uyumluluk kuralina uymadigi;
tim imajlardan %92’sinin ortalama 10 zafiyeti biinyesinde
barindirdig tespit edilmistir [29].

Zerouali ve arkadaglari tarafindan gerceklestirilen Debian
tabanli imajlarin statik analizi yapilarak {izerlerindeki hatali
paket ve kod pargacigi iceren imajlar hakkinda ¢ikartimlar
gerceklestirilmistir. Elde edilen tespite goére 7380 en popiiler
imajin tamaminda en az bir kritik seviye zafiyet oldugu
belirtilmistir [30]. Bu durumun sebebi olarak Debian’in son
stirimii olan Stretch dagitimmi kullanan imajlarin dahi eski
stirim paketler igerdigi ve bu paketlerin giincellenmemesi
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nedeniyle bu yonde bir sonug elde edildigi kaydedilmistir. Ek
olarak hatali kod pargacig1 igeren paketlerin ¢éziimiiniin heniiz
paket iireticisi tarafindan giderilmedigi bilgisi belirtilmektedir.

Ozel bir yontem gelistirilerek statik imaj analizi
gerceklestirilen farkli bir g¢alismada 85000 imajin farkli
versiyonlariyla birlikte 356000 dagitimi analiz edilmistir [31].
DIVA ismi verilen bu yontem olarak DockerHub iizerindeki
imajlar1 kesfetmekte, indirmekte ve analiz etmektedir [31].
Clair tarama uygulamast 1.0 siirimii ve veritabani olarak
PostgreSQL Docker imaji1 tercih edildigi belirtilmistir. Clair,
imajin icerigindeki paket siirlimleri ve isletim sistemi
iistverisini dikkate alarak zafiyet veritabanlarindan eslestirme
yontemi ile ¢ikti vermektedir. Caligmada belirtildigi kadariyla
Ubuntu CVE, Debian ve RedHat Giivenlik Takip sistemini
kullanarak  eslestirmeler  gergeklestirmistir.  Imajlardaki
acikliklara en ¢ok sebep olan paketlerin; glibc, util-linux,
shadow ve perl oldugu tespit edilmistir. Calismada giivenlik
acikliklar1 ile imajlarin glincellenme sikliklart arasindaki
iliskiye deginilmis ve ¢iktilar yorumlanmugtr.

e Imajlarin tiim siiriimleri g6z oniinde
bulunduruldugunda dagitim bagma ortalama 180
aciklik goriilmektedir.

e Imajlarm %S50’si son 200 giin, %30’u son 400 giin

igerisinde bir glincelleme almamistir.

e Cogu aciklik imajin olusturuldugu temel imajdan

kaynaklanmaktadir.

Gergeklestirilen farkli bir statik analiz ¢aligmasinda
imajlarin siirtimleri arasinda agiklik olarak ¢ok fazla farkliliklar
olabilecegi gorilmistir [32]. Bu durumun sebebi ise
uygulamalarin bazi siiriimlerinin heniiz gelistirme agamasinda
oldugu ve aktif kullanim igin uygun olmadig1 belirtilmektedir.
Node isimli programlama dili uygulamasinin farkli siirtimleri
arasindaki  acikliklik  sayilart  dagilimi  Sekil  3’de
gosterilmektedir [32].

600 582
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300

200

100 71

Bl
0

node:10 node:10-slim node:10-alpine

Sekil 3. Node uygulamasimin farkli siiriimlerindeki a¢iklk sayilar:
[32]

Node uygulamast DockerHub sayfasi {izerinde ilgili
uygulamayr kullanacaklar i¢in 10-alpine etiketli siiriimiin
kullanmas1 uyarist yer almaktadir. Diger siiriimlerin heniiz
gelistirme asamasinda oldugunu diisiiniilerek tercih edilmemesi
giivenlik agisindan dneme sahiptir.
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A. Docker Mimarisi Statik Kod Analizi

Docker mimarisi iceriginde 2014-2019 yillart arasinda 20
adet zafiyet tespit edilmistir [33]. Bu zafiyetlerden iki tanesi en
iist seviye olan 10 seviyesi agiklik; dort tanesi ise yedi seviyesi
aciklik olarak kayda gecmistir.

Go programlama dili ile yazilmig olan Docker mimarisinin
kodlarmin statik analizinin gergeklestirildigi ¢alismaya gore
kod mimarisinde bir giivenlik problemi bulunamadigi
belirtilmistir [9]. Buna karsin kod yapisinda ¢esitli bosluklarin
oldugu ve buna ek olarak statik kod analizi gergeklestiren Go
Meta Linter ve Go Reporter uygulamalarinin yeterince basarili
olmadiklar1 sonucuna ulagilmstir [9].

VI. SONUC VE DEGERLENDIRME

Yapilan arastirmalar sonucunda Docker konteyner
uygulamasini iizerine gergeklestirilen giivenlik caligmalart
incelenerek tespit edilen gilivenlik tehditleri ve riskler
incelenmigtir.

Konak isletim sisteminin giivenliginin saglanmasi iizerine
yapilan ¢aligmalarda  genellikle c¢ekirdek sikilastirma
mekanizmalar1 iizerinde duruldugu goriilmektedir.
Konteynerlerin iizerlerinde bulunduklar1 konak isletim sistemi
cekirdegini kullanmasi performans agisindan biiyiik katki
saglasa da giivenlik agisindan daha biiytik riskler tasimaktadir.

Docker’in kod mimarisi tizerine gergeklestirilen ¢aligmalara
gore ilk kararli siiriimii iizerinden bes yil gegmesine ragmen
heniiz bosluklarin yer aldigi belirtilmektedir. Giincel
stirimiinde aktif ¢alismasini etkileyecek bir sorun veya tehdit
yer almadigi belirtilse sifirmnet giin agiklari i¢in Onleyici
¢oziimlerin gelistirilmeye ¢alisildig goriilmektedir.

Docker iizerine gergeklestirilen giivenlik ¢alismalarinin
yogunlukla imajlarin  statik  analizi {izerine oldugu
kaydedilmistir. Ticari ve agik kaynak olmak fiizere g¢esitli
uygulamalarin gelistirildigi gOrilmiistiir. Konteyner
uygulamalarindaki farkliliklar nedeniyle belirli testlerin
uygulanamamas1 kullanicilar1 imaj bilgilerinden elde edilen
veriler sonucunda bilgi edinmeye gotiirmiistiir. imajlarin
icerigindeki paketlerin ve uygulamalarmn iistverileri ile isletim
sistemi bilgileri incelenerek bilinen agikliklar veritabanlarindan
elde edilen karsilastirmalar ile sonuglar elde edilebilmektedir.

Elde edilen istatistikler Docker teknolojisindeki en biiyiik
riskin giivenilir kaynaklardan elde edilmeyen imajlar oldugunu
acik bir sekilde gostermektedir. Imajlarin giincel tutulmasi ve
derlenmeleri sirasinda Docker uyumluluk kurallarina uyularak
derlenmesi onerilmektedir.

Gergeklestirilen c¢alismalar Docker firmasinin giivenlik
acisindan lizerine diisen gereklilikleri sagladigi fakat konak
isletim sistemi, konteyner icerisindeki yazilim kiitiiphaneleri
gibi Docker harici faktorlerin gilivenlik konusunda biiyiik
riskler teskil ettigi tespit edilmistir. Kullanicilarin Docker
kullanimi  konusunda  bilingli  bir  sekilde  gerekli
yapilandirmalar1  saglamasi, konak gilivenligi ve imaj
giivenilirligi konusunda dikkatli olmasi durumunda giivenligin
belli bir seviyede saglanabilecegi sdylenebilmektedir.

fleri caligmalarda Docker imajlarini statik olarak analiz
etme islemi i¢in incelenen c¢aligmalardaki iistveri bilgisi
kullanimindan farkli bir metod gelistirilmesi diisiiniilmektedir.
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Abstract—The Internet has many backbone components on
top of which the whole world is connected. It is important to
make these components, like Border Gateway Protocol (BGP),
Domain Name System (DNS), and Public Key Infrastructure
(PKI), secure and work without any interruption. All of the
aforementioned components have vulnerabilities, mainly because
of their dependence on the centralized parties, that should be
resolved.

Blockchain is revolutionizing the concept of today’s Internet,
primarily because of its degree of decentralization and security
properties. In this paper, we discuss how blockchain provides
nearly complete solutions to the open challenges for these network
backbone components.

Keywords—Blockchain, Internet, BGP, DNS, PKI.

Oz—Diinya capinda baglant1 saglayan Internet cesitli omurga
bilesenlere sahiptir. Simir Gegidi Protokolii (BGP), Alan Adi
Sistemi (DNS) ve Acik Anahtar Altyapis1 (PKI) gibi bilesenlerin
giivenli hale getirilerek ve kesintisiz calismalarinin saglanmasi.
Bu bilesenlerin o6zellikle merkezi otoritelere olan bagimhhiklar:
nedeniyle coziillmesi gereken zayif noktalar1 vardir.

Parga zinciri dagiik calisma ve giivenlik ozellikleri ne-
deniyle giiniimiiziin Internet kavraminda devrim yaratan bir
yapidir. Bu makalede, parca zincirinin belirtilen omurga
bilesenlerdeki sikintilara nasil neredeyse biitiinciil ¢oziimler
sundugunu tartisiyoruz.

Anahtar Sozciikler—Parca Zinciri, Blokzincir, Internet, BGP,
DNS, PKI.

I. INTRODUCTION

The first design of the Internet was presented as a centralized
single entity. With time, the Internet was divided into sub-
systems (e.g., DNS, BGP, PKI). Still, these components were
built on a centralized architecture. This introduces security,
privacy, and performance issues such as a single point of failure,
trust issues, high latencies, and storage [1]. This results in these
centralized services getting hacked frequently. Efforts were put
in to make the services distributed [2]. These improved the
Internet by solving the above-mentioned challenges but intro-
duced new types of issues like scheduling, resource allocation,
coordination, device management, scalability, security, trust,
and multiple weak points of contact for attackers [2]. The
overall performance was decreased because of the replication
of work, backups, and the communication of distributed parts
of the overall system [2]. Recently, blockchain-based solutions
were introduced, with the goal being improving security while
keeping the speed, cost and correctness comparable to the
legacy components presented in Table I. We can see that
the current protocols take less time and cost (as most of the

Table I: Legacy Protocol Performance

Protocol Time per Security Correctness | Cost
query
DNS 0.048s ! . Needs High Low
improvement
38s
BGP for 100% 2 | . Needs High Low
: improvement
propagation
pkr | Withinfew 5} Needs High Low
milliseconds improvement

vendors have already implemented them) and achieve the de-
sired (correct) results. For example, DNS protocol will always
give the IP (Internet Protocol) address of the domain name,
unless it malfunctions or is attacked. But the security of these
components is vulnerable to the attacks and should be improved
as described in sections III to V.

A blockchain is a public distributed ledger that can record
transactions that are connected using a cryptographic hash
function [3]. The basic functionality provided by a blockchain is
a secure mechanism for storing and obtaining data, ordered by
the timestamp of each record in the data, in a publicly verifiable
and immutable manner. For that reason, in most of the system
architectures, blockchain provides a storage mechanism for
data collection and consensus among participants. In general,
blockchain can help in (1) decentralization, (2) provenance and
immutability of data, (3) security, and (4) heterogeneity and
programmability.

Our contributions: In this paper, we first overview the
blockchain technology, then provide a discussion of three
widely-employed Internet components (PKI, BGP, DNS) and
their security vulnerabilities, afterward showing a detailed
explanation of the available blockchain-based solutions, and
conclude with a summary and open issues.

II. BLOCKCHAIN TECHNOLOGY

A blockchain is a decentralized, distributed, and public
digital ledger that records data in the form of transactions across
multiple devices to enforce immutability, except with a very

Uhttps://wp-rocket.me/blog/test-dns-server-response-time-troubleshoot-site-
speed

Zhttp://www.circleid.com/posts/how_a_routing_prefix_travels_through
_the_internet

3https://blogs.technet.microsoft.com/option_explicit/2012/04/19/validating-
a-certificate/
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small probability of the adversary controlling a large fraction of
the processing power, stake, etc. A blockchain can be split into
network, consensus, storage, view, and side planes [4], enabling
researchers to work on a single idea while improving the overall
blockchain infrastructure.

Hash Function: Blockchain is built upon collision-resistant
deterministic hash functions that map an arbitrary-length input
to a fixed-length n-bit output. The hash function should have
the property of collision resistance, meaning that an adversary
cannot find two different inputs mapping to the same output
in polynomial time. This property is important for the integrity
and immutability of blockchain.

Transactions and Blocks: The ’transaction’ term was first
used by Bitcoin [3], where a transaction contains the amount
of Bitcoin value transferred between entities and information
of the sender and the receiver. Generally, a transaction is data
or information of the variant type and can be created by any
participant.

Blocks are created by the verifiers (miners). A block is a set
of approved transactions, along with a timestamp and a hash
pointer to the previous block. The first block of a blockchain is
called the Genesis Block. The genesis block is almost always
hardcoded with a verifiable universal fact and does not refer to a
previous block. As shown in Figure 1 hashes of all transactions
are kept in a Merkle tree for efficient memory management
[5]. For example HashO is the hash of transaction 7x0, Hashl
is the hash of transaction Tx!I, HashOlI is the hash of HashO
and Hashl, and eventually we have the Merkle root hash
Tx_Root. The block also contains the hash of the previous block
(prev_hash). Thus, it is computationally infeasible to modify or
tamper with the contents of the previous blocks, as this would
require finding the hash of all of the remaining blocks to keep
the chain connected.

Types of Blockchains. In a blockchain, entities can be
readers or writers (writers can be of two types, data owners,
who create transactions, and verifiers, who create blocks). De-
pending on the permissions of these entities, a blockchain can
be divided into two groups. In Permissionless Blockchain, an
entity does not require permission to become a reader or writer
like Bitcoin [3] and Zerocash [6]. Whereas in Permissioned
Blockchain, a centralized entity grants permission to the users
to be the readers or writers (e.g., Hyperledger [7]).

Consensus Protocols. Blockchain presents a solution for the
environment where the parties do not have to trust each other
and collaborate. As there is no universal trusted third party, each
blockchain has to have a consensus protocol for reliability and
consistent state of the network.

Proof of Work (PoW): In PoW, a node can get its block
accepted if it can solve a cryptographic puzzle (hash) and
spend some computational resources in the process. It was first
implemented by Bitcoin [3].

Proof of Stake (PoS): A node is randomly selected depend-
ing upon the stake/resources (ether in Etherium [8]) she has.
Then its block is accepted to be appended to the chain.

Byzantine Fault Tolerance (BFT): In Practical BFT (PBFT)
[9], there is a leader election (where each entity participates)
to elect an entity that has authority to add a new transaction in
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Figure 1: Sample blockchain blocks and transactions.

the chain. This protocol assumes that there more than 2/3 of
the honest participants. In Delegated BFT (DBFT) [10], partic-
ipants, by voting, pick the delegate they support. The selected
delegates, through the BFT algorithm, reach a consensus and
generate new blocks.

Problems. Blockchain presents a new perspective on Internet
security, but the traditional Bitcoin blockchain (which is used
as the solutions discussed in the upcoming sections show)
still has issues regarding huge power, energy, storage, and
communication requirements [11] (current Bitcoin blockchain
is around 200 GB). Moreover, the Bitcoin blockchain is secure
assuming that more than 50% of the hashing power belongs to
the honest parties in the system. There are further attacks on
the incentive mechanism, such as selfish mining [12].

III. PKI

Earlier, anyone could pretend to be anybody over the Internet
as none of the Internet layers verifies the identity of the entity
over the network. This created privacy and trust issues. As
a solution, Secure Socket Layer (SSL) and Transport Layer
Security (TLS) were introduced. The concept is to provide data
integrity, confidentiality, and authenticity using a public/private
key pair. But these keys can be compromised. Then another
idea was introduced to create cryptographic identities known
as digital certificates. Digital certificates contain the identity
and public keys of the entity to be used for encryption and
authentication. The problem remained that it is very easy to
create a digital certificate by self-signing it. There was a
need of having a trusted third party that can provide these
certificates, now known as a Certificate Authority (CA). CA is
a trusted entity that issues digital certificates that verify a digital
entity’s identity over the Internet. The infrastructure to manage,
store and distribute these certificates is called the Public Key
Infrastructure (PKI).

A CA signs a certificate to bind the public key of a server to
its identity. Then SSL/TLS uses these certificates to authenticate
the web-server. Trusting the CA, the browser obtains the
server’s public key to establish a secure connection. There
are two types of certificate authorities ROOT-CA and SUB-
CA. The certificate is trusted if it is signed by ROOT-CA.
The browsers or operating systems come with many ROOT-
CA public keys stored in their databases. As ROOT-CAs might
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be limited in number and become bottle-neck when there is a
lot of demand, there are SUB-CAs that can sign the certificates.
PKI works on Chain of Trust. To authenticate a certificate,
the browser (or any other entity) checks whether or not the
certificate is signed by a valid ROOT-CA. If the signer is a
SUB-CA, the validation continues in a chain up to the ROOT-
CA. Recent research indicates that CAs can be dishonest, get
attacked, or can be using faulty or outdated cryptographic
algorithms [13]. Which effects the security of PKI.

Currently, there are two types of approaches for the security
of PKI. Log Based PKI: Highly available servers are appointed
for publishing and secure monitoring of the certificates to
ensure that CAs do not behave maliciously. Still, there are issues
with log-based solutions like revocation explained in [14]. Web
of Trust (WoT): is a decentralized approach. Users can put
their trust in another entity by signing their certificate. Then
each trusted entity keeps a certificate that contains signatures
of the users that trusted it, in addition to its public key.

Limitations of PKI security and the advantages of using
blockchain to enhance the security and efficacy of PKI is given
by [15]. The architecture assumes the existence of blockchain-
backed PKI and uses it to secure the critical (rich) credentials. A
privacy-aware PKI system based on blockchain was presented
by [16]. The paper claims that there are many instances (like
anonymous social forums), where the entity does not want to re-
veal its identity. Current PKI leaks this information by knowing
which key is used in the protocol. The paper uses blockchain
to have online and offline keys and encryption to hide the
identity of the user. [17] proposes Etherium-based blockchain
technology to build secure PKI systems, resolving the issues of
log-based PKI and the WoT approaches. Blockchain resolves
the single point of failure issue and the need for a newcomer
to prove its trustworthiness.

Certificate Transparency (CT) was introduced by [18],
using an append-only public log, to improve the accountability
of CAs. As certificates are publicly recorded in the log servers, a
fraudulent certificate can be detected, and the countermeasures
can be taken to handle the potential attack. Though this removes
the central authenticating entity [18], considering the increas-
ingly huge number of current certificates, it may introduce
computation and communication burden on both clients and
servers [19]. Moreover, it is shown that split-world attack can
be performed on CT [20], where the attacker presents different
views of the log to successfully impersonate as the victim.
Another issue with CT is that it is not a privacy-preserving
scheme [21]. Certificate Revocation is another phenomenon that
reduces the efficacy of these solutions as stale certificates can
be used by attackers [20].

[22] gives an approach to detect the man-in-the-middle
(MITM) attack happened/happening to a victim client. The
concept of notary nodes is used, where the server connects and
requests the observation of its certificate. In [23] public notaries
are used by the client, hence replacing the dependence on the
web browsers/operating systems to validate the certificates. In
[22], the MITM can be detected but cannot be prevented, and
in [23], the users still have to rely on the notaries (which can
all be compromised).
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[13] proposes a blockchain-based solution to construct
certificate transparency. The certificates are published as trans-
actions in a global blockchain by the web servers, which is
downloaded by browsers. To verify a certificate, the browser
just has to see if the certificate is in the blockchain. As the
certificates of the authorities are also published, the CAs are
also publicly accountable. This creates more trust and decreases
the possibility of having a fraudulent CA. Each certificate has
a period of validity and can be revoked at will by omitting
it from the next block and hence putting into a certificate
revocation list (CRL).m In this solution, compromised CA can
be detected two ways. One is that other CAs will not approve
of its transactions. Secondly, the target server will only publish
the certificates from valid CAs and the fraudulent certificates
will not be appended to the global chain. As the attacker fails
to impersonate the target server, a wrong certificate will not
be publicized even if the Publishing Key Pair is compromised.
In the case both PK and CA are compromised, the counter-
measures are taken within a period before the certifiers certify
the change. Still, the attacker may prevent the browser from
obtaining the blockchain, which is difficult in such a distributed
setting. Second, there can be forks introduced but unless more
than 1/3 of the certifiers are malicious, then this is not possible
either [13]. However, this scheme has the following drawbacks
identified in [20]:

1) An adversary can use unexpired transactions of the re-
voked certificate to impersonate the victim server; this is
a type of a man-in-the-middle attack.

2) The proposal is inefficient in terms of storage and has
large headers.

3) The proposal depends on the CAs to publish revocation
information of the certificate to the blockchain but the
compromised CA might not issue Certificate Revocation
information to the public.

CertLedger [20] provides a solution that is resilient to split-
world attacks, does not depend on CA for the certificate
revocation, and preserves the privacy of the clients.

Open Issues: There are still some issues like what is the
incentive for the certifiers? What if honest nodes are compro-
mised after joining? What happens when the key pair of the
server is compromised?

IV. BORDER GATEWAY PROTOCOL (BGP)

Autonomous Systems (AS) are responsible for the routing
among their network typologies. Typically, an AS represents a
collection of IP prefixes to which data is routed [24]. Sometimes
these ASes require a flow of data among themselves to reach
the destination not present within individual networks. This
data flow is peer-to-peer (P2P) in its nature, and is done
through the Border Gateway Protocol (BGP) [25]. In BGP, an
AS announces the IP prefix of all the IPs reachable through
itself, together with path delay metrics. All the other Internet
Service Providers (ISPs) behind ASes update their routing
tables according to the BGP announcement. Although efficient
in practice, ASes assume that their neighboring ASes behave
honestly and propagate correct routing information (without
having the global knowledge). However, the interests of ASes
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may conflict, and this weak notion of trust can be breached by
malicious ASes (e.g. prefix hijacking [24]).

Previous efforts have developed many solutions like Secure
BGP (S-BGP) [26], Secure Origin BGP (SoBGP) [27], Inter-
domain Route Validation (IRV) [28] and Path-End Validation
[29]. Each of them depends upon a central trusted entry, which
has a huge cost of management and is complex. Also, these
solutions depend upon the PKI, which has the vulnerabilities
described in the previous section. Another problem is the lack of
adoption of these protocols as they introduce costly additional
infrastructure for their operation. To avoid the cost of adoption,
ASes and ISPs are reluctant to migrate towards these solutions
despite the known security threats and their clear benefits.

BGP is open to different kinds of attacks. In BGP route
manipulation attack, an adversary manages to change the BGP
table to disrupt the traffic of the Internet. Whereas in BGP route
hijacking, an attacker AS announces the prefixes belonging to
the victim. As a result, the traffic is re-routed to or through the
attacker AS. An attacker can also send malicious or faulty BGP
traffic to a victim. The victim exhausts its resources to handle
the traffic and is left incapable of processing valid BGP traffic.
In Route Leak, as the result of a potential attack or the AS
malfunction, an AS issues incorrect information about the IP
addresses on their network. This results in inefficient routing
and failures for the traffic.

BGP route hijacking is most dangerous and can be classified
into two types: partial attack and complete attack [30]. The
partial attack occurs when an adversarial AS announces an
identical IP prefix as that of the victim AS. Attack on Youtube
in 2008 [24] is an example of partial hijacking. In a complete
attack, the adversary AS announces more specific prefixes than
the target AS. Since the default forwarding is based on the
longest prefix matching, ASes switch to more specific prefixes
and start sending the packet through that route. [30]. Figure
2 explains the difference between the attacks. In the partial
attack, an attacker would announce the 208.65.153.0/24, which
is already announced by ASI. Since the two announcements
are the same, when any other AS receives the announcement,
it can either switch to it or continue with the old routing
path. In the complete attack, an attacker would announce
208.65.153.128/25. This IP has a longer prefix match than
208.65.153.0/24 in the respective finger (for example see finger
table of AS3 in Fig. 2b) tables so other ASes would switch
to this route. Interestingly, Youtube used the same concept as
a legitimate way to get back the traffic in the 2008 attack
[30]. Some BGP attack examples include a global route leak in
November 2017, a country-wide Internet outage in Japan due
to BGP issues in August 2017, and possible financial traffic
re-routing in April 2017.4

Blockchain-based Solutions: One effort towards securing
BGP was to use the PKI presented by TANA [31] to sign
the routes. This scheme is problematic as to effectively use
PKI, ASes set up a route assigning authority called Routing
Origin Authorization (ROA) which is very costly to implement.
Also, as we constructed that PKI infrastructure has security

“https://securityintelligence.com/bgp-internet-routing-what-are-the-threats/
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vulnerabilities (section III), signed BGP update messages based
on PKI signatures in BGPSec do not result in a secure path
verification protocol.

Considering the mentioned problems and the properties of
blockchain discussed in Section II, [31] gives a structure of
a system that uses blockchain for the better security and
performance of BGP. Blockchain helps in the following ways:

1) All transactions occur between peers without any interme-
diary (like ROA). Also, there is no need for a third party
to authentication, eliminating the possibility of tampering
or spoofing by a malicious entity.

2) Provides announcement immutability and re-traceability
of the chain of BGP routes. Also, a route is validated by
multiple parties and is more trustworthy.

3) The authors argue that the blockchain should be different
from the Bitcoin blockchain and its properties should
depend upon the nature of the use case.

The paper does not provide an implementation and do not
discuss the possible attacks and the prevention.

The authors in [24] present a clique-based BGP architecture,
RouteChain, to secure BGP against both complete and partial
attacks. The method distributes the ASes into subgroups. The
system has a global blockchain, and each subgroup has its
own private-permissioned blockchain. The main purpose of this
sharding is to reduce the storage overhead of having only one
global chain and to decrease the transaction validation which
is critical for the timely detection of a potential attack. The
ASes are grouped based on their geographical proximity for
low delays. All groups select a leader to randomly to announce
the local routes to the global chain. They use local collaboration
among ASes to prevent the complete attack. Whenever there is
an update, all the ASes in the group check if their path changes
with the update. If it does, they observe the original path and
its corresponding prefix. Next, they locate the true owner of the
prefix through the global blockchain. If the new update does
not belong to the true owner, then the update is discarded. The
paper claims that the consensus in the partial attack scenario
is achieved in 200 milliseconds, and it is 54.23 seconds for
the complete attack. Comparing this timing with the attack on
Youtube hijacking incident (in which within 20 minutes, 97
ASes were hijacked) RouteChain asserts that the system will
notify the ASes about the attack while it is in its initial stages
[24]. The protocol runs on top of the current BGP architecture,
which makes it adaptable and economical.

Open Issues: In BGP, different ASes have different policies
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for sharing the route with the other AS or not. For example,
if AS1 does not want its traffic to go through AS2, then ASI
will advertise the path that does not include AS2 even if the
resultant path is longer. How can blockchain solutions cater to
these policies? Can different blockchain architectures be used
to solve the BGP security issues?

V. DOMAIN NAME SYSTEM (DNS)

The domain name system is used for the resolution of the
global domain names. It has a distributed hierarchical design
with one root server and 13 specialized servers operated by
agencies within a few parts of the world. This design made
the system simple, scalable, and flexible. The (in)security of
DNS leads to many advanced attacks on DNS including DNS
spoofing/cache poisoning, DNS hijacking, and DNS rebinding.
A DNS DDoS attack in October 2016 brought down many of
the websites including Netflix, Twitter, and CNN [39].

DNSSec is crucial for providing origin authentication and
message integrity to communication between the user and the
name server. In DNSSec, the root server sends the certificate
containing the public key of the next name server along with the
IP address of the next server and the hash of the entire message
(for data integrity). The next server does the same until the IP
address for the domain name is found. This protocol solves the
problem of authentication and integrity but still suffers from
various attacks namely IP fragmentation and DDoS. The most
major problem is its slow adoption.

Blockchain-based DNS Alternatives: Namecoin [34] was
built with the motivation of removing managing domains to
avoid trust in a single entity. Namecoin uses different prefixes to
store and map other types of name-value pairs. For example, the
“d/” prefix is used for domain names and “id/” is used to register
identities. It further uses the virtual .bit top-level domain name
that is not officially registered in the current DNS system. This
means Namecoin is isolated from the DNS system and users
have to install additional resolving software for resolution of the
.bit domain names. Just like DNS, Namecoin provides complete
functionalities for registering, renewing, and transferring a
domain. The developers modified Bitcoin blockchain to store
name-value data like transactions, still utilizing the PoW-based
mining mechanism for consensus. Namecoin has shown to have
some security flaws: for instance, it was found that a single
miner consistently had more than 51% of the total computing
power on the Namecoin network [33]. In another instance, a
Namecoin bug allowed people to steal names from anyone
[33]. Performance-vise, [33] experienced a latency spike and
throughput drop due to software issues of Namecoin.

Blockstack [33] combines a DNS system with PKI and purely
works with the Bitcoin blockchain. To improve the efficiency of
the Bitcoin blockchain for handling a large amount of name-
value pairs, a separate logical layer, namely virtual chain, is
proposed that works on top of the blockchain to maintain
the naming system while the underlying blockchain is only
used for achieving consensus on the state of the DNS (or any
naming system in general) and the integrity of the name-value
data records. Blockstack has significant improvements over
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Namecoin as it increases the data storage capacity considerably
and the virtual chain improves the maintenance of the system.

In [39], authors use blockchain to improve the security and
performance of DNSSec. The solution decreases the number
of keys needed for DNSSec for easy key management and
reduction in DNSSec response size. They use the X509 Cloud
blockchain network that is used to store X.509 certificates. This
allows us to speed up the verification process.

DecDNS [35] gives a blockchain based data storage model
for DNS. They also build multiple DNS nodes for further
decentralization and addressing single-point-of-failure in DNS
resolution. They report 0.006025s response for parallel domain
name resolution, which satisfies the DNS performance require-
ments and shows the potential of using the architecture in the
real network for domain name resolutions.

Open Issues: There should be compatibility between the
traditional and the blockchain-based DNS architectures for
the systems using the conventional methods for DNS, as this
leaves performance and security concerns. For example, a query
from the blockchain-backed DNS system can be misinterpreted
or discarded by a system using a legacy DNS mechanism.
How can blockchain-based and traditional DNS mechanisms
inter-operate and integrate? This area of the combination of
blockchain-based and traditional decentralization mechanisms
for name resolution requires more research.

VI. COMPARISON

We finish with an analysis of the mentioned blockchain-
based solutions using three main parameters. Security: The
level of integrity, confidentiality, and availability introduced
by the proposed solutions. Performance: The performance of
these solutions compared to the legacy solutions. Resource
Constraints: The speed, storage, and cost constraints involved.
Table Ila gives an overview of the proposed solutions per-
protocol regarding the analysis parameters.

In Table IIb, we identified the key security aspects between
blockchain in general and the currently deployed protocols.
Blockchain provides Data integrity by the use of hashing in
block construction backed by the public key cryptography
(as discussed in Section II) to create trust between trustless
entities under the same system.. The blockchain excels in
availability as the ledger is distributed globally on different
nodes offering robustness against the single point of failure
problem. Further, blockchain provides fault tolerance, i.e., even
if some participants leave the system, fail, or get attacked, the
blockchain system is not affected as each participant has (more
or less) the same copy of the ledger.

Looking at the drawbacks, we can see that the contents of
the records in blockchain are transparent and costs confiden-
tiality to the users considering to opt for blockchain solutions.
Furthermore, as discussed in [11], blockchain requires lots of
storage and computational resources, which come at a high cost
and decreased scalability. Furthermore, the blockchain can be
attacked (for example using selfish mining [12]). With the ever-
increasing use of the Internet, this issue needs to be solved using
better optimizations of currently available blockchain systems,
such as LightChain [42].
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Table II: Overall analysis of blockchain based solutions

Resources Security Features Blockchain | Legacy Systems
Protocol Solutions Hashed Data Security | Performance Constraints Integrity High Medium
Availability High Medium
32], [33], [34], . Storage and i ,
PKI [ 235[]’ 92(51 ] TLS Certificates | Improved Comparable computatﬁ)nal costs Confidentiality Low Meqlum
DNS [36], [37], [38], [39] Domain Names Improved Comparable Same as of blockchain Fault Tolerance Hth High
BGP [40], [31], [41] Domain Routes | Improved | Comparable Storage and speed No. of Trustless Nodes High Low

a: Blockchain based solutions summary

VII. CONCLUSION

Blockchain is an emerging solution for improving the se-
curity of the overall structure of the Internet to ensure the
interruption-free performance of the network. In this paper,
we presented blockchain-based solutions for three core network
components and systems: PKI, BGP, and DNS, and identified
open problems. We plan to further extend our cryptographic
discussion with the knowledge we gained from [43].
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Oz---Siber tehditlerin olduk¢a arttig1 giiniimiizde yazilimlarin
iirettigi loglar siber tehditlerin tespit edilebilmesi icin biiyiik
onem arz etmektedir. Bu sebepten dolay1 “log yonetimi” biiyiik
onem kazanmistir. Ciinkii loglar iizerinde yapilan incelemeler
sonucunda gercek zamanh veya ge¢mis zamanda yapilan siber
saldirilar tespit edilebilmekte ve izlenebilmektedir. Ayrica
gerceklesmek iizere olan ve/veya hazirhk asamasinda olan siber
saldirilarda tespit edilebilmektedir. Bu ¢cahiymada yazihmlardan
toplanan loglar aracihig: ile siber saldirilara karsi etkin bir
savunma yontemi gelistirilmesi amaclanmistir. Arastirma ve
gelistirme  yapilirken  “biiyiik  veri”  teknolojilerinden
yararlanilmistir. Biiyiik veri teknolojisi ile loglar gercek zamanh
olarak izlenebilmekte ve gercek zamanh siber savunma saglama
amaci gerceklestirilebilmektedir. Arastirma gerceklestirilirken
acitk kaynak yazihmlardan yararlamlmistir. Bu agik kaynak
yazihmlar sayesinde amaca uygun etkin bir sistem insa
edilmistir. Bu calismada bir sanal makine loglar1 toplayan
sunucu, diger 2 makine ise loglar1 gonderen bilgisayarlar olarak
ayarlanmistir. Loglar1 toplayan sunucuda acik kaynak yazilmlar
aracihi@i ile log toplama, anlamlandirma, korele etme ve alarm
iiretme amaclanmistir. Loglar1 gonderen bilgisayarlarin ise
yazilmlar aracihgiyla loglar1 etkin ve hizhh sekilde sunucuya
gondermesi amaclanmistir. Sunucuya gonderilen loglar
anlamlandirildiktan sonra Korele edilmistir. Bu korelasyon
islemlerinden sonra kullanicinin olusturdugu kurallara uyan bir
islem gerceklestirdigi takdirde alarm iiretilmesi saglanmistir.

Anahtar Sozciikler---Bilgi Giivenligi , Olay Yonetimi, Biiyiik Veri

Abstract---Cyber threats are increasing day by day and the logs
produced by the software are of great importance for the
detection of cyber threats. For this reason, log management has
gained importance. Because, as a result of investigations on the
logs, cyber attacks in real time or in the past can be detected and
monitored. It can also be detected in cyber attacks that are about
to take place and / or are in preparation. In this study, it is aimed
to develop an effective defense method against cyber attacks
through the logs collected from the software. Research and
development is done by using ”big data“ technologies. With big
data technology, logs can be monitored in real time and real-time
cyber defense can be achieved. Open source software was used
during the research. Thanks to these open source software, an
effective system has been built for the purpose. In this study, a
virtual machine is set as the server that collects the logs and the
other 2 as the computers that send the logs. It is aimed to
generate logging, interpretation, correlation and alarming by
means of open source software on the server that collects the logs.
The computers that send the logs are intended to send the logs to

Biinyamin CIYLAN
Bilgisayar Miihendisligi , Teknoloji Fakiiltesi
Gazi Universitesi
Ankara , Tiirkiye
bciylan@havelsan.com.tr

the server effectively and quickly through the software. Logs sent
to the server are correlated after they are meaningful. After this
correlation process, if the user complies with the rules created by
the user, the alarm is generated.

Index Terms—Security Information, Event Management, Big
Data

|. GIRIS

Bilgi ve iletisim teknolojilerinde cesitli uygulamalarin
artarak kisilerin gilinliik yasantilarinin vazgegilmez bir pargasi
haline gelmesi, internet gibi zaman ve cografi smirliliklarin
kalkarak anlik iletisim ve bilgi paylasimmnin bulundugu
ortamlarla birlikte siber giivenlik ile ilgili farkli bir ihtiyag tiirii
olugmaya baglamigtir. Olusan bu ihtiya¢lar kurum ve kuruluslar
tarafindan  degerlendirilmekte, giderilmeleri ig¢in gesitli
yontemler ve ¢oziimler ele alinmaktadir. Bunun yani sira siber
giivenlik  sirketleri  olusan  ihtiyaglar  i¢in  kendi
degerlendirmeleri ve miisterilerinin isteklerine uygun ¢oziimler
sunan yazilim ve donanim iiriinleri iiretmeye caligmaktadirlar.

Diinya genelinde ¢esitli siber giivenlik ihtiya¢larina yonelik
gelistirilmis birg¢ok {irlin bulunmaktadir. Bu iiriinlere Firewall,
WAF, DAF, IPS, IDS, DLP gibi ¢oziimler drnek verilebilir.
Kurum ve kuruluslarca kullanilan bu sistemler kritik gorevler
yapmaktadirlar. Bu sistemler ne kadar basarili gérev yaparlarsa
yapsinlar, organize ve motivasyonu yiiksek yeni nesil saldirgan
gruplarin  saldirilarina  karst her zaman bagarili koruma
saglayamamaktadirlar.

APT saldirilarina kargi etkin bir onlem sistemi iiretmek
isteyen Siber Giivenlik sirketleri ve arastirmacilar biiyiik
aragtrmalar ve gelistirmeler sonucu SIEM sistemlerini
tasarlamis ve iiretmeyi bagsarmiglardir.

Yapilan aragtirma ve gelistirme sonucu gelistirilmis SIEM
izleme, anlamlandirma, korele etme ve uyari verme gibi
islevlere sahiptir. Bu islevler sayesinde alinabilecek 6nlemlerin
etkinligi artirlabilir ve engelleme sistemlerine erken uyar1
saglanabilmektedir. Onceki caligmalara ek olarak gelistirilmis
olan SIEM’in uyar1 sistemi g¢esitli platformlara uyumlu
oldugundan  kullanicinin  istedigi  platforma  alarmlar
yonlendirilebilmektedir. Ayrica  gelistirilmis olan grafik
araylizlii log yonlendirme ajani ile kullanicilarin kolaylikla
SIEM sunucusuna log yonlendirme yapabilmesi saglanmistir.
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Il. LITERATUR DEGERLENDIRILMESI

SIEM Giivenlik Bilgi Yonetimi (SIM) ve Giivenlik Olay
Yonetimi (SEM) sistemlerinin birlesik halidir. SIM, giinliik
verilerin ve uzun vadeli depolanan verilerin analizine ve
raporlanmasina, SEM ise ger¢ek zamanli olay izlemeye ve
bildirimlere odaklanir. SIEM bunlar1 birlestirir ve gergek
zamanli analiz ve korelasyon icerir[1].

Bir SIEM firliniinden beklenen hedeflenen saldirilarin ve
veri ihlallerinin erken tespiti i¢in olay verilerini ger¢ek zamanl
olarak analiz etmesi ve olaya tepki iiretimi, adli tip ve yasal
diizenlemelere uyum igin giinliik verileri toplamak, depolamak,
arastirmak ve raporlamaktir.

David Swift adli arastirmac: tarafindan yazilan “A Practical
Application of SIM/SEM/SIEM  Automating  Threat
Identification” adli makalesi SIEM hakkindaki ilk bilimsel
makale olarak kabul edilmektedir[2].

Siber saldirilara karsi kiigiik ve orta 6lgekli isletmelerin
kullanabilecegi SIEM sistemleri ile alakali Alan Mercer adh
aragtirmacinin “Security Information and Event Management
for Small and Medium-Sized Enterprises” isimli tezinde
isletmelerin siber saldirilara kargi SIEM sistemleri ile nasil
onlemler alabilecegi ele almmistir[3].

SIEM sistemleri igin saldir1 modellemesi ve analizi ile
alakali Igor Kotenko ve Andrey Chechulin adli aragtirmacilarin
“Common Framework for Attack Modeling and Security
Evaluation in SIEM Systems” isimli makalelerinde SIEM
sistemlerinde saldirt modellemesi ve giivenlik degerlendirmesi
icin bir ¢er¢eve Onerilmektedir[4].

Bu arastirma artarak gerceklesmekte olan siber saldirilara
ve veri sizintilarina karsi etkin dénlemler alinmasi ve var olan
SIEM sistemlerinde var olmayan siber giivenlik 6nlemleri
eklenmesi amaciyla gergeklestirilmistir.

Caligma 6 temel baglik altinda ele alinmistir. Bunlar; Giris,
Literatir Degerlendirmesi, Materyal ve Metotlar, Siber
Saldirilar, SIEM, Ornek Tehdit Senaryolarina Kars1 SIEM {le
Almabilecek Onlemler, Sonug ve Oneriler’dir.

I1I.MATERYALLER VE METOTLAR

Bu calisma esnasinda birgok sanal makine kullanilmus,
kullanilan bu sanal makinalar igin en optimal O6zellikler
belirlenmistir. Yapilan testler sonucu 2 sanal makine bir normal
makine kullanilmasina karar verilmistir. Gelistirilen SIEM’in
topolojisi Sekil 3.1°de gdsterilmistir.

Logstash Kibana

- Endeks Sunucusu

Sekil 3.1 SIEM Topolojisi
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Kullanilan makinalarin temel islevleri Sekil 3.2 iizerinde
gosterilmistir.

SIEM Sunucusu

r

Kibana
Elasticsearch

Teknalojiler Logstash
Apache2

Lag Géndericisi

@ Teknolojiler

Sekil 3.2 SIEM Yazilimi Topolojisi

uuuuuuuuuu

Filefeat Gondericisi

Metricheat

ElastAlert
FileBeat Teknolojiler

SIEM Ajan
SIEM Ajan
Apache2

Apache?
Metricheat

A. SIEM Islevieri Ve Kabiliyetleri

Uzerinde cahisilmis olan SIEM yazilimmin islevleri ve
kabiliyetleri siber saldirilarin potansiyel zararlarini Onleme
amaciyla belirlenmigtir. Bu islevlere ve kabiliyetlere giris
yapmadan 6nce gelistirilen SIEM’deki biiyiik veri teknolojisine
ve kurulan agik kaynak yazilimlarin islevleri belirtilmistir.

1) Biiyiik Veri :

Big Data(Biiyiik Veri) olarak isimlendirdigimiz bu olgu,
diskte ¢ok fazla yer kaplayan veri ¢agrisimi yapsada aslinda
tam olarak bdyle degil. Big Data, sosyal medya paylagimlari,
fotograf arsivlerimiz, siirekli kayit aldigimiz ‘log’ dosyalari
gibi farkli kaynaklardan elde ettigimiz tim bu verilerin anlaml
ve islenebilir hale doniigtiiriilmiis bi¢imidir.

2) SIEM Kabiliyetleri :
Gelistirilmis olan SIEM sisteminin kabiliyetleri;

*  Ajanlar Tarafindan Gonderilen Loglar1 Toplama

» Ayrnstirilan Loglarin Elasticsearch’e Gonderilmesi ve
Endekslenmesi

+  Loglarm Kibana Arayiizii Uzerinden izlenebilmesi

» ElastAlert Yazilimi Sayesinde Korelasyon
Olusturulabilmesi ve Olusturulan Korelasyonlara
Uyan Loglarm Olusmast Durumunda Alarm
Uretilmesi

a) Ajanlar Tarafindan Génderilen Loglar: Toplama :

Ayni agda bulunan bilgisayarlardan ajan araciligiyla toplanan
loglar SIEM sunucusundaki Logstash yazilimi tarafindan
toplanmaktadir. Toplanan bu loglar filtrelerden gegirilerek
ayristirtlir. Anlaml hale getirilir.
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b) Ayrnigtirlan Loglarin Elasticsearch’e Génderilmesi ve
Endekslenmesi :

Loglar anlamlandirildiktan ve ayristirildiktan sonra Endeks
sunucusu olan Elasticsearch’e Logstash araciligiyla gonderilir.
Gonderilen bu loglar Endeks sunucusu tarafindan endekslenir.
Endekslenen bu loglara Elasticsearch’iin sagladigi tam metin
arama teknolojisiyle ¢ok hizli sekilde ulasim saglanmaktadir.

¢) Loglarin Kibana Arayiizii Uzerinden Izlenebilmesi :

Elasticsearch endekslerinde tutulan loglar Kibana yazilimi
araciligiyla  <sunucuip:5601> adresi ile web tarayici
araciligryla izlenebilir. Kibana kisinin ihtiyaglarma uygun
sekilde gostergeler olusturulmasini saglar. Ayrica Kibana kendi
iizerinde bulunan filtreleme o6zelligi sayesinde kullanicinin
filtreleme isteklerine arayiiz {izerinden imkan tanir ve filtrelere
gore sonuglar {iretir.

d) ElastAlert Yazilimi Sayesinde Korelasyon
Olusturulabilmesi  ve Olusturulan  Korelasyonlara Uyan
Loglarmm Olusmast Durumunda Alarm Uretilmesi :

Elastalert yazilimi araciligtyla calisan korelasyon sunucusu
konfigiirasyon sonucu olusturulan soket araciligryla siirekli
Endeks sunucusu ile iletisim halindedir. Elastalert yazilimi
icerisinde kural olusturulabilmektedir. Olusturulan bu kurallar
endekslerdeki loglarla karsilagtirilir. Karsilastirma sonucunda
eslesme olusursa alarm tetiklenir ve kullanict uyartlir.

IV.SIBER SALDIRILAR

Siber saldirganlarin motivasyonu giin gegtikge artmaktadir.
Hackerlar giin gectikce daha agresif daha egoist ve daha
organize hale gelmektedir. Bundan dolay1 kurum ve kuruluslara
yonelik siber tehditler zamanla daha da tehlikeli hale
gelmektedir.

Siber tehditlerin ortaya ¢ikmasina neden olan ii¢ boyut
bulunmaktadir[5]:

« Internet tasarimindaki zafiyetler (adresleme sistemi,
yonetim eksikligi, internetin ¢alismasini saglayan
sistemlerin ¢ogunun agik ve sifresiz olmasi, zararl
yazilimlar1 dagitma kabiliyeti ve internetin merkezi
olmayan biiytik bir ag olmast)

*  Donanim ile yazilimlardaki hatalar

«  Kritik sistemlere ¢evrim i¢i erigim imkani

Gilintimiiz siber ortaminda saldirilara agirlikli olarak kurum
ve sirketler maruz kalmaktadir. Kurum ve sirketlere yonelik bu
saldirilarin giderek artan bir ¢izgide ilerlemesine ve saldir
riskinin artmasina:

» Siber ortamda saldir1 i¢in gerekli yazilim ve bilginin
ucuz ve kolay elde edilebilir olmasi,

+  Diinyanin herhangi bir yerinden herhangi bir zamanda
kisi veya sistemlerin kasitli ya da kasitsiz olarak bu
saldirilara katilmalarmin miimkiin olmasi,
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e Siber uzaym biitiinciil ve kesintisiz iletisime agik
yapist nedeniyle kotiiciil yazilim ve benzeri tehditler
ile yapilan saldirilar yoluyla sistemlerin birbirine zarar
vermesi,

*  Cok genis kitlelere ulagan kritik hizmet ve servislerin
artarak bilisim sistemleri tarafindan veriliyor olmasi,

»  Bir¢ok kurum ve sirketin kritik altyapilarmin internete
bagli olmasi,

+ Internet kullamicilarmin c¢ogunun siber giivenlik

bilincinin yetersiz olmast,

gibi etmenler sebep olmaktadir[6].

Bilgisayar diinyas1 ve internet teknolojisinin popiilerlesmeye
bagladig1 2000°1i yillardaki siber saldirilara nazaran giintimiiz
yillara yakin siiregte ortaya c¢ikan APT saldirilart ve zararl
yazilimlar kurum ve kuruluslarin kullandigi sistemler igin
biiyiik tehlikeler olusturmaktadir[7]. Artik saldirganlar daha
organize hale gelmis, hedefleri maddi ve manevi bakimdan
daha da biiyimiistiir. Yillar gegtikge gergeklesen saldirilarin
etkisi artmis, daha biliyilk veri sizintilari ger¢eklesmeye
baglamistir. 2005 ve 2017 yillar1 arasindaki veri sizintilar
trendi Sekil 4.1°de gosterilmistir.

Veri ihlali sayisinin artii (Sektore Gore)
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Sekil 4.1 2005-2017 Yillar1 Arasinda Gergeklesen Veri
Sizintilarmmin Yillik Trendi[ 8]

STM’nin 2018 Yilinda yaymnlanan “Ocak-Mart Siber Tehdit
Durum Raporu” adli makalesinde siber saldirilarin etki artigi
konusuna soyle dikkat ¢ekilmistir[9];

o Siber suglarin kiiresel ekonomiye maliyeti 2014’te
yapilan arastirmada 445 milyar ABD Dolar1 iken
gectigimiz yil itibart ile 600 milyar ABD Dolarina
yaklagsmig durumda.

» Milkiyet haklar1 ve
calinmasina yonelik suglarin siber suglarin sebep
oldugu maliyetin tiim siber suglarin maliyeti i¢indeki
pay1 en az %25 ve bu hirsizlik askeri teknolojiye ait
ise milli glivenligi de tehdit ediyor.

mahrem is bilgilerinin

45



Uluslararasi Bilgi Giivenligi ve Kriptoloji Konferansi

» Bankalar siber suglularin en gézde hedefleri haline
gelmistir.

* Rusya, Kuzey Kore ve fran finansal kurumlara
saldirilarda, Cin ise siber casusluk alaninda en aktif
iilkeler. Siber suglarda Rusya ilk sirada Kuzey Kore
ikinci sirada yer aliyor.

e Fidye yazilimlar1 6 bini askin ¢evrimigi pazar ve
hizmeti olarak sunulabilir hale geldiginden en hizli
biiyiiyen siber sug araci.

« Istismar araglari, siparis usulii zararli yazilimlar ve
kiralikk Botnet'ler gibi ¢ok ¢esitli arag ve servisler
sunan ve bilyliyen pazarlartyla hizmet olarak
sunulabilir hale gelen siber sug, gittikce daha
karmasik bir hale gelmis durumda.

« Tor ve Bitcoin gibi kripto para birimlerinin anonim
olmalari, sug
zorlagtiriyor.

aktorlerinin ~ tanimlanmalarini
Siber giivenlik yillar gegtikge artan sekilde stratejik ve
ekonomik 6nem arz eden bir kavram haline gelmistir. Agir
saldirilar sadece biiyiik sirketler ve devlet teskilatlanmalar1 i¢in
degil, halka acik ve halka kapali varliklar i¢inde biiyiik tehlike
arz eder olmustur ve hicbir azalma egilimi gdstermemistir.
Halka agiklanan siber saldir1 hedefleri arasinda biiyiik finansal
sirketler, eglence sirketleri, siber giivenlik sirketleri, ABD
Savunma Bakanligi, ABD Senatosu, Brezilya ve Malezya
hiikiimetleri de dahil olmak iizere ABD ve yabanci devlet
teskilatlanmalart bulunmaktadir[10]. Buradan su ¢ikarima
varilmaktadir. Siber saldirilar yalnizca kurum ve kuruluglari
hedeflememekte, devlet destekli hackerlar veya hacker
organizasyonlari araciligiyla devletleri de hedef almaktadir.
Savas devletlerin, aralarindaki ekonomik ve siyasal
anlasmazliklar vb. nedeniyle, siyasal iliskilerini keserek,
birbirlerine karst ordulariyla giristikleri silahli eylem olarak
tanimlanmaktadir.
Siber savasi konvansiyonel savastan ayiran en Onemli
faktorler:

+  Insan kayip oraninin az olmast,

*  Yatirnm maliyetinin daha diisiik olmas,

*  Olusturulan silahlarin bircok hedefe karsi genis zaman

araliginda defalarca kullanilabilmesi,

» Stratejik ve politik olaylari etkileyebilmesi,

«  Saldirilarin maskelenebilmesi,

«  Tek tarafli saldir1 yapilabilmesi.

Siber savaslar artik konvansiyonel savaglarin 6nciisii olmus
hatta siber savaglar konvansiyel savaglarin Oniine gectigi
degerlendirilmektedir.

A. Siber Saldirilara Karsi Alinabilecek Kurumsal Onlemler

Siber saldirilarin  hazirlanist kadar siber saldirilardan
korunma yontemleri de karmasik ve mesakkatli islemlerdir. Bu
yontemlerin profesyonellerce tasarlanmasi, sistemlere entegre
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edilmesi ve yonetilmesi gerekmektedir. Ancak unutulmamalidir
ki en zayif halka insandir. Her ne kadar yazilim ve donanim
giivenligi saglansa da insan faktorii asla goz ardi edilmemelidir.
Bu konuda  kurumlar ve  kuruluslar  c¢aligsanlarini
bilinglendirmeli ve siber giivenlik farkindaligini en kisa siirede
kazandirmalidirlar.

Kurumlarin siber saldirilardan korunma amagli birgok
onlem almast gerekmektedir. Bu Onlemlerin dnceden
planlanmast, test edilmesi, kurum sistemleriyle uyumlulugunun
saglanmasi ve entegre edilmesi ¢ok kritiktir.

Alinabilecek kurumsal 6nlemler;

a) Tehditlerin Tanimlanmasi

b) Siber Su¢ Farkindalig

¢) Calisanlarm Kurum Igerisinde Gézlemlenmesi
d) Verilerin Onem Derecesine Gére Korunmast

1) Tehditlerin Tammlanmast :

Tehdit gelecege iliskin olarak, gergeklesmesi failin iradesine
bagh olarak, haksiz ve agir bir zarara ugrayacagini magdura
hissettirmek suretiyle, i¢ hiirriyetin kisitlanmasi, i¢ huzur ve
giivenlik hissinin zedelenmesidir.

Cogu sirket, sizdirilmigsa sirket i¢in maddi ve manevi
kayiplar olusturabilecek ¢ok hassas bilgiler igerir. Bu nedenle
kurum igerisinde var olan tehditler belirlenmeli ve gerekli
onlemler derhal alinmalidir.

2) Siber Sug¢ Farkindaligi :

Daima siber suclulara karsi temkinli olunmalidir ve saldiri
bekleniyormus gibi calisgiilmalidir. Bu, kurumlarin her zaman
gerekli stratejiler ve planlarla korundugundan emin olunmasini
saglayacaktir. Hangi bilgilerin suglular igin dikkat c¢ekici
oldugu ve hangilerinin olmadigi daima tetkik ve takip
edilmelidir. ,

3) Calisanlarin Kurum Igerisinde Gozlemlenmesi  :

Tutarlt bir bilgi giivenligi siireci olusturmak ve bu siirecin
stirdiiriilebilirligini saglamak, ancak calisanlarin tamaminin
katilim: ile saglanabilir. Bilgi teknolojileri ve sistemlerini
kullanan tiim g¢alisanlara siber giivenlik kavramlari, tehditleri
ve korunma yontemleri ile ilgili farkindalik kazandirmak temel
amag¢ olmalidir. Ayrica kurum iginde g¢alisan tiim ¢aliganlara
bilgi giivenligi farkindalig1 kazandirilmali, siber saldirilarin ve
sosyal mithendislik tehdidinin kurumu nasil ve hangi yollarla
hedef alabilecegi bilinci kazandiriimalidir.

Kurum c¢aliganlarinin bilgi giivenligi saglanmasi amaciyla
uymas1 gereken yasal zorunluluklar bulunmaktadir. 5651
numarali kanun maddesi buna 6rnek verilebilir. 5651 numarali
kanun maddesine gore internet erisimi kontrol altina
almmalidir. 5651 Sayili Kanunda agik¢a belirtilen ve yasanin
gerekliliklerini yerine getirmeyen isletme ve kuruluslar igin
maddi ve idari para cezalar1 bulunmaktadir. Yasa geregi olarak
isletmeler log tutma ve sunduklar1 hizmetin kimler tarafindan
hangi zaman dilimlerinde kullanildigimi gegmise doniik olarak
belgeleyebilmek zorundadirlar.

Kurum olarak ¢alisanlar diizenli olarak denetlenmeli ve
diizenli siber farkindalik egitimleri diizenlenmelidir.

4)  Verilerin Onem Derecesine Gore Korunmast

Kurumlar i¢in en hassas bilgileri korumak birinci dncelik
olmalidir. Bu veriler hackerlar tarafindan ilk hedeflenen
varliklardandir. Bu verilere personelin nasil eristigi daima
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kontrol edilmeli ve verilerin saklandigi sunucular giivenlik
kameralar1 ve ses kayit cihazlar1 gozetimindeki, ancak yetkili
ve sorumlu personelin ulagabilecegi ¢ift dogrulama sistemi
kullanarak girig yapilabilen ortamlarda saklanmalidir. Veriler
yedekleme yazilimlariyla ve donanimlariyla siirekli olarak
yedeklenmeli ve felaket senaryolarma karsi hazir olunmalidir.
Ayrica bu yedekleme yazilimlart ve donanimlarinin ¢aligmast
diizenli olarak takip edilmelidir[11].

V.SIEM

SIEM Giivenlik Bilgi Yonetimi (SIM) ve Giivenlik Olay
Yonetimi (SEM) sistemlerinin birlesik halidir. SIM, giinliik
verilerin ve uzun vadeli depolanan verilerin analizine ve
raporlanmasina, SEM ise ger¢ek zamanli olay izlemeye ve
bildirimlere odaklanir. SIEM bunlar1 birlestirir ve gergek
zamanli analiz ve korelasyon icerir[12]. SIEM yaziliminin
caligma sistemi Sekil 5.1°de gosterilmistir.

: Kolektér 4

Veri : Kolektérler

Sekil 5.1 SIEM yaziliminin ¢calisma sistemif13]

A. SIEM Islevieri

Yapilan bu arastirma sonucunda bir SIEM sisteminde
bulunmasi gereken 6zellikler belirlenmistir.

3) Veri Toplama :

SIEM ¢oziimleri, eksik kritik olaylarin 6nlenmesine
yardimc1 olmak igin izlenen verileri birlestirme yetenegi
saglayan, ag, giivenlik, sunucular, veritabanlari, uygulamalar
dahil olmak iizere bir¢ok kaynaktan gelen verileri toplar[14].

4) Korelasyon (Baginti) :

Bu teknoloji, verileri yararl bilgilere doniistiirmek i¢in farkli
kaynaklar1 entegre ederek ¢esitli korelasyon teknikleri
gerceklestirme yetenegi saglar.

5) Alarm Uretimi :

SIEM, kullanict tarafindan girilen kurallara takilan
olaylarin ortaya g¢ikmasi durumunda bu olaylar1 alicilarina
bildirmek igin, uyarilarin {retimini saglar ve kullaniciy1
bilgilendirir.

4) Veri Saklama :

SIEM ¢6ziimleri, verilerin zaman iginde korelasyonunu
kolaylagtirmak ve uyumluluk gereklilikleri i¢in uzun vadeli
tarihsel verilerin depolanmasini saglamak igin kullanir[15].
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VI.ORNEK TEHDIT SENARYOLARINA KARSI SIEM ILE
ALINABILECEK ONLEMLER

Bu boéliimde hazirlanmis olan SIEM’in kullanim1 ve 6rnek
tehdit senaryolarina kars1 nasil kullanilabilecegi anlatilmistir.

Oncelikle  SIEM  sunucusunun  diizgiin  sekilde
baglatildigindan emin olunmalidir. Elasticsearch, Kibana,
Apache2 uygulamalari otomatik olarak baslayacaktir. Logstash
yazilimi ise elle baglatilacaktir.

A. Ornek Tehdit Senaryosuna Karst SIEM lle Onlem Alma

Bu bolimde 6rnek bir tehdit senaryosuna karst SIEM’le
almabilecek dnlem anlatilmigtir.

1)SSH Brute Force Alarmu :

SSH wuzaktan terminal erisimine izin veren giivenli bir
protokol olarak kabul edilmektedir. Ancak saldirganlar brute
force (kaba kuvvet) yontemleriyle kullanici bilgilerini tahmin
ederek terminallere izinsiz  sekilde giriy yapmaya
caligmaktadirlar. SIEM araciligiyla bu tip bir saldiriy1 baslangig
esnasinda tespit edebilir, alarm tirettirebiliriz.

Bu alarmu iiretebilmemiz igin Elastalert yazilim igerisinde
bir kural yazmamiz gerekmektedir. Kuralin temeli sudur; Eger
gelen loglar icerisindeki message kolonunda “Failed password”
uyarisi ve fileset.name kolonunda “auth” kelimesi 1 saat
icerisinde 10 kere gelirse alarm tetiklenecektir.

Korelasyon sunucusuna ¢esitli kurallar girilmistir ve bu

kurallar tetiklenerek uyart dretilmisti.  Sekil 6.1°de
ssh_bruteforce kuralinin tetiklenmesi goriilmiistiir.
§ burak@ubuntu: /usr/local/bin — O X

Sekil 6.1 Korelasyon sunucusunda ssh_brute force kuralinin
tetiklenmesi ve alarm gonderilmesi

Sekil 6.2°de tetiklenen ssh brute force kuralinin Telegram
kanalina gonderildigi goriilmiistiir.

Elastalert_uyari
L. ssh brute force alert .t
from elastalert

B aVve © &

Sekil 6.2 Gonderilen alarmin Telegram kanalinda gériilmesi
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B. Genel SIEM Korelasyon Testleri

Korelasyon sunucusuna c¢esitli kurallar girilmistir ve bu
kurallart tetikleyecek aktivitelerde bulunulmustur. Kurallarin
iretecegi alarmlar cesitli platformlara  yonlendirilmistir.
Yapilan bu ¢alismanin sonuglart Cizelge 6.3’de goriilebilir.

Alarmm Alarmi Komut
Telegram'a Satirmda
m Tetikleme g Yonlendirmgg Yonlendirme g Gorebilme

SSH_Brute_Force Basanli  Basarili Basarili Baganli
Tek Kullanicinin 2 Farkh
Ip'den Giris Yapmasi Basarili  Basarili Basarili Basarih
‘Web Sitesinin 1 Saat
Boyunca Basarili Yanit
Verememesi Basarih  Basanh Basaril Baganh
URTI'ye yapilan istegin 1
haftadir 10 saniye iizerinde
Gty Ve @l Basarili  Bagarih Basarili Basanlh
Hata loglariin toplandig
dosyadaki log sayisi bir
saat igerisinde 2 katina
ul 1 Basarnih  Basarili Basarili Basarih
Hata dosyasinda veni bir
hata tiirii goriilmesi Basarili  Bagarili Basarili Basaril
Islemcinin Uzun Siire
Boyunca Yiksek Kapasite
Caligmasit Basarisiz - - -

Sekil 6.3 Test Sonuglart

Bu caligmada log verileri ile korelasyonlar olusturulabilmekte
fakat metrik verileriyle korelasyon olusturulurken sikintilar
meydana gelmektedir. Bunun nedeninin metrik endeksleriyle
ElastAlert yazilimi arasindaki iletisim problemi oldugu
anlagilmigtir.

Log verileri sayesinde detayli senaryolar olusturulabilmis ve
istenilen sonuglar almabilmistir. Giliniimiiz siber saldirilarmin
adimlart simiile edilmistir. Simiile edilen bu saldirilara
saldirgan bakis agisiyla bakilip hangi tip davraniglar ile tespit
edilecegi belirlenmisti. Bu davraniglar1 temsilen kurallar
eklenmis ve davraniglar gergeklestiginde gerekli uyarilar elde
edilmistir.

VIl.SoNu¢ VE ONERILER

Bu c¢alismada giliniimiizde gergeklestirilen organize ve
motivasyonu yiiksek siber saldirilarin nasil gerceklestigini,
saldirilarin arkasindaki giiclerin kimler oldugu, bu saldirilara
karst kurumlarm, kuruluglarin ve hatta devletlerin nasil
Onlemler aldig1 ve almasi gerektigi, SIEM sistemlerinin
alinacak bu Onlemler arasinda roliiniin ne oldugu ve nasil
kullanilmasi1 gerektigi, agik kaynak yazilimlarla olusturdugum
SIEM’in kabiliyetleri ve kullanimi ele alinmistir.

Yeni nesil siber saldirilarin karakteristikleri ve kabiliyetleri
arastirilmis ve elde edilen sonuglar analiz edilmistir. Bu analiz
sonucunda ne gibi Onlemler alinacagi kararlagtirilmig ve
olusturulan SIEM sistemiyle elde edilen loglar izlenerek ve
incelenerek oOnlemler hayata gegirilmistir. Sistemsel ve
yazilimsal loglarin saldirilarin tespitindeki roliiniin 6nemi
anlagilmigtir.

Calisma sonucunda SIEM sistemlerinin sahip olduklari
biiyiik kabiliyetlere ragmen kurum ve kuruluslar igin tek basina
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giivenlik saglamayacagi anlagilmistir. SIEM kullaniminin yani
sira diger siber giivenlik sistemleri de kurum ve kuruluslarda
ele alimmali, SIEM’le entegre edilip profesyonel kisilerce
kullanilmalidir. Bu sistemlerin profesyoneller tarafindan degil
de  bilgisiz  kisiler tarafindan  kullanilmas1  halinde
kabiliyetlerden yararlanmak imkansiza yakindir. Bu sebepten
otiiric calisanlara farkindalik ve siber giivenlik bilgisi
kazandirmak veya siber gilivenlik profesyonelleri istihdam
etmek hayati bir nem arz etmektedir.

Caligma sonucunda mevcut SIEM sistemlerine kullanicrya
kolaylik ve hiz saglamak amaciyla bazi ek oOzellikler
eklenebilecegi gdzlemlenmistir. Bundan sonra gelistirilecek
olan SIEM’ler de ek olarak arayiize entegre edilmis alarm
yonetim sistemi eklenebilir. Kullanicilar bu arayiiz iizerinden
korelasyon kurali girebilir ve alarmlart buradan gorebilir. Bir
diger eklenebilecek sistem ise makine dgrenmesi kullanilarak
loglarda anomali tespit edebilen sistemdir. Boylece loglar canli
olarak akarken zararli aktiviteler yapay zeka teknolojisi ile
tespit edilebilir. Ayrica isletim sisteminden gelen metrik
degerlerini isleyebilecek motorlar gelistirilebilir ve metrik
korelasyonlar1 olusturulabilir.
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Abstract—Advanced Encryption Standard (AES) is one of
the widely used block encryption algorithm. On the other
hand, Chaotic functions are better tools to foster complexity
in calculation. In this study, AES algorithm is modified to
include Arnold’s CAT Map chaotic function in order to enhance
algorithm complexity. The encryption power of the modified AES
is compared by means of plaintext and key avalanche effect
measures. The results indicate modified AES is not worse than
genuine one in avalanche effect measurements, where as there
are strong evidences pointing the modified one could yield better
results.

Index Terms—Advanced Encryption Standard, Chaotic En-
cryption, Avalanche Effect

Oz—Advanced Encryption Standard (AES) yaygmn olarak
kullamlan blok sifreleme algoritmalarindan biridir. Diger yan-
dan Kaotik fonksiyonlar hesaplamada karmasikh@ arttiran iyi
yontemlerdir. Bu calismada, sifreleme algoritmasi karmasikhigim
arttirmak amaciyla, AES algoritmas1 Arnold’s CAT Map kaotik
fonksiyonunu icerecek sekilde degistirilmistir. Degistirilen AES
algoritmasmin sifreleme giicii acik metin ve sifreleme anahtari
¢1g etkisi (avalanche effect) olciitii ile karsilastirllmistir. Sonuglar,
degistirilmis AES algoritmasinin ¢1g etkisi olciitiinde orijinalden
daha kotii olmadigim gostermekle beraber daha iyi bir sifreleme
icin giiclii kanitlara isaret etmektedir.

Anahtar Sozciikler—Advanced Encryption Standard, Kaotik
Sifreleme, C1g Etkisi

I. INTRODUCTION

Due to high computation cost and convenience in sharing
the public-key on open environments, asymmetric encryp-
tion is typically preferred in sharing a symmetric-session
key between the communicating peers. Furthermore, block
encryption alternatives are in common use in the security
domain. Internal Data Encryption Algorithm (IDEA), Ad-
vanced Encryption Standard (AES), Carlisle Adams Stafford
Tavares (CAST), Rivest Cipher (RC-2,4,5,6), Data Encryption
Standard (DES) and Triple-DES (TDES or 3DES) are the most
widespread ones in sector [1]. Practically, all the symmetric
encryption alternatives consist of two essential functions,
namely substitution and permutation [2]. In that, replacement
of a specific byte pattern with some other one is called
substitution and changing the order of bytes in the block is
called permutation. In a characteristic symmetric-key block
encryption, those two functions are deemed essential. With
the intention to increase the complexity they are typically
executed many times and in altered order. Generic to the

2nd Atila Bostan
Ankara, Turkey
atilabostan @hotmail.com

block encryption algorithms, repeated sequence of operations
is called a round. Minimum number of rounds in a block
encryption algorithm is a function of key-length in use. In-
evitably, a round-key that is derived from the initial-key is the
important parameter in round operations and generally used
to substitute the block bytes with some others. Usually round
key is XOR’ed with the block state [2].

On the other hand, there are chaotic mathematical functions
called Continuous Automorphism of Torus (CAT) [3], [4]. This
type of functions return back to the initial state after several
iterations when applied to a given state. Number of iterations
required to return back to the initial state is chaotic and fixed
for a given set of function parameters. In Figure 1 a visual
description of such a torus function is given [5].

Fig. 1. Schematic description of a continuous automorphism of the torus

When a CAT function is applied to a vectorial data, such
as a digital picture, it is called CAT-MAP. Although there
are several CAT-MAP functions in the literature, Arnold’s
CAT-MAP and Henon CAT-MAP are the most known ones
[6]. CAT-MAP functions are commonly named as chaotic
maps. Chaotic map functions are widely studied in the field of
cryptology. However, due to their strong connection with the
vectorial data chaotic-map functions were mainly studied in
digital image encryption [7]-[10]. Shuffling the image bytes in
a chaotic pattern yields an imperceptible output. Nevertheless,
CAT-MAP functions are permuting-only operations, they lack
in substitution process. Their distinctive characteristic is the
guaranteed return back to initial-state following a number
of iterations [11]-[13]. In the literature there are significant
number of studies using chaotic maps in encryption [14]-[17].
Unfortunately, all the earlier studies are focused on encrypting
images but not on other data types.
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In this study we have combined classical block encryption
algorithm “AES” with chaotic map “Arnold’s CAT-MAP”
function in order to enhance the AES with the power of chaotic
computation.

In Section II, background information on AES and Arnold’s
CAT Map are given. In Section III, the proposed encryption
scheme is explained. In Section IV, our results are presented
and in Section V closing remarks are made.

II. BACKGROUND
A. Advanced Encryption Standard

Block encryption algorithm, Advanced Encryption Standard
(AES) has three distinct modes of usage, namely AES-128,
AES-192 and AES-256 with respect to the functional key sizes
128, 192 or 256 bits [18]. AES inputs the plaintext in 128
bits blocks (16 bytes). It uses a 4 byte by 4 byte matrix data
structure for the block and call it as state. When encrypting
the plaintext with AES, the input block is subject to a byte
substitution with the help of predefined s-boxes. Later, on the
output of s-box substitution, row-wise shuffling, named as
“shift-rows” and a second substitution (but this time related
with the other bytes on the same column), named as “mix-
columns” are executed. In last step of the round operations
the sate matrix is XORed with the round key which is derived
from the initial key. In relation with the AES mode (with the
initial key size as well) above mentioned round operations are
repeated 10, 12 or 14 times in AES-128, AES-192 and AES-
256 respectively. Round-key generation out of initial key is a
spate operation AES. Round-key is referred as sub-key in some
other literature. For the clarity in understanding the round
operations schematic flow of execution is shown in Figure-
2. Additionally, the process of round-key generation out of
initial key is shown in Figure-3 for initial key size of 128 bits.
Round-key generation for other key sizes are very similar to
the one shown in Figure-3.

B. Arnold’s CAT Map

Arnold’s CAT MAP (ACM) function is essentially a matrix
permutation operation [19]. In ACM, the coordinates of a cell
(typically pixel when applied on the digital image) in a two
dimensional NxN size plane are mapped to new ones where no
overlapping is observed. Mathematically, two-member vector
of X and Y coordinates for a given cell is multiplied with a
special 2x2 matrix under mode N where NV is the dimension
of plane. The output is a two-member vector consists of new
coordinates in the plane for a given cell. It is guaranteed that
no two different cell coordinates map into identical new ones.
Generic mathematical representation of ACM is shown in
equation (1) where X,Y and X', Y” represent the old and new
coordinate vectors respectively. Special multiplication matrix
is formed with two integer numbers, P and (). Multiplicand-
matrix cell at coordinates [1, 1] should always have the value
1. Whereby, cells at coordinates [1,2] and [2, 1] should have
P and @ integer values of choice and in any order. Finally
the last cell at coordinates [2,2] should hold the result of
P x @ + 1. This definition of multiplicand matrix guarantees
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State matrix
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Fig. 2. Four processes in one round of AES encryption.
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the determinant is always 1, so the multiplicand has a real
inverse matrix. See equation (2) for the definition of inverse
of the multiplicand matrix.
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Iterative execution of ACM calculation with identical pa-
rameters (P,Q),IN) assure that the initial state will ever be
reached without any information loss. In Figure-4 ACM itera-
tions with parameters P = 1, Q = 1 and N = 144 are shown.
With the given parameters the iteration count for full cycle is
observed as 11. Picture returns back to initial state after 11
iterations [20]. Iteration order in Figure-4 is row-wise.

Fig. 4. Arnold’s CAT Map period of Lena picture (144x144) with P=1,Q=1.
Sequence is row-wise

As it can easily be observed in Figure-4, the most imper-
ceptible state is normally achieved about the half of the full
cycle iterations count. In Figure-4 it is 5 or 6.

III. METHODOLOGY

Our proposed encryption scheme removes the shift-rows
step of the AES encryption algorithm and instead introduces
a new permutation step using Arnold’s CAT Map. Since
proposed scheme works by modifying AES slightly, we call
it modified AES (mAES).

In the modified algorithm shift-rows step is discarded,
while other three steps, namely AddRoundKey, SubBytes and
MixColumns, are left untouched. Instead of the removed shift-
rows step we introduce a new step arnold-mix. In the arnold-
mix step, state matrix is permutated with the help of ACM.
Order of the steps remain same as AES, but instead of shift-
rows, arnold-mix step is performed.

To perform arnold-mix, P, ) values and the number of
iterations are needed to be known. Since in AES 16-byte block
is mapped into a 4x4 matrix NV is fixed as 4. P and @) are
selected to be the first and second byte of the current round-
key. Moreover, ACM periods of unique (P, () pairs can be
pre-calculated for later use as a look-up table.

Arnold-mix step works as follows. First, P and @) values
are selected as the first and second byte of the current round-
key, respectively. Then a look-up is performed to find the
period from pre-calculated values with given P and (). State
matrix is then permuted period/2 times using ACM permuation
algorithm.
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TABLE I
AVALANCHE EFFECTS OF AES AND MAES

Round AES mAES AES mAES
No Plaintext Plaintext Key Key
0 1 1 1 1
1 20 20 22 60
2 58 34 58 69
3 59 37 67 o8
4 61 32 63 68
) 68 35 81 o8
6 64 66 70 58
7 67 70 74 69
8 65 68 67 65
9 61 53 99 64
10 58 67 93 60

In each round, unlike shift-rows, applied permutation would
be different since P and () values are selected from the round-
key.

IV. RESULTS

In our evaluation we used avalanche effect to measure the
effectivness of mAES compared to standard AES-128. We
performed two types of experiments. In one type of experiment
we used the same key to encrypt two plaintexts which differ
only by one bit and measured the number of different bits
between the corresponding chiphertexts. In the other type of
experiment we encrypted the same plaintext using two keys,
which differ only by one bit and again measured the number of
different bits between the resulting ciphertexts. We performed
each type of experiment with both AES-128 and mAES.

For the first type of experiment we encrpyted two plaintexts
which only differ at 8th bit with a key, first using AES-128
and then using mAES. We recorded the number of different
bits at reach round during the encryption proces.

For the second type of experiment, we encrypted a plaintext,
with two different keys differing only at 8th bit, first using
AES-128 then using mAES. We then measured the avalanche
effect caused by the single bit change in two different encryp-
tion schemes.

Encrypted plaintexts and ciphertexts at each round along
with the number of different bits between two plaintexts can
be seen on Tables 2-5. First row of the tables show the initial
plaintexts. Note that plaintexts start same on Tables 4 and 5
but since we use different keys ciphertexts differ.

Results of our experiments can be seen on Table 1 and
Figure 5. Number of different bits observed becomes quite
close to eachother after round 6. At the end of 10 rounds there
is no significant difference between different approaches.
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Fig. 5. Avalanche effect in AES and mAES

TABLE II
AVALANCHE EFFECT IN AES WITH PLAINTEXT BIT CHANGE

Round # of
Ciphertexts Different
No X
Bits

0123456789%abcdeffedcba9876543210
0023456789%abcdeffedcba9876543210

0e3634aece7225b6£26b174ed92b5588
0f3634aece7225b6£26b174ed92b5588

657470750fc7f£3fc0eB8e8caddd02a9c
c4a9ad090fc7ff3fcO0e8e8caddd02a9c

5c7bb49a6b72349005a2317££46d1294
fe2ae569f7ee8bb8clf5a2bb37ef53d5

7115262448dc747e5cdac7227da%d9c
ec093dfb7c45343d689017507d485e62

f867aee8b437a5210c24cl974cffeabe
43efdb697244df808e8d9364eeclaecbf5

721eb200bal06206dcbd4bce704fab54e
Tb28a5d5ed643287e006c099bb375302

0ad9d85689£9f77bclc5£71185e5fbl4
3bc2d8b6798d8acdfe36ald89lacl8la

db18a8ffal6d30d5£88b08d777badeaa
9fb8b5452023c70280e5c4bb9e555a4b

£91b4fbfe934cOpf8£2£85812b084989
20264ell126b219%aef7feb3f9b2d6ded0

ccal04al3e678500££59025f3bafaa34
b56a0341b2290ba7dfdfbddcd8578205

££f0b844a0853b£f7c6934ab4364148£fb9
612b89398d0600cdell6227ce72433£f0

V. CONCLUSION

In this study we present a new encryption scheme merging
chaos based encryption and standard AES algorithm. Our
intention is to increase complexity and diffusion by having a
chaotic calculation to each encryption round. Byte permutation
performed in ACM would meet the fuctionality of ShiftRows
step in a more complex way, since ShiftRows operation is
fixed at each round but ACM permutation changes each round
depending on the round keys.
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TABLE III

AVALANCHE EFFECT IN MAES WITH PLAINTEXT BIT CHANGE

Round # of
Ciphertexts Different
No X
Bits
0123456789%abcdeffedcbad9876543210 1
0023456789%abcdeffedcbad9876543210
0 0e3634aece7225b6£26b174ed92b5588 1
0f£3634aece7225b6£26b174ed92b5588
1 d8£7520cc8358ebe808eb36555283d19 20
d8£7520cc8358ebe808eb36588£541b8
2 698dd616461d410£8c£8472504£80fca 34
bd42bdfad61d410£59f£469c04£80fca
3 764ea6lcbabb495894839398b4344b7f 37
764ea61c241cbc7794839398307bfcl?
4 b414c474c5ca9876£0a5bf46997d05£7 3
4a7718a4c5ca9876a061ecf4997d05£7
5 9ae903b09030e602db2ece77fff5faab 35
8bcf496b9030e6028d7530bafff5faab
6 89587a312d52d18e77c42ee222e15el7 66
92c675b132d5a65553a0597184d3c981
7 19b58aa8bd2bee9944696270872c8491 70
17a03d21828678£f4b710595aaca60blf
3 4645d060d6bbflbcS5bfo9bf807ae0d7e5 68
749821984c598fcd632a519ce2898d41
9 Sbcbfd8018b20a%cc210b635b%9a31665 53
b349bd51d49a38bel34994ebfec25a02
10 9144bdc4ec92540346520ded2bl17fa8 67

c9b5dlbb01bdad39127623flce9elfds8

TABLE IV

AVALANCHE EFFECT IN AES WITH KEY BIT CHANGE

Round # of
Ciphertexts Different
No X
Bits
0123456789%abcdeffedcba?9876543210 0
0123456789%abcdeffedcba?9876543210
0 0e3634aece7225b6£26b174ed92b5588 1
0f3634aece7225b6£26b174ed92b5588
1 657470750fc7f£3fc0e8e8caddd02a9c 2
c5a9ad090ec7ff3fcle8e8cadcdl2ad¢c
9 5¢7bb49a6b72349005a2317££46d1294 58
90905£a9563356d15£3760£30b8259985
3 7115262448dc747e5cdac7227da%pd9¢c 67
18aeb7aa794b3b66629448d575c7cebf
4 £f867aee8b437a5210c24cl974cffeabe 63
£81015£993c978a876ae0l7cb49e7eec
5 721eb200bal06206dcbd4bce704fab54e 81
5955c91b4e769f3chb4a94768e98d5267
6 0ad9d85689£f9f77bclc5£71185e5fb14 70
dc60a24d137662181e45b8d3726b2920
7 dbl8a8ffal6d30d5£88b08d777badeaa "
fe8343b8£f88bef66cab7e977d005a03¢c
3 £f91b4fbfe934c9pf8£2£85812b084989 67
da7dad581d1725c5b72fa0£9d9d1366a
9 ccal04al3e678500££59025f3bafaa34 59
Occb4c66bbfd912£4b511d72996345e0
10 ££f0b844a0853b£f7c6934ab4364148£b9 53

£c8923ee501a7d207ab670686839996b
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TABLE V
AVALANCHE EFFECT IN MAES WITH KEY BIT CHANGE

Round # of
Ciphertexts Different
No X
Bits
0123456789%abcdeffedcba9876543210 0
0123456789%abcdeffedcba9d9876543210
0 0e3634aece7225b6£26b174ed92b5588 1
0f3634aece7225b6£26b174ed92b5588
| dg8£7520cc8358ebe808eb36555283d19 60

53b0el248cd32abec7cl494a001lbacbf

698dd616461d410£8cf8472504£80fca
£285798b211ddd60bfbdca9df84a9215

764ea61cbabb495894839398b4344b7f
79a7celc78ff5c65258debdfa7d6fe8”

0414c474c5ca9876£0a5pf46997d05£7
a52e4b57240e£f£59007d603b10132888

9ae903b09030e602db2ece77fff5faab
a20e43c0e7641d17b£25052££9e8ce22

89587a312d52d18e77cd42ee222el5el’7
e27bf8adllccd55e2d957£207407bc20

19b58aa8bd2bee9944696270872c8491
5489468b94df22780b078f1e4£8£78e9

4645d060d6bbflbc5bfobf807ae0d7e5
80decd43c8£34b1124fadd6844377bal

5bcbfd8018b20a9cc210b635b9%a31665
90d8e89af7df09989pbb24a664053d087

9144bdc4ec92540346520ded2bl17fa8
310bb01lbfcca8d7b71d6381d9156£522

Our results show that the avalance effect of mAES is closer
to ideal than standard AES. In the experiment where the bit
change occurs in the plaintext, avalanche effect of proposed
algorithm was observed as 67 bits, while that of standard AES’
was observed as 58 bits at the end of encrpytion process.
Furthermore, in the experiment where the bit change occurs in
the key, avalance effect of proposed scheme was observed as
60 bits, while that of standard AES’ was observed as 53 bits at
the end of encrpytion process. In both cases average avalanche
effect of proposed scheme is recorded to be closer to 64 bits
(i.e. half of block size) than standard AES. Although, more
tests should be conducted, the findings in the study suggest a
better strength in encrpytion. Such that chaos enhanced AES
(mAES) may provide better grounds for increased security.

We plan to extend this study with the following future
works.

o Specific and average effect of each bit position in both
key and data block on avalanche effect calculation.

o Replace the substution steps with Arnold’s CAT Map
algorithm as well.

o Conduct comparative tests on randomness of the cipher-
text.

o Implement comparative tests on timing of the algoritm.
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Ozet—Bu ¢ahsmada NIST’in Kuantum Sonrasi Kriptografi
Standartlastirma ¢agris1 kapsaminda anahtar Kkapsiilleme
mekanizmasi olarak onerilen sekiz farkl kod tabanh algoritmanin
performanslari karsilastirllmistir. Bu algoritmalar uzun yillardir
literatiirde bulunan klasik McEliece sisteminin farkh kodlar
kullanilarak degistirilmis ve iyilestirilmis versiyonlaridir.
Performans olgiimleri 128-bit, 192-bit ve 256-bit giivenlik
seviyeleri icin dort farkh bilgisayar ortaminda cahstirilarak
yapilmistir.

Anahtar Kelimeler—Kuantum sonrast kriptografi, kod tabanh
kriptografi, McEliece.

Abstract—In this work, the performances of eight different
code-based algorithms proposed as key encapsulation mechanism
within the scope of NIST post-quantum cryptography
standardization call are compared. These algorithms are the
modified and improved versions of the classic McEliece system,
which has been in the literature for many years, using different
codes. Performance measurements were carried out in four
different computer environments for 128-bit, 192-bit and 256-bit
security levels.

Keywords—Post-quantum code-based
cryptography, McEliece.

cryptography,

I. GIRIS

Glinimiizde yaygin olarak kullanilan agik anahtarli
kriptografi sistemler, giivenilirlikleri ¢arpanlara ayirma
problemine dayali RSA, ayrik logaritma problemine dayali
Diffie-Hellman anahtar degisimi ve DSA imza algoritmasi,
eliptik egri ayrik logaritma problemine dayali ECCDSA
algoritmalaridir. Ancak yeterince gii¢lii kuantum bilgisayarlarin
kullanilmaya baglanmasi1 durumunda bu algoritmalarin polinom
zamanda kirilabilecegi Shor algoritmasi [1] ile miimkiindiir.

Kuantum sonrasi kriptografi, kuantum ve klasik
bilgisayarlarla yapilan ataklara kars1 giivenli olan kriptografik
sistemlerin  gelistirilmesini ~ amaglamaktadir.  Kuantum
bilgisayarlar {izerine yapilan ¢alismalarin son yillarda
artmasiyla 2016 yilinda NIST tarafindan Kuantum Sonrasi
Kriptografi Standartlastirma ¢agrisi [2] yapilmigtir. 2017 yilinda
bu kapsamda toplam 69 adet olmak iizere kafes tabanl, kod
tabanli, 6zet fonksiyonlari tabanl, ¢ok degiskenli polinom
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tabanl ve diger baz1 6zel algoritmalar standartlasma siireci igin
birinci turda aday olarak sunulmustur. 2019 ocak ayinda ise
ikinci tura toplam 26 algoritmanin kaldigi agiklanmustir [3].
Eksilen 43 algoritma arasinda siiregten cekilen, Kkriptografik
olarak zafiyetleri ortaya ¢ikarilan ve benzer ozellikler
tagimasindan dolay1 birleserek siirece devam eden algoritmalar
mevcuttur.

Il. Kob TABANLI KRiPTOGRAFI

Kod tabanli kriptografi, kuantum bilgisayarla yapilan
ataklara karsi dayanikli acik anahtarli kriptosistemlerin
olusturulmasinda kullanilan ve temel olarak kodlama
teorisindeki bazi 06zel kodlarm kod ¢6zme isleminin
matematiksel zorlugunu temel alan yontemlerden biridir. ilk kod
tabanli kriptosistem 1978 yilinda Robert McEliece tarafindan
Onerilmistir [4]. Giinlimiizde 6nerilen bircok kod tabanli sistem
McEliece sisteminin iyilestirilmis ve degistirilmis versiyonlari
olarak disiiniilebilir. McEliece sisteminin detaylar1 i¢in bazi
kodlama teorisi bilgilerini takip eden bolimde verecegiz.
Detayl1 ve genel bilgiler igin [5] incelenebilir.

A. Lineer Kodlar

Bu boliimde lineer kodlarin anlagilmasi igin gerekli bazi
temel bilgiler verilecektir. F, q elemanli cisim ve F; iizerindeki
n boyutlu vektor uzayr Fj* olsun.

FZ* vektor uzaymin k boyutlu bir € alt uzayma, uzunlugu n
ve boyutu k olan lineer kod denir ve [n, k] seklinde gosterilir.
C uzaymin her bir eleman1 kod kelimesi olarak adlandirilir. x €
Ft vektortiniin - sifirdan  farkli  bilesenlerinin sayisma bu
vektoriin Hamming agurhigr denir ve wt(x) ile gosterilir. x,y €
C olmak tizere, bu iki kod kelimesinin Hamming uzakiig
d(x,y) birbirlerinden farkli koordinatlarinin sayisidir. Ozel
olarak d(x,y) = wt(x —y) esitligi saglanir. Bir C lineer
kodunun minimum uzakligi bu kod igerisindeki birbirinden
farkli tiim kod kelimeleri arasindaki uzakliklarin en kiiglik
degeri olarak tanimlanir. Ozel olarak bu uzaklik lineer kodlarda
minimum agirliga sahip kod kelimesinin agirligina esittir.
Minimum uzakligi d olan bir € lineer kodu ile en fazlad — 1

tane hata tespit edebilir ve en fazla l%] tane hata diizeltebilir.
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Satirlar1 € kodunun bir bazini olusturan k X n boyutlarindaki G
matrisine C - [n, k] lineer kodunun iirete¢ matrisi denir ve bu
durumda € = {mG | m € F}} olarak yazilabilir. ¢ kodunun
ortogonal tiimleyeni olan ¢* = {x € F': Vy € C,x -y = 0}
kiimesi dual kod olarak adlandirilir ve bu durumda C* -
[n,n—k] lineer kod olur. ¢t kodunun (n—k)xn
boyutlarindaki H iirete¢ matrisi ¢ kodunun egs/ik-denetim
matrisi olarak adlandirilir ve burada C = {c EFIH cl = 0}
olur.

B. McEliece Kriptosistemi

McEliece algoritmasinin genel fikri hata diizeltebilen lineer
kod ailesinden secilen ve rastgele hata eklenmis bir kod
kelimesini sifreli metin olarak kullanmaktir. A¢ik anahtar olarak
kodun {iirete¢ matrisi kullanilir. Kod ailesi i¢in gizli, hizli kod
¢Ozen algoritmay1 bilen kullanicilar sifreli metinden hatalari
uzaklagtirarak agik metne ulasabilirler [6].

Literatiire ilk sunulan McEliece kriptosisteminde hizli kod
¢ozme algoritmasina sahip olan Goppa kodlarmin kullaniimasi
Onerilmistir. Ancak iyi kod ¢6zme algoritmasma sahip olan
herhangi bir kod ailesi de kullanilabilir. McEliece kriptosistemi
anahtar Uretimi, sifreleme ve sifre ¢ozme olmak lizere ii¢
adimdan olusur. F, lizerinde en fazla t hata diizeltebilen bir
[n, k] ikili lineer kodu verilsin.

Anahtar iiretme:
1. Lineer kodun k xn boyutunda G irete¢ matrisi
iretilir.
2. det(S) # 0 olmak iizere k X k boyutunda S matrisi ve
n X n boyutunda P permiitasyon matrisi olusturulur.
3. G' = SGP hesaplanir.
4. (' agik anahtar ve S, G, P gizli anahtarlar1 olusturulur.
Sifreleme:
1. Mesaj k bitlik bloklar olarak kodlanir.
Mesaj = mym, ... olsun.
2. Uzunlugu n ve agirhg t olan rastgele e vektori
tretilir.
3. Her bir blok i¢in ¢; = m;G’ + e sifreli metin bloklari
iiretilir ve kars1 tarafa gonderilir.
Sifre ¢6zme:
1. Her bir blok ¢; igin ¢ = ¢;P~* hesaplanir.
2. Kod ¢6zme algoritmasi kullanilarak her bir blok i¢in
c; vektorlerinden m; vektorleri elde edilir.
3. Her bir blok igin m; = mjS~! hesaplanarak mesaj
elde edilir.

McEliece, ilk olarak n=1024, k=524, t=50
parametreleri ile onerilmistir [4]. Bu durumda agik anahtar
uzunlugu yaklasik olarak 524(1024 — 524) = 262000-bit
oldugundan sistem yeterli ilgiyi gormemistir. Fakat yeterli
giivenlik seviyelerine ulagmak i¢in bu parametrelerin yeterli
olmayacag gosterilmis ve 80-bit giivenlik i¢in standart cebirsel
kod ¢6zme algoritmalari kullanildiginda n = 2048, k = 1751,
t = 27 parametreleri, Goppa kodlar1 igin liste kod ¢dzme
algoritmalar1  kullanildiginda n = 1632, k = 1269, t = 34
parametreleri nerilmistir [ 7]. Kuantum bilgisayarlara dayanikli
olabilmesi i¢in Goppa kodlarinin n = 6960, k = 5413, t =
119 parametreleri ile kullanilabilecegi Onerilmistir [8]. Bu
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durumda ise agik anahtar boyutu yaklasik olarak 8x106-bit
olmaktadir. NIST’in ¢agrisina sunulan kod tabanl algoritmalar,
klasik McEliece algoritmasimin degistirilmis ve iyilestirilmis
versiyonlari olarak diigiiniilebilir.

I1l. ANAHTAR KAPSULLEME MEKANIZMASI

Anahtar  kapsiilleme mekanizmalari, asimetrik (agik
anahtarlt) kriptosistemleri kullanarak simetrik kriptosistemler
icin ortak gizli anahtar olusturmayir hedeflemektedir. Bu
mekanizma asagidaki gibi ii¢ adimda gergeklesmektedir:

1. Anahtar Uretme: Kapsiilleme ve kapsiilden ¢ikarma

islemi i¢in agik ve gizli anahtar {iretir.

2. Kapsiilleme: Agik anahtari ve rastgele liretilen bagka
degerleri kullanarak bir sifreli metin ve K anahtarini
olusturur.

3. Kapsiilden Cikarma: Sifreli metni ve gizli anahtari
kullanarak K anahtarina ulasir.

Bu c¢alismada NIST’in Kuantum Sonrasi Kriptografi
Standartlagtirma ¢agrisi kapsaminda anahtar kapsiilleme
mekanizmast olarak onerilen ve birinci turu gecebilen 8 farkl
kod tabanli algoritmanin performanslart karsilastirilmistir. Bu
algoritmalar uzun yillardir literatiirde bulunan klasik McEliece

sisteminin ~ farkli  kodlar  kullanilarak  degistirilmis
versiyonlaridir.  Dolayistyla  giivenilirlikleri ~ McEliece
algoritmasinda oldugu gibi kod ¢6zmenin zorluguna

dayanmaktadir. Algoritmalar kod ¢6zmenin zorlugu problemini
kullandiklar1 kod ailelerine gore uyarlamislardir.

Performans 6lgiimleri 128-bit, 192-bit ve 256-bit giivenlik
seviyeleri i¢in 4 farkli bilgisayar ortaminda caligtirilarak
yaptlmistir. Calismada kullanilan bilgisayarlarin  6zellikleri
asagidaki gibidir:

e SERVER - POWERS (architected), altivec supported
CPU@4116.000000MHz, 107GB SCSI Disk, Linux
64-bit,

e ASUS - Intel® Core™ {7-6500u CPU @ 3.16GHz, 512
GB SSD, Ubuntu 64-bit,

e FUIJITSU - Intel® Core™
2.60GHz, Ubuntu 64-bit,

e MAC — Intel® Core™ i5-5257U CPU @ 2.70GHz,
Ubuntu 64-bit.

128-bit giivenlik seviyesi igin tiim algoritmalarda 10 anahtar
iretimi, 10 anahtar kapsiilleme ve 10 kapsiilden ¢ikarma islemi
yapilarak ¢alisma siireleri milisaniye cinsinden 6l¢iilmiistiir. Bu
stirelerin ortalama degerleri alinarak anahtar tiretimi igin Tablo
I’de, anahtar kapsiilleme islemi igin Tablo II’de ve kapsiilden
¢ikarma i¢in Tablo III’te verilmistir.

Tablo I incelendiginde, 128-bit giivenlik seviyesi i¢in dort
bilgisayarda da en hizli anahtar iiretimi yapan algoritmanin
BIKE oldugu goriilmektedir. BIKE algoritmasini sirasiyla
Ouroboros-R, HQC ve LAKE algoritmalari takip etmektedir.
LEDAkem digerlerine gore daha yavastir. BIG QUAKE ve
RLCE ise en yavas anahtar iiretimi yapan algoritmalardir.

Tablo II’den 128-bit giivenlik seviyesi i¢in dort bilgisayarda
da en hizli kapsiilleme islemini gerceklestiren algoritmanin
anahtar iretiminde oldugu gibi yine BIKE oldugu
goriilmektedir. BIKE algoritmasim sirastyla LAKE, LOCKER
Ouroboros-R  ve HQC algoritmalar1 takip etmektedir.

i5-3230M CPU @
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Kapsiilleme agamasi i¢in BIG QUAKE, LEDAkem ve RLCE
daha yavaslardir ancak diger algoritmalarla aralarinda anahtar
iiretiminde oldugu gibi biiytik bir fark yoktur.

TABLO I.  128-BiT GUVENLIK SEViYESI iCiN ANAHTAR URETME
SURELERI (ms)
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Ouroboros-R oldugu goriilmektedir. Ardindan sirasiyla LAKE,
HQC, BIKE ve BIG QUAKE algoritmalar1 gelmektedir. En
yavasg olanlar ise RLCE ve LEDAkem algoritmalaridir.

192-bit giivenlik seviyesi igin de 10’ar kere anahtar iiretimi,
anahtar kapsiilleme ve kapsiilden ¢ikarma islemi yapilarak
caligma siireleri milisaniye cinsinden 6l¢iilmiistiir. Bu siirelerin

Algoritma Server Asus Fujitsu | Mac ortalama degerleri anahtar {iretimi ig¢in Tablo IV’te, anahtar
BIG QUAKE 556,059 | 346,654 | 423,731 | 353,484 kapsiilleme islemi i¢in Tablo V’te ve kapsiilden ¢ikarma igin
BIKE-1 1,873 0,113 0,355 0,148 Tablo VI’da verilmistir.
BIKE BIKE-2 4,357 2,399 2,942 2,569
BIKE-3 0,238 0,086 0,232 0,147 o . o -
TABLO IV. 192-BiT GUVENLIK SEVIYESi iCiN ANAHTAR URETME
HQC-I 0,388 1,231 0,557 1,539 M ;
SURELERI (MS)
HQC HQC-II 0,405 1,349 0,378 1,547
HQC-III 0,427 1,575 0,808 1,731 Algoritma Server Asus Fujitsu Mac
LAKE 2,320 1,079 2,324 1,321 BIG QUAKE 4829,134 | 3081,125 | 3829,313 | 3423,600
LEDAkem 50,165 59,831 53,078 BIKE-1 23,451 0,214 0,892 0,294
LOCKER | 4,720 1,732 4,688 1,921 BIKE BIKE-2 15,225 3,095 11,281 3,154
LOCKER | LOCKER IV 6,620 11,477 7,468 12,015 BIKE-3 0,603 0,242 0,552 0,318
LOCKER VII 14,880 19,096 15,457 23,509 HQC-I 0,750 2,616 1,066 3,198
Ouroboros-R 0,431 0,262 0,670 0,298 HQC HQC-I11 0,776 2,867 1,098 2,980
RLCE RLCE-A 611,140 | 216,439 | 249,944 | 219,541 HQC-III 0,840 1,945 1,293 2,345
RLCE-B 1263,650 | 457,284 | 581,987 | 510,340 LAKE 2,929 1,176 4,604 1,261
LEDAkem 209,324 251,610 400,031
TABLO Il. 128-BiT GUVENLIK SEVIYESI iCIN ANAHTAR KAPSULLEME LOCKER 5,566 2,177 3,324 3,201
SURELERI (Ms) II_IOCKER
Algoritma Server | Asus | Fujitsu | Mac LOCKER \Y/ 7,238 13011 7,753 13,948
BIG QUAKE 2,314 1,509 1,801 | 1,609 LOCKER
BIKE-1 1,936 | 0,117 0,409 | 0,159 VI 16,309 22,162 13621 29,806
BIKE BIKE-2 0,382 | 0,081 0,158 | 0,122 Ouroboros-R 0,489 0,266 0,655 0,271
BIKE-3 0,439 | 0,123 0,351 | 0,138 RLCE RLCE-A 2454471 861,411 | 1126,866 893,012
HQC-1 0,674 1,371 1,111 | 1,609 RLCE-B 4971,158 | 1982,791 | 2188,167 | 2004,059
HQC HQC-II 0,689 | 1,386 0,792 | 1,980
HQC-III 0716 | 1,565 | 1259 | 1,727 Tablo IV incelendiginde 192-bit giivenlik seviyesi igin tiim
LAKE 0,359 | 0,197 0,441 | 0,253 - e e . .
bilgisayarlarda anahtar iiretimini en hizli yapan algoritmalarin
LEDAkem 2,172 3,706 | 3,260 - o e N [
LOCKER] 0651 | 0349 | 0590 | 0,432 Ouroporos—R ve BIKE oldugu goriilmektedir. Bu 1_k1
LOCKER | LOCKER IV 0,860 | 1,004 0,770 | 2,104 algoritmadan sonra ise HQC, LAKE ve LOCKER gelmektedir.
LOCKERVII | 1598 [ 1,733 | 0,933 | 2,094 LEDAKkem, RLCE algoritmalari digerlerine gore oldukg¢a yavas
Ouroboros-R 0654 | 0334 | 0,946 | 0,320 kalmiglardir ancak en yavag algoritmanin BIG QUAKE oldugu
RLCE RLCE-A 3548 | 1,182 | 3,376 | 1341 gorillmektedir.
RLCE-B 5,516 1,872 5,337 | 2,301
TABLO V. 192-BiT GUVENLIK SEViYESI iCIN ANAHTAR KAPSULLEME
TABLO Ill. 128-BiT GUVENLIK SEVIYESI i¢iN KAPSULDEN CIKARMA SURELERI (Ms)
SURELERI (ms)
Algoritma Server | Asus | Fujitsu | Mac
Algoritma Server Asus | Fujitsu Mac BIG QUAKE 5,107 | 3,738 4,324 | 5,734
BIG QUAKE 2,879 1,745 2,259 1,745 BIKE-1 1,014 | 0,226 1,064 | 0,278
BIKE-1 13,659 1507 | 2,476 1,693 BIKE BIKE-2 0,951 | 0,128 | 0453 | 0,152
BIKE BIKE-2 3,358 1531 | 2279 1,642 BIKE-3 1,161 | 0,227 | 0,915 | 0,259
BIKE-3 2,612 1,780 2,870 1,812 HQC-I 1,324 | 1,461 1,673 | 1,810
HQC-I 1,367 0920 | 1770 1,301 HQC HQC-II 1462 [ 1312 | 2,335 | 1,791
HQC HQC-II 1,437 0,813 1,369 1,091 HQC-III 1514 | 1,395 2,774 | 1,792
HQC-III 1,379 0,900 1,944 1,019 LAKE 0,404 | 0,189 0549 | 0,221
LAKE 1,183 0829 | 0,862 0,903 LEDAkem 7,928 | 14,612 | 8,301
LEDAkem 2071,975 20,624 | 2932,986 LOCKER Il 0,686 | 0,375 0,505 | 0,428
LOCKER | 2,480 1658 | 2411 1,983 LOCKER | LOCKER V 0,938 | 2482 | 0612 | 3,491
LOCKER | LOCKER IV 2,884 7,612 1,911 9,521 LOCKER VIII 1,646 | 1,579 0,923 | 1,971
LOCKERVII | 4952 5454 | 3155 5,998 Ouroboros-R 0773 [ 0,344 | 0,827 [ 0,339
Quroboros-R 1,029 0,711 1,782 0,699 RLCE-A 8413 | 2,804 8,131 | 3,500
RLCE RLCE-A 7,319 2,705 | 334215 3,405 RLCE RLCE-B 12,943 | 4,777 | 11,909 | 5317
RLCE-B 10,892 4,010 | 528,394 5,399

Tablo III’te 128-bit giivenlik seviyesinde dort bilgisayarda
da kapsiilden c¢ikarma islemi i¢in One c¢ikan algoritmanin

Tablo V’te 192-bit gilivenlik seviyesi i¢in tiim
bilgisayarlarda anahtar kapsiilleme iglemini en hizli yapan
LAKE algoritmasidir. Ardindan sirasiyla Ouroboros-R,
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LOCKER, BIKE, HQC ve BIG QUAKE algoritmalari
gelmektedir. Bu siirecin en yavas algoritmalariysa RLCE ve
LEDAKem oldugu goriilebilir.

TABLO VI. 192-BiT GUVENLIK SEVIYESI iCIN KAPSULDEN CIKARMA
SURELERI (ms)
Algoritma Server Asus Fujitsu Mac
BIG QUAKE 11,211 12,187 22,382 14,133
BIKE-1 12,723 3,573 6,024 4,201
BIKE BIKE-2 9,127 3,288 6,251 4,009
BIKE-3 5,685 3,662 6,249 4,267
HQC-I 2,463 1,650 1,730 2,750
HQC HQC-II 2,490 1,687 3,418 2,135
HQC-III 2,538 1,857 3,948 2,272
LAKE 1,918 1,206 1,341 1,529
LEDAkem 5863,974 59,055 | 5953,342
LOCKER Il 2,638 1,685 2,093 2,193
LOCKER LOCKER V 3,900 0,189 2,573 0,311
I\'/ﬂ?KER 5,087 4,530 3,009 4,870
Ouroboros-R 1,865 1,188 2,950 0,990
RLCE RLCE-A 16,099 5,828 804,940 6,318
RLCE-B 24,228 9,618 | 1178,949 9,977

Tablo VI’ya bakildiginda 192-bit giivenlik seviyesi i¢in dort
bilgisayarda da kapsiilden ¢ikarma islemini en hizli
gerceklestiren algoritmalarin Ouroboros-R ve LAKE oldugu
goriilmektedir. Bu iki algoritmadan sonra ise HQC, LOCKER,
LAKE ve BIG QUAKE gelmektedir. LEDAkem ve RLCE ise
en yavas algoritmalardir.

Diger giivenlik seviyelerinde oldugu gibi 256-bit giivenlik
seviyesi i¢in de 10’ar kere anahtar {iretimi, anahtar kapsiilleme
ve kapsiilden cikarma islemi yapilarak calisma siireleri
milisaniye cinsinden Ol¢lilmiistiir. Bu siirelerin ortalama
degerleri anahtar iiretimi i¢in Tablo VII’de, anahtar kapsiilleme
islemi i¢in Tablo VIII’de ve kapsiilden ¢ikarma ig¢in Tablo
I1X’da verilmistir.

TABLO VII. 256-BiT GUVENLIK SEVIYESI iCIN ANAHTAR URETME
SURELERI (Ms)

Algoritma Server Asus Fujitsu Mac
BIG QUAKE 8733030 | 6027,456 | 6742,165 | 6587916
BIKE-L 1334 | 0315 | 1633 | 0,389
BIKE BIKE-2 23450 | 6,970 | 25391 | 7,090
BIKE-3 1334 | 0329 | 1256 | 0,329
HQCAI 1170 | 3024 | 1853 |  3.753
Hoc HQCAI1 1270 | 2876 | 2114 | 4201
HOC-III 1342 | 3626 | 2080 | 4114
HQC-IV 1389 | 6379 | 2196 | 6,920
LAKE 3015 | 1200 | 4104 | 2298
LEDAkem 642,918 | 817,088 | 697,170
h?CKER 6235 | 11,756 | 6352 | 13,860
LOCKER \L/?CKER 8103 | 2551 | 9929 | 2832
IL)?CKER 18118 | 6524 | 18738 | 6901
OuroborosR 0597 | 0355 | 1163 | 0402
nLce | RLCE-A | 5900639 | 2379420 | 27885513 | 3003130
RLCE-B | 11682,897 | 4723,123 | 5107,598 | 5099,072
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Tablo VII’ye gore 256-bit giivenlik seviyesi igin dort
bilgisayarda da anahtar iretimini en hizli yapan algoritmalarin
Ouroboros-R ve BIKE oldugu goriilmektedir. Bu iki
algoritmadan sonra ise HQC, LAKE, LOCKER ve LEDAkem
gelmektedir. BIG QUAKE ve RLCE ise en yavasg
algoritmalardir.

TABLO VIII. 256-BiT GUVENLIK SEVIYESI iCiN ANAHTAR KAPSULLEME
SURELERI (MS)

Algoritma Server Asus | Fujitsu Mac
BIG QUAKE 7,156 5,340 5,844 6,241
BIKE-1 2,595 0,332 1,566 0,402
BIKE BIKE-2 1,015 0,178 0,600 0,199
BIKE-3 2,592 0,502 1,801 0,704
HQC-I 2,248 1,732 3,981 2,108
HQC HQC-II 2,409 2,336 4,518 3,431
HQC-III 2,619 2,539 4,114 3,021
HQC-IV 2,690 9,420 4,662 9,812
LAKE 0,446 0,222 0,614 0,281
LEDAkem 21,954 | 44,102 | 28,910
LOCKER Il 0,783 1,788 0,419 1,901
LOCKER | LOCKER VI 0,935 0,413 0,513 0,510
LOCKER IX 1,822 0,858 1,248 1,078
Ouroboros-R 0,951 0,568 1,491 0,570
RLCE RLCE-A 24,730 7,598 | 24,800 7,999
RLCE-B 40,834 | 12,565 | 36,413 | 13,932
Tablo VIHI ise 192-bit giivenlik seviyesi igin tiim

bilgisayarlarda anahtar kapsiilleme iglemini en hizli yapan
algoritmanin LAKE oldugunu gostermektedir. Bu algoritmay1
sirastyla LOCKER, Ouroboros-R, BIKE, HQC ve BIG
QUAKE takip etmektedir. En yavas olanlar ise RLCE ve
LEDAkem algoritmalaridir.

TABLO IX. 256-BiT GUVENLIK SEVIYESI iCIN KAPSULDEN CIKARMA
SURELERI (MS)

Algoritma Server Asus Fujitsu Mac
BIG QUAKE 16,618 16,618 24,873 19,315
BIKE-1 13,611 7,806 14,110 7,931
BIKE BIKE-2 12,724 7,889 12,867 9,230
BIKE-3 13,608 9,606 15,690 10,021
HQC-I 3,745 2,641 3,481 2,729
HQC HQC-II 3,877 2,927 2,841 3,921
HQC-III 4,190 3,741 3,974 4,250
HQC-IV 4,417 7,311 4,477 8,021
LAKE 2,512 1,751 2,013 2,790
LEDAkem 11140,809 116,214 | 11998,120
II‘“OCKER 3,653 7,942 2,545 8,492
LOCKER I\‘/IOCKER 3,980 2,133 2,559 2,392
II‘XOCKER 6,490 3,855 4,889 5,908
Ouroboros-R 2,597 2,062 1,885 2,001
RLCE RLCE-A 48,427 17,528 | 2455,193 19,420
RLCE-B 76,103 28,202 | 3604,934 31,000

Son olarak Tablo IX’da ise 192-bit giivenlik seviyesi i¢in
tlim bilgisayarlarda kapsiilden ¢ikarma islemini en hizli yapan
algoritmalarin LAKE ve Ouroboros-R oldugu goriilmektedir.
Bu algoritmay1 sirastyla HQC, LOCKER, BIKE ve BIG
QUAKE takip etmektedir. Anahtar kapsiillemede oldugu gibi
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RLCE ve LEDAkem kapsiilleme islemini en yavas yapan
algoritmalardir.

IV. ANALiZ SONUCLARI

Performans analizlerinin sonuglar1, anahtar kapsiilleme
mekanizmasinin {i¢ adimi i¢in ortak degerlendirildiginde Tablo
X ortaya ¢ikmaktadir. Bu tabloya gore BIKE algoritmas1 128 bit
giivenlik seviyesindeki en hizh algoritmalardandir. 192-bit ve
256-bit giivenlik seviyeleri icin kapsiilden ¢ikarma adiminda
diger algoritmadan bir adim geride oldugundan tabloda yer
almamistir. HQC algoritmasi, 128-bit giivenlik seviyesindeki
durumunun aksine 192-bit ve 256-bit giivenlik seviyelerinde
kapsiilleme adiminda diger algoritmalara gore daha yavas
oldugundan tabloda isaretlenmemistir. LOCKER algoritmasi da
BIKE ve HQC algoritmalarinin aksine yalnizca 128-bit giivenlik
seviyesinde ozellikle anahtar {iretimi adiminda yavas kalmustir.
Tim giivenlik seviyeleri i¢in Sekiz anahtar kapsiilleme
mekanizmast arasinda en hizli algoritmalar LAKE ve
Ouroroboros-R bulunmustur.

Ayrica algoritmalarin siireleri incelendiginde anahtar
kapsiilleme adimimnin kapsiilden ¢ikarma ve anahtar {iretmeye
gore ¢cok daha hizli oldugu goriilmiistiir.

TABLO X. CALISMA SURELERINE GORE ONE CIKAN ALGORITMALAR

Algoritma 128-bit  192-bit  256-bit
BIKE v
HQC v
LAKE v v v
LOCKER v v
Ouroboros-R v v v
V. SONUC
Bu c¢alisma sonucunda NIST’in  Kuantum Sonrasi

Kriptografi Standartlagtirma ¢agrisi kapsaminda aday olan
birinci turdaki kod tabanli algoritmalardan 8 adet anahtar
kapsiilleme mekanizmasinin performans analizleri yapilarak
algoritmalarin hizlar1 ol¢iilmiistir. Bu kapsamda en hizh
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algoritmalar BIKE, HQC, LAKE, LOCKER ve Ouroboros-R,
en yavasg algoritmalar ise LEDAkem ve RLCE olmustur.

Calistirilan algoritmalardan 6nce ¢ikan LAKE, LOCKER ve
Ouroboros-R algoritmalar birleserek ROLLO adr altinda ikinci
turda yer almislardir. Ayni sekilde BIKE ve HQC algoritmalart
ikinci turdaki aday algoritmalar arasindadir. Son olarak
LEDAkem algoritmas1 da LEDApkc sifreleme-sifre ¢6zme
algoritmas1 ile birleserek LEDAcrypt ismiyle ikinci tura
geemistir.
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Abstract—National Institute of Standards and Technology
(NIST) in the USA started a post-quantum standardization
process in November 2017 and the first evaluation stage was
completed in the beginning of 2019. It is expected that one
or more algorithms for the public key cryptography will be
selected by NIST in a few years. This paper analyzes the second
round key encapsulation mechanisms (KEM) based on lattices.
To this end, the classification of those algorithms in terms of
their types is made and their security, sizes, and performance
are discussed. In addition, two types of lattice-based systems
namely the ring learning with errors (RLWE) and the module
learning with errors (MLWE) are compared and the similarities
are highlighted in order to make them simple to understand.

Keywords—Post-quantum cryptography, lattice-based cryp-
tography, key encapsulation mechanism, encryption

O7z—ABD’deki Ulusal Standartlar ve Teknoloji Enstitiisii
(NIST) Kasim 2017°de kuantum sonrasi standardizasyon sii-
recini baslatti ve ilk degerlendirme asamasi 2019’un basinda
tamamlandi. Oniimiizdeki birkac yl icerisinde NIST tarafindan
acik anahtarh Kkriptografi icin bir veya daha fazla algoritmanin
secilmesi bekleniyor. Bu makale, ikinci tura kalan kafes tabanh
anahtar kapsiilleme mekanizmalarim (KEM) analiz etmektedir.
Bu amacla, bu tiir algoritmalarin dayandiklar1 probleme gore
siniflandirilmasi yapildi ve algoritmalarin giivenligi, boyutlar1 ve
performanslari incelendi. Ayrica, kafes tabanl iki sistem olan
hata ile 6grenme probleminin halka versiyonu (RLWE) ve modiil
versiyonu (MLWE)’nun karsilastirilmasi yapildi ve bu sistemleri
daha anlagilabilir kilmak icin benzerlikleri vurgulandi.

Anahtar Sozciikler—Quantum sonrast Kriptografi, Kafes-
tabanh kriptografi, anahtar kapsiilleme mekanizmasi, sifreleme

I. INTRODUCTION

When the large scale quantum computers are built, they
will break currently used public key cryptographic systems
such as RSA, DSA, or ECC since such computers solve in
polynomial time the intractable problems, integer factoriza-
tion problem and discrete logarithm problem, that ensures the
security of those systems against classical computers. Many
scientists believe that such computers will be built in the near
future while some are suspicious about the establishment of
them. In 2015, Michele Mosca from University of Waterloo
says [1] that “T estimate a 1/7 chance of breaking RSA-2048
by 2026 and a 1/2 chance by 2031". Some big companies
such as Google, Intel, and IBM announce the developments of
their research on the quantum computers. Therefore, a great

amount of work have been devoted to the replacement of
currently used public key cryptographic algorithms with the
algorithms that are resistant to attacks done by both classical
and quantum computers, called post-quantum cryptography.
There are basically five types of post-quantum cryptography.
These are lattice-based, multivariate, hash-based, code-based,
and supersingular elliptic curve isogeny-based cryptography.
There are plenty of public key proposals based on those sys-
tems. Some of them such as lattice-based have been studied
for more than 20 years but some of them like supersingular
elliptic curve isogeny-based are relatively newer than the
others.

Due to those developments, National Institute of Standards
and Technology (NIST) started the post-quantum cryptog-
raphy standardization process at the end of 2017. In the
beginning of 2019, 17 encryption/KEM (Key Encapsulation
Mechanism) and 9 signature algorithms were selected as
the second round candidates. There are three types of KEM
algorithms selected for the second round; lattice-based, code-
based, and isogeny-based and majority of the algorithms are
lattice-based type.

In this paper, we analyze lattice-based post-quantum algo-
rithms that were selected as the second round candidates in
the NIST post-quantum standardization process. We classify
them in terms of the intractable problems that the security is
based on. In addition, we compare the security, key and data
sizes, and performance of those systems. In order to compare
the performances fairly, we run all implementations on the
same platform and measure their running times. Furthermore,
in order to see the relations deeply, the similarities and
differences of the algorithms based on the ring learning with
errors and the module learning with errors are discussed and
the case they are equivalent is emphasized.

The rest of the paper is organized as follows: NIST PQC
(Post Quantum Cryptography) 2"-round lattice based KEM
algorithms are classified regarding the problems their security
are based on and key generation, encapsulation and decapsu-
lation algorithms are given in Section II. In Section III, we
compare algorithms in terms of performance, security and
size. Similarities and differences between module learning
with errors (MLWE) and ring learning with errors (RLWE)
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based algorithms are emphasized in Section IV and finally
we conclude in Section V.

II. CLASSIFICATION OF NIST PQC 2"° ROUND
LATTICE-BASED KEM ALGORITHMS

In this section, we classify NIST PQC 2" round lattice-
based KEM algorithms according to the problems they are
based on.

Security properties for KEMs are:

o IND-CPA (Indistinguishability under Chosen Plaintext
Attack): The adversary may call enryption oracle or
other operations for a polynomial bounded time. Then,
the adversary selects two message with the same length
and send them to challanger. Given a public key, the
ciphertext of one of the two possible plaintext, it is
infeasible to decide whether the ciphertext is the result
of the encryption of the first message or the second one.
The adversary may call encryption oracle or other ope-
rations for a polynomial bounded of time after receiving
ciphertext.

o IND-CCA (Indistinguishability under Chosen Ciphertext
Attack): It is similar to IND-CPA, but this time the ad-
versary may call both encryption and decryption oracles.
In non-adaptive case, the decryption oracle may only be
called before obtaining the challanged ciphertext. On the
other hand, in adaptive case it may be called even after
obtaining the challange but may not submit the received
ciphertext.

A. Learning with Errors (LWE)

LWE [2] problem is constructed by adding noise to the
system of linear equation with respect to an error distribution.
This problem can be defined as given in [3]. For a given
dimension n > 1, modulus ¢ > 2 and error probability
distribution x on Z,, samples of the LWE distribution in
normal-form are constructed as

1
(a,b= 6<a,s> +emod 1)

by choosing a vector a € Z;' uniformly at random and all
components of the secret s € Z and e from the distribution
X-

FrodoKEM:

FRODOKEM [4] is designed to satisfy IND-CCA security
level, and FrodoPKE is ensured IND-CPA security level.
There are three versions of FRODOKEM corresponding to
different security levels: FROD0O-640 (Level 1), FROD0O-976
(Level 3), and FRODO-1344 (Level 5). Apart from generating
the matrices, the main operation on KEM and PKE (Public
Key Encryption) is matrix-vector product.

For the pseudorandom matrix generation A, both AES-
128 or SHAKE-128 algorithm can be used . The error
distribution y on integers is rounded continuous Gaussian
Distribution with standard deviation o > 1.4. In the key
generation part, by using generated matrix A and sampling
error matrices from E and S, the matrix B can be computed:

B=AS+E.

Operations are done in modulus ¢ = 2P, where D < 16.
Details of FRODOKEM algorithm can be examined in [4].
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B. Ring Learning with Errors (RLWE)

RLWE problem was introduced in [5]. It is a special case
of LWE problem where polynomials defined in R, are used
instead of vectors whose coefficients are defined in Z,. The
problem is defined as follows:

Let x be a distribution function, and e & x denotes e
is sampled following the distribution x. a is selected as a
random but publicly known polynomial in R,. s and e are
small and private polynomials, and selected as s & x and
e & x. Given a polynomial pair (a € R,,b € R,), while
the decision problem is to decide whether the polynomial b
is constructed as b = (a - s + e) or it is generated randomly
in R4, the search problem is to find the private polynomial
s.

NEWHOPE:

NEWHOPE [6] is one of the fastest and most promising NIST
post-quantum standardization candidates. Its security relies on
decision version of RLWE problem.

NEWHOPE cryptosystem includes two KEMs which are
NEWHOPE-CPA-KEM and NEWHOPE-CCA-KEM. Both sc-
hemes are constructed by using NEWHOPE-SIMPLE [7] sc-
heme which is referred as NEWHOPE-CPA-PKE. This is
not a part of the specification. It is only used to construct
NEWHOPE-CPA-KEM and NEWHOPE-CCA-KEM. The pse-
udocodes for these algorithms may be examined in [6]. Some
important parts of NEWHOPE-CPA-PKE algorithm are given
below. Please refer to [6] for more detailed information.

Secret term s and error term e of NEWHOPE are distributed
by using centered binomial distribution vy, of parameter k =
8. Moreover, the parameters of NEWHOPE are selected such
that a fast and efficient NTT (Number Theoretic Transform)
can be performed for polynomial multiplication. Therefore,
NTT is one of the most important part of NEWHOPE.

C. Module Learning with Errors (MLWE)

MLWE problem [8], [9] is an interpolation between LWE
and RLWE and was proposed to point out imperfections in
both problems. Standard LWE-based cryptosystems has the
advantage of easy scalability, but suffers from efficiency. On
the other hand, RLWE-based schemes are efficient in terms of
both speed and size, but their additional structure might make
them more vulnerable to attacks. MLWE offers trade-offs
between these two. The MLWE problem can be informally
viewed as taking the RLWE problem and replacing the ring
elements a and s with module elements over the same ring.
With this perspective, RLWE can be seen as MLWE with
module rank 1.

A formal definition for MLWE can be given as follows. Let
x be a distribution function, and e & x denotes e is sampled
following the distribution x € R,. a is selected uniformly
random in (R,)%, where d is the rank of the module. All
components of the secret s € (R,)? and e are chosen from
the distribution . Given some uniform random a € (R,)?,
the decision problem is to decide whether the polynomial b
is constructed as b = a - s + e or it is generated randomly in
R4 and the search problem is to find the secret polynomial

s.
CRYSTALS-KYBER:

KYBER [10] is an IND-CCA2-secure KEM whose security

relies on the hardness of MLWE problem. Different from

the usual definition of MLWE, in KYBER b is constructed

as b = A - s+ e, where A is a matrix over (R,)%*¢
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(with a small rank, like 3). KYBER has three versions
namely, KYBERS512, KYBER768 and KYBER1024 leading
to different security levels.

In KYBER, NTT is used only in the sampling of A and
the public key. KYBER uses a deterministic approach to
sample elements in R, which are statistically close to a
uniformly random distribution. For noise sampling, a centered
binomial distribution is used. Symmetric primitives used
in KYBER are SHAKE-128, SHA3-256, SHA3-512 and
SHAKE-256. An interested reader may refer to [11] for a
more comprehensive view of the algorithm.

D. Module Learning with Rounding (MLWR)

LWE based schemes use samples from noise distributions
which requires randomness. However, schemes based on Le-
arning with Rounding (LWR) obtain noise deterministically
by reducing from modulus ¢ to modulus p, where p|q. Mo-
dule versions of LWE/LWR problems decrease computational
complexity and bandwidth. Also, modules are used to prevent
attacks on the ring structure of Ring-LWE/LWR.

SABER:

SABER.KEM [12] is an IND-CCA secure KEM. SABER’s
security is based on the hardness of the MLWR problem.
SABER has three versions, namely LightSaber, Saber and
FireSaber.

SHAKE-128 algorithm is used to generate a pseudoran-
dom matrix A € quXl from a seed. Also, SHA3-256 and
SHAB-512 are used in the protocol. The coefficient vectors of
the secret vectors are sampled according to a centered bino-
mial distribution. In SABER, all integer moduli are powers of
2. Therefore, NTT cannot be applied to speed up polynomial
multiplication. As multiplication algorithms, Toom-Cook and
Karatsuba are used. For more specific information one can see
[12].

E. Integer Module Learning With Errors (I-MLWE)

In order to understand I-MLWE, in the first place MLWE
must be understood and MLWE is explained briefly in Section
II-C. In I-MLWE, instead of reducing each coefficient of
the polynomial mod ¢, the polynomial is reduced by setting
x = q. As the result of this, the ring is isomorphic to Z/N,
where N = ¢(q) is a generalized Mersenne number. Hence,
the noise, encoding and decoding functions for polynomial
LWE still work, with the substitution x = q.

ThreeBears:

THREEBEARS [13] is a post-quantum KEM which has CCA-
secure and CPA-secure variants. THREEBEARS is based on
I-MLWE problem and uses the approaches of NEWHOPE [6]
and KYBER [10] algorithms.

Due to I-'MLWE implementation in THREEBEARS, it follows
this pattern of LWE with some small variations, which is to
take © = ¢ = 2'0 and ¢(x) = 2312 — 2156 — 1.

The encryption system does not work well in the practical
applications and hence, some practical improvements are
implemented in the algorithm.

For key generation, encapsulation and decapsulation of TH-
REEBEARS algorithm, please refer to [13] for more detailed
information.

FE. Polynomial-Learning with Errors (PLWE)

PLWE problem was introduced in [14]. It is a special case
of RLWE problem.
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Let P := Z[z]/f(z), P, := P/qP. h € P, shows its
equivalence class for h € P. Lets € F, is secret term, PLWE
problem involves ¢ PLWE samples (a;, a;-s+e;) for 1 <i <
¢ where a; € P, is randomly chosen and publicly known, e;
is sampled from a distribution x. While the decision problem
is to decide whether the polynomial b; € P, is constructed
as b; = (a; - s + ¢;) or it is generated randomly in P,, the
search problem is to find the private polynomial s;.

LAC:

LAC [15] is a public key cryptographic primitive based on
PLWE problem. It is the first instantiation to the RLWE based
primitives where the modulus is at a byte level.

LAC consists of four primitives which are a CPA secure
public key encryption scheme (LAC.CPA), a CCA secure
key encapsulation mechanism (LAC.CCA), a passively se-
cure key exchange protocol (LAC.KE), and an authenticated
key exchange protocol (LAC.AKE). LAC.CPA is the main
foundation of all these primitives. The main subroutines of
LAcC.CPA may be found in [15].

This cryptosystem samples secret and error terms from
centered binomial distribution. Moreover, the polynomial
operations are much more easier than the other NIST candida-
tes since the modulus is at byte level. Therefore, the modular
reduction can be performed by simple bitwise operators. The
multiplication with s and r can also be implemented by
bitwise operators since they are selected from {—1,0,1}.
However, using a byte level modulus increases the decryption
failures. The designers decided to use BCH error correcting
code in order to handle the decryption failure.

G. General Learning with Rounding (GLWR)

GLWR problem is defined in such a way that schemes
relying on this problem can be instantiated as relying on LWR
or RLWR depending on the parameter set. LWR problem and
RLWR problem are similar to LWE and RLWE recpectively.
In LWE and RLWE, noise and secret terms are sampled from
a distribution. This requires random data and a sampling
function. On the other hand, schemes relying on LWR and
RLWR obtain the error term by modulus switching which
does not require any random data. Therefore, the computation
complexity is also decreased.

ROUNDS:

ROUNDS5 [16] proposes both a key encapsulation mechanism
and a public key encryption scheme. It is the merger of
the submissions Round2 and HILAS. The security relies on
GLWR problem. In other words, the security relies on both
LWR and RLWR problems in a unified way so that ROUNDS
can be instantiated LWR or RLWR depending on the input
parameters. There are 18 different parameter sets of ROUNDS
which include six ring parameter sets with error correction,
six ring parameter sets without error correction, and six non-
ring parameter sets. Each of these six parameter sets contain
three CPA secure KEM and three CCA secure PKE that
achieve security level 1, 3 and 5.

The ring instantiate of ROUNDS uses NTRU ring
Zq/(z™ T — 1) to improve performance. They also choose
p and g as powers of two. Therefore, the rounding function
and modular computation can be simply realized by ignoring
some bits. Moreover, ROUNDS uses XE error correcting code
to decrease the failure rate. XE codes are resistant to timing
attacks since they avoid table look-ups and conditions.
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H. NTRU

NTRU is public key cryptosystem that use lattice based
cryptography to encrypt and decrypt data. Security is based
on shortest vector problem (SVP).

CLASSICAL NTRU:

CrLAsSICAL NTRU [17] proposes quantum resistant key
encapsulation mechanism (KEM) that uses lattice based cryp-
tography and recommends two parameter sets referred as
NTRU-HPS and NTRU-HRSS. While NTRU-HPS uses fixed-
weight sample spaces and allows several choices of g for
each n, NTRU-HRSS parameter set uses arbitrary weight
sample spaces and fixes ¢ as a function of n. NTRU is a
merged version of NTRUEncrypt and NTRU-HRSS-KEM
submission in the first round of NIST PQC standardization
process. Merged NTRU submission is based on Saito, Xagava
and Yamakawa [18] variant of NTRU-HRSS-KEM proposes
different variant of NTRU-HRSS-KEM that eliminates the
length-preserving message confirmation hash and expensive
part of decapsulation routine without impact on security.
NTRU PRIME:

NTRU PRIME [19] provides two key encapsulation mecha-
nisms: "STREAMLINED NTRU PRIME " and "NTRU LP-
RIME ". Their security are based on shortest vector problem.
Both algorithms are designed for the standard goal of IND-
CCA2 security.

STREAMLINED NTRU PRIME is optimized from an imple-
mentation perspective.

NTRU LPRIME is a variant offering different tradeoffs.

In lattice-based cryptography, attack surface of NTRU PRIME
can be significantly reduced with only a minor loss of
efficiency. Two cryptosystems in NTRU PRIME are introdu-
ced as the smallest and fastest lattice-based cryptosystems.
Moreover, some recent attacks based on homomorphisms
against lattice-based cryptosystems can be eliminated thanks
to NTRU PRIME ring structure. NTRU PRIME uses a prime
degree field with a large Galois group and an invert modulus
to minimize the number of ring homomorphism available to
the attacker.

III. COMPARISON OF ALGORITHMS

In this section, we compare NIST 2™ round lattice-based
KEM algorithms in terms of their performance, cost and
security levels.

A. Performance

Benchmark tests for all schemes are performed on an
Intel Core 17-6500U Skylake processor running at 2500 MHz
with Turbo Boost and Hyperthreading disabled. The operating
system is Ubuntu 18.04.2 LTS with Linux Kernel 4.15.0, and
all softwares are compiled with gcc-7.4.0. The benchmark
results for 2" round lattice-based KEM candidates of NIST
post-quantum project are given in Table I. We have taken
IND-CCA secure optimized implementations of all given
schemes in Table I except for ROUNDS which provides IND-
CPA secure KEM. Transformation from IND-CPA to IND-
CCA causes some performance loss in all three parts of a
scheme which are key pair, encapsulation and decapsulation
but mostly in decapsulation operation. Therefore, comparing
ROUNDS with the other schemes directly is not appropriate.

16-17 Ekim, Ankara, Tiirkiye

B. Security and Size

Key and data size comparison of algorithms together with
their security levels is shown in Table II. As can be seen
from Table II, among the algorithms having security type
IND-CCA and security level 1, LAC has the smallest public
key and private key sizes while CLASSICAL NTRU-HPS has
the smallest data size. Actually, for level 1 LAC, CLASSICAL
NTRU-HPS and SABER are very close regarding the public
key, private key and ciphertext sizes. For level 5, LAC
has the minimum public key size, THREEBEARS has the
minimum private key size and CLASSICAL NTRU-HPS has
the minimum data size. On the other hand, FRODOKEM has
the largest size values for security levels 1, 3 and 5. The
reason why ROUNDS has very small public, private key and
data size is it has IND-CPA security type.

IV. COMPARISON OF MLWE AND RLWE

NEWHOPE relies on the hardness of RLWE problem
while KYBER relies on the hardness of MLWE problem.
Although these two problems are different, one can see
RLWE problem as a MLWE problem with module rank
1. The main advantage of MLWE over RLWE is that the
dimension of the ring is smaller and it is the same for
different security levels. Therefore, changing the security
level of a scheme relies on MLWE only requires changing
the modulus rank. However, for RLWE, it requires changing
the dimension of the ring. Consequently, some security levels
may not be reachable for RLWE schemes since the most
efficient way to implement RLWE scheme is to choose
the dimension as powers of two which does not allow
for intermediate security levels. KYBER is defined over
the ring R3320/(2?°% + 1) and NEWHOPE is defined over
R12289/($512 + ].) or R12289/($1024 + ].) While KYBER
achieves the NIST security levels 1,3 and 5 by adjusting
the modulus rank as 2, 3 and 4 respectively, NEWHOPE
only achieves the security level 1 and 5 with the rings
Ri22s0/(x°12 + 1) and Rigase/(2'0%* + 1). Recently, [20]
proposes a variant of NEWHOPE that achieves the security
level 3 over the ring R3457/(27%® — 2384 +1). Moreover, this
variant of NEWHOPE also decreases the modulus g to 3329
for (n = 512) and (n = 1024) by changing the definition
of NTT. These recent advances on NTT enable RLWE based
schemes to achieve intermediate security levels. An advantage
of RLWE over MLWE is that the public parameter a can
be generated by less entendable output function (such as
SHAKE-128) call which saves a lot of time.

V. CONCLUSION

Before the arrival of quantum computers, we should be
prepared for the new era with quantum-secure algorithms.
Therefore, NIST post-quantum standardization process has
drawn much attention of both academic and industrial com-
munity. After the second round of this process, out of 17
encryption/KEM algorithms, 9 of them are lattice-based.

In this paper, we analyzed NIST PQC 2"-round lattice-
based KEM candidate algorithms. We classified the algo-
rithms according to the hard problems which they are built
on. We sketched the most important structures of these
algorithms. We also performed the benchmark tests for all
schemes and compared them according to their performance.
In order to evaluate all algorithms with respect to their sizes,
a comparison table showing public key, private key and data
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[ Algorithm | Security Level [ Key Pair [ Encapsulation [ Decapsulation | Total ]
1 1454267 1907695 1848336 5210298
FRODOKEM 3 3078807 3697066 3545744 10321617
5 5239676 6206283 6011942 17457901
1 33982 48726 38380 121088
KYBER 3 62316 80754 66964 210034
5 86998 113448 96634 297080
1 68100 104789 125442 298331
LAC 3 161806 232959 355986 750751
5 198054 320323 436708 955085
1 71946 113364 115976 301286
NEWHOPE 5 137845 312306 315136 558927
1 236118 105342 49630 391090
CLASSICAL NTRU-HPS 3 379971 143316 72792 596079
5 Not provided
[ CLASSICAL NTRU-HRSS [ 3 [ 381528 [ 90817 [ 76894 [ 549239 ]
2 1199982 82297 103518 1385797
STREAMLINED NTRU PRIME 3 1580275 90852 109608 1780735
4 1998035 109806 145072 2252913
2 68218 111862 134485 314565
NTRU LPRIME 3 74544 118078 140032 332654
4 93190 152730 186682 432602
1 78186 130968 76929 286083
ROUNDS5.nd.5d 3 128308 220761 132231 481300
5 235368 384159 228650 848177
1 57834 96937 53488 208259
ROUNDS5.nd.0d 3 211638 336708 193735 742081
5 247747 410033 235592 893372
1 571830 658812 291278 1521920
ROUNDS5.n1.0d 3 968702 1162340 393356 2524398
5 2510717 2777599 1531123 6819439
1 69012 85536 81545 236093
SABER 3 120878 146332 141156 408366
5 183963 216522 214389 614874
2 82891 126590 208841 418322
THREEBEARS 4 176460 204989 322912 704361
5 253365 305334 447359 1006058

sizes was given. Moreover, we discussed the difference of
MLWE and RLWE.
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[ CLASSICAL NTRU-HRSS | 3 [ 1138 1452 [ 1138 [ IND-CCA
2 994 1518 897
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4 1322 1999 1184
2 897 1125 1025
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Oz—Son yillarda, Nesnelerin Interneti (IoT), sanayi, saglk,
akill sehirler gibi farkl sektorler kullanilmaktadir. Basitce, 10T,
cogunlukla WiFi, Bluetooth gibi kablosuz teknolojilerle baglanan
aralarinda very akigi olan bir grup diigiimdiir. IoT iiyeleri
arasinda biiyiik veri aktarimi géz oOniine alindiginda, verilere
yetkisiz erigimi onlemek icin giivenlik mekanizmalara ihtiya¢
duyuluyor. IoT cihazlarnda bazi zorluklardan ornegin simirl
depolama ve islem giiciinden dolayt klasik sifreleme
algoritmalarun kullanamayiz, bu nedenle Hafif Bloklu sifreler bu
amag icin iyi adaylar. Literatiirde arastirma yapilirken, diisiik
kisith  IoT cihazlart icin bir ¢ok Hafif Blok sifrelerinin
algoritmalar gelistirilmis ve kullanmaktadyr. Bu bildiri, LBlock ve
PRESENT blok sifreleme algoritmalarin  performanslarin
Raspberry pi 3 kullanarak él¢mektedir. Cesitli senaryolar igin,
bellek, enerji tiiketimi, throughput ve yiiriitme siiresi
karsdagtirilarak farkh veri yiikleri incelenmis ve sonuclar elde
edilmigtir.

Anahtar Sézciikler  — PRESENT algoritmasi, LBlock
algoritmasi, loT, Giivenlik, Raspberry Pi 3, Hafif blok sifreleme.

Abstract— Over the last couple of years, the Internet of
Things (10T) has been used exceedingly for several sectors
including industry, health, smart cities, etc. Simply, 10T is a
group of nodes that are connected mainly through wireless
infrastructure. Considering enormous data transfer among loT
members, security is a concept that reveals automatically to
avoid unauthorized access to data sent by 10T network
members. There are some major challenges for 10T devices like
restricted processing power, and storage so we can’t use classic
encryption algorithms, therefore, Lightweight Block ciphers are
good nominates for the goal. Many works include developing
and measuring Lightweight Block ciphers for low restricted loT
devices has been done while searching the literature.
Consecutively, in this paper, we are evaluating LBlock and
PRESENT block ciphers performance over Raspberry pi 3 as a
popular loT gadget. Several scenarios were examined and
results were compared focusing on memory, energy

consumption, throughput, and execution time for various
payloads.

Keywords — PRESENT algorithm, LBlock algorithm, loT,
Security, Raspberry P 3i, Lightweight Block ciphers.

. INTRODUCTION

Internet of things (IoT) ecosystem contains smart nodes
equipped with sensors and telecommunication facilities, and
these nodes have limited resources including process and
storage units. They can share data, and interact with each
other and therefore, we can see less dependency on human
intervention. 10T is widely used ranging from smart houses,
wearable health sector to different benefits over the industry
internet. The large volume of data interacted among loT
devices especially for particular scenarios must be protected
against attacks and misuses. There are many security
challenges for current 10T devices. Some of them are: Lack
of authentication, using the public key, device updates,
constrained hardware resources, etc. For the reason,
enciphering the data is a good solution and since loT devices
have constrained resources, we cannot apply traditional
encryption methods. Consequently, Lightweight Block
ciphers can provide satisfaction for end to end security [1-3].
In this paper, we evaluate PRESENT and LBlock algorithms
performance concerning on energy, throughput, execution
time, and RAM consumption and Raspberry Pi 3 is our
testbed. The rest of the paper has been organized as follows:
Sector 1l is about Lightweight Block ciphers. Section IlI,
represents testbed and performance evaluation and finally
section IV is about conclusion and future works.

Il.  LIGHTWEIGHT BLOCK CIPHERS

Table | shows some of the most important Lightweight
Block Ciphers. The comparison has been done due to Key,
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and Block size and round number of related algorithms [4-

17].
TABLE I. Lightweight Block Ciphers
Algorithm Key Size (Bit) Blok Size (Bit) Round
DES 56 64 16 o
3DES 168, 112, 56 64 48 Monitor } (
DESL 56 64 16
DESX 184 64 16 USB Meter
DESXL 184 64 16
Blowfish 448 64 16
Twofish 128, 192, 256 128 16
Threefish 256, 512, 1024 256, 512, 1024 72
TEA 128 64 64
XTEA 128 64 Variable
MISTY 128 64 8,12 2
Raspberry Pi 3 Power Source
Cast5 40 -128 64 12-16
Cast 6 128 128,160,192,224,256 48 Fig. 1. Testbed system used for experiments
Skipjack 80 64 32
Camellia 128,192, 256 128 24
Kasumi 128 64 24
S;:: (153: (153: N:IL?6/2 Encryption Energy Consumption
Hight 128 64 32 10
Clefia 128, 192 256 128 18,22,26
MIBS 64, 80 64 32 10
LBlock 80 64 32
PRESENT 80, 128 64 31 &
Piccolo 80,128 64 25,31 g
LEA 128, 192,256 128 24,2832 £ ®
Twine 80, 128 64 32 2
Khudra 80 64 18 0
SIMECK 64, 96, 128 32,48, 64 32,36,44
RoadRunneR 80, 128 64 10, 20 %
KAMAR 128, 192, 256 128 16,20,32 O I - I
QTL 64,128 64 25,31 Oy T TR w W8 2% sz 1024 208
LILIPUT 80 64 30 wPRESENT 0,394174 0,7655274 1,5165326 3,018543 6,0101162 12,101141824,142120248,883799896,4004382
NASE Variable Variable Variable = LBlock 0,067367 0,1136016 0,1932635 0,3705912 0,733967 1,407132 2,762148 5,502581 10,996476
Fig. Il. Energy consumption for Encryption

IIl.  TESTBED AND PERFORMANCE EVALUATION

In order to evaluate two algorithms (block size is 64 bits
and key size is 80 bits in both algorithms) we chose
Raspberry Pi 3 [18]. Fig. | shows a hardware view of our
testbed system. Raspberry Pi 3 is connected to a monitor and
for measuring energy consumption, a USB meter is between
Raspberry Pi 3 and the power source. The power source could
be an external battery pack or power adaptor. All codes have
been written in C and compiled by GCC compiler. Different
scenarios for encryption and decryption were examined using
several payloads (at least 5 iterations for each payload). The
code receives every 8 bytes as plaintext, encrypt it and store
it inside a file. On a destination, decryption code reads
contents of the file and start to decrypt ciphertext 8 bytes by
8 bytes.

For calculating the energy consumption, we used the
following equations:

Current Stream(A) * Time(Second) = Charge(C) (1)
Charge(C) = Voltage(V) = Energy(Joule) )

Decryption Ener gy Consumption
120

100

40
20 I
- - uw LI s N

0 8 16 32 64 128 256 512 1024 2048
#PRESENT 0,3962486 0,7717512 1,5331294 3,0372144 6,0599066 12,2048718 24,2251042 48,9252918 97,3900224
mLBlock  0,0629735 0,104232 0,1889205 0,39491 0,7100805 1,4006175 2,7816915 5,5134385 10,9812755

Millijoules
o
2

Fig. I1l.  Energy consumption for Decryption

As we can see in Fig. Il and Fig Il1, for both encryption
and decryption operations, the Raspberry Pi 3, consumes
considerably more energy for PRESENT block cipher
comparing to LBlock. Here, the difference mainly starts from
32 bytes and continues till 2048 bytes. In order to calculate
Throughput, we used the equation 3:

Number of Bytes (3)
End Time—Start Time

Throughput =
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Average Encryption Throughput (Bytes/sec) Aver age Decryption Execution Time (Seconds)
450000 0,05
400000 0,045
0,04
350000
0,035
300000
0,03
250000
0,025
200000 002
150000 0,015
100000 0,01
50000 0,005 I I
A In il oo omon
4 125 256 51 1004 2048 8 16 32 64 128 256 512 1024 2048

= LBlock 0,000029 0,000048 0,000087 0,00017 0,000327 0,000645 0,001281 0,002539 0,005057
®PRESENT 0,000191 0,000372 0,000739 0,001464 0,002921 0,005883 0,011677 0,023583 0,046944

= LBlock 250000 313725 351648 369942 376470 393846 401883 403108 414423
WPRESENT 41450 42553 43301 43489 43790 43888 44967 47166 56892

Fig. IV.  Average Throughput for Encryption Fig. VII.  Decryption average Execution time

Looking at Fig. VI and Fig VII, the average execution

Average Decryption Throughput (Bytes'sec) time growing logically for LBlock but for the same payloads

450000 in PRESENT we can see erratically climb especially for 1024
400000 and 2048 bytes in both encryption and decryption modes.

350000
300000 .
Encryption (RAM)
250000
2500
200000
150000 2000
100000
1500
50000 I

128 256 512 1024 2048
m LBlock 253000 320000 359550 372093 382057 394826 401998 403597 415952
WPRESENT 41666 42780 43126 43567 43802 44260 44984 47210 56921 500
Fig. V.  Average Throughput for Decryption Il II II II II II

128 256 512 1024 2048
Fig. IV and Fig. V illustrate average throughput values :;g'E"SCENT O g E o 736 gig iiii
for both encryption and decryption functions. Unlike energy
consumption, LBlock shows higher rates than PRESENT. Fig. VIIl. RAM measurement for Encryption
For PRESENT, values except 2048 bytes are growing
gradually but for LBlock from the beginning, we can see a
regular increase for values.

Byte

Decryption (RAM)

Average Encryption Execution Time (Seconds) 2500
0,05
0,045 2000
0,04

jo}
0,035 H 1500
0,03
1000

0,025
0,02 500 II
0,015
, 111 || nnll
' 8 64 128 256 512 1024 2048
0,005 uLBlock 244 1260 2284
P~ R _I - WPRESENT 234 242 258 200 354 482 738 1250 2274

8 16 2 64 128 256 512 1024 2048

®LBlock  0,000029 0,000049 0,000089 0,000171 0,000338 0,000648 0,001272 0,002534 0,005064

= PRESENT 0,00019 0,000369 0,000731 0,001455 0,002897 0,005833 0,011637 0,023563 0,046467 Flg IX. RAM measurement for DeCrypthn

Fig. VI.  Encryption average Execution time

Focusing on RAM consumption, Fig. VIII and Fig. IX
represent measured values for encryption and decryption
functions. Analyzing two graphs present a similar behavior.
They both grow as expected regarding increase in the number
of bytes. LBlock has a bit higher rate comparing to
PRESENT but measured amounts are still close.
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Encryption (ROM)
6000

5000

4000

3000
2000
0 8 16 32 64 128 256 512 1024 2048

m LBlock 3044 3114 3130 3162 3226 3354 3610 4122 5146
mPRESENT 2062 2138 2154 2186 2250 2378 2634 3146 4170

Byte

Fig. X. ROM measurement for Encryption
Decryption (ROM)

6000

5000

4000
]
S, 3000
]

2000

1000

0 s 16 32 64 128 25 512 1024 2048

u LBlock 3072 3140 3156 3188 3252 3380 3636 4148 5172
mPRESENT 2544 2610 2626 2658 2722 2850 3106 3618 4642

Fig. XI.  ROM measurement for Decryption

Fig. X and Fig. XI reveal ROM measurements for two
block ciphers in each of encryption or decryption modes. The
measured ROM for both encryption and decryption
operations has an upward trend but all the evidence supports
that LBlock has higher ROM consumption.

IV. CONCLUSION AND FUTURE WORKS

In limited resources 10T devices, the use of lightweight
cryptographic algorithms with a light processing load is very
advantageous in order to ensure secure communication.
Speed, safety and more efficient data communication can be
achieved with algorithms that have less processing load and
complexity. In particular, lightweight algorithms are
preferred because of the low amount of memory and
processing power of 10T devices. Due to the limited energy
resources in terms of energy consumption, low energy
consumption is of vital importance in these applications. In
this paper, we compared PRESENT and LBlock algorithms
performance using the Raspberry Pi 3 platform. Different
metrics were evaluated like energy consumption, throughput,
execution time, and memory measurements. Focusing on
Energy and execution time, PRESENT shows higher values
and LBlock has higher rates for average throughput, RAM
and ROM consumptions (both encrypting and decrypting
scenarios). Implementing experiments over other 10T devices
and comparing results with other block ciphers can be part of
the future work.
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BLE Teknolojisi ve Glivenligi

BLE Technology and Security

Bengii Tacettin
Bilgisayar Miihendisligi
Istanbul Universitesi - Cerrahpasa
Istanbul, Tiirkiye
btacettin@ogr.iu.edu.tr

Ozet— Nesnelerin Interneti (IoT — Internet of Thing)
ekosisteminde enerji tiiketimi, nesnelerin mimari
tasarimlarinda 6nemli bir kriterdir. Bu sebeple nesneler
arasi iletisimde, enerji tasarrufu saglayan haberlesme
protokolleri kullanimi artmaktadir. Bluetooth Low
Energy (BLE) de bu protokollerden biridir. Kullanim
akilli nesnelerde yaygindir ancak akilhh nesnelerin enerji
tilkketimi gibi kaynak kisitlari, diger haberlesme
protokollerinde oldugu gibi BLE teknolojisinde de
giivenlik zafiyetlerini beraberinde getirmistir. Bu
zafiyetler ise saldirganlar tarafindan kolayca istismar
edilebilecek boyutlardadir.

Bu makalede, BLE teknolojisinin genel ozellikleri ile
birlikte, saldir1 cesitleri, saldir1 araclar1 ve BLE
giivenligi hakkinda yapilan ¢calismalar incelenmistir.

Anahtar Sézciikler — Bluetooth Low Energy, Nesnelerin
Interneti, Siber Giivenlik, Bluetooth.

Abstract— Energy consumption in the Internet of
Thing ecosystem is an important criterion in the
architectural design of objects. Therefore, the use of
energy-saving communication protocols is increasing in
the communication between objects. Bluetooth Low
Energy (BLE) is one of these protocols. Its use is
common in smart objects, but resource constraints such
as energy consumption of smart objects have brought
security weaknesses in BLE technology as in other
communication protocols. These weaknesses are easily
exploited by attackers.

In this article, general characteristics of BLE
technology, types of attacks, attack tools and studies on
BLE security are examined.

Keywords — Bluetooth Low Energy, Internet of Things,
Cyber Security, Bluetooth.

I. GIRIS
BLE teknolojisi, akilli nesnelerin giinlik hayatta
kullantmi ile  birlikte yayginlagsmaktadir. Bluetooth

muhtemelen en popiiler kablosuz kisa menzilli iletisim
protokoliidiir. Oncelikle cep telefonu, kulaklik, diziistii
bilgisayar, araba ve giyilebilir cihazlar olarak birgok tiiketici
dagitiminda kisa mesafeli radyo frekansi (RF) iletisiminde
kullanilmaktadir. ilk siirimden en son siirime kadar,
Bluetooth'un giivenlik &zellikleri, veri iletisiminde gesitli
giivenlik  yontemlerinin  gelistirilmesine  iyilestirmeler
saglamistir. Ancak tiim bunlarin yani sira BLE cihazlarinda
genel (Gizli Dinleme, Ortadaki Adam saldirisi, Hizmet

Muhammed Ali Aydin
Bilgisayar Miihendisligi
Istanbul Universitesi - Cerrahpasa
Istanbul, Tiirkiye
aydinali@istanbul.edu.tr

Reddi ve 0Ozel olarak tasarlanmig tehditlere karsi bazi
giivenlik zafiyetleri bulunmaktadir [1].

Bu makalede BLE teknolojisi genel olarak pek ¢ok
acidan ele alinmaktadir. Makale kapsamimda BLE
teknolojisinin genel 6zellikleri, BLE saldir1 ¢esitleri, BLE
giivenligi hakkinda yapilan ¢aligmalar incelenmistir.

II.  BLEHAKKINDA TEMEL BILGILER

BLE protokolii Bluetooth SIG tarafindan
gelistirilmektedir. ~ Bluetooth  ile  karsilastirildiginda
(Bluetooh Classic)’e gore BLE daha az giig tiiketir, cihazlari
eslestirmek daha az zaman ve efor gerektirir. Bluetooth
Classic’e gore daha diisiik bir baglanti hiz1 saglar. Onemli
derecede kiigiik ve ucuzdur. Bluetooth kullanan cihazlara
kiyasla %70 oraninda daha ucuza iiretilebilmektedir. IoT,
Saglik, Akilli Ev Otomasyonlari, Akilli Enerji, Reklam
sektorlerinde kullanilmaktadir.

BLE, Bluetooth 4.0 teknolojisinin bir pargasidir.
Kablosuz olarak diisiik enerji kullanarak veri iletmek ve
almak i¢in uygun bir teknolojidir Kisa periyotlarda az veri
aktarimi  saglamaktadir. 2.4 GHz radyo frekansim
kullanmaktadir. 10 ile 100 metre araliklarindaki mesafeler
de saglikli ¢alismaktadir. CCM Encryption ile birlikte 128
bit AES sifreleme kullanmaktadir. IoT cihazlarma ve
uygulamalarina kolaylikla uygulanabilmektedir. Master —
Slave iligkisi kullanmaktadir [2].

1. BLEMIMARI
BLE katmanlar1  yukaridan asagiya  Uygulama
(Application), Host (Ana Bilgisayar), Denetleyici

(Controller) olmak iizere 3 ana katmandan olusmaktadir.
Ayrica bu katmanlarin belirli rolleri yerine getiren alt
kategorileri vardir.

A. GAP (Generic Attribute Profile)

GAP, BLE Stack’i iizerindeki genel topolojiyi tanimlar.
Bluetooth cihazlarin birbiri ile iletisime gegebilmesi i¢in iki
adet mekanizma vardir. Bunlar: Yayin yapmak veya
Baglanmak. GAP bu iki mekanizmay1 tanimlamaktadir. Bir
cihaz asagidaki GAP rollerinden birini kabul ederek
Bluetooth agma dahil olur [3]. Iki mekanizma asagida
belirtilmistir:
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1) Yayin Yapmak (Broadcasting): Bu rolde bir cihaza
veri aktarmak igin baglantiya gerek yoktur [3].
Rolleri su sekildedir:

a) Yaymn Yapan (Broadcaster): Bu rolde verilerin
aktarilmasi i¢in cihazlarin agik¢a Dbirbirine
bagli olmasi gerekmez [3].

b) Observer: Bu roldeki bir cihaz yayin yapan
cihazdan gelen wverileri dinler. Cihazlarin
birbiri ile bagli olmasina gerek yoktur [3].

2) Baglanmak (Connecting): Bu rolde veri transferi
icin cihazlarin bagli olmasi gerekmektedir. Bu rol
Yayin Yapma (Broadcasting) roliine goére daha
fazla kullanilmaktadir [3]. Rolleri su sekildedir:

a) Cevresel cihaz (Peripheral Device): Merkezi
cihazlar (Central Devices) ile baglanti
kurabilir. Baglant1 kurulduktan sonra herhangi
bir veri yayinlamaz. Dinleyici modda kalirlar

[3].

b) Merkezi cihaz (Central Device): Cevresel cihaz
ile baglantiy1 saglayan cihazdir. Bir merkezi
cihaz birden fazla gevresel cihaza baglanabilir.
Baglant1 i¢in gevresel cihaza bir istek gonderir
ve cevresel cihaz bunu kabul ederse baglanti
saglanmis olur [3].

Cevresel cihazlar ve merkezi cihazlarin baglantilar
bir¢ok sebeple kopabilir fakat cihazlar kendi baglantilarini
da sonlandirabilirler [3].

B. GATT

GATT, Cihazlarmn birbiri ile iletisime gegebilmesi igin
bazi roller tanimlayan bir protokoldiir. Verinin iki cihaz
arasinda nasil gidip gelecegini tamimlar [2]. GATT’in
cihazlarin etkilegime gegebilmesi icin kabul
edebilecegi/benimseyebilecegi roller bulunmaktadir. Bunlar:

1) Istemci: Sunucu (Server) iizerindeki parametreleri
okuyabilir veya parametre yazabilir [3].

2) Sunucu: Sunucunun ana rollerinden birisi parametreleri
saklamaktir. Istemci bir istekte bulundugunda sunucu
bu parametre/6zellikleri kullanilabilir hale getirmek
zorundadir [3].

IV. BLE CIHAZLARI ARASINDAKI ESLESME

BLE destekli bir cihazin baglanma isteginde genel siireg
asagidaki gibi ilerleyecektir:

1. Bu siiregte, ortamda iki cihaz bulunmaktadir.
Bunlardan birisi hizmet veren cihaz (Peripheral),
digeri ise bu hizmetten faydalanacak cihazdir [2].

2. Hizmet verecek olan cihaz, etrafa siirekli kendini
tanitan paketler (Advertising) yollar (Cihaza bagli
birisi varken, BLE destekli cihaz advertising
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paketleri gondermeyi keser). Hizmeti alacak cihaz,
bu yaymlar1 goriir ve kendisine uygun oldugunu
diistiniirse, bu cihaza baglanmak i¢in bir baglanti
talebi yollar [2].

3. Bir eslesme mekanizmast segilerek cihazlar
arasinda iligkilendirme yapilir ve cihazlar birbirine
baglanir [2].

4. Eslestirme tamamlandiktan sonra artik cihazlar
arasinda bir veri yolu agilir ve veri akisi baglar [2].

3. Maddede gegen eslesme yontemlerinin Ozellikleri
asagida belirtilmistir:

1) Just Works (JW): Eslesme igin herhangi bir sey
sormadan arka planda varsayillan bir degerle
eslesmeyi saglar (Ornegin telefon kulakhigi) [2].
Pasif dinlemeye kargi koruma saglar ancak MITM
saldirisina kargi koruma saglamaz.

2) Numeric Comparison (Sayisal Karsilastirma): Her
iki cihaz ekraninda bir eslesme numarasi ¢ikarilir
ve «kEVET-HAYIR» gibi bir soru ile eslesme istegi
sorulur. Cogu cihazda kullanilmaktadir [2]. PIN
degerlerinin bilinmesi iki cihaz arasinda paylasilan
sifreli verilerin sifresinin ¢oziilmesine bir fayda
saglamaz.

3) Passkey (Parola): 6 rakamdan olusan bir anahtar
kullanilir. Bir cihazin giris kapasitesine sahip
oldugu ancak 6 basamagi gosterme yeteneginin
olmadig1 ve diger cihazin ¢ikis kapasitesine sahip
oldugu senaryo icin tasarlanmistir (Ornegin Klavye
- PC). Kaba kuvvet (Brute Force) saldirilarina karsi
dayaniksizdir [2].

4) Farkl bir kanaldan paylasim: OOB yontemi,
eslestirme bilgisi aligverisinde bulunmak i¢in
Bluetooth diginda bir arayiiz kullanir. Bu yontem,
gecis kodu girisinden daha gilivenlidir ve yalnizca
yontemlerle calisir. Ancak, her iki cihazin da
birbirleriyle uyumlu olmasi igin bir arabirimi
olmasi gerekir [4]. Cihazlar eslesme i¢in gerekli
PIN degerini NFC gibi bir yontem ile
gonderebilirler [2].

V. BLESALDIRI CESITLERI

Ginliik  hayatta araba anahtarlarindan  bulagik
makinelerine kadar pek c¢ok alanda kullanilan BLE
teknolojisi, diger bircok kablosuz iletisim protokoliinde
oldugu gibi giivenlik riskleri barindirmaktadir. BLE
teknolojisinin kisitli kaynaklara sahip {riinlerde, diisiik
enerji harcama amach kullanimlarda, giicli sifreleme ve
giicli giivenlik korumasi goz ardi edilebilmektedir. Bunun
sonucunda ise BLE cihazlar, Tekrarlama Saldirisi, Cihaz

Spoofing, Komut Fuzzing, Dinleme, Ortadaki Adam
Saldiris;, Firmware Dump, Hizmet Dis1 Birakma gibi
kablosuz  saldirilara maruz  kalabilmektedir.  Saldirt
yontemleri eslesme mekanizmalarina bagimli olarak

farklilik gosterecektir. Eslesme mekanizmasi saldir1 dncesi
bilinmelidir. Saldir1 ¢esitlerinden asagida bahsedilmektedir.
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1)

2)

3)

4)

5)

6)

7)

Tekrarlama  Saldirisi  (Replay  Attack):  Bir
tekrarlama saldirisi, bir saldirgan bir dizi komut
kaydettiginde ve daha sonra yetkisiz erigim
saglamak i¢in onlar1 tekrar hedef cihaza ilettiginde
gergeklesir [5].

Cihaz Spoofing (Device Spoofing): Bir saldirganin
baglantiy1 ele gecirmesine izin veren ciddi bir
problemdir. Bununla birlikte, BlueID gibi araclar,
Bluetooth  cihazlarinin  clock’lar1  tarafindan
yazdirilmasmi saglar ve bir cihazin gegerliligini
belirlemek igin kullanilir [5].

Komut Fuzzing (Command Fuzzing): Saldirgan bir
cihazin hatali bigimlendirilmis verilerini
programlamadaki kritik hatalara beslemek i¢in
command fuzzing kullanir [5].

Dinleme (Sniffing): Sifreleme (encryption) yapmis
cihazlara karsi kullanilmaktadir. BLE iletigimi
dinlenir ve bilgi toplanir [6].

Ortadaki Adam Saldirisi (Man in The Middle
(MITM) Attack): BLE Baglanti katmaninda
sifreleme (encryption) kullanmayan cihazlara karsi
kullanilmaktadir [6]. Saldirganin  birbiri ile
dogrudan iletisim kuran iki taraf arasindaki
iletisimi gizlice ilettigi veya degistirdigi saldir
tiriidiir. Kullanicinin  hedef cihaza baglandigimi
diigiinerek  saldirganin  kurdugu sahte cihaza
baglanmasi temeline dayanir [5].

Firmware Dump: Hedef cihazin kullandigi
ozellikle gizli, dokiimante edilmemis 6zel kodlar
dahil tim kodlarin bulunmasi temeline dayanir [6].

Hizmet Disi Birakma (Denial Of Service (DOS)):
Protokol seviyesinde gerceklestirilen bu saldirida
Slave cihazlarin Master cihaza baglanmasi
engellenmektedir [5].

VI. BLESALDIRI ARACLARI

BLE cihazin eslesme mekanizmasi, kullanim alani gibi
farkliliklara gére V. Bolimde bahsedilen saldir tiirlerinden
hangisi/hangileri uygunsa cihaz iizerinde o saldiri/saldirilar
gerceklestirilecektir. Bu saldirilart yaparken de bazi araglar
kullanilmaktadir. Araglardan bazilar1 asagida verilmektedir.

1)

2)

Ubertooth: Pasif BLE ve BTC baglantilarin
kesebilen kablosuz bir gelistirme platformudur.
Ubertooth belirli bir donanim alicis1 gerektirir, bu
nedenle emtia USB adaptorleriyle uyumlu degildir

[5].

Crackle: Gegici bir anahtarin kaba kuvvet (brute
forcing) saldirisina izin veren BLE eslestirme
stirecinde kullanilir. Saldirgan, gegici anahtar1 (TK
- Temporary Key) ve eslestirme islemindeki
bilgileri kullanarak uzun vadeli anahtar1 (LTK -
Long Term Key) kirabilir. Saldirganin uzun vadeli
bir anahtar1 oldugunda, cihazlar arasindaki tiim

3)

4)

5)

6)

7)

8)

9)

VII.
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iletisimin sifresini ¢6zmek miimkiindiir. Bu arag
eslestirme isleminin bilinmesini ve bir Ubertooth
gerektirir [5].

BTLEJuice: Etkilesimli bir arayiiz iceren MITM
gergevesidir (framework) [5].

Gattacker: Ortadaki adam saldirisi (MITM) i¢in
kullanilan bir uygulamadir [5].

Blue Hydra: Bluez kiitiiphanesinin iistiine kurulu
bir Bluetooth cihaz bulma servisidir. Blue Hydra,
kullanilabilir oldugunda Ubertooth'tan yararlanir ve
zamanla BTC ve BLE cihazlarini izlemeye galisir.
Kullaniciya cihaz adi, Bluetooth siiriimii, RSS,
iiretici ve tahmini cihaz mesafesi saglar [5].

Hcitool: BLE cihazlarindaki degisiklikleri iletmek/
okumak / yazmak i¢in bir diziistii bilgisayardaki
ana bilgisayar denetleyicisi arabirimini kullanir.
hcitool, bu nedenle, reklami (advertise) yapan
mevcut kurban BLE cihazini bulmakta ve ardindan
baglantidan  sonra  degerleri  degistirmekte
kullanighdir. Degerler/veriler ancak verinin geldigi
hizmeti  ve  karakteristigi  bilen  biriyle
degistirilebilir. Tlgili hizmet ve 6zellikleri bulmak
i¢in, gatttool araci kullanilabilir [7].

Gatttool: gatttool, mevcut bir BLE cihazinin
hizmetlerini ve &zelliklerini bulmada yardimci olur,
boylece kurbanin  verileri saldirgana  gore
okunabilir/yazilabilir [7].

Bleah: Bleah bir BLE tarayicisidir. Bluepy python
kiitiiphanesine dayaniyor [7].

nRF  Connect for Mobile: Herhangi bir
root/jailbreak iglemine gerek kalmadan Android ve
IOS iizerinde bilgi toplama ve komut gondermeye
yarayan bir uygulamadir. Spectrum dagilimi,
uygulamalarin hangilerinin baglanabilir oldugu,
yaymn giligleri — mesafe, cihazlarin servis ve
karakteristik  bilgisi  gibi  kesif  bilgileri
toplayabilmektedir. Mobil uygulama {izerinden
cihaza komutlar gondermek miimkiindiir [2].

BLE GUVENLIGI HAKKINDA CALISMALAR

Bu bolimde BLE cihazlarmin giivenligi hakkinda
yapilan bazi ¢aligmalar incelenmistir.

2007’de “Security Evaluation And Exploitatin Of
Bluetooth Low Energy Devices” isimli tez c¢aligmasinin

amaci

bluetooth erisim kontrol cihazlarinin g¢ogunun

istismara acik oldugu ancak korunabilecegidir. 13 BLE
erisim kontrol cihazi i¢in 8 ayr1 istismar gelistirilmistir. 17
giivenlik cihazinin 13'linde, ¢esitli ¢oziimler kullanilarak
azaltilabilecek bir veya daha fazla giivenlik acig1 igerdigi
ortaya ¢ikarilmistir [5].

2013 yilinda “Bluetooth: With low energy comes low
security” isimli caligmada BLE gizlice dinlenerek paket
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izleme ve paket enjekte yoOntemleri anlatilmakta ve
uygulanmaktadir. Herhangi bir BLE  baglantisinin
sifrelemesini etkili bir sekilde yararsiz hale getirebilecegi
gosterilmektedir [8].

2015 yilindaki “Exploiting Bluetooth Low Energy
Pairing Vulnerability in Telemedicine” isimli bir baska BLE
caligmasinda, tibbi telemetri uygulamalarinda kullanilan
HealthCare cihazlar1 icin Bluetooth Diigilk Enerjideki
(Bluetooth  Smart) eslestirme  giivenlik  zafiyetinden
yararlanma ve giivenligin telemetride oynadigi kilit rolii
gosterilmektedir. Klasik BTLE eslesmesinin mevcut agik
kaynak araclar1 kullanilarak ne kadar kolay kirilabilecegini
gostermekte ve bu saldirinin Teletip'taki yaklagmakta olan
tibbi cihazlara etkisini vurgulamaktadir. Veriyi ele
gecirmenin miimkiin oldugu belirtilmistir [9].

2016 IEEE ICCE-Asia etkinligi kapsaminda sunulan
"Bluetooth low energy security vulnerability and
improvement method” isimli yayinlanan makalede BLE
teknolojisinde bulunan bir acik sunulmug ve ¢oziimii igin
gelistirilmis bir giivenlik ydntemi Onerilmistir. BLE'nin
giivenlik acgig1, sifreleme anahtarimi olusturmak igin TK
uzunlugunun ¢ok kisa olmasidir. Geleneksel BLE
protokoliinde, TK sadece 6 basamaktir. Onerilen yontemde,
TK'yi tekrar tekrar girerek TK'nin boyutunu (12, 18 ve 24
haneye) artirarak giivenlik agigimi ¢d6zmenin miimkiin
oldugu belirtilmistir. Onerilen ydntemin giivenli bir veri
iletisimi sagladig1 anlamina geldigi savunulmustur [4].

2016 IEEE’nin 3 aynt konferansinda yer alan
“Assessing vulnerabilities in Bluetooth low energy (BLE)
wireless network based IoT systems” isimli IEEE’de yer
alan makalede, BLE kablosuz ag 6zellikli IoT sistemlerinin
kirilganligint  dogru bir sekilde degerlendirmek igin,
National Infrastructure Advisory Council tarafindan
onerilen Common Vulnerability Scoring System (CVSS) v2
gelencksel temel puan  denklemlerinde  kullanilan
degiskenler olan kimlik dogrulamasit ic¢in hesaplama
formiiliinii  genisletmek icin  yeni bir yaklasim
Onerilmektedir [10].

2017 yilindaki IEEE 41. Annual COMPSAC
konferansinda “Cybersecurity Of Wearable Devices: An
Experiment Al analysis And A Vulnerability Assessment
Method” isimli bir makale yaymlanmistir. Deneysel bir
kampanyayla, bir yontem, bir akilli telefon ile iletisim kuran
giyilebilir cihazlar {izerinde bir giivenlik zafiyeti
degerlendirmesi (VA) ortaya koyulmaktadir. Bu tiir bir
analizin giyilebilir bir cihazin kirilganliklarini tespit etmek
ve nihayetinde onlart diizeltmek igin nasil yararli oldugunu
vurgulamak i¢in Ui¢ farkli vaka caligmasi gosterilmektedir

[1].

2018 ICIRCA konferansinda sunulan “Bluetooth Low
Energy (BLE) crackdown using IoT” isimli IEEE’de
yaymnlanan makalede BLE protokolii kullanan Akilli
Ampulin  gercek zamanli olarak ele gecirilmesi
sunulmaktadir. Diger cihazlar ile iletisim kurmak i¢cin BLE
protokoliinii kullanan bir IoT cihazina gergek zamanli sizma
testi yapilmaktadir [11].
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Son olarak, 2019 yilinda ICEIC konferansinda sunulan
“Analyzing the Security of Bluetooth Low Energy” isimli
IEEE de yaymlanan makalenin amaci BLE giivenlik
standartlarim1  test etmektir. Giivenlik  zafiyetlerinden
yararlanmaya caligilarak bu standardin ger¢ekten ne kadar
giivenli oldugu olclilmektedir. Acik kaynakli donanim ve
yazilim kullanarak BLE cihazlarmin giivenligini analiz
etmek i¢in adimmlar sunulmaktadir. Makalede sonug olarak
BLE’nin en ciddi gilivenlik ag¢iginm TK oldugu
belirtilmektedir [12].

VIIl. SONUC

BLE teknolojisi kullanimu ile birlikte artan giivenlik
risklerine dikkat cekilen bu makalede, BLE teknolojisi
hakkinda temel bilgiler verilmis, uygulanabilecek saldiri
¢esitleri, saldirilarda kullanilabilecek araglar ve BLE
giivenligi hakkinda yapilan caligmalar incelenmistir.
Calismada acik kaynak yazilim ve donanimlar kullanilarak
kolayca BLE cihazlarina saldirt gerceklestirilebilecegi
belirtildi. Incelenen calismalar gostermektedir ki BLE
protokoliiniin kullanildigi IOT cihazlari risk altindadir. BLE,
kii¢iik cihazlar i¢in kullamigh bir protokoldiir ancak kritik
gorev sistemlerinde veya hassas verilerle kullanilabilmesi
icin veri iletisiminde ¢esitli glivenlik  yOntemleri
gelistirilmelidir.
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Ozet— Hassas veriler kisiye 6zel ve Kisinin istegi disinda
paylasiilmamasi gereken verilerdir. Bu verilerin iletilmesi,
saklanmasi ve paylasilmasinda farklh servis saglayicilar ve sosyal
medya kullanilmaktadir. Bu sistemlerde erisim denetimi olsa da
hassas  verilerin iletilmesinde  sifreleme  yontemlerinin
kullanilmasi verilerin elde edilmesi ve cesitli saldirilara karsi
onlem alma noktasinda en Onemli unsur olarak giiniimiizde
kullanilmaktadir. Klasik sifreleme yontemlerinin yani sira son
zamanlarda Qbit’ler ile islem yapabilme yetisinde olan cesitli
kuantum sifreleme algoritmalar1 gelistirilmistir. Bu caliyjmada
hem klasik kriptoloji yontemleri hem de kuantum Kriptoloji
yontemlerinde kullanilan algoritmalar ve bu algoritmalarin
uyarlandigr cesitli ¢alismalar incelenmistir. Bu cahsmalar ile
kriptoloji yontemlerinin avantajh ve problemli oldugu durumlar
irdelenmistir. Ozellikle Shor algoritmasimn klasik kriptoloji sifre
¢ozme yontemleri iizerinde etkin oldugu ve giivenlik icin
kuantum sifrelemenin mutlaka kullamlmasi gerektigi sonucuna
varilmistir.

Kuantum

Anahtar Kelimeler— Hassas Veri,

Kriptoloji, Veri Giivenligi

Kriptoloji,

Abstract— Sensitive data is personal and should not be shared
against the will of the person. Different service providers and
social media are used to transmit, store and share this data.
Although there is access control in these systems, the use of
encryption methods in transmitting sensitive data is used as the
most important element in obtaining data and taking precautions
against various attacks. In addition to classical encryption
methods, several quantum encryption algorithms capable of
processing with Qbits have recently been developed. In this
study, the algorithms used in both classical cryptology methods
and quantum cryptology methods and various studies adapting
these algorithms are examined. With these studies, the situations
where cryptology methods are advantageous and problematic are
examined. In particular, the Shor algorithm is effective on
classical cryptology decryption methods and the use of quantum
encryption for security is absolutely essential.
Sensitive

Index Terms— Cryptology, Data,

Cryptology, Data Security

Quantum

I. GIRIS
Son yillarda tiretilen veri miktar1 bir 6nceki yil diretilen veri
miktarint neredeyse ikiye katlamaktadir. Veri miktarindaki bu

Esmanur COSKUN
Bilgisayar Programciligi
Istanbul Sehir Universitesi

Istanbul, Tiirkiye
coskun-nur@hotmail.com

artty egilimi verilerin bulut ortaminda saklanmasini gerekli
kilmaktadir. Bulut ortaminda saklanan veriler kisisel veriler,
hassas veriler, e-posta islemleri, kisisel tercihler, ¢erezler, web
aramalar1 vb. olarak siralanmaktadir. Bu tiir veriler kisiden
bagimsiz olarak web ortami, depolama alanlari, sosyal medya
hizmet saglayicilar1 ve internet servis saglayicilarinda
saklanmaktadir. Verilerin saklandigi bu hizmet saglayicilardaki
verilerin gesitliligi, miktar1 ve 6nemi gdz Oniine alindiginda,
kigisel verilerin giivenligine yonelik giivenlik endisesi ortaya
¢ikmaktadir [1].

Hassas veri olarak isimlendirilen kisisel veriler, e-posta
igeriklerinde yer alan veriler, web aramalari, sosyal medya
verileri ve kisisel verilerin depolandig1 hizmet saglayicilardaki
farkli tiirde dosyalar1 icermektedir. Giivenlik agisindan
bakildiginda bu tiir verilere erisim sadece kisiye 6zel belirtilen
kisi ve kurumlarca saglanabilmelidir. Ayrica erisilen bu veriler
kullanicinin belirledigi rollere gore diger kullanicinin erisimine
acilabilmelidir. Bu  problemin ¢dziimiinde  kriptoloji
algoritmalar1 kullanilabilir. Kisi farkli tirdeki gizlenmesini
istedigi verileri sifreleyerek iletme ve saklama yoluna
gittiginde veriye istem dis1 erisim saglayacak kullanicilarin
hassas veriler gérmesi engellenebilecektir. Bu ¢alismada hassas
verilerin giivenli olarak sifrelenebilecegi yontemler ele alinmig
olup bir arastirma metodolojisi sunulmustur.

Il. KRIPTOLOJI

Gonderici aliciya elektronik ortamda veri gdndermek
istemektedir. Bu durumda iletinin tgiincii kigiler tarafindan
erigilip mesajin  degistirilmesini ya da iletisim kanalin
dinlemesini ~ O6nlemek  gerekmektedir  [2].  Kriptoloji
algoritmalar1  kullanilarak verinin sifrelenmesi ve sifreli
verilerin ¢oziilmesi prensibiyle verinin tglincti kisilere karsi
korunmasini saglamaktadir [3]. DES kriptolojide kullanilan
sifreleme standardidir. Yer degistirme ve yayilma teknigini
kullanan DES standardinin en biiyiikk dezavantaji 56 bitlik
anahtar kullanmasidir. Bu nedenle DES gelisen teknoloji ve
islem hiz1 artan bilgisayarlara kars1 3 boyutlu DES (3D-DES)
gelistirilmistir. 3D-DES, 3 tane 56 bitlik olmak tizere 168 bitlik
sifreleme giiciine erisilmektedir. Fakat sifreleme ve sifre ¢6zme
islemleri i¢in 3 kat fazla islemci ¢evrimi gerektirmektedir [4].
DES iki girdi ile islem yapmaktadir. Bunlar sifrelenecek olan
64 bit uzunlukta diizyazi ve 56 bit uzunluktaki anahtardir [5].
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Sifreleme ve sifre ¢6zme islemi gergeklestiren anahtarlar farkl
uzunluk ve boyutlarda olabilmektedir [6].

A. Kriptolojide Kullanilan Algoritmalar

1) Sezar Sifreleme Algoritmasi
Kriptoloji tarihinin bilinen en eski sifreleme algoritmasi
Sezar Sifreleme Algoritmasinda alfabedeki harflere gore
sifreleme islemi yapmaktadir. Acik metindeki harfler
kendinden 3 harf sonraki harflerle sifrelenmektedir. Sekil 1 ‘de

ornek bir uygulama gosterilmistir.

Sekil 1. Sezar Sifreleme Algoritmasinin Calisma Prensibi

2) AES Simetrik Sifreleme Algoritmasi

AES  simetrik  sifreleme  algoritmasinda  verinin
sifrelenmesinde kullanilan anahtar bilgisi ile verinin sifrelerinin
¢oziimiinde kullanilan anahtar bilgisi tektir. Gonderici sifreli
veriyi aliciya gonderirken bu anahtar bilgisini de giivenli bir
sekilde gondermelidir [5]. Sekil 2’de Alicinin  kriptolu
metinden agik metine ulagmasi i¢in anahtar bilgisine sahip
olmasi1 gerekmektedir. Tek bir anahtar olmasi sifreleme ve sifre
¢ozme islemlerinin hizlica yapilmasimi saglamaktadir. AES,
128 bitlik veri bloklarin1 128, 192, 256 bitlik anahtarlarla
sifrelemektedir. 128 bitlik uzunluktaki verileri 4x4’likk durum
matrislerine bolinmektedir.

. Gizli
Veri > AES < Anahtar
Sifreli Veri

Sekil 2. AES Sifreleme Algoritmasinin Calisma Prensibi

AES anahtar uzunluguna gore dongii sayisina karar
vermektedir.  Dongiiniin  artmast  verinin  giivenligini
arttirmaktadir. Ancak dongiliniin artmasi islem sayisini ve
bellek hafizasim1 artirmaktadir. Bu nedenle 256 bitlik anahtar
kullanildiginda hiz problemi yasanmaktadir [7]. Sifreleme
islemi icin dort adim gereklidir. Bunlar alt bayt, satir degistir,
sttunlart karistir, anahtarin yuvarlanmis halinin eklenmesidir
[8].

3) RSA Asimetrik Sifreli Algoritmast

RSA algoritmasinda sekil 3’de goriildiigii gibi biri 6zel
digeri agik olmak iizere iki anahtar kullanilmaktadir. Sifreleme
islemi herkesin erigebildigi a¢ik anahtarla yapilmaktadir.

16-17 Ekim, Ankara, Tiirkiye

Kullanicinin  agik anahtarina herkes ulasilabilirken 6zel
anahtart kullanici tarafindan gizli tutulmaktadir. Gonderici
mesaj gondermek i¢in, alicinin agik anahtariyla gonderilecek
metni sifreler ve kriptolu mesaj1 alictya gondermektedir. Alic
kriptolu metni kendi 6zel anahtar ile agik metin haline getirir.
Kullanicinin agik anahtar1 ile sifrelenmis metni sadece o
kullanicinin  6zel anahtar1 ile acabilmektedir. Acik anahtar
herkese dagitilabilir fakat anahtarin kime ait oldugunu
dogrulamak i¢in sertifika bilgisine ihtiya¢ bulunmaktadir [9].
RSA’nin giivenligi ¢ok biiyilkk asal sayilarmm c¢arpimina
dayanmaktadir. A¢ik Anahtarli Sistemlerin en ¢ok kullanilan
algoritmasidir. RSA, sifrelemenin yam1 sira e-imza gibi
alanlarda  da  kullanilmaktadir. RSA  algoritmasinda
kullanicilarm anahtar olusturmasi i¢in iki tane farkl, rastgele
ve yaklagtk aynmi uzunlukta olan p ve q asal sayilar
secilmektedir.

¢ Gizli

Veri —p RSA

Sifreleme Anahtar
Sifreli Veri

RSA Sifi
Sifre Anahtar

Cozme

Veri

Sekil 3.RSA Sifreleme Algoritmasinmin Calisma Prensibi

n=pqved=(p-1)(q-1) 1)

n degeri esitlik 1 ile hesaplanir. 1 <e <@ ve ged (e; 9) =1
olacak sekilde rastgele bir e sayist segilir. Oklid algoritmasini
kullanarak, esitlik 2’deki kosulu saglayan d sayis1 hesaplanir.

I<d<@veed=1(mod®) 2

Kullanicinin agik anahtar1 (n; e) ve kullanicinin gizli
anahtar1 ise d olur [10]. Bu bilgilere dayanarak 6mek bir
sifreleme islemi i¢in; gonderici agik sifre olan (n,e) degerlerini
yayinlamaktadir. Alict bu sifreyi almakta ve mesaj1 esitlik 3’1
kullanarak sifrelemektedir.

c=m.emodn 3)

Esitlik 3’te m sifrelenecek olan metin, e ve n agik anahtari

ifade etmektedir [11]. Sifre ¢ézme iglemi igin; alict
gondericiden gelen mesajt agmak icin esitlik 4’
kullanmaktadir.

m =c.d mod n 4)
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Esitlik 4°de ¢ sifrelenmis metin, d alicinin gizli anahtari, n
taban degeridir [11]. Sistemin kirilma siiresinin uzunlugu,
sifreleme ve sifre ¢ozme iglemlerinde algoritmanin hizi, bu
islemler i¢in ihtiya¢ duyulan bellek hafizasi ve algoritmanin
kurulacak sisteme olan uygunlugu sifreleme algoritmalarmimn
giictinii belirlemektedir [12].

B. Kriptolojinin giivenlikte kullanimi

Erigsim kontroliiniin giivenilir olmasi hassas ve Kkisisel
verilerin gizliligini koruyarak saklanmasi igin &nemli bir
unsurdur. Bulut tabanl sistemler i¢in Kriptoloji erigim kontrol
modelleri en bilinen ve giivenli yapilardir. Kriptoloji teknikleri
bir arada kullanilarak ince taneli erisim kontrol modelleri
gelistirilebilmektedir. Buna 6rnek olarak bulut sistemleri i¢in
Oznitelik tabanl sifreleme, vekil yeniden sifreleme, hiyerarsik
kimlik tabanli sifreleme ve sifre metni Ozniteligine dayali
sifreleme gibi kriptoloji teknikleri kullanilabilmektedir. Veri
Sizintisina Karsi Onlemlerde boliimleme, sayisal imzalar ve
sifreleme yontemleri kullanilmaktadir. Bdlimleme ve
gereginden fazla dagitim yonteminde veriler anlamsiz parcalara
boliinlir ve dagitik sistemin gesitli taraflarina dagitilir.
Parcalarin her biri kendi i¢inde bir anlam tagimamalidir.
Sayisal imzalar, sanal ortamda veriler aktarilirken sayisal imza
ile giivenligi saglanabilmektedir. Bu islemi yapabilmek giiclii
algoritmalara ihtiya¢ vardir. Bu algoritmalara 6rnek olarak
RSA, AES ve Diffie Hellman anahtar degisimi algoritmasi
ornek verilebilir. Sifreleme teknikleri ise veriyi korumak igin
kullanilan yontemlerden biridir. Bulut sistemlerinde, verilerin
sifreli halinin saklanmasi veya verinin sifreli yapida
gonderilmesi veri giivenligini saglamaktadir. Bu sifreleme
islemleri i¢in kullanilan algoritmalarin AES gibi gii¢lii ve hizli
algoritmalar olmas1 gerekmektedir [13].

Homomorfik sifreleme ile istemci igin gerekli hesaplamalar
sifreli olmayan wveriler yerine kriptolu veriler iizerinde
gerceklestirilmektedir. Bu yontemle, agik metin ile yapilan
hesaplamalarla ayni sonucu verecek sekilde sifre ¢ozme
yapilmadan ve 6zel anahtar bilinmeden sifreli veriler {izerinde
cesitli islemler yapilabilmektedir. Boylece hassas ve kisisel
verilerin gizliligi korunmaktadir. Homomorfik sifrelemede,
sadece tek bir islem yapilabilmektedir. Toplama veya ¢ikarma
islemlerinin yalnizca birini yapabilecek sekilde
kisitlandirilmstir. Vekil (Proxy) Yeniden Sifrelemede herhangi
bir kullanicinin genel anahtari ile sifrelenen veriyi yine
herhangi bir kullanicinin 6zel anahtariyla sifre ¢6zme islemini
yapabilecek sekle  doniistiiriilmesini saglanmaktadir.
Kullanicilart  ya da kimlik niteliklerini  ve prensip
degisikliklerini ekleme, iptal etme gibi islemleri yeterli dlgiide
yapmasini bu ydntem saglamaktadir. Veriler birden fazla
kopyalanip saklandigi igin yiiksek hesaplama maliyetlerine
sebep olmaktadir. Ozellik tabanh sifrelemede acik anahtarl
sifreleme sistemleri temel alimmmaktadir. Verilerin kullanici
Ozniteligine  gore  sifrelenip  sifre  ¢ozme  islemleri
gerceklestirilmektedir. Sistem kullanicilart i¢in  belirleyici
nitelik siniflartyla, sifreleme anahtarlar1 veya kriptolu veriler
etiketlenmektedir. Belirlenen kullanici bu 6zel anahtariyla
eslesen kriptolu veriyi ¢6zebilmektedir. Bu yontemle sifrelenen
verilere, yalnizca anahtarlar1 belirlenen niteliklere uyumlu olan
kullanicilar ulagabilmektedir [13].
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Steganografi ve filigran teknigi bir arada kullanilarak ses,
video, goriintii gibi verilerin saldirganlardan korunmast
saglanmaktadir. Bulut ortamma  goriinti  yiiklenmesi
durumunda, istemci goriintilyli RSA ile sifreleyip depolama
islemini gergeklestirmektedir. Kriptolu goriintii, veri gizleme
mesaji ve filigranli verinin kriptolu yapida c¢akismasini
engellemek icin iki parcaya ayrilmaktadir. ilk parcada gériintii
LSB ve RGB yontemiyle Steganografi saklama iglemi
gerceklestirilmektedir. ikinci parcaya ise Eliptik Egri Kripto
sistemi (EEK) kullanilarak filigran yapiya cevrilmektedir.
Kriptolu goriintii buluttan ¢ekildiginde kullanici dogrudan sifre
¢dzme islemini yapabilmektedir.

Gelistirilen SregAD yonteminde Steganografi saldirilarina
kargt sistemi korumak i¢in Rs ve SADi bilesenleri
kullanilmaktadir. Rs bileseninin kullanilmasi siipheli ses
Steganografi dosyalarinin tespitini kolaylastirmaktadir. SADi
ise siipheli dosyalarin gizlenebilecegi alanlardaki verileri
engellemektedir.

I11. KUANTUM KRiPTOGRAFI

Kuantum kriptolojinin  giicii ~ klasik  kriptoloji
algoritmalarinin aksine fizik bilimine dayanmaktadir. Kuantum
kriptoloji, kuantum mekaniginin yasalarini kullanmaktadir. Bu
sayede daha giiclii kriptoloji sistemlerinin elde edilmesi
miimkiin olmaktadir. Sekil 4’de goriildiigii gibi Kuantum
kriptolojide birbiriyle iletisim kurmak isteyen alict ve génderici
rastgele iretilecek olan ortak bir bit dizisinde anlagmaktadir.
Bu bit dizisini yalnizca iletisimi kuracak taraflarin bilmesi
gerekmektedir. Uretilen bit dizisi verinin sifrelenmesi ve
sifrenin ¢oziilmesi islemlerinde kullanilmaktadir. Haberlesme
aninda iletisime {giincli bir kisi dahil olmaya calistiginda
gonderici ve alict bu kisiden haberdar olmaktadir. Boyle bir
durumda iletisimin giivenligi igin bit dizisi yeniden olusturulur.
Saldirganin Man In the Middle (MIM) gibi bir yontemle veriyi
elde etmek amaciyla ortami dinlemesi i¢in 6ncelikle taraflarin
kullandig1 bit dizisi anahtarim ol¢iimlemesi gerekmektedir.
Boyle bir durumda islemin gerceklesmesi sistemde
bozulmalara sebep olmaktadir. Uglincii kisinin giivenli bir
anahtar iiretmesi i¢in gizli dinleme seviyesinin belli degerlerin
altinda olmasi gerekmektedir. Bu durum olugmadiginda
iletigim  durdurulmaktadir [14]. Kuantum kriptolojide
haberlesmeyi saglamak icin fotonlar kullanilmaktadir. Bit
dizisini anahtar olarak temsilen fotonlarin polarizasyon
ozelliginden faydalanilmaktadir [2]. Kuantum Kkriptolojide
anahtar dagitim protokolleri BB84 ve BB95'tir.

Bit Siras1 2 3

Gonderici Mantik Sirast 1 1

Polarizasyon Filtresi

NN

\

Alic1 Polarizasyon Durumu

Q |~—#|—#| O O

1
0
\
\
d

Alici-Verici durum testi

=

Kuantum Anahtari T

o
N | 2

B

Sekil 4. Kuantum Kriptografi Calisma Prensibi
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BB84 protokoliinde anahtar dagitimi i¢in gdnderici,
fotonlart dort polarizasyondan rastgele segilen birinde
gondermektedir. Alici, gondericinin yolladig1 fotonlardan her
biri i¢in Ol¢lim tiiriinii rastgele secerek kenarsal veya
kosegensel Olciim sonuglarini kaydetmektedir. Alict 6lglim
tirtindi x veya + olarak belirlemektedir. Fakat gonderici 6lgiim
tirlerinden hangilerinin dogru oldugunu aliciya sdylemelidir.
Her iki taraf da dogru belirlenen Sl¢lim tiirlerini ve Ol¢lim
sonuglarini saklamalidir. Bu 6l¢giim sonuglaria gore bitler 0 ve
1 olarak belirlendikten sonra anahtar elde edilmektedir [15].

B92 protokoliinde ise bitler 00 ve 450 polarizasyonla
kodlanmaktadir. “0” biti (Qbit) 00 polarizasyona sahip
fotonlarla kodlanirken “1” biti (Qbit) 450 polarizasyona sahip
fotonlarla kodlanmaktadir. BB84 protokoliindeki gibi + ve x
filtreleri uygulanmaktadir. Fakat B92 protokolii 00 ve 450
polarizasyondaki fotonlar1 eleyerek 900 ve 1350 acidaki
fotonlar1 anahtara dahil etmektedir [16].

BB84 protokoliinde iletisimi saglayan alict ve goénderici
taraflarin aymi tip filtre kullanamamasi sonucunda fotonlarin
onaylanma ihtimali %50 iken bu durum B92 protokoliinde
%33’ e kadar inmektedir. Bu bakimdan anahtar olusturabilme
stiresi B92 protokoliinde daha uzun stirmektedir. Her ne kadar
hiz konusunda dezavantaja sahip olsa da saldirt aninda dinleme
tespit oraninin yiiksek olmasiyla giivenlik konusunda avantaja
sahip olmaktadir. BB84 protokoliinde saldir1 tespit oran1 %40
iken B92 protokoliinde %50°dir [16].

A. Kuantum Kriptolojide Saldirinin Tespit Edilmesi

Anabhtar belirlenirken iigiinii bir kiginin ortami dinlemesi
Olgim sonuglarinda degisikliklere ve bozulmalara sebep
olabilmektedir [15]. Ortamun {i¢lincii kisi tarafindan dinlenmesi
durumunda gondericinin gonderdigi fotonlara 6nce saldirgan
erismektedir. Saldirgan yaptig1 Sl¢limlerinin sonunda bir bit
dizisi olusturmaktadir. Kopyalanamazlik ilkesi geregi saldirgan
fotonlar1 birebir kopyalayamaz. Bu durumda fotonlar1 yeniden
olusturmalidir.  Olusturdugu  yeni  fotonlar1  aliciya
gondermelidir [17]. Anahtar belirlenirken alici ve gonderici
hattaki i¢iincli bir kiginin varligini polarizasyon tabanlart ve
bitlerin degerlerini karsilagtirarak 6grenebilmektedir [17].

B. Kuantum Kriptografi Algoritmalar

1) Deutsch Algoritmast
Kuantum kriptoloji algoritmalarin ilk gelistirilen modelidir.
Tek bir Qbit iizerinde islem yapabilmektedir. Algoritma
zamanla gelistirilerek n Qbitli islem yapilabilir hale gelmistir
[18]. Deutsch Algoritmasi, ¢6ziimsiiz olan bir sorunun
¢oziilmesinden ziyade kuantum yasalarini kullanarak sorunun
daha kisa zamanda ¢oziilebilecegini gostermektedir [19].
2) Shor Algoritmasi
Shor Algoritmasiimn bulunmasiyla giivenligi asal sayilarin
carpanlara aymrma zorluguna dayanan klasik kriptoloji
algoritmalarindan olan RSA Algoritmasinin kirilmasina neden
olabilmektedir [20]. Shor algoritmasimin  Qbit tabanl
carpanlara ayirma algoritmasi, klasik bilgisayarlar ile ¢dziimii
yillar siirebilecek asal sayilar1 dakikalar i¢inde ¢6zebilmektedir
[21]. Qbitler ayn1 anda farkli bilgiler saklayabilmektedir.
Qbitler, 0 veya 1 durumunda iken sonucun alabilecegi degerleri
algoritma tek bir islemle ¢6ziimleyebilmektedir ve tek bir
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islemle  biitin  sayillar1  ¢arpip  muhtemel
bulabilmektedir. Ayrica Shor algoritmasi
paralelligini kullanmaktadir [19].
3) Grover Algoritmast

Grover Algoritmasi, veritabani iizerinde arama yaparak
belirlenen degerin bu veritabaninda olup olmadigini kontrol
etmektedir. Veritabanindaki verilerin alan gore alfabetik ya da
belirli bir kurala gore siralanmasi arama siiresini
etkilemektedir. Siralanmis bir tablodaki arama siiresi oldukga
kisayken sirali olmayan bir alan gonderilecek arama isleminde
sirastyla satirlar taranacaktir [19]. Boyle bir durumda Grover
Algoritmas1  temel olarak {i¢ adimla bu islemi
gerceklestirmektedir. ilk adimda baslangi¢ durumunu tiim
durumlarin esiti bulundugu duruma getirmektedir. Bu isleme
Siiper pozisyon ismi verilmektedir. Ikinci adimda aranan deger
isaretlemekte ve veriyi bulma olasiligi arttirilmaktadir. Son
adim olan olgme islemidir Veriye erisim siiresi Olgiilerek
performans belirlenir [19].

sonuglart
da kuantum

C. Kuantum Protokollerinin Kullanildigi Calismalar

Kuantum  kriptolojide  gonderilen foton  sayisinin,
giiriiltiisiiz ortamda elde edilen anahtar uzunluguna etkisi i¢in
yapilan c¢alismada Tguid kiitiiphanesi kullanilmigtir. Bu
kiitiiphanedeki rastsal say1 iiretimine dayali, BB84 protokolii
de baz alinarak bir simiilasyon olusturulmustur. Olusturulan
simiilasyon iki asamali olarak cahigmaktadir. Ilk asamada
giiriiltiisiiz ortamda anahtar dagitimi yapilirken arada bir
saldirgan olmadigr disiiniilerek fotonlar gdnderilmistir.
Gonderilen foton sayisina gore alicinin rastgele segtigi filtreler
kullanilarak elde edilen ham anahtar uzunluklar1 6l¢tilmiistiir.
Ikinci asamada arada saldirgan olmasi durumu goz Oniine
almarak iletisimdeki etkisi 6l¢imlenmistir [22].

Bu olgiimlerin sonuglart veritabaninda iki farkli tablo
olacak sekilde kaydedilmistir. Bu veriler 6l¢iim sonuglarina
gore tablo haline getirilerek analizi yapilmig ve cesitli bulgular
elde edilmistir.

Giriiltiistiz  ortamda saldir1  olmadigi silirece anahtar
uzunlugu gonderilen foton sayisinin yarist kadar olmaktadir.
Giriiltiisiiz ortamda saldirganin ham anahtar uzunluguna etkisi
bulunmamaktadir. Giiriiltlisiiz ortamda saldirganin anahtar
iizerinde sebep oldugu bozulmalar (bitler) foton sayisinin
%30’u kadardir. Glriiltlisiiz ortamda saldirganin olmasi
halinde gonderilen foton sayisi ile hatali bitlerin orani esit
miktarda artmaktadir. Giiriiltiisiiz ortamda saldirganin
bulunmas1 halinde gonderilen foton sayis1 artarken
polarizasyonu  degisen  fotonlarn  oraninda  degisim
olmamaktadir. Giiriiltiisiiz ortamda saldirgan bulunmast
halinde gonderilen foton sayisi artarken bit degeri degisen
fotonlarin oraninda degisim bulunmamaktadir. Giiriltiisiiz
ortamda saldirgan bulunmas: durumunda gonderilen foton
sayisindaki artig miktar1 saldirganin dogru olarak yakaladig:
bitlerin oraninda degisiklige sebep olmamaktadir [22].

Kuantum kriptoloji benzetim ve egitim uygulamasi

calismasinda  kuantum  kriptoloji benzetim ve egitim
uygulamast adi verilen egitimcilerin ve Ogrencilerin
faydalanabilecegi ~ animasyon  destekli  bir  yazilim

gelistirilmistir. Bu uygulamada BB84 protokoliiniin benzetimi
yapilmustir. Uygulamada egitsellik ve sayitsallik {izerinde
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durulmaktadir. Egitsellik, gorsel nesnelerin 6n planda oldugu
bir ara yiiz sunarken sayitsallik daha ¢ok istatistiksel kullanim
icin hazirlanmig bir ara yliz modudur. Egitsellik modunda
uygulama yavas ve dar deger araliklariyla g¢alismaktadir.
Sayitsallilk modunda istatistiksellik 6n planda oldugu igin
gorsellik az tutulmustur. Uygulama bu modayken daha hizli ve
genis deger araliklariyla calistigi calismada tespit edilmistir.
Gelistirilen  uygulamada  kullanicti  doért  farkli  rapor
alabilmektedir. Son yapilan denemenin raporu, uygulama
icinde simdiye kadar yapilan simiilasyonlarin genel raporu,
genel raporun ayrintili raporu ve 6zet rapor. Kullanici ayarlar
boliimiinden hangi modda egitsel veya sayitsal islem
yapacagint  tercih  edebilmektedir. ~ Uygulama iginde
benzetimler, saldirgan olmasi durumunda kuantum Kriptoloji
benzetimi ve saldirgan olmadig1 durumlarda kuantum Kriptoloji
benzetimi olmak iizere kullanic1 tarafindan tercih
edilebilmektedir. Yapilan bu ¢aligmayla kuantum Kriptolojinin
temel kavramlarmin anlasilmasi hedeflenmistir [23].

RSA ve AES algoritmalar1 kullanilarak yapilan ¢aligma
olan giivenli elektronik posta sisteminin FPGA iizerinde
tasarimi ve ger¢eklenmesi caligsmasinda giiniimiiz iletisim
aracglarmin herkesin erisimine agik olmasi nedeniyle verilerde
giivenlik zafiyeti olugsmamasi adina Kriptoloji yontemleri
kullanilmaktadir. Pretty Good Privacy (PGP) ile veriler 6nce
imzalanir, sikistirilir, sifrelenir ve son asama olan iletim
saglanmaktadir. Bu yOntem e-posta giivenligi icin
kullanilmaktadir. Bu g¢alismada PGP’de kullanilan Message-
Digest Algorithm 5 (MD5), RSA ve International Data
Encryption Algorithm (IDEA) algoritmalarindan IDEA
algoritmasi yerine AES sifreleme algoritmasi kullanilmaktadir.
Veriler énce MD5 sonra RSA ve AES algoritmalarindan
gecerek sifrelenmesi saglanmistir [24]. PGP,  kriptoloji
algoritmast olarak acik anahtar sifreleme algoritmalarini
kullanmaktadir. Anahtar yonetiminde sayisal imza olan RSA
kullanirken veri sifreleme i¢in 0zel anahtar Kriptoloji (IDEA)
ve sayisal imza i¢in tek yonli 6zet fonksiyon (MDS5 ve RSA)
kullanmaktadir. PGP’nin Field Programmable Gate Array
(FPGA) {izerinde gergeklesmesinde IDEA algoritmasi yerine
AES sifreleme algoritmast kullanilmigtir. PGP mesajlart
gonderici tarafindan sayisal olarak imzalanabilmektedir. PGP
imzasi, alicinin gondericiyi belirlemesi ve veride degisiklik
olup olmadigmi dogrulamas: i¢in kullanilmaktadir. PGP’nin
Olusturulmast: Modiiliin olugsmast i¢in 6ncelikle MD5, RSA ve
AES algoritmalarmimn sirastyla baglanmas1 gerekmektedir.
PGP’nin ¢aliyjma mantif1 ve siralamasi geregi bu islem
yapilmaktadir.

MD5 algoritmasinin girdisi 800 bitken almman ¢ikt1 128
bittir. RSA ve AES algoritmalarinin girdi ve c¢iktilar1 1024
bittir. MD5 algoritmasinin ¢iktist RSA algoritmasinin girisi
olacagr i¢in aradaki fark igin kalan bitlere lojik 0 degeri
atanmaktadir. PGP ile giivenli elektronik posta gonderimi
FPGA ile gerceklestirilmistir. Bu gergeklestirme sonunda
19347 dilime sahip alan  kullamilmistir.  Devrenin
gerceklestirilme siiresinde harcanan saat frekansi ise 63.731
MHz olarak analiz edilmistir [24].
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IV. SONUCLAR VE TARTISMA

Bu calismada hassas verilerin giivenliginin hem bulut
ortamimnda hem de kisisel depolama ortamlarinda saklanirken
giivenlik ve gizliligin saglanmasina yonelik kriptoloji
yontemleri ele alinmustir. Bu yontemler Klasik kriptoloji ve
kuantum sonras1 kriptoloji olmak {izere incelenmistir. Klasik
kriptoloji algoritmalarinin ilki olarak kabul edilen Sezar
Sifreleme Algoritmasi’nda karakterler belirli bir say1 6lglisiinde
otelenerek sifreli veri elde edilmektedir. Sifreleme mantigindan
dolay1 giivenlik konusunda oteleme yapilan sayisal deger
bilindiginde veri ¢oziimlenebilmektedir [25]. Belirli sayisal
degerin yerine kullanilacak anahtar ile alict ve goéndericinin
birbirleriyle giivenli haberlesmesinin saglanmasi simetrik
sifrelemedir. Bu yontemde kullanilan en bilindik algoritma
AES algoritmasidir. AES’de ortak anahtar ile veri
sifrelenmekte ve ayni anahtar ile veri ¢oziimlenmektedir. Bu
anahtarin saldiran tarafindan elde edilmesi verinin sifresinin
cOziilmesine sebep olacaktir [26]. Asimetrik sifreleme
yontemlerine ise en etkin algoritma RSA algoritmasidir.
RSA’de iki farkli anahtar bulunmaktadir. Bunlardan ilki genel
ve sisteme dahil olan kullanicilara tanimlanan anahtardir. Diger
anahtar ise her bir kullaniciya 6zgii tanimlanan anahtardir. Bu
0zel ve genel anahtar sayesinde ugtan uca sifreleme sistemi
olusturulmaktadir. Saldirgan sifreli verinin ¢oziimiinde genel
anahtar1 O0grense bile kullaniciya 6zgii anahtari da bilmesi
gerekmektedir [26].

TABLO |. KLASIK KRIPTOLOJI iLE KUANTUM KRIiPTOLOJI FARKLARI

KLASIK KRIPOGRAFi KUANTUM KRiPOGRAFI

Matematiksel hesaplamaya dayanir. | Kuantum mekanigine dayanir.

Yaygin olarak kullanilir. Sofistikedir.

Dijital imza var. Dijital imza mevcut degil.

Bit hiz1 hesaplama giicline baglidir. | Ortalama bit hiz1 1 MBPS'dir.

Bit depolama 2n n-bit dizeleri. Bit depolama bir n-bit dize

Bilgi islem giicii arttik¢a gerekli

. Fizik yasalarina dayanir.
derecelendirme. y y

Iletisim ortami1 bagimsiz. [letisim ortami bagiml1.

RSA algoritmasinin 6tesinde Kuantum kriptografi anahtar
dagitim sistemlerinden BB84 ve B92 Protokolleri yer
almaktadir. Kuantum mekaniginin kopyalanamazlik ilkesi
geregi saldirt anmda iletisimi kuran taraflarin miidahaleyi
anlamast miimkiin olmaktadir. Kuantum algoritmalarindan
Shor, Grover ve Deutsch algoritmalar1 kuantum bilgisayarlari
olusturmak i¢in Fourier doniisiimii ve kuantum hesaplama
kavramlart kullanilarak gelistirilmigtir [27].

Tablo 1°de kuantum kriptoloji ile klasik kriptoloji
arasindaki degerlendirme sunulmustur. Giliniimiiz
bilgisayarlariyla klasik kriptoloji algoritmalarindan RSA
Sifreleme Algoritmasindaki n degerini ¢arpanlarina ayirmak
yillar siirebilir. Bu iglemi ancak biyiik 6l¢ekli kuantum
bilgisayarlar kisa siirede gergeklestirebilmektedir. Boyle bir
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durum olmasi halinde agik anahtarli sifreleme algoritmalarinda
kokli degisiklikler yapilmasi gerekmektedir. Zira kuantum
bilgisayarlar1 i¢in hali hazirda kullanilan agik anahtarli
sifreleme algoritmasini ¢dzmek hi¢ de zor olmayacaktir. Agik
Anahtarli Sifreleme algoritmalarmin giivenliginin ¢ok biiyiik
asal sayilarin ¢arpanlarina ayrilma zorluguna dayanmasi biiytik
6l¢ekli kuantum bilgisayarlarla asilabilecek bir noktadir. Sonug
olarak Shor Algoritmasi biiyiik 6lgekli kuantum bilgisayarlarda
kullanilmasi  durumunda Acik Anahtarli  Sistemlerdeki
carpanlara ayirma zorlugu ortadan kalkmuis olacaktir.
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Abstract—In this study, we investigate the safe quantum
communication with blind Trent using Clifford Scrambling.
Clifford Scrambling, which gives maximum mixing for this
purpose, was experimentally tested for three-qbit in IBM
Quantum Experience’s 5-qbit superconducting quantum
processor. In this context, the circuit of Clifford Scrambling,
which is used to model black holes [6] and provides maximum
mixing, is generalized from three gbit to n-gbit. By using n
qubit Clifford Scrambling in our protocol, secure quantum
communication with blind tend was obtained.

Ozet- Bu calismada, Clifford Scrambling kullanilarak kor
Trent ile guvenli kuantum iletisim incelenmektedir. Bu amac
icin maksimum Kkaristirma veren Clifford Scrambling’i deney-
sel olarak IBM Quantum Experience’n 5-qubitlik super-iletken
kuantum islemcisinde 3-qubit icin test edildi. Bu baglamda, kara
delikleri modellemek [6] icin kullanilan ve maksimum Karis-
tirma veren Clifford Scrambling’in devresini 3-qubitten n-qubit’e
genellestirildi. n qubitlik Clifford Scrambling protokolumuzde
kullanilarak, kor trendli guvenli kuantum iletisimi elde edildi.

Index Terms—Secure Quantum Communication, Clifford

Scrambling, Blind Protocol

I. INTRODUCTION

Scrambling is very important for quantum communication,
because information on quantum chanel is scrambled at late
times. Quantum scrambling is the distribution of local infor-
mation throughout a whole system as scrambling [?]. There
are many studies on the quantum scrambling in the literature.
Jiang et al. [?] studied quantum image scrambling by using
Arnold and Fibonacci taransition. They also suggested Hilbert
scrambling for quantum images [?]. Zhou et al. [?] suggested
quantum image scrambling depending on disordering bit-plane
of pixsel. Also, Heidari et al. [?] purposed dual quantum image
scrambling method.

Scrambling recently emerged as a powerful tool for char-
acterizing chaos in black holes. It has been found that many
of the tools and ideas advanced in the context of black hole
physics are useful in characterizing the scrambling behavior of
general multi-system systems [?]. Recently, Beni Yoshida and
Norman Y. Yao [?] suggested Clifford Scrambling for this type
scrambling. They used Clifford Scrambling to characterize
scrambling in the black holes. Also, they imply that “Clifford
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Scrambling gives maximally scrambling since Clifford Scram-
bling operator delocalizes as Pauli operators for scrambling of
information” . So, we will use Clifford Scrambling to get a
secure protocol. For this aim, we generalize circuit of Clifford
Scrambling, which is used for black holes [?], from three
qubit to n-qubit. Using Clifford Scrambling for n qubit, we
get secure quantum communication with blind Trent.

Our study is organized as follows. In Sec. II, the general-
ization circuits of Clifford Scrambling are given. In Sec. III,
we introduce the our protocol based on Clifford Scrambling
with blind trent. In Sec.IV and V, the security analysis of the
protocol and some results are implied, respectively.

II. THE GENERALIZATION CIRCUIT OF CLIFFORD
SCRAMBLING

Beni Yoshida and Norman Y. Yao [?] suggested circuit of
Clifford Scrambling for three qubits as follows;

Fig.1: 3-Qubit Clifford Scrambler [?]

In Fig.1, H represents a Hadamard gate, while Z is a two-
qubit controlled-Z gate (dots control and Z target). All unitary
operator is scrambler at the highest level because consists of
Pauli operator.

Let us test the 3-Qubit Clifford Scrambling operator on IBM
Quantum Experience [?]. In IBM Q Experience, the compiler
will attempt to combine the gates. The barrier is an instruction
to the compiler to prevent these combinations being made. We
give the experimental results as follows;

Fig.2: 3-Qubit Clifford Scrambling circuit on IBM Q
Experience

Fig.3: Result of 3-Qubit Clifford Scrambling

We can conclude from fig.3 that Clifford Scrambling works
as scrambler. Also , we can generalize the circuit in Fig.1 for
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n-qubits as follows:

|zo) —o

|z1) 12

o) —{ 75

loy-1) 7]

Fig.4: N-Qubit Clifford Scrambler

The circuit in Fig.4 consists of N(N-1)/2 controlled-Z gates
and N Hadamard(H) gates. In our protocol, we will use
Clifford Scrambler (C) for n-qubits scrambler operator .

III. THE PROTOCOL BASED ON CLIFFORD SCRAMBLING
WITH BLIND TRENT

We follows the steps of algorithm which is developed
by Sahin and Yilmaz [?] (references there in). Let’s start
narration our protocol.The members of protocol are Alice,
Bob and Blind Trent. Alice wants to send message m =
{memimz..my_1},m; € {0,1} to Bob. Blind Trent is the
administrator of the protocol and reliable. Blind Trent make
some communications to secure the protocol. Bob can retrieve
and verify the message m with the help of Blind Trent. The
protocol consist of the the following steps.

Fig.5: Scheme of The Protocol Based on Clifford
Scrambling with Blind Trent

1) Alice shares the secret key K 4p with Bob while Blind
Trent shares the secret key K14 with Alice and the
secret key Krp with Bob. The K4p, K74 and Krp
secret keys of the protocol members are shared using
the quantum key distribution protocol [?], [?]. Secret
keys are used to encrypt the quantum message and to
prevent intruders. K 4p, K14 and Krp secret keys are
generated only once.

2) Alice express the message m in the quantum calculation
bases {0 — |0), 1 — |1)}. We assume that the length
of the message m is |m| = N. The length of the entire
message to be sent may be greater than N. In this case,
the message can be divided into N-length segments.
Each segments can be sent in different sessions.

N—-1
im) = (X) m) (1)
1=0

where |m;) € {|0),]1)}.
3) Blind Trent creates a permutation P of a set of
{1,2,..., N} as follows [?]:

1 2 . N}

P= {P(l) P(2) P(N) 2)

4)
)

0)

7

8)

9)
10)

1)

12)

13)

14)
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P(i) is expressed on a binary basis and Blind Trent
prepares the quantum state |P) [?]. Blind Trent creates
encrypted versions of that permutation as follows:

|Pa) = Exr,(|P)) 3)
1PB) = By (1P) )

Ex is a quantum one-time pad encryption algorithm
presented by Kim et. al [?]. It was also used by Yilmaz
[?] to maximize protocol security and to prevent pirate
attacks. To further improve the security of this encryp-
tion algorithm, we reorganized Zhang et.al’s [?] quantum
key algorithm for the 32-bit version. Then, Blind Trent
sends the encrypted |P) state to Alice through the
quantum channel.

Alice decrypts the |P4) state with the secret key Kr4
to obtain the |P) state, then performs measurement.
Alice applies the N-qubit Clifford Scrambling
operator(Cs) given in Fig. 4 to the message |m).

The result of each qubit of the Cj is applied by Alice
the permutation P, which is specified by Blind Trent.

Let us express signing phase.

Alice reordered the qubits . Also, the secret key is
applied to each qubit. As a result of the permutation
|P) applied by Alice, the final state is as follows:

14(Q)) = Cs(P(i))(Cs(Im))) (5)

where ¢ = 0...N.
As result of the secret key K op applied by Alice, the
final state is as follows:

A(S)) = Ercs, (1A(Q)) ©)

Alice sends |A(S)) to Bob through quantum channel.
Alice encrypts the C.(|m)) with using the secret key
K 4 p with the encryption algorithm and sends it to Blind
Trent through the quantum channel.

[AT(S)) = Ex,(Cs(Im))) @)

Blind Trent encrypts the |AT'(S)) with using the secret
key Krp with the encryption algorithm and sends it to
Bob through the quantum channel.

ITB(S)) = Exrs (|AT(S))) ®)

Let us express verification phase.

Bob decrypts |T'B(S)) with secret key Kpr and gets
|AT(S)). Bob decrypts the |AT(S)) with the secret
key Kap and obtains the Cs(|m)) state.Bob applies
C! and measures |m) state and saves the results as 7.

Bob decrypts |A(S)) with secret key Kap and gets
[A(Q)).

Bob asks to Blind Trent for permutation P. Then, Blind
Trent sends |Pp) to Bob via the quantum channel. Bob
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decrypts the |Pp) state with the secret key Krp to
obtain the permutation P, then performs measurement.
Thus Bob obtain P. Bob solves the |A(Q)) state with
permutation C{(P(i)) and obtain Cy(|m)).

15) Bob applies C! and measures |m) state and saves the
results as m. Bob checks the equality of m and m.
If m = m, Bob declares that the message is verified,
otherwise the message is rejected and the protocol is
canceled. If the message m is verified, Bob encrypts
the verified m message and sends it to Blind Trent.

|BT(S)) = Expyr [m) )

16) Blind Trent asks Alice for the message m. Alice en-
crypts the valid message m to the encryption algorithm
and sends it to Blind Trent.

[AT(S)) = Ex4r(Im) (10)

17) Blind Trent decrypts |AT(S)) secret key Kar and
makes measurement and gets m. Blind Trent checks
the equality of m and m. If they are equal, Blind Trent
stores the message with Alice’s identification.

IV. THE SECURITY ANALYSIS OF THE PROTOCOL

Let us examine security of our protocol. Basic requirements
of quantum digital signature protocols to ensure complete
security: the signature should not be rejected by the signatory
and any pirate cannot impersonate the signature of signatory.

First, we consider the attacks that can be done within
the protocol. We assume that Bob is a pirated member and
wants to create Alice’s signature. Even if Bob knows the
details of the signature protocol he cannot create Alices
signature because of blind Trent. Bob cannot create Alices
signature without knowledge of Trent. After the end of the
legal signature protocol, Bob may change correct message m
to m. Due to Blind Trent’s knowledge of the correct message
m, Bob cannot deceptiveness.

Secondly, any pirate may try to fake Alices signature.
The situations in the Cy(|m)) results can be rearranged by
permutation of Blind Trend to create an accurate signature
of Alice. Therefore, any attacker cannot commit fraud. Even
if any attacker obtains permutations, the permutations will be
rearranged by the blind Trent for each signature session. Blind
Trent must be part of the protocol so any pirate cannot achieve
collective forgery. Also, any attacker can change the C;(|m))
result by applying a unitary transformation. Bob and Blind
Trent can check the m and m equality to detect this change.

Alice and Bob cannot refuse the signature because of
the administration of protocol by Blind Trent. Blind Trent
controls some communications in the protocol. Alice can send
a different |m) to Blind Trent and claim that the signature is
not his. Blind Trent can check whether Alice’s |m) and Bob’s
|m) messages are equal. In this way decide whether the Blind
Trent signature protocol is valid or not.
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From the above security analysis may say that protocol
based on Clifford Scrambling provides unconditionally se-
curity. In addition, our protocol provides secure transfer of
messages.

V. CONCLUSION

In this sudy, we suggested secure quantum communication
protocol depending on Clifford scrambling. we first checked if
the Clifford scrambler operator was working on a real quantum
computer. When we experimentally test Clifford scrambling
for three qubit on the quantum processor of IBM Quantum
Experience, we can easily see that we get the maximum
scrambling for three g-bit. Also, we can generalize the circuit
of Clifford scrambling from three qubit to the n-qubit. we
increased key length to 32 bits to increase security. Security
analysis of the protocol shows that we could obtain secure
quantum communication by using Clifford scrambling for n-
qubits as a scrambler which has the ability to resist against
unauthorized attacks . This communication may be used for
cloud quantum computers due to blind.

ACKNOWLEDGMENT

We would like to thank the referees for making our article
more understandable.

REFERENCES

[1] K. A. Landsman, C. Figgatt, T. Schuster, N. M. Linke, B. Yoshida,
N. Y. Yao and C. Monroe, Verified quantum information scrambling,
Nature, 567:6165, 2019. [Online]. Available: https://doi.org/10.1038/
s41586-019-0952-6

[2] Jiang,N.,Wu,W.Y., Wang, L., the quantum realization of Arnold and
Fibinacci image crambling, Quant.inf.Process.13(5),1223-1236,2014.

[3] Jiang,N.,Wang, L., Wu,W.Y., Quantum Hilbert image
scrambling,Int.J.Theor.Phys.53(7),2463-2484,2014.

[4] Zhou,R.G., Sun, Y.J.Fan, P, Quantum image gray-code and bit plane
scrambling,Quant.inf.Process.14(5),1717-2734,2015.

[5] Heidari, S. et al, Dual quantum image scrambling method,
Quant.inf.Process.doi: https://doi.org./10.1007,2019.

[6] Beni Yoshida and Norman Y. Yao, Disentangling Scrambling and Deco-
herence via Quantum Teleportation, Phys. Rev. X 9, 011006, 2019.
[Online]. Available:10.1103/PhysRevX.9.011006

[7] C. H. Bennett and G. Brassard, Quantum cryptography: Public key distri-
bution and coin tossing, Proceedings of IEEE International Conference
on Computers, Systems and Signal Processing.vol. 175, no. 6, pp. 661663,
1984.

[8] A. K. Ekert,Quantum cryptography based on bells theorem,  Phys.
Rev. Lett., vol.67, p.8, 1991. [Online]. Available: https://doi.org/10.1103/
PhysRevLett.67.661

[9] L. Ylmaz, Quantum group proxy digital signature based on quantum
fourier transform by using blinded and non blinded trent, International
Journal of Information Security Science, vol. 6, no. 4, pp. 79 86, 2017.

[10] E.Sahin and I. Ylmaz, Security of NEQR Quantum Image by Using
Quantum Fourier Transform with Blind Trend, International Journal of
Information Security Science, vol. 7, no. 1, pp. 20 25, 2018.

[11] T. Kim, J. W. Choi, N. S. Jho, and S. Lee, Quantum messages with sig-
natures forgeable in arbitrated quantum signature schemes, International
Journal of Information Security Science, Physica Scripta, vol. 90, no. 2,
p-025101, 2015. [Online]. Available:http://stacks.iop.org/1402-4896/90/i=
2/a=025101

[12] W. Zhang, D. Qiu, and X. Zou, Improvement of a quantum broadcasting
multiple blind signature scheme based on quantum teleportation, Quan-
tum Information Processing, vol. 15, no. 6, pp. 24992519, 2016. [Online].
Available: https://doi.org/10.1007/s11128-016-1289-9

[13] The IBM Quantum Experience,[Online]. Available:
research.ibm.com/ibm-q/

https://www.

82



Uluslararasi Bilgi Giivenligi ve Kriptoloji Konferansi

16-17 Ekim, Ankara, Tiirkiye

Kuantum Kriptanalizin Siber Gilivenlikteki Yeri

The Role of Quantum Cryptanalysis in Cyber Security
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Ozet— Bu calismada gelisen kuantum teknolojileri ile birlikte
siber diinyada giiveligin oneminin daha da belirginlesmesi
sebebiyle bu alanda kullanilan kuantum teknikler anlatilmaya
calisilmigtir.  Kuantum kriptografinin oldugu yerde mutlaka
kuantum kriptanalizde olmak zorundadir. Kuantum Kriptanaliz,
bazt  kuantum mekaniksel sistemlerden, bir takim kuantum
mekaniksel etkilerden yararlanarak yani kisacast kuantum
bilgisayarlar kullanarak sifre kirmayla ilgilenen kriptografik bir
uygulama alamidir. Hem kuantum Kkriptografi hemde kuantum
kriptanaliz hakkinda yeteri kadar Tiirkce kaynagin olmamasi
nedeniyle bu arastirma, milli siber giivenlik calismalarina katlida
bulunmast amaciyla kaleme alinmigtir.

Anahtar Kelimeler—Kuantum Kriptanaliz, Siber Giivenlik

Abstract—In this study, quantum techniques used in this field
are tried to be explained because of the importance of security in
cyber world with the developing quantum technologies. Where
quantum cryptography exists, it must be in quantum
cryptanalysis. Quantum Cryptanalysis is a cryptographic field of
application which deals with the use of some quantum
mechanical systems, a number of quantum mechanical effects, in
other words, using quantum computers. Since there is not enough
Turkish resources on both quantum cryptography and quantum
cryptanalysis, this research has been written in order to
contribute to national cyber security studies.

Keywords —Quantum Cryptanalysis, Cyber Security
I. GIRIS

Verilerin; islenmesi esnasinda i¢/dig tiim casusluk tiiri
saldirilara karst korunmasi ve iletimi, saklanmasi esnasinda
giivenliginin saglanmasi siber giivenlik olarak tanimlanabilir.
Bilginin bir takim yerine koyma, yer degistirme ya da bazi
matematiksel iglemler ile okunamaz hale getirildigi geri
doniisiimlii yontemler, gizli yaz1 yazma sanati olarak bilinen
kriptografi ~ biliminin  konusudur.  Kriptografi;  bilginin
giivenligini saglamak amaciyla sifreleme ve sifre ¢ozme
islemleri ile ilgilenmektedir. Bu nedenle siber diinyada veri
giivenligi  genellikle kriptografik yontemler kullanilarak
saglanir. Modern kriptografinin veri giivenligini saglamak
adma ortaya koydugu baslica hizmetleri; gizlilik, biitiinlik,
kimlik dogrulama ve inkarin oniine ge¢medir. Ihtiyaca gore
bunlarin birinden, bir kagindan ya da tamamindan faydalanmak
gerekebilir. Siber diinyada iletisimin gilivenligi, baskasi
tarafindan dinlenme, mesajin igeriginin degistirilmesi, kimlik
taklidi ve inkar etme seklindeki tehditlerin bertaraf edilmesi ile
miimkiindiir. Giliniimiizde bunun saglanmasi i¢in bagvurulan
ana yontem Kriptografidir.

Kriptografinin gizlilik hizmeti; bilginin gergek alici
haricindeki 3. kisiler tarafindan Kkesinlikle anlagilmamasini
temineder. Bu amagla, bilgiyi sifrelemede kullanilan baslica
yontemdir [1,2].

Il. KUANTUM KRIPTOGRAFI

Kriptoloji bilimi, matematigin alt dali olup; matematiksel
tekniklerden faydalanip sifreleme sistemlerini kullanarak
bilgiyi gizleme sanat1 ve bilimi olarak bilinen kriptografi ve
matematiksel yontemleri, bilinen biitiin hesaplama giiciinii ve
tasarim zayifliklarin1  kullanarak, mevcut bilgi giivenligi
sistemlerini alt etme olarak tanimlanan kriptanalizden olusur.
Modern kripto sistemlerde en ciddi sorun anahtar dagitim
problemi olarak bilinen gizli anahtarin giivenligidir. Bu
nedenle anahtar dagitim problemlerinin ve risklerinin olmadigi
bir kripto sisteme ihtiyag vardir. Bu da teknolojik
gelismelerden etkilenmeyen ve uzun vadeli, kalici gizlilik
saglayan yeni bir alan olan kuantum kriptografidir.

Kuantum kriptografi, siber alandaki giivenligin kuantum
mekanigine ait belirsizlik ilkesi, foton polarizasyonu, dolasiklik
gibi kanunlar ile teminat altina aliman kriptografi teknigidir.
Asil avantaji, kanitlanmis evrensel kuantum mekanigi
yasalarina dayanmasi, bunlarin klasik olarak esdegerinin
bulunmamasi ve giivenligin ispatlanabilir olmasidir.

Mevcut kuantum kriptografi su an klasik ve kuantum
kisimlardan olusmaktadir;

Kuantum Kisim; Kuantum Anahtar Dagitimi, Klasik Kisim ise
geleneksel kriptografi ile sifrelemeden olusur.

Giliniimiizde kuantum kriptografinin c¢alisma prensibi ise su
sekildedir:

*Anahtar, taraflar arasinda kuantum anahtar dagitimi ile
dagitilir, boylece anahtar dagitim problemi de ¢oziilmiis olur.
Giivenligi kanitlanmig, tamamen giivenli tek anahtar dagitim
yontemi kuantum anahtar dagitimidir.

Sifreleme, vernam sifresi ile yapilir. Vernam sifresi
kirilmazlig: teorik olarak ta ispatlanmis tek sifredir.

Aralarinda ¢ok mesafe olan kisiler arasinda ayni, tesadiifi
ve giivenli bir gizli anahtar olugturulmasi Kuantum Anahtar
Dagitim protokolleri ile saglanir. Anahtar dagitimi sirasindaki
iletisime miidahale olup olmadiginin agiga ¢ikarabilmesi ise
kuantum mekanigi kanunlariyla saglanir ki bu klasik iletisimde
benzeri olmayan 6zelliklerdendir.

KAD’1n ¢aligma ilkesi ise;

*Giivenli olarak anahtar dagitimi yapulir,

*Giivenligin saglanmasinda siiphe olursa, protokoliin iptali
ve tekrari gerekir.
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KAD da kuantum mekaniginin en temel ilkelerinden
olan Heisenberg belirsizlik ilkesi kullanilarak giivenli iletigim
garanti altina almir. Bu ilke ilk defa Alman fizik¢i W.
Heisenberg tarafindan “birbirine bagl iki biiyiikliikten birinin
Ol¢iilmesindeki duyarlilik arttikca digerinin 6lgiilmesindeki
duyarlilik azalir. Oyle ki, 6l¢iimler sonucu her iki biiyiikliige
ait belirsizligin ¢arpimi daima Planck sabitinden biiyiik veya
enaz ona esittir” seklinde ifade edilmistir. Bu gergek kisaca;
“Bilinmeyen bir kuantum sistemi Olgmek 0  sistemi
degistirecektir” demektir. Buradan hareketle bu sekildeki bir
mekanizma ile temsil edilen kuantum bilgi de degisecektir. Bu
prensiple bir kuantum sistemin belirli 6zellikteki ¢iftlerinin
ayn1 anda hi¢bir zaman tam olarak olgiilemeyecegi ifade edilir.
Bu nedenle, belirsizlik ilkesinin bir sonucu olarak, kuantum
bilgiyi bozmadan {izerinde 6lgiim yapmak ve onu edinmek
miimkiin degildir. Bu da kuantum bilgi kopyalanamaz
sonucunu getirir. Yani bilgi ile iletisimde olan saldirganin
varligini tespit edebilmek miimkiindiir [3-5].

KAD, iletisim i¢in temel kuantum parcaciklarindan ve
fotonlardan faydalanir. Anahtar bitlerini temsil etmek iginde
foton polarizasyonundan yararlanilir. Yani anahtar tasiyicisi
olarak her bir anahtar biti i¢in tek bir foton kullanilir.

KAD Protokolleri

Yukarida anlatilan ilkelere dayanan basit bir
protokolii Sekil 1 te goriilmektedir.

KAD

Sekil 1. Basit anlamda bir KAD protokolii

Bugiine kadar kuantum kriptografi igin bir gok anahtar
dagitim protokolii 6nerilmis olup bunlar su sekildedir:

e BB84 Protokolii

Bahsedilen bu ilkelere dayanan ve suan kullanilan, hem

kuantum hem de klasik kistmdan meydana gelen, Charles

Bennelt ve Gilles Brassard tarafindan ilk defa 1984 yilinda

Onerilen, BB84 protokolii Sekil 2 de goriilmektedir.

=  Ham Amahtar Orctimi

Sekil 2. BB84 protokolii

-Kuantum Kisim: Aday anahtar bitlerinin ayr ayri foton
tanecikleriyle transferinden meydana gelir.

1. Gonderici, ham anahtar bitlerini KRSU kullanarak
rastgele olusturur. Her bir biti, bir fotonun polarizasyonu ile
ifade edilmis fotonlari, iletisimin tek yonli oldugu, dis

16-17 Ekim, Ankara, Tiirkiye

ortam ile etkilesimden yeterince izole edilmis olan kuantum
kanal tizerinden rastgele tabanda teker teker aliciya
gonderir.
2. Alici, gelen her bir fotonu rastgele secilen bir tabanda
Olger. Eger gondericinin se¢imi ile Segilen taban ayni ise,
6l¢imsonucu da gondericinin biti ile ayni olacaktir. Farkli
bir taban secilmisse, Ol¢iim sonucu %50 ihtimalle
dogruolacaktir. Ancak bu bilinmemektedir. Aynm1 durum
istenmeyen kisi i¢in de gecerlidir.
-Klasik Kisim: Alicinin 6l¢iim sonuglarmin
degerlendirilmesinden olusur.
3. Alicy, biitiiniiyle iletim ve Olglimler tamamlandiktan
sonra, klasik bir kanal yardimiyla yalnizca gelen fotonlari
hangi tabanlarda 6l¢tiiglini, agiklar. Gonderici, ayni taban
kullandiklar1 indeksleri alictya aciklar. ideal olarak bu
indekslerdeki bitlerde ayni olmalidir.
4. Bitlerin bit alt kiimesi, aradaki 3. kiginin varliginin tespiti
icin agiklanir. Ayni tabanlarin kullanildig bitlerde ayni
olmalidir. Aksi durumda, ilgili fotonlara miidahale var
demektir. Bu durumda protokoliin iptali gerekir. Dig
etkenlerden dolay1 %15 lik bir hataya kadar protokoliin
devamina izin verilebilir.
5. Kalan ortak bitler her sey giivenli ise gizli anahtar olarak
kabul edilir.
e B92 Protokolii
BB84’iin mucitlerinden Charles Bennett tarafindan 6nerilen
bu protokol her kubiti 0° veya 45° polarizasyonla ifade
eder. B92 protokoliinde 0 kubit,0° polarizasyona sahip
fotonlar,1 kubit ise 45° polarizasyona sahip fotonlar
anlamindadir.
Alic1 gonderilen fotonlar1 okumak igin BB8protokoliindeki
gibi diiz ve kosegen filtreler kullanir. Ancak 0° veya 45°
olarak okunan polarizasyonlu fotonlar1 eler ve bunlari
anahtara dahil etmez. Polarizasyonlar1 90° ve 135° olanlar1
anahtar olarak alir.
e E9] Protokolii

1. Gonderici asagida belirtilen durumda N spin ¢ifti hazirlar;

1 1
Y >= ﬁ(lTb —1>) =ﬁ(|01 > —[10 >)

2. Ardindan her bir ¢iftin 2. Spinini herkese agik bir kuantum
kanaldan gonderir.
3. Sonra herkese agik bir kanalda yaptiklar1 6l¢iim yonlerini
agiklarlar.
4. Eger spinin ayni yondeki bilesenini 6l¢miiglerse
gondericinin sonucu alicinin sonucunun eksi isaretlisidir.
2. ve 3. cift gibi degisik yonlerde Slgiimler almiglar ise bunu
anahtarda kullanmazlar.

e SARGO04 Protokolii
Kuantum kriptografinin ticari uygulamalarinda kullanilan bu
protokol 2004 yilinda Onerilmistir. Bu protokol, BB84 tiirii
protokoller igin, ileri yillarda kullanilacagi tahmin edilen
teknolojilerin  ne  biiyiiklikte bir risk olusturacagimi
ispatlamaktadir.

84



Uluslararasi Bilgi Giivenligi ve Kriptoloji Konferansi

e EPR- EKERT Protokolii
BB84 de kullanilan Heisenberg belirsizlik ilkesinin
kullanilmadigidigi bir protokoldiir. Burada kuantum halleri
birbirine birlesik iki foton kullanimak suretiyle, taraflarin her
birine birer foton gelir. Kuantum halleri bir birine zit olan bu
fotonlardan kuantum haller tahmin edilerek, ortak bir kod
anahtari elde edilebilir [6-15].

I11. KUANTUM KRITANALIZ

Bazi1 kuantum mekaniksel sistemlerden, bir takim
kuantum mekaniksel etkilerden yararlanarak yani kisacasi
kuantum bilgisayarlar kullanarak sifre kirmayla ilgilenen
kriptografik bir uygulama alamidir. Kuantum kriptanalize en
meshur 6rnek bir matematik¢i olan Peter Shor tarafindan 1994
yilinda Onerilen, carpanlara ayirma problemini ¢dzmenin
verimli bir yolunu ortaya koyan, shor algoritmasidir. Shor
algoritmasi bazi simetrik sifreleme algoritmalarimi, bir kuantum
bilgisayar yardimiyla c¢ok biiyikk tam sayilar1 kolaylikla
carpanlarma ayirarak, kiracaktir.

Bir bagka 6rnek ise, bir bilgisayar bilimcisi olan Lov
Grover tarafindan oOnerilen, kuantum bilgisayar yardimiyla,
kaba kuvvet saldiris1 marifetiyle anahtar aramalarinin karesel
olarak daha hizli yapilabilecegini  belirten  Grover
algoritmasidir.

Kuantum o6zel kanallar, kuantum simetrik sifreleme,
kuantum hesaplama gibi kuantum kriptanalizde kapsamli bir
kuantum bilgisayarin yapilmasini beklemektedir.
Donanimcilarin kuantum bilgisayarlar1 hayata gecirmek i¢in
caligmalarryla birlikte bu bilgisayarlarda kullanilabilecek
algoritmalar1  gelistirmek i¢in  bilgisayar bilimciler ve
matematik¢iler de harekete gegmislerdir. Ancak uzun yillardir
kuantum  mekaniginin  kullanildigi, bilginin  kiibitlerde
saklandigt bu ortamda, kuantum bitlerin siiperpozisyon
ozelligini kullanarak islem yapan c¢ok az sayida kuantum
algoritmas1 gelistirebilmiglerdir. Deutsch, Shor ve Grover
algoritmalari bunlarin igerisinde en ¢ok bilinenleridir.

e Deutsch Algoritmasi
Bu algoritma bilim tarihinde bilinen ilk kuantum
algoritmasidir. Deutsch algoritmasi, yalnizca tek bir kubit
tizerinde iglem yapabilme Ozelligi sayesinde bugiin klasik
algoritmalarin yetersiz kaldigi yerde kuantum algoritmalarinin
harikulade bir islem hizi1 sayesinde sonuca ulasabilmesi
yoniiyle oldukga 6nemli bir yer isgal etmektedir. Daha sonraki
yillarda gelistirilen Shor ve Grover algoritmalarinin ilham
kaynagida yine Deutsch algoritmast olmustur.
e  Shor Algoritmasi

Bugiin i¢in yalnizca bilimsel amacgli deneyler yapmak amaciyla
gelistirilen kuantum bilgisayarlarin laboratuvar ortaminda test
edilmesinde 6zellikle iki kuantum algoritmasi 6ne gikmaktadir
ki bunlar Shor algoritmasi ve Grover algoritmasidir. Kuantum
bilgisayarlarda ¢ok biiyiikk sayilar1 kolaylikla carpanlarina
ayirabilme 6zelligine sahip Shor algoritmasi, belirli bir olasilik
dahilinde periyot bulma 6zelligiyle kriptoloji alaninda oldukga
ehemmiyetli bir yere sahiptir. Mevcut sifreleme sistemleri, ¢ok
biiyiik sayilarin klasik bilgisayarlar tarafindan makul zaman da
carpanlarma ayrilamayacaglr varsayimma dayanir. Ancak
laboratuvar ortamlari i¢in gelistirilmis ve ¢ok az sayida kubite
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sahip kuantum bilgisayarlarin ¢ok bilyiik sayilari olagan iistii
hizla ¢arpanlarina ayirabilmesi, kriptoloji biliminin temellerini
derinden etkileyerek kuantum kriptoloji adi ile yeni bir bilim
dalinin ortaya ¢ikmasma vesile olmustur. Shor Algoritmast
klasik ve kuantum olmak tizere iki kisimdan olusur;

-Klasik Kisim

Carpanlara ayirma problemi bir mertebe/ periyot bulma
problemine indirgenir. N’in asal ¢arpanlarinin bulunmas: ile
ilgili algoritma agagidaki gibidir;

1. Rastgele bir ec< N sayisi iiretir.

2. OBEB(cc,N)'ihesaplar. Eger OBEB(o,N) # 1ise «,N
‘in bir asal carpanidir, islem tamam.

3.N?2 < Q = 2™ < 2N? olan bir Q belirler ve

f(x) =x* mod N fonksiyonunun r periyodunun bulunmasi
icin kuantum kisma geger.

4. Eger r tek ise 1. adima doner.

5. Eger x2= —1 (mod N)ise 1. adima doner.
6. OBEB (ocz_ +1, N) = N ‘in asal ¢arpani ise islem tamam.

-Kuantum Kisim

Periyot bulma problemini ¢6zmek i¢in bir kuantum algoritma
iceren kuantum mekanigini kullanilarak mertebe/periyot bulma
islemi gergeklestirilir.

1. Saklayicilar ilklendirilir;

1
Q2 Zg;glx, 0 > , m qubitlik giris, m/2 qubitlik ¢iks.
2. f(x), kuantum bir fonksiyon olarak ger¢eklenip yukaridaki
kuantum duruma uygulanir.

1
Q2Yxlx, f(x) > Tim olast Q = 2™durumun bir
stiperpozisyonudur. Dolayisiyla tiim olasi girigler ve ¢ikislar
saklayicilardadir.
3. Ikinci yarida 6l¢iim yapilir;
% Yo<x<om|x,u >. Burada ¢, toplamdaki terimlerin

sayisinin karekokiidiir. Yani vektdr uzunlugunu 1 yapmak igin
gereken faktordiir.

Bu 6l¢lim, bir u (mod N) sayisi1 verir ve tim sistemi |x,u >
seklindeki durumlarin bir lineer kombinasyonuna zorlar ki; tiim
a* = u (mod N)durumlan elde edilir.

4. Giris saklayicisina kuantum fourier doniisiimii uygulanir;

1
Ugpr |x >=Q 72X, W*|y >, burada
21
W=e?,0<y<Q.

Kuantum fourier doniistimil periyodu bulmak i¢in gerekli olan
frekanslart Olger. Eger r 2™ in bir boleni ise elde edilen
frekanslar f, temel frekansinin katlaridir ve rf, = 2™ olur.
Ancak genelde r, 2™in boleni degildir. Bu durumda ise; bazi
baskin frekanslar olacaktir ve bunlar bir fytemel frekansmin
yaklagik katlar1 olur. Yani rf, = 2™dir. Kuantum fourier
doniigiimii sonucu olan kuantum durum {iizerinde 6l¢iim yapilir
ve bir f = j. f, frekansi belirlenir.

. . luk
5.1 ‘yi elde etmek i¢in frekans = Jruntu

———— tanimu kullanilarak
yot

Peri
o . i o F oI S
dizinin ka¢ defa tekrar ettigini hesaplayan myader >R

iliskisi tizerinde siirekli bolme agilimi uygulanir. Ciinki
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uzunlugu belli olan bir dizinin frekansi bulunursa periyodu da
bulunur.
Euler’in @ fonksiyonu, p,q asal ve N =p.q olmak iizere;
BN) =(p—1D(@-1 alinarak r < @(N)< N
esitsizliginden r periyodu bulunur. Genel olarak, yukaridaki
bdlme acilimindan N’den kiigiik en son payda aranilan r
periyodudur.
6. a” = 1(mod N) ise islem tamamlanir.
7. a” #1 (mod N) ise 1.adima geri doniiliir.
Bu algoritmanin kuantum kismi i¢in her bir N ve a ya bagh
olan 6zel olarak kuantum devreler tasarlanir. Yontem bazen
diizgiin c¢alismayabilir, bu durumda algoritma yeniden
tasarlanir ve bastan ¢aligtirilir.

e  Grover Algoritmasi
Oldukga biiyiik veri tabanlarinda taranan bilginin ¢ok detayli
olarak formiile edilmesine ihtiyag duymadan hizli bir sekilde
bulunmasmi saglayan Grover algoritmasit (GSA) da diger
kuantum algoritmalarinin birgogunda ki gibi olasilik teorisine
dayali isleyen bir algoritmadir. Bu nedenle dogru cevabi
bulabilmesi i¢in veriler iizerinde ¢ogu zaman sadece bir kez
degil, birden fazla galigtirilmas1 gerekmektedir. Bu algoritma
dogru olma olasilig1 en yiiksek olan cevabi ayni verileri birden
fazla igleyerek bulur.
1. TIlklendirme: Walsh-Hadamard doniisiimii uygulanarak

asagidaki siiperpozisyon elde edilir;
N-1

1

|5 > N ;pc >.
2. Yeneleme: Asagidaki tiim islemler M defa tekar edilir;
a) Mevcut siiperpozisyondaki her bir [x > durumu i¢in
F(x) =1 ise faz = radyanlik dondiiriiliir, aksi takdirde sistem
degismemistir durdurulur.
b) Walsh-Hadamard doniisimii ve Faz rotasyon matrisinden
olusan

2 -y
N 7

142 =
Nt

Dij =

difizyon déniigiimii uygulanir.
3. Olgiim: Ortaya ¢ikan siiperpozisyon &lciiliir ve genliklerin
belirledigi olasiliklara gore bir durum elde edilir [15-19].

V1. SONUC

Kriptograflarla kriptanalistler arasinda yillardir siiregelen
miicadele yeni yiizyilda kuantum alaninda da devam edecektir.
Zira gizli anahtar iiretiminde kullanilan KRSU ve kuantum
kriptografi simdilik anahtar dagitimi igin kullanilmaktadir.
Hatta birer ticari triin olarak piyasaya siiriilmiis durumdadir.
Giintimiizde kuantum teknolojiyle giivenli olarak mesaj 150
km den daha fazla mesafelere gonderilmesi basarilmis
durumdadir. Bununla beraber IBM piyasaya siiriilebilir 50-
kubit kuantum bilgisayari, ABD’den bir ekip 51-kubitlik
kuantum simiilatorii ve kanadali D-wave sirketi 2000-kubitlik
bilgisayar1 ilan ederken Google sadece 6-kubit kullanan
diinyanin en hizli quantum ¢ipini gelistirdigini duyurdu. Ayrica
Madrid Teknik T{niversitesi arastirmacilart faktorizasyon
problemi dedigimiz ¢arpanlarina ayirma problemi igin
faktorizasyonda kullanilan aritmetigi taklit eden bir kuantum
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simiilatorii teorik olarak kurguladilar [20,21]. Tim bu
gelismeler agik¢a ortaya koymustur ki; Temel bilimler de ve
Matematikte kim ondeyse gelecek onundur.

Giliniimiizde milli giivenligimiz agisindan en 6nemli hususlarin
basinda milli bilgi giivenligi gelmektedir. Bu nedenle milli
giivenligimizin en Onemli giivencesi de disa bagmmliliktan
kurtulmaktir. Son yillarda yasanan bilimsel ve teknolojik
ilerlemeleri takip etmek, yakalamak ve oniine gegmek adina en
kisa zamanda KRSU, kuantum kriptografi, kuantum
kriptanaliz, kuantum bilgisayar, kuantum haberlesme gibi
teknolojiler iizerinde yogunlasip ¢alismalara baglamali ve bu
alanda milli kuantum teknolojileri seferberligi baslatilmalidir.
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Oz— Bu calismada akilli sehir hizmetleri, uygulamalari
tartisslmistir. Akilli sehirlerle ilgili giincel literatiir detayh
olarak arastirilmis ve akillh sehir kavramu ile ilgili yapilan en
son calismalar sunulmustur. Ayrica, akill sehir uygulamalar:
Akillh Ulasim, Akillh Yonetisim, Akilh Ekonomi, Akilli Cevre,
Akilli Saghk, Akilli Endiistri, Akilli Giivenlik, Akilh Yasam
olmak iizere 8 kategoriye ayrilmis ve bu kategorilere yaklasik
300 sistem dagitilmistir. Bu siirecte hem deneyim hem literatiir
ve akilli sehir calismalar1 goz Oniinde bulundurulmustur.
Calismamin akilli sehirle ilgili tiim paydaslar icin yararh
oldugu diisiiniilmektedir.

Anahtar Sozciikler— Akillh Sehir, Akilli Sistem, Hizmetler,
Uygulamalar

Abstract— In this study, smart city services, applications are
discussed. The current literature on smart cities has been
searched in detail and the latest studies on the concept of smart
city have been given. In addition, smart city applications were
divided into 8 categories as Smart Transportation, Smart
Governance, Smart Economy, Smart Environment, Smart
Health, Smart Industry, Smart Security, Smart Life, and
nearly 300 systems were distributed to these categories. In this
process, both the experience and literature and smart city
studies have been taken into consideration. The study is
considered to be beneficial for all stakeholders related to smart
city.

Smart Smart

Keywords— Services,

Applications

City, System,

I. INTRODUCTION

Smart cities represent a multidisciplinary field that is
constantly evolving with the development of information and
communication technologies. Cost, resource constraints and
continuous software updates are some of the issues that
affect the implementation of smart cities. It should be noted,
however, that smart city is not only a technical issue, but a
smart governance as a process of institutional change and
acceptance of the geopolitical nature of attractive visions of
socio-technical governance [1,2,3]. Smart cities generally
aim to efficiently organize and manage city resources
through a digital layer at the top of the old
infrastructure.Proper management of this digital layer and
the services deployed on it becomes more important as the

tendency towards digitization continues at an increasing pace
and with the participation of various actors [4].

Smart cities combine the existing infrastructure of the
city with the developing loT technologies to form a new city.
People are the focus of the smart city. Therefore, the concept
of Smart City appeals to many people and institutions.
Together with the smart city, we can see intelligent systems
in transport, energy, health, education and many other areas
of our lives. Despite the rapid development of the
technologies required to develop intelligent systems, the
communication and security of these technologies poses new
challenges in increasing complexities. In this way, the
developed systems are independent from each other, the data
can not be used as a common, technologies emerge as
systems can not talk to each other [4,5].

In this study, a comprehensive and up-to-date literature
review is made and smart city services and applications are
mentioned. Applications are divided into eight categories.
These; Smart Transportation, Smart Governance, Smart
Economy, Smart Environment, Smart Health, Smart
Industry, Smart Security, Smart Life. Firstly, in the current
studies, which intelligent systems are realized are explained.
Then, Smart applications were presented in a broad category.
In the last section, the results of the study are given.

Il. SERVICES of SMART CITIES

In recent years, smart city services in research have
consisted of smart transportation, smart environment, smart
energy, and smart health.

The studies related to Smart Transportation are given
below.

The authors [6] have proposed a solution to improve
traffic signal settings in smart cities. In the proposed
solution, a two-stage optimization framework is presented. It
was emphasized that while traffic should be optimized more
frequently during peak hours of traffic, it should be less
optimized at times when traffic is normal. In addition, it is
stated that the distances are provided to the account to
provide smooth transitions between successive traffic
signals. In this system, a hybrid genetic algorithm is used.
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The authors [7] suggest ACO and PSO algorithms to
develop a new communication model in VANET
applications in smart cities. In the proposed system, it is
aimed to minimize the level of congestion by directing the
vehicles with the appropriate route technique. In line with
this goal, new clustering techniques and agent utilization
processes have been utilized.

The authors [8] present a comparative analysis of smart
transport systems for sustainable environments in smart
cities. Advantages and disadvantages of existing
transportation systems are determined and it is said that it is
not only aimed at preventing congestion and pollution but
also providing traffic safety and decreasing the number of
traffic accidents. By promoting autonomous vehicles in the
sector and promoting them in traffic, they say that
sustainable transportation will be provided.

The authors [9] offer picture-based video visualization on
the Google map for observation in smart cities. In the
proposed solution, the traffic flows are taken from the video
and visualized on the google map.

The authors [10] described the practicalities and
challenges of smart transportation systems supported by the
Unmanned Aerial Vehicle for the Smart City. While
Unmanned Aerial Vehicles have the potential to be one of
the most important components of future smart cities, various
research and practice have noted some difficulties due to
battery limitations.

The authors [11] offer real traffic and mobile scenario
work for smart cities using a new imaging and tracking
system. In four different real scenarios, two human mobility
(public building and discotheque); and two were traffic
monitoring systems (urban and intercity routes).The analysis
was conducted to make accurate estimates. In addition,
different data mining techniques have been implemented to
model and verify traffic estimation methods, system
reliability. With the results obtained, it is shown that many
processes can be realized to solve different problems in the
city.

The authors [12] have proposed a conceptual model in
the form of irrigation and motorway lights using loT for
Smart Cities. The model interacts with all the modules in the
various city parks, subway and highway lighting modules
and is effective in efficient use of resources.

The authors [13] propose a system that discourages noisy
vehicles in the smart city. This paper describes the design,
implementation, and deployment of a highway noise
monitoring device on a top mounting device designed to
track the noise causing devices on a specified volume level.

The authors [14] have proposed smart infrastructure
design for smart cities. They have introduced a new approach
for the Roadside Unit used in smart transport systems. In the
approach, active Roadside Units are communicating with
vehicles while inactive ones are switched to sleep mode. In
this way, energy saving is provided and the performance of
the network is accelerated.

The studies related to Smart Environment are given
below.

The authors [15] have designed smart LED street lighting
systems for smart cities. The design features a centralized
web server that provides weather information and real-time
sensor data from each LED street lamp and provides a
dynamic and flexible web interface for authorized users.
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Thanks to the adjustable CCT LED arrays used in the
proposed system, traffic accidents can be reduced when the
visibility such as fog, turbidity is low.

The authors [16] have developed a smart waste collection
system. Using the ant colony algorithm, they found the most
effective way to collect waste, and the data mining approach
to waste container planning. They have designed an
integrated waste bin to reduce the cost of collection and
environmental pollution. With this system, trucks' oil costs,
carbon emissions, traffic-truck erosion, noise pollution,
environmental pollution and working hours have been
significantly reduced.

The authors [17] suggest a smart framework for assessing
the impact of air pollution on the sustainability of the city.
Entropy method is used to obtain initial weights of air
pollution indicators and Bayesian and neural networks are
used to obtain objective weights. The proposed method was
tested for evaluating the effect of air pollution on the
economic development of Wuhan City in China, and the test
results were successful.

The authors [18] state that the greatest challenge in smart
cities is to transform not all of them, but all existing
technologies, into a common unity that fulfills the anticipated
goals. In order to work consistently with building blocks, the
system should be decomposed and a systematic approach
should be adopted. In the article, one of the building blocks
of smart street lamps in a smart city is showing this
approach.

The studies related to Smart Energy are given below.

The authors [19] provide the Internet-of-Things software
infrastructure that provides energy management and
simulation of new control policies in a region. The
integration of heterogeneous 10T devices for the monitoring
and management of an entire province, the sharing of
building and energy network resources for visualization of
both energy politics at the building and district level, as well
as the simulation, evaluation of the quality of the energy
model of buildings are the content of the work.

The authors [20] have developed a hierarchical decision-
making strategy for smart city energy management. The
proposed decision process enables the energy manager to
manage the city energy system as a whole and to address
different urban areas with integrated structured and
transparent planning.

The authors [21] propose a new micro grid storage
system in the field of smart cities. It is stated that renewable
energy resources should be considered in the investments to
be made for smart cities. A storage unit for the Electric
Vehicle and the Unmanned Aerial Vehicle has been
developed.

The studies related to Smart Health are given below.

The authors [22] propose a system for identifying elderly
people's hand movements using an inexpensive Raspberry Pi
to help elderly people who cannot walk or speak to
communicate with caregivers when they need help.

The authors [23] suggest an automated health monitoring
system for patients who complain of voice complications in
smart cities.

The authors [24] suggest a face expression monitoring
system for improved health care in smart cities. With this
system, registered doctors and careers can constantly monitor
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patients' feelings and take appropriate precautions when
necessary.

The authors [25] recommend a Parkinson's disease
monitoring framework for use in smart cities. In this
framework, city dwellers regularly monitor their health and
receive feedback on Parkinson's disease.

According to the authors [26], while the population in
cities continues to increase rapidly, air pollution becomes a
serious problem for public health from public health. Among
all pollutants, they noted that there are direct correlations
between particulate matter (PM2.5) and various serious
health problems, such as lung cancer, premature death,
asthma, and cardiovascular and respiratory diseases. They
recommend an open framework for monitoring the
participant PM2.5 in smart cities,

In addition, Citizen Participation, Disabled Citizens,
Smart Houses, Smart Tourism, Smart Campus has also been
done with some studies.

The authors [27] have developed a knowledge-based
citizen participation platform for decision support in smart
cities. A citizen participation and communication platform is
being provided to make new ideas using phones, tablets or
PCs.

The authors [28] suggest service architecture for smart
cities wusing social networks platforms. If additional
information is needed after the information obtained from the
sensors, they may be collected from social networks.

The authors [29] have developed a Participant Perceptive
system for smart cities. A transport trip quality measurement
system has been developed using a system designed for
smart phone detection and efficient collection and
management of survey data.

The authors [30] propose a comprehensive system for
monitoring urban accessibility in smart cities. In the system,
it is aimed to minimize the difficulties that these people face
in the city by monitoring the movement flows, routes, place
and destination of the disabled citizens. The information of
these people is obtained dynamically and stored in the cloud.

The authors [31] have indicated the basic requirements
for smart houses that are needed within the context of Smart
cities. The essential requirements are divided into seven
categories, Heterogeneity, Self-configurability, Extensibility,
Contextual Consciousness, Usability, Security and Privacy
Protection, and Intelligence. These items are explained in
detail.

The authors [32] have worked in smart cities on energy
saving through smart houses. Research topics are energy
consumption in Singapore dwellings, public programs and
politics in energy saving, technology use in energy saving,
and household awareness of energy saves in smart homes.

The authors [33] make initial analyzes of the feasibility
of the 10T approach and suggest a specific architecture for
sustainable tourism application. The architecture of the city
of Cagliari (Italy) has been adapted for the optimization of
the movement of ship-ship tourists, taking into account such
factors as transportation information and turnaround times.

The authors [34] explain how both hardware and a
software-based sensor platform can be deployed on a
university campus. In this context, a network of different
sensors was established on the university campus and
environmental events were monitored.
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Even though these studies have been carried out in recent
years, smart city applications are very many and varied.
In Table 1, smart city applications are classified.

Table 1. Detailed Smart City Applications

Smart Transportation
Driverless coaches
Electronic payment systems
Face reading

Fingerprint reading

Fuel automation
Harmonized, connected
automobiles

Lighting control systems
Mobile payment systems
Mobile speed detection
system

Personalized transportation
information

Reading cards

Red light infringement
detection systems

Retina reading

Smart ticket

Smart traffic management
Smart park

Smart roads

Smart junction

Smart stop

Smart parking

Speed warning security
systems

Traffic light control systems
Traffic jam

Travel services

Vehicle tracking systems

Smart Governance
Analysis

Determination of policies
Distributed management
Document tracking system
Executive

Interactive municipality
Municipal operation
management center
Online public services
Planning

Scope of services

Smart public administration
Smart management

Web discovery tool

Smart Economy
Blockchain

Counterparty lending
Coverage growth
Data-based risk analysis
Data-based insurance
Democratization through
mass financing

Dynamic pricing

I0T data + play = changing
behavior

New digital payment
systems

Robotic

Smart finance

Smart growth
Sustainable growth

Smart Environment

Air quality follows
Advanced flood warning
Animal farm monitoring
systems

Animal tracking

Chemical leak detection in
rivers

Cooperation in energy
markets

Demand response devices
Distributed production with
renewable resources
Drinking water monitoring
Earthquake early detection
Electric vehicle charging

Smart Health

Athletic care

Artificial intelligence use
Decentralization of networks
from institutions to health
services

E-Health

Elderly supervision systems
Fall detection

Health and welfare services
Home care

Insurance and financing
Locating systems for doctors
in the hospital

Medical refrigerators
Patient monitoring systems
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Electromagnetic field levels
Energy management
Environmental access
control

Explosive and hazardous
gases

Fire systems

Following noise pollution
Forest fire detection

Golf fields

Green houses
Hydroponics

Integral power

Landslide and avalanche
prevention

Leak inspection

Levels of marine pollution
Liquid asset

Lower consumption through
play

Natural gas distribution
information system
Noisy urban maps

Micro networks
Meteorology station network
Monitoring systems for
agricultural activities
Organic fertilizer
Photovoltaic installations
Pollution control

Power line monitoring
systems

Predictive maintenance
planning

Radiation levels

River floods

Seasonal thermal energy
storage

Security & urgency

Silo stock calculation
Smart animal breeding
Smart bike rental

Smart counters

Smart energy

Smart farming

Smart lighting

Smart measurement
Smart networks

Smart street lamps

Smart water management
Smart waste

Smartphone detection
Snow level monitoring
Structural health

Patient supervision
Personalization of
treatments over large data
Robotics in treatment and
care

Self-measurement
Strengthening of patients
Systems for monitoring
various health parameters
Ultraviolet radiation

3d printing

Smart Industry
Advanced construction

materials and machinery
Asset tracking System
Automotive diagnosis
Custom products

Fleet tracking
Incompatibility detection of
storage

Indoor air quality

Indoor location

Integrated photovoltaics
Improved construction
procedures

Item location

Material science

M2M Applications

NFC payment

Ordering to the robot
Personalized delivery
Platform

Presence of ozone
Proximity products
Robotics

Route tracking and control
system

Sensor systems

Shipment quality

Smart construction

Smart industrial control
Smart logistics

Smart manufacturing
Smart product management
Smart retail

Smart shopping application
Smart urban distribution
Stock control and transition
security

Supply chain control
Temperature monitoring
Virtual test room

Wireless monitoring of

Swimming pool remote
measurement

Tank level

Toxic gas levels

Use of excess heat
Water flow

Water leaks

Water and sewer
infrastructure information
system

Waste management
Weather, air pollution
detection systems
Wi-fi - station

Smart Security
Cyber security

Data-based crime prevention
programs

Detection of weapon sounds
Drones for risk assessment
Emergency applications
Emergency response and
disaster services

Intrusion detection systems
Land exploration systems
Monitoring systems for
friendly forces

Monitoring systems of
enemy movements
Monitoring systems for
personnel and military
vehicles

Preventive armrest
Supervision systems for war
zones

Systems for determining the
speed and location of targets

infrastructure

Smart Life

Airbnb / uber

Automated garage entry
Building security systems
Collection management and
security system

Company colleges

Control of electronic devices
in homes

Crowd management
Culture and tourism
movements
Disability-oriented services
Disaggregation of education
Dynamic energy
consumption

Education digitalization
Energy use and matching of
fullness

E-training applications
Free and reliable internet
access

Health follow up

Home appliance control
Independent robot guides
Interior navigation

iBeacon way

Landscape control

Library management
platform

Life-long learning

Online education

Person and object tracking
systems

Personal learning and
counseling

Personalization of education
Phone library

Preservation of art and
goods

Renewable energy

Security

Smart buildings

Smart campus

Smart education

Smart feedback

Smart home environments
systems

Smart houses

Smart reloading

Smart phone museum guide
Smart promotion
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Smart society

Smart tourism and
entertainment

Social responsibility projects
Software technologies
Usage-based cleaning

I11. CONCLUSIONS

Today, smart city studies are continuing rapidly. Both
positive and negative situations can be experienced. For
example, while developing technologies are positive,
difficulties in coordination of these technologies stand out as
a negative situation. In addition, not only technical
procedures are sufficient to create a smart city, but a large
stakeholder group needs to act jointly. This study was carried
out in order to support these studies. In this study, the most
recent smart city studies carried out in the world are
explained and smart systems are categorized in detail. In fact,
for a city to be exactly a smart city, it must contain all the
systems in Table 1. In addition, these systems must be able to
communicate with each other. Otherwise, cities with only
very few intelligent systems and structures where these
systems cannot see each other can still be described as smart
cities.
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Windows Sistemlerinde Post Exploitation
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OZET

Giiniimiizde, kurum ve kuruluslar genellikle Windows
sistemlerini kullanmaktadir. Kullanilan bu sistemleri hiyerarsik
bir diizen igerisinde ¢aliymasi i¢in bir domain ortaminin
olusturulmasi gerekmektedir. Bu domain ortaminin olusmasinda
Active Directory etkin rol almaktadir. Active Directory, ag
iizerindeki nesnelerin bir diizen icerisinde isleyislerini devam
edebilmelerini yonetimsel bir dizin hizmeti saglamaktadir. Bu
hizmet, Domain Controller adi verilen bir sunucu yapisi iizerinde
kurulmaktadir. Bu yapi, hiyerarsik olarak en iistte bulunup,
biitiin yonetimsel islemleri gerceklestirmektedir. Domain
ortaminda en iist yetkileri iizerinde barindiran Domain
Controller makinesinin giivenligi, domain ortamindaki herhangi
bir istemci makinesinden daha énemlidir. Ciinkii bir saldirganin
amaci, Domain Controller makinesini ele gecirmektir.
Saldirganlar girmis olduklar1 domain ag iizerinde Domain
Controller makinesini ele gecirmek icin bircok islem
gerceklestirmektedir. Sonug olarak, domain ag1 iizerindeki tespit
edilen giivenlik aciklarimin kapatilmasi ve risklerin en aza
indirgenmesi i¢in onerilerde bulunulmustur.

Anahtar Kelimeler—Somiirii Sonrasi, Etki Alam Yoneticisi,
Windows Sistemleri, Active Directory

Biinyamin CIYLAN
Bilgisayar Miihendisligi
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ABSTRACT

Today, organizations often use Windows systems. In order for
these systems to work in a hierarchical order, a domain
environment must be created. Active Directory plays an active
role in the formation of this domain environment. Active
Directory provides an administrative directory service so that
objects on the network can continue to function in an order. This
service is installed on a server structure called Domain
Controller. This structure is hierarchically at the top and
performs all administrative operations. The security of the
Domain Controller machine, which hosts the highest privileges in
the domain environment, is more important than any client
machine in the domain environment. Because the purpose of an
attacker is to take over the Domain Controller machine.
Intruders are performing a number of operations to take over
the Domain Controller machine on the domain network they
have entered. As a result, recommendations were made to close
the identified security vulnerabilities on the domain network and
to minimize the risks.

Keywords—Post Exploitation, Domain Controller, Windows
Operation Systems, Active Directory

I.GIRIS

Giliniimiizde gelisen teknoloji ile birlikte giivenligin 6nemi
artmaktadir[1]. Kurum ve kuruluslar teknolojiyi yakindan
takip edip sistemleri iizerinde yeni giincellemeler yapmaktadir.
Fakat sistemleri {izerinde gerekli kontrolleri yapmadiklari veya
eksik giincelleme yaptiklar i¢in sistemlerde giivenlik agiklari
ortaya c¢ikmaktadir. Bu giivenlik agiklari ise bir saldirgan
tarafindan fark edildiginde sistemler saldirtya maruz
kalmaktadir. Saldirgan erisim sagladigr  kritik  verileri
kopyalama, c¢alisanlariniza ait kisisel veya finansal verilere
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sahip olmak, bu verileri degistirmek veya silmek gibi islemleri
gerceklestirmektedir. Bu  tiir saldirilara  karsi  sistemlerin
korumasi igin giincellemeler ve konfigiirasyon islemleri
eksiksiz bir sekilde tamamlanmalidir. Ayrica sistemlerin
giivenlik onlemleri arttirilabilmektedir.

Saldirganlar, genellikle sistemlerinizde giivenlik aciklarini
tespit ettiklerinde  direkt  saldirmamaktadir.  Oncelikle
sistemleriniz hakkinda bilgi sahibi olmak icin bilgi toplama
islemlerini  gergeklestirmektedirler. Sistemlerin iizerindeki
isletim sistemi bilgisi, sistemler iizerinde c¢alisan belli bash
yazilimlarin siirlim bilgisi, disariya agik birakilan agin portlar
hakkinda bilgi edinmek saldirganlar i¢in 6nem arz etmektedir.
Genellikle bu bilgiler elde edildikten sonra saldiganlar
sistemleri ele gecirmeye c¢alismaktadir. Ele gecirilin sistem
iizerinde zararh script calistirilip yiiksek yetki elde edildikten
sonra kimlik bilgilerin 6zet metin olarak elde edilmektedir. Bu
kimlik bilgilerinin arasinda kritik kimlik bilgisi elde edilmedigi
zaman domain agindaki diger sistemlere erigim saglanilarak
kritik kimlik bilgisi elde edilerek domain ag1 ele gegirilir. Bu
calisma da ise modern saldirilar1 gerceklestirilerek farkli
teknikler ile bu bilgileri elde etmeyi, bu dogrultuda arag
gelistirmeyi ve post exploitation silirecinin exploitation
siirecinden daha 6nemli bir siire¢ oldugu belirtilecektir.

[1.POST EXPLOITATION

Saldirganlarm, hedef domain agi {izerindeki bir sisteme
erigsim saglandiktan ve yetkiler yiikseltildikten sonra baslayan
siirece post exploitation denir. Yani erigim sagladiktan sonra bu
erisimin  kalict  hale  getirilmesi ve  siirdiiriilmesi
amaglanmaktadir. Post exploitation siirecinde ama¢ domain
agmi ele gecirmektedir. Domain ag1 ise Active Directory
denilen bir dizin hizmeti tarafindan yonetilmektedir[2]. Active
Directory ise ag iizerindeki nesneler hakkindaki bilgileri
depolayip yoneticiler ve kullanicilar i¢in bu bilgileri bulup
kullanmay1 kolay hale getiren bir dizin hizmetidir[3].

Post  exploitation siirecinin  basartli  bir  sekilde
gerceklesmesi  icin  bazt  islemlerin  gerceklesmesi
gerekmektedir. Bu islemler ise;

* Domain Ag Hakkinda Bilgi Toplama
* Yerel Ag Taramasi Gergeklestirme

+ Kimlik Bilgilerin Elde Edilmesi

* Hak ve Yetki Yiikseltme

» Uzak Makine Baglantis1 Saglama gibi temel islemlerdir.
Bu islemler gergeklestirilerek saldirgan domain ag iizerinde
hedefe yonelik islemleri basaril bir sekilde
gerceklestirebilmektedir

16-17 Ekim, Ankara, Tiirkiye

Sekil 1: Post Exploitation Islemlerinin Akisi

Sekil 1’de gosterilen akig diyagrami, kurum ve kuruluslarda
bulunan domain ortamini ele gegirmeye yonelik izlenilecek
adimlar1 gostermektedir. Bu adimlarin sirasiyla tamamlanmasi
hedef domain ortaminin bagarili bir sekilde ele gegirilmesi ile
sonuclanacaktir[4].

I11. POST EXPLOITATION SENARYOSU

Client

E==

Client

B

Client Client

E o= o=

Domain Controller Attacker

Sekil 2: Post Exploitation Senaryosu Ornegi

Kurum ve kuruluglarda bulunan domain agmi ele
gegirmeye yonelik yapilan bir saldirn siirecidir. Bu post
exploitation islemi sekil 2 gibi gosterilen yerel ag iizerinde
gosterilmektedir[5]. Gosterildigi gibi yerel ag iizerinde domain
ortami olusturulmustur. Saldirgan domain aginda bulunan bir
makine izerinden Oncelikle hak ve yetkilerini yiikseltmesi
gerekmektedir. Ciinkii saldirganin edinmek istedigi kritik
bilgiler yiiksek hak ve yetkilere sahip kullanicilarin erigebildigi
bilgidir. Yiiksek hak ve yetkiler elde edildikten sonra makine
iizerinde bulunan biitin kullanici  kimlik bilgileri elde
edilmektedir. Bu kullanici kimlik bilgileri arasinda domain ag1
icin kritik 6nem tagtyan kritik bilgiler saldirganin hedefledigi
amaglardan biridir.  Saldirgan domain ag1 hakkinda kritik
oneme sahip kimlik bilgilerini ele ge¢irmedigi zaman makine
iizerinde yaptig1 islemlerin log kayitlarini temizleyerek ag
iizerinde kesif taramas1 gergeklestirmektedir. Saldirgan yapilan
bu kesif taramasi1 sonucunda giivenlik ac181 veya konfigiirasyon
eksikliklerinden faydalanarak yerel ag iizerinde bulunan diger
makinelere yonelik sizma girisiminde bulunmaktadir.
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Gelistirilen post exploitation araci, bu siireci kisaltmaya
yonelik gilincel bir modiil caligtirilmasi sonucunda siirecin
uygulanacagi kapsam daraltilmaktadir. Boylelikle post
exploitation siirecinde zamandan tasarruf elde edilmektedir.
Ayrica kullanilan modiil, domain agina yonelik kritik bilgi
barindiran makineleri tespit etmektedir. Bu kritik bilgi domain
admin’in kimlik bilgisidir. Saldirgan domain admin’in kimlik
bilgilerinin bulundugu makine yonelik zafiyet taramasi
gerceklestirip makineyi ele gecirmektedir. Makine ele
gecirildikten sonra saldirgan hak ve yetki yiikseltme islemi
gerceklestirecektir. Hak ve yetki yiikseltme isleminden sonra
makine iizerindeki biitiin kimlik bilgileri elde edilmektedir. Bu
kimlik bilgileri arasindan domain admin kimlik bilgisi
alinmaktadir. Boylelikle saldirgan hedefine ulasarak, Domain
Controller makinesi dahil biitin makineler erisim saglanarak
domain ortami ele gegirilmis olacaktir. Boylelikle saldir
basarili bir sekilde sonuglanmastir.

IV. POST EXPLOITATION ARACLARI

Windows  sistemlerine  yonelik  post exploitation
islemlerinin yapilmasi i¢in belli bagl araglar gelistirilmitir. Bu
araglarin Ozellik olara birbirlerinden farkliliklar

bulunmaktadir. Bu araglar ile ilgili tanimlamalar Tablo 1’de
gosterilmektedir.

Tablo 1: Post Exploitation Araglart Tamimi

Aracin Adi Aciklamasi

Powershell dilinde yazilmis script
kodlar1 bulunmaktadir. Bu kodlar ile
bilgi toplama, ag tarama, hak
yiikseltme, kimlik bilgilerin elde
edilmesi, arka kapi olusturma gibi
ozellikleri barindirmaktadir[6].

Nishang

Powershell dilinde yazilmis scriptleri
barindirmaktadir. Nishang aracindaki
ozellikleri, antiviriis ve firewall bypass
gibi 6zellkleri barindirmaktadir[7].

Powersploit

Powershell Empire ile Python EmPyre
projelerinin birlesiminden olusur. Bir
posr exploitation framework olup
kriptolojik olarak giivenli iletisim ve
esnek bir mimari sunamktadir[8].

Empire

Saldirgan bakis acisiyla hazirlanmig
powershell scriptlerini .NET ortami
iizerinde C# programlama dili ile
yazilmistir.  Icerisinde  diger post
exploitation araglarinda bulunan bazi
midlleri  barimdirmaktadir.  Ayrica
Active Directy’e  yonelik modern
saldirilar gergeklestirilmektedir.
Boylelikle sistemi  koruyan ekip
iizerrinde farkindalik yaratip sistemi
korumalarina yonelik bakis agis1
kazandiran bir aractir[9].

POwnedshell
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Tablo 1°de belirtildigi gibi post exploitation araglarmin
birbirlerine olan farkliliklar1 ve benzerlikleri bulunmaktadir.
Gelistirilen post exploitation aracindaki avantajlar ise Tablo
1’deki araglara gore farkliliklarmi gosterecektir. Gelistirilen
post exploitation aracinin avantajlar1 ve dezavantajlar1 Tablo
2’de gosterilmektedir.

Tablo 2: Gelistirilen aracin Avantajlari ve Dezavantajlart

Avantajlar Dezavantajlar

Grafiksel kullanic1 arayiizii = Sadece Windows
olusturularak kullanic1 dostu = sistemlerine yonelik
bir ara¢c olarak gelistirildi. gelistirilmesi

Ayrica konsol arayiizii de

bulunmaktadir.

Kullanictya  yapacagt her Hak ve yetki yiikseltmek igin
islem i¢in Oncesinden islem var olan modiillerin yetersiz
hakkinda bilgi notu kalinbilmesi

bulunmaktadir.

Domain Admin Avcilign = NET framework’d  olan
ozelligi  eklenerek  post bagimlilig

exploitation siirecinin en kisa

stirede sonu¢lanmasini

saglamaktadir.

Diger araglarda ag -

taramalarinda tek tarama tiirii
var iken gelistirilen aracta
ARP ve ICMP olarak iki
tarama tiirii vardir.

Uzak masaiistii baglantisinin = -
saglanmasi

Komutlar1 kendisine 6zel bir = -
komut satir1 istemcisi
iizerinden gergeklestirmesi

Gelistirilen post exploitation araci iizerinde diger araglarda
bulunan bazi scriptler bulunmaktadir. Tablo 2’de gosterilen
avantajlar1 bu arag iizerinde eklenilen o6zellikleri ve post
exploitation araglarindan farkliliklarii gostermektedir. Ayrica
dezavantajlar1 goz tinline alindiginda gelecege yonelik aracin
gelistirilmesi durumunda giincelestirilebilir. Boylelikle post
exploitation siirecine yonelik bir arastirma veya makale
yaziminda araci gelistirmeye yonelik ¢caligma yapilabilir.

V.POST EXPLOITATION ARACI GELISTIRME

Isim olarak hated sozciigii nefret edilen anlamim
tagimaktadir.  Shell sozcigiiyle bir araya getirilerek
olugturulmustur. Hatedshell, pOwnedshell post exploitation
aract ile entegre edilmig grafiksel kullanici arayiizii olan bir
post exploitation aracidir. Powerview modiillerini kullanarak
domain  ag1  hakkinda  bilgi toplama  islemeleri
gerceklestirmektedir. POwnedshell aracindan farkli olarak ag
tizerinde host ve port tespitini ARP ve ICMP paketlerini
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kullanarak gerceklestirmektedir. Bellekte bulunan kimlik
bilgilerini elde etmek igin kendisine &zel bir ¢alisma uzayi
olusturup iizerinde mimkatz aracini calistirmaktadir. User-
Hunter modiilii kullanilarak Domain ag {iizerinde Domain
Admin kimlik bilgilerinin bulundugu makineler tespit
edilmektedir. PsExec Tools kullanilarak kimlik bilgileri ile
uzak makinelerde komut ¢alistirilabilmektedir.

Domain Agi Hakkinda
Bilgi Toplama

Kimlik Bilgilerinin

Elde Edilmesi

Uzak Makine ile

Yerel Ag Uzerinde

Host ve Port Taramasi Baglanti Saglama

Sekil 3: Gelistirilen Post Exploitation Aract Ozellikleri

Sekil 3’te gosterilen ozellikle gelistirilen aracin barindirmis
oldugu ozellikleri gostermektedir. Bunlardan en énemli 6zellik
domain admin avcist 6zelligi olup post exploitation siirecinin
kisa siirede sonuglanmasini saglamaktadir. Ciinkii bu &zellik
domain admin kimlik bilgilerini ele gecirmek amaciyla,
domain admin kullanicisinin giris yaptigi makineleri tespit
etmektedir.

VI. DENEYSEL CALISMA

Oncelikle sizilan domain a1 iizerinde bilgi toplanmasi
gerekmektedir. Gelistirilen ara¢ ile domain agmm admi,
RootDomainSid bilgileri vb. bilgiler elde edilmektedir. Bu
islem sekil 4’te gosterilmektedir.

B HatedShell x

Domain A3 PSExec Mmikatz NetworkScanning

dogs
Apphcation Pmmn {DC- DmmDmZo-mDC-um DCocal. DC=Forest DnsZones. DC =stomer,DC=local]
Fu:‘MB&L:vd 6
Forest| Windows2012R2Forest

HmDomm stomer local
Schema CN=Schema CN=Configuration DC=stormer. DC =local

SchemaRoleOwner star stomer local

Sekil 4: Domain Ag1 Hakkinda Bilgi Toplama

Sekil 4’te domain agi ile ilgili kritik bilgiler elde edilmistir. Bu
bilgiler arasinda RootDomainSid bilgisi ile kerberos bileti
iretilmesinde  kullanilmaktadir[10]. Kerberos bileti ile
saldirgan sisteme tanimladig1 kullanici ile istegine bagl olarak
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10 yila kadar kullanictyr tanimlayip istedigi zaman sisteme
girebilmektedir.

Ayrica var olan makine iizerinde kimlik bilgilerinin elde
edilmesine yonelik iglemlerin gerceklestirilmesi gerekmektedir.
Elde edilen bilgiler dogrultusunda Domain agma yonelik
islemlerin gergeklestirilmesi i¢in 6nem arz etmektedir. Elde
edilen kimlik bilgiler arasinda domain aginda bulunan yetkili
bir kullanicinin kimlik bilgileri elde edildiginde saldirinin
basarilt bir sekilde ilerlendigi anlagilmaktadir[11]. Bu islem
Sekil 5’te gosterilmektedir.

5 HatedShell X

Domain A3 PSExec Mmkatz NetworkScanning

7931983927::%&:&7a697522|c40wea7d92b7d9530c3|k&s&aa&m‘ﬂ‘bka7oﬂﬂla7eoﬁc9ﬂﬂ& ~
04 12b6 89 99 31  2c 1 7e 08 1d 88 06 20 e5bd fc 10 61 8e 54 £2 Se 8d 38 da 69 09 00 a5 €9 Ic Sc 2a 76 5¢ 14 3e O
ed!8d217b5|hﬁl6c5b38c94l726e050529d2523 31&':400e5€4071laﬂSSaSea?!bed"ZBZlZﬁiSkSe
e7b40cdbfdcc 9009ba Bcfd 0cc30734c9cd be SbcIBFabaa31723688182d51cadb Jea2 le
87&)'246&‘59:4664:1491:755255d820‘&675da738u'7a3w09b|c8u 88D © credman
thentication

Sekil 5: Kimlik Bilgilerinin Elde Edilmesi

Eger elde edilmis makine tizerindeki kimlik bilgileri
arasinda domain agimdaki yiiksek yetkili bir kullaniciya ait
kimlik bilgileri elde edilmemis ise, domain agina yonelik
network taramasi gerceklestirilerek domain ag1 {izerinde
bulunan diger makinelerin agik portlari tespit edilmektedir[12].
Bu tespit edilme islemi sekil 6°da gosterilmektedir.

a5 HatedShell x

Domain A PSExec Mimiatz NetworkScanning

TCP Port 135 agk.
TCP Port 385 agk.
TCP Port 45 agk

Sekil 6: Network Taramasmmin Ger¢eklestirilmesi

Network taramasit gergeklestirildikten sonra var olan
domain ag1 {izerinde makine sayisi fazla olmast post
exploitation siirecini uzatabilmektedir. Post exploitation
stirecinin kisa tutmaya yonelik gelistirilmis aracin igerisinde
bulunan domain admin avcist Ozelligi bulunmaktadir. Bu
ozellik dogrultusunda Local Administrator yetkisinin aktif
oldugu makineler tespit edilmektedir. Local Administrator
yetkisinin aktif oldugu makinelerde genellikle kritik igslemler
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gerceklestirildigi  icin Domain Admin kullanicisinin = bu
makinelere  giris  yapabilecegi  diisliniildiigiinde  post
exploitation siireci kisaltilabilmektedir. Bu islem sekil 7°de
gosterilmektedir.

Sekil 7: Domain Admin Avcisi Ozelligi

Bu iglemler dogrultusunda Domain Admin makinesinin
bilgilerini ele gegirdikten sonra hedef makineyi ele gecirip
makine tizerindeki kimlik bilgilerini elde ettigi durumunda
Domain Admin kullanicisinin sahip oldugu kimlik bilgilerinin
elde edecektir. Boylelikle Post exploitation islemini basarili bir
sekilde sonuglanmaktadir.

Ayrica elde edilen kimlik bilgileri ile Domain Controller
makinesine yonelik uzaktan baglanti islemleri
gerceklestirilebilmektedir.  Gelistirilen aragta bu  6zellik
bulunmaktadir. Boylelikle Domain Admin kimlik bilgilerinin

kullanarak ~ Domain  Controller =~ makinesini erigim
saglanmaktadir. Bu islemler sekil 8 wve sekil 9°da
gosterilmektedir.
Doman A PSExec  Mmiatz  Network Scanning
PSExec (Jzennden Sistemi Be Gegrmek
misniz? Sahp 1PYi girniz (Omek: 11.1.1.1)
Yetkim Yok Credentialim Var
Heded Kultaruc) A
Komu: Parola:
CALISTIR [Z] NTLMimim Var (] NTLMmim Yok N B Pasf B

ACILACAK OLAN CONSOLE UYGULAMASINDA 8. $IKI SECIP DEVAM EDINIZ

Sekil 8: Uzak Makine baglantisimin saglanmasi

Sekil 8’de saldirganin elde ettigi kimlik bilgileri dogrultusunda
tasarlanan grafik araylizii T{izerinden hedef makineye
baglanmasini saglamaktadir. Kimlik bilgileri agik metin olarak
ele gecirildiginde ise yarayan bir arayiizdiir.
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Sekil 9: Domain Controller Makinesinin Baglantisi

Sekil 9°da ise elde edilen kimlik bilgileri 6zet metin olarak ele
gecirildigi zaman grafik arayiiziinden komut satir1 arayiiziine
yonlendirerek hedef makine ile baglanti saglanilmaktadir. Bu
durum g6z Oniine alindiginda sekil 9°da Domain Controller
makinesine erisim saglanildig1 goriilmektedir[13,14]. Boylece
post exploitation islemi kisa siirede ve basarili bir sekilde
sonuglanmustir.

VII.SONUC

Kurum ve kuruluslarda bilisim sistemlerinin giivenliginin
sadece digartya yonelik giivenlik 6nlemleri almanin yetersiz
oldugu goriilmistiir. Saldirganlarin  giivenlik  dnlemlerini
atlayarak domain ag iizerindeki sistem isleyisini etkileyecek
kritik saldirilar yapilabilecegi sonucuna varilmigtir. Biitiin
sistemi ve 1iist diizey yetkilerin elde edilmesiyle domain agi
saldirgan kontroliine girebilmektedir. Sistemler tizerinde kritik
giivenlik agiklari tespit edilmistir. Sistemler iizerinde gerekli
giincellemeler yapilmamaktadir. Domain Admin kullanicisinin
kimlik bilgileri basit parola kullanimi oldugu tespit edilmistir.
Domain Admin kullanici Domain Controller disindaki
makinelere kimlik bilgileri ile giris yaptig1 tespit edilmistir.
Islemler gerceklestirildikten sonra sistem  yoneticileri
tarafindan bellekten kimlik bilgilerinin temizlenmedigi tespit
edilmigtir. Yerel ag tizerinde makinelerin birbirleri arasindaki
iletisimin saglanmasi i¢in agilan portlar diginda farkli portlarin
acik oldugu tespit edilmistir. A¢ik olan portlarin giivenlik agigi
barindirdig: tespit edilmistir. Ag altyapisinin yanlis yapilandig:
goriilmiistiir. Ag iizerinde makineler arasindaki erigim
kontroliiniin yetersiz oldugu tespit edilmistir. Belirtilen bu
bilgiler senaryo sirasinda elde edilen bulgulardan yola ¢ikarak
anlatilmistir. Bulgular, ekran goriintiilerinde gosterilmektedir.
Kurum ve kurulustaki caligan giivenlik ekiplerinin gelistirilmis
olan giivenlik aracini kullanmalar1 6nem arz etmektedir. Cilinki
bu ara¢ post exploitation siirecini kisa siirede ve diger post
exploitation araglarinin igerisindeki modiilleri igerisinde
barmdirmanin yaninda farkli tekniklerle modern saldirilart
gergeklestirmektedir. Ayrica ekiplerin bu dogrultuda post
exploitation siirecinin, exploitation siirecinden daha kritik
oldugunun farkindaliginin artmasini saglayacaktir.

Kurum ve kuruluglardaki siber giivenlik ekipleri veya bu
alanda akademik olarak ¢alismalarini siirdiiren arastirmacilar
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icin de gelistirilmeye agik bir aragtir. Bu arag iizerinde

windows sistemlerine yonelik teorik anlamdaki post
exploitation senaryolarinizi  gergeklestirmek igin yazmis
oldugunuz 6zgiin  scriptleri  eklenilmesi  dogrultusunda

caligtirabilirsiniz. Ciinkii igerisinde scriptleri ¢alistirmasi igin
kendi igerisinde bir komut satir1 istemcisini kullanmaktadir.
Ayrica caligmada belirtilen dezavantajlari ortadan kaldirmak
icin caligmalar yapilabilecek ortami sunmaktadir. Siber
giivenlik arastirmacisi veya siber giivenlik ekipleri araci
gelistirmeye yonelik scriptler yazabilmektedir.
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Kimlik Tabanli Kimlik Dogrulamali Anahtar

Anlasma Protokollert Uzerine Bir Calisma
A Study on ID-Based Authenticated Key Agreement Protocols

1t Giilnihal Oztiirk
Kriptografi Boliimii
ODTU Uygulamali Matematik Enstitiisii
FAME CRYPT
Ankara, Tirkiye
el185513 @metu.edu.tr

Oz—Anahtar anlasma protokolleri (AAP) kullanicilar ara-
sinda ortak anahtar olusturur. Acik anahtar tabanhh AAP son
zamanlarda eski protokollerdeki eksiklikleri giderici Kkiiciik
degisiklikler ile tasarlanmistir. Bu degisiklikler kimlik tabanl,
kimlik dogrulamali, eslestirme tabanh ve bunlarin kombinasyon-
lar1 gibi protokol cesitlerini ortaya cikarmistir. Bu calismada,
kimlik dogrulama yontemlerinden eslestirme ve eliptik egrilere
dayal kimlik tabanh ii¢ protokol karsistirilmistir: Shim-Yuan-
Li [1], Tseng 2015 [2] ve Tseng 2017 [3]. Sonucunda bilinen
anahtar, ileriye doniik gizlilik, anahtar-uzlasma kimlige bii-
riinme esnekligi ve bilinmeyen anahtar paylasim gibi giivenlik
ozelliklerini sagladig1 kamisina vardik. Tseng 2017 [3] aralarinda
en yiiksek verime sahip olan protokoldiir.

Anahtar Sozciikler—anahtar anlagsma, kimlik tabanh, kimlik
dogrulamali, eslestirme .

Abstract—Key agreement protocols (KAP) construct a shared
key between the participants.Public key-based KAP, recently,
are designed by fixing the security flaws of the previous works
with minor changes. These changes branch out protocol types
like ID-based, authenticated, pairing based or combinations of
them. In our study, we compare Shim-Yuan-Li [1], Tseng 2015
[2] and Tseng 2017 [3] which are the ID-based authenticated
key agreement protocols based on pairing and elliptic curve.
We conclude that they provide known-key, forward secrecy,
key-compromise impersonation and unknown key-share security
properties. Tseng 2017 [3] is the most efficient one among the
mentioned protocols.

Keywords—key agreement, ID-based, pairing, authenticated .

I. INTRODUCTION

Key agreement is an important cryptographic protocol to
establish a common session key over an open channel by
two or more participants. Therefore, it is the corner stone of
confidential communications. The key agreement protocols
are mostly public key-based. The most known one was
proposed by Diffie-Hellman [4]. It is constructed by using the
discrete logarithm problem. Then, another idea was arised in
the public key-based key agreement protocols: ID-based key
agreement protocol based on pairing. It is aimed to simplify
the storage and management of the key in the protocols.
The first ID-based authenticated key agreement protocol (ID-
AKA) based on pairing was proposed by Smart [5]. However,
Shim [6] proved that this protocol does not provide the secu-
rity of previous session keys and proposed another protocol
for ID-AKA based on pairing, but his protocol is vulnerable
to man-in-the-middle attack. Yuan and Li [1] found a solution
for Shim’s problem, and proposed a new ID-AKA based on
pairing by modifying the Shim’s protocol. Tseng 2017 [3] and

2" Dr. Ogretim Uyesi Ayse Nurdan Saran
Bilgisayar Miihendisligi
Cankaya Universitesi
Ankara, Tirkiye
buz@cankaya.edu.tr

Tseng 2015 [2] proposed ID-AKA elliptic curve based and
pairing-based respectively for mobile user’s. In this study, we
compare three recent papers based on Shim’s ID-AKA; Shim-
Yuan-Li’s protocol (SYL) [1], Tseng 2017 protocol (THY)
[3] and Tseng 2015 protocol (THTT) [2]. First, we give the
reviews of the protocols, and then analyze the security and
efficiency according to their performance test results.

II. PRELIMINARIES
A. Notations

We explain the protocols with similar terminology by using
same notations in this paper. The notations are given below
for simplicity.

(1 is additive cyclic group with prime order p, Gy
is multiplicative cyclic group with prime order p, e is a
bilinear map from G; x(G1 to G, P is generator of additive
group i1, s is master key of system s € Z;,  Puup
is public key of system, Syp is private key of the user
with identity ID,  Hi, Hs, Hs, H4 are hash functions from
{0,1}*to Gy,  f1, f2, f3, fa are hash functions from {0, 1}*
to {0, 1}™ where n is a fixed length and 2" < p, H is key
derivation function, 1D is identity of any participant, A
is identity of Alice and B is identity of Bob. In the (THY)
and (THTT) protocols, Alice and Bob represents client and
server respectively.

B. Security Assumptions

The protocols that we compare are based on Computational
Diffie-Hellman problem and Bilinear Diffie-Hellman Problem
which cannot be solved with polynomial-time algorithms
using classical computers. They can indeed be solved with
polynomial-time quantum computer algorithm in the future.

C. Security Requirements

We determine below-mentioned properties to analyze the
protocols.

Known-Key Security : In each round, Alice and Bob
should generate a unique key which is independent from the
other rounds, and it should not be exposed if other secret
keys are compromised.

Forward Secrecy : If an adversary gets the secret keys of
Alice and Bob, he should not recover session keys used in
the past.

Key-Compromise Impersonation : If an adversary knows
Alice’s secret key, he should not impersonate others to Alice.
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Unknown Key-Share : After protocol, Alice makes sure
that she shared the key only with Bob. Besides, Bob is certain
about sharing the key only with Alice.

III. REVIEW OF PROTOCOLS

In this section, we give the work-flows of protocols:
Setup:The Key Generation Center (KGC) selects Gj,
Go,bilinear map e, generator P, Hy, Hs, f1, f2, f3, f4, master
key of system s € Z,, and H .

In the SYL protocol, KGC
key of the system P, =
< Gl,Gg,e,P,Ppub,Hl,H >.

In the THY protocol, KGC computes public key of the sys-
tem P,,; = sP and publishes < G1, P, Ppu, f1, f2, f3, fa >.

In the TSTT protocol, KGC computes public
key of the system Py = sP and publishes
< G1,Ga, e, P, Pyup, Hi, Ha, f1, f2, f3, f4 >.

computes
sP

public
and publishes

A. Shim, Yuan and Li’s Protocol (SYL) [1]

Key Extract For a user with identity ID the public key is
computed as Q;p = Hy(ID) and the private key is generated
as Sip = sQrp by the KGC.

Authenticated Key Agreement

1) Alice chooses a random number a € Z;, computes
T = aP and sends T4 to Bob.

2) Bob chooses a random number b € Z;, computes Ip =
bP and sends T’ to Alice.

3) After taking Tz, Alice computes ska = aTp and the
shared secret Kap = e(aPpyup + S, T + @B).

4) Similarly, after taking 7’4, Bob computes skp = aT'4
and the shared secret Kpa = e(Ta+Qa, bPpus+SB).

5) Then they have the same shared sec-
ret, Kap = Kpa where Kap =
e(P,P)"**e(P,Qp)"*e(Qa, P)**e(Q4,Qp)*  and

compute the session key as H(A, B, ska, Kap) and
H(A,B,SkB,KBA).

B. Tseng, Huang and You's Protocol (THY) [3]

Key Extract For a user with identity ID the KGC chooses
a random number [ € Z; and computes Q;p =P, hip =
fiID,Qrp), Rip = 1+ hrps and gives to a user the
private key pair as S;p = (R;p,Qrp). The user receiving
the private key pair can validate it by checking if the equality
RipP = Q1p + hipPpup holds or not.

Authenticated Key Agreement

1) Alice chooses a random number a € Z;, computes
T4 =aP and sends A, Q4, T4 to Bob.

2) After taking A,Qa,Ts, Bob chooses a random
number b € Z;, computes T = bP, hy =
f1(A,Qa), skp=(b+Rp)(Ta+Qa+haPpu)®
bTs, Authp = fo(A,B,Ta,Ts,skp) and sends
QB; Ty, Authp to Alice.

3) After taking Qp,Tp, Authp, Alice computes sk =
(a+Ra)(TB+QB+hpPyuw)®aTp. Then she checks
if Authp = f2(A, B,Ta,Tp, ska) holds or not. If the
equality holds, Bob is authenticated. Alice computes
Auths = f3(A,B,Ta,TB,ska, Authp) and sends
Auth 4 to Bob.

4) After taking Autha, Bob checks if Auth, =
f3(A, B, Ta,Tg, skp, Authp), holds or not. If the
equality holds, Alice is authenticated.
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5) Then they both compute the session
as fa(A, B, Ta, T, ska, Authp, Auth 4)
f4(A, B, TA, TB7 SkB, AuthB, AuthA).

key
and

C. Tseng, Huang, Tsai and Tseng’s Protocol (THTT) [2]

Key Extract For a user with identity ID the KGC
chooses a random number [ € Z;. Then KGC computes
Qipp = 1P, hip = fi(ID,Qip1), Rip1 = 1+
hips, QID,2 = Hl(ID), R1D72 = SQ]DQ and gives to
user the private key tuple as S;p = (Rrp,1,Rip,2, Qrp,1).

Authenticated Key Agreement

1) Alice chooses a random number a € Z;, make offline
computations T4 = aP, Tas = aQaz2, W =
HQ(TAJ,TAQ) V= (CL—‘FRAJ)W—‘FRA’Q. Then she
sends A,Qa2,T4,1,T42,V to Bob.

2) After taking A,Qa2,741,T42,V, Bob computes
W = Hy(Ta1,Taz2) ha = f1(A,Qa1) and Qa2 =
Hi(A). Then he checks if e(P,V) = e(Ta1 +
Qa1, W)e(Ppup, haW + Qa4.2) holds or not. If the
equality holds, Bob accepts to communicate with Alice.
Then, Bob chooses a nonce N, computes skp =

sTa2, Authp = fo(A,Ta1,Ta2,V,N,skp) and
sends N, Authp to Alice.

3) After  taking N, Authp, Alice computes
sk a = aRa2 Then she checks if
AuthB = f2(A,TA71’TA,2,‘/,N, SkA)
holds or not. If the -equality holds, Alice
accepts Bob. Alice continues by computing
Auth g = fg(A,TA’l,TA}Q,V, N, S/{ZA,AuthB)

and sends Auth 4 to Bob.

4) After taking Auth,, Bob checks if Authy, =
f3(A,Ta1,Ta2,V,N,skp, Authg) holds or not. If
the equality holds, Bob accepts Alice.

5) Then they both compute the session key as
f4(A,TA71,TA72,V,N,skA,AuthB,AuthA) and
f4(A7 Ta1,Tan,V,N, skg, Authpg, AuthA)

IV. SECURITY ANALYSIS

In this section, we analyze the security of the protocols.

A. Known-Key Security

SYL : Known-key security is satisfied since in each round
Alice and Bob choose independent ephemeral private keys a
and b. Adversary must compute abP for that session even he
knows some other session keys and this is a Computational
Diffie-Hellman problem.

THY : Known-key security is satisfied since in each round
Alice and Bob choose independent ephemeral private keys
a and b. Adversary must compute abP for that session to
be able to compute sk4 or skp even he knows some other
session keys, and this is a Computational Diffie-Hellman
problem.

THTT : Known-key security is satisfied with the same
reason in THY.

B. Forward Secrecy

SYL : Even adversary knows the secret keys S4 and Sp,
he must compute abP from Ty = aP and T = bP. This is a
Computational Diffie-Hellman problem. Therefore, he cannot
construct previous session keys.

THY : Even adversary knows the secret keys (R4, Q4)
and (Rp,Qp), he must compute abP from T4 = aP and
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Tp = bP to compute sky or skp. This is a Computational
Diffie-Hellman problem. Therefore, he cannot construct pre-
vious session keys.

THTT : Even adversary knows the secret keys S4 and
Sp, he must compute sk 4 or skp. This requires to compute
asHy(ID) from Ty o = aH,(ID) and Ry = sHi(ID).
This is a Computational Diffie-Hellman problem. Therefore,
he cannot construct previous session keys.

C. Key-Compromise Impersonation

SYL Adversary knows Alice’s private key Sj.
He chooses b € Z; and sends to Alice. He takes
Ty = aP from Alice. He must compute Kap =
e(P, )" e(P, Q)" e(Qa, P)e(Qa, Q)"

He cannot compute K,p since he cannot compute
e(P,Qp)*. He must know a or Sp to compute e(P, Qp)**.
He knows Ty = aP, Pp,; = sP and must compute asP
from these which is Computational Diffie-Hellman problem.
Hence, he cannot impersonate Bob. He cannot impersonate
Alice when he knows Bob’s private key Sp because of the
same reason.

THY : Adversary knows Alice’s private key (R4, @p). He
gets A, Qa, T4 from Alice. He chooses b € Z;, and computes
Tg,hs. He must compute skg = (b+ Rp)(Ta + Qa +
hAPpub) @ bT 4.

He cannot compute skp since he does not know Rp.
Hence, he cannot impersonate Bob. Also, he cannot imper-
sonate Alice when he knows Bob’s private key (Rp,@p)
because of the same reason.

THTT Adversary knows Alice’s private key
(Ra1,Ra2,Qa1). He gets  Qa2, A, Tan1,Tan,V
from Alice. He computes W,ha,Qa2. He checks

e(P,V) = e(Ta1 + Qa1,W)e(Ppup, haW + Qa2).
He chooses a nonce IN.He cannot compute skp = 57142
since he does not know s or to compute saQ a2 from
Ta2 =aQaz2 and Ry = sQ 4,2 is Computational Diffie-
Hellman problem.Hence, he cannot impersonate Bob. He
cannot impersonate Alice when he knows Bob’s private key
(Rp1,RB2,Q@p,1) since he needs to know Alice’s private
key to compute V = (a + Ra1)W + Ra 2.

D. Unknown Key-Share

All of the protocols use the user’s ID or hash of the user’s
ID in their session keys. This provides known key-share for
them.

E. Passive Attack

SYL : Adversary can obtain T4 and Tz over the network.
He must still compute abP from these. In other words, he
must break Computational Diffie-Hellman problem even he
knows the master key. Hence, the protocol resists passive
attack.

THY : Adversary can obtain A, Q4, Ta, @B, T, Authy
and Authp over the network. He must still compute abP
from these to compute sk4 or skp. In other words, he must
break Computational Diffie-Hellman problem even he knows
the master key. Hence, the protocol resists passive attack.

THTT : Adversary can obtain A, Qa.2, Ta1, Ta2, V, N,
Auth 4 and Authp over the network. He must still compute
as@ 4,2 from these. For this, he must know a or s. He cannot
compute a from aP or aQ 4,2 since it is a Diffie-Hellman
problem but if he gets the master key s, then he can compute
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skp and the session key. However, the master key cannot be
compromised from the network. Hence, the protocol resists
passive attack.

F. Man-in-the-middle Attack

We analyze this attack in two ways. Firstly, adversary rep-
laces the terms which include ephemeral keys with the ones
computed with his own choice ephemeral keys. Secondly,
adversary replaces the terms with the ones as in the attack
on the Shim’s protocol [6].

SYL : If adversary changes T4 = aP with o/P and
Tg = bP with o/ P, then he can get corrupted sk, and
sk . However, he must still compute e(Q 4, @ p)*® to compute
corrupted K 4p or Kp4. He cannot do this without knowing
Sa, Sp or s itself.

If adversary changes T4 = aP with a’P — ), then he
must compute b(a’ P—Q ) without knowing b. To find b from
bP is Diffie-Hellman problem. Hence, the protocol resists
against man-in-the-middle attack.

THY : If adversary changes T4 = aP with a’P and
Tg = bP with b’ P, then he can get corrupted sk 4 and skg.
However, he must still compute a + R 4 to compute true sk 4
or b+ Rp to compute true skp. He cannot do this without
knowing a, S4, b or Rp.

If adversary changes T4 = aP with a’'P — Qp, then he
must compute b(a’P — Qp) without knowing b and b+ Rp
without knowing b and Rp. To find b from bP is Diffie-
Hellman problem and Rp is the private key of Bob.Hence,
the protocol resists against man-in-the-middle attack.

THTT : If adversary changes T4 2 = aQ 4.2 with a’Q 4 2,
then he can get corrupted skp. However, he must still
know s which is the master key to compute corrupted skp.
Also, Alice computes sk 4 with her own knowledge. Even if
adversary corrupts the skp, he cannot compute same session
key with Alice. Hence, the protocol resists against man-in-
the-middle attack.

G. Reveal Attack
SYL :

1) Adversary intercepts T4 = aP from Alice. He chooses
a random number v € Z. Then to impersonate Alice,
he sends avP to Bob.

2) Adversary intercepts Tp = bP from Bob. Then to

impersonate Bob, he sends bv P to Alice.
3) Alice computes the variable from session key

e(aPpub + SA7 TB + QB)
e(P,P)""*e(P,Qp)*e(Qa, P)"*e(Qa,QB)°

Similarly, Bob computes the variable from session key

Kap =

Kpa = e(Ta+Qa,bPpur+ SB)
e(P, P)""*e(P,Qp)"""e(Qa, P)""e(Q4,Q5)"
These variables must be equal to have same session

key but they are different because of the interruption
of adversary.

4) Adversary forms two different session keys with Alice
and Bob. Therefore, when he asks the oracle to reveal
session key with Alice, he gets only that session key
but he cannot know Bob’s.

Hence, the protocol resists against reveal attack.
THY :
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1) Adversary intercepts T4 = a P from Alice. He chooses
a random number v € Z. Then to impersonate Alice,
he sends avP to Bob.

2) Adversary intercepts T = bP from Bob. Then to
impersonate Bob, he sends buvP to Alice.

3) Alice computes session key with 7'y = aP and T =
bvP. However, Bob computes session key with Ty =
avP and Tp = bP . To have the same session key, these
variables must be equal but they are different because
of the interruption of adversary.

4) Adversary forms two different session keys with Alice
and Bob. Therefore, when he asks the oracle to reveal
session key with Alice, he gets only that session key
but he cannot know Bob’s.

Hence, the protocol resists against reveal attack.
THTT : In this protocol, adversary can intercept messages
from Alice.

1) Adversary intercepts messages from Alice. He chooses
a random number v € Z. Then to impersonate Alice,
he sends avP or av(@42 or both to Bob instead of
originals.

2) Alice computes the session key with T4 1 and T4 o.
However, Bob computes the session key with avP and
av@Qa,2. To have same session key, these variables
must be equal but they are different because of the
interruption of adversary.

3) Adversary forms two different session key with Alice
and Bob. Therefore, when he asks the oracle to reveal
session key with Alice, he gets only that session key
but he cannot know Bob’s.

Hence, the protocol resists against reveal attack.

As analyzed above, the protocols provide all the given
security properties. Also, they resist against the passive, man-
in-the-middle and reveal attacks.

V. PERFORMANCE ANALYSIS

We compare the performances according to the analyses in
the original works using the following notations

o Ty, : Cost of a scalar multiplication of point in G

o T, : Cost of a biliniear pairing

e Ty : Cost of a hash function map to point in G

When we examine authenticated key agreement phase of
the protocols, totally SYL requires 27, + 67}, according to
[1], THY requires 87, (according to [3] and THTT requires
3T, + 6T, + 3T according to [2].

According to Yuan and Li, bilinear pairing is an expensive
operation. Also, Tseng et al. argues that hash function which
maps to a point in (G; can be implemented as a scalar
multiplication in (. Therefore, we can also assume that
T,, and Ty are equal. Thus, we can say that SYL requires
2T.+46T,, and THTT requires 37.+497,,,. Hence, in the lights
of these arguments from the original articles, THY is more
efficient than the others since no bilinear pairing operations
is used and SYL is more efficent than THTT since it requires
less bilinear pairing and multiplication operation.

VI. CONCLUSION

We compare the ID-based key agreements which are based
on Shim’s protocol. First, we explain them briefly. Then we
analyse their security and efficiency. All of them are secure
under the mentioned security properties and they all resist
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against the attacks which are examined. Although efficiencies
are improved according to public key protocols, SYL and
THTT are still not too fast since they use the bilinear pairing.
However, THY is the fastest among all of them since it uses
only scalar multiplications.
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Oz—Bu calisma Avrupa Birligi Komisyonu’nun bilgi
giivenliginin saglanmasi ve bilginin korunmasina iliskin politika
belgelerini incelemeyi amaclamaktadir. Caliyma kapsaminda,
Avrupa Parlamentosu Ve Konseyi’nin 2018/0328 Sayili Siber
Giivenlik Sanayi, Teknoloji Ve Arastirma Yetkinlik Merkezi’nin
Yonetmeligi Ve Bilgilendirici Protokolii, Avrupa Komisyonu’nda
iletisim Ve Bilgi Sistemlerinin Giivenliginin Saglanmasina
Yonelik 10 Ocak 2017 Tarihli 2017/46 Sayih Komisyon Karari,
Avrupa Parlamentosu Ve Avrupa Konseyi’nin 27 Nisan 2016
Tarihli Kisisel Verilerin Korunmasiyla fliskin Yonetmeligi,
Avrupa Birligi ve Parlamentosu’nun Yenilik Birligi inisiyatifi,
Avrupa Birligi ve Parlamentosu’nun Dijital Giindem Inisiyatifi,
Avrupa Parlamentosu Ve Konseyi’nin 27 Nisan 2016 Tarihli
2016/679 Sayih Kisisel Verilerin islenmesi Ve Verilerin Serbest
Dolasimina iliskin Veri Koruma Yénetmeligi, ENISA, Avrupa
Birligi’nin Veri Koruma Direktifi incelenmistir. lgili politika
belgelerinin bilgi giivenliginin saglanmasina yonelik odaklandigi
ve onceliklendirdigi konular, ilkeler, esaslar ele alinmistir ve
caliymada paylagilmistir.

Anahtar Kelimeler—Avrupa Komisyonu, politika belgeleri, bigi
giivenligi, bilginin korunmasi, veri giivenligi

Abstract—This study aims to examine the policy documents of
European Union Commission on ensuring information security and
protection of information. Within the scope of the study, 2018/0328
numbered Regulation and Informative Protocol of Cyber Security
Industry, Technology and Research Competency Center of
European Parliament and Council, 10" January 2017 dated 2017/46
numbered Commission Decision for Ensuring the Secuity of
Communication and Information Systems, 27" April 2016 dated
Regulationn of European Parliament and European Union
Commission concerning Protection of Personal Data, Innovation
Alliance Initiative of European Parliament and European Union,
Digital Agenda Initiative of European Union and Parliament, 27t
April 2016 dated 2016679 numbered Data Protection Regulation of
European Parliament and Council on Processing Personal Data and
Free Movement of These Data, ENISA, Data Protection Directive of
European Commission were examined. Subjects, principles, bases
prioritized by these policy documents for ensuring information
security were handled and shared within the scope of the study.

Key Words — European Commission, policy documents,
information security, information protection, data security
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I.  GIRIS

Bireylerin giinliilk yasami ve giiniimiiz ekonomisi dijital
teknolojilere giderek daha fazla bagimli hale geldikge,
vatandaglar ciddi siber olaylara gittikce daha fazla maruz
kalmaktadir. Hem sivil alt yap1 hem de askeri kapasitelerinin
giivenli dijital sistemlere dayanmasi sebebiyle siber tehditlere
kars1 teknolojik alt yapilarin gelistirilmesi 6nem tasimaktadir.
Her gecen giin giderek artis gosteren zorluklarin ve tehditlerin
iistesinden gelmek ve giivenli bir siber eko-sistemi gelistirmek
icin Avrupa Birligi ilgili konudaki amag ve ilkelerini gelistirerek
faaliyet alanlarini genisletmistir

Avrupa Birligi, .Avrupa Komisyonu ve Konseyi, iiye iilkeler
ve aday ililkelerdeki bilgi gilivenliginin saglanmasina yonelik
cesitli caligmalar gerceklestirmistir. Bu ¢aligmalar kapsaminda,
kiiresel aglardaki yasa dis1 ve zararl igerikle miicadele yolunda
Internet’in daha giivenli kullanilmasina yonelik eylem planlart
kabul edilmistir.

2017 yilinda Siber Giivenlik alaninda gergeklestirilen
gelismeler géz oniinde bulunduruldugunda, Avrupa Birligi Dis
Iliskiler Giivenlik Politikalar1 Birligi Ust Diizey Temsilcisi,
Avrupa Birligi'nin Avrupa Birligi’nin siber giivenligini
saglama, giiglii teknolojik alt yapilart olusturma, esnek bilgi
sistemleri saglama, siber tehditlere karsi caydirici sistemlerin
olusturulmas1 konusunda hedeflerini Avrupa Birligi’nin
hedeflerini ortaya koymustur. Dijital diinyadaki hizmetlerin
sunumunda biiyiik 6lgekli ve giivenli koordineli anit sistemlerin
gelistirilmesi konusu ele alinmustir.

Avrupa Birligi’nde 2016 yilinda siber giivenlik konusunda
Kamu-Ozel Ortakhigmin/isbirliginin ~ yaratilmas1  2014-20
sinirlar1 dahilinde arastirma ve inovasyonu kolaylastirmak icin
aragtirma, sanayi ve kamu sektorli topluluklarini bir araya
getiren ilk somut bir adimdi. 2020 finansal ¢ergevesi, aragtirma
ve inovasyonda iyi ve daha odakli sonuglarla odaklanmasi
gerektigi diisiniilmektedir. Avrupa Birligi, ¢ok daha biiyiik
Olcekli bir yatirnm yapabilir ve yeni ¢ok amagli teknolojiler
alaninda siber giivenlikle ilgili endiistriyel zorluk ve sorunlara
yanit veren yenilik¢i ¢oziimler gelistirmeyi ve kalici kapasiteler,
havuz calismalari, yeterlilikler gelistirecek ve apay zeka,
kuantum hesaplama, blok zinciri ve giivenli dijital kimlikler gibi
daha etkin bir mekanizmaya ihtiya¢ duyabilir. Avrupa Siber
Giivenlik Yetkinlik Merkezi ile siber giivenlik yeterlilik
merkezleri ag1 aracihigiyla Birlik siber giivenlik kapasitesinin
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giiclendirilmesi olasilig1 diisiiniilmiistiir. ilk adim olarak ve
gelecege yonelik planlart gekillendirmek amaciyla Komisyon,
Horizon 2020 kapsaminda ulusal merkezlerin siber giivenlik
yetkinligini ve teknolojik alt yapiy1 gelistirmede yeni bir ivme
olusturmak i¢in bir araya getirilmelerine yardimci olmak icin
pilot bir ¢calisma baglatmistir [1]

II.  AVRUPA PARLAMENTOSU VE KONSEYI’NiN
2018/0328 (COD) SAYILI SIBER GUVENLIK
SANAYI, TEKNOLOJi VE ARASTIRMA
YETKINLIK MERKEZi’NIN YONETMELIGi VE
BILGILENDIRICi PROTOKOLU

Bu baglamda, bu ilgili yonetmelik, Ulusal Koordinasyon
Merkezi agi ile bir Avrupa Siber Giivenlik Sanayi, Teknoloji ve
Arastirma Yeterliliginin kurulmasini énermektedir. Bu amaca
yonelik yapilan isbirligi modeli, Avrupa siber giivenlik
teknolojik ve endiistriyel ekosistemini tesvik etmeye yonelik
islerlik gostermelidir. Yetkinlik Merkezi, Agm ¢alismasini
kolaylastiracak ve koordine edecek ve siber giivenlik teknolojik
giindemini yonlendirecektir. Yeterlilik Merkezi 6zellikle Dijital
Avrupa ve Horizon Avrupa programlarinin uygulanmasini
saglayarak hibe tahsis edilmesini saglayacaktir. Diinyanin diger
bdlgelerinde yapilan siber giivenlige yapilan 6nemli yatirimlar
gdz Oniinde bulunduruldugunda, Yetkinlik Merkezi Avrupa
ortaklig1 olarak onerilmektedir. Bu sekilde Avrupa Birligi, iiye
iilkeler ve/veya ilgili sanayi kuruluslari ortak yatirimi tegvik
etmektedir. Bu nedenle teklif, Uye Devletlerin Yetkinlik
Merkezi ve Agin faaliyetlerine orantili bir miktarda katkida
bulunmalarmi gerektirmektedir. Yonetim Kurulu, 6zel sektor,
tiiketici kuruluslar1 ve diger ilgili paydaslarla diizenli diyalog
saglamak icin bir Endiistriyel ve Bilimsel Danisma Kurulu
tarafindan desteklenmektedir.

Avrupa Siber Giivenlik Endistri, Teknoloji ve Arastirma
Yeterlilik Merkezi, siber giivenligi (Dijital Avrupa Programi ve
Horizon Avrupa) destekleyen ¢esitli Birlik programlari igin tek
bir uygulama organi olarak gorev yapacak ve aralarindaki
tutarlilig1 ve sinerjiyi gelistirecektir. Bu inisiyatif ayrica, nitelikli
bir AB siber giivenlik isgiiciiniin gelistirilmesine yardimec1
olmak amaciyla siber giivenlik becerilerini gelistirmek i¢in
(6rnegin sivil ve askeri egitim sistemlerinde siber giivenlik
miifredat1 gelistirerek), egitim politikas1 belirleyicilere uygun
girdi saglayarak Uye Devletlerin faaliyetlerini tamamlayacaktr.
Bu inisiyatif, Dijital Avrupa Programlar1 kapsamindaki Dijital
Inovasyon Merkezlerinin ¢alismalarii tamamlayacak ve
destekleyecektir. Dijital Inovasyon Hub'lar1 KOBI'ler ve orta
biiytikliikteki sirketlerin dijital teknoloji tarafindan saglanan
akilli yenilikler yoluyla is / tiretim siireglerinin yani sira lirlin ve
hizmetlerini gelistirerek daha rekabet¢i olmalarina yardimci olur

[1]

.  AVRUPAKOMISYONU’NDA ILETIiSIM VE
BILGI SISTEMLERININ GUVENLIGININ
SAGLANMASINA YONELIK 10 OCAK 2017
TARIHLI 2017/46 SAYILI KOMISYON KARARI

Bu kararda da asagida belirtilen konular ele alinmistir

[2]:
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e Komisyonun iletisim ve bilgi sistemleri, Komisyonun
isleyisinin ayrilmaz bir pargasidir ve BT (Bilgi
Teknolojileri) giivenlik vakalart ve durumlari,
Komisyonun islemleri tizerinde oldugu kadar bireyler,
isletmeler ve Uye Devletler de dahil olmak iizere
iictincii sahislar iizerinde ciddi bir etkiye sahip olabilir.

e fletisim ve bilgi sistemleri, maruz kaldiklar risklerin
olasiligy, etkisi ve niteligi ile orantili bir koruma
seviyesi ile hizmet sunmalidir.

e Komisyonun BT giivenlik politikasi, Komisyondaki
giivenlik  politikalart  ile tutarli  bir  sekilde
uygulanmalidir.

e Insan Kaynaklari ve Giivenlik Genel Miidiirliigii
Giivenlik Miidiirliigi, Giivenlikten sorumlu Komisyon
Uyesinin yetkisi ve sorumlulugu altinda Komisyonda
giivenlik konusunda genel sorumluluga sahiptir.

e lletisim ve bilgi sistemlerinden sorumlu Komisyon
departmanlar tarafindan uygun tedbirler gelistirilmeli
ve uygulanmali ve iletisim ve bilgi sistemlerinin
korunmasina yonelik BT giivenlik 6nlemleri etkinlik
ve etkinlik saglamak icin Komisyon genelinde
koordine edilmelidir.

IV. AVRUPAPARLAMENTOSU VE AVRUPA
KONSEYI’NIN 27 NiSAN 2016 TARIHLI KiSiSEL
VERILERIN KORUNMASIYLA ILISKIN
YONETMELIGI

Gergek kisilerin kisisel verilerin iglenmesiyle ilgili olarak
korunmasi temel bir haktir. Avrupa Birligi Temel Haklar
Sartlarmin 8. Maddesi ve Avrupa Birligi'nin Isleyisine Iliskin
Anlagmanmn 16. Maddesi bireylerin kisisel verilerinin
korunmasinin éneminin altin1 ¢izmektedix. [3].

Avrupa Parlamentosu ve Konsey’in (4) 95/46 / EC sayil
Direktifi, isleme faaliyetleri bakimindan gergek kisilerin temel
hak ve 6zgiirliiklerinin korunmasimi uyumlastirmay1 ve kisisel
verilerin Uye Devletler arasinda serbest akisii saglamayi
amaglamaktadir. I¢ pazarin isleyisinden kaynaklanan
ekonomik ve sosyal entegrasyon, kisisel verilerin sinir dtesi
akiglarinda 6nemli bir artisa neden olmustur. Gergek kisiler,
dernekler ve AB’deki kuruluglar dahil, kamu ve 6zel aktorler
arasinda kisisel veri alisverisi artmustir. Uye Devletlerdeki
ulusal otoritelere, gorevlerini yerine getirebilme konusunda
cagri yapilmistir. AB Birligi genelindeki gergek kisiler igin
tutarli bir koruma diizeyi saglamak ve kisisel verilerin i¢
pazarda serbest dolagimini engelleyen farkliliklari 6nlemek
amaciyla, mikro, kiigiik ve kiiciik isletmeler dahil olmak iizere
ekonomik operatorler i¢in yasal kesinlik ve seffaflik saglamak
icin bir Yonetmelik gerekmektedir. Bu verilerin kapsamina
giren amaglarla kisisel verilerin yetkili makamlarca
islenmesiyle ilgili olarak, Uye Devletlerin bu Y®&netmelik
kurallarinin uygulanmasini saglamak i¢in daha spesifik
hiikiimler saglayabilmesi veya sunabilmesi gerekir. Bu
yonetmelik, liye devletlerin belirli kosullar altinda, bu tiir bir
kisitlamanin gerekli ve orantili bir tedbir teskil etmesi
durumunda, kamu giivenligi ve cezai suglarin Onlenmesi,
sorusturulmasi, tespit edilmesi veya kovusturulmasi veya
kamu giivenligine yonelik konularda tehditlerin 6nlenmesi
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icin belirli ylikiimliiliikleri ve haklar1 yasalarla smirlama
imkan1 saglamalidir [3]
V.  YENILIK BIRLiGI INISIYATIFI

Avrupa Birligi Komisyonu’nun girisimlerinden biri de “Yenilik
Birligi” inisiyatifidir. Bu inisiyatifin amaci, Avrupa Birligi
aragtirma alanimmi gelistirmek, bilgi giivenligini ve kisisel
verilerin korunmasini saglamaktir. Bu inisiyatif kapsaminda da
Patent Mahkemesi kurmak, telif haklar1 ve marka adlar
gercevesini  modernlestirmek, SME’lerin Fikri Miilkiyet
haklarinin korunmasma yonelik iyilestirmelerde bulunmak,
Avrupa Yenilik ortakliklarini hayata gegirmek, Avrupa’nin
gelecegini sekillendirecek endiistriyel teknolojiler
gelistirilmesini saglamak amaglanmistir. EIB (Avrupa Yatirim
Bankast) ile isbirligi saglanmasii desteklemek, karbon
piyasastyla ilgili yenilik¢i tesvik mekanizmalarmi gelistirmek,
bunlarla ilgili idari siiregleri kolaylastirmak, bilgi ortakliklart
gelistirmek, is, arastirma ve yenilik tiggeni arasindaki iliskileri
gelistirmek amaglanmstir [4]

VI. DIJITAL GUNDEM iNiSIYATIFi

Avrupa Birligi Komisyonu’nun girisimlerinden digeri de
“Avrupa i¢in dijital giindem” inisiyatifidir. Bu inisiyatifin
amaci, 2013 yilinda herkesin genis bant erisimine sahip oldugu,
2020 yih itibariyle herkesin daha yiiksek hizda internete (30
Mbs ve lstil) ve Avrupali hane sakinlerinin %50 veya daha
fazlasinin 100 Mbs’in {izerinde internet baglantisina abone
oldugu, hizli ve ultra hizli ve birlikte igleyebilir uygulamalara
dayali bir Dijital Tek Pazardan, siirdiiriilebilir ekonomik ve
sosyal faydalar saglamaktir. Komisyon, Ac¢ik ve rekabetgi
yiiksek hizli internet yapisi ve ilgili hizmetlere yatirimi tesvik
eden istikrarli bir yasal cerceve saglamayi, Avrupa’nin
Avrupa’nin zengin kiiltliirel mirasinin dijitallestirilmesine
katkida bulunmak, c¢evrimi¢i igerik ve hizmetler agisindan
yiiksek diizeyde giiven ve itibar sunan, agik haklar rejiminin
dengeli oldugu diizenleyici bir ¢ergeve sunmak, birden fazla
iilke topraklarmi kapsayan lisanslarin tesvik edilmesini
saglamak, hak sahipleri i¢in giivenli AB web hizmetlerine
yonelik bir alt yapi olusturmak, Kilit stratejik alanlarda
Avrupa’nin teknolojisini giiclendirmek ve ortaya ¢ikan
pazarlara liderlik etmek i¢in SME’lere yonelik hizli biiylime
kosullar1 olusturmak ve tiim is sektorlerinde bilgi teknolojisi
yeniliklerini tesvik etmek amaglariyla arastirma ve yenilik
fonlar1 reformu gergeklestirmek ve destegi arttirmak, 6zellikle
dijital okur-yazarlik ve erisilebilirlik yoluyla tim Avrupa
vatandaglarinin internete erigimini ve kullanmasini desteklemek.
amaglanmustir [4]

VII. ENISA

ENISA, bireylerin dijital ve siber giivenlik becerilerinin
gelistirilmesini saglamay1 amaglayan AB politika Onerisidir
ENISA, bilgi giivenligi konusunda farkindalik olusturulmasini
saglayarak bilgi toplumuna katkida bulunmay1 amaglamaktadir.
Tiiketicilerin, kurumlarin, bireylerin, isetmelerin ve kamu
sektoriindeki kurumlarm bilgi giivenliginin saglanmasina
hizmet etmektedir. Avrupa Kurumlarmi, Uye iilkelerini ve is
diinyasint desteklemektedir. Bu politika belgesi, Avrupa
Birligi’'nde referans gosterilen bir siber giivenlik politika belgesi
haline gelmistir. Elektronik iletisim, elektronik kimlik ve
giivenlik  hizmetleri alaninda giivenlik hususlarii  ele

16-17 Ekim, Ankara, Tiirkiye

almaktadir. AB ve ulusal kamu yetkinlik ve uzmanliginin
gelistirilmesini, giivenli bilgi aglarinin kullanildig1 bir toplum
kiiltiirii ve anlayiginin benimsenmesini 6ngérmektedir. Avrupa
Birligi'nde  bilgi  giivenligi  konusunda  politikalarin
gelistirilmesini desteklemektedir. Tavsiye kararlari, farkindalik
saglayict ve artirict egitimlerle veri giivenligi alaninda
kapasitenin gelistirilmesini saglamaktadir [5]

AVRUPA PARLEMONTOSU VE KONSEYI’NIN
27 NiSAN 2016 TARIHLI 2016/679 SAYILI
KIiSISEL VERILERIN iSLENMESI VE
VERILERIN SERBEST DOLASIMINA LiSKIN
VERI KORUMA YONETMELIGI

Avrupa Birligi’nin diger ¢alismalarindan biri de Avrupa
Parlamentosu ve Konseyi’nin 2016/679 sayili ve 27 Nisan 2016
tarihli Kisisel Verilerin Islenmesi ve bu verilerin serbest
dolasiminda gergek kisilerin korunmasima iligkin 95/46/EC
sayili genel veri koruma yonetmeligidir. Kisisel verilerin
islenmesinde gergek kisilerin korunmasi bir temel haktir.
Avrupa Birligi Temel Haklar Sartlar1 ve Avrupa Birliginin
Isleyisine Dair Antlasmanin 16 (1) Maddesi, herkese, kendisine
iligkin kisisel verilerin korunmasi hakkini tanimaktadir. Kisisel
verilerin islenmesinde gercek kisilerin korunmasi ilkeleri ve
buna iliskin kurallar, uyrugu ya da ikamet yeri neresi olursa
olsun, basta kisisel verilerin korunmasi hakki olmak tizere bu
kisilerin temel hak ve Ozgiirliiklerine saygili olmalidir. Bu
Yonetmelik, bir 6zgiirliik, giivenlik ve adalet alan1 ve bir
ekonomik birligin gergeklestirilmesine, ekonomik ve toplumsal
ilerlemeye, i¢ piyasa icerisindeki ekonomilerin gii¢lendirilmesi
ve yakinlastinlmasina ve gercek kisilerin refahlarinin
gelistirilmesine  katki  saglamak adina hazirlanmis ve
yaymmlanmistir. Hizli teknolojik gelismeler ve kiiresellesme,
kisisel verilerin korunmasinda karsimiza yeni zorluklar
¢ikarmaya baglamustir. [6]

VIII.

IX. VERI KORUMA DIREKTIFI

Avrupa Birligi’nin diger politika belgelerinden biri de Polis
ve Cezai Yargilama Makamlarma yonelik Veri Koruma
Direktifi, Bireylerin kisisel verilerinin, verileri polis ve cezai
yargilama makamlari tarafindan islenirken daha iyi korunmasini
amagclar. Ayrica, AB iilkelerindeki polis ve cezai yargilama
makamlarmin sorusturmalar i¢in gerekli olan bilgiyi daha etkin
ve etkili bir sekilde paylagmasini saglayarak AB igerisindeki
terdr ve siir otesi suglarla miicadelede isbirligini gelistirmeyi
amaglar. Polis ve Cezai Yargilama Makamlarina yonelik Veri
Koruma Direktifi, Genel Veri Koruma Diizenlemesi
(Yonetmelik (AB) 2016/679) ile birlikte AB veri koruma reform
paketinin bir parcasidir. Direktif, verilerin kanunlara uygun bir
adil bir sekilde islenmesini, ag¢ik ve mesru amaglarla
toplanmasini, yalnizca bu amaglar dogrultusunda islenmesini,
islenme amagclart ile iligkili olarak yeterli, ilgili ve yalnizca
gerekli ve dogru 6l¢iide olmasini, yetkisiz veya yasa disi igleme
kars1 belge giivenliginin diizgilin bir sekilde saglanmis olmasini
gerektirir. Ulusal makamlar, riske agik olan kisisel veriler i¢in
bir giivenlik diizeyi saglamak amaciyla teknik ve Orgiitsel
onlemler almalidir. Veri islemenin otomatik olarak yapildigi
durumlarda cesitli 6nlemler almmalidir. Ornegin, yetkili
olmayan kisilerin veri isleme i¢in kullanilan ekipmana erisimi
engellenmelidir, verilerin izinsiz bir sekilde kopyalanmasi,
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degistirilmesi ve kaldirilmasi engellenmelidir. Kisisel verilere
yetkisiz olarak girilmesinin ve depolanmis kisisel verilen
yetkisiz olarak goriintiilenmesinin, degistirilmesinin Oniine
gecilmelidir [6].

X. SONUC

Calisma kapsaminda incelenen politika belgelerinde, bilgi
giivenliginin saglanmasi ve bilgilerin, verilerin korunmasinin
Avrupa Birligi’nin onceliklendirdigi konulardan biri oldugu
goriilmiistiir. Avrupa Birligi, kisilerin, kurumlarin bilgilerinin ve
verilerinin korunmasini saglamaya yonelik 6nemli adimlar
atmistir. Uye Devletler’deki ilgili kurum ve kuruluslari,
tesebbiisleri ve kisileri de veri giivenliginin, siber giivenliginin
saglanmasi konusunda gerekli adimlari atmaya ve eylemde
bulunmaya davet etmistir. Avrupa Komisyonu, Avrupa
Birligi’nin ve iiye Tlkelerin siber giivenlik alanindaki
kapasitesini gelistirip Avrupa Birligi’ni diinyada oncii ve lider
haline getirmeye ¢alismistir. Giivenligin saglanmasi konusunda
hem kurumsal alt yapilar1 iyilestirmek hem de bu konuda ulusal,
uluslararasi, bireysel farkindaliga hizmet etmek amaciyla
hibeler tahsis etmistir. Bu alanda ayrica, ilgili kurum ve
kuruluslarin isbirligi icinde bulunmasi saglanmustir.
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Abstract— Secure Socket Layer (SSL) and Transport Layer
Security (TLS) are two commonly used certificate-based protocols
to satisfy secure communication. They are widely used in e-
commerce, governmental and military based systems, online
messaging systems etc. This wide range of applications makes SSL
/ TLS an attractive attack surface for attackers. Due to critical
vulnerabilities found in recent years, it can be said that all versions
of SSL are now expired. Moreover, PCI DSS (Payment Card
Industry Data Security Standard) said in 2018 that even TLS 1.0
should no longer be used in communications [1]. In this work, it
will be told about some current vulnerabilities and attacks towards
them as a cryptographic perspective in brief. It will be given some
precautions and important points for mitigations of these attacks
in order to enlighten security researchers and users actively
mingle with these protocols.

Index Terms— Protocol, certificate, attack, vulnerability,
security

Ozet— Secure Socket Layer (SSL) ve Transport Layer Security
(TLS), giivenli iletisimi saglamak i¢in yaygin olarak kullamlan iki
sertifika tabanh protokoldiir. Yaygin olarak e-ticaret, devlet ve
askeri tabanh sistemler, cevrimi¢ci mesajlasma sistemleri vb.
sistemlerde kullanilmaktadir. Bu genis uygulama yelpazesi, SSL /
TLS'i saldirganlar icin cekici bir saldir yiizeyi yapmaktadir. Son
yillarda bulunan kritik giivenlik agiklhiklar1 nedeniyle, SSL'nin
tiim siiriimlerinin miadinin doldugu sdylenebilir. Ayrica, PCI DSS
((")deme Kart1 Endiistrisi Veri Giivenligi Standardi) 2018’de, artik
TLS 1.0’1n bile iletisimde kullamlmamasi gerektigini séylemistir
[1]. Bu ¢ahsmada, kriptografik acidan bu protokollerde mevcut
giivenlik agikliklar1 ve bunlara yonelik bazi giincel saldirillardan
bahsedilecektir. Ayrica, bu protokollerle aktif bir sekilde ilgilenen
giivenlik arastirmacilar ile kullamcilar1 aydinlatmak amaciyla
alinabilecek bazi 6nlemler ve zarar: azaltma teknikleri iizerinde
durulacaktir.

Anahtar Kelimeler—

giivenlik

Protokol, sertifika, saldiri, acikhk,

|. INTRODUCTION

The concept of cyber security, which gained acceleration
with the introduction of the internet into our lives, has expanded
many of its concepts over time. Many advantages as well as
disadvantages of the irreplaceable importance of the internet in
our lives cannot be denied. In the sense of easy access to
information, communication, health, trade, public transactions,

critical infrastructure etc., this system has become one of the
most important research areas of cyber security. In most of these
systems, people share their personal data, some of the
information that is critical to them. The criticality of these
information also requires that they should be shared on a secure
channel. One of the secure communication channels over the
internet is the use of some security protocols on these platforms.
TLS (and its processor SSL) protocol is one of them to ensure
communication security generally between the client and the
server over an insecure channel. SSL is developed by Netscape
Communications in 1994 to allow secure access of a browser to
a web server and became the accepted standard for web security
[8]. The first version of SSL, SSL 1.0, was never released due to
some vulnerabilities. After that, SSL 2.0 and SSL 3.0 are
improved respectively. TLS, the following version of SSL, was
developed in 1999 and mentioned in RFC (Request for
Comments). The current versionsare TLS 1.0, TLS 1.1, TLS 1.2
and TLS 1.3. The name of the protocol changed from SSL to
TLS because TLS works over any bidirectional stream of bytes,
not just sockets [8]. Today, SSL and TLS 1.0 are not
recommended due to the very critical security vulnerabilities,
but their security becomes more important due to the frequent
use of these protocols. Another important aspect of TLS is the
incontrovertible role of cryptographic infrastructure in ensuring
security. Cryptographic protocols help the system to satisfy
confidentiality, data integrity, authentication and non-
repudiation properties. Confidentiality means protecting
sensitive information from disclosure by unauthorized people.
Data integrity is used to satisfy protection of data in order not to
be altered or corrupted. Entity authentication is the
corroboration of the identity of an entity and message
authentication is corroborating the source of information [8].
Non-repudiation means preventing the denial of previous
commitments. As with many systems, cryptography in SSL/TLS
contains symmetric and asymmetric encryption algorithms, key
exchange mechanisms, hash functions, mode of operations. In
this study, some critical wvulnerabilities and attacks of
cryptographic mechanisms in TLS protocol will be emphasized.

Organization of this paper is as follows: In Section 2, a brief
information about the role of TLS and importance of its security
is given. In Section 3, current vulnerabilities and attacks towards
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TLS are explained. It basically contains last 3 years and from
cryptographic perspective. In Section 4, a conclusion and future
recommendations are given.

Il. RELATED WORK

This work is inspired by the study of Ronen et al. [7] in
which they showed new cache attacks of TLS implementations.
This study revealed a large system of attack surfaces found in all
versions of TLS protocol. It is important to examine TLS as a
widely used security protocol. The critical role of this protocol
in transmitting sensitive information makes it the target of
attacks. The need to examine the current vulnerabilities of TLS,
as well as many known vulnerabilities since SSL, has once again
been created with cache attacks. TLS, as it is known, is a
cryptographic, certificate-based protocol.

In this study, it is aimed to present the suggestions for
cryptographic improvements by examining the studies on the
recent TLS vulnerabilities and attacks which have been
discovered in the last 3 years.

I1l. CURRENT CRYPTOGRAPHIC ATTACKS AND
VULNERABILITIES

In this study, recent developments in terms of cryptography
related with TLS are examined. Research has shown that many
interesting vulnerabilities and attacks have emerged, even in the
last 3 years. Perhaps the most remarkable aspect of these is that
they have been observed in the proposed algorithms. As always
mentioned in security, it is difficult to provide the trade-off
between confidentiality and availability. The attacks and
vulnerabilities to be mentioned in this study provided an
example of this generalization.

A. Drown Attack (2016)

This attack can be described and named as Decrypting RSA
with Obsolete and Weakened Encryption. Drown, as the name
suggests, allows an attacker to break encryption mechanism and
obtain sensitive data from communication between client and
server. While this attack affects 33% of HTTPS servers in 2016,
fortunately, SSL Labs states that it is 1.2% in 2019 [9].
However, this percentage should not be underestimated.

A web server is vulnerable to this attack if it supports SSL
2.0 or secret key is used on another server that allows SSL 2.0.
This is because of the fact that many companies reuse the
certificates or keys on their servers. In this case, even if the web
server does not support SSL 2.0, this attack can be successful
with a connection from another supporting server [2].

B. SLOTH Attack (2016)

This attack means that Security Losses from Obsolete and
Truncated Transcript Hashes. This causes finding collision of
hash function used in TLS signature. Such weak algorithms like
MD5 and SHAL used in TLS 1.1, 1.2 and 1.3 and affected by
this attack. In such attacks, the security of the system is halved.
That is for example, the 128-bit security introduced by MD5
drops to 64-bit [10]. This situation reveals the severity of the
attack [3].
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C. Sweet32 Attack (2016)

One of the recent attacks to be mentioned is Sweet32. This
attack can be carried out against 64-bit block cipher algorithms
such as 3DES, one of the encryption algorithms commonly used
in the TLS protocol. In Sweet32, if an attacker can capture
substantially many network traffic between web browser and
website, which have 3DES in TLS protocol, he can recover
secure HTTP cookies [11]. In the PoC of this attack, researchers
claim that it takes less than 2 days. This attack is based on a
birthday attack to break short-length block cipher algorithms
such as 3DES. Indeed, 3DES is one of the most widely used
algorithm in HTTPS connection after AES. The article related
to Sweet32 recommends that web servers should be configured
to support 128-bit algorithms. Also, TLS renegotiation or
limiting HTTP/1.1 Keep-Alive, SPDY and HTTP/2 with 3DES
can be solutions [11]. This vulnerability is referred to CVE-
2016-2183. Currently, TLS 1.0, 1.1 and 1.2 supports 3DES but
it is not recommended after this attack [4].

D.ROBOT Attack (2017)

Another attack is ROBOT (Return of Bleichenbacher’s
Oracle Threat). This is an interesting study related with the
attack that is found 21 years ago by Daniel Bleichenbacher. This
old attack is a padding oracle attack affecting RSA-based
encryption schemes in SSLv2 [12]. In other respects, ROBOT
attack contains some covariations about Bleichenbacher’s attack
which allows an attacker to make RSA decryption and some
other operations using private key on some TLS servers.
According to ROBOT attack researchers, some of the most
commonly used websites like Facebook, PayPal, affected by this
attack. It allows an attacker to passively capture traffic and
decrypt it. The researchers released PoC of the attack and a
detection tool to scan vulnerable hosts [5].

E. ROCA Vulnerability (2017)

ROCA (Return of Coppersmith’s Attack) is a vulnerability
which affects RSA key generation. Using this vulnerability, a
remote attacker can calculate private key by just having user’s
public key [13]. It is feasible to break 1024- or 2048-bit RSA
encryptions which is a danger as a most commonly used length
in RSA today. In other words, it is a threat for RSA key
generation in which security depends on integer factorization
problem [6]. This vulnerability is referred to CVE-2017-15361.

F. New Cache Attacks on TLS Implementations (2018)

This attack shows that it affects all TLS versions and it is
efficient enough to break the mechanism. The most valuable
mitigation technique for these types of attacks is using OAEP
(Optimal Asymmetric Encryption Padding) or ECEIS (Elliptic
Curve Integrated Encryption Scheme) for asymmetric
encryption, Elliptic Curve Diffie-Hellman for key exchange
mechanism [7].

This attack tested in various TLS implementations and
OpenSSL, Amazon s2n, Mozilla NSS, WolfSSL, GnuTLS,
MbedTLS and Apple CoreTLS were found to be vulnerable
[14]. Cache attack uses side channel analysis of cache access
timings of these libraries. A successful exploitation could be
able to break RSA key exchange or RSA signature which is used
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in these TLS implementations. Note that, RSA key exchange is
used during handshake process to negotiate a shared secret.
Figure 1 shows this type of attack over RSA signature process
[14]. Note that, TLS 1.3 supports RSA signature.
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Fig. 1. Signature Forgery Attack

IV. CONCLUSION AND FUTURE WORK

Communicating with a web-based system always reveals the
importance of security, especially with regards to the privacy.
Personal data are the most valuable information assets of human
beings. In this regard, especially in recent years, a number of
legal arrangements have been made in our country. TLS
protocol plays important role in transferring personal data over
the internet. Moreover, since this protocol is based on the
cryptography, it could benefit somehow from the confidentiality,
data integrity, authentication and non-repudiation features of
cryptographic mechanisms [8]. The degree of sensitivity of the
subject emphasizes the importance of analyzing and following
up on current developments. This study aims to be an
enlightener for the security of TLS based on recent
developments. Within this context, some of the very recent
attacks and vulnerabilities of TLS protocol examined. These are
basically cryptography-related studies. They are DROWN
Attack, SLOTH Attack, Sweet32 Attack, ROBOT Attack,
ROCA Vulnerability and New Cache Attacks on TLS
Implementations.
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This study once again demonstrated the importance of
cryptography at every stage from protocol design to
implementation. When looking at the current attacks, it can be
said that the first problem is caused by weak algorithm selection.
It is seen that many cryptographic algorithms, which are no
longer recommended, are still being used in many current
websites. In addition, it is necessary to proceed by closing all
existing vulnerabilities, reducing the attack surface and taking
all of these into consideration in the design of the new version
of TLS protocol. To achieve all this, it is important that software
engineers and cryptologists should work together.

Figure 2 shows the usage of SSL certificate authorities for
websites from w3techs statistics [15]. These statistics
demonstrate the inadequacy of the use of a certified website as
well as the security of the certificate-based protocol. First,
sensitive information input system should be reliable and then
the mechanism used in the background should be strong.

Figure 3 shows Qualys SSL Labs results of the website
ISCTurkey2019 (https://iscturkey.org) as an example of HTTPS
website [16]. Also, Figure 4 shows keychest.net analysis of the
conference website. It can be said that almost all known
vulnerabilities and attacks including the ones in this study do not
affect this website. However, these results do not mean that the
site is completely resistant to these attacks. A detailed study
should be carried out on this subject.
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Fig. 2. Usage of SSL Certificates According to Certificate Authorities
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