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y 17 MAYIS MAY 2012 PERSEMBE THURSDA

R KAYIT REGISTRAT
SR CAY-KAHVE ARASI TEA/COFFEE BREAK

10:00 -10:45

BRBE CAY-KAHVE ARASI TEA/COFFEE BREAK

By DAVETLI KONUSMACI KEYNOTE SPEAKER  Oturum Bagkani Chairman — Prof. Dr. Ersan AKYILDIZ METU, Dr. Rodica TIRTEA
European Network and Information Security Agency - ENISA Title: European Perspective on
National Information Security and Privacy

S| OGLE ARASI LUNCH BREAK
13:00 -14:45
Konugmacilar Speakers
Prof. Dr. Nazife BAYKAL ODTU Enformatik Enstit udurd / Director of METU Informatics Institute

i N ] Prof. Dr. Tiirksel BENGSHIR KAYA TODAFI e-Devlet Merkezi Miidiirii / Director of e-Government Center
SIBER GUVENLIK Oturum Baskan Chaiman = Gmer TEKELI EGM Bilisim Suclan Dairesi Baskan / Head of EGM Cyber Crime Department
CYBER SECURITY. Prof. Dr. Seref SAGIROGLU | Bilge KARABAGAK TUBITAK BILGEM UEKAE Bilisim Sistemleri Givenigi Blimi Yoneticisi /

Gazi University i Director of Information System Security Department
Ali YAZICI ASELSAN Kripto ve Bilgi Giivenligi Mid(irii / Director of Crypto and Information Security Department
Temsilci, Savunma Sanayi Miistesarligi Temsilci, Ulastirma, Denizcilik ve Haberlesme Bakaniigi
Temsilci, BTK

R CAYV-KAHVE ARASI TEA/COFFEE BREAK

B DAVETL KONUSMACI KEYNOTE SPEAKER : Oturum Bagkai Chair Prof.Dr. Fatos Tiinay Yarman VURAL METU, Prof. Dr. Nasir MEMON
Director of the Information Systems and Internet Security (ISIS) Laboratory

; Title: Biometric Rich Gestures: A Touching Farewell To Passwords?
15:45 -16:30

CALISTAY

WORKSHOP ON 1:AG GOVENLIGI NETWORK R N 2:SIBER GUVENLIK CYBE GMGLD SISTEMLER

Oturum Bagkani n: Oturum Bagkan S d SYSTEN
. ' ivers i jversi Dog. Dr. Siddik:
BiLGi GUVENLIGI Prof.Dr. Ali YAZICI, Atihm University Yrd.Dog.Dr./Assist.Prof.Dr. Murat KOYUNCU, Atihm University o. Dr. Siddika

Berna Ors Yalcin

STK TOPLANTISI 36 Ipv6 Aglarda Solucan Dagilim Saldinilan ve 43 Topic-Based Probabilistic Approach to Criminal Network for Konusmacilar Speakers
MEETING of Onlemler Uraz YAVANOGLU* (Gazi Universitesi S Investigation Arzu KAKISIM*, (Gebze Yiiksek Teknoloji s
INFORMATION Suat 0ZDEMIR (azi Universitesi), Seref SAGIROGLU Enstitiisii) Ibrahim SOGUKPINAR (Gebze Yiiksek ji Enstitisi) - Elif Bilge Kavun )
SECURITY.CS Gzl 67 Bilisim Suclarinda Delillendirme Caglar ULKUDERNER* What do we really mean by
’ B 34 An Application Of Decision Trees In Intrusion (Profelis Biligim) ;ﬁ:ghgvxlght"?
i il * i = m I
'Le‘elf‘“:'}]".‘"'a [.’tZG.““ (ISKUR), Hamit ERDEM 69 Siber Gvenlik Makro Analiz Modell Onerisi ve Turkiye'nin | High Speod RSA
(Bagkent Universitesi) Analizi Hakan SENTURK* (KHO Savunma Bilimleri Enstitilsi), Implementation
ge!al Zaim gIL (Cankaya Universitesi),Seref SAGIROGLU (Gazi Dr. Amir Moradi
52 A Two-Layer Fuzzy Genetic Algorithm for Universitesi) L'ggi'ﬁ;’ﬁ;‘e‘:ﬂmﬁ%'ﬁzets
Designing Intrusion Detection System 76 Operating System Evaluation Using Choquet Integral in Terms| payid oswald
Ghazaleh JAVADZADEH* (Sharif University of of Cyber Threats Kerim GOZTEPE* (War Colleges Command, Army| Hands-on Side Channel
Technolog),Reza AZMI War College), Ahmet EJDER (War Colleges Command) Attacks against Smart
. 7 Cards and Oth
Baskan Chaiiman 39 Radius Regularization using Learning 87 Siber Gilvenlik Persfektifinden Makineler Arasi lletisim e
Prof. Dr. Mustafa ALKAN Automata for Spherical Intelligent Anomaly Uygulamalarinin incelenmesi Alper 0ZBILEN (BTK-TiB), Dr. Tolga Yalgin
BGD Baskani Detectors Neda AFZALI* (Alzahra University), {lhami COLAK (Gazi Universitesi), Seref SAGIROGLU (Gazi Use of Hardware as a Mathematical
ISA President of Turkey Reza AZMI, Boshra PISHGOO Universitesi) Cryptanalysis Tool

OTURUM ON 3: BILGI GUVENLIGI
INFORMATION SECURITY
Oturum Bagkani Session Chairman

. Prof. Dr. Sedat AKLEYLEK Samsun 19 Mayis Uni

SALON HALL D SALON HALL E SALON HALL F
OTURUN | 4: KABLOS! G

Siirii Bellek Yaziim Yongas Ureten Dilbilim | 5 On Applications of Privacy-Preserving ) FRMASURERIESS
Ornegi Fevzi UNLU* (Ege ve Yasar University) orative Filtering Sch . .. .
= — — Alper BILGE, Cihan KALELI, lbrahim glarda Yeni Giivenlik
49 Cycle Counting F_or Information Security in _I@I Swarm YAKUT, Hiiseyin POLAT* (Anadolu Universitesi) Tehtidleri, Akin TOSUNLAR, VIGASIS
Internet Generating Q Swarm Memory Fevzi UNLU* — — i i
(Ege ve Yasar University) 17 Kablosuz Algilayici Aglarda Giivenli Ortam
AT e T i e (e Erigim Protokolleri Feyza Yildirim OKAY* 17:00-17:15 Adli Biligim ve Sayisal
etin ve Grafiksel Ogeleri Birlestiren Yeni bir Parola Gazi Universitesi), Suat 0ZDEMIR (Gazi i i
Tabanii Kimlik Dogrulama Yontemi Murat AKPULAT e . e B
(Giimiighane Oniversitesi), Kemal BICAKCI (TOBB/ETU), — Degistirme) Ozgiir YURDUSEV, VIGASIS
19 RFID Protocol
Ugur CIL (TOBB/ETU) "
LRI U L) 1 18:00 Desktop Sanallagtirma
75 Covert Channels Detection using Process Mining Muhammed Ali BINGOL* (TUBITAK BILGEM X N e 'f S
Amir Jalaly BIDGOLY* (University of Isfahan), Behrouz Tork UEKAE), Mehmet Sabir KIRAZ (TUBITAK BILGEM), ile Veri Giivenligi Saglama, Levent
LADANI (University Of Isfahan), Ahmad Baraani DASTJERDI Suleyman KARDAS (TUBITAK BILGEM UEKAE), TOPRAK HUAWEI
(University of Isfahan) Fatih BIRINCI(TUBITAK BILGEM)
83 Information and Computer Security Awareness of 72 Recommender System Based on Group Trust
Elementary and High School Students: Sample of Somayeh NAGHSBANDI* (Isfahan University),
Kahramanmaras City Mehmet TEKEREK* (KSU) Behrouz Tork LADANI (University of Isfahan)



13:00 -18:00 1 Ipv6 Security Vulnerabilities 15 Digital Watermarking Enhancement for Satellite Images Using a DCT Algorithm
% Harith DAWOOD* (Cihan University) Mustafa ABUGHARSA* (Misurata University), SULLABI (Mi University),
> Alhusain TAHER (Mi University)
S_) 44 Enhancing SIEM Correlation Rules Through 33 Encrypted Individual Multiple Choice Questions Mehtap Kose ULUKOK* (Cyprus
~ Baselining Ertugrul AKBAS* (ANET) International University), Zehra Boratas SENSOY (Cyprus International University)
w
2 63 Sifrelemenin Modellenmesi ve Modern 71 Casus Yaziimlarin Bilgisayar Sistemlerine Bulasma Belirtileri ve Goziim Onerileri
> Kriptosistemin Tasarimi Erkan BAYAR* (Marmara Resul DAS* (Firat Universitesi), Sahin KARA (Sakarya Universitesi)
= Uni.), Hakan KAPTAN (Marmara Uni.)
18 Sazan Avlama (Phishing): Kullamilan Teknikler ve Bunlardan Korunma Yéntemleri 23 Server Based Encryption (SERBASEN)Protocol on Air Gap
Ali SENOL* (Gazi Universitesi), Hacer KARACAN (Gazi Universitesi) Network Ahmet AYSAN* (Turkish Air Force Academy), Giiray
YILMAZ
37 Utilizing a Graphical User Interface for Image Encryption based on Chaotic 41 Security Directions in Cloud Computing Environments
Algorithm Hidayet 0GRAS* (Batman University), Mustafa TURK (Firat University) Thanh Zeynab Abbasi KHALIFELU (Islamic Azad University), Farhad
Viet PHAM imanian GHAREHCHOPOGH* (t University)

82 Akilli Sebekelerde Siber Giivenlik ve Mahremiyet
Elif Ustiindag SOYKAN* (TUBITAK), Seda Demirag ERS0Z

2. giin second day 18 MAYIS MAY 2012 CUMA FRIDAY

10:00 -12:00

SALON MAIN HALL: KEMAL KURDAS

ED-IHE ¢ Dr. Mohammad Taghi Alavi, Honorary chair
ABOUT of ISCISC'12 (9th International Conference
ISCISC'{2 : onInformation Security and Cryptology IRAN

10:10 -11:00
< . Ulusal Bilgi Giivenliginde Log Yonetiminin
EGITIM  &nemi Akn SAGBILGE, CRYPTECH

11:10 -12:00
FIRMA SUNUM Ag Giivenligi ve Giivenlik Goziimleri
HUAWE

< OTURUM SESSION 5:

= KRIPTOGRAFIK PROTOKOLLER FOUNDATIONS OF 20 Elektronik Segim: Norveg'in internet Uzerinden 66 Compressed Data Public Key Cryptosystems

ES CRYPTOGRAPHY Ot B K Oylama Sistemi ve Kriptografik Altyapisi, with DLP Over Extension Fields, Muhammad

= : P U B &) Ugur BOYACI* (TUBITAK BILGEM), Fatih BIRINCI ASHRSF* (METU), Baris KIRLAR (Suleyman

S|  Session Chairman: Y. Dog. Dr./Asst. Prof. Dr. Ziilfikar (TUBITAK BILGEM), Mehmet Sabir KIRAZ Demirel University)

5 SAYGI, METU (TUBITAK BILGEM)

42 Optimal Control Formulation of Query Model for 73 On The Use Of Continued Fractions For 77 Formalization of Blind Sig Using the
Authentication Systems, Ali SEZER* (METU), Ferruh Mutual Authentication, Amadou KANE* Method, Najmeh Sadat MIRAMIRKHANI* (Sharif
0ZBUDAK (METU), Ustun YILDIRIM (METU) (Université Laval) University of Technolog) Rasool JALILI (Sharif

University of Thechmilogy)

i OTUHUM SESSION 6: 21 Notes on Bent Functions in Polynomial Forms, | 28 Security Margin of 5-Round DEAL, Orhun
KRIPTOANALIZ CRYPTANALYSIS Nese 0ZTOP* (METU) Onur KOCAK (METU) Zulfukar KARA* (TUBITAK BILGEM UEKAE)
Oturum Bagkani Session Chairman: SAYGI (TOBB ETU) Onur KURT (METU)

Dog.Dr./Assoc. Prof. Dr. Ali DOGANAKSOY, METU

SALON HALL B

47 How Biased Are Linear Biases?,
Orhun KARA* (TUBITAK BILGEM
UEKAE) Adnan BAYSAL (TUBITAK

BILGEM UEKAE)

BILGi GUVENLIGI INFORMATION SECURITY

Oturum Baskani Session Chairman: Yrd.Dog.Dr./Assist.Prof.Dr. Sinan KALKAN, METU

10:00-10:30 Siber Tehditlere kars Bilgi Giivenligi Bilinci Olusturma ve Egitim Yontemleri, Murat AYTUN, HRIKA Genel Miidir(i
10:30-11:00 VoIP Giivenlik Uyumlulugu: VoIP'i A Giivenlik Planlamasina Dahil Etmek, Melih TAS, NETAS

11:00-11:30 SIP Saldini Teknikleri ve Savunma Yontemleri, Eren AKCA, Giilten DOGANG, NETAS

SALON HALL E

saLon vl | SIBER GUVENLIK ve SAVUNMA KOORDINASYON KURULU TOPLANTISI
C CYBER SECURITY and DEFENCE COORDINATION BOARD MEETING Not: Bu toplanti herkese agik degildir.

. % < Sadece davetli kurul iiyeleri katilabilecektir.
Es Bagkanlar Chairs Prof. Dr. Ersan AKYILDIZ, Prof.Dr. Seref SAGIROGLU Note: Only the Board Members Can Atiend This Meeting.

OTURUM SESSION 7:
i P i 68 Frei-Chen Maskeleri Tabanh Yeni Bir Sir Paylasim
KULLANISLI GUVENLIK ve STEGANOGRAFI Teknigi, Veysel ASLANTAS (Erciyes Universitesi)
USABLE SECURITY and STEGANOGRAPHY Ebubekir KAYA* (Nevsehir Universitesi)
Oturum Bagkani Session Chairman:
Prof. Dr. Ziya AKTAS, Bagkent University

UYGULAMALI SUNUMLAR

SALON HALL D

:00 Fiziksel Giivenlik Goziimleri ile Kamu Giivenligi
Sagjlama, Fatih ERIKGi, HUAWEI
2:00 Phone2D0S — SIP Uzerinden Yeni Bir Saldin Yontemi
ve Oneriler, Baris DINLER, VIGASIS

27 Gizli Goriintil Paylasiminda Kullamlan Esik
Semalarinin Performans Degerlendirilmesi,
Guzin ULUTAS* (Karadeniz Teknik Universitesi),
Mustafa ULUTAS (Karadeniz Teknik Universitesi),
Vasif NABIYEV (Karadeniz Teknik Universitesi)

OGLE YEMEGI | UNCH BREAK

An Imperceptible Watermarking Scheme based on
Double Density Dual-Tree Discrete Wavelet Transform
in combination with Singular Value Decomposition,
Mary AGOYI* (Cyprus International University),
Devrim SERAL (Cyprus International University)

SALON HALL F

12:00 -13:00

13:00 -15:00

SITI i KEP Ozelinde Kritik Altyapi Giivenligi ve Entegre Yonetim Sistemleri, .
EGITIM . pysun TUNCER, 56D Uyes / ARMONES SALON MAIN HALL: KEMAL KURDAS

CAY-KAHVE ARASI TEA/COFFEE BREAK

15:00 -15:20




GALISTAY WORKSHOP

ELEKTRONIK NOTER ve SIBER GUVENLIK
UYGULAMALARI E-NOTARY and CYBER
SECURITY APPLICATIO!

Bagkan Chairman — | BILGI GUVENLIGI SEKTOR TOPLANTISI
. R =
o | Yildiz BARLAS, BGD Yonetim Kurulu Uyesi | = | MEETING of SECTOR REPRESENTATIVES
= - |8 Bagkan Chairman:
= | Konusmacilar Speakers 3 Prof. Dr. Mustafa ALKAN, BGD
Z | Prof. Dr. Sebnem AKIPEK, Ankara Universitesi = — - ——
= | Hukuk Fakiiltesi - BGD GENG UNIVERSITE TEMSILCILERI
& | Dog. Dr. Leyla KESER BERBER, Bilgi Universitesi = TOPLANTISI MEETING of ISA YOUTH
Cengiz TANRIKULU, Adalet Bakanligi = UNIVERSITY REPRESENTATIVES
Orhan TURAN, Ankara 56. Noteri g Baskan Chairman:
Pinar UNALGIN, Duragan Noteri > Ezgi CANKURTARAN
< 8
— Ri FOUNDATIONS O 25 Hermite Polynomial Representation for 50 Alternate Models of Elliptic
= Finite Fields Of Characteristic Three Curves: A SurveyBaris KIRLAR*
= RYPTOGRAPHY O B Canan OZEL* (METU) Sedat AKLEYLEK (19 Mayis (Suleyman Demirel University),
S essio airman: Doc. Dr./Assoc. Prof. D University), Ferruh 0ZBUDAK (METU) Muhammad ASHRSF (METU)
75 )
61 Optimal Frekans Atlamal | 70 Cyclotomic Sayilar ve
Diziler Seda KAHRAMAN* Sidel'nikov Dizileri Kamil OTAL*
(TOBB ETU), Zulfukar SAYGI (TOBB ETU), Zulfukar SAYGI
(TOBB ETU) (TOBB ETU), Getin URTiS
(TOBB ETU)
(2] OTUR ON 9
= RIPTOANA 79 A Scalable Platform for Cryptanalysis of | 81 A Proposed Attacking Method on
% OUNDATIONS OF CRYPTOGRAP Computationally Intensive Algorithms Rabin's Cryptosystem
= Hakan SOLMAZ* (Aselsan), Hasan ERDOGAN Sattar B SADKHAN * (University
g 0 Baska essio airma (Aselsan), Riza AYKAG (Aselsan) of Babylon)
&5 0ZBUDA

24 Dinamik S-box Tabanh Blok Sifrelerin
Diferansiyel Kriptanalizi
Fatih OZKAYNAK* (Firat University),
Ahmet OZER (Firat Universitesi),
Sirma YAVUZ (Yildiz Teknik Universitesi)

26 Success Probability of The First Attack
on Full Round GOST
Orhun KARA* (TUBITAK BILGEM UEKAE),
Ferhat KARAKOG (TUBITAK BILGEM UEKAE;

OTURUM SESSION 10: BILGI GUVENLIGI
INFORMATION SECURITY
Oturum Bagkani Session Chairman:
Dr.Orhun KARA TUBITAK-BILGEM

56 Radyo Link ve Uydu Aglan Uizerinde Gelecek

Nesil Dar Bant Terminal ile Yapilan Giivenli
Haberlesme Test Sonuclari ve Degerlendirilmesi
Orkun DILLI* (Hv.Tek.OkI.K.ligi) Nursel AKCAM

(Gazi Universitesi) Murat KOYUNCU (Atiim Universitesi)

35 CAPTCHA Metinler igin YSA Tabanh Oriintii
Tamima Yaklasimi
Uraz YAVANOGLU* (Gazi UnlverS|teS|) Begum MUTLU
(Gazi Universitesi) Esra SAHIN (Gazi Universitesi)

SALON HALL D

86 Kayith Elektronik Posta Sistemi ve E-Posta Giivenligi
Mustafa ALKAN* (Gazi UnlverS|teS|), Mustafa UNVER (BTK),
Hakan TEKEDERE (Gazi Universitesi)

Bagkan Chairman

Ali YAZICI

BGD YK Uyesi

ASELSAN Kripto ve Bilgi Giivenligi
Muidiirii

SIBER SAVUNMA |
CYBER DEFENSE

CALIS
WORKSHOP

Konugmacilar Speakers

Ana Salon Main Hall KEMAL KURDAS

Ali ISIKLI, ASELSAN

Biilent SOYDAL, HAVELSAN

Biilent BUYUKKAHRAMAN, NETAS

Dr. Atilla 0ZGiT, ODTU

Aysun TUNCER, BGD YK Uyesi

Dr. Sedat AKLEYLEK, Ondokuz Mayis Universitesi

Ahmet KAPLAN, BGD Uyesi/ULAKBIM

Hakan YILDIRIM, BGD Uyesi/TBMM

Volkan 0ZTURK, BGD Uyes/RTUK,

Volkan KAPLAN, BGD Uyesi / Gimrik Mistesarligi
Bilgi Islem Dairesi Bagkani

S.Barig DINLER, VIGASIS

Dr. Kerim GOZTEPE, Harp Akademileri Komutanldi
Dr. Gokhan OZBILGIN, SPK

Burak GIFTER, BGD Istanbul Temsilci Yrd.

M. Ali INCEEFE, BGD YK Uyesi

Konusmacilar Speakers

ADLI BiLiSiM VE SAYISAL S AHTECiLiK Emrehan HALICI, GMMIetvek\h Adli Biligim i¢in Kurumsal Geligim

DIGITAL FORENSICS and FRAUD Prof. Dr. Ufuk GAGLAYAN, Bogazic Universitesi, ;
Elektronik Delil Ne Demektir ve Klasik Delilden Farki Nedir?

------- Osman Nihat S$EN, TiB Internet Daire Baskani, Hukukgularin ve

Adli Biligim Uzmanlarinin Egitimi

Mehmet ORAL, istanbul Barosu Avukat, Tiirk Adalet Sisteminde

Elektronik Delil Kullanimi ve Karsilagilan Sorunlar

Prof. Dr. Vahit BIGAK, Polis Akademis, Tiirkiye'de ve Diinyadaki

Elektronik Delil Yasalarinin Karsilagtinimasi

CALISTAY WORKSHOP

SALON HALL A

Prof. Dr. F. Tiinay Yarman VURAL, ODTU

OTURUM SESSION 11:
KRIPTOGRAFIK DONANIMLAR ve KUANTUM
KRIPTOGRAFi CRYPTOGRAPHIC HARDWARE
and QUANTUM CRYPTOGRAPHY
Oturum Bagkani Session Chairman:

Dr. Tolga YALGIN

59 Quantum Random Number
Generators Mustafa TOYRAN
(T UBITAK) Thomas PEDERSEN*
(T UBITAK),A S. Atilla Hasekioglu
(TUBITAK), M. Ali CAN (TUBITAK),
Fikret HACIZADE (TUBITAK)

45 A True Random Number Generator and Test
Platform Built in FPGA

Salih YILDIRIM* (ASELSAN),

Cuneyt BAZLAMACCI

30 Kuantum Anahtar Dagitiminda (KAD) Gizli
Anahtar Uzlastirma: CASCADE Protokolii ve
LDPC Kodlan Mustafa TOYRAN* (TUBITAK), Burcu
KORKMAZ (Ege Unlver3|te3|) Thomas PEDERSEN
(TUBITAK), A. S. Atilla HASEKIOGLU (TUBITAK), Pars

MUTAF (Ege Universitesi), M. Ali CAN (TUBITAK)

SALON HALL B

GUVENLIK UZMANLAR KURULU TOPLANTISI BOARD MEETING of SECURTIY EXPERTS
Baskani Chairman Alper OZBILEN, BGD
Bagkan Yardimeisi Vice Chairman Ersen ELMAOGULLARI, SYMANTEC
Bagkan Yardimeisi Vice Chairman Uraz YAVANOGLU, Gazi Universitesi

OTURUM SESSION 12:

BiLGi GOVENLIGINDE YENi YAKLASIMLAR NEW APPROACHES TOWARDS
INFORMATION SECURTY
Bagkan Chairman: Dr.Mehmet Sabir KIRAZ, TUBITAK-BILGEM






